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Pedepar:

1. Y pucepralliiiHiil po60Ti BUpPillyeThCsI HAYKOBO-IIPUKJIaJIHA ITpobieMa PO3POOKU METOZiB, 3aC00iB Ta METOMOJIOTI]
Kpunrorpa@iyHoro 3axucTy iHpopmallii Ha OCHOBI LIiIoYMCeIbHOI, MOAU(IKOBAHOI JOCKOHAJOI (popmMy,
[IOJTIHOMIaJIPHOI Ta iepapxiyHOi crCcTeM 3aJMIIKOBUX KiaciB. [Tpobiema BUPILIyeThCS Y CIIOCI6 po3po6Ku Ta
peastizallii KOMIIJIEKCHOI'O HayKOBOT'O MiIX0My, B IKOMY KpuntorpadiuHi nepeTsopeHHs BUKOHYI0ThCs B C3K Ta ii
noxigHux ¢popmax (LisouncesnpHii, MoaudiKoBaHiil JOCKOHAMIN, IoJliHOMIaNbHIN Ta iepapxivHiii), a

004N CIIIOBAIbHO 3aTPaTHI onepallii MHOKeHHS /TIiTHECEHHS O CTEIEHs Peasli3yloThbCs Yepe3 ornepallii 1ogaBaHHs
i3 3aCTOCYBaHHSIM BEKTOPHO-MOZYJIbHUX aJITOPUTMiB MOIYJISIPHOTO MHOKEHHSI Ta €KCIIOHEHLIOBaHHS. [ly1s
BUpillI€HHS [1I0CTaBJIEHUX 3aBJjaHb B IMCEPTAlliliHil1 poOOTi 3aCTOCOBYIOTHCSI METOIM OCHOB aredpu i Teopii uuced,
Teopii anropuTMmis, MeToziB Kpuntorpadii Ta NporpamyBaHHs, TEOPii MHOKUH Ta CTaTUCTUKU. PO3po6iieHo
CUMETPHUYHUI KPUNTOAITOPUTM Y CUCTEMI 3aJIMIIKOBUX KJIACIB, SIKUI1 32 PaXyHOK PO30OUTTS BiTKPUTOTO

[IOBiIOMJIEHHS! Ha 3aJIMIIKY I10 Bif[IOBiIHUX I1ONIapHO B3a€EMHOIIPOCTUX MOZYJISIX (KJIF04YaX) Ta BUKOPUCTAHHS



KUTAMCbKOI TEOPEMU IIPO 3AMILIKY JO3BOJISIE PO3NapaeInTH OOUNCII0BAILHUAN [IPOLEC, 3MEHIINTH PO3MIPHICThb
OIlepaH/iB Ta HAa OCHOBI NOOYJOBAaHMX aHAJIITUYHUX BUPa3iB BCTAHOBUTY PO3PSIHICTD Ta KiJIbKICTh MOZYJIiB
CHCTEMHU 3aJIMIIKOBUX KJIACIB 17151 3a0€e3I1e4eHHsI TaKoi XK CTIKOCTI, 5IK i cydacHUI CUMETPUYHUI KPUIITOQITOPUTM
AES-256. Po3p06s1eHO BUCOKOIIPOAYKTUBHI CUMETPUYHI Ta aCUMETPUYHI KPUIITOAJITOPUTMHU Ha OCHOBI CUCTEMU
3QJIMIIKOBUX KJACIB Ta ii MoandikoBaHoi [oCKOHaNO0i (pOpMH, SIKi 3a paxyHOK IOBLIBHOI 3aMiHN 6a3MCHUX YUCEJ B
npoueci muppyBaHHS Ha MONIAPHO B3a€EMHOIIPOCTI 3 BiAIOBIZHUMHU MOAYJISIMU JOIATKOBI KJIIOUi 103BOJISIOThH
HiABUIIMTY KPUIITOCTIUKICTb Ta 3a0€31€4YnTH HEOOXiIHMM piBeHb 3aXUCTY iHOPMaLiliHUX IOTOKIB. PO3p06sieHO
KpUnTorpaQiyHuii aJIrOPUTM, B SIKOMY 32 PaXyHOK MKU(PYBAHHS BiIKPUTOIO TEKCTY Y BUTJIST 3aJIMILKIB 3a
IIOTIOMOTOI0 KUTaChKOI TeopeMu IMpo 3aIUIIKY i po3mudpyBaHHs HA OCHOBI ollepallii ouyKy 3ajJuuKiB 3a
BiITIOBiTHUMU MOZYJISIMU 3a6€3I1e4uyeThCs MiBUILEHHS BUAKOCTI po3mndpyBaHHs iHpopmaliii 6e3 BTpatu
CTIilIKOCTi airOpUTMy. PO3p006JIEHO OQHO- Ta JIBOKJIIOYOBI CUMETPUYHI KpUNTOrpadiyHi METOAM B MOIIHOMIiaJbHIN
cucTeMi 3a/IMIIKOBUX KJIACIB, SIKi 32 paXyHOK 3aMiHHU B npoueci mru@pyBaHHs 6a3MCHUX MOJIIHOMIB Ha JOBiJIbHO
BUOpaHi MOMAapHO B3a€MHOIPOCTI 3 MOJYJIIMU MOJIIHOMU JO3BOJIIIOTh CTBOPUTHU JOJATKOBY CTPYKTYPHY
HEOJHO3HAYHICTh, YCKJIAJHATH KPUIITOAHAJI3 Yepe3 HeoOXigHICTh po3B’a3aHHs NP-110BHOI 3a7a4i Ta 36i1bIIMTH
KpunTorpadiyHy CTifikicTb. PO3p0o671eH0 cuMeTpudHi MeToau mudpyBaHHs /po3mnudpyBaHHs iHYOpMaLiTHUX
IIOTOKIB B iepapXivyHill LiJI0YMCEbHIN Ta NOJIHOMIa/BHIN CUCTEMAX 3aJIMIIKOBUX KJIACIB, 5Ki 32 PaXyHOK
IIpeJCTaBJIeHHs 3alIMPPOBAHOrO TEKCTY HA6OpaMU 3aJIMILKIB 32 BiATIOBIiTHUMU MOTYJISIMU (KJII0OYaMH) Ta
posIapa’eeHHs IPoLeCy OOUUCIEHb JO3BOJISIIOTh MiIBULIUTY CTIMKICTh KPUNITOAITOPUTMY Ta 301IBbIIMTH OTO
WBUAKOLi10. PO3p061€HO METO0I0TiI0 KpUnTorpadivHoro 3axucty indopmalii B cucTeMi 3aIMIIKOBUX KJIACIB, sIKa
3a paxyHOK 3aCTOCYBaHHS BEKTODHO-MOZYJIbHUX METOZiB MOJYJISPHOIO MHOKEHHS Ta €KCIIOHEHLIIOBaHHS,
1inoyncenbHoi, MOAU(DIKOBaHOI TOCKOHANOI GOpMU, OTIHOMIaIBHOI Ta iepapxiyHOi CUCTEM 3aIMIIKOBUX KJIACiB
Jla€ 3MOTy 3a0€31e4YnTH 30i/1bIIeHHS CTIMKOCTi, 3MEHIIEHHS YaCOBOi CKJIaAHOCTI, MiABUIIEHHS BUIKOI]
aJITOPUTMIB, CIlelliani30BaHoro IPOrpaMHOro 3abe3neyeHHs Ta NOOYAyBaTy €OUHY CTpaTerito KpunrtorpadidvHoro
3axucTy iHpopMaLifHUX [1I0TOKIB Ha OCHOBI CUCTEMH 3/INLIKOBUX KJaciB. Y,OCKOHAJIEHO METOLIY BiTHOBJIEHHS
IIOJIIHOMA 3a MOro 3aJIMIIKAMU B KijbLli Z[X], SIKi 32 paXyHOK BUKOPMCTaHHS OIlepallii [ofaBaHHs LOOYTKY MOAYJIiB
a6o ix 3aJIMIIKIB 3a BiATIOBIAHUMY MOZYJISIMU JO3BOJIIIOTh YHUKHYTU O0UMCIIIOBATIbLHO IPOMI3IIKOI poLielypr
[IOIIYKY MYJIbTUIINIIKATHBHOIO OGEPHEHOr0 TI0JIIHOMA, 1110, B CBOIO Yepry, IPU3BOIUTH [10 30i/IbIIE€HHS HIBUAKOAI Ta
3MEHIIEHHS 4aCOBOI CKJIaAHOCTI II0JIiHOMIiaJIbHMX anropuTmis mudpysaHHs. Habys nonanboro po3BUTKY METOZ,
IIOIIYKY 0O€PHEHOTO MOJIIHOMA B KijIbLli Z[X] Ha OCHOBI METOAY HEBU3HAUYEHUX KOEQILlieHTIB, IKMI 32 PaXyHOK
YCYHEHHSI ollepalii ouyKy HaibijIbIIOro CHijIbHOTO AiJIbHMKA JBOX IOJIiIHOMIB [103BOJIMB 3MEHIINUTH 4aCOBY
CKJIQZHICTD Ta MiIBUIIATY MIBUIKOLII0 aJITOPUTMY IIPU MO0 BUKOPUCTAHHI B II0JIIHOMiaJIbHUX KPUIITOCUCTEMAX.
Habysny nopanpmoro po3BUTKY MOJiHOMIaZIbHUM, IBO- Ta TPUMOAYJILHUM LiJIOUMCEJIbHI aCUMETPUYHI
Kpunrtocucremu PabiHa, sKi 3a paxyHOK 3aMiHM onepallii MHOXKEHHS Ha ONepaLlilo 10AaBaHHS Ta BUKOPUCTaHHS
BEKTOPHO-MOJYJIbBHOI'O METOZY MOJYJISIPHOTO MHOKEHHS JO3BOJISIIOTh 3MEHIINTH YaCOBY CKJIAJHICTh
Kpunrorpa@iyHux NepeTBOPeHb i MiBUMIUTY MBUAKOIO peaidauii anroputmis. OCHOBHI pe3yabTaTu
BIpoBamkeHo y AT «TepHomninbo6aenepro» (N25291/24 Big 17.12.2025 p.), T30B HB® «Inrterpam» (N203-07,/2025 Bif,
07.03.2025 p.), T3OB 3aBog «PemnobytrexHika» (N2IIKB /04-25 Bin 10.02.2025 p.), YripaBiiHHi Kibep6e3aneku Ta

111 poBOro po3BUTKY Bifainy uudposoi TpaHchopmaliii MinictepcTBa eHepreTuky YKpainy, JJenaprameHTi Bropo
€KOHOMIi4YHOi 6e3nexu Ykpainu (Biz 12.01.2025 p.), BUKOPUCTaHi Py BUKOHAHHI II'SITU HAYKOBO-JOCJiHUX POGIT ¥

BaxinHoykpaiHCbKOMY HallioHanbHOMY yHiBepcuteTi (3YHY) akT BnpoBagkeHHs Bin 05.12.2025 p.

2. The dissertation addresses a scientific and applied problem focused on the development of methods, tools, and a
comprehensive methodology for cryptographic information protection based on integer, modified perfect form,
polynomial, and hierarchical residue number systems. The problem is solved through the development and
implementation of an integrated scientific approach in which cryptographic transformations are performed within
the RNS and its derivative forms (integer, modified perfect, polynomial, and hierarchical), while computationally
expensive multiplication and exponentiation operations are implemented via addition using vector-modular
algorithms for modular multiplication and exponentiation. To solve the stated tasks, the dissertation employs
methods of algebra and number theory, algorithm theory, cryptography and programming, set theory, and



statistics. A symmetric cryptographic algorithm in the residue number system has been developed which, by
decomposing the plaintext into residues with respect to corresponding pairwise coprime moduli (keys) and
applying the Chinese Remainder Theorem, enables parallelization of the computational process, reduction of
operand dimensionality, and, based on derived analytical expressions, determination of the bit-length and the
number of RNS moduli required to achieve security equivalent to that of the modern symmetric cryptographic
algorithm AES-256. High-performance symmetric and asymmetric cryptographic algorithms based on the residue
number system and its modified perfect form have been developed. By allowing arbitrary replacement of basis
numbers during the encryption process with additional keys that are pairwise coprime with the corresponding
moduli, these algorithms increase cryptographic strength and ensure the required level of protection of
information flows. A cryptographic algorithm has been developed in which encryption of the plaintext is
performed in the form of residues using the Chinese Remainder Theorem, and decryption is carried out based on
the operation of residue reconstruction with respect to the corresponding moduli, thereby increasing decryption
speed without loss of algorithmic security. Single-key and dual-key symmetric cryptographic methods in the
polynomial residue number system have been developed. Through the replacement, during encryption, of basis
polynomials with arbitrarily selected polynomials that are pairwise coprime with the moduli, these methods
introduce additional structural ambiguity, complicate cryptanalysis due to the necessity of solving an NP-complete
problem, and increase cryptographic strength. Symmetric methods for encryption and decryption of information
flows in hierarchical integer and polynomial residue number systems have been developed; by representing the
ciphertext as sets of residues with respect to the corresponding moduli (keys) and by parallelizing computations,
these methods enhance the security of the cryptographic algorithm and increase its performance. A methodology
for cryptographic information protection in residue number systems has been developed. By applying
vector-modular methods of modular multiplication and exponentiation, as well as integer, modified perfect,
polynomial, and hierarchical residue number systems, the proposed methodology ensures increased security,
reduced time complexity, improved algorithmic performance, development of specialized software, and the
establishment of a unified strategy for cryptographic protection of information flows based on residue number
systems. Methods for reconstructing a polynomial from its residues in the ring Z[x] have been improved. By using
the operation of adding the product of moduli or their residues with respect to the corresponding moduli, these
methods avoid the computationally intensive procedure of finding a multiplicative inverse polynomial, which in
turn increases performance and reduces the time complexity of polynomial encryption algorithms. The method for
finding an inverse polynomial in the ring ?[?] based on the method of undetermined coefficients has been further
developed; by eliminating the operation of computing the greatest common divisor of two polynomials, the time
complexity is reduced and the performance of the algorithm in polynomial cryptosystems is improved. The
polynomial, two-module, and three-module integer asymmetric Rabin cryptosystems have been further developed,
enabling reduced computational complexity of cryptographic transformations and enhanced algorithmic
performance by replacing multiplication with addition and utilizing a vector-modular method for modular
multiplication.
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