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OdoiniffHOro ornoHeHTa — JOKTOpa TEXHIYHHX HayK, npodecopa,
npodecopa Kadenpu iHkeHepii mporpaMHoro 3abesnevyeHHs Ta
ki6epbesnekn PakynpreTy iHpOpMAaLiHHUX TeXHONOTIH JlepkaBHOro
TOproBesibHO-eKOHOMiuHOro  yHiBepcuteTy Xuamonina IOpis
IBaHoBHYA Ha auceprauiiiHy poborty BuiuniBchkoro Ojiekcanipa
BikTopoBuua Ha TeMy «MeTox OOYI0BH 3aXHILEHOI KOMIT FOTEPHOT
CHCTEMHM Ha OCHOBI rpadyy atak Ta IITyYHOTO IHTEJIEKTY» IOJIaHy Ha
300yTTS  CTymeHs nokTopa Oinocodii 3 ramysi 3HaHp 12
Tndopmaniiini TexHonorii 3a crewianeHicTio 122 Komm’ioTepHi
HayKH

AKTyaJbHICTH TEMH AHcepTauii

CyuacHuit posButok IT xapakTepu3yeTbCs UIBUIKHM TIE€PEXOAOM N0
PO3MOAIIEHAX KOMIT'IOTEPHHX CHCTEM, aKTHBHMM BIPOBA/UKEHHAM XMapHHX Ta
MOGLTBHIX TUIATHOPM, TEXHOJIOTIH IPOrpaMHO-KepoBaHHX Mepex. BrkopucranHs
SD-WAN  3aGesrnedye  LeHTpali3oBaHe  aJAMiHICTPYBaHHs  MEpEKeBOI
iHQpPAacTPYKTypH, THyYKe KepyBaHHS MapUIpyTH3alli€lo Tpadiky Ta 3MEHIICHHS
BUTPAaT Ha ekciulyarauito. IIpore 3actocysanHs SD-WAN 00yMOBIIO€
BUHMKHEHHSI HOBHX 3arpo3 y cgepi kiGepGesneku. Ilporpamue uLeHTpalizoBaHe
YIIpaBiiHHS, BHKODHCTaHHS BIpTyasli30BaHUX KOMIIOHEHTIB, iHTerpauis i3
30BHIIHIMA XMAapHHMH IUIaTopMamM Ta aBTOMAaTH30BAHE HAlalITyBaHHs
MONITHK MapuIpyTH3auii GpOpMyrOTb H0AATKOBI MOTEHUIHI TOUKH aTaKy. CyuacHi
Kibep3arpo3u BiJ3HAYaKOThCA BHUCOKUM piBHEM aBTOMATH3allii, BUKOPUCTAHHSIM
METO/IiB IITYYHOTO iHTEJEKTY, CKIaJHUMU GaraTopiBHEBUMH CLEHAPIsMM aTak Ta
3NATHICTIO ajanTtyBaTHcss 10 3MiH  cepenopuina. HaiGinbuwy —HeOesnexy
craHoBisATh artaku kiuacy Advanced Persistent Threat, meroio siKMX € TpuBalie
npuxoBaHe MepeOyBaHHA y Mepexi, MOCTyNoBe OTPHMaHHS PO3LIMPEHHX
NpHBiNEIB i KOMMpoMeTaList KPHTHYHO BaXIMBUX pecypeiB. Tomy 3abesnedenis
Gesmekd KOMIT'IOTepHMX cucTeM 3 ympasiinHaM SD-WAN e  ocobmuBo
aKTyalbHUM.

CyTTeBY pPOJb Y JHOCHIDKeHHI Ge3reKd KOMII'FOTEPHUX CHCTEM BIAIIPaloTh
rpagu arak, sKi JalOTe 3MOry (opMmanisyBaTH MOXIIMBI cueHapii Al
3JIOBMHUCHHKA, BH3HA4YaTH B3a€EMO3B’S3KM MIDK Ypa3JIMBOCTSAMH, MEPEKEBUMH



By3/1aMH Ta PiBHAMM JocTymy. [Ipote HasBHi miaxoau 1o nobynoBu Takux rpadis
MAlOTh HU3KYy OOMeKeHb. BUIBIIICTH i3 HHX OpPi€HTOBaHi Ha CTATH4HI MepeKeBl
CTPYKTYpH Ta He BpaxoBylOTh AuHaMiuHi 3MiHM Tomonorii SD-WAN-mepex,
MoaMdikalito  MOMITMK  MaplupyTH3auii i  OHOBNEHHs  KOHQirypauii
BipTyali30BaHMX KOMIIOHEHTIiB. I3 pO3IIMpEeHHSAM MacwTabiB  MepexeBol
iHppacTpyKTypd rpadu arak CTAalOTh 3HAYHO CKJIAJHILIMMH, LIO CIIPUYHHSE
361/IbIIEHHS OOUMCIIIOBAIBHUX BHTPAT Ha iX aHalli3 1 YyCKJIAJHIOE BHKOPHCTAHHS
TaKUX MOJIeJiell y pexHMi peabHoro yacy.

OauuM i3 HaMIEepPCIEeKTHBHIMIMX HANpsAMIB YJIOCKOHAJIEHHA Cy4YacHHX
cucteM kibepOesnekH € BIPOBA/KEHHS METOMAIB LITYYHOTrO IHTEJNEKTY Ta
MaIIMHHOIO HABYaHHS. 3aCTOCYBAHHS L[MX TEXHOJIOTIH J103BOJIS€ aBTOMATH3yBaTH
aHali3 BENMKHX 00cAriB  MepexeBoro Tpadiky, BHSIBIEHHS aHOMAJbHOI
aKTHBHOCTI, Knacudikauiio Kibep3arpo3 i MporHo3yBaHHS MOMIJIMBHUX CLEHapiiB
arak. IHTeNneKTyallbHi aJrOpUTMH 3aTHI afanTyBaTHCA OO 3MIH Yy MEpeKeBOMY
cepeloBHILI, 10 3abe3nedyye Oinbll eQeKTUBHE Ta IPOAKTHBHE pearyBaHHs Ha
HOBI TUIIH Kibep3arpos.

Juceprauiiina po6ora BummniBcskoro O.B. npucesveHa po3B’s3aHHIO
AKTyaJbHOIO HayKOBOIO 3aJlaHHs CYTHICTh SIKOTO IOJIArae B po3poOui MozeseH |
METOJiB MNOOYIZOBH 3aXMIIEHOI IHTENEeKTyalbHOI KOMIT'FOTEPHOI CHCTEMH 3
ynpaBiinaaM SD-WAN Ha ocHOBI rpady araxk.

Ouinka o06rpyHTOBAHOCTI Ta A0CTOBIPHOCTI HAYKOBHX N0JIOKEHb

OOGIpyHTOBaHICTh HAYKOBHMX IIOJIOXKE€Hb, BHCHOBKIB Ta MpPaKTHYHHX
peKoMeHaliif 00yMOB/IEHa aHaJII30M Ta TEOPETUUHKMM Yy3arajlbHEHHIM LIHPOKOIo
KONla HAayKOBHX Ipallb BITYM3HSHMX Ta 3apyOiKHMX aBTOpiB. BHKOpHCTaHHS
JOCTAaTHBOI KiNBKOCTI pe3y/bTaTiB HayKOBHX Ta MPAKTHYHMX NyOnikauwii y ix
MOEIHAHH] 3 3a/liSHUMU KOPEKTHMMH METOJAMH JOCTIKeHb MalOTh MO3UTHBHUH
BIUIMB HA JOCTOBIPHICTH HAyKOBHX IIOJIOXKEHb, BHCHOBKIB Ta TPaKTHYHHX
peKoMeH allii, 1o nojaxi B poboTi.

Jlns po3B’si3aHHs KOHKPETHUX 3aBJaHb JOCJI/DKEHHsS aBTOp IUIMPOKO
3aCTOCOBY€ 3arajJbHOHAYKOBI 1 eMIpUYHI METOIH IOCiIKeHHs. JlOC/iKeHHs
GasyeTbcsi HAa Cy4YaCHMX METO[aX CHCTEMHOro Miaxody, Teopii rpadis,
IMOBIpHICHOrO ~ aHami3y, Teopili YNpaBiiHHA, MAIIWHHOIO HaBYaHHA Ta
apXiTeKTypHOTO MPOEKTYBaHHs MPOrPaMHO-KOH(IrypOBaHHX MEPEK.

JIOCTOBIpHIiCTh | HOBH3HA HAYKOBHUX IOJIOKEHb, BUCHOBKIB I peKOMEHIallii,
cOpMyNILOBaHMX Yy JHMCepTalii MiATBEPKYETbCS pe3y/bTaTaMM IMiTauliHOro
MO/IEJTIOBaHHSI.

OuinKa HOBH3HH HAYKOBHX Pe3y/bTATIB AHCEPTAMIHHOIO 10C/iI2KEeHHSI

Y aMceprauiiiniit poGoTi ofepXaHi HaCTyMHI HOBI HAyKOBI Pe3yJIbTaTH.

1. Bnepiie po3pobieHo monenb Kowmi'totepHoi cuctemu SD-WAN Ha
OCHOBI amapary MpOCTOpY CTaHiB Ta Teopil aBTOMaTHYHOIO praB}liHHH B sKil
BIAMOBIAHO 3a paxyHOK dopmMaizauii il npeacTaBlIeHHSA y BUIJISIL CYKYMHOCTI
BEKTOPY CTaHy i BEKTOpY YMNpaBliHHS, (yHKLIi skocTi o6ciyroByBaHHS Ta
BpaxyBaHHs 3MiHM 4YacOBHMX XapaKTepUCTHK TMepeiadi JaHuX, [poryCcKHOl
371aTHOCTI KaHaJiB 3B'SA3KYy, CTyMeHs 3aloBHEHHS OydepHHX uepr MepekeBHX



By31iB Ta WMOBIPHOCTI BTpaT MakKeTiB, M03BOJMIIO 3a0e3MeYHTH CTIMKICTD 1
KEPOBaHICTh CHCTEMHU.

2. Bmepume po3po6ieHO  METON  IHTENEKTyalbHOro  YNpaBiliHHsI
KoMIT'foTepHOI0  cucteMolo  SD-WAN, B sIkOMy BiATMOBIIHO Ha OCHOBI
noGynoBanoi mogeni  komm'orepHoi cuctemn  SD-WAN,  po3poOineHux
AITOPUTMIB /s YIpaBIiHHS Ha OCHOBI MeTody IJIMOOKOro HaBYaHHA 3
MiAKpINIEHHAM /1 JMCKPETHOTO Ta HEeNepepBHOrO MPOCTOPIB CTaHy, A03BOJIMIIO
3a0e3MeUnTH 3HMKEHHS 3aTPUMKH, PiBHS BTPATH TAKETiB 1 MiABUILUTH 3HAYCHHS
¢dyHKIIOHATY SIKOCTI.

3. Y10CKOHAIEHO MeToJ1 MOOYI0BH 3aXUILEHO! KOMIT IOTepHOI cucteMu SD-
WAN, B SIKOMYy BIJNOBIJHO Ha OCHOBI KOMIUIEKCHOI iHTerpauii no0ynoBaHoi
mozeni koM’ rorepHoi cuctemu SD-WAN, mMareMaTHYHOI MOJEINI CIPSIMOBAHOIO
rpady aTaK, KOMIUIEKCHOTO I[OKa3HHMKa PU3MKY, po3pobieHoro anroputmy Q-
HaBuaHHA A8 areHta SD-WAN 3 migkpiluleHHSM Ta MeXaHi3My pO3pHUBIB
NAHIOKKIB Kibeparak Ha paHHIX CTaisX X pO3BUTKY, J03BOJHJIO MPEBEHTHBHO
nepeGyI0ByBaTH MepeKeBi MapIIpyTH Ta MiHIMi3yBaTH 4ac peakiil Ha IHLHJACHTH.

[MpakTHYHA WIHHICTH OTPHMAHHX pPe3yabTaTIB

[Toaani B po6oTi MOJE/b T METOIU J03BOJISE OTPUMATH HACTYIHI HAYKOBO
oOrpyHTOBaHI MPaKTH4YHI pe3yJbTaTH. A came.

1. [IpoBefeHO KOMIUIEKCHHH aHalli3 MiAXOAiB 10  MOJIEJIOBaHHS
KOMIT'IOTepHMX cvcTeM 3 ympasminHaM SD-WAN, ynpapiiHHAM Kibep3aXxucTom
TAKUX CHCTEM 3 BUKOPHMCTaHHAM rpad)y arak Ha OCHOBI MalIMHHOIO HAaBYaHHS.
OGIpyHTOBaHO, LIO iCHY€ HEOOXiAHICTH PO3POOKM KOMILUIEKCHOI MaTeMaTH4HOl
Mozei KoM’ foTepHoi cuctemu 3 yrnpasiinasm SD-WAN y mpocrtopi cTaHiB Ha
OCHOBI Teopii ynpasiiHHsa. Ynpasiints Kibepbesnekoro HeoOXiHO MPOBOAMTH Ha
ocHoBi rpady aTak, SKMi JO3BONMTH OIMCYBaTH MOMUIMBI CueHapil uiid
MOpYIIHHMKA, B3A€MO3B’SI3KH MiX Bpa3lMBOCTAMH, MEPEKEBUMH By3J1aMH Ta
piBHAMH INpPUBiJIEIB 3aCTOCOBYIOYH METOIM IUTYYHOIO IHTENEKTY Ta MaIlMHHOIO
HaBYaHHS;

2 Ha ocHOBI MeTOJy IHTENEeKTYaJbHOro YMpPAaBIiHHA KOMIT IOTEPHOIO
cuctemoro SD-WAN po3pobnena apxiTekTypa HeWpOHHOI Mepesxi Juisi peanizauii
AITOPHTMIB  IHTEJEKTYaJbHOTO  YNpaB/liHHA.  3almporoHOBaHa  MOJElb
xoMr’fotepHoi cuctemu SD-WAN Ta MeTol yNpaBIiHHS —KOMIT IOTEPHOIO
cucteMoro SD-WAN 6ynu BriposamkeHi* B iHdopmaliiiny mepexy TOB «AWTI
KYPCOP» (akt BnpoamkenHs Big 27.11.2025 p.). Lle 3a0e3neumio mifABUILEHHS
MPOLYKTMBHOCTI  iH(pOpMauifHOI Mepexi: cepe/lHE 3aBaHTAXKEHHS KaHasiB
sHu3MIOCH Ha 44%, cepenHs 3arpuMka — Ha 65%, piBeHb BTpaTH IAKeTiB — Ha
85%, a 3Ha4eHHsA (yHKIIOHATY SKOCTi noKparmiocs Ha 61%;

3. Ha OCHOBi yHOCKOHAJEHOro MeToqy MOOyIOBH  3aXHIIEHOT
xomm’roTepHoi cucremu SD-WAN, rpady arak Ta po3pobneHoro anropurmy Q-
HaBYaHHSA OyJIO0 CIPOEKTOBAHO TA PO3TOPHYTO KOMIUIEKCHHH IMIiTaLllMHUI TeCTOBUH
crenn. Jns Bepugikamii MPOrHO30BaHKX MOXKIHBOCTEH 3aXMILEHOI KOMII IOTEPHOI
cucremd SD-WAN  po3po6iieHO KOMIUIEKCHY —iMiTalilo — LiJecrpsMOBaHOl
kibeparaku knacy APT. 3anpononoBaHuii MeTon 3abe3neuuB HaHBHILMHA BiJICOTOK
puseinends APT-arak 97%, BusBneHHs lateral movement 94%, 3anoOirams



excoinsrpauii 92%, sussnenns Lateral movement 94% Ta HaliMeHIIM#A cepelHii
yac peakuii 0,8c. OTpumani pesynsratu Brposamkeri TOB «HaykoBo-BupobHuye
MiNPHEMCTBO XiMIYHMX MPOAYKTiB» (akT BrpoBamkeHHs Bin 18.03.2026 p.) npu
BJIOCKOHAJIEH] iH(popMaliiftHoT Mepexi MiAIpUeEMCTBA,

4. Po3po6iieHi MOJENb Ta METOAM BHKOPHCTAHO B HABYAJIBLHOMY IPOLEC]
JlepaBHOrO yHiBepcUTeTy iH(GOPMALiHHO-KOMYHIKalIHMX TEXHOJOrH IpH
OHOBJIEHHI po6OYMX MpOrpaM HaBYAJILHUX JAUCLMIUIIH Ta MiArOTOBLI METOAMYHOIO
3abe3nedyeHds Kadeap KOMITIOTEPHMX HayK Ta IUTYYHOrO IHTENEKTY (aKT
BukopucTanHs Bin 17.03.2026p.).

Pe3yneraTd JOCHIMKEHHS MOXYTh OyTH BHKOpHCTaHi INpu 100y10BI
3axMIleHUX KopropatuBHUX SD-WAN-Mepex, JepixaBHHX iHpopMaLiiHMX
CHCTEM, XMapHHMX IUIarpopM, LEHTPiB O0OpOOKM JaHMX Ta 00 €KTIB KPUTHYHOI
iHpopMaLiiHOT iIHPPACTPYKTYPH.

3B’s130K po6OTH 3 HAYKOBHMH NPOrpamMamMH, NJIaHAMH, TEMaMH

Jlucepraiiiiina po6oTa BUKOHaHa BiAMOBIIHO JI0 MOJIOXKEHb 3aKOHIB Y KpaiHu
“Ipo indopmaniro”, “ITpo KOHLEMLiIO HALIOHAIBHOI IPOrpaMH iH(popmMaTU3aLii’,
JlokTpunu iHdopMauiiiHoi Oe3neknu Ykpainu, 3aTBep/ukeHol Ykaszom Ilpesunenta
Vkpainu Bix 25.02.2017 p. Ne 47/2017; Crpaterii HauioHanbHOI 0e3neku Y KpaiHu,
3atBepkeHol Ykasom Ilpesumenta Ykpainu Bin 14.09.2020 Ne 392/2020, ra
MJ1aHy HAayKOBOI Ta HAyKOBO-TEXHIYHOI MisJIBHOCTI Jlep)kaBHOro yHIBEPCHTETY
iHpopMaLiHO-KOMYHIKaLi HHKX TEXHOIOTIH, a caMe B paMKaX HayKOBO-J0C/IAHUX
pobir  «MeToguka  MiABHLIEHHS  e(pEKTUBHOCTI ~ CHMCTEM  yINpaBIIiHHSA
0e3MpOBOJIOBUMH MEpeXXaMH Ha OCHOBI BEKTOPHOro cuHTesy» (JlepxaBHui
peectpauiiinuii Homep OK 0226U000385) ta «MeTtoau noOyn0Bu GyHKUIOHAIBHO
CTIMKMX 3axMIIeHHX iHGOpMALiMHUX CHCTEM 3 LIEHTPali30BaHMM YyIPAaBIiHHAM)
(JlepxkaBHuii peectpauiitauit Homep PK 0125U002823).

IMoBHOTA BHKJIA/ly OCHOBHHX pe3y/ibTaTiB AHcepTauii B mybaikauinx

OnepraHi aBTOpPOM pe3yJibTaTH AucepTaliitHoi poboT omybiikoBaHo B 11
HayKOBHX IpalisX, 30KpeMa: 2 HayKOBi CTaTTi y MepiOAWYHHX HAYKOBHX BUAAHHAX,
AKi IHIEKCYIOTbCS HayKOMeTpuuHO 0a3o0r0 Scopus; 9 HayKOBHX cTraTed Yy
nepioJMUHNX BUAaHHAX YKpaiHu BKmoueHuX 10 “Tlepeniky HayKoBHX (haxoBHX
BUgaHb YKpainu”. 3a MarepialaMH BHCTYNIB HAa  HAyKOBO-TEXHIYHHX
KoH(pepeHLisx omybnikoBano 11 Te3 10MOBIAEH.

Ouinka 3MicTy AHcepTauii, BiANMOBIAHICTL BCTAHOBJEHHM BHMOIam
111010 0opopMJIEHHSH

Juceprariiitna po6ora Buixiscekoro O.B. Ta aHoTtauis a0 Hel MaioTh
3aKiHUYeHHIl 3MiCTOBHHMII 06CAT HaykoBOI mpalli. XapakTepH3ylOTbCs JIOTIYHHM
MOJAHHAM HAyKOBOrO MarepiajiB 1 BiANOBIAAIOTH JIHOYMM BHMOraM LIOJIO
aucepTalliil Ha 37100yTTA HayKOBOTrO CTyINEHs JOKTopa ¢ijocodii nependbayeHum
yuHHUM [lOpAZKOM TNpPUCYDKEHHs CTyneHs AoKTopa ¢inocodii Ta ckacyBaHHS
pillleHHs1 pa30BOI Creliani30BaHol BYEHOI paiM 3aKjajy BHILOL OCBITH, HAyKOBOI
YCTAHOBH MPO TPHUCY/DKEHHs CTyIeHs JAoKTopa (inocodii, 3aTBep/UKeHUM
noctadoBoro Kabinetry Minictpis Ykpainu Bia 12 ciuns 2022 p. Ned4,



3ayBaskeHHsl 10 IPOBEAEHOr0 JHCePTaUiiHOro J0CTiKeHHS

AHani3 3micTy auceprauiiiHoi poGOTH, NMOJAaHMX B HIM HayKOBMX Ta
NPaKTUYHUX Pe3y/IbTaTiB JUCEPTALiMHOro JOCHI/KEHHS [03BOJM MO3UTHBHO
OLIHKMTH i1 3MICT Ta BU3HAYUTH EBHI 3ayBaXKeHHsl, L0 NOJAH] HHKYE:

1. B nuceprauidiniii poGoTi aBTOp HENOCTATHBO BHMCBITJIMB [HTAHHS
MaclTaboBAaHOCTI 3alpONOHOBAHOI CHCTEMH sl reorpadigHo-po3noiiecHHX
komm’torepHiX SD-WAN Mepex Ta KOpHOPaTHBHHMX iH(PacTpYKTYp i3 3HA4HOIO
KiJIBKICTIO BY3JIiB 1 KaHaliB rnepejadl JaHuX.

2. YV auceprauiifHiii po6GOTI aBTOPOM HEIOCTAaTHBO OOIPYHTOBAaHO BHOIP
came Q-HaBuaHHA AK 6a30BOro aJIrOpUTMY HABYAHHS 3 MiJAKPIIIEHHSM [OPIBHIHO
3 takumu migxomamu Deep Q-Network (DQN), Proximal Policy Optimization
(PPO) abo Actor-Critic.

[IpuBeneHi 3ayBaxeHHs He BIUIMBAIOTh Ha HAYKOBY LIHHICTb Ta HOBHM3HY
MOJAaHMX B AMcepTauiiiniéi pobori Bummicbkoro Onexkcanapa Biktoposuta
pesynbrariB. Po6oTa Mae BaX/IMBe TEOPETHYHE 1 IPAKTHYHE 3HAUCHHS.

BucnoBok

Juceprauiiina po6ora Bummniscekoro O.B. € 3aBeplieHO HayKOBOIO
po6OTOI0, 10 MICTUTh HOBI HAyKOBI pe3yNbTaTH, AKi B CYKYIHOCTI BHPILIYIOTD
aKTyaJlbHe HayKOBE 3aBJaHHS LIOAO PO3POOIEHHs MojeseH i MeToliB nody/10BH
3aXMILEHOT IHTeIeKTyalbHOI KOMIT'I0TepHOI CHCTeMH 3 ynpasiiHHaM SD-WAN Ha
OCHOBI rpady arax.

3a piBHEM HAayKOBOi HOBW3HH, SKICTIO IOCIiIKeHb, JIOCTOBIPHICTIO Ta
0GI'pyHTOBaHICTIO BUCHOBKIB jauceprauis Bummniscekoro O.B. Ha temy «Meton
oGy I0BH 3aXMILEHOT KOMIT FOTEPHOI CHCTEMH Ha OCHOBI rpady atak Ta ITy4HOro
iHTeNexTy» BimmoBimae cneuianbHocti 122 Komm'ioTepHi Haykd 1 HMHHHM
pumoraM 1. 6-9 «[lopsaaKy NpuCyIKeHHS CTymeHs JokTopa ¢inocodii Ta
cKacyBaHHS pilEHHs pPa3oBOi Crewiani3oBaHOl BYEHOI pajau 3aKialy BHLIOI
OCBITH, HAyKOBOi YCTAaHOBM PO TPHUCYUKEHHsS CTyMeHs JOKTopa (inoco(ii,
3aTBepKeHOMy rocTaHoBoio Kabinery Minictpi Ykpainu Bia 12 ciuns 2022 p.
Ne 44, a 1i aBrop — BumniBcekuii Onexcanap BikTopoBud, 3aciyroBye Ha
[pHCYDKEHHs CTyTeHs noktopa dinocodii 3a cneniambhictio 122 Komn’ioTepHi
HayKH.
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