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3ATAJIBHI ITOJIOKEHHSI

Berynuuk 3 kBatidikaniifHuM piBHeM 0akaJjiaBp OBMHEH 3HATH:
- HAayKoBi Ta MPaKTWYHi OCHOBM YIpPaBIiHHA iHQOPMALifHOIO 0e3IeKor0
06’ €KTiB pi3HOMaHITHOI cepH AisIBHOCTI;

— CIPYKTypy misnbHOCTI B chepi indopmamiiiHoi Oesmexy, iepapxito piBHiB
opraHizaniiinoi po6otu y chepi inpopmariiHoi Oe3mnexy;

— MeTy, QYHKIiOHYBaHHs i 3aBIAHHS CHCTEMH 3a0e3lCUeHHS indopMmariiinol
Oe3meKu;

— HOPMATHBHO-TIpaBOBe 3a0esledeHHs iH(pOpMaliiHOI OesnekH Ha piBHI
IepKaBy;

— OCHOBH YIpaBIiHHs iHhOpMAaI[iHHOIO 6e3IEKOI0 MiAMPHEMCTBA, oprasizarii;

— 3acam@ 1OOYZOBM CHMCTEMH YNpaBIiHHA iHbopmalifiHO0 —Oe3mneKoro
TiAIpHEMCTBA, OpraHi3allil BiAMOBIAHO 10 cragmaptis SO 27k;

— CyTHICTB OpraHi3arifHMX 3aXOAiB 3 yIpaBIiHHA iHbOpMauUifHO0 Oe3meKoro
IiIIpHeMcTBa, OpraHisalii, 30KpeMa CTBOPEHHS CIyXOu inpopmaniiiHoi Oe3mexwu,
po3pobKa MOMITHKA iHpopMamiliHoi Gesreky MiAMPHEMCTBA, 3a0e3meyeHHs (i3MIHOL
Gesmexd Ta OE3MeYHOro IOBOIDKEHHS 3 HOCIAMH KOHOINCHIIHHMX BiJIOMOCTEH,
JOTPUMAHHS TIpoleRyp inentudikamii Ta aBTeHTHQIKALII, KOHTPOIIO NOCTYIY, BUMOT
OIepaliiHol Ta MepeXKeBOi OE3IEKH TOILO;

— OCHOBHI IIOHATTS Ta BU3HAYEHHS TeOpil 3aXUIIeHNUX iHPOPMAIIMHUX CHCTEM;

— OCHOBHI IporlecH Ta MoJeNl 3abesnedeHHsA Oe3reKkr OOYUCIIOBANBHHX
CHUCTEM;

— OCHOBHi BMMOTH 1O IIPOTPaMHOTO 3a0e3leUeHHs, IO BHUPIIIy€e 3aBIaHHSI
3aXKCTy iH(OopMaIlii;

— 3MicT HaIiOHANBHHX T4 MDKHAPOIHMX CTaHAAPTIB Gesnexu iHpopMarifHux
TEXHOJIOT1H;

— THIOBi MeTomu Ta 3aco6u 3abe3nedeHHs Ge3MeKku CyJacHHX iHGopMaliiHuX
TEXHOJIOTIH;

— OCHOBHiI TOJIOKEHHS KDMIITOAHAIi3y, IPHUHIMIK MNOOYyIOBH Cy9JacHUX
KPUITOrpadiyHuX CUCTEM i CHCTEM KPUNTOrpapidHOro 3aXHCTy indopmanii;

— 106y IOBY Ta BUKOPHMCTAHHS CHCTEM e/IeKTPOHHOTrO Li(pOBOTo MiIIHCY

— TexHIYHI KaHAJIM i METOIX HECAHKI[IOHOBAHOTO HOCTYITy 10 iHdopMaii:

— THTIOBi METOHH Ta 3aco0M TEXHIYHOrO 3aXUCTy iHpOopMaIlii;

— THIOBI METOOM Ta 3aco0M BHUpIMIEHHS IPOONeMH KOMILIEKCHOIO
3a6esmeueHns iHpOpMaIiiHOl Gesneky B iHbOpMAMifiHO-KOMyHIKAIHHIX CHCTEMAX
Ta Mepexax;

— CTpYKTypy, OyHKWii Ta peanmisamifo 3aco0iB 3a0e3NeueHHS Oe3nmexku B
OleparifHiuX CUCTEMAX,

— OCHOBH Oe3lleKd Ta MeTOOM pealizamii 3aco0iB 3axmcTy iHdopmanuii B
cucTeMax ynpasninss 6azamu gaHux (CYBI);

— moOynoBy, NPUHLKMIM Ail Ta peaii3allilo IPOrpaMHO-alapaTHUX 3ac00iB
3a6e3medeHHs iHhopMaIliiiHoi Ge3leKd B PO3HOMLNICHNX O0UUCIIOBAbHIX CHCTEMAaX
Ta MEPexax;
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— METOIM Ta 3acO0HM 3aXMCTy IPOTpaM Ta JaHWX Bifl pyHHYIOUMX IPOrPaMHHX
3aco6iB Ta Bif mporpaMHHX 3aco0iB, NpU3HAYEHHX JUIi HECAHKIIOHOBAHOTO
neperssiny inpopMarii;

— MeTomM Ta 3aco0M  3axXMCTy IPOrpamMHOro  3a0e3ledeHHs  Bif
HecaHKIioHOBaHOI MoaudiKaIlii Ta po3NOBCIOIKEHHS,

— MeTOOHM Ta 3aco0M 3aXMCTy O(ICHMX IOKYMEHTIB Bifi HECaHKIIOHOBaHOI
Moaudikamii Ta po3MOBCIOIKEHHS,

— OCHOBHi HaIpsMH PO3BUTKY KOMILIEKCIB 3acC00iB 3aXHCTy B iHpopMaLiliHO-
KOMYHIKaI[liHUX CUCTEMaX Ta MEPEXKax;

— OCHOBH eKCIUTyaTalii HOBITHIX KOMIUIEKCiB 3aco0iB  3aXWCTy B
inpopmalliitHo-KOMyHIKaIllIHUX CUCTEMaX Ta Mepexkax;

— Meromu 3a0e3medeHHs Oe3lekd iH(popMaliiHO-KOMYHIKaIlifHUX CHCTEM Ta
IpOIECiB iX QPYHKI[IOHYyBaHHS B yMOBaX KiO€pHETMYHOTO BILIUBY;

— NpU3HAYEHHS, MOYIMBOCTI Ta HPUHLUIN ITOOYA0BU iHQOpMaUifHUX CHCTEM
knacy SIEM;

— MOXIIMBOCTI, CKJaj, NpU3HAUeHHs Ta (YHKLil KOMIIOHEHTIB IPOTPaMHOTO
xomiurekcy IBM QRadar SIEM;

— OCHOBHM pO3TOPTAaHHS, 3aCTOCYBaHHA Ta aIMiHICTPyBaHHS IPOIrPaMHOIO
xkoMmiuiekcy IBM QRadar SIEM;

— KaHaJIW Ta METOAHU HECAHKI[IOHOBAHOTO OJiepkaHHs iHdopMailii;

— OCHOBHI METOJ¥ TEXHIYHOTO 3aXHcTy iH(opMalii;

— IIporpaMHi METOH Ta 3aCO0HU 3aXUCTy iHPOpMAaILii;

— CHCTeMH Ta KOMILIEKCH TEXHIYHOI0 3aXUCTy iH(opMaIlii;

— TIOpAIOK PO3pOGIIEHHs TeXHIYHOTO 3aBaaHHA Ha ctBopeHHs KC3[;

— NOpSNOK pO3POOIEHHS MPOEKTHOI, pobouoi Ta  eKCIUlyaTauiiHoi
noxkymenranii Ha KC3I;

— TIOPSJOK  TPOBEJEHHS  IIyCKOHANAroMKyBalbHUX  POOIT,  MOHTaXy
o6namHaHHs i aTecTamil KOMIUIEKCY TEXHIYHOrO 3axdcTy iH(opmamii Bill BHTOKY
TeXHIYHUMH KaHaJIaMHU,

— NOpPSZOK TIPOBENEeHHs iHcTamsuii Ta iHimiamisaliro KOMIUIEKCYy 3aco6iB
3aXHUCTy BiJl HECAHKIiOHOBAHOIO JOCTYIy, HaJlaro/pKeHHs BCiX Me€XaHi3MiB
PO3MeXyBaHHs JOCTYIy KOPHUCTyBadiB 10 iHdopmarii Ta amapaTHHX pecypciB IKC,
KOHTPOIb 32 JiAMHA KOPHCTYBadiB, GOpMyBaHHS Ta aKkTyaizalis 0a3 JaHUX 3aXHCTY,

a TaKoXX KOHTPOIIb ILTiICHOCT] IPOTpaMHOro 3a0e3NeYeHHs Ta 6a3 JaHuX 3aXHUCTY;

— HOpSAZOK TpOBENEHHsS IepPeBipKH  IIPale3aTHOCTI  3aco0iB  3aXHCTY
iHdopMarlii B aBTOHOMHOMY PEXXHMi Ta P X KOMILIEKCHIH B3a€MOZII;

— TOpSNOK IpoBeeHHs nocnianoi excruryaranii KC3L;

— TIOpSIOK OpraHi3allii Ta mpoBeneHHs AepxaBHoi excriepTusu KC3I;

— mopsmoK opranizanii Ta nposeneHHs cynposoxy KC3I;

— METOIOJIOTiYHI OCHOBU €KOHOMIKHM iH(pOpMaIliitHOI Ge31eKH.



BMITH:

— IUIaHYBaTH ¥ peayi3oByBaTH 3aXOJH i3 3axHCTy iHdopMalii B iHbopMaliiHO-
KOMYHIKaI[iHUX CHCTeMaX;

— cTBOprOBaTd Ta 3a0esrnedyBaTH (YHKUIOHYBaHHA cHCTeM iH(opMmamiiiHoi Ta
KibepOe3nexy;

— XapakTepu3yBaTH OCHOBHI IIOHATTS Ta BH3HA4YEHHA Teopii 3axWINEeHMX
iHhopMaliiHUX CUCTEM;

— MOJENIOBaTH OCHOBHI IpoliecH 3abe3meveHHS Oe3neku OOUYNCIIOBAIBHHMX
CHUCTEM,;

— OOIPYHTOBYBaTH OCHOBHI BHMOTH JO IIPOrpaMHOro 3a0e3ledeHHs, IO
BHUPIIIIy€ 3aBIaHHs 3aXUCTY 1H(OopMaIlii;

— yMiTH OGIDYHTOBYBaTH 3aCTOCYBaHHS HaliOHAJIbHUX Ta MIKHapOIHHX
cTaHaapTiB Oe3reKkH iHGOpMaIifHUX TEXHOJIOT1H;

— yMiTH XapakTepu3yBaTH OCOONHUBOCTI 3abe3ledeHHs O€3NeKM Cy4acHHX
iHpopMaIliTHIX TEXHOJIOTiH;

— XapaKTepHU3yBaTH MPHUHIKIH MO0YIOBU Cy4YaCHHX KPUNTOrpapiyHuX CHCTEM
Ta OPi€HTYBAaTHCS B TEPMIHOJIOTIT i (POPMYTTIOBAaHHAX TEOPETHIHHUX PE3yJIBTATIB MO0
TXHBOI CTIHKOCTI;

— HaJaTH PeKOMeHAauil 100 MOOyIOBH Ta BUKOPHCTaHHS acCHMMETPHYHUX
KPUIITOCHCTEM Ta OCHOBHUX THIIiB IIH(PiB;

— XapakKTepu3yBaTH CyTTe€BI IlapaMeTpd Ta TOTEHNiHHI  ciabKkocTi
ACUMETPUYHUX KPUIITOCUCTEM Ta OCHOBHUX THIIIB IIK(PIB;

— HaJaTH peKOMEHMAIlii Moo MO0YIO0BH Ta BUKOPHCTAHHSI KpUNTOrpadiyHux
IIPOTOKOJIiB;

— HajaTH peKOMEHalii IMofo MOOyZOBH Ta BHKOPHUCTaHHA LH(POBHX
IIiIIKCIB HA OCHOBI EJIINITUYHUX KPUBHX.

— 3aCTOCOBYBATH Cy4YacCHi CHCTEMH KPHUIITOTrpa(igHOro 3aXUCTy 1HYOpMaLii;

— BHSBJISATH TEXHIYHI KaHAJIA BUTOKY iH(pOpMAILii;

— BHUKODHCTOBYBAaTH THIIOBI MeTOOW Ta 3aco0M TEXHIYHOro 3aXUCTy
inpopmartii Ha 06’ ekTax iHMOPMALiHHOT AisITBHOCTI;

— BUKOPHCTOBYBAaTH THIIOBI METOOW Ta 3aco0d BHpIlIeHHS MpoOJIeMu
KOMIUIEKCHOTO  3abe3medeHHs iHdopmariiinoi Oesmexku B iHQOpMaIiiHO-
KOMYHIKallifHUX CHCTeMaXx Ta Mepexax.

— XapaKTepH3yBaTH CTPYKTYpy, GyHKILIl Ta peanizaliro 3aco0iB 3a0e3meueHHs
Oe3meKu B onepaliiHuX CUCTEMaXx.

— XapaKTepH3yBaTH OCHOBH Oe3IIeKH Ta METOAM peaisalii 3aco0iB 3aXHCTy
inpopmarii B cucremax ynpasiinasa 6azamu ganux (CYBD).

— XapaKTepW3yBaTH IIOOYIOBY, NPHHLHUIHN Mii Ta peai3alilo IpOorpamMHo-
amapaTHUX 3aco0iB  3alesmedeHHs iHpopMariiiHoi Oe3NeKd B  PO3HOIUIEHHX
00YHCITIOBAIBHUX CUCTEMaX Ta MEPEkKax.

— pealizyBaTH Ta €KCIUIyaTyBaTH METOAH Ta 3acO0M 3aXMCTy IIporpaMm Ta
JaHUX Bif pyHHyIOUMX @pOTrpaMHHX 3aco0iB Ta BiJ IpOrpaMHHX 3aco0iB,
NpU3HAYEHHX I HECAHKI[IOHOBAaHOTO Ieperiiny indopmarrii.
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— peali3yBaTH Ta €KCIUTyaTyBaTHd METONU Ta 3aCO0M 3aXUCTy IPOTPaMHOrO
3a0e3IedeHHs BiJl HECAHKIIIOHOBAHOI MOIU(IKaIlil Ta PO3IOBCIOKEHHS.

— peanmisyBaTd Ta eKCIUIyaTyBaTH MeTONH Ta 3aco0d 3axmcTy OQicHHX
JIOKyMEHTIB B/l HECaHKI[IOHOBaHOI Mo ]iKallii Ta PO3IMOBCIOHKEHHS.

— XapaKTepH3yBaTH OCHOBHI HAIPSIMH PO3BUTKY KOMIUIEKCIB 3aC00iB 3aXHCTY
B iH(pOpMAaIlifHO-KOMYHIKaIlIHHIX CHCTEMaxX Ta Mepexax;

— eKCIUTyaTyBaTH HOBITHI KOMIUIEKCH 3aco0iB 3axucTy B iHQpopmauiiiHo-
KOMYHiKallifHUX cHUCTeMaX Ta Mepexax;

— CTBODIOBaTH Mojeni 06’€KkTiB 3axucTy mimmpueMcrsa (oprasisauii),
BHKODHMCTOBYIOUM CHCTEeMHMI MiAXiJ BiANOBIAHO 1O BHMOI' HOPMaTHBHHX
JIOKYMEHTIB;

— CTBOPIOBATH MOJENi 3arpo3 Ha OCHOBI MOJETIOBAaHH:A CIOCO0iB (Qi3UYHOrO
IPOHMKHEHHS 3JOBMHCHHKA [0 O0’€KTiB 3aXMCTy Ta MOJETIOBAHHS TEXHIYHUX
KaHaJIiB BUTOKY iH(opmarii;

— CTBOPIOBATH IMOJITHKY O€3NeKH Ta PO3pOOJATH BHUMOTU O KOMIUIEKCY
3ac00iB 3aXUCTY;

— IIPOEKTYBAaTH Ta peali3yBaTd KOMIUIEKCHY CHCTeMy 3axucTy indopmauii IKC
opramizanii (mimmpweMcTBa) O BHMOT HOPMAaTHBHHX JOKYMEHTIB CHCTEMH
TEXHIYHOI'0 3aXKMCTy iHpopMaii;

— TrOTYBaTH KOMIUIEKCHY CHCTeMy 3aXHMCTy iHdopmanii m0 JepxaBHOI
eKCIIepTH3H, PO3POGIIATH Ta Bi/IPAlbOBYBATH 3aXOU CYTPOBOJDKEHHS €KCILTyaTarlil
KOMILIEKCHOI CHCTEMH 3aXUCTy iH(pOpMaIlii;

— XapaKTepu3yBaTH CHCTEMH MeHe[DKMEHTy iHpopmaniiiHoi Oesrexn Ha
Mi>KHapOIHOMY PiBHI;

— XapaKTepH3yBaTH CHCTEMH YIpaBIiHHA iHQopmamiliHOi Oesmeku Ha
Iep kaBHOMY PiBHi;

— 3aCTOCOBYBaTH CHCTEMHHM Miaxig mms HOGYJOBHM CHCTEMH YyIPAaBIIiHHS
inopmariiiHoro Ge3mekor0 opradizamii (IiANpHEMCTBA), siKa BHU3HAYA€ 3arajlbHY
oprafizamirto i Kiacudikalilo CHCTEMH [aHHWX, CHCTEMYy MIOCTYIy, HaIpAMKH
[UIaHyBaHHs, BiATOBINAIBHICT CHiBPOOITHUKIB, BMKOPHMCTAHHsS OLHKH PHU3HKIB,
TOIIO KOHTEKCTI iH(opMarlliiiHoi 6e3nexu;

_ 3aCTOCOBYBaTH Cyd4acHi CIOCOOM, METOXM Ta 3aco0M  yNpaBiiHHS
HACTYTIHHUMM AaCIIEKTaMH 3aXKCTy: IONITHKOI Oe3NeKH, apXiTeKTypO 3aXHCTY,
MeXaHi3MaMH 3aXHCTy Ta 3aco0aMu 3aXHCTY;

— 37ifiCHIOBaTH OLIHKY Bi[IOBIIHOCTI CHCTEMH YNpPaBIiHHA iH(OpMaLifHO
6e3MEKOI0 CBOEMY IPH3HAYEHHIO BiANOBIAHO OO BHUMOI JIOYHX CTaHAApTiB Ta
HOPMAaTHBHHX TOKyMEHTIB.

IIPOI'PAMA ®AXOBOI'O BUITPOBYBAHHS

Tema 1. Ynpasainus ingopmaniiinoro 0e3nexoro
Teopernuni ocHoBu indopmaniiinoi Gesmeku. IlomATTs impopMauiiHOL
Gesmexu Ta 1 cknagosux. Indopmaniitna 6e3neka Ta kibepbesneka. 3arposu Ta [Kepena
3arpo3 indopmaniiinii Gesmeni. Kiacudikauii 3arpos indopmaniiniét 6esnewi. Bunu
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inpopmanii 3a mpaBoBum pexxuMmoM. Karteropii iHpopmanii 3 0OMeXeHUM IOCTYIIOM
BiITOBiIHO 10 YKPaiHCHKOTO 3aKOHOAAaBCTBA. IH(popManiiiHi pecypcr Ta iHpopMmarilina
iHppacTpykTypa.

IlepeqyMOBH Ta OCHOBHi HAmpsMH pPO3BHTKY MeHEMIKMeHTy Yy cdepi
inopmaniiinoi Gesmexu. Mera, 3aBIaHHs, IIePeAyMOBH Ta HAIPSIMHU OPraHi3aliiHOI i
yIpaBiiHCEKOi pobotu y cdepi iHbopmamiiinoi Gesmeku. J[isAnbHICTE MKHAPOAHHUX
opramizamii y cdepi inpopmariiinoi Oesmexku. JliANBHICTE ~ CreNiani3oBaHUX
MiKHApoIHMX opradizamii y cdepi indopMmariiinoi OGesnmexd. YIIpaBliHHA
inpopmariiitaoro 6e3nexor0 Ha piBHI MOTYXHHMX IOCTAYalbHHKIB iH(OpMaiiHuX
CHCTEM.

HopmaTuBHO-IpaBoBe 3aGe3neveHHs: iHgopmaniiinoi Oesmexkn YkpaiHu.
OCHOBHI TIOJIO)KEHHS IoJO 3a0e3nedeHHs iHpopMmaniliHOI Oesnmeku VYKpaiHM B
Konctutynii Ykpainu, 3akonax Ykpainu “ITpo HanioHaneHy Gesrneky Ykpainu”, “IIpo
inpopmaniro”, “Ilpo ocHOBHI 3acany 3abe3neueHHs KibepOesmeku YKpaiHu”, YKazax
IIpesunenta Yxpainm “IIpo Crparerito HarioHaneHOi Oesnexn Ykpainu”, “IIpo
NOKTpUHY iHGopMmamiiinoi Oesmexu VYkpainm”, «IIpo crpaterito KiGepOesmexku
Ykpaiam». MexaHi3Mu IpaBOBOrO PEryJIOBaHHS i OpraHisallis 3axXHCTy MEPCOHATBHUX
IAHUX Ta iHTeleKTyalbHOiI BiacHocTi B YKpaiHi. IIpaBoBe perymoBaHHA 60pOTEOH 3
kiGep3nournHHicTIO. CyTHiCTH Ta 3MiCT Aep)kaBHO-IPHBATHOIO IApTHEPCTBa y cdepi
ki6epOesnexn. OCHOBU HalliOHATBHOI Ge3lekH, cucTeMa 3abe3rnedeHHs iHpopManiiHol
Oesnexu B YKpaiHi.

Crangaptu y cdepi ynpapiainas indopmaniiiHoro Ge3nexor Ta ynpab/iHHs
Gesnexoro IT. Crammapru ynpasiines inpopmaniiinoro 6Gesnexoro. ITIL. COBIT.
Craugaptu cepii ISO/IEC 27000. Cranmaptu cepii JCTY ISO/IEC 13335. HJ[ T3L
[Hmi craHmapTd. lapMoHi3alis MDKHapOZHMX CTaHAApTiB y cdepi yIpaBiiHHS
iHpopMamiifHOIO 6e31EKOIO.

Vopapainns  indopmaniiinolo Ge3meKol0 MiANPHEMCTBA HAa  OCHOBI
crangaptis cepii ISO/IEC 27000. 3aransHa XapaKTe€pHUCTHKAa CTAHAApTiB cepii
ISO/IEC 27000. Ormsx craggapty ISO/IEC 27001. Ctpykrypa cragapty ISO/IEC
27001. Mopens cucTeMM ympabliHHs inpopmariiiHoo Gesmekoro IIBIT (PDCA).
BuMoru cTagaapry i crocodu ix peamizarii.

Po3po6ka Ta BIPOBAMKEHHS CHCTeMH YNpabiinas indopmauiiinoro
Gesznexoro. ETamy po3po6KH i BIPOBaKEHHS CHCTEMH YIPaBIiHHA iHhOpMaliAHO0
Gesmexoro. OpraHizamifiHi —acmekTH — BIPOBA/PKEHHA CHCTEMH  YIPAaBIiHHS
inbopmaniitnoro  Gesmekoro. OcoGnuBOCTI MOOYHOBH CHCTEMH  YIpPABIIHHS
inpopmariifinoro Gesmekoro Ha ocHOBi craHmapriB cepii ISO/IEC  27000.
Ceprudikariis cucTeMu ynpapliHHS iHGOpPMALIHHOIO Ge3MeEKOO.

CucreMHuii aHa i3 indopmaniiinoi Gesmexn. OCHOBU CHCTEMHOIO aHATI3y
inpopmariiinoi Gesmeku. TexHONOTI] CHCTEMHOro aHalli3y Ta iX 3aCTOCYyBaHHSA Ha
npakTHIi. MeTos eKCIIEpTHUX OLHOK B CHCTeMHOMY aHali3i. BnpoBamkeHHs Teopil
CHCTeM YympaBliHHS B iH(popMaiiiiHi cucTeMu oprasisauii. MopemoBaHHA Y
CHCTEMHOMY aHai3i inpopmaniiinoi Gesnexu. ITiTxonu 10 MOIETIOBaHHS IPOLECIB
CTBOpEHHS i OIIHKK e(eKTHBHOCTI cHcTeM 3axucTy iHpopmanii. CydyacuHi metonu i
Mozeli 0OIPyHTYBaHHS Ta IPUHHATTS PillleHb.
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VYupapninna indopmaniiinoro OGesnexoro 0aHKYy. OcoOIHUBOCTI 3aXUCTY
GanKiBebKoi iHMOpMarii. BisHec-po3BifKa y 6aHKiBCHKOMY CEKTOPi. 3aXHUCT CHCTEMH
eJIeKTPOHHMX GaHKIBCHKUX IUTaTeXiB. [IpaBoBe 3a0e3MedeHHs 3aXUCTy indopmarii y
6aHKiBCHKiH AisITBHOCTI.

®opMyBaHHsI NOJITHKH iHpopMauiiinoi Oe3mexku Ha mignpueMcTBi (B
opranizanii). CTpykTypa NoJiTHKH iHhopMauiiiHOi Ge3meku Ha i IIPUEMCTBL Ta
mporec il pospoOku. Kiacupikamis indopmaminHux pecypciB  MiIIpPUEMCTBA.
Meronu ynpapiiHHA iHQOpMaIiiHOO Oe3meKolo. 3axomu 3abes3nedeHHS
inpopmamiiinoi Geslekd Ha aJMiHICTPATUBHOMY piBui. 3axomu 3a0e3MeUEHHS
inpopMamiitHoi Gesmexu Ha mporexypHoMmy piBHi. JKuTTeBHMH LMK TTOJTITUKHA
OesmeKu.

CayxGa imdopmauiiinoi Gesmexm Ha mianpuemcrsi (B opramizauii).
Ciyx6a impopmariiiaoi Gesmeku sK cy6’eKT PO3pOOKH i BIPOBADKEHHS CHCTEMH
yopaBniHHsa  iH(MopMaliiiHOO Ge3reKoro. Opranizaniiina CTPYKTypa CIIyxOu
inbopMariitnoi Gesmexu. THIIOBI 3aBIaHHS CIyXKOH inpopmaniiiHoi Oe3neKH.
Bumors m0 (axiBis 3 ynpaBIiHHS iHGOPMALiHHOIO Gerr3eKoro. JIoKkyMeHTaIls 3
inpopmariiiHoi Ge3reKy Ta MOPAIOK 1i BEACHHS.

BHMOrH 10 CHCTeMH ynpaBJiHHs indopmaniiiHoio Ge3nexoro BiANOBiAHO
no cranaapty ISO/IEC 27002. 3axomu ¢izuaHoi Gesrexn. 3acanu aBTeHTH(DIKALIT 1
Gesmexn Mepexi. Ilpasuna Gesmeunoi poGotu B IurepHeri. IIpaBuia Oesmneku
KOPHCTYBAaHHS €JIEKTPOHHOKO IIOIITOK. AHTHMBIPYCHHH 3aXMCT. Kpunrorpadiuni
3axomy. BuMmors Gesmek: X0 po3poOKu ImporpamHoro 3abesmedeHHs. TuIOBi
JIOKyMEHTH, 3acHoBaHi Ha BuMorax crannapty ISO/IEC 27002.

Vopapiainas  pusukamMu  indopmaniiHoi  Oesmexu nianpueEMcTBa
(opramizauii). AHawi3 i yIpaBIiHHSA pU3HKaMH indopmariiinoi 6e3nexu. CTBOpEHHS
peecTpy pHU3HKiB. lneHTHQikamis 3arpo3 i ypasiHBOCTEH. OriHKka pPHU3UKIB.
®opMyBaHHs IACIIOPTY 3arpo3. YIPaBIiHHS PU3UKAMH.

Yupapainns inuuaentamu indopmaniiinoi Gesnexn. I10HATTA IHIIUICHTY
indopMarniiiHoi Gesnexku. BusBneHHs iHUMIEHTIB. PearyBaHHsa Ha IHI[MIEHT: aHaTi3
{HIMIEHTy, PpO3CITiAyBaHHS IHIMIEHTY, 3BiT TNPO IHIMJCHT. 3amobiranus
BHHUKHEHHIO 1HIM/ICHTIB. Y CyHEHHS HACiIKiB iHI[MEHTIB.

AyauT indopmaniiinoi Ge3neku Ha mianpuemMcTei (B opranizanii). ITorarTs
aynury iHQopmaniiiHoi Gesmexu mimmpumemcrsa. CraHmapT COBIT. IIpakruka
IpoBeIeHHs ayauTy O6esnexku. Etanu NpoBefieHHs ayauTy: iHiIiFOBaHHS MPOLEAYpPH
aymuTy; 30upaHHs iHQOpMaIllii; aHam3 [aHUX ayIuTy; BUPOOJIEHHS] peKOMEH/Ialli;
iITOTOBKA ay IUTOPCHKOTO 3BITY.

Tema 2. TeopeTH4Hi OCHOBH 3aXHIeHHX iHdopMaNiiiHUX TeXHOJIOrIH
OcHoBHi mapagurMu  (¢opmyBaHHs  3aXHINEHHX indopmaniiiHuX
TexHooriii. OCHOBA (OPMYBaHHS TapaHTOBAaHO 3aXMINEHMX iH(GOpMAliHHHX
texHojorii. OCHOBH po3p00JICHHS rapaHTOBAaHUX CUCTEM 3aXHCTY.
3arajabHi Moaeai omucy mpouecis 3axucry iHdopmanii B KOMI’IOTEPHHX
cucremax. Cy6’ eKTHO-00’ €KTHA MOJIENB OIIHCY KOMII' FOTEPHOI CHCTEMH. ABTOMAaTHA
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Cy0’€KTHO-06’€KTHA MOIENb OINHCYy KOMIT'loTepHoi cmeremu. Ilimxomm zo
dbopMyBanHs Mozeni 3arpos. ITizxoau 1o GopMyBaHHS MOZEI] OPYIITHIKA.

OcHoBH Teopii 3axmmenux cucreM. ITONTHKH YIpPaBJiHHS HOCTYIIOM.
Mogeni omucy mNOJNiTHKH Oesmekd. Mozeni 3abesnedeHHs KOH(iIEHIIHHOCTI.
Mogeni 3a6e3nedenns miyicHocTi. Mogeri 3a0e3nedeHHs JOCTYTHOCTI.

CraHaapTH30BaHi Mojesi onmucy cy4acHHX iHdopmauifiHux TexHoJoOrik
Ta MeTOAM OWIHKHM iX edexTHBHOCTI. Mozens, IO MOKIageHa B OCHOBY
MikHapogHuX cTaHmaptis 1SO. Mozens, mo moknanena B ocuoBy HJL T3I 2.5.
Mopens, o MNOKJIaJeHa B OCHOBY MiXKHAPOJHOI'O CTaHAAPTY ISO 15408.

Tema 3. IIpuk/agna KpUOTOJIOTIs

OcHoBu KpunToJorii. [Ipenmer kpunrosorii. Poib KpEITONOTIYHAX METOAIB
B II06YIOBI CHCTeM 3axmcTy iHpopManil. AKTyalbHICTh MO0y NOBY HAIHHUX CHCTEM
3B’s3Ky. Ilpo6GneMd TNPaKkTHYHOI KPHUITONOTIi. 3araibHi THIM KPHUITOATaK.
I[TpakTHYHa Ta TeopeTwdHa CTifikicTs. KomyBaHHS BiIKPUTOrO TEKCTY. ITakyBanHs
IOBLIBPHUX JAHMX IJIS Iepefadi JTiHISIMHU 3B’ A3KY.

Posumpenuii anroput™v EBKiiga Ui dmcen Ta MHorowieHis. Meromuka
nemmdpyBaHHs HHPy MPOCTOI 3aMiHH.

HopiBusinns 3 oguum HeBigomum. Teopemu Efinepa i ®epma. 3aralbHuH
METOJ] PO3B’A3yBaHHs JiHIHMX NOpPiBHAHB 3 ONHUM HEBiOMHM. BnactuBocrti
CTEeIIEHeBUX MTOPiBHSHb.

BJOKOBi CHMETPHYHI KPHITOCHCTEMH.-3arajbHa XapaKTepUCTHKa OIOKOBUX
ckiagennx mudpis. [Ipunuumu no6ynoBu 610koBrX muppiB. KoMIOHEHTH Cy4acHOro
61oxoBoro mwudpy.

AcHMeTpHYHI KpPHUOTOCHCTEMH Ta OCHOBHI Tumu wHpiB. 3amaui
KPUIITOJIOTII, IO IIPUBENH MO IMOHATTA AaCUMETPUIHHX mmmdpiB. IloHATTA 1IpO
OZJHOCTOPOHHI (yHKIIl Ta 0gHOCTOPOHHI GyHKIIi 3 nasiBkamu. Kpunrocucrema RSA,
kpunrocucTeMa Emb-Tamans, HPOTOKON Y3TODKEHHs KIOYiB Hibodi-Xennmana.
Toustrss rem-dynkiii. LlubpoBuit mizmuc Ha ocHOBi KkpumrocucTeMu RSA  Ta
kpunrocucreMu Enb-I"amars.

[eHepaTOPH NCEBJOBHNANKOBHX 4YHce. [IpHHIMIHE 0GY/0BA Ta BIACTHBOCTI
reHepaTopiB IICEBIOBHUNAIKOBHX UHCEN. 3aCTOCYBaHHS F€HepaTopiB IICEBIOBUIIAIKOBHX
MoCIi0BHOCTe} TIpH HiMoBipHicHOMy mmdpyBanHi. Ilpukiamu kpunroctiiikux [TIBY:
ANSI X9.17, RCA4.

Vnpapiinna kmovamu. JKurreBuil mukn kimro4diB. [ToHATTS 1Ipo KIIOYOBY
cucteMy. IIpOTOKONM TpaHCIOPTYBAHHSA Ta Y3TOKEHHs KiouiB. IleperBopeHH:
xiroui. Kpunroanroputm RC4. ®opmysanus kimodis. AnropurMm DES B pexxumi
ECB.

HonsitTss npo enexrponnuii umdposuii mignuc (EIII). Ilpusnavenns,
sacTocyBaHHs, BiacTuBocti i BuMoru o EILIII 3arambHa cxema moOynosu ELIL
CxeMu eleKTpoHHOrO0 mudposoro manucy: RSA, Ens-T'amais; DSA.

CyuacHi CHCTeMH KpunTorpagiynoro 3aXHCTy ingopmauii.
Kpunrtorpadiunuii MpoTOKON Ta HOro OCHOBHI BIACTHBOCTI. OCHOBHI TNPUHIUIN
noGynoBd 1 aHamisy KpunrorpagiuHmx mporokoiiB. OCHOBHI KJIac i BuIM
KPUIITONPOTOKOJIB. 3aranpHa Kiachgikamis aTak Ha IIPOTOKOJH. Cranpaptu
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KPHIITONPOTOKONiB B InTepHer. IIpoTokomu ayTeHTubikamii Ha OCHOBI aCHMETPUYHOL
KPHUITOCHCTEMH 3 BUKODHCTAHHSM JIOBipeHoi ocobu i Ha OCHOBI JTOKa3iB 3 HYJIbOBUM
PO3rOJIONTYBaHHAM 3HAHHSI.

Tema 4. 3axuct indopmaniiiHo-KOMyHIKAUIAHAX CHCTEM

OCHOBHiI TMOJIOKEHHSI CHCTEMH TEXHIYHOro 3axMcry iHdopmauii B

KOMI'IOTEPHHX cHcTeMax. 1TocTaHOBKa IpPOOIeMH KOMIIIEKCHOTO 3a0e3neueHHs
inpopmaniiinoi Gesmexu iHboOpMaLiWHUX Ta KOMYHIKaI[ifHUX CHCTEM Ta MEpex.
BpasnmuBocTi iHpopMaLiiHO-KOMYHIKAIiHHIX CHCTEM Ta MEPEXK (IKCM) Ta npu4uHHA
ix BHHHKHeHHs. OCHOBHI IIPUHIMIK po3pobku kommiekcis 3aco6is (K33) ITCM sk
PO3IOIIEHUX CepEIOBHIIL.

MexaHi3Mun Ta 3aco0H 3axHCTy oOnepamiiiHHX cHCTeM. 3arpo3u
onepaliiHuUM CHCTEMaM. 3arajpHi MIXOAM 3aXUCTY BiJ aTak 3 METOI BiJIMOBH B
0GCIlyroByBaHHI T2 Bifl aTak 3 METO0 OTPUMAHHs HECaHKIIOHOBAHOTO NOCTYILy 1O
indopmarrii.

Mexani3Mu Ta 3aco6u 3axXuCTy onepauiiinux cucrem cimeiictea Microsoft
Windows. Oco6auBoCTi MOl 3aXHCTy OnepaliifHux cucteM cimeirictBa Microsoft
Windows. I1ITaTHi MexaHi3MH Ta 3aco0H 3aXHCTy. MeTOKa BUKOPHUCTaHHS 3ac001B
saxucry. JIoKkaNbHi KOpUCTyBadi Ta IPyllM KOPHCTYBadiB. VupapiiHHS 00JIKOBUMHU
3amucaMy Ta IpoGiaaMy KopucTyBadiB. I'pyroBa MoJiTHKa Ge3NeKH.

MexaHi3MH Ta 3ac00H 3aXMCTy CHCTeM KepyBaHHs 0a3amMu JaHHX.
[IpyuuHU, BHUAM, OCHOBHI METORH IOPYLICHHS KOH(DIIeHIIHHOCTI B CHCTEMaX
kepyBauHsa Gazamu ganmx (CKBJI). BararopiBHesi pemsiiiai CKBJl. Meronu
zaxucty CKB/I.

KoHuenmisi CHCTeMH Oe3NeKH CHCTeMH KepyBaHHs O0a3aMH JaHHX
cimeiictea MS SQL Server. IIpusHadenssi, Tpaauiliiiaa cpepa BUKOPHCTaHHS Ta
saranpHonommpeni  3arposu  CKBJl cimefictea MS SQL Server. 3araibHa
XapaKTepUCTUKaA CUCTEMH 3aXUCTY.

MexaHi3MH Ta 3aco0H 3aXHCTy Bil WIKIAJMBHX NPOrpaMHHX 3acoliB.
Pyiiryiodi mporpamsi 3acoGu. IIporpamu 3 MOTEHIHO IIKiUIMBAM BIUIUBOM Ta IX
BiaacTuBocTi. HopMaTuBHa Ta 3aKOHOJaB4a 6a3za B rajgysi 3aXHCTy BiJ IIKiIJIMBUX
nporpamMHux 3aco6iB. OCHOBHI Kiack PyHHYIOUHMX IPOTpam. Bipycu Ta ,,TposiHE”,
BU3HAUeHHS Ta Kiacu@ikaiis. 3aco0M PpO3MOBCIOJKEHHS. MeToou Ta 3acobu
KOHTPOJIIO Ta MPOTH I BipycaM Ta ,,TPOsHaM .

3arajbHa XapaKTepHCTHKA KOMI’IOTePHHX BipyciB. IcTopudaHa JOBiJIKa.
BusHaueHHs KoMl IoTepHOro Bipycy. OcHoBHi BiracTrBocTi. Kacudikaris BipyciB.
Oco6muBocTi (ailiIoBUX, MEPEXEHHX, 3arpy304HMX Ta MakpoBipyciB. Creyc Ta
nonimMopdHi Bipycu. ILLIsxu po3MOBCIOKEHHS BipYCiB.

MeToau Ta 3aco6u 6opoThGH 3 KoMn’I0TepHHMH Bipycamu. [IpodinakTuka
3apaeHHs BipycaMu. BHKOpHCTaHHS 3aco0iB olepamifHOl CHCTeMH Uil IpOTHIiT
Bipycam. ITpoTr/ist pO3IOBCIOIKEHHIO BipyCiB 3 3MIHHHX HociiB indopmanii (Flash-
maM'sTh Ta KOMIIAKT-IUCKH). Kpurepii OIIHKK SKOCTI aHTMBIPYCHHX IpPOTrPaMHHX
xoMIiekcis. CHTHATypHI MeTOAM BH3HAUeHHs BipycCiB. BU3HaueHHA BipyciB 3a
IOTIIOMOTOIO aHAJIi3y ITOAIH.
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MeTtoau Ta 3aco0u GopoTbOH 3 mporpamamu keijaorepamu. IIpusHaueHss
nporpaM KeitmorepiB. I[HTepHeT pecypcH B SKHX IPEICTaBIeHI KEHJIOrepH.
IucTanmamis Ta HacTpoiika BH3HAa4YeHOro Kednorepa. Bu3HaueHHs mporpam
aHTHKeHIorepiB.

TexnoJoria 3axucry Bix DOS Ta DDOS arak Ha KOMI’IOTepHi Mepexi.
IMousatrs DOS Ta DDOS arak. MeTa npoBeeHHs aTakd. MeTozmosoris peasisamii
DOS ta DDOS arax.

3axdcT €JIeKTPOHHOI MomTH. THIOBI 3arpo3d Ul €IEKTPOHHOI IOIITH:
HEeCaHKIIOHOBaHMI BWTIK iHQopMamii, IPOHHKHEHHS BIpyCiB Ta TpPOSHIB,
3aCMiYeHHS MTOIITOBOTO SIIIUKA.

Baxucr Web-cepsepy Apache. Birtumsnsna HopmaruBHa 06a3a B ramysi
3axucty Web-cepsepy. HopmatuBHi kpurepii 3axummenocti Web-cepsepy. Ominka
3axuIneHocTi Apache Bix aTaku Ha BiZMOBY B 00CIyrOBYBaHHI.

3axucr Web-cepsepy. Bitunsssna HopMaTiBHa 0a3a B ramysi 3axucty Web-
cepBepy. HopMmatuBHi kpurepii 3axumeHocti Web-cepsepy.

Tema 5. SIEM-cucremu

Metoau 3a6e3nedyeHHsi Oe3mekd 0e3MpPOBOJOBHX, MOOWIBHHX Ta XMapHHX
TEXHOJIOTiH, sIKi peaisyloTbesi B iHopManiiiHO-KOMYHIKaNiHHHX CHCTEMaXx.
[MpuHnuny no6yI0BH aBTOMaTH30BaHUX CHCTEM 300py Ta 0OpOOKHM JaHMX IIPO MOIIi Ta
MOTOKM B  iHGOpPMaIiiHO-KOMyHIKaIifHIX cucTeMax. MOXIMBOCTI,  CKIaz,
npu3HaYeHHs Ta QyHKIii KOMIIOHEHTiB nporpamHoro komiekcy IBM QRadar SIEM.
OCHOBU pO3rOpPTaHHS, 3aCTOCYBaHHS Ta aIMIHICTPYBaHHs IIPOTPaMHOIO KOMILIEKCY
IBM QRadar SIEM. TTOHATTS «KUTTEBUM LMK KibepaTaku». 3MiCT eTaliB IpoLecy
kubeparakd. TIOHATTSA «UEHTp ympaBiiHHA KibepOesnekoro». [Ipru3HadeHHs Ta OCHOBHI
3agmanHs SOC. OCHOBHI MOXIIMBOCTI LIEHTPY ympaBiiHHs KiGepOesmekoro. OCHOBHI
inpopMariiiHi TeXHONOTII, sIKi IIOKIaieHi B OCHOBY LIEHTPY yHPaBIiHHA KibepOe3nekoro.
Cxnajf KOMaHIX Ta OCHOBHI ()YHKIIOHAJIBHI 00OB’SI3KHM (haxiBLiB LEHTPY YIPABIiHHI
Kibep6esnexoro. ITousarrs «SIEM-cucrema». IlpusHadeHHs Ta ocHOBHI (QyHKii SIEM-
cucremu. Apxitekrypa SIEM-cuctemu. [xepena gqanux mis SIEM-cuctemu.

Tema 6. OcHOBH 0e3meKH KOMII’IOTEPHUX Mepex

3arajbHi NPUHUMOH NOOYXOBH Ta OpraHizamii KOMII’IOTEPHHX Mepex.
PospaxyHok napametpis IP-axpec. OcobnuBocTi po60TH KOMYTaTOPiB

MepeskeBi npoToKo/ Ta 06MiH JaHUMH. [IprHIHI po6OTH MapIIPyTH3aTOpiB.
ArperyBaHHs KaHaliB B KOMyTOBaHHX Mepexax. TexHomnoris Frame Relay. Craruuna
MapIIpyTH3amis y Mepexi Ha 6a3i mapmpyrtusaropiB Cisco. IIpoTokon mapmpyTusarii
RIP. Ilporokon Mmaprpytuzanii OSPF. Ilpotoxon mapmpytusanii EIGRP. IlpoTtokon
AAA.

Hpunuunyu 06’cAHAHHS Mepe Ha OCHOBI mpoTokoJis piBas moxeni OSL
[TpoToKON iHKAmCyJsiiii KaHAIBHOTO PiBHA I 3’€IHaHb ITOOANBHHX MEPEeX.
IMpotokon STP/PVST. 3aco6u mpotuaii arakam Ha mpoTtokon STP/PVST+.

Bipryaabni Jgokanbni mepexi (VLAN). PobGora BipTyalnbHHX JOKaJIBHUX
Mepex. Mapmpytusaitis mixk VLAN y mepesxi. Po6ota nporokory VTP y mepexi.
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MomniTopuar Ta Gesmeka Mepexi. Meronu Ta 3acobm imeHTHdikamii Ta
aytenTHdiKamii. AyTeHTH}iKaLis y MPOTOKOIAaX KAaHAJIBHOIO PiBHS Ta Yy IPOTOKONAx
MapmpyTisanii. Mix Mepexesi 3axucHi ekpaHu. CHHCKM yHpPaBiiHHS JOCTYIIOM
(ACL). Bipryanssi mpusatai mepexi (VPN). ITporoxom IPSeci. 3acobu mnporumii
arakam MAC-Flooding Ta MAC-Spoofing.

Tema 7. Meroau Ta 3aco0u 3axucty iHdopmauii

TexHiuHi KAHAJH HECAHKIIOHOBAHOI0 oep:KaHHs iHdopmauii.

Knacudikanis kaHamiB BUTOKy iHpopMmarii. IIpHYMHN BMHWKHEHHS KaHalliB
BUTOKy iH(opMaIii. Axycmuunuii KaHal BUTOKY iHpopmartii. XapakTepuCTUKY KaHAILy
Ta NPUYMHM HOTO BWHHWKHEHHS. BisyanoHo-onmuunuti KaHal BHTOKy iH(OpMAIi.
XapakTepuCTHKKM KaHAly Ta [PUYMHM #foro BHHWKHeHHs. lIpuctpoi Bi3yaJIbHUX
METOZiB Harmsny, dorosHiManus. Kiacubikanis cucTeM IPUXOBAaHOTO BileOHArJY.
OCHOBHI XapaKTepHCTHMKHM, NpPHHUMIM .Oii Ta CTPYKTypHi cxemu. OcobmuBocti
3acTocyBaHHA. Enexmpuunuii KaHal BUTOKY iHQopMamii. XapaKTepUCTHKH KaHay Ta
IPUYHHE HOoro BUHHKHeHHs. OCHOBHI XapaKTEpPHCTHMKH, IIPHHIMN Iii Ta CTPYKpypHi
cxemu. OCOGIIMBOCTI 3aCTOCYBAaHHS Ta XapaKTEPUCTHKH IPUCTPOiB. Padiomexwiunuil
KaHaJ BUTOKY iH(opMallii. XapaKTepHCTUKH KaHaly Ta MPUYMHU HOro BUHUKHEHHS.
Burik KaHajaMd MOOIYHHX eNeKTPOMArHiTHAX BHUIPOMiHIOBaHb i HaBOJOK. OcHoBHI
XapaKTepUCTHKHM, MPUHLKI [ii Ta CTPyKpypHi cxemu. OcobauBOCTI 3aCTOCYBaHHA Ta
XapaKTEPUCTUKU MPHUCTPOiB. Mamepiansro-pe4osuii KaHal BHTOKY indopmarii.
XapaKTepUCTHKH KaHATy Ta IPUYMHM Horo BHHUKHeHH:. Knacuikauis 3a QisugHAM
CTaHOM, 3a (Pi3HYHOIO IPUPOJIOIO, 33 CEPEIOBUIIEM POCIIOBCIOKECHHS.

MeToaH TeXHIYHOro 3axucty iHgopmauii.

IIpeaMeTHa 061aCTh TEXHIYHOrO 3axuCTy iHpopMarii KoHuenTyansHi OCHOBH Ta
MiIXORM O CTBOpEeHHs cucTeM 3axucTy. Kimacudikamis METOZIB Ta 3ac00iB MPOTUIil
BUTOKY iH(OpMAIlii Ta HECAHKIIOHOBaHOMY il OTPHMaHHIO. 3arajibHi IUTAHHS 3aXHCTY
iH(popMawii Bix BUTOKY 1O TexHiuHMX KaHanax. TexHiuni MeToM 3axucTy iHopMaLii.
Knacubikalis TeXHIYHHX MeTOAIB Ta 3acobiB 3axucTy iHdopmamii. 3axadi 106yn0BH
cucteM 3axucTy iH(opmamii. Ilizxomu 10 CTBOPEHHS KOMIUIEKCHHX CHCTEM 3aXHCTY
indopmarii.

IIporpamui MeToau 3axucTy indopmanii.

[Iporpamui Meroaw 3axucTy iHpopmamii. OCHOBHI HPHUHIMIK IIPOTPAMHOIO
saxucTy iHbopMamii. 3aranbHi NUTaHHSA IOOYIOBHM CHCTEM 3axuCTy iHQopmaiii B
aBTOMATH30BaHMX cucTeMax. Kiacubikamis mporpaMHIX METOAIB 3aXHCTy iH(OopMaIIii.

IIporpaMy 30BHIiIIHEOTO 3aXKCTy. [IporpaMu OXOPOHM TEPHUTOPIi Ta MPUMILIeHb.
IIporpaMu KepyBaHHS HOCTYIIOM [O OXOPOHsAEMOI TepuTOpii Ta mpuMilteHs. IIporpamu
BHYTPIIIHBOTO 3aXHUCTy. IIporpamMu po3mi3HaBaHHs KOPHCTYBaiB.

MeToxy po3Ii3HAaBaHHS aBTOMATH30BaHUX CHCTeM Ta ii enemenTiB. [IpoGremu ta
MpOrpaMi  PeryJIOBaHHS BHKOPHCTaHHA pecypciB. Oco0mMBOCTI —3aCTOCYBaHH:A
BHYTpIIIIHBOTO 3aXMCTy. 3aXHCT Iporpam Bij KomitoaHHs. IIporpamu fapa CHCTEMH
6esmexu. [Iporpamm peectpamii. IIporpamu 3HHMINEHHS Ta cHrHamizamii. OcoGmuBoCTi
3aCTOCYBaHHS IIPOTPaM SApa CUCTEMH Oe3IIEKH.
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Tema 8. Kommiekcni cucremu 3axucty iHdopmanii
3arajbHi MMOJIOMKEHHST TA BHMOIH IIOXO opraHizamii poOiT i3 3axucTy
indopmauii Ta MOPSAAKY CTBOPEHHsI KOMILIEKCHOI CHCTEMH 3aXHCTY inpopmanii
B IKC. IToHATTS KOMIUIEKCHOI CHCTEMH 3aXHCTY 1H(1)opMau11 (KC3I) B IKC. OcHoBHI
HOPMATHBHO-TIPAaBOBI aKTH INOJO OpraHisamii pobiT i3 3axucTy 1H¢>opMau11 Ta
nopsinky creoperns KC3I B IKC. €xnicts nopsnky creoperss KC3I na BCIX eTamax
xurresoro 1mukny IKC. IMpomec crBoperHs KC3I fk 3mificHeHHS KOMIUIEKCY
B3a€MOY3TOKEHHX 3aXO[iB, CIPSIMOBAaHHX Ha pO3POONEHHS i BIPOBADKEHHS
indopMariiinol TexHoONOrii, siKa 3abesmnedye oOpobKy impopmanii B IKC 3TiTHO 3
BHMOTaMH, BCTAHOBJIEHMMM HOPMATHBHO-IIPABOBMMHK aKTaMHd Ta HOPMaTHBHHX
,Z[OKyMeHTlB (HI) y cohepi 3aXUCTY inpopmanii. [Topsimox crBopenHsa KC3I B IKC sk
CYKYIHICTh BIOPSAKOBAHUX y 4aci, B3a€MOIIOB’ A3aHUX, 00’ €[HAHUX B OKpeMi eTaru

po0iT, BAKOHAHHS SKHX HeoOxinne ¥ mocratHe i KC3I, mo cTBOPIOETHCS.

OcHoBHi 3aco6u Ta 3axoau, mo BxoaaTh 10 ckaaxy KC3I. KC3I sk saxonu
Ta 3aco0H, SKi peali3yloTh Coco0H, METOIH, MeXaHi3MH 3aXMCTy iH(popMmarii Bif:
BUTOKy TEXHIYHMMH KaHajlaMH, IO SKHMX BIJHOCSTBCS: KaHaJH OO IHIX
eJIeKTPOMATHITHIX BUIIPOMIHIOBaHb i HABE/IeHb, aKyCTOEIEKTPHYHI Ta iHII KaHAJIH;
HeCaHKI[IOHOBAHHUX il Ta HECAHKIIOHOBAHOTO JOCTYILy IO iHbopMalii, 0 MOXYTh
3iMCHIOBATHCS IIUIIXOM ITiAKIIOUEHHS 0 anapaTypH Ta JiHiH 3B’ 3Ky, MacKyBaHH:
N7 3apeecTpOBaHOIO KOpI/ICTYBa‘—Ia [IOIOJIAHHS 3aXOJiB 3aXWUCTy 3 METOI0
BUKOpUCTaHHs iH(opMmanii abo Hap’s3yBaHHsS XHUOHOI 1H(1)opMau11 3aCTOCY BaHHS
3aKIaIHUX IPUCTPOIB UM MPOrpaM, BUKOPHCTaHHA KOMII'IOTEPHHX BIpYyCiB Ta iH;
CIeIialbHOrO BIUIUBY Ha 1H(1>opmauno AKAHA MOXe 3IiMCHIOBATHUCS ILIISXOM
hopMyBaHHS TONIB i CHrHaIiB 3 METOI MOPYLIEHHS WLiTICHOCT inpopmanii abo
pyHHYBaHHS CHCTEMHU 3aXHCTy. BINIMB BlacTHBOCTEH OOGPOOIIOBAHOTI iHpopmariii,
KJIaCy aBTOMATH30BaHOi cucTeMu Ta yMoB ekcmyatanii IKC Ha ckiap, CTPYKTYPY
ta BuMoru mo KC3I. 3abesnedeHHs pPEeXUMY CEKPETHOCTI, NMPOTHAIl TEXHIYHHM
pO3BigKaM Ta opraH13aumH1 3aXOIM OO OXOpOHH iH(opmarli 3 OOMeXEeHUM
IOCTYIIOM y Tpoleci MPOEKTYBAHHS, pO3pOOJIEHHS], BUTOTOBICHHS, €KCIUTyaTawil
IKC. CrBopeHHs KoMILIeKciB 3axucry iHdopmamii K33 Bin BUTOKY TeXHIYHHUMH
xananamu. Monyapauii npuamun no0ynosu KC3I inrerposanoi 8 IKC.

IlopsiioK CTBOpeHHsl, 3aBJaHHs, PYHKUil, CTPYKTYpa Ta MOBHOBAKEHHs
cy:k0u 3axucTy indopmauii mogo opranisanii po6iT 3i cTBOPeHHs KC3I B IKC.
3aranpHy IIOJIOKEHHS IIPO CIIykOy 3aXHCTY indpopmariii (C3I). 3aBmanms C3L
®ynkuii C3I: min wac creoperns KC3I; mix wac excruryatarii KC3L; 3 oprasizariii
HABYaHHA [IepCOHANY 3 MUTaHb 3abe3ledeHHs 3aXUCTy iHpopmanii. [IoBHOBaKEHH
ta pimnmosimamsuicts C3I: mpaBa C3I; o6os’sisku C3I; Binmosigamemicts C3I
p3aemomis C3I 3 iHmMMHK Higpo3ainamMy Ta 30BHIIIHIME OpraHiallisMu; IITATHAK
poskman Ta crpykrypa C3I. Opramizamis poGiT ciyx0u 3axucry indopmarii.
®inancyBanns C3I.

OOGrpyHTYBaHHSI HEOOXiIHOCTI CTBOPeHHsI KC3LI. ITincraBa s BU3SHAYEHHS
neobximmocti croperni KC3I. Buximmi madi s oGIpyHTYBaHHS HEOOXiIHOCT
crBopenns KC3I. TIpuiisaTTs pitreHHs npo HeooXinnicts crBopenHs KC3L

OGcerexennss  cepenosumy  ¢ynxuionyBanns  IKC.  OGcrexeHHS
obuncmoBanpaol cuctemMu IKC. OO6ctexeHHs iHGOPMAIIfHOIO CepeloBUIA.
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O6cTexenns ¢izuunoro cepepopuina. OOCTE)XSHHs CepeOBUILA KOPHCTYyBadiB. AKT
obcrexxenHs. Ilmam 3axucry indopmarii B IKC. Ilepemik 06’€KTiB 3axucTy.
IMoTtentiiini 3arpo3u s iHGpopMarlii, MOJeNIb 3arpo3 Ta MOJEIb ITOPY IIHUKA.

®opmyBanust 3aBganHsi Ha crBopeHHss KC3I. 3aBmaHHs 3axucTy
inpopmanii B IKC, mera crBopennss KC3I, BapiaHT BHpIIIEHHS 3a1a4 3axHUCTY,
OCHOBHI HampsMH 3a6e3IIeUeHHS 3aXUCTy. AHai3 PU3UKIB (BUBUSHHS MOJEN 3arpo3
i Mozmeni MOpYIIHMKA, MOXJIMBHX HACTiAKIB BiJ peaizalii IMOTEHLIHHUX 3arpos,
BEJINYMHA MOXJIMBUX 30HMTKiB Ta iH.) i BM3Ha4YeHHs IepeNiKy CyTTEBHUX 3arpos.
BusHaueHHS 3aranbHoi cTpykTypHu Ta ckiaxy KC3I, BuUMOra 10 MOXIIMBHUX 3aXOJiB,
MeToAiB Ta 3acobiB 3axucry iHdopMmamii, mOmycTHMi OOMEXEHHS ILOJO
3aCTOCYBaHHS IIEBHUX 3aXO/iB 1 3ac00iB 3aXUCTy (0OMEKEHHs I0J0 BUKOPHUCTAHHS
3ac00iB aKTHBHOI'O 3aXKCTY Bix BUTOKY iH(popMmarii kananamu IIEMBH 3a paxyHok
BUKOpHCTaHHA 3aco0iB EOT B 3axuIeHOMy BHKOHAHHI TOINO), iHII OOMEXEHHS
oo cepenosuil Gpynkiionysanss IKC, 06MexeHHs MO0 BUKOPUCTAHHS PECYPCiB
IKC mns peamizaiii 3ama4 3aXxucTy, NpHUITycTUMi BUTpaTH Ha crBopeHHs KC3I,
YMOBH CTBOPEHHS, BBeJIeHHs B Aifo i ¢pyHkuionyBaHHs KC3I (oxpemux ii migcucrem,
KOMIIOHEHTIB), 3arajlbHi BUMOTH [0 CIIiBBiJHOLIEHHS Ta MexX 3acTocyBaHHsa B IKC
(oxpemux ii mizcucTeMax, KOMIIOHEHTAX) OpraHi3allifHuX, iH)KEHEPHO-TEXHIYHUX,
TeXHiYHMX, Kpunrorpadiuamux Ta IHIKX 3aX0[iB 3aXHUCTy iH(opMalii, o BBiHTyTH
mo ckmagy KC3I. OdopmienHs 3BiTy mpo BHKOHAaHHS pOOIT miei cramii Ta
odopmieHHs 3asBku Ha po3podky KC3I.

Po3poOka noJituxu Gesnexu indopmanii B IKC. Bupuenns o6’exta, Ha
sxoMy crBoproeTsest KC3I, mpoBeneHHs HayKoBO-oCHiHuX pobiT. Bubip BapianTy
KC3I. OdopmiieHHs NOTITHKA O€3MEKH.

Po3po0ka Texuiunoro 3aaanHs Ha crBopenHsi KC3I. IlpusHayenus ta
OCHOBHHMI 3MicT TexHiuHoro 3asmauss (T3). Bapiantu opopmienns T3 ma KC3L
Oco6nuBocti T3 Ha KC3I mus inrerpoBanmx IKC, siki OymyroTbed 3a MOIYJIBHUM
TIPUHIIUIIOM.

Pospo6ka mpoexty KC3I. Ilopsimox po3pobku mpoexty KC3I. Eckisuuit
npoekt KC3I. Texuiunwuii npoekt KC3I. Po6ounii mpoext KC3I.

Beenennss KC3I B niro Ta ominka saxumenocti indgopmanii B IKC.
[TigroToBKa OpraHi3alliiHOl CTPYKTYpH Ta po3po0Ka pO3MOpsAYHX JOKYMEHTIB, 110
PETIaMEHTYIOTh MisUTBHICTS i3 3a0e3nedeHHs 3axucty iHdopmanii B IKC. Hapuanus
KOpPHUCTYBauyiB.

KommnexcyBaras KC3I. ByxisenbHo-moHTaxHI poGoru. IlyckoHanaromxyBajbHi
po6otu. ITonepenni BunpoOyBanHs. JlociinHa ekcIuyaTamis. JlepkaBHa ekcrepTa3a
KC3L.

Cynposomkenns: KC3IL. Ilopsnok BuUKOHaHHS pPOOGIT 3 OprasizamiiHoro
3a6e3nedenns Gynkuionysanus KC3I ta ynpasiiHHA 3aco0aMu 3aXUCTy iHQOpMaILii
BiOBIIHO [0 TUIAHY 3aXMCTY Ta eKCIUTyaTalliiHOl JOKyMeHTallii Ha KOMIIOHEHTH Ha
xommonenT KC3I, rapanrifiHoMy Ta  MiCIArapaHTiHHOMY  TEXHIYHOMY
00CIIyroByBaHHIO 3ac00iB 3axucTy iH(opMarii.
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