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IMOSICHIOBAJIBHA 3AIINCKA

IIporpama ¢axoBoro icnuTy mis HaBuaHHS 3a OCBITHIM CTYIICHEM «MAaricTpy
ramysi sHaub «IHGOpMaNiiiHi TexHOMIOTIY cnemiamsHoCTI FS «Kibepbesmeka Ta 3axuct
IH(pOpMaIlii» € HOpMATHBHIM HOKYMEHTOM HepxaBHoro yHiBepcuTery indopMmauiiino-
KOMYHIKaIlIfHUX T€XHOJIOTIHi.

IIporpama pospo6iena xademporo Crcrem indopmaniiiHoro ta kiGepHeTHYHOrO
3axucTy HaByanbHO-HayKOBOTO iHCTHTYTY 3axmcty iHQopManii BixmosinHo o IIpaBun
npuitoMy 1o JlepxaBHOro yHiBepcHTeTy iHpopManifHO-KOMyHIKALiHUX TexHONOriii
B 2025 pomi, Gasyerbca Ha 3MmicTi i BuMOrax OCBITHBO-KBaJIi hikaritHO
XapaKTCPUCTHKH Ta OCBITHBOI Iporpamu (axiBII OCBITHBHOTO CTymeHs «OakaiaBp»
CIIEIIaIbHOCTI.

B nporpawmi Buznaueno:

* kBaniQiKaniini BUMOry 0 3HaHb i ymiHb BCTYIIHHUKIB;

* piBHi OL[iHIOBaHHS 3HAHE i yMiHB BCTYIIHUKIB;

* Tepelik TeM ()axoBOro icmuTy mis BCTYIIHHKIB, SIKi 0a)Xai0Th BCTYNHTH Ha
Apyrui (MaricTepchbKuii) piBeHb BHIION,

METOAWYHI PEKOMEHIA III{
AO IPOBEJEHHS ®AXOBOI'O ICITUTY
Mera daxoBoro icrmty — BeTaHOBHTH piBeHb (haxoBOi FOTOBHOCTI abiTypienTa 10
HaBYaHHA 32 OCBITHIM CTyIIEHEM «MaricTpy.

@axoBuil icmuT 3 crnemniambHOCTI OpraHizye i IpoBOAWTH (haxoBa arecTaliiiHa
KOMICisL.

DaxoBuii iCIUT TIPOBOAMTBCS TAKHM 49UHOM, MO0 HOro TpUBalicTh He
TIepeBHUIIyBala 2 TOIUHH.

Pesynbratn daxooro icrmty ouimroerscs 3a 200-6amnHOO IIKAJIOK0, 33 SKHMU
(opMyeTECst pEMTHHT BCTYIHUKIB.

KBAJI®IKAIIMHI BUMOTHA A0 3HAHB I YMIHb BCTYITHUKIB

AGitypienT, sikuii 6axxac BCTyIUTH Ha APYTHii (MaricTepchKuii) piBeHb BHLIOL
OCBITH ITOBHHEH 3HATH:

s OCHOBHi (POpMH TIpeACTaBIeH s iHdopMaLii;

- OCHOBHI 00" €KTH 3axucTy iH(opMarii;

= TeXHIYHI KaHaJIH BUTOKY iHpOpMaIii;

- 3MICT HalllOHATBHUX Ta MiKHapOIHUX CTaHZapTiB 6e3neku indopmamii;

- THIIOBI METOOM Ta 3aco0H 3abesnedeHHS Ge3meKd Cy4acHHUX
iHpopMaIiHUX TeXHOIOTIiA;

~ MPUHIMITY TI00YA0BU Cy4acHHX KPUITOTPadidHIX CHCTEM;

- Knacudikamito MeTomiB Ta 3acobis 3axucTy inpopmanii Bix BuTOKY
TEXHIYHUMHU KaHaJaMu,

- OCHOBH €KpaHyBaHHs TEXHIYHHUX 3ac00iB;

- OCHOBHM 3a3€MJICHHS TEXHIYHUX 3aC00iB;

~ OCHOBH 3BYKOi30JIILIi#i IPUMIIIIeHb,;

- OCHOBHI I10JIO}KE€HHS KPHIITOAHATII3Y;
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- IPYHIMIY QinkTparii ingopmaniitamx CUTHAJIIB;

- TIPHHIAIIH IIPOCTOPOBOTO JiHIHHOTO 3alIyMIeHHS;

~ MeTOM 00y IOBU Ta BUKOPHCTAHHS KPUOTOrPaQivHUX MPOTOKOMIB;

- 100y I0BY Ta BUKOPHCTAHHS CHCTEM CIICKTPOHHOTO LU(PPOBOro MimHCy

— CydacHi cucteMu Kpunrorpadidaoro 3axHCTy iHpopMamii;

- TEXHIYHi KaHaIM i MeToqu HECaHKITIOHOBAHOTO AOCTYyIy 110 iHopMamii:

— THIIOBi METOZH Ta 3aCO0H TEXHIYHOro 3aXHCTy iH(pOpMaIiT;

- THIIOBI METOmM Ta 3acobu BUDIIIEHHS NpPOGIeMH KOMILIEKCHOIO
3abe3neueHHs iHdopMariiinoi Gesmexy B iHpOpMaNiiiHO-KOMYHIKAIIHHIX CHCTeMax
Ta Mepexax;

- METOIH Ta 3aCo0H 3aXUCTy 0diCHUX IOKyMeHTIB BiJl HECAHKIIIOHOBAHO]
Mozudikamii Ta PO3MIOBCIOKEHHST;

- OCHOBH eKCIUIyaTalii HOBiTHIX KOMIUIEKCIB 3acoGiB 3aXUCTy B
iHpOpMaIiHO-KOMyHIKAIIHHIX cHCTeMAx Ta Mepexax;

= TIPUSHAYCHHS, MOXJIMBOCTI Ta NPHHIMIH no0ynoBu  indopmartiiiamx
cucreM knacy SIEM;

- KaHaJM Ta METOM HECAaHKL[IOHOBAHOTO OZePKAHHST iH(opMaii;

— OCHOBHi METOJH TEXHIYHOro 3aXMCTy iHpOpMaLii;

- IIPOTPaMHI METOAHM Ta 3aco6Hu 3aXHCTy iHpOpMAaLii;

- CHCTEMH Ta KOMILIEKCH TEXHIYHOTO 3aXUCTy iH(opMmaii;

~ TIOPSITOK PO3POOIIEHHS TEXHIYHOTO 3aBIaHHS Ha cTBopeHHst KC3I;

~ TIOpANOK  PO3POONICHHS. TIPOeKTHOI, po6Gowol Ta eKCILTyaTamniiHo1
nokymenranii vHa KC3I;

- NOPANOK aTecTalii KOMIUIEKCY TEXHIYHOTO 3aXUCTy iH(GOpMmamii Bix
BUTOKY TEXHIYHUMU KaHAJIAMH;

- NIOPANOK IIPOBEASHHS JOCTiTHO] eKkcruryaranii KC3I;

- IIOPSOK OpraHisallii Ta mpoBeaeHHs AepxkaBHOI excriepTusu KC3I;

~ HOPSANOK OpraHisalii Ta mpoBeseHHs cynposoxy KC3I;

- HOPMAaTHBHO-IPaBoBe 3ale3nedeHHs iHGopMaliiiHoOl Gesnexy Ha piBHI
IepXKaBH;

- OCHOBH YIIPaBIiHHA iHGOPMAaLiiHO0 6e3meKoro HiApUeEMCTBa,

- 3aca/u 00y OBH CHCTEMH yIPaBIiHHS iHpopmaniitHoro Ge3nekoro
IiApHeEMcTBa BIITIOBiHO 10 crangapris ISO.

BMIiTH:

- BUABJIATH TEXHIYHi KaHATIH BATOKY iHdopmarii;

- MOZIe/IFOBaTH OCHOBHI IPOLIECH 3a0e3leyeHHs 3aXHCTy iH(popMarii Ha
00 exTax iHpopmariiiinoi JisUTBHOCTI;

-~ HaZlaTi peKoMeHIalii 1mogo no6ynoBu Ta BUKOPHCTAaHHs €IEKTPOHHHX
IM(QPOBKX I ANKCIB HA OCHOBI €I ITHYHIX KpUBUX.

- 34CTOCOBYBATH Cy4acHi CHCTeMH KpUITorpadidnoro 3aXUCTy iHpOpMaril;

- BU3HAYNTH HebesleKy BUTOKyY iHDopMaii TexHiTHuM KaHajoM;
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- BHKOPDHCTOBYBaTH THUIIOBI METOAM Ta 3aco0M TEXHIYHOro 3aXHCTY
indopmanii Ha 06’ exTax inpopmaniitoi mismeHOCT;

— BUKOPHCTOBYBaTH THIIOBI METONH Ta 3aco0H BHpILICHHS npobaemu
KOMIITIEKCHOTO 3abe3leueHHs 3axucTy iHdopMamii Ha 06 exTax iHpopMariiiHol
JISUIBHOCTI.

— XapaKTepU3yBaTH OCHOBHI HANPSMH PO3BUTKY KOMILIEKCIB 3aCOGiB
3aXHCTy B iHQOpMaNifiHO-KOMYHIKAIIHHYNX CHCTEMAx Ta Mepexax;

- CKCINTyaTyBaTH HOBiTHI KOMILIEKCH 3aCOOiB 3aXHUCTy B iHopMaLiiiHo-
KOMYHIKal[ifHUX CHCTEeMax Ta Mepesax;

= CTBOPFOBATH MOJEN 3arpo3 iHdopMamil Ha 06’ekTax indopmariiiinoro
3aXHCTYy MIANPHEMCTB (opraHizarii), BUKOPDUCTOBYIOYM CHCTEeMHHM IinXin
BiJIITOBIHO O BUMOT HOPMaTHBHHUX JOKYMEHTIB;

- CTBOPIOBaTH MOJeNi MOPYINHHKA iHQOpPMamiiHOi Ge3MeKs Ha OCHOR
MOJICIFOBaHHs CIIOCO0iB (i3NYHOrO NPOHHKHEHHS 3I0BMHCHHKA I0 00’€KTiB 3aXuCTy
Ta MOJIC/IIOBAHHS TeXHIYHAX KaHANIB BUTOKY iHbOpMaii;

— CTBOPIOBATH IOJITHKY Ge3MeKH Ta po3poGisaTH BHMOrHd JI0 KOMILIEKCY
3aCc00iB 3aXUCTY;

- TIIPOCKTYBATH Ta peaii3yBaTH KOMIUIEKCHY CHCTeMY 3aXMCTy iHpopMarii
IKC opranizanii (mianpuemMcTBa) O BHMOT HOPMaTUBHHUX IOKYMEHTIB CHCTEMH
TeXHIYHOTO 3aXHCTy iH(opMari;

- TOTYBAaTH KOMIUIEKCHY CHCTeMy 3aXHCTy iHdopMarii o JepXKaBHOI
CKCIICPTH3H, PO3POOIIATH Ta BiIPAILOBYBATH 3aXO0H CYIPOBOKEHHS eKCILTyaTaril
KOMIUTEKCHOI CHCTEMH 3aXHUCTY iH(hopMaLi;

- IPOSKTYBaTH TeXHIUHi 3ac06HU 3axucTy iHdopmarii;

- 3aCTOCOBYBATH aNapaTypy 3aXUCTy iHpopManii 3a 1i (yHKIioHATEHIM
IPHU3HAYEHHSIM;

-~ OLiHIOBATH PU3UKH BTPATH iH}opmarii;

- MoHiTopuTH ctan KC3I,

ITPOTPAMA ®AXOBOI'O ICIIUTY

Tema 1. Teopernuni ocHoBH 3axHImeHnX indopmanifinux TexHonorii

3aranbui mopeai ommcy nponeciB 3axucry indopmanii Ha 06" exrax
indopmaniiinoi gisnbHOCTI. Mogeni 3aGesneuenns 3aXUCTY  aKyCTHYHOL
indopmanii. Mogeni 3a6esmedens 3aXHCTy iHdopMmanii, mnpencraBieHoi B
IOOKYMEHTaJIbHiH dopmi. Moneni 3a6esneuenns 3aXHcTy iHpopMarii, npeacTaBieHo]
B €JIEKTPOHHIH (opmi.

OcHoBu Teopii 3axmmennx cuerem. ITomiTuxm YIPAaBIiHHA JOCTYIIOM.
Mogeni omucy moNiTHKM 6e3mexi. Mopeni 3abe3nedenns KOH(imeHIiiHOCTI.
Mogeni 3a6e3nevenns migicHOCTI. Mogerni 3a6e3neuenns JOCTYITHOCTI.

CranpaprusoBani mogesni ONMHCY cy4acHHX IH(poOpMANIHUX TEeXHOJIOriii
Ta METOOH OWIHKH iX edeKTHBHOCTI. Mogens, mo mnokmameHa B OCHOBY
MDKHaponHOro cranmapry I1SO 7498-2. Mogens, mo mokinagena B ocHoBy HJI T3I
2.5. Mogeib, o HOKIa1eHa B OCHOBY MIKHApOZHOTro cTanmapry ISO 15408,
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Tema 2. Ilpuksiagna kpunrosoris

OcHoBu kpunroorii. [Tpenver kpurnrosorii. Poys KPHIITOJIOTIYHHAX METOMIB
B IOy OB CHCTEM 3aXHCTy iH(opMari. AKTyanpHICTh OOy 10BY HaAifHUX CHCTEM
38’s3Ky. IlpoGneMM IpakTHYHOI KPHNTONOTII. 3araibHi THIH KPHIITOATAK.
IlpakTuHa Ta TeOpeTH4YHA CTIiMKICTB. Konysannsa Bimkpuroro tekcry. [TaxyBanmus
TOBUIBHMX JAHUX IS epenadi JiHisIMH 3B’ s3Ky.

biiokoBi cHMeTpuuHi KpunTOCHCTeMH. 3araibHa XapaKTEpPUCTUKa OJIOKOBUX

CKnaneHux wudpis. IIpuHImnm no6yx0BH 6I0KOBHX wwudpis. KommonenTy cygacuoro
OmoxoBoro mmdpy. ATaku Ha 6IOKOBi wmbpu. Broxosuit mmdp DES. Crangapr
KpHNTOrpaghivHOro nepeTBopeHHs fanux. CTaHxapt cuMeTpuyHoro mudpysanuas AES
/ Rijndael.

AcHMeTpHYHI KDHOTOCHCTEMH T2 OCHOBHI THOH mudpiB. 3agaui

KPHIITOJIOTI,

IO MPUBEIM N0 IMOHATTA aCHMETPUYHMX MHQPiB. IToHATTA mpo OIHOCTOPOHHI
dynkuii Ta omHOCTOpoHHI GyHKWT 3 aziBKaMu. Kpunrocucrema RSA,
Kpunrocucrema Einb- I'aMaist, IpoToKon ys3romkeHHs KIIOdiB Hibodi-Xemmana.
Honsrrs rem-¢ynkuii. Iudposmii miamue HA OCHOBI Kpunrocuctemu RSA Ta
KpunrocucreMu Enp-T"amars.

I'enepaTtopn ncesnoBunagxosux unces. IpuHmwmy 1100y TOBU Ta BIACTHUBOCTI
TeHepaTopiB [ICEBAOBUIIAIKOBUX IHMCEN. 3aCTOCY BaHHS TeHEePaTOpiB IICEBIOBUITANKOBIX
IOCIIAOBHOCTEH IPU HMOBipHiCHOMY mwmQpysanHi. [Mpuknanu xpunrocritikux ITIBY:
ANSI X9.17, RC4.

Ynpapiaiana xmouamn. XXurreBuit uukn kmouiB. [TOHSTTS IIPO  KJIIOYOBY
cucreMy. l1IpOTOKONM TPaHCIIOPTYBaHHSA Ta Y3rOMKEHHS KIIOUIB. IlepeTBOpenns
KmouiB. Kpunroanroputm RC4. ®opmyBanHsS KToUiB, Agropur™m DES B pexumi
ECB.

IloHsATTS MpoO eeKTPOHHMIA nugposuii mignue (EI). IlpumsHavenns,
3aCTOCYBaHHs, BJIACTHBOCTI i BuMoru mo EIII. 3aramsHa cxema nobyznosu EIIIT.
CxeMu eIeKTPOHHOTO IE(pPOBOro nignvcy: RSA, Ene-T'amans; DSA.

Cyuacwi CHCTEeMH Kpunrorpadgiunoro 3aXHCTY ingopmanmii.
Kpunrorpagiunmii mporokom Ta #oro ocHOBHI BIaCTHBOCTI OcHoBHI npuHIUIHT
noOyZnoBd i aHamisy kpunTorpadivnux npotokoniB. OCHOBHI KimacH i BuAM
KpUNTONPOTOKONIB. 3aransHa Kiacubikamis arak Ha npotokonu. CraHgaptu
KpUOTONpPOTOKOINiB B [HTepHeT. IIpoTokomu ayTeHTH(IKalil Ha OCHOBI acHMeTpPHYHOL
KPHUIITOCHCTEMH 3 BUKOPHCTAHHSIM JOBipEHOI 0COOM i Ha OCHOBI HOKAa3iB 3 HYJIbOBUM
PO3rOJIONIYBaHHSIM 3HAHHS.

Tema 3. MeToau Ta 3aco6u 3axHuCTy iHpopmanii

Texniuni kana/Ju HecaHKLiOHOBAHOTO ofep:kaHHA iHgopmanir.

Knacupikaniss xaxanis BuTOKY inpopmanii. IIpHYUHE BUHHUKHEHHS KaHAIIB
BUTOKY iH(opMarii. Axycmuynuii xanan BUTOKY iH(opmarii. XapakreprucTuxu KaHaIy
T8 NPUYHHH WHOr0 BHHMKHEHHS. Bi3yaneHo-onmuynuii KaHA BUTOKY iH(opMmaIrii.
XapaKkTepuCTHKH KaHaly Ta IpUYUHY HOr0 BHHMKHEHHs. Ilpmcrpoi Bi3yalIbHHX
METOiB Harsiry, (hOTO3HIMAaHHS. Knacudikanist cucrem npuxoBanoro BifleoHarysy.
OCHOBHI XapaKTepUCTUKH, NOpUHUMNH nii Ta CTPYKTYypHi cxemu. QcobauBoCTi
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3aCTOCYBaHHs. Enexmpuunuii XaHal BUTOKy iHdopMarii, XapakTepUCTHKH KaHATy Ta
IPUMHE HOTO BHHHKHeHHs. OCHOBHI XapaKTepHCTHKH, IPUHIMI Tii Ta CTPyKpypHi
cxemH. OcoGmMBOCTI 3acTOCyBaHHS Ta XapaKTePUCTUKU IIPUCTPOIB. Padiomexuiunuil
KaHall BUTOKY iHQopmanii. Xapaxrepuctuku KaHaly Ta IPUYMHU WOr0 BUHWKHEHHS.
Burik kananamm moGiunmx €JICKTPOMATHITHHX BHIIPOMIHIOBaHb i HaBOHOK. OCHOBHI
XApaKTePUCTHUKH, NPUHIMUI Iii Ta CTPYKpypHi cxemu. Oco6IMBOCTI 3aCTOCYBaHHS Ta
XapaKTePUCTHUKH MPUCTPOIB. Mamepianoro-peyoeuii KaHam BHTOKY iH(popMaIii.
XapaKTepUCTUKH KaHATy Ta NPUYAHH HOr0 BHHHKHEHHS. Knacudikanis 3a ¢isumaaum
CTaHOM, 32 (BI3HIHOIO IPHPOAOIO, 32 CEPESLOBHUIIEM POCITOBCIOIKEHHS.

Meronn Texniunoro saxuery ingopmanii.

ITpenmeTHa 06acTh TeXHIYHOrO 3axucTy indopmanii Konnenryansui ocHoBH Ta
MiJIXOAU IO CTBOPEHHS CHCTEM 3axucty. Knacudikamis meronis ta 3aco6is MIPOTHIIT
BUTOKy iH(opMaii Ta HECaHKI[IOHOBAaHOMY ii OTPUMAHHIO. 3aralbHi THTAHHS 3aXHUCTy
iHpopmanii Big BUTOKY IO TEXHIYHHMM KaHajaM. TexHiuH] METOJHU 3aXHCTy iHdopMmalrii.
Krnacugikaris TexHiunux MeTomiB Ta 3aco6is 3axHCTy iHpopmamii. 3agaui mobymoBu
cucTteM 3axucry iHbopmanii. ITimxozu mo CTBOPCHHS KOMIUICKCHUX CHCTEM 3aXHCTy
iHpopMmarrii.

IIporpamni metoau 3axucry inopmanmii.

Ilporpamui meromu saxumcry indopmanii. Ocmosmi NPUHIMIA IPOrPaMHOro
3axucTy iHdopmamii. 3arameHi nUTAHHS NOOYAOBH CHCTEM 3aXHCTy iHopmarnii B
aBTOMAaTH30BaHUX cucTeMax. Kimacudikariis nporpamanx metonis 3aXHUCTy iHpOpMaIlii.

IIporpamu 3oBHimHEBOrO 3axHCTY. IIporpamu oxopoHH Teputopii Ta mpUMimeHD.
lIporpamu xepyBanHs mOCTyHOM 10 OXOPOHSIEMOI TEPUTOPIi Ta MPUMIIEHb. IIporpamu
BHYTPIIIHBOTO 3axucTy. [Iporpamu posmisHaBaHHs KOPHCTYBaUiB.

Merozu po3misHaBaHHS aBTOMAaTH30BAHMX CHCTEM Ta i eneMeHTiB. [Ipo6iaemu Ta
IIpOTpaMu  peryiiOBaHHS BHUKOPHCTaHHS pecypciB. OcobruBocTi 3aCTOCYBaHHS
BHYTPIIIHBOTO 3aXHCTYy. 3aXHCT IporpaM BiX KomitoBauHs. ITporpamu simpa cuctemu
Gesnexu. INporpamu peecTpauii. Ilporpamu 3HHINEHHS Ta curHamizamii. OcoGIHBOCT]
3aCTOCYBaHHS MPOTpaM sIpa CUCTEMH Oe3IIeKH.

Tema 4. KommiekcHi cucremu 3axXHCTy iHpopmamii

3arajibRi mo/IoXKeHHS Ta BHMOrH Mmoo opraHizauii poGir i3 saxmery
iHdopmauii Ta nopsiAKy cTBOpeHHSsI KOMILIEKCHOT cHCTEMH 3axMcTy iHpopmanii
B IKC. IToHATTS KOMIUIEKCHOT CHCTeMH 3axucty inpopmanii (KC3I) B IKC. OcroBsHi
HOPMaTHBHO-TIPABOBI aKTH INOAO OpraHizamil poGiT i3 3axucTy iH(opmamii Ta
opaaxy creopenns KC3I B IKC. €xuicts nopsaxy crBopenHa KC3I ma Bcix eramax
xutreoro mukity IKC. Tlpouec creopenms KC3I sk 3miiicHenHs KOMILIIEKCY
B3aEMOYSIOIDKCHUX 3aXOJiB, CHOPSAMOBAHAX Ha PO3POGIEHHS i BIIPOBAKEHHS
iHpopManiiiHoi TexHoNOTI, KA 3abesnedye o6pobKy indopmanii B IKC 3riHO 3
BHMOraMH, BCTaHOBICHHMHM HOPMATHBHO-IIDABOBHMH aKTaMM Ta HOPMaTHBHHX
moxymentis (HII) y cdepi 3axucty iHpopmarnii. ITopsinok creoperns KC3I B IKC sk
CYKYIHICTb BIIOPSIKOBaHHUX Y Haci, B3a€EMOIIOB’ I3aHHX, 00’ €JHAHUX B OKpeMi eTanu
PpOOIT, BUKOHAHHS SIKUX HeoOXinHe it mocTaTHe mIs KC3I, mo cTBOproeTscs.

Ocnosni 3aco6u Ta 3ax01H, WO BXOAATH Ao cxkaaxy KC3I. KC3I sx 3axomu
Ta 3aCo0H, sKi peaizyroTs crmocobu, METOIH, MeXaHi3MM 3axucty inpopmanii Bix:
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BUTOKY TEXHIYHMMH KaHAJIaMW, 10 SKHX BIOHOCATHCS: KAHATH TOGITHIX
€IEKTPOMArHiTHUX BUIIPOMIHIOBaHb i HaBEIEeHb, aKyCTOCIIEKTPHYHI Ta iHII KaHAIH;
HECaHKIIOHOBaHUX [iif Ta HECAHKI[IOHOBAHOI'O AOCTyIy 110 iH()opMaril, 1110 MOXYTh
3AIACHIOBATHCS IUISXOM IiAKITIOYEHHS [0 anapaTypH Ta JiHii 3B’s3Ky, MACKyBaHHS
IiJ 3apEeCTPOBAHOTO KOPHCTYBadya, NOXOJAHHS 3aXOJIB 3aXHCTy 3 METOIO
BUKOPUCTaHHs iHpopMmanii abo HaB’s3yBaHHS XUGHOT inpopmarnii, 3acrocyBaHHS
3aKIajHuX MPUCTPOIB ¥ [POrpaM, BUKOPHUCTAHHS KOMII'IOTEPHHX BipyciB Ta iH;
CIeLiabHOTO BIUIMBY Ha iH(GOPMAIIO, SKHH MOJKe 3MiMCHIOBATHCS ILIIXOM
dopMyBaHHS TONB i curHamB 3 MeTOIO HOPYIICHHS LiTICHOCTI iHbopManii aGo
pyHHYBaHHA CHCTEMH 3axXMCTy. BIUIMB BIacTHMBOCTEl o6pobmoBanoi iHdopMari,
KJ1acy aBTOMAaTH30BaHOI CHCTeMH Ta yMOB ekcIutyaranii IKC Ha ckian, CTPYKTYpY
Ta BuMorn 1o KC3L 3aGesmeuenHs pexumy cekpeTHOCTI, IPOTHLIl TEXHIYHUM
PO3BiIKaM Ta opraHizamiiiHi 3axomm ImOmO OXOpOHHM iHoOpMaIli 3 o6MexeHUM
AOCTYIIOM y TIPOIECi MPOEKTYBAHH:, PO3POOIEHHS, BHTOTOBIIEHHS, eKCIUTyaTarii
IKC. CrBOpeHHs KOMIUIEKCIB 3axHcTy indopmanii K33 Bix BHTOKY Texmidummm
KaHanamu. Monymsauit npusrin moGyzosu KC3I inrerposanoi B IKC.

Iopsinok cTBOpennsi, 3aBnanns, gpyHkuii, CTPYKTYpa Ta NOBHOBAKEHHS
cJIy:0u 3axucTy indopmauii mono opranizauii pooir 3i crBopenns KC3I B IKC.
3araibHy MOJOXEHHS NP0 CIyXOy 3axucty indopmarii (C3I). 3aBmamms C3I.
Oynknii C3I: mix yac crBopeHHst KC3I; mig wac excruryaramii KC3I; 3 opranizanii
HaBYaHHs II€pCOHATy 3 MUTaHb 3a0e3nedeHHs 3axucty iHpopManii. [[oBHOBaKeHHS
Ta BignosigamsHicTs C3I: mpaBa C3I; 060B’s3KK C3I; sigmosimanshicts C3I;
B3aemozis C3I 3 iHmmMu migposdinamMu Ta 30BHIITHIM OpraHi3allisiMu; INTaTHUE
posknan Ta crpykrypa C3l. Opramisauis po6it ciayx6u 3axXHCTy iH(opMarrii.
®inancysanns C3I.

OOrpynTyBanns HeobXigHocTi crBopennst KC3I. [Tincrasa mns BusHauenns
HeoOxinHOCTi cTBOopenni KC3I. Buximui naHi 1 OOIPYHTYBaHHSA Heo6XimHOCT
crBopeHHs KC3I. IIpuitHATTS pileHHs mpo Heo6XiHicTs creoperHs KC3I.

OO6creskeHHs1  cepenoBMIL ¢yuxuionyBanuss IKC.  OGcrexeHHs
obuncmoBanbHoi cuctemu IKC. OG6crexeHHS inpopmarniiinoro cepenoBuIa.
O6crexenns ¢isuunoro cepemosuima. O6cTexKeHHS CepellOBHINA KOPUCTYBaUiB. AKT
obcrexxenns. Ilman saxwery indopmauii B IKC. Ilepenik 06’exTiB 3axmcry.
Iorenuilini 3arposu s indopmarii, Mogens 3arpo3 Ta MOZEIb MOPYIIHUKA.

®opmyBaHHS 3aBXaHHf Ha crBopeHHs KC3L. 3aBaHHA 3axXHCTy
inpopmanii B IKC, mera cropemns KC3I, BapiaHT BHUpIllEHHS 3a1a4 3aXMCTY,
OCHOBH| HaNpsMH 3a6e3NeueHHs 3axucTy. AHamis PU3HUKIB (BUBYECHHS MOZEI 3arpo3
i Mozeni mOpyIIHMKa, MOMIMBHX HACIiAKIB BiJ peaiisauii moTeHiMHUX 3arpos,
BCIMYMHA MOXJIMBHX 30HMTKiB Ta iH.) i BH3Ha4YeHHS IepelliKy CyTTEBHX 3arpos.
BusHaueHHs 3aransHOI CTPYKTypH Ta cknagy KC3I, Bumorn 1o MOXIHBHX 3aX0iB,
METOAIB Ta 3acobiB 3axucTy iHbopmaii, JOIyCTUMi  OOMEXEHHS Imomo
3aCTOCYBaHHS MEBHHUX 3aXO/iB i 3aC06iB 3aXHCTy (0OMEXEHHS 1010 BUKOPHUCTaHHS
3aCc00iB aKTHBHOTO 3aXHCTY BiJl BUTOKY indopmarii kananamu ITIEMBH 3a PaxyHOK
BHKOpHCTaHHs 3ac00iB EOT B 3axmimeHoMy BuKoHaHHI TOWIO), iHIT 0GMeKEHHS
o0 cepenoBui GpyHkiionyBanHs IKC, o6MexeHHs oo BUKOPHMCTAHHS PeCypCiB
IKC nns peamisanii 3amau 3axucry, NPUITyCTHMi BUTpaTH Ha cTBopeHHS KC3I,
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YMOBU CTBOPCHHS, BBEIICHHS B Jil0 i hyHKionyBanus KC3I (oxpemux ii migcucrem,
KOMIIOHEHTIB), 3arajbHi BUMOTH O CIiBBiTHONICHHS T2 Mex 3acTocyBaHHsa B IKC
(oxpemux 1i mimcucremax, KOMIIOHEHTaX) OpraHizaiiifHux, IHKeHepHO-TeXHIYHMX,
TEXHIYHMX, KPUIITOrpadidHmX Ta iHmmx 3aXOJiB 3aXHUCTy iH(OpMaIii, 1m0 BBIMIYTh
mo ckmany KC3I. Odopmmenns 3pity IIPO BHKOHAHHA pOOIT Iiiel cramii Ta
o(hOpMIIEHHS 3a9BKH HA po3pobxy KC3I.

Pospo6ka moutitukn Gesnmexnu indopmanii B IKC. Busuenns 00’eKTa, Ha
sikoMy cTBoproeTkes KC3I, nmposesenns HaykoBo-mocTiqHmIK pobir. Bubip Bapianty
KC3I. Odopmienns nomituku Ge3mnexy.

Pospobka Texmiunoro 3aBmanus ma crBopeHHst KC3I. Ilpusnauenns ta
OCHOBHHI{ 3MIiCT TEXHIYHOT'O 3aBHaHHS (T3). Bapiautu opopmmenns T3 ma KC3I
Oco6muBocti T3 ma KC3I mus inTerposanux IKC, sxi OyIyrOThCsl 38 MOLYIBHEM
IIPUHITUIIOM.

Pospo6ka npoexry KC3L. IMopsnox po3pobku nmpoekty KC3I. Eckizuwuii
npoekt KC3I. Texuiunuii npoext KC3I. Po6oumit npoext KC3I.

Beenennsi KC3I B ail0o Ta ominka 3axuimeHocri iHdgopmanii B IKC.
IligroroBka opramizamiitaoi CTPYKTYPH Ta po3po6Ka POSHOPSAYAX TOKYMEHTIB, IO
PETIIaMEeHTYIOTh OisUTbHICTS i3 3a6e3nedenms 3axucty iHpopmanii B IKC. Hasuanus
KOPHCTYBadiB.

Kommnekcypanns KC3I. ByniBeisHo-MOHTAKH] pobotu. Ilyckonanaromkysansmi
po6otu. ITonepenni BUIPoOyBaHHs. J{ocminua eKCILTyaTawis. JlepkaBHa ekcreprusa
KC3IL.

CynpoBoxkennss KC3I. Ilopsimox BHKOHaHHS pOGiT 3 opraHizamiiroro
3abesneuenHs ¢ynknionysanns KC3I ta YIPaBILiHHS 32C06aMH 3aXHCTy indopmamii
BIIIOBIIHO 1O IUTaHYy 3aXUCTy Ta eKCIUTyaTalliliHOl JOKyMeHTalii Ha KOMIIOHEHTH Ha
Kommonentn  KC3L, rapanmriiimomy Ta nicArapaHTiiHOMY TEXHIYHOMY
00cIIyroByBaHHIO 3ac06iB 3axXHCTy iHGOpMaLii.

Tema S. IomykoBi 3axonu 3 BHABIEHHS Her/1acHuX NPHCTPOIB
OTPUMAaHHSI MOBHOI iH(popmanii

Metonun BusiBiaeHHS. CkanyBamna pamioedipy. Crerianbhi BUMIipIOBaHHsI.
Hocmimkenns 006'exty iHbopMariiiHoi IiSIBHOCTI. AKTHBHI Ta mAacHBH] METOIHU
BUSBJICHHS paioMiKpoQoHiB Ta allapaTypy 3anucy MoBHOI iHpopmanii. Opranizamiiiai
3aXOJIM MiATOTOBKM KIMHATH IIEPEMOB. Amapatypa CreLianrbHOTO IpH3HAYeHHS Ta i
XapaKTePUCTHUKH.

3axonu mpotuaii mepexomienHio MoBHOJ ingopmanii.Akyctiuune Ta IIPOCTOPOBE
samymienns. CkpemOmoBanHs. ExpanyBanHs IPUMIIIEHb. 3BYKOi30JIsIlis 00 exTy
inopmauiiinoil misbHOCT. Mudpysanns indopmarii. Oinbrpanis inpopManiiamx
curHaitis. CTBOpEHHS] HABMUCHHX MEPEIIKOI. 3aCTOCYBAHHS [IPUCTPOIB aKyCTHIHOIO Ta
Bi6POaKyCTHYHOTO 3aXHCTY Ta T€HePaTOPiB ITyMOIIOAIGHIX 3aBal.

Tema 6. Yupapainus indopmaniiinoro Gezmexoro
HopmaTnBHo-npaBoBe 3aGe3mevenns ingopmaniiinoi Gesmexn AEPXKABH Ta
HOJNITHKA  ynpaBJiHHS indopmaniiinoro  Gesmexoro ma niAnpuemMcrBax.
HopmaruBHO-1ipaBoBe  3aGesmeuenms inpopmaniiinoi Gesmexu Vkpaiuu. OcHoBHi
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MOJIOXKEHHS IMONO 3abe3leueHHs iHpopMmariitHoi Gesmexn Ykpaian B Kowucrurymii
Ykpainu, 3akonax VYkpaiuu “Ilpo  HamioHambHy —Gesmeky Ykpaian”, “IIpo
iHpopmanioo”, “ITpo ocHOBHI 3acamu 3abesmneueHHs kibepbesneku Vkpainm”, Vkaszax
Ilpesnnenra Vkpaimu “IIpo Crpaterito HaioHANBHOL Gesnexu Ykpainu”, “IIpo
AOKTpuHY iHQOpMamiliHoi Gesmeku Vkpainu”, «IIpo crparerito kiGepGesmexu
Yxpainmy.

Crangaptn y cepi ynpasainns indopmauniiinoro Gezmexoro Ta ylpaBJdiHHSA
Oesnexoro IT. Cramgapru ympasminbs indopmarniiinoro Gesmexor. ITIL. COBIT.
Cranmaptu cepii ISO/IEC 27000. Cranpaptu cepii JICTY ISO/IEC 13335. HJI T3I.
Iomi  crammapru. Tapmowisauis MDKHAPOJHMX CTaHAAPTIB Y cdepi ympaBmiHHS
iHpopmariiinoto Gesmekoro. I'CTY CVIB 1.0/ISO/IEC 27001:2010. TCTY CVIB
2.0/ISO/IEC 27002:2010.

JITEPATYPA

1. 3akoH Ykpainu “Ilpo indopmamnio”.

2, 3akoH Ykpairu “IIpo nepaBHy TaEMHHAINO”.

3. 3akoH Ykpainu “IIpo 3aXHCT HepcoHaTbHEX JaHux”.

4. 3akon Vkpaiu “Ilpo OcHOBHI 3acamy 3aGesmedeHHs KibepOesmeku
VYkpainu”.

< 3akon Vkpainu “IIpo enekTpoHHi KOMyHiKarii”.

6. 3akon  Vkpaiuu “IIpo  3axucr inpopmanii B  iHdopmamuiiito-
KOMYHIKaIlifiHUX crcTeEMaxy.

7 3akon Ykpainu “ITpo HallOHAIBHY Ge3meKy Ykpailnu”.

8. Yxa3 Ilpesunenta Vkpaiau Big 26.08.2021 Ne 447 “IIpo pimenus Pamu
HalliOHANBHOT Ge3meku i 060poHH Ykpainu Bix 14 tpasus 2021 poky “IIpo Crpateriro
kibepbOesneku Ykpainu”.

9. Ilocranosa KaGinery Mimictpis Yxpainu Bix 19.06.2019 Ne 518 “IIpo
3aTBEPIDKCHH 3aralbHUX BEMOT 3 Kibep3axucty 06’ eKTiB KpUTHYHOT indpactpyxTypu”.

10.  Ilocranopa Kabinety Minictpis Ykpainu Big 23.12.2020 Ne 1295 “Jlesi
IUTaHHA 3abe3neveHHs (YHKIIOHYBAaHHS CHCTEMH BHSBICHHS Bpa3NUBOCTEN 1
pearyBaHHs Ha KiGepiHIIIEHTH Ta KiGepaTaku”.

1. IlocranoBa KaGinery Minictpis Ykpainu Bix 29.12.2021 Ne 1426 “IIpo
3aTBepmKeHHs [lonoxxeHns mpo OpraHi3alifHO-TeXHIYHY MOIEIE Kibep3axucry”.

12. Ilocranopa Kabinety Minictpis Ykpaiuu Bing 29 Gepesus 2006 p. Ne 373
“Ilpo 3arBepmxenns IIpaBui 3aGesnedeHns 3aXHUCTy iH(popManil B inpopmaniiinux,
TEIEKOMYHiKallifHUX Ta indopmaniiiHo-TenexoMyHikaniifaux crcremax”.

13. Hakaz AnmiHicTparii Hepxenenss’szky Bim 15.01.2016 Ne 20 “IIpo
3aTBEP/UKCHHs  IIopsiiKy —cKaHyBaHHS Ha IIpegMer BPa3JIUBOCTI  JepiKaBHUX
iH$opManiiHuX pecypciB, po3MileHux B iHTepHeTI”.

14.  Haxaz Anminicrpamii Hepxcnemss’sizky Bim 26.03.2007 Ne 45 “ITpo
3aTBEPIKECHHA [IopsinKy OHOBNEHHs aHTUBipycHHX IIpOrpaMHuX 3acolbiB, sIKi MaloTh
TIO3UTHBHUH SKCIIEPTHUM BIHCHOBOK 32 pe3ylbTaTaMu AepKaBHOI EKCIIePTH3H B cdepax
TeXHIYHOT'0 3aXKCTy iHhopMarii”.

15.  Computer Security Incident Handling Guide. Recommendations of the
National Institute of Standards and Technology. NIST Special Publication 800-61
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Revision 2. Paul R. Cichonski, Thomas Millar, Timothy Grance, Karen Scarfone
[Enextpornuit pecypc]. Pexum moctymy: https://www.nist.gov/publications/computer-
security-incident-handling-guide.

16.  Guide to Integrating Forensic Techniques into Incident Response.
Recommendations of the National Institute of Standards and Technology. NIST Special
Publication 800-86. Karen Kent, Suzanne Chevalier, Tim Grance, Hung Dang
[Enextpounmii pecypc]. Pexxum IOCTYIIy:
https://ws680.nist.gov/publication/get pdf.cfm?pub id=50875.

17.  MITRE. 11 Strategies of a World-Class Cybersecurity Operations Center /Carson
Zimmerman -The MITRE Corporation, 2022. — 452 p.

18.  NIST SP 800-61, Revision 2, Computer Security Incident Handling Guide,
August 2012. http://dx.doi.org/10.6028/NIST.SP.800-61r2.

19.  NIST SP 800-86, Guide to Integrating Forensic Techniques into Incident
Response, August 2006. http://dx.doi.org/10.6028/NIST.SP.800-86 .

20. TopGenoko IJI., TopGemko FO.I Ilpuxianua Kpunromnoris. Teopis.
Ilpaktuka. 3actocyBanus: [lifpyYHHK IS BHMIMMX HaBYATbHHX 3aKnmajiB. — Xapkis:
BupasaunTo «®opt», 2013. — 880c.

21. Ocranos C.E., €scees C.II., Kopoms O.I. KibepOesmeka: cygacHi
TeXHOJIOTIl 3axucTy: HaBuanbHHN NOCIOHHK [ CTYNEHTIB BHIMX HABYAILHUX
3axianis. — JIeBiB: «Hosuit CaiT —2000», 2022. — 678 c.

22. TCTY CVYIB 1.0/ISO/IEC 27001:2010. Indpopmaniiiai TexHOIOTII.
Meronu saxucry. Cucrema ynpasiinHa iHbopMauiiiHO 6e3mexoro. Bumorn. K.:
HBY, 2010.

23. TCTY CVIB 1.0/ISOMEC 27001:2010. Cucrema yIPaBITiHHS
iHpopMmaniitHoro Gesnmekoro. Bumorn (ISO/IEC 27001:2005, MOD). [EnekTpoHHHit
pecypc] // HBY — 2010. - Pexum IOCTymy 10 pecypcy: http://s-
byte.com/useful/27001.pdf

24. TCTY CVIB 2.0/ISO/IEC 27002:2010. 3six IPaBWI I YIPaBIiHHSL
iHpopmaniiinoro Gesmexoro (ISO/IEC 27002:2005, MOD). [Enexrpounuii pecypc] //
HBY. —2010. — Pexwum moctymy 1o pecypcey: http://s-byte.com/useful/27002.pdf

25. TI'CTY CVYIB 2.0/ISO/IEC 27002:2010. Inopmauiiiti TexHomOrii,
Metoxu 3axucty. Cucrema ynpasiines iHGopMauiiiHOK 6e3MeKoro. 3Big npaBuiI I
yIpasiinaa iHpopMmaniiinoro Gesnexoro. K.: HBY, 2010.

26. ICTY 3396.1-96 3axwcr indopmarii. TexHiuHHI 3aXmCT iH(opmarii.
Iopsinok mpoBeneHHs poGiT.

27. ACTY ISO/IEC TR 13335-1:2003. Indopmawuiiini Texmomorii. HacTamosw 3
KepyBaHH: Oe3nexoro inopmaniiiaux texnomorii. Yacruna 1. Konmenmii Ta Mozeni
6esnexu. K.: Jlepxcroxuscrannapt Yipaiau, 2005.

28. ACTY ISO/IEC TR 13335-2:2003. Indopmariiini Texzomorii. HacTamosH 3
KepyBaHHS Oes3nekoro iHGOpManifHuX TexHomoriii. YactuHa 2. KepyBanus Ta
nnanyBaHHs Oesrexu IT. K.: JlepxcnoxuscTannapt VYkpainu, 2005.

29. ICTY ISO/IEC TR 13335-3:2003. Indopmawiiiai Texsomorii. HacTanosu 3
KepyBaHHs Oesrnexoro iHpopMauiliHux TexHomoriit. Yactuna 3. Meronu KepyBaHHS
3axucroM IT. K.: Jlepxcnoxxuserannapr Ykpaimu, 2005.
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30. ACTY ISO/IEC TR 13335-4:2005. Indopmanitini TexHosorii. Hacranosu 3
KepyBaHHsA Oesmexoro iHQopmariitnux TexHonorii. Yactmra 4. Hacranosu 3
KepyBaHHsA Oesnekoro iHQopmaunifiHux TexHonorid. K.: JlepcmokuBCTaHAApT
Yxkpainu, 2005.

31. ACTY ISO/IEC TR 13335-5:2005. Indopmaniiini Texuosorii. Hacranosu 3
KepyBaHHA Oesmekoro iH@opMmarilinnx TexHonoriii. Yactuna 5. Hacranosu 3
KepyBaHHs MepexxHolo 6e3nekoro. K.: JlepxcnoxuBcrangapt Ykpainu, 2005.

32. Mapk llInenux M., Cnemx Op. KepiBHUIITBO agMiHICTpyBaHHSA HaHHX
MS SQL Server.

33. HA T3I 1.6-005-2013 3axuct iHpopMmalii Ha o0’exkTax iH(OpMaIiiHOT
misibHOCTI. [ToNOXKEeHHsT mpo KaTeropiloBaHHA 00’ €KTiB, e IUPKYJO€ iHpopMaIlis 3
OOMEXXEHNM JTOCTYIIOM, III0 HE CTAHOBHTH JEP)KaBHOI TAEMHHUIL.

34. H T3I 1.1-002-99 3aranpHi MOJIOXXEHHS MIOAO 3aXUCTy iHGopMarii B
KOMIT'IOTEPHUX CHCTEMax BiJ] HECAaHKI[IOHOBAHOTO JOCTYILy. 3aTBEPIKEHO HaKa3oM
JACTC3I Cb Ykpainu Bix 28.04.1999 Ne 22.

35.HA T3I 1.1-005-07 3axuct iHpopmamii Ha 00’ekTax iHbOpMamiiHOl
nisnpHOCTi. CTBOpEHHS KOMIUIEKCY TEXHIYHOro 3axucty iH¢opmamnii. OcCHOBHI
TIOJIOKEHHS.

36. HII T3I 1.4-001-2000 TumoBe mONOXEHHS TMPO CIyXKOy 3aXUCTY
inpopmarii B apromaru3oBaHii cuctemi. 3arBepmxeno Hakazom JICTC3I Cb
VYxpainu Big 04.12.2000

37. HJHA T3I 2.1-001-2001 CrBopeHHS KOMILIEKCIB TEXHIYHOTO 3aXHCTY
inpopmanii. Atecranis komruiekciB. OCHOBHI IONOXKEHHS. 3aTBEPMKEHO HAKa30M
JACTC3I CBb Ykpainu Bixg 09.02.2001 Ne 2.

38.HA T3I 2.1-002-07 3axuct iHpopmanii Ha 006’ekTax iHGpoOpMamiiHOT
IismbHOCTI. BUIIpoOyBaHHS KOMIUIEKCY TeXHIUHOro 3axucry iHdopmarii. OCHOBHI
MIOJIOXKEHHSI.

39. H1 T3I 2.5-004-99 Kpurepii owuinku 3axuineHocti iadopmamii B
KOMIT'IOTEpHUX CHCTeMaXxX BiJl HECAaHKI[IOHOBAHOT'O JOCTYITYy. 3aTBEpPMKEHO HaKa30M
JICTC3I Cb Ykpaiau Bix 28.04.1999 Ne 22.

40. HJ T3I 2.5-005-99 Knacmbucaum aBTOMAaTU30BaHUX CHUCTEM i CTaH,uame
(byHKuloHaJILHl npodini  3axumeHocTi  oOpoOmroBaHOi  iHbopMamii  Bin
HEeCaHKILiI0OHOBaHOTro JaocTymy. 3arBepmikeHo HakazoM JICTC3I Cb VYkpaium Bix
28.04.1999 Ne 22.

41. HJ T3I 2.5-008-2002 Bumoru i3 3axucty KoH(}pineHLilHOT iHdopMaii Bix
HECaHKI[IOHOBAaHOI'O IOCTYIy I 4Yac OOpOOJIEHHS B aBTOMATH30BaHHUX CHCTEMax
kiacy 2. 3arBepaxeHo HakazoM JICTC3I Cb Ykpainu Big 13.12.2002 Ne 84.

42. HJ T3I 2.5-010-03. Bumoru no 3axucty iHpopMmarii WEB-cTopinku Big
HEeCaHKIII0HOBAHOTI'O IOCTYILY.

43.H T3I 3.1-001-07 3axuct indopmarii Ha 00’ekTax iHDoOpMamLiiHOT
nismbHOCTi. CTBOPEHHS KOMIUIEKCY TEXHIYHOTO 3aXUcTy iHdopmarii. ITepeamnpoekTHi
pobotu

44. HA T3I 3.3-001-07 3axucr indopmamii Ha 00’ekTax iH(OpMamiiHOT
mianbHOCTi. CTBOpPEHHS KOMIUIEKCY TeXHi4HOro 3axucry inopmarii. ITopsmox
pO3poOIIeHHs Ta BIIPOBAKEHH 3aX0/IiB i3 3aXUCTy iHhopMaliii.
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45.HI, T3I 3.6-001-2000 Texniunmit 3axuct iHdopmanii. Komm’ioTepHi
cuctemu. [lopsSHOK CTBOpEHHs, BIIPOBaJKEHHS, CYIPOBODKEHHS Ta MOACPHi3amil
3acO0iB TEXHIYHOro 3axWCTy iHQopMalii BiJi HECAHKI[IOHOBAHOT'O JOCTYILY.
3arBepmxeno HakazoM [JCTC3I Cb Ykpainu Bix 20.12.2000 Ne 60.

46.HIA T3I 3.6-003-2016. Ilopsimox mpoBemeHHS poOIT 31 CTBOpPEHHS Ta
arecTallil KOMIIJIEKCiB TEXHIYHOT'0 3aXUCTy iH(popMarii.

47.HOA T3I 3.7-001-99 MertomuyHi BKa3iBKH LIOJ0 PO3POOKH TEXHIYHOTO
3aBIaHHS Ha CTBOPEHHS KOMIUIEKCHOI CHCTeMHM 3aXWCTy iHQopmamii B
aBToMatu3oBaHifi cucremi. 3atBepmikeno Hakazom JICTC3I CBb VYkpaiam Bixg
28.04.1999 Ne 22.

48. HJI T3I 3.7-003-05 ITopsimok mpoBeeHH poOiT i3 CTBOPEHHS KOMILIEKCHOL
cucteMud 3axucty iHQopmanii B iHpopMamiifHO-TeIeKOMYyHiKalilHIA cucTeMi.
3areepmxero HakazoM JICTC3I Cb Vkpainu Bix 08.11.2005 Ne 125.

49.Park Foreman. Vulnerability Management. Second Edition. CRC Press
Taylor & Francis Group, 2019. 330 p.

50. Technical Guide to Information Security Testing and Assessment.
Recommendations of the National Institute of Standards and Technology. Karen
Scarfone. Murugiah Souppaya. Amanda Cody. Angela Orebaugh. NIST Special
Publication 800-115. (Sep. 2008). 80 p-
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-115.pdf .

51. Computer Security Incident Handling Guide. Recommendations of the
National Institute of Standards and Technology. Paul Cichonski. Tom Millar. Tim
Grance. Karen  Scarfone. Special Publication 800-61  Revision 2
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf.

52. Bertino E., Martino L.D., Paci F., Squicciarini A.C. Security for WEB
Services and Service Oriented Architectures Springer, 2010. — 231 p. — ISBN 978-3-
540-87741-7.

53. Andrew Hoffman. Web Application Security Exploitation and
Countermeasures for Modern Web Applications. 2020. ISBN 9781492053118 .

54. COBIT 2019 Framework: Introduction and Methodology” — “COBIT
2019 Bizuec-Monens: BeeneHHs Ta MeTOLOIOTIN .

55. COBIT 2019 Framework: Governance and Management Objectives —
COBIT 2019 biznec-momens: 3aBnaHHsS KePiBHUIITBA Ta yIIPABIiHHS.

56. «COBIT 2019 DESIGN GUIDE: Designing an Information and
Technology Governance Solution — «IIpoexTyBaHHS pillleHHS IIOAO KepiBHHUIITBA
iHQopMali€ro Ta TEXHOIOTiIMID).

57. «COBIT 2019 IMPLEMENTATION GUIDE: Implementing and
Optimizing and Information and Technology Governance Solution» —
«BripoBa/pKeHHS Ta ONTHUMI3allid pilleHHS IIOXO KepiBHULTBa iH(opMaliero Ta
TEXHOJIOTiSIMI.
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KPUTEPII OIITHIOBAHHS

daxoBuit icnur cknagaerbea 3 3-x 3amutanus (I11, I12, T13), Ha Aki abiTypieHT
IHCEMOBO Hajae po3MmupeHy Biamoins. KoxHe 3anmuraHHs omiHioeThes B 200 Gaiib.
PospaxyHok 3aramsHoro 6aiy (3b):

3B=(I11+I12+113)/3

PiBeHp 3HAHDL

Baau

KpnuTepii ouiHioBaHHsI 3HAHb

TTouaTkoBUit

100-107

AGITypieHT Ha3sMBaE 3arpo3u iHpopManiiHiit 6e3neni

108-115

AOGITypi€eHT Ha3UBae knacudikye 3arposy
indopManiiiniit Gesmeni; BUOUpae MpaBWILHUN BapiaHT
BINMOBIZl Ha PiBHI «TaK-Hi»

116-123

AGITypi€eHT IBOMa-TphOMa CJIOBaMH Ma€ DPO3IOBiCTH
npo 00’ €KTH 3aXHCTY iHhopMartii

Cepenniit

124-132

AOGITypi€HT PpENpPOAYKTHBHO BiATBOPIOE  HEBEIUKY|
YaCTHHY HABYaJIBHOTO MaTrepiaity, HOsSCHIOIOUH TePMiHH|
cdepi ynpasiiHHS iHGQOpMaIliiiHOIO 6e3MeKO00

133-141

AOGiTypieHT 3 JOIIOMOTOI0 BHUKIanada BIATBOPIOE
OCHOBHHI 3MICT HaBYaJlbHOI TE€MH, BHU3HAYaE
BJIACTHBOCTI iH(OpMaIIii

124-150

AGiTypieHT  caMOCTiMHO  BiJTBOpIOE  (DAaKTHYHUM
MaTepial TeMH, Ja€ CTUCIY XapaKTePHUCTHUKY CHCTeM]
IpaBIIiHHg iHGOpPMaIiifHOI 6e3IeK0r0

JlocTaTHiH

151-159

AGITYpieHT MOCIiZOBHO 1 JIOTiYHO  BiATBOPIOE
HaBUAIBHHUN Marepial TeMH, BHSBISE pPO3YMiHHA
TEPMiHOJIOTI, XapaKTepusye BPa3JIMBOCTI
inpopMmaniiinoi  cuctemMu  (IPUYMHH,  HACIiJKH,
3HAYEHHs), BiJOKPEMJIIOE JedKi O3HaKd SBHUI T3
IPOIIECiB

160-168

AGITYypieHT BOJIOZi€ HaBYaJBHMM MarepialioM 1
BHKOPUCTOBY€E 3HAHHS 3a aHAJOTi€lo, Jae IPaBHJIbHI
BU3HAUYEHHS, aHaII3yI0 MOJKJIHIBI 3arpo3u
inpopmaniitHiii  Oesmemi, BH3HAYac  NPHYHHHO-
HACJIiIKOBI 3B’ 3K MK HUMU

169-177

AGITypieHT omepye HaBYaJbBHUM MaTepianoM, QopMye
HECKJIaJHI BHCHOBKH, OOTPYHTOBYIOUH iX KOHKPETHUMMU|
(dakTaMy; ~ CaMOCTIMHO  BCTaHOBIIIOE  IIPUYMHHO-
HACJIIKOBI 3B’S3KH M BpPa3JIMBOCTSAMHU Ta 3arpo3aMy
indopmaniituiit 6e3meri

Bucoxuit

178-185

AOGITYypieHT BHUKOpPHCTOBy€e HaOyTi 3HaHHA  JId
BUpIIIIEHHS HOBOI HaBUAJIbHOI IpOOJIeMH; BHBIIAE
PO3yMIHHS CHCTEMH YIpaBIiHHSA iH(opMaIiiHOO

Oe3nexor0; pOOUTh  apryMEHTOBaHi  BHCHOBKU,
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Ge3rmeKkor0;  pOOUTH  apryMEHTOBaHi  BHCHOBKH,
CITMPAIOYHUCh HA IMPOKY JUKepebHy 6a3y

168-193 |AGiTypieHT BoJOAi€ TITMHOOKMMH 3HAHHAMHM, MOXKE
BUIBHO Ta AapryMEHTOBAHO BHCIOBIIIOBAaTH BIACHI
CYIKeHHs MO0 PO3POOKH OCHOBHMX [OKYyMEHTIB 3
nuTaHb YIIpaBliHAs iHGOPMAIIHHOI 6E3MEKOI0

194-200 |AGiTypieHT ~ CHCTeMHO  BOJIOJI€  HAaBYAJIbHAM

MaTepiaioM; BHABISE OCOOHCTY TO3HUIIO  ILOJIO
pO3pOOKM  CHCTeM¥ yIpaBIiHHA iH(pOpMaLiHHOIO
Gesmexoro opraHizalii; ymie BiflokpeMuTH IIpobieMy i
BU3HAUMTH UUIAXM 1i pO3B’A3aHHSA; KOPUCTYEThCA

KepellaMH iHpopMallil, aHaJli3ye Ta y3aralbHIOE IX.

Cknang ¢axoBoi
HepxxaBHOro
«IIpo 3aTBepmKeHHs cKiagy migposniniB IlpwiimaneHoi Kowmicii JlepxaBHOro
yHiBepcuTeTy iH(OpMauiiHO-KOMyHiKaliifHUX TexHomorii y 2026 pori», pobora
KoMicii Ta IODANOK IPOBENEHHS BCTYIHOTO BUNPOOYBaHHS periaMeHTyIOThCA
«ITonoxenusm 1ipo ITpuiiMansHy KoMicito JlepKaBHOTO yHIBEPCUTETY indopMariiiiHo-
KOMYHIKaIlifHIX TEXHOJOTii» BBEAEHOro B JIil0 HaKa3oM pexkropa Bif 21 cigas 2026
poky Ne 18.

MOPSAIOK MPOBEJAEHHSI ®AXOBOI'O ICIIUTY

eK3aMeHaliiiHoi KoMicii BHM3HA4Ya€ThCI HAKa3oM pPEKTopa

YHiBEPCHUTETY indopManifHo-KOMYHIKaIliHHIX TEXHOJIOTi

3aBimyBau kageaporo

TEXHIYHUX CHCTEM Kibep3axucTy //Q q4/

Onexcaugp TYPOBCBKUI



