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3AT'AJIBHI ITOJIOXKEHHSA

AOITypi€HT 3 OCBiTHRO-KBaJTi piKamiiiHuM piBHEM GaKaaaBp IOBHHEH 3HATH:

— OCHOBHI IIOHATTS Ta BU3HAYEHHS TeOpil 3aXHINeHHNX iHhOopMaLiiHIX CUCTEM;

— OCHOBHI IIPOLECH Ta MOXeii 3a0e3ledeHHS Ge3MeKW OGYHCIIOBAIBHIX
CHCTEM;

— OCHOBHI BHMOTHU JI0 MPOTPAMHOrO 3a0e3NedeHHs, IO BHPILIY€e 3aBIaHHS
3aXuUCTy iHDOopMaIrii;

—  3MICT HaIliOHAJBHUX Ta MIXKHAPOIHHX CTaHAapTiB Oe3nexu iHGopMaIiitHuX
TEeXHOJIOT'1I;

— THIOBI MeTomu Ta 3acobu 3abe3leveHHs  Ges3NneKu Cy4acHHX
iHopMaLifiHIX TEXHOIOTIH;

—  TNPUHIMIH TO00YI0BH CyYaCHUX KPUITOrPapidHUX CHCTEM;

— OCHOBU IOOY/IOBH Ta BUKOPHCTAHHSI CHMETPHYHHIX KPHITOCHCTEM;

— OCHOBH IOOY/OBH Ta BUKOPUCTAHHS ACUMETPUYHUX KPHIITOCHCTEM,

—  OCHOBHI ITOJIOXKEHHSI KPUIITOAHAIII3Y.

— METOZH 06y I0BH Ta BAKOPHUCTAHHS KPUITOrpadidHIX MPOTOKOIMIB;

— TO0YIOBY Ta BUKOPUCTAHHS CHCTEM EJIEKTPOHHOTO MI(GPOBOro MiMIHCy

— Cy4acHi CHCTeMH KpunTorpadiyHOro 3axucry indopmaii;

— TeXHIYHI KaHaJM i METOJM HECAaHKIIOHOBAHOTO JOCTYIIY JO iHpOopMariI:

—  THIIOBi METOIHM Ta 3aCO0H TEXHIYHOTO 3aXMCTy iH(popMarii;

— THIOBI METOAM Ta 3acO0M BHpIIEHHA IPOGIEMH KOMILIEKCHOLO
3abe3nedeHHs iHpOpMaIiiHOi 6e3nexkn B indopManiitHo-KOMyHiKaliHHEX crcTeMax
Ta Mepexax;

— CTPYKTypy, yHKHii Ta peamizamiro 3aco6iB 3a0es3meucHHS Oe3MeKd B
OIepaniifHuX CUCTEMaX;

— OCHOBM OesleKH Ta METOAM peanisamii 3aco6iB 3axucTy iH(popMmanii B
cructeMax ynpasiiHHA 6asamu nauux (CYB]T);

— 1o0yznOBY, NPUHIMIH Al Ta peai3alilo MPOrpaMHO-alapaTHUX 3aco0iB
3abesredenns iHGOpMaIiiiHOl Ge3MeKH B PO3MOLITICHHX 00UHCTIOBAIBHAX CHCTEMAX
Ta Mepexax;

— METOJM Ta 3aCO0H 3aXUCTy IPOrpaM Ta JaHHX Bif PyHHYIOUHX IPOrpaMHUX
3aco0iB Ta Bim mporpaMHEX 3acobiB, IIPU3HAYCHUX IS HECAHKLIOHOBAHOT'O
Ieperisany iHpopMaIrii;

— MeTOOM Ta 3aco0M  3aXHCTy IIpOrpaMHOro  3abesleveHHs  Bif
HECaHKL[I0HOBaHOI MOAUGIKaIlii Ta PO3MOBCIOMKEHHS;

— MeTOIM Ta 3aCo0HM 3aXHCTy O(ICHHUX JOKYMEHTIB BiJ] HECAHKI[OHOBAHOI
Moaubikallii Ta po3MOBCIOKEHHS,

— OCHOBHI HaIPSIMK PO3BUTKY KOMILIEKCIB 3ac06iB 3aXHCTy B iH(opMariiiHo-
KOMYHiKalliHUX CHCTeMaX Ta Mepexax;

— OCHOBM eKCIUTyaTalil HOBITHIX KOMIUIEKCIB 3acoGiB  3aXHCTy B
iHpOpMaLiiHO-KOMYHIKaLifHIX CHCTEMaX Ta Mepexax;



3

— MeToau 3abe3meuveHHs Ge3mexu iHpopManiiiHo-KOMyHIKaIiHHUX cucTeM Ta
TpoIeciB iX QyHKIIOHYBaHHS B yMOBax KibepHETHYHOrO BILIUBY;

—  TPU3HAYCHHS, MOX/IMBOCTI Ta NPHHIHUIA 106y I0BH iHGOPMALIHHEX CHCTEM
Kiacy SIEM;

— MOXJIMBOCTI, CKJIajJ, NPH3HAYEHHS Ta (YHKIi] KOMIOHEHTIB IIPOrPaMHOTO
komiuiekcy IBM QRadar SIEM;

— OCHOBH DO3rOPTAaHHS, 3aCTOCYBaHHS Ta aAMiHICTPYBaHHS MPOrPaMHOrO
komiutekcy IBM QRadar SIEM;

— KaHaJIi Ta METOAN HECAHKLiOHOBAHOI'O OEPKAHHS iHpopMarii;

— OCHOBHI METOIM TEXHIYHOTO 3aXHCTY iHpOopMaIii;

— TpOrpaMHI METOMH Ta 3aCO0H 3aXHCTy iH(pOpMaLii;

— CHCTeMHM Ta KOMIIEKCH T€XHI1HOTO 3aXUCTy iH(popMariii;

— IOPSIOK PO3pOOICHHS TEXHIYHOTO 3aBIauHs Ha crBopenHsa KC3I;

— TOpANOK pO3pOOJNEHHA IIPOEKTHOI, poGouoi Ta eKCIUTyaTaliiHol
nmokymeHTanii Ha KC3I;

— HOpANOK  MPOBEACHHS  IYCKOHANArOKYBANBHHX — DOGIT, MOHTaxy
obnafHaHHs i aTecTauii KOMIUIEKCY TeXHIi4HOTO 3axuCTy iHdopmarii Bix BuUTOKY
TEXHIYHUMH KaHAJIaMU;

— TOPANOK NPOBEACHHS IHCTANAWIT Ta iHiIiamizario KOMILIEKCY 3aco0iB
3aXHCTY BIJ HECAHKI[IOHOBAHOI'O AOCTyIy, HaJIaroMKeHHs BCIX MeXaHi3MiB
POSMEXKYyBaHHA NOCTYIly KOPHCTYBa4iB N0 iHpopMmawii Ta amapatHux pecypciB IKC,
KOHTpPOJIb 33 AiAMH KOPHUCTYBauiB, GopMyBaHHS Ta aKTyanisanis 6a3 TaHUX 3aXHCTY,

a TaKOX KOHTPOJIb LLTICHOCTI MPOrpaMHOro 3a6e3NedeHHs Ta 6a3 NaHuX 3aXUCTY;

— IOpANOK MPOBOAXEHHS MEPEBIPKU IPale3NaTHOCTI 3aco0iB 3aXUCTY
iH(opMmarlil B aBTOHOMHOMY pexumi Ta IPH iX KOMIUIEKCHi B3aeMOTiT;

— TIOpANOK IPOBEICHHS AOCIiAHOI ekciutyaranii KC3I;

— TIOPAJOK OpraHi3amii Ta MpoBeeHHs AepKaBHOT exceprusu KC3I;

— TOpANOK opraHisauii Ta mposeeHHs cynposoxy KC3I;

— OCHOBHI HalPSIMH PO3BHTKY CHCTEMH MEHEIKMEHTY Y coepi
indopmaniitnoi 6Ge3nexu;

— HOpMaTHBHO-IIpaBOBe 3a0e3NedeHHs iHbopManiiiHoi 6e3nexky Ha piBHi
Jep)KaBU;

— OCHOBH YTpPaBIIiHHS iHPOpMaLiHHOO 6e3meKoro HiATPHUEMCTBA;

— 3acajy NoOyNOBY CHCTEMH YIPABITiHHS iH(pOPMALIHHOW Ge3IeKO0
I IIpUEMCTBA BiAMIOBITHO 10 cranpaptis ISO 27k;

— CYTHICTb OpraHisaliifHHX 3aX0MiB 3 yIpaBIiHHS indopmariitnoro 6Gesmexoro
MiINPUEMCTBA, 30KPEMa CTBOPEHHS cnyx0Ou  indopmaniiinoi 6esmexw, po3pobka
TIONIITHKY iH(pOpMaIiiiHOT Ge3mexu MiANpreMCTBa, 3a0e3nedeHns Qi3HaHOl Gesnexy Ta
O€3MeYHOr0 IMOBOKEHHS 3 HOCISMH KOH(DiAeHIIHHUX BimoMocreii, IOTPUMAaHHS
npouenyp inenTudikarii ta asrenTHOIKAL, KOHTPOJIO OCTYILy, BUMOT OIlepaliiHOl
Ta MEPEXEeBO1 OE3IEeKH TOLIO;

- METOJOJIOTIYHI OCHOBH €KOHOMIKH iH(hbOpMarIiiHOl 6e3IeK.



BMIiTH:

— XapaKTepu3yBaTH OCHOBHI IIOHATTS Ta BU3HAYEHHS TEOPii 3aXHIEHnX
iHopMaIifiHuX cucTeM;

— MOJEIIOBATH OCHOBHI Ipomecu 3a0e3ledeHHs Oe3NneKd OGYHCIIIOBAIBHINX
CHUCTEM;

— OOIDYHTOBYBaTH OCHOBHI BHMOTH JO IIPOTPaMHOTIO 3a0e3MeveH s, 1o
BUpIIIy€ 3aBNaHHS 3aXUCTy iHhopMaii;

— YMITH OOIDYHTOBYBATH 3aCTOCYBaHHS HALUOHAJBHUX Ta MDKHapOIHUX
CTaHAapTiB 6e3nexy iHhpopMamifHIX TeXHOIOTIH;

— YMITH XapaKTepu3yBaTH OCOOIHMBOCTI 3a6e3ledeHHS Oe3lmeKu Cy4acCHHX
iHbOpMaLifHUX TeXHOOTIi;

~ XApaKTepU3yBAaTH MNPHHIMIN IOOYIOBM CydaCHHX KpunTorpadidnmx
CHCTEM Ta Opi€HTYBaTHCA B TepMIHONOTT i (OPMyIFOBAHHSIX TEOPETUYHUX
PE3YNBTATIB MO0 IXHEOI CTIHKOCTI;

— HajaTH peKOMeHJalii o0 MoOyXOBH Ta BUKOPHCTAHHS ACHMETPUYHHX
KpPUITOCHCTEM Ta OCHOBHHX THIIIB MU (PIB;

— XapakTepH3yBaTH CYTTEBI IIapaMeTp¥ Ta IIOTEHIUMHI  clabKoCTi
aCHMETPUYHUX KPUNITOCHCTEM Ta OCHOBHHUX THUIIIB IIH(PiB;

— HamaTh  peKkoMeHpalii o0  NOOYyZOBH  Ta  BHKOPUCTAHHS
KpUOTOrpadigHUAX MIPOTOKOJIIB;

— HajaTM pEeKOMeHJauii Imogo moGyJOBH Ta BHKOPHCTAHHS nuppoBHUX
i AMKCIB Ha OCHOBI eTiITHYHUX KPUBHX.

— 3aCTOCOBYBATH Cy4acCHi CHCTeMH KPHNTOTpadidHOro 3axucTy inpopMmarii;

—  BHABIIATHU TEXHIYHi KaHAJIM BUTOKY iH(opMaii;

— BHKODHCTOBYBAaTH THIIOBi METO/M Ta 3acO0M TEXHIYHOrO 3aXHCTY
iH$opmanii Ha 06’ ekTax iHpOPMAaNiHHOT HisTBHOCTI;

— BHUKODHCTOBYBAaTH THIIOBI METOAM Ta 3acO0OM BHPIIIEHHA MpOGIEMH
KOMIIIEKCHOrO  3a0e3nedeHHs  iHpopMaliiiHol Ge3meku B iHpopMariiiiHo-
KOMYHiKallifHIX CHCTeMax Ta Mepexxax.

— XapaKTCpU3yBaTH  CIPYKTypy, QyHKWIii Ta peaiizamito 3aco6is
3abe3reueHHs Ge3eKy B ONMepalliffHIX CHCTEMAX.

— XapakTepu3yBaTH OCHOBH Oe3NeKH Ta METOOM peatisamii 3acobis 3aXUCTY
inpopmariii B cucremax ynpasiiHHS 6a3aMu JaHEX (CYB).

— XapaKTepusyBaTH MOOYAOBY, NPHHIMIM il Ta peaizallilo IPOrpamHo-
anmapaTHUX 3aco0iB 3abesmeueHHs iHdopMamiiiHoi Oesmeku B PO3NOIiIEHHX
OOYHCIIIOBATIEHUX CHCTEMAX Ta MEPEKax.

— peali3yBaTH Ta eKCIUIyaTyBaTH METOLH Ta 3aCo0H 3aXUCTy INpOrpaM Ta
JaHUX Bi pyHHYIOUMX @pOrpaMHHX 3acoGiB Ta Bin IIPOTPaMHUX 3aco0iB,
NPU3HAYEHUX JJI HECAaHKI[IOHOBAHOTO Ieperyisiay iHpopMarii.

— pealli3yBaTH Ta eKCIULyaTyBaTH METONU Ta 33aCO0H 3aXHCTy MPOTPaMHOIO
3abesIeueHHs B HecaHKIiOHOBaHOT Moudikauii Ta PO3IOBCIOKESHHS.

— peali3yBaTH Ta eKCIULyaTyBaTH METOIH Ta 3aco0u 3aXUCTy OdicHuX
JOKYMEHTIB BiJl HECAaHKI[iOHOBAaHOL Mozaudikamii Ta po3MOBCIOIKESHHS.
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~ XapaKTePU3yBaTH OCHOBHI HAIIPSMHU PO3BUTKY KOMILIEKCIB 3aCO0IB 3aXUCTy
B iHpopManiiiHo-KoMyHiKanifHuX cHcTeMax Ta Mepexax;

— EKCINUIyaTyBaTH HOBITHI KOMIUIEKCH 3aco0iB 3aXHCTy B iH(popMaLiliHo-
KOMyHIKallifHIX CHCTEMax Ta Mepexax;

— CTBODIOBATH MOJEN O0’€KTiB 3aXHCTy MiAIpHEMCTBA (opramnizarii),
BHKOPHCTOBYIOYHM CHUCTEMHHMH MiJIXix BigmoBimHO 1m0 BHMOr HOPMAaTHUBHHUX
JIOKYMEHTIB;

— CTBOPIOBaTU MOJEJI 3arpo3 Ha OCHOBi MOIENIOBAHHS CIIOCOGIB ¢izudHOrO
IIPOHUKHEHHSA 3II0BMHUCHHKA [0 OG’€KTiB 3aXHCTy Ta MOJEIOBAHHS TEXHIYHIX
KaHaJIiB BUTOKY iH(opMarii;

— CTBOPIOBATH IOMITUKY O€3leKH Ta pO3pOGISTH BHMOTH 10 KOMILIEKCY
3aC001B 3axXHCTy;

~ TPOCKTYBAaTH Ta peali3yBaTH KOMIUIEKCHY CHCTEMY 3axucTy iHpopmanii
IKC opramizanii (migmpmemcrsa) mo BuMor HOPMaTUBHUX IOKYMEHTIB CHCTEMH
TEXHIYHOTO 3aXUCTy iH(OpMAaIil;

— TOTYBaTH KOMIUIEKCHY CHCTEMy 3aXWCTy iHdopmanii g0 mepskaBHOT
CKCTICPTH3H, PO3POOIIATH Ta BilNpPAlbOBYBATH 3aXONH CYIPOBOIKEHHS eKCILTyaTallii
KOMILIEKCHOI CHCTEMH 3aXUCTy iH(OpMAail;

— XapaKkTepu3yBaTH CHCTEMHM MEHEKMEHTy iHdopMamiiinoi Gesmexku Ha
MDKHApOJIHOMY pPiBHi;

— XApaKTepusyBaTH CHCTEMH YIpPaBIiHHA iHQoOpMaLiiiHOi 6esmexu Ha
JepXKaBHOMY piBHi;

~ 3aCTOCOBYBaTH CHCTeMHHH MHiIXin s MOGYNOBH CHCTEMH YIpPaBITiHHS
iHpopMaliiiHOIO Ge3mekoro opramizarii (migmpueMcTBa), sKa BHU3HAYAE 3arajbHy
opraizanifo i kmacudikaumito cucTeMu AaQHUX, CHCTEMY JOCTYIly, HaIpsIMKH
IIaHyBaHHS, BIANOBINANBHICTS CHiBPOGITHHUKIB, BUKOPUCTAHHS OLIIHKH DPH3HKIB,
TOINO KOHTEKCTi iHdopmauiiinoi 6e3mexu;

— 3aCTOCOBYBaTH Cy4yacHI cmoco6H, MeTomd Ta 3acobu YIPaBITiHHS
HACTYIIHAMH  aCHICKTAMM 3aXHCTy: IOJNITHKOI GesllekH, apXiTeKTyporo 3aXHUCTY,
MeXaHi3MaMH 3aXHCTy Ta 3ac06aMH 3aXHCTY;

~ 3AIHCHIOBAaTH OLIHKY BiNIIOBIZHOCTI CHCTEMH YIpaBiIiHHA iH(OpMaIiiiHOO
6e3rIeKol0 CBOEMY NpPM3HAYEHHIO BiATOBIIHO B0 BHMOT [HIOYHX CTaHOApTIB Ta
HOPMaTHBHHUX TOKYMEHTIB.

ITPOI'PAMA ®AXOBOI'O ICIIUTY
Tema 1. Teoperu4ni ocHOBM 3axumeHHX inpopmaniiinux TexHoJ0rii

OcHoBHI  mapagurmmu dopmyBaHHs  3axmmeHmx inpopmaniiinnx
TexHoJorid. OcHoBH (opMyBaHHS I'apaHTOBaHO 3aXHINEHMX iH(OpMaIiiHuIX
TeXHOJIOrii. OCHOBH PO3pOGIIEHHS TapPaHTOBAHMX CHCTEM 3aXHUCTYy.

3araabni Mogeni onucy npouecis 3axucTy iHdopmanii B KomMn’0TepHuX
cucremax. Cy6’ekTHO-00’€KTHA MOIEND OIKCY KOMII'IOTEPHOI CHCTEMH. ABTOMATHA
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Cy0’€KTHO-06’€KTHA MOIENb OIMMCY KOMIT'IOTepHOi cucremu. Ilimxomu mo
dopmyBarHs Mozeni 3arpos. ITimxomu 10 (opmyBaHHs Mozeni mopy mHuKa.

OcHoBH Teopii 3axumenux cucrem. IlomiThkE YIPaBIIiHHS JTOCTYIIOM.
Mogeni ommcy mnomiTHkE 6Ge3mex. Mogeni 3abesneuenus KOH(]iXeHIIHHOCTi.
Mozeni 3a6e3nedenns nimicHocti. Mogerni 3a6e3neuenms JOCTYITHOCTI.

CranpaprusoBani mogeni OnuCy cy4acHHX iHGopMauiHHHUX TexHoJIoriii
Ta MeToaM ONiHKH iX edexTuBHOCTI. Mogens, mo IIOKJIaleHa B OCHOBY
MDKHapoxHOro cranmapty ISO 7498-2. Mopens, o moxnazena B ocHoBy HJI T3I
2.5. Mogens, mo nokiamgesa B OCHOBY MiXHapozHOro cranmapty ISO 15408.

Tema 2. IIpukaagna kpunrosoris

OcnoBu kpunrodorii. IIpegver KpunroJorii. Pons xpunronorivaux metozis
B OOY/I0Bi CHCTEM 3axuCTy iH(OpMarii. AKTyasnpHICTh OGYAOBH HamilHUX CHCTEM
3B’s3Ky. IIpoGimemu mpakTuuHOi Kpunrojorii. 3arambHi THNM KPHITOATAK.
IlpakTyHa Ta TeopeTHWyYHa CTIHKiCTD. Konysannsa Binkputoro Texcry. ITakyBanns
JNOBUIBHUX JAaHUX IS repeaayi JiHiaMu 3B’SI3KY.

MonyabHa apudmernkxa Ta ejemMeHTapHi mudpu. Jumku 3a MOJyJieM.
BigHomeHHs nopiBHIHHSL Posmmpennii amroputm EBkimina mms  umcen Ta
MHOro4IeHiB. MonyneHa —apudmerrka. Iludpu  3aminw, ramyBamHs Ta
nepectanoBku. Illudpu npomnopuiitHoi Ta nomiandasiTHOI 3amiEE. MeTomuka
AerpyBaHHS WU(PY IPOCTOI 3aMiHH.

IlopiBHSIHHSI 3 onHHM HeBimoMuM. Teopemu Eiinepa i ®epma. ITopsimox
UMCla Ta TePBICHUH KOpiHb 3a MoxmyieM. CHcTeMa JTiHIHHIX IOPIiBHAHL Ta
KUTaliChbKa TeopeMa Npo 3alMIUKH. 3araibHUi METOJ] pPO3B’SA3yBaHHs JIiHiHHHX
NOPIBHSAHL 3 OXHHM HEBiOMHM. BNacTHBOCTI CTemeHeBmx IOpiBHSHB. J[BOWIeHH]
TNIOPIBHAHHS BUIIUX CTEIEHIB 38 IIPOCTHM MOJZYJIEM.

Baoxosi cumerpuuni xpunrocucremu. 3aransHa XapaKTEePUCTUKA OJIOKOBUX
CKnaneHux mudpis. IpuHImng no6ynosu 610KOBHX mdpis. KoMmmonenTy cygacuoro
GmokoBoro mmdpy. Atakd Ha 6IOKOBi mndpu. bnokosuit mmdp DES. Crannpapr
Kpunrorpadiusoro nepersopenns gaaux TOCT 28147-89. Crangapr cumerpudHOro
wrppysaHas AES / Rijndael.

ACHMETPHYHI KpHNTOCHCTEMH Ta OCHOBHI THNH wHupiB. 3agaui
KPUNTOJIOTi], INO MIPHMBENH 1O IOHSTTS aCUMeTpu4HMX mHQpis. IToHsTrs mpo
OIIHOCTOPOHHI (YHKIIii Ta 0xHOCTOPOHH] ¢yHKuii 3 nasiBkamu. Kpunrocucrema RSA,
KpunrocucreMa Eimb- T'amans, mpoTokon ysromkeHHS Kiiodis Hiddi-Xemnmana.
Honstrss rem-dynkuii. ITudposuil miamme Ha OCHOB] KpunrtocucreMd RSA Ta
KpunrocucreMu Enp-I"amais.

I'eHepaTopH nmceBIOBHNAIKOBHX YHCelL IpuHiyny noGymoBy Ta BIaCTHBOCTI
I'€HepaTOPiB IICEBAOBUIIAAKOBHX YHCE]L. 3aCTOCYBaHHS IeHEPATOPIB [ICEBIOBHMAIKOBUX
MOCIiTIOBHOCTEH IpU HMOBipHiCHOMY umpysansi. [puknagy kpunroctiiikux [TIBY:
ANSI X9.17, RC4.

Ynpaeainas xmouamu. JXKuTreBnit MUK KIIOYIB, IlonsaTTs mpo Kiro4YoBY
CHCTEMy. IIpOTOKONM TPaHCIOPTYBaHHSA Ta Y3rOMKEHHS KIOYIB, IleperBopenns
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kmo4iB. Kpunroanropurm RC4. ®opMmyBaHHS KIHOYIB. Anroput™m DES B pexumi
ECB.

IlousiTrst mpo enekTponnuii uuppoBHii migmuc (EIII). IIpusnayenns,
3aCTOCyBaHHs, BiacTUBOCTI i BuMord no EIII. 3arampHa cxema nobynosu EIIIT.
Cxemu enekrporHoro nudposoro miamucy: RSA, Ens-Tamans; DSA.

CyuacHi CHCTEMH KpunrorpadgiaHoro 3aXHCTy indgopmanmii.
Kpunrorpadiuauif mpoTokoa Ta Horo OcHOBHI BiacTHBOCTI. OCHOBHI IIPUHLIAITA
mobynoBr i aHamisy Kpunrorpadiunmx mnporokomiB. OCHOBHI Kimack i BuUmM
KPHUNTOIIPOTOKONIB. 3aranbHa KiIacudikaris aTak Ha IPOTOKOIH. Crannmapru
KpunTonpoTokoniB B Inrepuer. IpoToxonu ayTteHTrdikauii Ha OCHOBI acHMETpPHUHO
KPHUIITOCUCTEMH 3 BUKOPHCTaHHSIM IOBIPEHOI OCOOHM i Ha OCHOBI JOKa3iB 3 HYJIBOBUM
PO3TOJIONIyBaHHSIM 3HAHHS.

Tema 3. 3axucr indopmaniiiHo-KoMyHikaniHHAX cHCTEM

OcHoBHI mosIOXkeHHs1 cHCTeMH TexHiuHOrG 3axuery indopmanii B
KOMII'IOTEPHHX cHCTeMaX. [1ocTaHoBKa IpoOJIeMH KOMILIEKCHOTO 3a6e3medeHHs
indopmaniiiHoi Ge3mexu iHpopMaUiWHWX Ta KOMYHIKaUiffHHX cHCTeM Ta Mepex.
Bpasnusocri iHdopmaniiino-koMyHiKaniiinux cucrem ta mepex (IKCM) Ta npruamsu
1x BUHUKHeHHs. OCHOBHI NPUHIMIIE PO3POOKH KOMILIEKCIB 3aco6iB (K33) ITCM sk
PO3IIOAITIEHUX CePEIOBHIII. .

Mexani3Mu Ta 3acofum 3axHcTy omepamifiHHX cHcTeM. 3arposu
orepaliiHuM cucTeMaM. 3arajbHi IIAXOIM 3aXHCTy BiJi aTak 3 METOIO BiIMOBHU B
00CITyroByBaHHi Ta BiJl aTaK 3 METOIO OTPHMAHHS HECAHKLIOHOBAHOTO JOCTYILY O
ingpopmarii.

MexaHi3mMu Ta 3aco0M 3aXKCTy onepauiiinux cucrem cimeiicrea Microsoft
Windows. Oco6a1BocTi MoIeri 3aXHCTy ONepaliiHuX cucreM ciMeiicTsa Microsoft
Windows. UlIraThi MexaHi3Mu Ta 3aco0u 3axucTy. MeTomuKa BUKOPHCTAHHS 3aC06iB
3axuCTy. JIOKalbHi KOPUCTYBayi Ta TPYIH KOPHCTYBadiB. YIPABIiHHS OOIIKOBAMH
3aIucaMy Ta IpodiTsIiMU KOpUCTYBadiB. I pynoBa nomituka 6e3mnexw.

MexanisMu Ta 3aco0H 3aXMCTy CHCTEM KepPyBaHHS 0a3aMH JAMMX.
IlpuunHy, BHOM, OCHOBHI METOAM IOpPYINEHHS KOH(iZEHLIHHOCTI B cHcTeMax
kepyBanHs Oazamm paHux (CKBJI). Bararopisuesi pemsmiitei CKBJI. Meronu
3axucty CKB/I.

Konuenuis cucreMn 0e3leKH CHCTEMH KepPyBaHHsi 0a3zaMH JaHHX
civeiicrea MS SQL Server. [IpusHadenns, Tpanuuiiina cdepa BUKOPUCTAHHS Ta
saranbHonommpeni 3arposu CKBJl cimeiictBa MS SQL Server. 3arambha
XapaKTEPUCTUKA CUCTEMH 3aXHUCTY.

MexanizMu Ta 3aco0H 3aXHCTY Bil WIKIZIMBHX NPOrpPaMHHX 32c06iB.
Pyiinyroui mporpamHi 3aco6u. Ilporpamu 3 mMoTEHLIHHO IIKiIIHBAM BIUTMBOM Ta iX
BiacTuBocTi. HopmarrBHa Ta 3akoHOnaBYa 6a3a B raiysi 3aXMCTy Bij IIKiJJIMBHX
nporpaMHuX 3aco0iB. OCHOBHI KiacH pyifHyro4HX mporpam. Bipycu Ta ,,rposHn”,
BU3HAYEeHHS Ta Kiacudikamis. 3acoO0W po3MmoBCIOMKeHHA. MeToau Ta 3acodu
KOHTPOJIIO Ta NMPOTHUII BipycaM Ta ,,TposiHam”,
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3arajgpHa XapakKTEePHUCTHKA KOMII'IOTepHHX BipyciB. IcTopuuHa mnosinxa.
BusHauenns komi’otepHoro Bipycy. OcHoBHi BiractuBocti. Kimacugikaris Bipycis.
OcobGmuBocTi  (hailloBUX, MepeXeHHX, 3arpy304HHX Ta MakposipyciB. Ctenc Ta
nosimMopdHi Bipycu. LLnsaxu po3noBCIOIKeHHS BIpyCiB.

MeTtoau Ta 3aco6u GopoTb0u 3 KoMn’TepHHMH Bipycamu. [IpodinakTrka
3apakeHHs Bipycamu. BukopucraHHs 3aco0iB omepamiiiHoi cucTeMH A IMPOTHUALL
Bipycam. IIpoTHIis PO3MOBCIODKEHHIO BipyCiB 3 3MiHHUX HociiB iHpopmaii (Flash-
IaM'siTh Ta KOMIIAKT-AuCKK). KpuTepil OIiHKM SKOCTI aHTUBIpYCHHX NpPOTrpaMHHUX
xomiuiekciB. CHrHAaTypHi MeTOmd BH3Ha4YeHHs BipyciB. BusHadueHHs BipyciB 3a
JOIIOMOTOI0 aHaIi3y MOAiM.

MeTtoau Ta 3aco6u 6opoThOM 3 mporpamaMu keitjorepamu. IIpusHauenss
nporpam KeimorepiB. I[HTepHEeT pecypcH B SKHX IpeICTaBleHI KeHorepw.
Iucranamis Ta HacTpoiika BH3HA4YeHOro Keiinorepa. BusHaueHHs nporpam
aHTUKEeHIIorepiB.

Texunosoria 3axucry Bix DOS Ta DDOS aTtak Ha KOMI’IOTepHi Mepe:xKi.
IMousrra DOS ta DDOS arak. MeTa npoBeneHHs ataku. MeTonosorisa peaiizariii
DOS ta DDOS araxk.

3axucT eJIeKTPOHHOI mowTH. TUIOBI 3arpo3u Uil €JIEeKTPOHHOI IIOIITH:
HECAaHKI[IOHOBaHWM BHTIK iH(oOpMallii, TPOHMKHEHHS BIPyCiB Ta TpOSHIB,
3aCMiYeHHS MTOIITOBOTO SIIUKA.

3axucr Web-cepBepy Apache. BirumsHsna HOpMmaTuBHa 6asa B Taiysi
3axucty Web-cepBepy. HopmatuBHi kputepii 3axumenocti Web-cepsepy. Ouinka
‘3axmiieHocTi Apache BiJ aTaku Ha BiIMOBY B 00CIIyroBYBaHHI.

3axuct Web-cepBepy. BirunsHsHa HopMaTuBHa 0a3a B raimysi 3axucty Web-
cepsepy. HopmaruBHi kputepil 3axuiieHocti Web-cepsepy.

Tema 4. SIEM-cucremu

Mertoau 3a0esmedeHHsi Oe3mekH, siki peaJidyloTbesi B iHpopmaniino-
KOMyHikaniiHux cucremax. [IpuHIMIM 106y X0BH aBTOMAaTH30BaHUX CHCTEM 300Dy Ta
00po6KH JaHMX IPO IMOMil Ta MOTOKH B iH(OpPMAIiMHO-KOMYHIKAaIiMHHX CHCTEMAaX.
MOKIMBOCTI, CKIIa, MpU3HAYEHHS Ta (yHKIii KOMIIOHEHTIB IPOrPaMHOI0 KOMILIEKCY
'IBM QRadar SIEM. OcCHOBH pO3rOpTaHHS, 3aCTOCYBaHHA Ta aIMiHICTPYBaHHS
nporpamuoro komruiekcy IBM QRadar SIEM. TToHATTS «KUTTEBHMH IUKI KAOEpaTaKn».
3MmicT eramiB mporecy KubOeparakd. [IOHATTS «UIEHTp yNpPaBIiHHA KiGepOe3mexoron.
IIpusHaueHHa ta ocHoBHi 3aBaanHs SOC. OCHOBHI MOXIIMBOCTI IEHTPY yNPaBJiHHS
xibepGesnmekoro. OCHOBHI iH(OpMaIiliHi TeXHOJOTi], AKi NOKIaAeHl B OCHOBY LIEHTDY
ynpapiiHHa Ki6epbesmekor. Ckian KOMaHIM Ta OCHOBHI (yHKIiOHAIBHI 00OB’S3KH
daxiBuiB  1eHTpy ympaBuiHHA ~ KiGepOesmekoro. Ilomarts  «SIEM-cuctemay.
IMpusHauenns Ta ocHoBHi ¢yHkuii SIEM-cucremu. Apxitekrypa SIEM-cucremm.
Ixepena ganux ansg SIEM-cucremu.
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Tema 5. OcHoBH Ge3neKH KOMII’IOTEPHUX MeEPeK

3arajbpHi NpUHUMOM NOGYAOBH Ta oOprasizamii KOMI’IOTEPHHX Mepex.
PospaxyHok mapamerpiB IP-ampec. Oco6mmBocTi poGOTH  KOMYyTaropiB Ta
MapmpyTu3aTopis. IIpuHIMI POGOTH  MapIIpyTH3aTOpiB. ArperyBaHHsS KaHAIiB B
KOMYTOBAHUX Mepexax.

IIporokoau Ta ajaroputvMd  Mapumpyrtusanmii.  OnsoMapmpyTHi — Ta
GararoMapmpyTHi anroputmu. OnHOpiBHEBi Ta iepapxiumi amroputMu. CrarnyHa Ta
nuHAaMidHA MappyTH3anis. [Ipotokon mapupytusanii RIP. IIporokon Mapmpytu3aitii
OSPF. IMporokon mapmpytusauii BGP. ITporokxon mapmpytusanii IGRP/EIGRP.

IIporokoan Gesnexu Ha piBHsax moxeai OSIL Tumu atak Ha KaHATBHOMY PiBHI.
[IpoTokon iHKamCyssii KaHAIBHOTO piBHA Ul 3’€IHAHb TIOOAIBHUX MEPEeX.
ITporoxon STP/PVST. 3aco6u nporuaii arakam Ha npotokon STP/PVST+. IIpoTokonu
GesllekH Ha MepexkeBoMy piBHi. IIpoTokoiu Oe3lekH Ha TPaHCIOPTHOMY piBHI.
Kepysanns ceancamu TCP. Ilporokon UDP. Besneka Ha ceancoBoMy piBHi. [Ipotokon
SSL/TLS. Ilporokonu Gesnexu mpukiagHoro pisHsa. Illudpysanns HTTP tpadixy
(pexum HTTPS).

Bipryaaepni Jgokanbui mepexi (VLAN). PoGoTa BipTyadbHHX JOKaJbHHUX

Mepex. Mapmpytuzanis mik VLAN y mepesxi. Po6ota nporokomy VTP y Mepexi.

MoniTopunr Ta Ge3meka Mepexi. Meronu Ta 3acobu inenTudikamii Ta
ayteHTu(diKamii. AyTeHTrdikamis y IpOTOKONAX KaHAIBHOrO PIiBHS Ta y MPOTOKOIAX
MaprpyTu3anii. Hanamrysauus ciyx6 Oesnexn AAA. MixMepeXeBi 3aXUCHI eKpaHu.
Crucku ynpasiinas goctynoM (ACL). Bipryansai npusathi Mepexi (VPN). [Ipotokon
IPSec. Pexxum TyHentOBaHHS.

Tema Ne 6. OcHOBH 3aXHCTy KOH(pIASeHIIHHUX JaHUX

3akonn Ykpainu. 3akon VYkpainu «IIpo indopmanito», «IIpo 3axucr
TIepCOHANBHUX NaHuX», «IIpo KocTyn fo my6:iunoi iHpopmarii.

IlepconajbHa, BJacHa Ta KoHdinenuiiina ingopmaunis. IlepconanpHa
inpopmanis. IlopiBHAHHS IepCOHANBHMX Ta KOH(QimeHUiHHMX naHuX. IIOHATTA
«KOMepIIifiHa TAEMHHULISD?.

OcoGauBocti gocryny o indopmauii. ITopiBHSHHS BiakpuToi iHpopMmamii Ta
indbopManii 3 oOMexxeHMM HOCTYmoM. IIOHATTSA TaeMHa Ta CoyxGoBa iHpopmaris.
[lousTrs «3amuTy Ha indopmamiton. I'pud obMmexeHHs mgocTymy  (rpud
KoHMieHIiHOCTI). 3aceKpedyBaHHs Ta PO3ceKpedyBaHHs HOCITB iHdopMaril.

Tema 7. ApxitexkTypa 3axucrty iHdopmauii

MexaHi3mMHu 3axucTy ingopmaniiiHO-KOMYHIiKaliHHUX CHCTEM

BusHaueHHs Ta 3MiCT KepyBaHHS AOCTYIIOM. MexaHi3MH KepyBaHHSI HOCTYIIOM.
Bu3HaueHHS Ta 3MICT JIOBIpYOro KepyBaHHS IOCTYNOM ([MCKpelifiHa MOZEINs).
AnMiHiCTpaTHBHE KepyBaHHs AOCTYIIOM (MaHIaTHA MOZieNb). ITOHATTS Ta 3MICT pONIeBO]
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mozeni kepysaHHam poctyny (RBAC wmopmens). IToHATTS Ta 3MIiCT KepyBaHHSIM
JIOCTYTIOM Ha OCHOBBI aTpHOyTiB KepyBaHHAM gocTyly (ABAC moznens).

BusnaueHHs ~Ta  3MicT  aBTeHTH(dikarii. MexaHi3Mu  3a0e3N€4YEHHS
aBTeHTHOIKalil. ABTeHTUdiKalis Ha 6a3i mporokomy RADIUS. Asrentudikauis Ha
6a3i mpotokory TACACS+. ABrenTndikanis Ha 6a3i mporokoimy LDAP.

[ToHATTS Ta 3MiCT NpoLEeAypH aBropu3aiil KopucTyBada. IToHATTA Ta 3MicCT
IpoLeAypH ineHTHdiKamii KopUCTyBayYa.

IMousarts Ta  3MICT KOH(}iZeHIIi HHOCTI. MexaHi3MH 3a0e3mneueHHs
KoHQimeHnilHocTi. I[loHATTs Ta 3MicT JOCTymHOCTL. MexaHismMu 3abe3neyeHHs
nocTymHOCTi. IToHATTS Ta 3MicT HinicHocTi. MexaHi3Mu 3a0e3MedeH s IUTICHICTI.

[ToHATTA Ta 3MicT HONMiTHKH Ge3meku iHdopmauii. [ToHATTS Ta 3MicT Oe3neku
inpopmarii. IToHATTS Ta 3MICT 3aXHUCTy iHPOpMAIlil B aBTOMAaTH30BaHUX CUCTEMaX.

TTOHSTTS Ta 3MICT HECAHKI[IOHOBAaHOTO H0CTyIy 10 iHdopManii. [ToHaTTs Ta 3MicT
3aXKCTY BiJl HECAHKIIIOHOBAHOTO JHOCTYILy [0 iHdopMarii.

[TousTTs Ta 3MicT Mozedi 3arpo3. [IOHATTS Ta 3MICT MOZENl IOPYIIHHKA.
IToHATTS Ta 3MicT mociyry Gesmexu. [TOHATTS Ta 3MiCT MeXaHi3MiB 3axucty. lloHsATTS
Ta 3MICT MOJIEJIi MONITUKY OE3MEeKH.

IIporpaMHoO-anapaTHi KOMILIeKCH 3a0e3NmedeHHsi 3axucTy iHgopmaumii.
CHcTeM: KOHTPOIIO i KepyBaHHs HOCTyHOM. IIporpamMHi KOMIUIEKCH aHTUBIPYCHOTO
3axucTy. IlpU3HAueHHs, XapaKTepHCTHUKUA Ta OCOOJMBOCTI 3aCTOCYBaHHS MEpEeXKEBHX
expaHiB. CHCTeMH BHUSBJIEHHs BTOPTHEHb, IPU3HAYEHHS, apXiTEKTypa, QyHKII.

Tema 8. Kommiekcni cucremu 3axucty ingopmauii

3arajbHi NOJIOJKEHHSl T4 BHMOIM WIOAO opraHizamii poOiTr i3 3axucry
indopmauii Ta NOPAAKY CTBOPEHHS KOMILIEKCHOI CHCTEMH 3aXHCTy indopmanii
B IKC. ITousTrs koMmuiekcHoi cuctemu 3axucty indopmanii (KC3I) B IKC. OcHoBHI
HOPMATHBHO-TIPAaBOBi aKTH INOJO OpraHisamii poGiT i3 3axmcry iHpopmarii Ta
nopsky crBopenns KC3I B IKC. €xuicts nopsaxy crsoperns KC3I Ha Beix eramax
xurresoro mukimy IKC. Ilpouec crBopenns KC3I gk 3miCHEHHS KOMIUIEKCY
B3a€MOY3TO/KEHHX 3aXO[iB, CIPSIMOBaHMX Ha PO3POOJEHHS 1 BIPOBAPKEHHS
iHbopMariiHoi TexHoorii, sKa 3abe3nedye 06podky indopmanuii B IKC srigxo 3
BUMOTaMH, BCTAHOBJIEHMMH HOPMATUBHO-IIPABOBMMM aKTaMH Ta HOPMAaTHBHHX
noxymentis (H]T) y cdepi 3axucty indopmarii.

OcHoBHi 3aco0H Ta 3axoaH, o BxoaaTh 10 ckiaaxy KC3I. KC3I sk 3axomau
Ta 3aco0H, SIKi peali3yloTh CHOCO0U, METONH, MEXaHi3MH 3aXHCTy iH(popmauii Bix:
BATOKY TEXHIYHHMH KaHAJlaMH, JO SKHX BiJHOCATECA: KaHANX NOOIYHUX
eNeKTPOMATHITHUX BHIPOMIHIOBAaHb i HaBeJIeHb, aKyCTOEIEKTPUYHI Ta 1HII KaHAIH.
BIuuB BiIacTUBOCTEl 00poOiroBaHol iHbOpMaIllii, KJIaCy aBTOMAaTH30BaHOI CHCTEMH
Ta yMoB ekcrutyaranii IKC Ha ckiag, cTpykTypy Ta BuMork no KC3I. 3abesnedeHns
PEeXHMy CEKPETHOCTi, MPOTHAIl TEXHIYHHM pO3BiIKaM Ta OpraHisauilfHi 3aXonu
II0JI0 OXOPOHH iH(popMalii 3 OOMEXEeHHM IOCTYIOM y IIPOLECi MPOEKTYBaHH,
po3po6IIeHHs, BUrOTOBIIeHH, ekciuryaranii IKC.

Ilopsiaok CTBOpEHHsl, 3aBJaHHs, GpyHKNii, cTPyKTypa Ta NOBHOBAaKeHHs
c1yx6u 3axucTy indopmauii mono opranizanii poGir 3i creopenns KC3I B IKC.
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3aranpHy MOJNOXKEHHA mpo ciyxOy 3axucty indopmarii (C3I). 3aBmanns C3I.
®yukuii C3I: nig gac ctBopenns KC3I; mix gac ekcruryatanii KC3I; 3 opranisarii
HaBYaHHS MepCOHAIy 3 MHUTaHb 3a0e3neueHHs 3axucTy iHpopMarii. [ToBHOBaXkKeHHS
ta BigmoBimambHicTe C3I: mpaBa C3I; o6oB’s3ku C3I; BigmomimameHicTs C3I;
B3aemozis C3I 3 IHIMMH MiOPO3IiIaMH Ta 30BHIINIHIMU OpraHi3allisiMH; IITATHHIMA
poskian Ta crpykrypa C3I. Opranizamis poGiT cmyx0bu 3axucty iHpopMmarii.
®inancysanns C3I.

O6rpynryBanns HeoOxiagHocTi crBopenHss KC3I. [TincraBa nmns BUu3HaueHHs
HeoOximHocTi crBopenHi KC3I. Buximui maHi uisi oOrpyHTYyBaHHS HEOOXiTHOCTI
ctBoperHst KC3I. ITpuitastta pimenHs npo HeoOxinHicTh cTBopeHHs KC3I.

O6cTe:xennsn  cepepoBumy  ¢ynkumionyBanHs IKC.  OGcrexeHHS
obuncmoBasibHOI cuctemu IKC. OOGcrexxeHHs iHQOpPMAIiHHOTO CepeIOBHIIA.
O6crexenns ¢izugHOro cepenonuina. OOCTe)XEHHS CepeOBUINA KOPUCTYBadiB. AKT
obcrexxenns. Ilman 3axucty iHdopmanii B IKC. Ilepenik 00’€KTiB 3axmuCTYy.
[ToTenwiitni 3arpo3u 1 iHdopmarii, MOAeNb 3arpo3 Ta MOAEIb OPYLIHUKA.

®opmyBannsa 3aBaanHsa nHa crBopenns KOC3I. 3asmanns 3axucrty
inpopmanii B IKC, mera crBopenns KC3I, BapiaHT BHpillleHHsS 3aJad 3aXUCTY,
OCHOBHI HaIlpsAMH 3a0e3IeUeHHs 3aXUCTy. AHAJI3 PU3UKiIB (BUBUCHHS MOJEINI 3arpo3
i Mozmeni mOpyIIHHMKA, MOXJIMBHX HACIIAKIB BiJ peajizamii MOTEHIIHHUX 3arpos,
BEJIMYMHA MOXUJIMBHX 30UTKIB Ta iH.) 1 BU3HAUYEHHsS IEpeJliKy CyTTEBHX 3arpos.
BusHadeHHs 3araiabHOI cTpyKTypH Ta ckiaxy KC3I, BUMOTH 10 MOXKIIUBUX 3aXOJiB,
METONiB Ta 3aco0iB 3axucTy iHGopMmalii, JomycTuMi OOMEXEHHS II0J0
3aCTOCYBaHHS IIEBHHUX 3aXOXiB i 3ac00iB 3axucty (0OMEXEHHS IIOAO0 BUKOPHUCTAHHS
3ac00iB aKTHBHOTO 3aXHCTY BiJ BUTOKY iH(popmMalii kaHaramu I[IEMBH 3a paxyHok
BUKOpHCcTaHHS 3aco0iB EOT B 3axuinmeHoMy BHKOHAHHI TOINO), iHII OOMEXeHHS
oo cepenouin GyHkiionyBaHHsI IKC, oOMexeHHs 110,10 BUKOPUCTAaHHS PECypCiB
IKC mns peamizarii 3amad 3axucTy, IpuiyctuMi ButpaTu Ha cTBopeHHs KC3I,
YMOBH CTBOpPEHHS, BBeJleHHsI B Jit0 1 PpyHkiioHyBanHs KC3I (oxpemux ii miacucrem,
KOMITOHEHTIB), 3arajibHi BIMOI'H O CIiBBiJHOIIEHHs Ta MeX 3actocyBaHHA B IKC
(oxpemux ii migcucTeMaxX, KOMIIOHEHTaX) OpraHi3alliifHUX, iH)KeHEepHO-TEeXHIYHUX,
TEXHIYHUX, KpUNTOrpadidHNX Ta IHIONX 3aXO0JiB 3aXHUCTy iH(opMallii, 110 BBIHIYTH
mo ckimagy KC3I. OdopmieHHs 3BiTYy Ipo BHUKOHAHHS poOOIT Iiel cranii Ta
odopmiteHHs 3asBKH Ha po3pobky KC3I.

Po3pooka moJiTuxku Gesnexu indopmanii B IKC. BuBuenns 06’ekra, Ha
sikoMy ctBoproeThesi KC3I, mpoBeneHHsI HayKoBO-moCHiqHUX pobiT. Bubip BapianTy
KC3I. OdopmiteHHs OTITUKHA O€3MEKH.

Po3po6ka TexHiunoro 3aBaaHHa Ha cTBopeHHs KC3I. IlpusnaueHHsa Tta
OCHOBHHUI 3MicT TexHiuyHOro 3aBianHs (13). Bapiantu odopmnenns T3 na KC3IL
Oco6muBocti T3 Ha KC3I mna interpoBanux IKC, ski OyoyroThCs 3a MOLYJIBHUM
IIPUHLIUIIOM.

Po3po6ka mpoexktry KC3I. Ilopsmok po3pobku mpoexty KC3I. Eckiznuii
npoekT KC3I. Texniunuit npoext KC3I. Po6ounii npoext KC3I.

Benennss KC3I B gmito ta ominmka 3axummenocti indgopmanii B IKC.
[TizroroBka oprasi3aliifHOI CTpPyKTypH Ta po3po0Ka po3HOPsAINX TOKYMEHTIB, IO
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perIaMeHTYIOTh AisUIBHICTH 13 3abe3nedeHHs 3axucty iHopmarii B IKC. HaBuanus
KOPHUCTYBadiB.

Kommexcysanns KC3I. BynisenbHo-MoHTaXHiI poGoTH. IlyckoHamaromkyBaibHi
pobotu. ITonepenni BunpoGyBanus. Jlociigna ekcruryaraunis. Jlep)kaBHa eKCIepTH3a
KC3I.

Cynposop:kennss KC3I. Ilopsnox BuKOHaHHS poOIiT 3 oprasizauiiiHOro
3abe3neuenHs ¢yHkiionyBaHHsa KC3I Ta ynpasminus 3acobamu 3axucty indopmarii
BiANIOBIZHO [0 IUIaHY 3aXUCTY Ta eKCIUTyaTalliifHOl JOKYMEHTAIlil Ha KOMIIOHEHTH Ha
xomnoneHTH KC3I, rapanrifiHOMy Ta  micasrapaHTiiHOMY  TEXHiYHOMY
00CITyroByBaHHIO 3ac00iB 3aXHUCTy iH(OpMALIii.

Tema 9. Ynpapainug ingopmaniiiHoo 6e3nexoro

IlepenymoBH Ta OCHOBHI HampsIMKH PO3BHTKY MeEHeXKMeHTY y cdepi
inopmaniiinoi 6e3nexu. Mera, 3aBIaHHs, IepeIyMOBH Ta HAIPSIMKH OpPraHi3amiiyol i
YIIPaBJIiHCBKOI pobotu y cdepi iHpopmaniiinoi Gesmeku. [isUTbHICTE MIKXHApOIHHX
opraHizamii y cdepi iHbopmamiiiHOoi Oesmeku. JlisSUTbHICTE cCreIrianizoBaHuX
MDKHAapOOHHMX oOpraHizamii y cdepi iHdopmarmiiinoi Oesmekd. VYIpaBiiHHA
iHbopMalLifiHOIO 6e3MeKor0 Ha piBHI IOTY)XHHX IOCTAYalbHHUKIB iHPOpMAIiHHAX
CUCTEM.

Teoperuuni ocHoBu iHdopmaniiinoi OGe3snexu. [lomsarrs indopmamilinol
OesnekH Ta ii cknanoBux. IHdopmariiina Oe3neka ta kibGepOesneka. 3arposu Ta mKepena
3arpo3 iHpopManiiiHiii 6esneni. Kiacudikanii 3arpo3 indopmamiiiniii 6esnemi. Buau
iHdopmarrii 3a nmpaBoBuM pexumoM. Kareropii inpopmariii 3 oOMe)eHUM JOCTYIIOM
BIAIIOBIZTHO 10 YKpalHCHKOTO 3aKOHOHABCTBa. [HGopMalliiiHi pecypcu Ta inpopmarliiiina
iHppacTpyKTYypa.

HopmaTtnBHO-npaBoBe 3a0e3neveHHss iHdopmaniiiHol Ge3mexkn YKpaiHm.
HopmatuBHO-ipaBoBe 3a0e3neueHHs iHdopmauiiiHoi Oesmeku Ykpainu. OcHOBHI
IOJIOJKEeHHs IoAo 3abe3nedeHHs iHQopMaliitHoi Oesnexu Ykpainu B Konctutymii
Vkpainy, 3akoHax VYkpainu “IIpo HamioHamsHy OGe3meky VYkpainu”, “IIpo
iHdopmartiro”, “Ilpo ocHOBHI 3acanu 3abe3mnedeHHs KiGepOesmexku Ykpainu”, Ykazax
IIpesunenta Yxpainu “IIpo Crpaterito HamionanmpHOi Oesmexku Yxkpainu”, “TIpo
INOKTpUHY iH(opmauifinoi Oe3meku VYkpainw”, «[Ipo crpaterito KiGepGesmeku
YKkpainm».

Cranpaptun y cdepi ynpaiinHsa iHdpopManiiiHOI0 (Ge3nmeKo0 Ta ynpaB/liHHS
O0esnexoro IT. Crammaptu ymnpaBniHHA iHbopmamiitHoo Gesmekoro. ITIL. COBIT.
Crannaptu cepii ISO/IEC 27000. Cranmaptu cepii JCTY ISO/IEC 13335. HJ T3I.
Inmi cragmaptu. I'apMoHi3amis MiKHApOAHUX CTaHAApTiB Yy cdepi ympaBIiHHS
inpopmariitnoto Gesmekoro. I'CTY CVYIB 1.0/ISO/IEC 27001:2010. T'CTY CVIb
2.0/ISO/IEC 27002:2010.

Yupasiinasa indopmaniiiHolo 0e3mexor0 miANPHEMCTBA HA  OCHOBI
crangapriB cepii ISO/IEC 27000. 3aranbHa XapakTepUCTHKa CTaHIAPTIB cepil
ISO/IEC 27000. Ornsag crangapty ISO/IEC 27001. Crpykrypa cragmaprty ISO/IEC
27001. Mogens cucteMu ynpasiiHHA iH(opMmamiiiHow Gesmnekoro IIBITI] (PDCA).
Bumoru cranzapty i crmoco0u ixX peaisariii.
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Po3poGka Ta BOPOBAJ:KEHHSI CHCTEMH YNPaBJiHHA iHQopMauiiiHoI0
Ge3nexoo. ETanmu po3po6Ku i BIpOBa[KEHHS CUCTEMH YIPaBIliHHS iHQOpMaIiiHO0
Gesmexoro. Opraisauifini acmekTH BIPOBA/UKEHHS CHUCTEMH  YNPaBJIiHHA
inpopmartitinoro  Gesmekoro. OcoOaMBOCTI MOOYNOBH CHCTEMH  yNPAaBILiHHS
inpopmamniiinoro Gesnekoro Ha ocHoBi craHmapriB cepii ISO/IEC 27000.
Ceptudikaris cucteMu ynpaBiiHHs iHQopMaIiifiHO 6e3MEKOIO.

@®opmyBanHs mnojiTuku indopmaniiinoi Oe3nmekH Ha NiANPHEMCTBL
Crpykrypa momiTHKA iHQopMamiiiHoi Oe3neku Ha IIANPHEMCTBI Ta IIPOLEC il
pospobku. Kacudikarmiss iHdopmamifiHux pecypciB mianpueMcTsa. Metonu
ynpasiiHHs iHdopManiiiHoo Gesmekoro. 3axomu 3abesnedeHHs iHGoOpMalidHOL
OesnleKM Ha aAMiHICTpaTUBHOMY piBHI. 3axomu 3abe3nedeHHs iHGOpMalidHOI
Oe3IeKy Ha IPOIeAyPHOMY PiBHI.

Cayx6a indopmaniiinoi Gesmekn Ha  mignpumemcrsi. Ciyx06a
inpopmariiinoi Oe3meku SK Cy0’€KT pPO3pOOKM 1 BIPOBAIDKEHHsS CHCTEMHU
ynpaBniEEs  iHQopmanifinoro Gesmekoro. OpraHizamiifHa CTpykTypa CiyxOu
inpopmaniiinoi Gesnexku. Tumosi 3aBmaHHA ciyxOm iHbopmanilinoi OGe3mexw.
Bumorn g0 ¢axiBusg 3 ympaeniHHA iH(popMamiiiHolo Oemsekor. Pobora 3
IIepCOHAJIOM IIiANPUEMCTBA.

Ynpapainns pusukamu ingopmaniiinoi Oe3nexn mignmpuemcrBa. AHami3 i
YOpaBIiHHA pu3MKaMu iHpopMariiiHoi Oesmeku. CTBOPEHHS PEECTPY PHU3HKIB.
Inentudikaiis 3arpos i ypasnuBocteil. OniHKa pU3HKiB. YIIPaBIiHHS PU3UKAMH.

Ynpagiinag inuugentamu ingopmaniiinoi 6e3nexu. IToHATTa iHUMOEHTY
inpopmartiiinoi Gesnexku. BussneHss iHImAeHTiB. PearyBanna Ha iHIMIEHT: aHai3
iHIIMIeHTy, pO3CHiAyBaHHsS IHUMAEHTY, 3BiT Mpo iHOUAEHT. 3amobiraHHs
BUHHKHEHHIO 1HIIMAEHTIB. YCYHEHHS HACiAKIB iHIUIEHTIB.

Aynur indopmauniiinoi Gesmeknm Ha mnianpuemcrBi. IlonHaTrs aynauty
indopmaniiinoi G6esmexu mignpuemcrsa. Crangapr COBIT. Ilpaktuka npoBeeHHS
ayauty Oesmexku. ETamy NpoBeNeHHSA ay[qWTy: iHIIIOBaHHSA NPOLENYpPH ayIurty;
36upaHHs iHQopMalii; aHami3 JaHUX ayAuTy; BHPOOJEHHS peKOMEH.alii;
iITOTOBKA ay IUTOPCHKOIO 3BiTY.
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KPUTEPII OIITHIOBAHHSA
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IMHICHEMOBO HaJa€ pPO3IIUPEHY Bimmosigp. KoxHe 3anmuTaHHA omimroerbes B 200 Gaiis.
PospaxyHok 3araisHor 6any (3b):

3b=(T11+I12+I13)/3

PiBenb 3Hanb | bajau KpuTepii oniHOBaHHS 3HAHD

ITouaTKOBH 100-107 |AGiTypi€eHT Ha3UBa€ 3arpo3H inopmauiitxiit 6e3meni

108-115 |A6GitypienT HasuBae Knacudikye 3arposu indopmaniiHin
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chepi ynpasninus iHGopManiiHO©O 0e3MEeKOI0
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iHbopMallifiHOI0 6€3MEeKOI0
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npaBliHHs iHbopMaIliiiHo 6e3MeKO00
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Cxnax ¢axoBoi arecramifiHoi KOMiCii BH3HAYA€TBCS HAKa30M pEKTOpa
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