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3ATAJIBHI TOJIOKEHHSI

AGITYypieHT 3 OCBiTHBO-KBai QiKaIiHAM piBHEM OaxanaBp [TOBHHEH 3HATH:

— OCHOBHI IIOHATTS Ta BU3HAYEHHS TEOPil 3aXUIEHUX iHpopMariiHuX cucTeM;

— OCHOBHiI IIPOIECH Ta MOJeNi 3a6e3le4eHHS Oe3meKi 00YHCITIOBAJIBHUX
CHUCTEM;

— OCHOBHI BHMOTH JIO0 IPOIPaMHOro 3a0e3IedeHHs, 0 BUDIIIye 3aBIaHHS
3axXUcTy iH(popmarii;

— 3MICT HaIllOHATBPHUX Ta MIXXHApPOJHUX CTAHIApTiB Ge3rexn iHpopManifHuIX
TEXHOJOT1I;

— THIOBI METOOM Ta 3aco0M 3abe3leyYeHHS  Ge3meKn Cy4acHHX
iHopManifHuX TeXHOIOTIi;

— TPUHIMIY TOOYAOBH CyJacHUX KPUNTOTPadidHuX CHCTEM;

— OCHOBH II00YNOBH Ta BUKOPHCTAHHS CUMETPUIHHIX KPUIITOCHCTEM;

— OCHOBH IOOYZOBH T2 BUKOPHCTAHHS ACHMETPHYHHX KPUIITOCHCTEM,

— OCHOBHI IIOJIO)K€HHS KPHIITOaHAITi3y.

— MeTOIH 0Oy NOBU Ta BUKOPUCTAHHs KpANTOrpadidHmx IIPOTOKOJTIB;

— T00yZOBY Ta BUKOPHCTAHHS CHCTEM €NIEKTPOHHOTO u(pPOBOTo MiAMKUCY

— CyYacHi CHCTEMH KPUNTOrpadidHOro 3axucty inpopmarii;

— TEXHiYHi KaHaJK i METOM HECAHKIIIOHOBAHOTO JOCTyITy A0 iHdopMarii:

— THIIOBi METOIH Ta 3acO6H TeXHIYHOro 3axucTy iHbopManii;

— THIOBI MeTOAM Ta 3aco0M BHpilEHHS npo6leMH  KOMILIEKCHOTO
3abe3neyeHHs iHpopMaliiiiHol Gesmexy B inpopmaniiiHo-KoMyHiKaniffHIX cHcTeMax
Ta Mepexax;

— CTpYKTypy, GyHKNii Ta peaiisamito 3aco0iB 3a0e3ledcHHS Ge3MeKH B
OnepanifHuX CHCTEMAX;

— OCHOBU Oe3leKH Ta MeTOAu peayizamii 3acobiB 3aXUCTy iH(opmanii B
cucTeMax ymnpasininas 6azamu qauux (CYB]I);

— 1o0ynoBy, IPHHLWIKA il Ta peanizaiiro MIPOrpaMHO-anapaTHUX 3aco0iB
3abe3reveHHs1 iHQopMaNiiiHOl Ge3MeKH B PO3IOLIEHIX 0OUKCIIIOBAIBHNAX CHCTEMAX
Ta MEpeXxax;

— METOIH Ta 3ac00M 3aXKMCTy MPOrpaM Ta AaHUX BiJ pyHHYOUHX IIPOTrpaMHUX
3ac00iB Ta BiX mporpaMHHX 3ac00iB, INpU3HAYEHHX JUII HECAHKI[IOHOBAHOIO
nepenny inpopmarii;

— MCTOAM Ta 3acO0M  3aXHCTy IIPOrPAMHOTO  3abe3ledyeHHs  Bif
HECAHKI[IOHOBaHOI MoAMbiKaLlii Ta PO3MOBCIOMKEHHS;

— MeTOIU Ta 3aco0H 3axucTy odicHEMX JIOKYMEHTIB BiJi HECAHKI[IOHOBAHO]
MO (DiKaIlil Ta PO3MOBCIOMKEHHS,

— OCHOBHI HaIpSIMH PO3BUTKY KOMILTIEKCIB 3ac06iB 3aXHCTy B iH(OpMaLiiHO-
KOMyHIKaIlifHMX CHCTeMax Ta Mepexax;

— OCHOBU eKCIUIyaTallii HOBITHiX KOMIUIEKCIB 3aco6iB 3aXUCTy B
inpopMmariitHo-KOMyHIKaIifiHIX CHCcTeMax Ta Mepexax;
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— MeToaM 3ale3nedyeHHs OGe3nexu iHdopmaniiiHo-KoMyHiKaIiHEUX cHcTeM Ta
POIeciB iX PyHKIIOHYBaHHS B yMOBax KiGE€pHETHYHOTO BILIKBY;

—  TIpU3HAYeHHs, MOXIUBOCTI Ta HPUHIUIK 1106y IOBH indopmaniitaux cucrem
Kimacy SIEM;

— MOXJIIMBOCTI, CKJaj, NPU3HAYEHHS Ta (YHKLii KOMIIOHEHTIR IIPOrPaMHOIO
kommutekcy IBM QRadar SIEM;

— OCHOBH DOSTOPTaHHS, 3aCTOCYBAaHHS Ta ajMiHiCTpyBaHHS IIPOrPaMHOI0
komiiekcy IBM QRadar SIEM;

— KaHaJli Ta METOJM HECAaHKIiOHOBAHOTO O/lePIKaHHS inpopmarii;

~ OCHOBHI METOJH TeXHIYHOTO 3aXHCTY iH(pOpMaii;

— TpPOTpaMHi METOIH Ta 3acO6H 3aXHCTy indopmarii;

—  CHCTeMM Ta KOMIUIEKCH TEXHITHOTO 3aXUCTy iHDOpMaLii;

— TOPSJOK pO3pO0IIEHHS TEXHIYHOTO 3aBIaHHS Ha ctBopenHs KC3I;

— TOPANOK  pPO3POOJEHHS IPOEKTHOI, poGouoi Ta eKCILTyaTamiiHol
okymeHrartii Ha KC3I;

~ TOpANOK  TIPOBEACHHS  IIyCKOHANATOIKYBAIBHEX  pPOGIT, MOHTXy
obnmamHaHHA 1 aTecramii KOMILTIEKCY TeXHiYHOTo 3axHcTy iHdopMmauii Bim BHATOKY
TEXHIYHIMH KaHAJIAMU;

— IIOpANOK NpPOBENCHHS IHCTANALII Ta iHimiamizamiro KOMILIEKCY 3aco0iB
3aXHUCTy Bifi HECAHKI[iOHOBAHOI'O AOCTYIly, HaJIaroMKeHHSI BCiX MexaHi3MiB
POSMEXYBAHHA NOCTYIly KOPHCTYBa4iB 0 iH(popmawii Ta amaparamx pecypciB IKC,
KOHTPOJIb 3a NisIMM KOPHCTYBauiB, (hOpPMYBaHHS Ta aKTyanisalis 6a3 JaHUX 3aXHUCTY,

a TaKOX KOHTPOJIb LiJTiCHOCTI HpOrpaMHOro 3a6e3nedeHHs Ta 6a3 JaHHX 3aXHCTY;

— IIOPAZIOK TPOBOKEHHS IIEPEBIPKM MpALE3NaTHOCTI 3acobis 3aXUCTY
iHpopMalii B aBTOHOMHOMY pexumi Ta TPH X KOMIUIEKCHIN B3aeMOJT;

— IIOpAROK MPOBEACHHS NOCifHOI ekciutyaranii KC3I -

— TIOPAZIOK OpraHisalii Ta IIPOBEAEHHS IepIKABHOT excneptuszu KC3I;

— IIOPSANOK OpraHisamii Ta mpoBeneHHs cynposoxy KC3I;

— OCHOBHI HaIpSIMH PO3BHTKY CHCTEMH MEHEDKMEHTY Y cdepi
inpopmaniittoi 6e3mexu;

— HOPMaTHBHO-IIPABOBE 3a0e3NedeHHs iHpopMaIiiiHOI 6e3mexy Ha piBHI
JepXKaBH;

— OCHOBH YMNpaBJiHHA iHPOPMaIiifHO0 6e3MeKo0 HiATPHEMCTBA;

— 3acanu 1oOyNOBU CHCTEMH YIIPaBIIiHHS inopmarriiinoro 6e3mexoro
i AIPHEMCTBA BiIIOBIIHO 10 crangaprtis ISO 27k;

— CYTHICTh OpraHi3alifHHX 3aX0miB 3 YIpaBiiHHA iHbOpMariiiHo Ge3mekoro
MiAPHEMCTBA, 30KpeMa CTBOpEHH: Ciyx0u iH(opManiiinoi Gesmekw, po3pobka
IOJITHKA iH(opManiitHoOi Ge3mexu MiAIPHEMCTBA, 3a0e3IIeueHHs ¢isnyHOl Ge3nexn Ta
0e3MEYHOr0 IMOBOMKEHHS 3 HOCIAMH KOHQimeHNifHuX BimoMocTel, NOTpUMaHHS
npouenyp inenrudixanii ta asrenTHdikanii, KOHTPOJIIO IOCTYIly, BUMOT OI€pariifHol
Ta MepexXeBol 0e3NeKn TomIo;

- METOHOJIOTiYHI OCHOBH €KOHOMIKH iH}opManiiiHOT Ge3mexy.



BMiTH:

~ XapaKTepU3yBaTH OCHOBHI IIOHATTS T4 BU3HAYCHHS T€OPil 3aXUIIEHUX
iHdopManifiHux cucreMm;

— MOJEIIOBAaTH OCHOBHI IPOIECH 3a0e3leUeHHS Oe3lMeKd OGUHCIIIOBAIBHIX
CHUCTEM;

— OOIPYHTOBYBaTH OCHOBHI BHMOTH 1O HpPOTPAMHOTO 3a0e3MeyeHHs, 1o
BUPINIY€E 3aBJaHHS 3aXUCTy iHpOpMALT;

— YMiTH OGIPYHTOBYBATH 3aCTOCYBAaHHS HAI[IOHANBHHX Ta MiKHapOIHUX
CTaHAapTiB Ge3nexH iHGOpMAaLiHHMX TeXHOIOTIiL;

— YMIiTH XapaKTepu3yBaTH OCOOIHBOCTI 3abe3leueHHs Ge3leKu Cy4acHHX
iHbOpMaIiHUX TEXHOJIOTIH;

~ XapaKTepusyBaTH NPUHIUIM IOOYyJOBM CydYacHMX KpunTorpadidumx
CHCTEM Ta OpIEHTYBaTHCA B TePMIHOJNOTT i (opMyIrOBaHHIX TEOPETUIHHUX
Pe3yJIBTaTiB MOA0 TXHBOT CTIAKOCTI;

— HajaTH peKoMeHManil Moxo mo0yNOBH Ta BUKOPHCTAHHS aCHMETPHYHHX
KPUITOCHCTEM Ta OCHOBHUX THUIIIB IU(PIB;

— XapaKTepU3yBaTH CyTT€BI IapaMeTpd Ta TOTEHMiNHI  cl1abKOCTi
aCHUMETPUYHHX KPHUIITOCKCTEM T4 OCHOBHUX THIIB MIKA(PIB;

— HalaTH  peKoMeHAalii  momo  moGymoBM  Ta  BMKOPHCTAHHS
KpunTorpadivHuX IIPOTOKOIIB;

— HajaTH peKOMeHpalii Ioj0 noGyJOBM Ta BHKOPHCTAHHS LH(DPOBHX
iTACIB Ha OCHOBI ENINTUYHNX KPUBHUX.

— 3aCTOCOBYBATH Cy4acHI CHCTEMH KpUITOrpadidHOro 3axmcTy iHbopmaii;

—  BHABJIITH TEXHIYHI KaHAJIM BUTOKY iH(OpMAIil;

— BHKODHCTOBYBAaTH THIIOBI METOOM Ta 3acO0M TEXHIYHOTO 3aXHCTY
iHpopmanil Ha 06’ exTax iHQOpMaNiitHOT AisTBHOCTI;

— BHUKODHCTOBYBATH THIIOBI METOAM Ta 3acO0M BHUPpIllleHHS IpoGIeMH
KOMIUIEKCHOro  3abe3meueHHs  iHdopMamiiiHoi Gesmekdm B iHopmariiino-
KOMYHiKaI[ifHIX CHCTeMaXx Ta Mepexax.

~ XapaKTepu3yBaTH  CIPYKTypy, (QyHKHii Ta peamizamito 3aco6is
3a0e3MeYeHHs Ge3MeKy B OIEpAIiHUX CHCTEMAX.

~ XapaKTepu3yBaTH OCHOBH Oe3IeKW Ta METOIHM peallisalii 3aco6iB 3aXHCTy
indopmarii B cuctemax ynpasiiHHs GazamMu qaHEX (CYBL).

— XapaKTepusyBaTH NOOYINOBY, NPWHIMIM Ail Ta peanizalilo MDporpamHo-
anapaTHUX 3aco0iB 3abesmeueHns indopmamiiiHoi Gesmekd B PO3NOIiNeHnK
O0YHCIIIOBATIEHUX CHCTEMaX T4 MEPEeKax.

— pealisyBaTH Ta eKCIUIyaTyBaTH METOOHU Ta 3acO0U 3aXUCTy INPOrpaM Ta
JaHUX BifA pyHHYIOYMX IIpOrpaMHHMX 3aco0iB Ta Bin IIPOrpaMHUX  3aC00iB,
NPU3HAYEHUX JJI HECAHKIIOHOBAaHOTO Ieperisiny indopMarii.

— peali3yBaTH Ta eKCILIyaTyBaTH METOIM Ta 3acob6H 3aXHUCTy NPOrpaMHOro
3a0e3IeYeHHs Bil HECAHKI[IOHOBAHO1 MoU}iKaIii Ta pO3IIOBCIOMKEHHS.

— peanisyBaTH Ta €KCIULyaTyBaTH METONM Ta 3aco0u 3aXUCTy o¢icHUX
JOKYMEHTIB BiJl HECAaHKITIOHOBAHOL Mozaudikamii Ta po3NOBCIOLKEHHS.
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~ XapaKTepU3yBaTH OCHOBHI HAIIPSMHU PO3BHUTKY KOMIUIEKCIB 3aCO6IB 3aXUCTY
B iH(opManifiHO-KOMyHiKaI[iHHUX cHCTeMax Ta Meperxax;

~ CKCIUlyaTyBaTH HOBITHI KOMIUTEKCH 3acO0iB 3aXHCTy B iHbopMmarriiino-
KOMyHIKaIlifHIX CHCTeMax Ta Mepexax;

— CTIBODIOBaTH MOZedi OG’€KTiB 3axWCTy miINpHEMCTBA (opranizariii),
BUKOPDHUCTOBYIOYM CHCTeMHHM MiJXiA BiADOBIZHO m0 BHMOr HOPMaTHBHUX
NOKYMEHTIB;

— CTBOPIOBATH MOJEII 3arpo3 Ha OCHOBI MOJEFOBAHHS CIIOCOBIB ¢izuunoro
NIPOHUKHCHHS 3JI0OBMHCHHKA 10 OO’€KTiB 3aXHMCTy Ta MOIETIOBAHHS TEXHIYHIX
KaHaJliB BUTOKY iH(MopMamii;

— CTBOPIOBATH IOJITHKY Ge3NeKH Ta po3poGIATH BUMOTH IO KOMILIIEKCY
3ac00iB 3axXuUCTy;

— TPOCKTYBaTH Ta pealli3yBaTW KOMIUIEKCHY CHCTEMy 3aXUCTy iH(OpMAILii
IKC opranizanii (miznmpuemctsa) 10 BEMOT HOPMaTHBHUX OOKYMEHTIB CHUCTEMH
TEXHIYHOTO 3aXUCTy iH(opMAariT;

— TOTYBaTM KOMIUIEKCHY CHCTeMy 3aXuCTy iHpopMaumii 10 mepaBHOI
CKCIIEPTH3H, PO3POOIIATH Ta BiANPaIbOBYBATH 3aXOIH CYIPOBOIKEHHS eKCILTyaTaIlii
KOMIIIEKCHOI CHCTEMH 3aXUCTy iH(popManii;

~ XapaKTepU3yBaTH CHCTEMH MEHEMIKMEHTy iHQpopMamiiiHOi Gesneku Ha
Mi>XHapOAHOMY DiBHi;

— X@PaKTCPH3yBaTH CHCTEMM YIpPaBiHHA iHpopMmamiiiHoi Gesneku Ha
IePKaBHOMY piBHI;

— 34CTOCOBYBAaTH CHCTEMHMM IIXiX Wi MOOYZOBH CHCTEMY YIIpaBITiHHS
inpopmartiiinoro Gesnekoro opramizamii (mgnpuemcrsa), ska BH3HAYae 3arajibHy
opraisanito i kmacubikamito cucTeMu gaHMX, CHCTeMy JIOCTyIy, HAaIpsAMKH
INIaHyBaHHsSI, BiAMOBIJaNBHICTE CIHiBPOGITHHKIB, BUKOPHUCTaHHSA OLHKH DPH3HKIB,
TOILO KOHTEKCTI iHopMariiiHoi Ge3mexu;

— 3aCTOCOBYBAaTH CyYacHI CIOCOOM, METOOH Ta 3aco0u yIIpaBIiHHS
HACTYIHAMHU acCIeKTaMH 3aXHCTy: IONITHKOIO Oe3IeKH, apXiTeKTyporo 3aXHUCTY,
MEXaHi3MaMH 3aXUCTy Ta 3aC00aMH 3aXHCTY;

- 3IiMCHIOBATH OLIHKY BiAIOBiZHOCTI ccTeMu YIpaBIiHHS iHQOpPMaLiiHOO
0e3NeKor0 CBOEMy INPU3HAYCHHIO BIANIOBIHO O BHUMOT HIOUHX CTaHAApTIB Ta
HOPMAaTHBHHX JTOKYMEHTIB.

IIPOT'PAMA ®AXOBOI'O ICIIUTY
Tema 1. Teoperuuni ocHOBH 3axumennx indopmaniiinux TexnoJoriii

OcHoBHi mapagurmum  dopmyBanHs  3axHmeHHX indopmaniiianx
TexHoJoriii. OCHOBM (OpMyBaHHS TapaHTOBAaHO 3AXMINEHHX iHpopManiiinmx
TEXHONOTiH. OCHOBH PO3POGIIEHHS rapaHTOBAHMIX CHCTEM 3aXUCTY.

3arauabni Mogeni onucy nmpouecis 3aXHcTy iHdopmanii B komn’oTepHux
cucremax. Cy6’eKTHO-00’ €KTHA MOZEND OIIHCY KOMIT FOTEPHOI CUCTeMH. ABTOMATHA
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Cy0’eKTHO-06’€KTHA MozeNb ONMCYy KOMIT'IOTepHOI cucremu. Ilimxomu mo
(opmyBanHS Mozedi 3arpos. ITixxomu no (bopMyBaHHS MozeNi MOpPyIIHHKA.

OcHoBu Teopii saxmmennx cucrem. ITomiTuku YOPAaBIiHHS JOCTYIIOM.
Mogeni ommcy mnomituku 6Gesmexw. Mopneni 3abe3neuyenHs KOH(iAeHIiiHOCTI.
Moneni 3a6e3nevenns minicrocti. Moneni 3a6e3neuenns JIOCTYITHOCTI.

Crangaprusosani mogei OnHucCy cy4acHMX iH$opmauiliHux TexHoJioriii
Ta METOAM ONIHKH IX edexTuBHOCTI. Mogens, o [IOKIaIeHa B OCHOBY
MDKHapOIHOTo ctaHmapty ISO 7498-2. Mogens, mo noknanena B ocmoBy HJ[ T3I
2.5. Mogens, 1m0 noKiiageHa B OCHOBY MixHapoaHOro crannapry ISO 15408,

Tema 2. IIpuxiaagna KpunToJiorisi

OcHosn kpunrodorii. ITpegver KpHITonorii. Pois xpunronorivaux metonin
B 100y IIOBi cucTeM 3axucTy iHdopMmarii, AKTyaJpHICTh OGYOBH HamilHUX CHCTEM
3B’s13Ky. IIpoGmemMu mpakTHdHOT KPUITOJIOTIi. 3arajbHi THIH KPUIITOATAK.
IpakTyHa Ta TeopeTH4HA CTIHKICTS. Koxysanns Bimxpuroro Ttekcry. ITaxyBanHs
IOOBUIBHUX JAaHUX IS Tniepenadi JiHisIMHU 3B’ S3Ky.

Monyabna apudmernka Ta enemenrtaphi mngpu. Jlumky 3a MomyseMm.
Binnomensss mopiBHsHHSL Posmmipenuit amroputm EBkmiga mms  umcen Ta
MHOTOWIeHiB. MoxynsHa apudmeruka. Ulndpu 3aminw, ramyBaHHS Ta
niepecranoBkd. Iudpu nponopmifinoi Ta mnomandasitaoi 3amimm. Meronuka
AelnppyBaHHS MH(PY OPOCTOT 3aMiHM.

IlopiBnsinHS 3 ogHHM HeBizoMHM. Teopemu Eiinepa i ®epma. ITopsmox
UHCIA Ta HepPBICHMH KOpiHb 3a MoxmymdeM. CHcTeMa JHHINHEX IOPiBHAHE Ta
KATAHChKa TeOpeMa IPO 3allMIUKH. 3araibHUM MeToN PO3B’sI3yBaHHs JIiHIHHUX
TIOPiBHSHE 3 OJHHM HeBiZoMHM. BracTHBoCTi crememnenmx HOPiBHIHB. J[BOYIeHH]
TIOPIBHSHHS BUIIMX CTENEHIB 33 IPOCTHM MOJZYJIEM.

biiokoBi cumeTpuuHi kpunTocHeTemu. SaranbHa XapaKTEPUCTUKA OJIOKOBUX
CKIafaeHux mupis. [Tpurimnm no6ynosu 610Kk0BHIX umdpis. Kommonentu cygacuoro
GrmokoBoro muppy. ATakd Ha 6IOKOBI mmbpu. Bnokosuit mmdp DES. Cranggapr
KpHunrorpagiuaoro mnepersopenss mauux IOCT 28147-89. Crannmapt cumerpudnOro
um¢ppysanasa AES / Rijndael.

ACHMETPUYHI KDPHNTOCHCTEMH Ta OCHOBHI THOH mudpis. 3agaui
KPUNTOJIOTI], IO NpPHUBETH X0 MOHATTS acCUMEeTpH4HUX Imwmopis. ITomsrrs mpo
OIHOCTOPOHHI (QYHKIT Ta OAHOCTOPOHH] (YHKIIT 3 Ja3iBKamu. Kpunrocucrema RSA,
KpunrocuctemMa Enb- I'amalns, IpOTOKON y3rompkeHHS KIIOYIB Hiddi-Xemmana.
Housarrs rem-¢yuxuii. Iudposuii miamme Ha OCHOB] KpunrocuctreMd RSA Ta
KpunrrocucteMu Enp-I"amans.

I'enepaTopn nceBnoBMnaaKoBuX 4YHce. Ipuanuny noGymoBy Ta BIACTHBOCTI
I€HepaTopiB ICEBIOBUIIAIKOBUX YHCEL. 3aCTOCYBaHHS [€HEPATOPIB IICEBIOBUIANKOBHX
TNOCITIJOBHOCTeH IpH HMOBipHiCHOMY umpysanHi. [Tpukinam kpumroctitikux I'TIBY:
ANSI X9.17, RC4.

Ynpapninns kiaodamu. XKuTTeBuil muKn Kmouis. [ToHSTTS PO  KIIFOYOBY
cucteMy. IIpoTokomu TpaHCIOPTYBaHHS Ta y3TOmKeHHsS KIFOUIB. ITeperBopenns
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Kiouis. Kpunroanroputm RC4. @opMyBaHHS KIIOUiB. Anroput™m DES B pexunmi
ECB.

IlosaTTst mMpo enekTponHuii unppoBmii mixmuc (EIIIT). TIlpuseavenus,
3aCTOCYBaHHsA, BNAacTUBOCTI i Bumorm jo EINI. 3arameHa cxema moGymoeu ELIIL
Cxemu entekTponHOro nudposoro mixmucy: RSA, Enp-Tamains; DSA.

CyuacHi CHCTEMH Kpunrorpadgiuaoro 3aXHMCTy indopmanii.
Kpunrorpadidauii mpoTokon Ta HOro OCHOBHI BiacTuBocTi. OCHOBHI PUHITUAITN
nobynosu i aHamisy kpunrorpadiummx npotoxomiB. OCHOBHI Kiac i BumH
KPUNTONPOTOKOMIB. 3aranbHa Kiacudikamis arax Ha mnpoTokomn. CTaHmapTH
KpunronpoTokoniB B InrepHer. ITporoxonu ayreHTH}iKauii Ha OCHOBI acuMeTPHIHOT
KPHUIITOCUCTEMH 3 BHKOPHCTAHHSIM JOBIpeHOI 0cOOM i Ha OCHOBI HOKa3iB 3 HYJIHOBUM
PO3TOJIONIYBaHHSIM 3HAHHS.

Tema 3. 3axucr indopmauiiino-komynikaniiiHnx cucrem

OcHoBHI MOJIOKEHHSI CHCTEMH TeXHiYHOre 3saxuery -imdopmanii B
KOMIl'lOTepHHX cHcTeMaX. [loctaHoBka mpoblieMH KOMIDICKCHOTO 3abesrederHs
inpopmaniiaoi Gesmexu iHbOpMalifHWX Ta KOMYHIKAaIiMHHX CHCTEM Ta Mepex.
BpazmuBocti iHdopmaniliHo-koMyHiKaniifaux cucteM ta Mepexx (IKCM) ta npuausu
ix BUHUKHEHHs. OCHOBHI NPHHIUIN po3po6Ky KoMIuiekciB 3aco6iB (I(33) ITCM sk
PO3MOAIIEHUX CePEIOBHIIL. .

Mexani3Md Ta 3aco0m 3axmeTy omepamiiiHMx cHcTeM. 3arposm
onepaiiHuM cHucTeMaM. 3arajbHi MiIXOAM 3aXHCTy Bif aTak 3 METOX BiAMOBH B
00CITyroByBaHHi Ta BiJl aTak 3 METOI OTPHMAHHS HECAHKIiOHOBAHOTO JIOCTYIY 1O
indopmarii.

MexaHi3MHn Ta 3aco0H 3aXMCTy onepaniiiHuX cucreM cimeiicrea Microsoft
Windows. OcobmBocTi Mozeni 3aXUCTy onepanifHuX cucTeM cimeiicTsa Microsoft
Windows. HIraTai MexaHi3Mu Ta 3ac0o0H 3axucTy. MeTOIMKa BUKOPHUCTAHHS 3aC00iB
3axXuCTy. JIOKalbHi KOPUCTYBayi Ta IPyny KOPUCTYBadiB. YIPaBIiHHS OONIKOBAMU
3aImucaMy Ta IpoduIIMU KopucTyBauiB. [ pynosa mosiTika Ge3nexd.

MexanisMu Ta 3aco0H 3aXHCTY CHCTEM KepyBAHHSI 0a3aMH JaHHX.
Ilpyuwny, BMAM, OCHOBHI METONH IIOpYINEHHS KOHQimeHNifHOCTI B cucTeMax
kepyBanHs 6azamu nammx (CKBJ). Bararopisuesi pemsmiiizi CKBI. Metomm
saxucty CKB/I.

Konmenuis cucreMn O0e3mexkm CHCTeMH KepyBaHHSt 0a23aMH  AaHUX
cimedicrea MS SQL Server. IIpusnadenns, tpajuniiina cpepa BUKOPHCTAHHSI Ta
saranpHonomupeHi 3arposum CKBJ[ cimedictBa MS SQL Server. 3aramsha
XapaKTepUCTHKA CUCTEMHU 3aXHUCTY.

MexanisMu Ta 3aco0H 3aXHCTY BiA WIKIIJIHBHX NPOrpaMHHX 32co0iB.
Pyiinyroui nporpamHi 3aco6u. IIporpaMu 3 MOTEHIINHO MIKiAIMBUM BIUIMBOM Ta X
BracTuBoCTi. HopMaTnBHA Ta 3aKkoHOHAaBUa Gasza B raiysi 3axMCTy Bif IIKiIIMBHX
nporpaMHux 3aco0iB. OCHOBHI Kimacu pyifHyroumx mnporpam. Bipycu Tta ,,rposan”,
BU3HAYEHHA Ta Kiacu@ikamis. 3aco0H pO3MOBCIOMKEHHA. MeTomu Ta 3acobm
KOHTPOJIFO Ta MPOTHUAIL BipycaM 1a ,, TpossHamM”.
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3arasbHa XapaKTepUCTHKA KOMII’IOTepHHX BipyciB. IcTopnuna mosizka.
BusHaueHHs KoM’ iorepHoro Bipycy. OcHoBHi BiaactuBocTi. Knacudikarris Bipycis.
Ocob6mmBocTi (aiiioBux, MepexeHHX, 3arpy304HHX Ta Makposipycis. Crenc Ta
noniMopdHi Bipycu. ILInsaxu po3noBCIomKeHHs BipyCiB.

MeTtoau Ta 3aco0u 60porn6H 3 KoM’ 10TepHUMH Bipycamu. IIpodinaktrka
3apakeHHs Bipycamu. BuKopucTaHHs 3ac00iB oIepaliiiHOl CHCTeMH Ui MPOTHAii
Bipycam. ITpoTuis po3MOBCIOPKEHHIO BipyciB 3 3MiHHMX HociiB iHdopmanii (Flash-
maM'aTh T4 KOMIAKT-IuckH). KpuTepii OLIHKH SKOCTI aHTUBIPYCHHMX MPOrPaMHMX
KoMiuiekciB. CHIHaTypHi MeToAW BHW3Ha4YeHHs BipyciB. BusHadeHHs Bipycis 3a
JOIIOMOT'OFO aHaIi3y MOiH.

Metoau Ta 3aco0u GopoTh0H 3 mporpamamMu keijorepamu. IIpusnaueHss
nmporpaMm KeimorepiB. IHTepHeT pecypcH B SKHX NpEICTaBlICHI KeHIOrepw.
IHcTaysAIis Ta HAacTpoiika BH3HaUeHOro Keimorepa. BusHaueHHs mporpam
aHTHKeIorepis.

Texnouqoria 3axuery Bix DOS ta DDOS aTtak Ha KoMI’IOTEpHI Mepexi.
IMorstrs DOS Tta DDOS arak. Merta npoBefeHHsT aTaku. MeTononoris peasisamii
DOS ta DDOS arak.

3axHucT eJeKTPOHHOI momTH. THUIOBI 3arpo3d AU €JIEKTPOHHOI IIOIITH:
HecaHKI[iOHOBaHUI BHTIK iHQopMamii, TPOHUKHEHHS BipyCiB Ta TpOSHIB,
3aCMIiYEeHHSI MTOIITOBOTO SIIUKA.

Baxuer Web-cepsepy Apache. Bitumsnsna HopMatuBHa 6asa B ramysi
3axucty Web-cepBepy. HopmatusHi kputepii 3axumenocti Web-cepsepy. Ouinka
3axuiieHocTi Apache Bi aTaku Ha BiTMOBY B 00CIIyTrOBYBaHHi.

3axuct Web-cepsepy. Bitunsusna HopmaTtuBHa 6a3a B raiysi 3axucty Web-
cepsepy. HopmarueHi kputepii 3axumeHocti Web-cepsepy.

Tema 4. SIEM-cucremu

Metoan 3a0e3nedeHHs Oe3meKkH, siKi peatisyloTbess B iHdopmanidno-
KoMyHikaniiinux cucremax. [IpuHImMNy T00YXOBH aBTOMATH30BAHMX CHCTEM 300Dy Ta
06po6KM JaHWX NPO MOZii Ta HOTOKM B iH(pOpMalilfHO-KOMYHIKaI[iHHUX CHCTEMAaX.
MO>KIIHBOCTI, CKJIaJ, IpH3HAYeHHs Ta (PyHKIi] KOMIOHEHTIB IPOrpaMHOI0 KOMILIEKCY
IBM QRadar SIEM. OcHOBA pO3ropTaHHs, 3aCTOCYBaHHA Ta aIMIiHiCTpyBaHHsI
nporpamuoro kommiekcy IBM QRadar SIEM. TIoHATTS «KATTEBUN LK KHOepaTakmy.
3MicT eTamiB mporecy Kubeparaku. IIOHSTTS «IEHTP yNpaBliHHA KiGepOesmekoroy.
ITpu3HadeHHs Ta ocHOBHI 3aBnanus SOC. OCHOBHI MOXIHMBOCTI LEHTPY yHPaBIiHHS
ki6epOesnekoro. OcHOBHI iH(OpManiiiHi TeXHONOTII, SKi MOKIAAEHI B OCHOBY LEHIPY
ympaBiiHHA KiGepGesnekoro. Ckiajy KOMaHIYW Ta OCHOBHI (YHKUiOHANBHI 00OB’SI3KH
daxiBIiBp meHTpy ympaBiiHHsa  KiGepGesnekoro. [Ilomsrrs  «SIEM-cuctemay.
[TpusHayenns Ta ocHoBHi ¢yHkiii SIEM-cuctemu. Apxitektypa SIEM-cucTremm.
Jhxepena manux ans SIEM-cuctemu.
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Tema 5. OcHoBu Oe3meKH KOMIT’IOTEPHHX MeEPex

3arajibHi DpUHOHNE TOGYIOBH Ta OpraHisamii KOMII’IOTEPHHX MEpeK.
PospaxyHox mapamerpis IP-ampec. OcobGmuBocTi  poboTH KOMYTaTopiB Ta
MapIIpyTH3aTopiB. IIpHHIMI POGOTH  MapUIPyTH3aTOpiB. ATperyBaHHS KaHaJIiB B
KOMYTOBaHHMX Mepexax.

MpoTokosinm Ta AJropuTMH  Mapmpytusanmii. OpmoMapuwpyTai — Ta
GaratoMapIupyTHi anropurmu. ORHOPIiBHEBI Ta i€papXidHi alrOPUTMH. CratuyHa Ta
nuHAMigHa MapipyTu3samis. [Iporokon mapmpyTusanii RIP. IIpoTokon MapIpy TH3amii
OSPF. Iporokon mapmpytusanii BGP. ITporokon mapmpyTusauii IGRP/EIGRP.

IIporoxosnn Gesnexu Ha piBHAX Moaeni OSL Tunyu aTak Ha KaHATBLHOMY piBHi.
[IpOTOKON iHKANCYJIAMil KaHAIBHOTO PIiBHA M 3’€AHAHDb [IOOAIBHHX MEpPexK.
ITporoxon STP/PVST. 3acobu mpoTujii atakaMm Ha IPOTOKON STP/PVST+. IIpoToxonu
Gesmekd Ha MepexeBoMy piBHI. IIpoTokonm OGesmekn Ha TPaHCIIOPTHOMY PiBHI.
Kepysanns ceancamu TCP. ITporokon UDP. besneka Ha ceaHCOBOMY piBHi. [IpoTokon
SSL/TLS. Ilpotokomu Gesnexu npukiansoro pisasa. [ngpysanns HITP Tpadiky
(pexxum HTTPS).

Bipryaabni Jokanabui mepexi (VLAN). PoGora BipTyambHHX JIOKaJIBHAX

mepesxx. MapmpyTuzanis mixx VLAN y mepexi. PoGora mporokony VIP'y MEpPEeXi.

MoniTtopuar Ta Gesmexa Mmepexi. Meromu Ta 3acobu imenTHdikamii Ta
ayTenTH(iKanii. AyTeHTH(iKalis y MPOTOKONAX KaHAIBHOIO PiBHA Ta y MPOTOKONAX
MapuipyTusanii. Hanamrysasas cayx6 6esnexu AAA. MixxMepesxeBi 3aXHUCHI eKPaHH.
Crvcku yrpasiiaas goctynoM (ACL). Bipryanssi npusatsi Mepexi (VPN). IIpoTokon
IPSec. Pexxum TyHEIIrOBaHHS.

Tema Ne 6. OcHOBH 3axucTy KOHpiAeHIiHHNX JaHHX

3akonn VYkpainm. 3akon VYxpaimm «IIpo indpopmanito», «IIpo 3axuct
epCOHAIBHIX JaHNX», «IIpo mocTymn fo my6iiunol indopMarii».

IlepconanbHa, BJacHa Ta KoH}igeHuiliHa indpopmania. IlepconansHa
inopmanis. IlopiBHAHHA II€PCOHANBHUX Ta KoH(Qigenmifinnx paHuX. IIoHATTS
«KOMepLifHa TAEMHULID).

OcobauBocti gocrymy o indopmaunii. ITopiBrsHHES Bimkpuroi iHdopmanii Ta
inpopMariii 3 oOMexeHHM HOCTYnoM. IIOHATTA Ta€MHA Ta ciay»x06oBa iH(opMaris.
[Tonsittst  «3ammTy Ha idHGopmaniton. I'pud oOmexeHHs  mOCTYyIy (rpud
KOH(IZeHMiMHOCTI). 3aceKpedyBaHHs Ta PO3CEKPETyBaHH:. HOCIIB indopmariii.

Tema 7. ApxirexTypa 3axucry indopmauii

MexaHi3Mu 3axucTy indopManiiiHO-KOMyHIKaUiiHEX cCHCTEM

Bu3HaueHHs Ta 3MIiCT KepyBaHHs HOCTYIIOM. MexaHi3MH KepyBaHHS JOCTYIIOM.
Bu3HadeHHS Ta 3MICT HOBIpYOro KepyBaHHsS [OCTYIOM (JHMCKpeLifiHa MOJIETIB).
AnMiHICTpaTHBHE KepyBaHHs HOCTYIIOM (MaHJaTHA MOelb). IToHATTS Ta 3MiCT pOJIeBOL
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mozmeni kepyBaHHam gnoctymy (RBAC wmopens). IlomarTs Ta 3MICT KEepyBaHHIM
JIOCTYIIOM Ha OCHOBBI aTpu0yTiB KEpPYBaHHAM IOCTYITy (ABAC mozens).

BusuadenHs ~Ta  3MicT  aBTeHTHMQikamii. MexaHismMu  3a0e3nedeHH
aprenTrdiKanii. ABTenTHdiKamis Ha 6a3i mporokony RADIUS. Astentudikamis Ha
6asi nporoxomy TACACS+. AprenTudikaiis Ha 6asi mpoTOKOIY LDAP.

[lousTTs Ta 3MicT Ipomedypu apropusanii kopucrysada. IIoHATTA Ta 3MiCT
IpoLeaypH igeHTHiKallil KOpUCTyBaya.

TomstTs Ta  3Mict  KoHGimeHmifimocti.  MexaHisMu 3a0e3neueHHs
xoudinenuiinocti. Ilomsarra Ta 3micT mocTymHOocTi. MexaHi3MH 3a0e3eUeHHS
pocTynHocTi. [IOHATTS Ta 3MiCT iicrocTi. MexaHi3Mu 3a6e3medeH s HiTiCHICTi.

[ToHSITTS Ta 3MIiCT MOJITHKM Gesmeku iHpopmanii. ITOHATTS Ta 3MiCT Oe3neKu
inbopmanii. [TorATTs Ta 3MicT 3axucTy iHpopMalii B aBTOMATH30BAHUX CUCTEMAX.

TTOHSITTS Ta 3MiCT HECAHKIIOHOBAHOTO JOCTyIy 0 iHdopmanil. [ToHaTTs Ta 3MicT
3aXHCTY BiJ| HECAHKIIOHOBAHOTO JOCTYITY /10 iHdopMarii.

IMoHsTTS Ta 3MicT Mopmedi 3arpo3. IIOHATTA Ta 3MICT MOJENI IMOpPyIIHUKA.
TIoHSTTS Ta 3MicT mociyry Gesmexu. [TOHATTS Ta 3MicT MexaHi3MiB 3axucty. IlomaTTs
Ta 3MIiCT MOl MOITHKH Oe3MeKH.

IIporpaMHo-anapaTHi KOMIUIEKCH 3a0e3medeHHsl 3aXHCTY indgopmanii.
CrcTeMy KOHTDOIIO i KepyBaHHS AOCTymnoM. IIporpamHi KOMILIEKCH AHTHBIPyCHOT'O
saxucry. IIpu3HAYEHHS, XapaKTePUCTHKM Ta OCOOIMBOCTI 3aCTOCYBAHHS MEPEKEBHX
expaHis. CHCTeMHU BUSBJICHHS BTOPTHEHb, IPH3HAEHHS, apxiTexTypa, QyHKIIi.

Tema 8. Kommiiekcni cucremu 3axucty ingopmanii

3arajibHi TOJIOMKEHHS] T4 BHMOTH 00 opraHi3amii poOiT i3 3axucTy
indopmanii Ta MOPAAKY CTBOPEHHS] KOMILJIEKCHOI CHCTEMM 3aXHCTY indopmanii
B IKC. TlousTrs KoMIUIeKcHOi cuctemu 3axucty indopwmauii (KC3I) B IKC. OcHosHi
HOPMATHBHO-TIPABOBI aKTH IOJO OpraHizauii pooiT i3 3axuery indopmanii Ta
nopsaky creopents KC3I B IKC. €xuicTs MOPSAKY CTBOPEHHS KC3I na Bcix eTanax
xurresoro 1ukiny IKC. ITpomec crBopenns KC3I sk 3iACHEHHSI KOMILIEKCY
B3a€MOY3TOUKEHHX 3aXOfiB, CIPSMOBAHUX HA DPO3POCICHHS i BIpPOBaHKECHHA
iHpopMaiitHOi TexHouorii, sfKa 3abe3meuye 0GpOOKY inpopmanii B IKC 3riguo 3
BUMOTaMH, BCTAHOBJIECHMMH HOPMATUBHO-IIPDABOBUMHU aKTaMH Ta HOPMAaTHBHHX
noxymenTis (H]I) y cdepi 3axucty inpopmarii.

OcHOBHi 3aco0n Ta 3axoan, mo Bxoaath a0 ckiaaxy KC3I. KC3I sk 3axonu
Ta 3aco0H, SKi pealizyloTh CIOCOOH, METOIH, MEXaHI3MU 3aXHCTY indopmanii Bix:
BUTOKYy TEXHIYHUMM KaHAJIaMH, JAO IKHX BiMHOCATHCS: KaHalM IOOIYHUX
eJIeKTPOMATrHiTHUX BUIPOMiHIOBAHb 1 HABE/ICHB, aKyCTOEJIEKTPUYHI Ta iHII KaHaJH.
BmB BracTHBOCTel 06po6moBanoi iHdopMaltii, KTacy aBTOMAaTH30BaHOI CHCTEMH
Ta yMoB ekciuryaranii IKC Ha ckiiafi, CTpyKTypy Ta BAMOTH 10 KC3I. 3abe3neueHHs
PEXXHMY CEKPETHOCTI, NMPOTHAI TEXHiTHMM DO3BIAKAM Ta oprasizamiiiHi 3axoxu
MO0 OXOpOHH iH(popMamlii 3 OOMEXeHHM AOCTYIIOM Y IpoLeci NMPOEKTyBaHHS,
po3po0eH s, BUTOTOBIeHHS, ekcrumyaranii IKC.

IopsiioK CTBOPEHHs, 3aBJaHHsA, GyHKLil, CTPyKTypa Ta NOBHOBAKCHHS
cayKk6u 3axucTy indopmanii momo opranizauii po6GiT 3i cTBOpeHHs KC3I B IKC.
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3arampHy HoJOXeHHs mpo ciayxOy saxucty inopmamii (C3I). 3asmamms C3L
®ynxnii C3I: mig wac cropenns KC3I; mig gac excmmyaranii KC3I; 3 opranisanii
HaBUaHHS [IEPCOHAJLy 3 MMUTaHb 3abe3nedeHHs 3axXucTy iHpopmarii. IToBHOBaXKEHHS
ta BigmoBimanbHicTs C3I: mpasa C3I; o6or’s3ku C3I; BimmosimansHicTs C3I;
B3aemomist C3I 3 iHmMMMM mifpo3miliaMy Ta 30BHINIHIME OpraHi3allisMH; IITATHUMA
posknan Ta crpykrypa C3I. Opramizamis pobir ciyx6u 3axucty inpopmarii.
dinancysanns C3I.

O6rpyuryBanns neo6xignocti crBopenns KC3I. Ilincrasa amst BU3Ha4YeHHS
HeobOxigHocTi crBopenni KC3I. BuxinHi maHi 1 oOIpyHTyBaHHs HEOOXiTHOCTI
crBoperss KC3I. TIpuiinsTrs pimeHHs npo HeoOxinnicts crBopenHs KC3L.

OGcrexxenns:  cepenopuml  ¢ynxuionyBanns  IKC.  OOGcrexeHHS
obuncmoBanpaoi cucremMu IKC. O6crexxeHHs iHGOpPMAIHOIO CepeloBHINA.
O6crexeHHs dizaanoro cepenopuiia. OGCTeXeHHS CepeloBHINA KOPUCTYBaqiB. AKT
obcrexxenHs. Ilman 3axucry indopmanii B IKC. Ilepemik 006’€KTiB 3axumcry.
IMoTeHniHi 3arpo3u s iHpopMaIlii, MOZeIb 3arpo3 Ta MOJIEIb MOPYIIHHUKA.

®opmysannsi 3aBganusi Ha crBopennsi KOC3I. 3asmanns 3axucry
inpopmanii B IKC, mera crBopenHs KC3I, BapianT BHpilIeHHS 3aja4 3aXHUCTY,
OCHOBHI HampsiMK 3a6e3MeyueHHs 3aXUCTy. AHaNi3 PU3HKiB (BUBYEHHS MOZENi 3arpo3
i Mozmeni HOpyIIHHKa, MOXJIMBUX HACHiAKiB Bif peamisamii mOTeHUiAHMX 3arpos,
BEJIMYMHA MOXKJIMBUX 30MTKiB Ta iH.) i BH3HA4YeHHS IIepeliKy CYTTEBUX 3arpos.
BusHadeHHs 3aranbHOl cTpyKTypH Ta ckiagy KC3I, BUMOry 10 MOXIHBHUX 3aXO/IiB,
MeTOmiB Ta 3acobiB 3axucry iHQopMmarii, JOmMyCTHMi OOMEXEHHsA IIOXO
3aCTOCYBaHHs IIEBHUX 3aXO/iB i 3ac00iB 3aXKMCTy (OOMEXEHHs MO0 BUKOPUCTaHHA
3ac006iB aKTHBHOT'O 3aXMCTY Bix BUTOKY iH(popMarii kanaramu [ITEMBH 3a paxyHok
BuKopHcTaHHA 3aco6iB EOT B 3axuilieHOMYy BHKOHAHHi TOWIO), iHINI OOMEXCHH
o0 cepenoBur pynkionyBanns IKC, 06MexeHHs 1010 BUKOPUCTAHHS PECypPCiB
IKC mia peamisamii 3amad 3axucTy, IpHUIycTHEMi BUTpatH Ha crBopenHs KC3I,
YMOBH CTBOpEHHS, BBeIeHHs B Aito i dyHrkuionysanas KC3I (oxpemux ii mincucrem,
KOMIIOHEHTIB), 3arajbHi BUMOTH [0 CIIBBiIHOIIGHHS Ta Mex 3acTocyBanHs B IKC
(oxpemux ii mizcucTeMax, KOMIIOHEHTax) OpraHisamifiHux, iHKEeHEPHO-TEXHIYHHUX,
TeXHIYHHUX, KpHOTOTpadivHmX Ta IHUMX 3aXOAiB 3aXHCTy iHdopManii, o BBixYTH
mo cxiragmy KC3I. OdopmieHHs 3BiTy Npo BHKOHaHHA poOiT miei cramii Ta
odopmienHs 3asBku Ha po3podky KC3I.

Po3po6ka mogituku Oesnexu ingopmanii B IKC. Busuenns o6’exra, Ha
sikoMy ctBoproethes KC3I, mpoBezeHHs HayKoBO-JoCHiAHuUX pobit. Bubip BapiaHTy
KC3I. OdhopmiteHHSI IO TUKA OE3IIEKH.

Po3po6ka Texuiudoro 3aBgaHHs Ha crBopennss KC3I. IlpusnauenHsa Ta
OCHOBHHIA 3MicT TexHiuHoro 3aBipanss (T3). Bapiautu odopmienns T3 ma KC3L
Oco6muBocti T3 Ha KC3I s imrerpoBanux IKC, sxi OynyroTecs 3a MOXYJIEHIM
TIPUHITUATIOM.

Po3po6ka mpoexty KC3I. ITopsmox pospobku mpoexty KC3IL. Eckizuuii
npoext KC3I. Texuiunuit npoext KC3I. Po6ounii mpoext KC3I.

Beenennst KC3I B aito Ta ominka 3axumenocti indopmanii B IKC.
ITifroToBKa OpraHi3aliffHoi CTPYKTypH Ta po3po0Ka pO3IOPSTINX NOKYMEHTIB, IO
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PErNaMeHTYIOTh MisUTBHICTD i3 3a0e3nedeHHs 3axucty inpopmanii B IKC. Hapuanus
KOpUCTYBadiB.

Kommnekcysauns KC3I. ByniBensro-MoHTaXxHi po6Goth. IlyckoHamaromKyBalbHi
po6otu. ITonepeani BunpoOyBanHs. JlocninHa eKkcimyaTamid. JlepikaBHa eKCIiepTH3a
KC3L.

Cynposomkenns: KC3I. Ilopsmok BHKOHaHHA DOOIT 3 OprasisamiiHoro
3a6e3neuenss ¢ynxuionysanns KC3I ta ynpasniHHS 3acobaMu 3aXKCTy iHpopMaii
BiAMIOBIHO [0 IUIaHy 3aXMCTY Ta eKCIUTyaTalliifHOl JOKyMeHTallil Ha KOMIIOHEHTH Ha
xommorenTy KC3I, rapantifiHOMy Ta  HICIATapaHTIHHOMY  TEXHIYHOMY
00CIIyroByBaHHIO 3ac00iB 3axucTy iH(bOpManii.

Tema 9. YupaBainns indopmanilinoro 6e3nexoro

IlepeqyMoBH Ta OCHOBHI HANpPSIMKH PO3BHTKY MEHEIKMeHTy y cdepi
indopmaniiinoil 6e3nexn. Mera, 3aBIaHHs, IIEPeAYMOBH Ta HAIIPSIMKH oprasi3arifHoi i
yIpaBIiHCeKoi poGotu y cepi indopmamiiinoi Gesmeku. J[iANbHICTE MIKHAPOIHUX
opramizamii y cdepi imdopmariiinoi 6Gesmeku. JlisSBHICTE — CHEMiai30BaHUX
MiDKHApOJHMX oOpramisauiii y cdepi indopmariiinoi Oesmekn. YmpaBiliHHS
inpopManiiiHol0 Ge3MMeKO Ha piBHI IOTY)XHHX IIOCTauaJbHUKIB iH(OpMamifHux
CHCTEM.

Teoperuuni ocuoBu indopmaniiinoi Gesnmexkn. Ilomarrts inpopmariniHol
Oesmneku Ta ii ckianoBux. Indopmariiiina Gesrneka Ta KibepOesneka. 3arpo3u Ta [HKepea
3arpos impopmaniiuiii Gesneni. Knacudikanii 3arpos indopmarniinii Gesneui. Bunu
inpopmarii 3a nmpaBoBuM pexxumoM. Kareropii iHpopmamii 3 0OMeKEeHUM HOCTYIIOM
BiJIMOBIIHO 10 YKPaiHCHKOTO 3aKOHOAaBcTBa. IHopMariiiHi pecypcu Ta iHpopMmaniiina
ingpacTpykTypa.

HopmaTuBHoO-npaBoBe 3ale3nedeHHst iHdopmaniiinoi Oe3nexkn YKpainu.
HopmaTuBHO-nipaBoBe 3abe3neueHHs iHpopmariiinoi Gesneku Ykpainn. OcHOBHI
TIOJIOKEHHST Iofo 3abesmedeHHs indopManiiinoi Gesmeku Ykpainm B KoHcTHTymil
Vkpainn, 3akomax VYkpainu “IIpo HamioHaneHy Oesmexy VYkpainn”, “lIpo
inpopmaniro”, “IIpo ocHoBHi 3acamu 3abesnedeHHs KibepOesnmeku YKpaiHu”, YKasax
I[Ipesunenta Vkpaium “Ilpo Crparterifo HamioHanpHOi Oesmexu VYkpainw”, “IIpo
IOKTpuHY iHQpopMamiiiHoi Gesmexu VYxpainum”, «IIpo crpaterito kiGepGesnexu
Ykpainmy.

Crangapru y cdepi ynpasiinus indopmaniiiHoro Ge3nexor0 Ta ynpaBJliHHs
Gesnmexoro IT. Crampmapru ympasiines iHpopMmaniiiHoro 6esnexoro. ITIL. COBIT.
Cranpaptu cepii ISO/IEC 27000. Cranmaptu cepii JICTY ISO/IEC 13335. HI T3L
Inmi  cTaEmapTd. apMoHi3zamis MIDKHApOTHHX CTaHZAapTiB y cdepi yIpaBIiHHS
inpopmariiinoro 6esmekoro. ['CTY CVIB 1.0/SO/IEC 27001:2010. I'CTY CVYIb
2.0/ISO/IEC 27002:2010.

Yupapainaa indopmaniiiHoo 0e3lexol0 MINpHEMCTBA HA  OCHOBI
crangapris cepii ISO/IEC 27000. 3arajipHa XapaKTepHUCTHKa CTaHIApTIB cepii
ISO/IEC 27000. Ormsag cragmapty ISO/IEC 27001. Crpykrypa cragapty ISO/IEC
27001. Mozens cucreMu ynpabiinss iHdopmariiiHoo 6esnexoro IIBITI] (PDCA).
BuMoru ctaHmaprty i criocodu 1x peaisarii.
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Po3poGka Ta BHPOBA/KEHHS! CHCTeMH YNpaBJiHHA indopmanirinoro
esnexoro. Eramu po3po6K i BIPOBAUKECHHA CHCTEMH YIIPaBILHHS indopmariiiiHoO
Oesmekoro. Opramisauifigi  acleKTH  BIPOBAIDKCHHS  CHCTEMHU yTpaBIiHHA
inbopMmaniiinoro  6esmexoro. OcobmuBocTi MOOYHOBH — CHCTEMH yIpaBIiHHS
iHopManiifHO0 Ge3MeKo Ha OCHOBi CTAaHIApTIB cepii ISO/IEC 27000.
Ceprudixaris cucTeMu ynpapiiHHA iHGOpMALiHHOO 0e3IeKoIO.

®opmyBannsi mnojitukn iHopmaniinoi GesnmekH Ha HiANpHEMCTBI.
CrpykTypa NONITHKE iHGpoOpMalikiHoi Oe3lexu Ha HiAmpueMCTBI Ta Ipowec il
po3pobku. Kiacudixauis inpopmaniinux pecypciB miampmemcTsa. Meronu
ynpaBlines iHdopMariiiiHoO© Ge3mekoro. 3axonu 3abesnedeHHs iH(opManifHOL
Gesreky Ha aqMiHiCTpaTWBHOMY piBHi. 3axonu 3a0e3redeHHS iHbopmauiiHOL
Ge3meKH Ha IPOLEAyPHOMY PiBHI.

Cayxb6a indopmaniiinoi Oesmexkn  Ha mipnpuemeri.  Ciyx0a
inpopMmariiinoi Gesmex: 5K CyG'eKT PpO3POOKH 1 BIPOBADKEHHS CHCTEMH
yhpaBlinHs iHpopMaliliHow Oe3rexoro. Opranizaniiiza CTpyKTypa CiyKOu
inpopmaniiinoi Gesmeku. Twmosi 3aBHaHHA cnyx06u indopmaniiinoi Ge3meKw.
Bumorz m0 @axiBus 3 ympasiiHHL iHOOPMALiHHOK Oem3eKor. PobGota 3
IIepCOHAJIIOM IiANPHEMCTBA.

Yupasinas pusukamu indopmaniiinoi Ge3neku MianpueMCTBa. Amnamis i
yrpaBliEEa pusukamu iH(opmaniiiHOi Gesmeks. CTBOPEHHS PEECTPY PU3HKIB.
InenTHdiKanis 3arpo3 i ypasnusoctei. OliHKa PU3HKIB. VrpaBniHHS PU3AKAMH.

Ynpagiiaus inguaentamu indopmaniiiHoi Ge3mexH. IToHATTS IHIUACHTY
indopmamitinoi Gesnexu. Buspnenns iHuuaeHTiB. PearyBaHHs Ha iHI[UIEHT: aHai3
{HIMNEHTy, PpO3CITiMyBaHHS IHIMIEHTY, 3BiT NpPO IHIHMJEHT. 3amoGiraHHs
BHHUKHEHHIO iHIMAEHTIB. Y CYHEHHS HaCJliIKiB {HLIMOEHTIB.

Ayaur indopmaniiinoi Oesmeku Ha nignpuemcrsi. IloHarrs aynuty
inopmaniiiHoi Ge3lmexy MmiAIpHEMCTBA. Cragmapt COBIT. Ilpakruka npoBeIeHHSI
ayauTy Oesmexu. Etanmu NpOBEJEHHS ay[uTy: iHILIFOBaHHSA NPOLEIYPH ayauTy;
36upanHs iHdopmanil; aHami3 [JaHUX ayJuTY; BHpOOJICHHST PeKOMEH/IaIlii;
IiI'OTOBKA &y UTOPCHKOTO 3BiTY.
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KPUTEPIi OIITHIOBAHHS

daxoBHil iCIHUT CKIAJAETHCS 3 3-X 3alUTaHHb (11, T12, T13.), Ha ki abiTypi€eHT
IICBEMOBO Haja€ pO3IIMPeHy BimmoBige. KoxHe 3anmuTaHHs omiuroerbes B 200 Gamis.
Po3paxyHOK 3arajbHOT Gaiy (3b):
3b=(I11+I12+I13)/3

PiBenb 3Hanb | baau Kpurepii oninoBaHHs 3HaHb

[TouaTKOBHI 100-107 |AGiTypl€HT HA3UBa€E 3arpo3u indopmaniituii Gesmeri

108-115 |AGiTypieHT Ha3uBa€ KIacupikye 3arposu inpopmariinin
Gesrerli; BuOMpae TPaBWIBHHN BapiaHT BiAmOBimI Ha
piBHI «TaK-HI»

116-123 |AGiTypieHT ABOMA-TPbOMA CIIOBAMH Ma€ PO3IIOBICTH TIPO
06’ €KTH 3aXHUCTy iHhOpMaIii

CepenHiil 124-132 |AGiTypieHT PpenpOXyKTHBHO BIITBOPIOE ~ HEBEIIHKY
qACTHHY HAaBYAJIBHOIO MaTepialy, MOSCHIOIH TEPMiHH Y
cepi yrpaBIiHHI inopmaniiiHOI0 6e31eKOI0

133-141 |AGiTypienTr 3 OIOMOrO  BHKIaZada BIATBOPIOE
OCHOBHMIA 3MIiCT HaBYAIBHOI TEMH, BU3HAYIAE BIIACTHBOCTI
indopmartii

124-150 |AGitypieHT camocTilfHO BiATBOPIOE axTUIHAN MaTepial
TeMH, JIa€ CTHCILYy XapaKTepHUCTHUKY cucTeMi yIpaBIiHHS
inhopManiiiHoo 6e3neKoro

JlocTaTHiN 151-159 |AGiTypieHT  MOCHiTOBHO 1 JOTiYHO  BIATBOPIOE
HaBUAJBHMI Marepial TeMH, BHABIAC PO3yMiHHS
TEPMIHOJIOTii, XapaKTePU3ye Bpa3JIMBOCTI indopmanifHol
crcTeMn (TIPHYMHH, HACILIKY, 3HA4YEHHS), BIIOKPEMIIOE
esIKi O3HAKH SBHIL TA IPOLIECB

160-168 |AGiTypieaT  BONOZi€  HABYAIbHUM MarepiamoM i
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BHKOPHCTOBYE 3HAHHS 33 AHANOTI€I0, Na€ MNPaBHIbHI
BU3HAYEHHS, aHAJI3yI0 MOXUIUBI 3arpo3u iHpopMaLiHHiH
Gesmel, BU3HAYa€ NPUYMHHO-HACITINKOBI 3B’A3KM MDK
HUMH

169-177 |AGiTypieHT omepye HaBYaIbHAM MaTepiasioM, ¢dopmye
HeCKJIa[Hi BHCHOBKHM, OOIPYHTOBYIOUHM iX KOHKPETHUMH
(akTamu;  CaMOCTIHO  BCTaHOBIIOE  MPUIMHHO-
HACJIIIKOBI 3B’S3KM MiXK Bpa3iIMBOCTAMH Ta 3arpo3aMu
inpopmariiiHiii 6e3neni

Bucoxuit 178-185 |AGiTypieAT BHMKOpHCTOBYye HabyTi 3HaHHA  JUIA
BHpilIeHHs HOBOi HaBYanbHOi NpoGieMH; BHABIAE
pO3YMiHHA CHCTeMH YIpaBliHHA  iH(OpMaui#HOIO
Oe3MeKoro; poOuUTH apryMeHTOBaHi BHCHOBKH,
CIIMpAIOYMCh Ha IIMPOKY JKepelbHy 6asy

168-193 |AGiTypieHT BoJNOJi€E MMGOKIMY 3HAHHIMH, MOXKE BUIBHO
Ta apryMEHTOBaHO BHCIOBIIOBAaTH BIACHI CY/KEHHA
00 pPO3pOOKH OCHOBHHX JOKYMEHTIiB 3 IIMTaHb
IpaBIiHHs iHpOpMaliiHOIO 6E3MEKOI0

194-200 |AGiTypieHT CHCTEMHO BOJIOAi€ HaBYAbHIM MaTepialom;
BUSBIISIE OCOGHMCTY MO3MIIIO LIONO PO3POOKH CHCTEMH
YIpaBJIiHHs iHpOPMaLifHOK 0e3MeKOr0 oprasizanii; ymie
BiokpeMuTH TpobGneMy 1 BU3HAUUTH IILIAXH i
pO3B’A3aHHS; KOPHCTYEThCSA JDKepelaMu indopmartii,
aHAJIi3y€ Ta y3arajbHIOE IX.

MOPSIOK INPOBEJAEHHS ®AXOBOI'O BCTYIIHOI'O BUITPOBYBAHHSA

Ckian ¢axosoi arecTamifiHol KoOMiCii BH3HAYa€ThCA HAKa30oM PEKTOpa
Jlep:KaBHOTO yHiBepcuTeTy iH(OpMaIiHO-KOMYHIKAI[IHIX TEXHOJOri#, poboTa
KOMIiCii Ta IOpSANOK TPOBEJEHHA BCTYIIHOTO BUNPOOYBAHHA PETJIAMEHTYIOTHCH
«TTonoxeHusM 1po IpuitMansHy KoMiciio JlepKaBHOTO yHIBEPCHTETY indgopmarniiiso-
KOMYHIKaIlifHMX TEXHONOTiW» BBEICHOTO B nir0 Haka3zoM pekTopa Bim 21 ciuHs
2026 poxy Ne 18.

3aBigyBay Kageaporo

CucteM Ta TEXHOJIOTiH KibepOe3neku Tamuna TAUYP




