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JexTop Kypey KaHJM/IaT HayK 3 IEPK.yIp., 1101, lH(l)Op.Malllﬂ JeKTOpa cTopinka Kkypey B Moodle —
JOTLEHT Kaqzeﬂpﬂ YHPaBTiHA (e-mail), cropinka https://dn.dut.edu.ua/course/view.php?id=711
iHpOpMaIliiHOO Ta KibepOe3NneKor Kypcy B Moodle
I'amy3b 3HaHB PiBenn BuIIOI OCBiTH OakaaBp
CrneniajibHicTh Cemectp 7
OcgiTHs nporpama Tun pucuuniiHu BubipkoBa
Kpenuris ECTS I'omun — - 3a BUNAMM 3AHATE: o -
Oo6csr: Jlekui CeMiHapChKHX 3aHITh [IpakTUYHHX 3aHATH Jlaboparopuux 3ausaTh | CamocTiiiHa TIATOTOBKA
5 150 - - 72 - 78
AHOTALIUA KYPCY
HaOyTTS CTyJ€eHTaMH KOMIICTEHI[i}, 3HaHb, YMiHb 1 HABHUYOK I[0JI0 BUKOPHCTAHHS 1HO3eMHOI MOBH y cdepi yrnpaBIiHHAA iHPOPMAIlIHOIO 0E3MMeK0r0 3 METOIO
Mera kypey: MOAJTBIIIOTO BUKOPUCTAHHS 3a3HAYCHNX 3HAHD Ta HABHKIB y MONANBIIIH MPAKTUYHIN AisSUTEHOCTI

KoMnieTeHTHOCTI BiIOBiIHO /10 OCBITHBHOI NpPOrpamMu

3araabHi komnerenTHocTi (3K) Ipodeciiini kommerentrocti (ITIT)

IIT 1. 3gaTHICTh 3aCTOCOBYBATH 3aKOHOJIABYY Ta HOPMATHBHO-TIPABOBY 0a3y, a TAKOX
JepKaBHI Ta MDKHApOJHI BUMOTH, MPAaKTHKH 1 CTaHAapTH 3 METOI 3IiMCHEHHS
npoeciifHoi AisSUTBHOCTI B Tally3i iHpOpMaIliiftHOT Ta KibepOe3nekH.

HIT 9. 3partHicTe 37ilicHOBaTH NpodeciiHy MisIbHICTH Ha OCHOBI BITPOBAIKEHOL
CUCTEMHU yNpaBIiHHs iHGopMaiiHOW 0e3MeKolo.

3K 3. 3patnicTs npodeciiiHO CIijKyBaTHCS JACPKaBHOIO Ta iHO3EMHOI0 MOBaMH SIK
YCHO, TaK 1 MUCbMOBO.
3K 5. 3naTHicTh 1O NOLIYKY, 0OpoOIeHHs Ta aHali3y iH(opMmarii.

IIporpamui pe3yjastatu Haguanus (IIPH)

ITPH 1. 3acTocoByBaTy 3HaHHS AEPKaBHOI Ta IHO3EMHHUX MOB 3 METOIO 3a0e3nedeHHs eheKTUBHOCTI MpodeciiHOi KOMYyHiKaLlii.
ITPH 7. [dist Ha OCHOBI 3aKOHOJIaBUOi Ta HOPMATHUBHO-IIPABOBOI 0a3u YKpaiHu Ta BUMOT BiJIOBIIHUX CTAaHAAPTIiB, TOMY YMCIi MDKHApOIHHUX B rany3i iHpopmMarniifnoi ta /abo
KiOepOe3mneKkH.

OPI'AHI3AIISI HABUAHHSA
Bun OuinoBaHHAa . eu
Tema, onc TeMH @opMH i METOTU HABYAHHSI/TUTAHHS 10 CAMOCTIHHOI po0oTH
3aHATTH 3a TeMy

Po3nin 1 «BE3IEKA IEPCOHAJLY Y COEPI IHOOPMAIIMHOI BE3ITEKH»

. . , IIpakTrune
Tema 1. Ocnosni 3acaou ynpaeninua nepconanom. Cneyugbica . . . .
. . 3aHATTA | UwnrtaHHS 1 mepeKia 31 CJIOBHUKOM CIICIiali30BaHUX TEKCTIiB
ynpaeninua nepconanomy ciepi Ib. " )
. .y - 55 HayKOBOTO Ta JIOBIJIKOBOT'O XapaKTEPY 3a TEMOIO
3namu: 6a30By nipoheciiiHO-OpiEHTOBaHY JIEKCHUKY 33 TEMOIO. [MpakTrune

Bmimu: 3aHATTS 2 BuBueHHS crieiiaai3oBaHOl IEKCUKH 3a TEMOIO, BEICHHS CIIOBHUKA,



mailto:muzanovat@gmail.com

l.guTaTH creuiani3oBaHi TEKCTH HOPMATUBHOTO XapaKTepy 3a TEMOIO; IMpakTuune nepeBipKa 3HaHHS TEPMiHOJIOTIT
2.CIINIKyBaTHCA Ha 3a3HAUYEHY TEMY; .
Y . y TeMys , . . SAHATTA 3 Po3moBijib, BeleHHs TUCKYCIT HA 3a3HAUCHY TEMY
3.1mucaTH MOBiJOMIICHHS, TOKYMEHTH, TIOB's3aHi 3 podeciero; a
- . . .. . . KTUYH . . .
4.cipuiiMaTi Ha CIyX 1 pO3yMITH Clieliani3oBany iHpopmMairiro 3a Gaxom. pa 4e [linroToBKa MOBiAOMIIEHB, €CCE HA TEMY « Y IPaBIiHHS IEPCOHAIOM:
te 3aHATTS . . : . .
Dopmysanns Komnemenuin: 3K1’ 3K2’ 3K3’ HH4’ HH8, TII112 Cy4acCHl TpCHIN, <(y1'[paBJ'IlHH$[ IICPCOHAIOM: CHGHI/I(blKa y C(l)epl
Pesynomamu_nasuanns: 1IPH1, TIPH4, IIPHS8, TIPH12, [IPH23, [IPH26, 1b»
TTPH35 . [IpakTrune IIpocmyxoByBaHHS crielialli3oBaHUX TEKCTIB 3a (haxom,
Peromendosani oxcepena: 1-6, 11-13. 3QHATTSA 5 00rOBOPEHHS 3MICTY OYYTOr0, BABYEHHS JIEKCUKU
OnuTyBaHHs 32 Pe3y/IbTaTaMU BUBYCHHS TCMH
Tema 2 Ynpaesninua nepconanom y cghepi Ib 6ionogiono 0o cmaunoapmy TpakTiuse
I1SO 27002 TS (6 UwurtaHHS 1 IepeKia 31 CJIOBHUKOM CIICIiaTi30BaHUX TEKCTIB
3unamu: 6a30By nipogheciiiHO-OpiEHTOBAHY JIEKCHKY 332 TEMOIO. HOPMATHUBHOTO XapaKTepy 3a TEMOIO
Byimu: . . B .y .
. . KTUYH
l.4uTaTH cHemniani3oBaHi TEKCTH HOPMATUBHOTO XapaKTepy 3a TEMOIO; P 7 MBHCHEL CIICIIAIISO0BAHOL JICKCHKH 33 TEMOIO, BEICHHI CTIOBHUKA
. 3aHATTSA . . ..
2.CIIJIKYBaTHCS Ha 3a3HAYCHY TEMY; 5 5* [HmuBiTyanbHI pO3MOBII, BEACHHS AUCKYCIl HA 3a3HAYCHY TEMY
3.1MucaTH MOBIJOMIICHHS, JIOKYMEHTH, TOB's3aHi 3 MPogeciero; ' . .
N 7 A0KY L pogecicio; TlpakTite [IpocnyXoByBaHHs CIENiaTi30BaHUX TEKCTIB 3a (haxoM,
4.cripuiiMaTy Ha CITyX 1 pO3yMITH CrieliaizoBaHy iH(hopMaIlito 3a GpaxoM. SAHITT 8 .
L. 00TrOBOPEHHS 3MICTY MOYYTOr0, BUBUCHHSI JICKCUKH
Dopmysanna komnemenuyinu: 3K1, 3K2, 3K3, [1114, I1I18, I1I112
Pesynvmamu nasuanna: 11PH1, TIPH4, ITPHS8, ITPH12, ITPH23, TTPH26, TpakTuume OmnuryBaHHs 3a pe3yJIbTaTaMi BUBYECHHS TEMU
ITPH35 ' 3aHATTS 9
Pexomenoosani oxycepena: 1-6, 8, 11-13.
ITpakTrune . . L .
T 3 ) 5i ] s 10 UuTaHHS 1 IEpeKIIaa 31 CIIOBHUKOM CIIEIiai30BaHUX TEKCTIB
. HATTS .
Tema laguanns i dopmysannsa obiznanocmi nepconany 3 numans HAYKOBOTO T2 JIOBLIKOBOTO XapaKTEPy 32 TEMOIO
inghopmauiiinoi 6e3nexu TpakTiuse
Sunamu: 6330]3}/ HpO(i)eCiﬁHO'OpieHTOBaHy JIEKCHUKY 32 TEMOIO. sansTTs 11 BuBueHHs crieriaaizoBaHo1 JIEKCUKH 32 TEMOIO, BEICHHS CJIOBHUKA
Buimu: o ) [HauBiyansHI po3MOBii, BEACHHS AUCKYCIi HA 3a3HAYEHY TEMY
1.yuTaTH cremniani3oBaHi TEKCTH HOPMATHBHOTO XapaKTepy 3a TEMOIO; [IpakTuuHe
2.CIIUIKYBAaTHCS HA 3a3HAYCHY TEMY; e 112 - [MiaxroroBka aHoTalii crarei 3 I[HTepHET-pecypciB npo GopmH i
3.1MMcaTH MOBiJOMIICHHS, JOKYMEHTH, TIOB's3aHi 3 Mpodeciero; ' METOH HaBYaHHs i HOpMyBaHHs 00I3HAHOCTI IEPCOHAITY 3 IIUTAHb
4.cripuiiMaTH Ha CIyX 1 pO3YMITH Cliemiaii3oBaHy iHpopmMairiro 3a Gpaxom. iH(opMarliiiHoi Ge3neku Ha TeMy
@opmysanns komnemenuin: 3K1, 3K2, 3K3, 1114, T8, ITIT12 n [IpocinyxoByBaHHS CreLiali30BaHUX TEKCTIB 3a axom,
Pesynomamu_nasuanna: 11PH1, TIPH4, TIPHS8, TTPH12, TIPH23, [TPH26, PAKTHIHE O6I‘OBOpeHH$[ 3MiCTy MMOYyTOTO, BUBYCHHS JICKCHKHU
[IPH35 3aHATTA 13
. MTUTYBaHHS bTaTaMH BUBYEHHS TEMHU
Pekomendosani dxcepena: 1-6, 11. OnnrysanHs 3a pesy/bTaTa © ©
Tema 4. @opmysanns y nepconany KoOpropamueHoi 103a1bHOCHI AK [paktrane 55 UwurtaHHs 1 IepeKa 31 CJIOBHUKOM CIICIiali30BaHUX TEKCTIB
0CHO8a eheKmusHo20 3abe3neueHnsn ingopmayiiinoi 6eznexu 3aHATTS 14 '

HAYKOBOI'O Ta ,I[OBi,Z[KOBOFO XapakTepy 3a TCMOKO, BUBYCHHA




3namu: 6a30By npodeciiiHo-Opi€HTOBaHY JIEKCHKY 32 TEMOIO.

CcHeriaini30BaHol JEKCUKHU

- IIpakTrune
Buimu: 15 1 '
Pa— .. . 3aHATTS [TinroToBKa Te3 Ta MOBIAOMIICHB 3a TEMOIO
l.4uTaT cnenianizoBaHi TEKCTH HOPMAaTHBHOTO XapaKTepy 3a TEMOIO;
2.CHNKyBaTHCS Ha 3a3HaYCHY TEMY; IpakTHyHe IanuBinyaneHi po3noBini, BEACHHA AUCKYCIi Ha 3a3HaYEHy TEMY
3.mucaty MOBiAOMIICHHS, JOKYMEHTH, MOB'sI3aHi 3 Ipodeciero; P .
4 . n 1A, JIOKY > b b D 3aHATTS 16 ITpocmyxoByBaHHS CIeIliali30BaHUX TEKCTIB 3a (haxoM,
.CIIpHIMATH Ha CIIyX 1 PO3YMITH CIIeliaii3oBaHy iHpopMariio 3a haxom. -
p YX 1 posyt 1 y inopman b H 00TOBOPEHHS 3MICTY Ta JICKCUKU
Dopmysannsa komnemenyin: 3K1, 3K2, 3K3, I1I14, I1I18, ITI112 PaKTU4HE
Pesynomamu _naguanns: [TPH1, TIPH4, TIPHS, [IPH12, [TPH23, TIPH26, | 3aHATTA 17 OnutyBaHHs 3a pe3ybTaTaMU BUBYCHHS TEMH
ITPH35 TTpakTHuHe [TpoBenenus MoaynbHOro KOHTpoJr0 Ne 1 «besneka nepconainy y
Pexomendosani dxcepena: 1-6, 13. sanstrs 18 cdepi indopmariittoi 6esmexn»
1. YnpapmniHHS JHOICBKHMHU PECypCaMH: OCHOBHI TIOJIOKEHHS.
2. IlopiBHsIIbHA XapaKTEPUCTUKH MOJIOKEHb KOHIICTIIIIH yIIpaBIiHHS
MIEPCOHAJIOM Ta YIPABIIiHHA JIIOJCEKUMH PECypcaMu.
3. Crpyktypa Ta ertanmu po3poOKM TporpaMd HaBYaHHS Ta
Tema 1. CyTHICTh Ta BiAMIHHOCTI KOHUEMIIH YIPaBIiHHS MEPCOHAIOM Ta (opmyBanms o6iznanocTi nepconany 3 Ib.
YIPaBJIiHHS TIOJCKUME PECYPCaMH. 4. ®opmu 1 BuAM 3ax0[liB HaBYaHHA Ta (OpMyBaHHS 00I3HAHOCTI
Tema 2. 3acagu pospo0ki NpOrpaMu HaBuaHHA Ta (QOPMYBAHHSA| . . 0 ... nepconay 3 Ib.
00i3HaHoCTI epconainy 3 Ib. 5 4. Ornsag cnemiamizoBaHoro 113 3 HaBuaHHS Ta (opMyBaHHS
poboTa

Tema 3. [Ipouenypu migdopy i omiHOBaHHS nepcoHany Ib.
Tema 4. Pomp 3axoniB CcTHUMyNIOBaHHS W MOTHBAIlii TEPCOHANY B
ynpasiinHi 1.

o0i3HaHOCTI epcoHary y cdepi Ib.

5. Cneundika HaliMaHHS i olliHIOBaHHS nepconany y chepi Ib.

6. Ornsp crienianizopanoro [13 3 migObopy ¥ OLIHIOBaHHS EPCOHAITY
Ib.

6. 3ax0aM CTUMYIIIOBaHHS i MOTHBAIIi] IEPCOHAIY.

7. TlepenoBuii 3apyOiKHUI JOCBIJ CTUMYJIOBaHHS i MOTHBAIii
nepconaiy 3 Ib.

Po3ain 2 «BUMOI'M 10 MEHEJIZKEPA

3 IH®OOPMAIIMHOI BE3NTEKN»

Tema 5. Bumozu 0o meneosncepa 3 inghopmauinnoi 6esneku: nioxoou
excnepmnux opzanizayiii (ISACA, NIST)

3uamu: 6a30By npoheciiiHO-OpIEHTOBAHY JICKCHKY 32 TEMOIO.

Buimu:

l.guTaTH creuiani3oBaHi TEKCTH HOPMATUBHOTO XapaKTepy 3a TEMOIO;
2.CIUIKyBaTHCS Ha 3a3HAYEHY TEMY;

3.mUcaty MOBiIOMIICHHS, TIOKYMEHTH, MOB'sI3aHi 3 podeciero;
4.cripuiiMaTy Ha CIIyX 1 pO3yMiTH crienianizoBany iHpopMarito 3a Gaxom.
Dopmysanns komnemenuyin: 3K1, 3K2, 3K3, I1I14, I1I18, I1I112
Pesynomamu_nasuanna: 11PH1, TIPH4, TIPHS8, TTPH12, TIPH23, [TPH26,
IMPH35

Pexomendosani dxncepena: 1-6, 10.

IIpakTrune
3agATTa 19

IIpakTnune
3agaTTs 20

IIpakTuune
3aHATTS 21

IIpakTrune
3aHATTA 22

IIpakTrune
3aHATTS 23

UwurtaHHs 1 IepeKIa 31 CJIOBHUKOM CIICIiali30BaHUX TEKCTIB
HOPMATHUBHOI'O Ta HAYKOBOT'O XapaKTepy 3a TEMOIO

BuBueHHs crieniani3oBaHO1 JICKCHKH 32 TEMOIO, BEJICHHS CIIOBHUKA,
MepeBipKa 3HAHHS TEPMiHOJIOT1

[HauBiTyanbHI pO3MOBI/I, BEACHHS JUCKYCIi HA 3a3HAUYEHY TEMY

[linroToBka MOBIAOMJICHD 1 JIOIOBi/IEH 111010 BUMOT JI0 MEHEKEPa 3
in¢popmauiiiHoi 6e3neku ISACA, NIST

[IpoBeneHHs pe3eHTallil 3 pe3yIbTaTaMid BUBYCHHS BUMOT JI0
MeHeKepa 3 iH(GopMaIiiHOT Oe3eKu




IIpakTuune

OHI/ITYBaHHSI 3a pe3yJjibTaTaMUu BUBYCHHA TCMU

3aHATTS 24

[IpakTrune
Tema 6. Bumozu 00 menedycepa 3 ingpopmauiiinoi 6esnexu: ananiz| ST 25 HuraHns 1 IEPEKNa] 31 CTOBHUKOM CIICIIANI30BAHHX TEKCTIR
aKmyansuux ouikyeans pobomooasuis Mpaxise HAYKOBO-TIOMYJISIPHOTO XapaKTepy 3a TEMOIO
3namu: 6a30By IpoQeciiiHO-0piEHTOBaHY JIEKCHKY 3a TEMOIO. 3aHATTS 26 BuBueHHs crienianizoBaHol JIEKCUKH 32 TEMOKO, BEICHHS CIIOBHHKA,
Buimu: nepeBipKa 3HaHHS TEPMiHOJIOTIi
l.4uTaTH cnemianizoBaHi TSKCTH HOPMATHBHOTO XapaKTepy 3a TEMOIO; IpakTiame I . . ..

. HMBIyabHI PO3MOBIi, BEACHHS TUCKYCIT H HauCHY TeM
2.CIIIIKYBaTHCSL HA 3a3HAYCHY TEMY; sanATTs 27 55° AHBLAYA DOSTIOBIL, BEACHIA JIMCKYCIL Ha 3a3HAUCHY TEMY
3.1mucaTH MOBiJOMIICHHS, TOKYMEHTH, TIOB's13aHi 3 Mpodeciero; TpakTrHuHe ' [TigroroBka MOBiOMIICHB 1 JOMOBIACH 010 OCHOBHUX BUMOT J0
4.cipuiiMaTH Ha CIyX 1 pO3YMITH CIieniani3oBaHy iHpopMaIriro 3a Gpaxom. 3aHITTS 28 MIPETEHICHTA Ha 3alHATTS IMocaay MeHemKkepa 3 Ib Ha ocHOBI
Dopmysannsa komnemenyii: 3K1, 3K2, 3K3, I1I14, I1I18, ITI112 - BUBYCHHS aKTYaJIbHUX [HTEPHET-Or0JIOIICHD PO BaKaHCIT

; paKTHYHE o _
IF)[ ;)?glémamu naguanug: [IPH1, TIPH4, ITPHS, IIPHI12, IIPH23, IIPH26, 3aHsTTS 29 TIpoBeneHHs IPe3eHTallil i3 Pe3ylTbTaTaMU JOCHTiKEHHS BHMOT
. poboToaaBIiB
Pexomendosani dxcepena: 1-6. IpakTHane
sansTTst 30 OnwutyBaHHS 32 pe3yJbTaTaMHi BUBUCHHS TEMH
[IpakTrune q . . P .
WTaHHS 1 Iepekyal 31 CIOBHUKOM CIEIiani30BaHUX TEKCTIB
3aHsATTS 31
. . . . " HOPMAaTUBHOTO XapaKTepy 3a TEMOIO
Tema 7. Buou cepmudbikamie 3 ynpasninnsa inghopmauiiinoio 6e3nexoro
3uamu: 6a30By npodeciiiHo-0pi€HTOBAHY JIEKCUKY 32 TEMOIO. HpaxTuyune BuBuenHs crnenianizoBaHoi JEKCHKH 3a TEMOIO, BEICHHS CJIOBHUKA,
Bmimu: 3aHATTs 32 repeBipKka 3HAHHS TEPMiHOJOT1
I.LIHjFaTI/I CHeliaTi30BaHi TEKCTH HOPMAaTHBHOTO XapaKkTepy 3a TEMOIO; TpakTiuse [H/MBiTyaTbHi PO3MOBI, BECHHS MCKYCIi HA 3a3HAYEHY TeMy
2.COUIKYBaTHCS HA 3a3HAYCHY TEMY; samsrs 33
3.IMCATH [OBiIOMIICHHSI, JOKYMEHTH, [I0B's13aHi 3 podeciero; 55" ITiaroroBKa MOBiOMJICHB 1 JOMOBIIEH MO0 BUIIB cepTU(IKATIB 3
4.cripuiiMaTy Ha CITyX 1 pO3yMITH crielianizoBany iHhopMairito 3a GpaxoM. [IpakTryne ynpasuinas I (CISM, CISA, CISSP)
Dopmysanns komnemenyiu: 3K1, 3K2, 3K3, TI114, I1I18, ITIT12 3aHATTA 34 [IpoBeneHHst mpe3eHTalii 3 pe3yabTaTaMy BUBYEHHS BHIIIB
Pesynomamu_naguanna: 1TPH1, IIPH4, ITPHS8, IIPH12, ITIPH23, TIPH26, TpaxTiume ceprudikaTi 3 ynpapiinss 1b
ITPH35 35
3aHATTS
Pexomendosani dncepena: 1-6. OnuTtyBaHHs 3a pe3yIbTaTaMH BUBUCHHS TEMU
[pakTraHe [IpoBenennst MogynbpHOTO KOHTpOO Ne 2 «Bumoru 10 MmeHemxepa
3anATTs 36 3 inopManiiiHoi Ge3nekn»
Tema 5. Bumoru 10 ynpaBiiHCBKHMX Ta aHANITUYHUX 3410HOCTEH 1 HABUYOK 1. BaxaHni ympaBiiHCbKI HaBHYKH MeHeKepa 3 iH(opmariitHol
MeHeKepa 3 iH(GopMaIliiHOT Oe3eKu. GE3MEKH.
Tema 6. Bumoru mon0 6€3me4HOro MOBODKEHHS MEPCOHATY Ha pOOOYOMY Camocriiina 2. OuikyBaHI aHaIITHYHI 3110HOCTI MeHemKepa 3 iH(OopMAaIiHHOT
Micii Ta B Mepexi [arepHer. p Oe3IeKH.
Tema 7. Ornsz enekTpoHHUX pecypciB y cdepi iHpopmaLiiiHOi Ta pobora

KibepOe3neku Ayt caMoocBiTh QaxiBi 3 ynpasiinas Ib.

3. Bumoru moz10 6e31e4HOro MoBOKEHHS IEPCOHATY HA pOO0YOMY
Micr.
4. TlpaBuna ern4yHoi Ta Oe3meyHOi NOBEJIHKM B I[HTEepHeTI -




Heriker.

5. [IpaBuma 6e3ne9HOT0 KOPUCTYBAHHSI €-TTOIITORO.

6. Ormsag Ge3KOWTOBHUX KypciB y cdepi iHDopmamiiiHoi Ta
kibepOe3neku Ha OHJIaiH-TUIaThopMax.

MATEPIAJIBHO-TEXHIYHE 3ABE3IIEYEHHSA U CHUIIJITHHA

MynsTUMeNIHHUH POEKTOD;
KoM’ roTepHuid Ki1ac sl TPOBEICHHSI MPAKTUYHUX 3aHSITh.

TH®OPMAIIIMHE 3ABE3NEYEHHS U CIUILITHA

1. Pauline Bowen, Joan Hash, Mark Wilson. Information Security Handbook: A Guide for Managers, NIST, 178 p. http://www.dut.edu.ua/uploads/l_1889_44919882.pdf

2. Tony Campbell, Burns Beach. Practical Information Security Management: A Complete Guide to Planning and Implementation. Apress. 237 p.
http://www.dut.edu.ua/uploads/l_1888 50813661.pdf

3. Cybersecurity Fundamentals Study Guide, 2nd Edition. ISACA. 194 p. https://www.studocu.com/nl-be/document/odisee-hogeschool/cybersecurity-fundamentels/college-
aantekeningen/cybersecurity-fundamentals-with-notes/7343872/view

4. Cyber-Security Standards, Benchmarking & Best Practices Overview. SAINT Consortium, 2018. 155 p.
https://ec.europa.eu/research/participants/documents/downloadPublic?documentlds=080166e5bab62342&appld=PPGMS

5. Information Security Management Handbook. Sixth Edition. Volume 7. Edited by Richard O’Hanley, James S. Tiller. CRC Press Taylor & Francis Group. 400 p.

6. Framework for Improving Critical Infrastructure Cybersecurity. Version 1.1. National Institute of Standards and Technology, 2018. 48 p.
https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf

7. I1SO/IEC 27000:2018(E) Information technology - Security techniques - Information security management systems - Overview and vocabulary. 27 p.

8. ISO/IEC 27001:2013(E) Information technology - Security techniques - Information security management systems — Requirements. 34 p.

9. ISO/IEC 27002:2013 Information technology - Security techniques - Code of practice for information security controls. 80 p.

10. http://www.isaca.org/

11. Pavlo Shchypanskyi, Vitalii Savchenko, Volodymyr Akhramovych, Tetiana Muzhanova, Svitlana Lehominova, Volodymyr Chegrenets. The Model of Secure Social
Networks Activity Based on Graph Theory : International Journal of Innovative Technology and Exploring Engineering (IJITEE). Volume-9 Issue-4, February 2020,
ISSN: 2278-3075 (Online). P 1803-1810.

http://www.warse.org/IJATCSE/static/pdf/file/ijatcse291942020.pdf

12. Myxanosa T.M., Kmoksia C., MaTtkoBcbkuii b. IT-pimenns s po6otu 3 nepconaiom y chepi iHpopmaniitnoi O6esneku. Te3u momoigel Beeykpaincbkoi HaykoBoOi
KoHpepeHLii  «AkTyanbHi mpoOimemu  KibepOesmekm», M. KwuiB, 22  xosrHs 2020 p. [epxaBHuil  yHiBepcuter  TenekomyHikamid. C.177-179.
http://www.dut.edu.ua/uploads/p_1739 27992763.pdf
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HOJIITUKA KYPCY («IIPABUJIA I'PN»)

Kypc nependayae poboTy iHAMBIAyanbHO 1 B rpyHax.
CepenoBuliiie B ayAUTOPii € IHTEPaKTUBHUM, TBOPYHUM, BiIKPUTHUM JI0 JUCKYCIi.
OcBO€HHS AMCLUIUTIHY NIepeibadae 000B’ I3KOBE BiJIBIAYBaHHS NPAKTUUYHUX 3aHATh,  TAKOXK CAMOCTIHHY POOOTY.

Camocriitna poOoTa BK/IIOYa€ B ce0e TEOPETUUHE BUBUCHHS ITUTAHb, 10 CTOCYIOTHCS TEM, AKi HE BBIMIIUIM B TEOPETUUHUH Kypc, a00 OyJin pO3TISIHYTI KOPOTKO, iX
NOTJIMOJICHE OIPAIIOBAHHS HA OCHOBI PEKOMEH/IOBAHOI JIiTepaTypH.

e VYci 3aBaanHA, nepeadadyeHi IpOrpamMor0, MaroTh OyTH BUKOHAHI Y BCTAHOBJICHUN TEPMiH.



http://www.dut.edu.ua/uploads/l_1889_44919882.pdf
http://www.dut.edu.ua/uploads/l_1888_50813661.pdf
https://www.studocu.com/nl-be/document/odisee-hogeschool/cybersecurity-fundamentels/college-aantekeningen/cybersecurity-fundamentals-with-notes/7343872/view
https://www.studocu.com/nl-be/document/odisee-hogeschool/cybersecurity-fundamentels/college-aantekeningen/cybersecurity-fundamentals-with-notes/7343872/view
https://ec.europa.eu/research/participants/documents/downloadPublic?documentIds=080166e5bab62342&appId=PPGMS
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
http://www.isaca.org/
http://www.warse.org/IJATCSE/static/pdf/file/ijatcse291942020.pdf
http://www.dut.edu.ua/uploads/p_1739_27992763.pdf
http://www.dut.edu.ua/uploads/p_1739_99516793.pdf

SIKIIO CTYIEHT BiACYTHIN 3 MOBaYKHOT MPUYWHY, BiH IPE3CHTYE BUKOHAHI 3aBAAHHS B 1HAMBIyaIbHOMY TTOPSIIKY.

[Tig yac poboTH Hax 3aBAAHHSIMHU HE JOMYCTHUMO MOPYLICHHS! BUMOT aKaJeMiuHOoi JOOpOYECHOCTI: MPH BUKOPUCTaHHI [HTepHET-pecypciB Ta iHIIKX JKepest iHpopmarii
CTYJIEHT Ma€ TIOCUIIATUCS Ha BUKOPHUCTaHe JHKepeno. Y pasi BUSABIECHHS (akTy IUIariaTy CTyJeHT OTpUMYE 3a 3aBAanHs () OamiB, aHAIOTIYHY OLIHKY OTPUMYIOTh aBTOPH
TOTOXXHHX POOIT.

e CTyZOEHT, IKH CIi3HUBCS, BBAXKAETHCS TAKUM, IO IIPOMYCTHB 3aHATTA 3 HEMOBAKHOI NPUYMHY 3 BUCTaBleHHAM () OaiiB 3a 3aHATTS, 1 IPU LIbOMY Ma€ IpaBo OyTH
MIPUCYTHIM Ha 3aHATTI.

e BukoprcTaHHs TeledOHIB 1 KOMII' FOTEPHUX 3ac00iB 0€3 T03BOJIY BHKJIaga4da 3a00pOHSIETHCS.

*KPUTEPII TA METOJM OIITHFOBAHHSA

YMOBOIO JIOITYCKY 70 MiJCYMKOBOTO KOHTPOIIO € HabpaHHs cTyneHToM 30 OaiiB y CyKymHOCTI 32 BCiMa TeMaM¥l TUCIUILTIHT

DopMH KOHTPOJTIO Buan maBuansHO1 poboTH OniHOBaHHS
Poboma na zauammsx,y m.u.:
® IPUCYTHICTh Ha 3aHATTAX (pu mpomycKax 3aHATh 3 MOBAKHUX MPUYHH JOITYCKAETHCS BiNPAIFOBaHHS 38 KOXHE BixBiAyBaHHA 0,55 6ana
MPOHAECHOTO MaTepiary)
MMOTOYHMIA ® OIMTYBAHHSA 32 PE3yNLTATAMH BUBYCHHA TEMH, nepeBipKa 3HAHHS (bax.(lBo'l' TepMiHOHOFﬁ . 3a KOXHY NpaBUIbHY Bianosias 0,25 6ana
KOHTPO.Ib ® JIOTIOBI/Ib 3 IPE3CHTALIIEI0 32 TEMOIO, B TOMY YHCIIi BUBYCHOIO CAMOCTIiHO (OIiHKa 3aTIEKATH Bil 32 KOXKHY TIPE3CHTAIIIO (pedepaT) MakCHMyM
TMOBHOTH PO3KPUTTS TEMH, AKOCTI iH(pOopMallii, CAMOCTIHHOCTI Ta KPEaTUBHOCTI MaTepiaiy, sIKOCTi 3 Gamm
Mpe3CHTAI] 1 TOMMoBii),
® ITiIrOTOBKA IMOBIJIOMJICHHS, T€3, €CCE, aHOTAIlii 3a KOXHY NpaBUIbHY BiANOBIIH 2 6amu
® y4acTh Y JIUCKYCil, 0OTOBOPEHHI MOJIO)KEHh HOPMATUBHUX aKTiB, CTATCH, BiJicoMaTepialiB 3a KOXHY y4acTtp 1 Gan
PYBDKHE Monyneauit koHTpoh Ne 1 «besneka nepconany y cdepi iHpopmamiiHoi Ge3mnexm MaKcHMaJbHa OIiHKa — 15 GamiB
OLIHIOBAHHSI
(MONY.IbHHH Monyneauit KoHTpob Ne 2 « Bumorn 10 MeHemkepa 3 iHhopMaIliitHoi 6e3nexm» MaKcHMaJbHa OIiHKa — 15 GamiB
KOHTPOJIb)
JdonarkoBa YyacTe y HayKOBHX KOH(EPEHIIisAX, MATOTOBKA HAYKOBUX ITyOmiKalliil, yaacts y BceykpaiHChKuX Ta 3BiMBHAETECS BiM 3ATIK
OIliHKa MiXHapOIHUX KOHKYypcaxX HAyKOBHX CTYJEHTCHKUX POOIT 3a CHeliadbHICTIO, CTBOPEHHS KEHCIB TOIIO. y
IMIICYMKOBE | Meroro 3aiiky € KOHTpOJIb ¢()OPMOBAHOCTI MIPAKTUYHUX HABMYOK Ta MPOPECIHUX KOMIIETEHTHOCTEH,
OLIHIOBAHHSI | HeoOXigHUX 115 BUKOHAHHS POQeciitHIX 000B’3KiB. 30 OaxiB
3anix 3aJik IpOXOAUTh Y TMCHMOBIH (QOpMI.
HNIACYMKOBA OIIHKA 3A JUCIUMIIJIIHY
6 . . . Ouinka /3anuc y
anu Kpwurepii oninroBanns PiBeHb KOMIIETEeHTHOCTI

3anIK08IU 8100MOCHI

90-100

CryaeHT IeMOHCTPY€ MOBHI M MillHI 3HAHHS HAaBYAJBHOTO Marepialy ¥ TepMiHojorii B o0cs3i,
10 BiAMOBizae poOouiil mporpami IWUCUMIUTIHM, NPaBHIBHO W OOIPYHTOBAaHO BiJAMNOBiga€ Ha
HIOCTaBJICH] 3aIIUTaHHS 33 TEMOIO.

CTylneHT TMoKa3ye BHUCOKY SIKICTh CITUJIKYBaHHS 3 BHKOPHUCTAHHSM CIICIialli30BAHOT JIGKCHKH,
3ATHICTh BECTH MAiajor 1 OUCKYCil0 Ha mpogeciiiHy TeMaTHKy, MOBHE CIPHUHHATTA 3MICTY
MPOCIYXaHUX CIEIiaNi30BaHUX TEKCTIB 3a (haxoMm.

3a yac HaBYaHHS NPU MPOBEACHHI NPAKTUYHUX 3aHATh Ta BUKOHAHHI 1HJWBiIyadbHUX /
KOHTPOJIbHUX 3aBJaHb CTYACHT NPOSBIISiE€ BMIHHS CaMOCTIMHO BUpILIyBaTH NOCTABJICHI 3aBJaHHS,
AKTUBHO JIOJTy4aTUCs 10 0OTOBOPEHHS (axoBUX MUTAaHb iIHO3EMHOIO MOBOIO. 3MEHIIICHHS
100-6asibHOI OLIIHKK MOXKe OYyTH NOB’si3aHE 3 HEJIOCTATHIM PO3KPUTTSM MUTAHb, IO CTOCYETHCS

Bucokmnii

[oBHicTiO 3a0e31e4ye BUMOTH 10 3HAHB,
yMiHb 1 HABUYOK, 1110 BUKJIa/IeHI B pOOOUiit
porpami AMCUUIUTIHA. BiacHi mpono3uiii
CTYJIEHTA 11010 BUKOHAHHS 3aBJIaHb
IMIABUIIYIOTh HOr0 BMIHHS BUKOPHUCTaHHS
3HaHb, OTPUMAHUX MPH BUBYCHI 1HIINX
JUCIIWILTIH, 8 TAKOK 3HaHb, HA0OYTUX IIPH
CaMOCTIHHOMY MOTJIMOJIEHOMY BUBYEHHI1
MMMTaHb, 1110 BIJHOCITLCS J0 JUCIUAILIIHU,

Bigminzo /
3apaxoBaHo (A)




JUCIWILTIHY, SKa BUBYAETHCS, aJie BUXOJWUTH 32 PaMKH OOCATIB Marepialy, mepeadadeHoro
p06090r0 MporpamMoro, ab0 HEBIMEBHEHICTIO Y TIIYMaueHHI OKPEMHX TCOPETUIHHX MOJIOKCHbD.

SIKa BUBYAETHCA.

CTyneHT IeMOHCTpPYE TapHi 3HaHHS 3MICTY Ta mpodeciitHoi TepMiHoIIoTii, 100pe BoJIomie
MartepiajioM, 0 BiAMOBinae poOoUil Iporpami TUCHUILTIHU, BMi€ 3aCTOCOBYBaTH HaOyTi 3HAHHS
Ta BUKOPHCTOBYBATU NpOo(deciiiHy JEKCUKY sl CAMOCTIHHOT pOOOTH Hall TEKCTaMH, aJie IOMyCcKae

JlocTraTHii
3abe3mneuye CTYICHTY CaMOCTilHE

o |OIWHWYHI HETOYHOCTI. BMi€ caMOCTIHO BHITPABIIATH IOMYIIECHI TOMIIIKH, YUCIO SIKUX €
N - BHKOHAHHS OCHOBHHX 3aBJIaHb 32 YMOB, Hoo6pe /
N ' . . . KOJIM BMXiJIHI IaHi B HUX 3MiHIOKOThCS 3apaxosano (B)
3a yac HaBYaHHS MPU NMPOBEJCHHI MPAKTUYHUX 3aHITh, BUKOHAHHI 1HIUBITyaIbHUX / . .
. Lo . MOPIBHSIHO 3 HAJIAHUMH Yy MaTepiaiax
KOHTPOJIBHUX 3aBJIaHb CTYJICHT MPOSIBIISE XOPOIIY 3/IaTHICTh CAMOCTIIHO BHPIITYBaTH S
MTOCTABJICHI 3aBIAHHS, JOIYJIaTHCS 10 00TrOBOpeHHS (haXOBHUX MUTAaHb IHO3EMHOIO MOBOIO 13
HE3HAYHMMU NPOTAJTMHAMH Y BOJIOJIIHHI TPAKTHYHUMH HAaBUYKAMHU.
CrynaeHT 3aranoM 100pe BOJIOJIie MaTepialioM Ta IpOoQeCiitHO TEPMiHOJIOTIE), 3HAE OCHOBHI HocraTHii
TEOPETHYHI ITOJIOKCHHS BiAOBIIHO A0 POOOYO0I IPOrpaMH TUCITUILTIHH, BMi€ 3aCTOCOBYBATH KoHKkpeTHHMIA piBeHb, 32 BHBUCHUM
HaOyTi 3HAHHS Ta NPOQECiiHY JIEKCUKY JJIsl CAMOCTIHHOT pOOOTH HaJl TEKCTAMH, ajIe JIOMYCKaE MaTepiaaoM poboUoi mporpamu
© | OKpPEMi HETOYHOCTI, BMi€ MOSCHUTH OCHOBHI MOJIOKEHHS BUKOHAHUX 3aBJIaHb Ta JIaTH NPABUJIbHI | IUCUUILTIHH. Hoo6pe /
K | BignoBiji y xo/i onuTyBaHHs. [IOMUIKH y BIMOBIASIX HE € CUCTEMHHUMHU. JlomaTkoBi MATaHHS PO MOKJIMBICTH 3apaxosano (C)
CTyJeHT 3Ha€ OCHOBHI MOJIOXKEHHS MaTepialy, 0 MatoTh BU3HAYAIbHE 3HAYCHHS TIPU BUKOHAHHI | BAKOPHUCTAHHS TCOPETHYHUX MOJIOKECHb
IHIMBIAyaIbHUX / KOHTPOJILHUX 3aBJIaHb Ta MOSICHEHHI MPEICTABICHUX JYMOK B MEXKaxX JUTSL TPAKTUYHOTO BUKOPUCTAHHS
JIUCITUILTIHYU, IO BUBYAETHCS. BUKJIUKAIOTh YTPYIHCHHSL.
CTyneHT 3acBOiB OIBITY YaCTHHY TCOPETUIHOTO MaTepially Ta CIIEMmiali30BaHOI JICKCHKH, Cepenniii
< . . .o o . .
~  |nepenbadeHnx po6oY0I0 MPOrpaMor0 IUCIMUILIIHM, PO3yMi€ IIOCTAHOBKY CTaHIAPTHHUX 3aBJaHb, | 3abe3nedye J0CTaTHLO HaIHHUA PiBEHD 3amoBiabHO /
& | Mae ysABIIEHHS 00 COCO0IB iX BUKOHAHHS. Y XO/Ii BAKOHAHHS 3aBJIaHb JIOITYCKAE 3HAUHY BIJITBOPEHHS OCHOBHHUX IOJIOKCHB 3apaxosano (D)
KUTBKICTh HETOYHOCTEH i TPYOMX MOMMIIOK, SIKi MOXKE YCYHYTH 3 JIOMIOMOTOI0 BUKJIa1a4a. JICIUTLTIHU
CryaeHT BoJIOJli€ IEBHUMH HEIPYHTOBHUMH 3HaHHSIMH, TTepe10adeHuMH B poOodiil mporpami Cepeniii
o | TUCIHMIUTIHK, HA MiHIMQJILHO JIONYCTHMOMY PiBHI. 3 BUKOPHUCTAHHSM OCHOBHHX TEOPETHYHHUX Pen . .
© . . € MiHIMaJIBHO JIOMTYCTUMHM Y BCiX 3a10BiTBHO /
& |TOJIOKEHB CTYEHT 3 TPYAHOIAMU BUKOHYE TIOCTaBJIEHI BUKJIaAa4eM 3aBJaHHs. Y Xoai N 3 E
© . . CKJIAJIOBUX HABYAJILHOI ITPOrpamMu 3 apaxosaHo (E)
BUKOHAHHS NMPAKTUYHUX / THIUBIAyaTbHUX / KOHTPOJIBHUX 3aBJaHb JEMOHCTpPYE (HOpMaIbHEe -
CTaBJICHHS, BIICYTHICTh TNIMOOKOTO PO3YMiHHS POOOTH Ta B3a€EMO3B’SI3KIB 3 iHIIMMHU TEMaMHU.
CTyIeHT MOKe BIZITBOPUTH OKpeMi (pparMeHTH MaTepialliB Kypcy i OKpeMi TepMiHH. ea— HesanosiibHo 3
o |Hes3Baxaroun Ha Te, 110 MpOrpaMy HaBYAIBHOI TUCIUILTIHN CTYACHT BUKOHAB, ITPAIIOBAaB BiH . N MOMIIMBICTIO
ry) - . o . . . . He 3a0e3mnedye npakTHYHOT peaizariii MMOBTOPHOT'O CKJIaJIaHHSI)
4 |macuBHO, HoOro BiANOBIAL Mijl YaCc MPAKTHYHUX POOIT B OLIBIIOCTI € HEBIPHUMH, . 'H FX) B
9 5 Ilisticki . . . (baxoBoi JiekcHKH 3aBJIaHb, 0 (HOPMYIOTELCS MPU BUBUCHHI ¢ 3apaxosano (FX)
neobrpynToBanumu. LinicHicTs po3yminHs MaTepialy 3 IMCHMIITIHU T2 SHAHHS N — 3ANiKO8Y KHUIICKY HE
Yy CTyZICHTA B1ACYTHI. NPOCMABISIEMbCS
He3zanosineHo 3
. . . . He3anoBinbuuii ’
< |CTyIEeHT NOBHICTIO HE BAKOHAB BUMOT POOOY0i MPOrpaMu HaBYAIbHOI TUCIUILTIHH. A . . 060B’A3KOBHM
S | ) CTyneHT He MiroTOBICHHH 10 MMOBTOPHUM BUBUYEHHSIM /
? | Moro 3HaHHS Ha MiJCYMKOBUX e€Tanax HaB4YaHHS € (pparMeHTapHUMHU. . . . .,
— CaMOCTIMHOIO BUPILIEHHS 3aBIaHb, SKi He nonymenwii (F) B

CTy/eHT He IOMyIIeHUH 10 3/1a4i 3aITiKYy.

BCTAHOBJIAIE IIpOrpamMa ,[lI/ICL[I/IHJ'IiHI/I

3a1IK08Y KHUJICKY He
npoCmagsAEmoCsl







