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BrAfyK
o$iqifiuoro orIoHeHTa

KaHALrAara rexsiqgplx HayK, AoIIeHTa,
:ani4yeav xa$e4pu In$oprvraqifi noi ra xi6epneru.{Hoi 6esnexu

irvreni upoSecopa BoloAnMupa Fyprvra
Knincnroro croJrr{rrHoro yHinepcnrery iueni Eopnca fpin.reHra

CxlalaHHoro flanla Murco.rrafi oBlrqa
Ha Ar.rcepraqifi ny po6ory IIo no.r onHoro llerpa Muxa fi .n oBrlq a Ha reMy :

" C ucreua uporz4ii yrepeAxeHH.s Hl43bKolusuAricHzx HTTP DDo S -arax
na ne6-pecypcu", noAaHy Ha:4o6yrrt HayKoBoro cryneHt AoKropa $inoco$ii

ea cneqianrnicrro 125 Ki6ep6esueKa

Arrya.nrHicrr reM u Aoc.niAxeHnq.
[ucepraqifina po6ora npr{cBsrreHa rpr,rruuHifi npo6nervri cytacHoi

xi6ep6e:ueKlr - 3axprcry siA HrasrxousuAxicrrnx HTTP DDoS-araK, rri irr,riryrorr
JreraJrbHr{fi rpaSir, yHeMo}nruBflroroqvr ix Aerercqirc rpaaIEqiftHllMu MeroAaMI{.
Aerop o6rpyHroBaHo AoBoAr{rb Heo6xiAuicru pospo6ru cneqianigoBaHl4x
aAarrrr,rBHr,rx cucreNa is sacrocyBaHHrvr lUI, BpaxoByIoqI,I 3pocraHHfl, rcilrrocri
raKHX araK ra ix pyfiHinnuft snrr4B Ha Kprrrr.rrrHy inSpacrpyKrypy. BucHosrl4 IrIoAo
aKryaJrbHocri nosHicrn ni4rpzuyrorbct.

HnsrxorunuAxiuri HTTP DDoS-araKu craHoBJrrrb yniramny 3arpo3y rrepe3

ixHro sAarHicrr iuirynarra neralrnufi rpa$ir, qo po6zrr ik rpaKrnrlHo
HeBr4.(rdMr,rMr4 AJrf, KJraclrrrHlrx saco6is 3axl,Icry, TaKI{x .aK crlfHarypnuit aHanis a6o
noporoni o6uexesHs. Hanpuxlaq, araKur rllry Slowloris a6o RUDY
eKcnJryaryrorb npororonrHi Bpa3nlrBocri, rpunaJlo yrpllMyroqu g'eAsauHs, 6es
na4vripuoro HaBaHTaxeHH.f, Ha KaHaJr, rqo ycKJraAnroe ix Aerexqiro. 3ri.qno 3 AaHaMI4
Cloudflare (2023), qacrKa raKr4x araK y uo6amnovry rpaQiry spocna na 35o/o ga

ocraHni ABa poKlr, oco6nnno cepeA yptrAoBr4x ra SinancoBLIX urarQoprnr. Anrop
BryqHo ni4xpecnroe, ulo rpaaraqifini cncreuu (HanpraKJIaA, Snort a6o Suricata)
nee$exrueni vepes ei4cyrHicrb aAarrrr4sHocri Ao Al4HaMiqnux sNaiH y rua6nonax
araK. 3anpouononanufi aKrIeHr Ha BlrKopucransi IIII lns anani:y nose.qiHroBux
Merpr4K (rpunanicrr cecifi, qacrora sanurin, reonoKallix) e rori.{Hulvl KpoKoM y
KoHreKcri cy.racnnx reHAeHqifi ri6ep3arpo3. I{e oco6nl4Bo KpI,IrI{rIHo 4ra Vrpaiuu,
Ae uiA .rac BoeHHoro craHy rci6eparaxn Ha KplrrlruHy in0pacrpyKrypy cranlr
qACTI4M qBI4IUCM.



Ofifpyurosanicrr HayKoBrIx pery.nsrarin, sucHosris ra peKoMeHAaIIifi
Ercuepnrueuralrui pe3ynbrarra po6orra 6asyrorucflHaAeranrHifi MeroAonorii, ma
BKJIIOqAJIA:

- cr4MyJl.rqiro arar y cepeAoBuuli, ulo irvrirye peanrHufi ne6-pecypc s rpa$irorra
4o I urH sauurin/4o6y;

- nopinnr6nufi aHanis s ni4rpururvru piueHHsMla (nanprar<na4, ModSecurity,
NAXSI);

- sariAarlirc rrro4eli IIII Ha Aaracerax is cyuiunuro neranbHoro rpaQircy ra
arar (rrary Slow HTTP POST).

3auponoHoBaHa MoAeJrb yrrepeAxeHHtr araK Ha rinqesoro KopuTcryBarla

Br,rKoplrcroBye ri6pra4Hrafi ni.qxil :

l. Moaynb raM'f,ri aHuisye icropilo IP-a4pec Alrfl, Bl,z.flB.IIeHHS nlAo3plJll{x
ura6nonie (Haupurcna4, nepioAlaqni sanvrv : pisHl,tx reorpaSivuux sou).

2. @insrpaqir rpaQircy Ha ocHosi rou6inaqii TlS-si.q6zrris i qacoeux

inrepnanis Naix rlaKeraMla.
Pesymraru (rnnxennr CPU-nanaHraxeHH.t cepBepa Ha 40-60%)

notrcHrororbcs orrrlriraisaqierc o6po6xra ganuris 3a paxyHoK rlorepeAHboro ni4ciny
75oh nirc:lpinux 3'eAuautr. lloxasunx eSexrusuocri 3axl4cry (73%) repeBl{Iqye
aHaJroru, Ae cepeAHe 3HarreHHr craHoBl4rt 50-55o/o (sri4no g AocniAxeHHtM Arbor
Networks ,2022).

Hosrsua HayKoBrIx p$yJrbrarin uosrh?I(eHHs
Kmo.{oni innosaqii po6oru:
- MoAenb yrrepeAxeHHr araK iurerpye uexaHistuu MaIuI,IHHoro HaBrIaHruI

(nanprarna4, KJracreprlsaqirc K-means Arq rpyrlyBaHH.r IP 3a reonoraqierc) is
Aererrlielo auouanifi y qacoBr..rx prAax. Ue Aosnolse iAesruQir<ynaru "posno4ileni"
uraKvr,Ae KoXeH 6or ni4npaBJule uisiualrny rinrxicrr sanurin;

- MeToA paHHboro BI4.nBJISHH.I BLIKopI4cToBye TpI4eraIIHy uepenipry :

- o6iuexeHH;r ruBnArocri (rate limiting) ar-a ni4ospinra< cerl4eHrie rpa$ixy;
- reo6noryBaHHrr perioHin is Hrasrruvr pinnelr 4onipz (na ocHoei Aanux Threat

Intelligence);
- anaris rplrBurrrocri HTTP-cecifi 3 BuKopI4craHHlM crarl,Icrl{Ku flyaccoHa AJUI

Brlf, BJIeHHS niAxuleHr;
- AnnaMi.rtufi, asatris naxerHr4x rpyn sa6erueuye ro.IHicrb Ao 89oh sas4sxu

anroplrrMy KopeJrf,qii rr,rix 3aroJroBKaMu ganurie i qacosuNltE tuirrauu;
lloai6Hi niAxoAra He ouucasi B HayKoBI,IX rry6liraqirx, qo ui4rnepAxye

HOBr43Hy.
flparcruuua qinnicrb orplrMaHI{x pery.rrurarin
llpartlavHe 3HaqeHHt oAepXaHI4X pesylrrarin nortqrae B ToMy' qo

pospo6neHufi alroprrrM po6orn cncreMl,I 3axucry cepnepin, sxuit cKJlaAaerbc.a 3

aAarrrr4BHoi ruoAeli IIJI Anfl. BvrflBlreHHf, auorraalifi HH3bKoIusIaAricHLIx HTTP
DDoS-arar, srcufi, Ha ni4ruriny eia iuryrcuux ueroAin BLIIBJIeHHfl

Hr.r3bKorrrBuAlcicsnx HTTP DDoS-ataK BpaxoBye BI4IrIe graAaHi oco6rusocri i Ha

7 3 %o rcp awe 6n orye HI,I3 bKo IueI,lA rci cH i HTTP DD o S - ararra.



3stqgOK po6Oru 3 HayKoBlIMlI rrporpaMaMlI' IIJIaHaMHT TeMaMII

Haupxna AocJri.{)KeHHs lloHorroBHoro fI.M. 6esnocepe.{Hbo roBr.s3aHllfi 3

peanisaqielo 3arouia Vrcpainu "flpo ocHosui 3aca kr 3a6e3ner{eHHfl ri6ep6esuexu
yxpaiHra", "flpo 3axr4cr iu sopuraqii n inQopvraqifi so-xovryH iraqifi Hlax cucreMax" o

,,npo iHsoprvrauiro", "llpo 3axllcr rrepcoHaJlbHl4x ga:n:ax", 'oflpo naqionanrHy
6*nery yxpainu". ,{nieprauifiua po6ora Br,rKoHaHa eiAnoeiAHo Ao uranis
uayxoaoi i HayKoBo-rexHi.rHoi dgnrnocri ,{epxannoro yninepcurery
iH$oprurauifiHo-rouyHixauifiru4x rexHonorifi B paMKax HayKoBo-AocliAsoi po6oru
,,Llhsxn niAsr.,rqeHHg eQenraeHocri 3axl4cry KoMaHAHo-TeJleMetpuuHoi
iHsopuaUii 6esninorHlax liralurux auaparia" (Ns Aep)K' peecrpaUii

0123U100244, AYIKT, rvr. Kuin).
flo e Hora Brr KJr aAy ocuo BH r{x pe3yJl braris Arrcepra IIii n uy6"rrircauiqx
Hayroui pe3ynbrarr4 Auceprarlifinoi po6orra llono'IoeHoro lI.M.

ony6linonaHi y 21 ruynoBlrx rpaqsx. OcHonHi Hayxoni pesynrrarvr nuxraAeHi e

g HayKoBr4x crarrqx ony6lixoBaHr4x y cneqianisoBaHux Saxonux BI4AaHH.[X,

3arBepAxeHr,rx HaKa3oM MOH VrpaiHu. Marepiaru4 Bllcryrlin na HayKoBLIX ra
HayKoBo-npaKTr4r{Hr{x ronsepenqirx ony6nixoBaHo y 12 s6ipnrarax re3

AonosiAefi:
11 BceyrpaincbKa HayKoBo-rpaKrr4rrHa roHsepeHqir nau'sti axaAeuira

Axa4erraii HayK slaqoi oceiru, upoSecopa Asarorig BoloAuuI'IpoBI'Iqa
KacuepcrKoro (29 uepau s 2022 poKy);

XKII ruixuapo4Ha HayKoea-rexHi.rua xoH$epeHqix, vriNuapoguoi uayro noi
rronoAixnoi ruxorlr <<Cucreur4 ra 3aco6n rurynroro inreleKTy)) (10-11 xosrHs
2023 poKy);

IV B ceyrpaiHcrra HayKoBo -rpaKrr4rrHa rou$epeHrlis <Mo4epHisallig 3Mlcry
npo6ecifinoi' ocniu4 B yMoBax enpointerpauii YxpaiHu - 2024>> (17 rnirux 2024
poKy);- 

X11I MixnapoAHa HayKoBo-rexuiqsa ron$epenqir ITSec-2024 <EesileKa

iH$opvrauifinux rexHorlorib (9 - 1 1 rpanlns' 2024 poKy);
iV BceyrpaiHcbKa HayKoBo-rrpaKrr4qHa xouSepenqia uau'qti ara,4euira

Aralerr,rii HayK nr,ruloi ocniru, upo$ecopa Anaronis BoloAuul4poBllqa
KacuepcrKoro <Amyalrni upo6leNru Ta nepcneKTI{BI',I po3BI',ITKy

Qyu4al,reHT€rJrbHr4x, rrpHKnaAHHX, 3araJlbHorexHiquux ra 6esneroBulx nayrc>> (27
rrepBHf, 2024 poKy);

HayrcoBo-rrpaKrv!{Ha roH$epenqir <llepcuerrl4Bvr ra npooleuarura
Iurererry€ulbHllx ct4creM)> (3 1 rpanHt' 2024);

XIIi MixHapo4Ha HayKoBo-upaKrr4rrHa r<oH$epenqir <<Mareuatura.
In6oprnraUifiHi rexnonorii. Ocsira) (31 rpanHs'-2 qepBH-f, 2024 poKy);- 

br.y*paisc6a HayKoBo-rpaKrr4rrHa rousepeuqis <<Arryanrui npo6lerrau

6esneru-insopvraqifino-renerorrayniraqifiHux cncreM) (3 - 5 nllcrorlaAa 2024
poxy)2;' - if Mixnapo4na HayKoBo-rpaKrlrr{Ha xoHsepenqix <Cyuacri acrleKrl4

AiAxuranigarlii ia iH$opvraflEsarlii B nporpaMuifi ra KoMn'Iotepnifi iuxenepii>
(19 - 21 rpyaHs.2024 poKy);
The IV lnternational bonference on Emerging Technology Trends on the



Smart Industry and the Internet of Things "TTSIIT - 2025" (30 - 31 ciqnq 2025
poKy);

XIIV MixnapoAHa HayKoBo-rexHiqua ITSe c-2025 Eesuexa insoprraaqifiHnx
rexHorroriir (22 - 24 rpanss 2025 poKy)

Pesynrrau{ HayKoBux AocriA}KeHb nprafinmi Ao BrrpoBaAXeHH.rr s AisnrHicru
ToB "CITOH AIAXI'ITAI", ToB "JIyr{", ra ToB "A.A.f ." a raKox pearisonani
s ocnirHroMy rlpoqeci rcaSe4pIa TexniqHlrx crrcreM rci6epraxucry [epNaBHoro
yHinepcvrrery iH$opvraqifino-xovryHir<aqift uux rexHolorifi .

OqiHrca rrvricry 4ucepraqii, siAnoeilnicrr BcraHoBJreHr{M BnMoraM
uloAo oSopru.neHHa

,{ucepraqifina po6ora lloHo.ronHoro
AocniAxeHH.f,M, qo nupi:H{errcr loriqsoro
rraarepialy i niauosilae rrr4HHr4M Br4MoraM Ao

lI.M. e 3aBeprrreHlrM HayKoBr,rM
nocniAosuicrro Br{KnaAy HayKoBoro
Ar4ceprarlifi sa :4o6yrrx HayKoBoro

cryrleHt AoKropa Qiloco$ii, nepe46arreHuM "llopa4roM npLrcyAir(eHHr Cryuenr
AoKropa SinocoQii ra cxacyBaHHr pirueHnx pa":onoi cueqianisosaHoi n.reHoi pa1n
3aKJIaAy sH[{oi ocniru, HayKoBoi ycranonv npo rpr4cyAxeHHr cryneHq AoKropa
SilocoSii", 3atBepAXeHoMy rrocraHoBoro Ka6isery MiHicrpin Yrpainu ni4 12
ci.rHs 2022 p. Ne 44.

lncrcycifi Hi uo.noxeHHfl Ta HeAoJrircu gucepraqifiuoi po6oru.
!.;tr. nonnoqiuHoro rlepexoAy nia Hayxonoi po:po6xra 4o rpoMrrcJroBoro

piurenHa peKoMeHAyro:
l. Y po6ori ocHoBHa yBara npu4ineua caMe Hr43bKorrrnuAricnurr,r HTTP

DDoS-ataKaM. OAuar HeAocrarHbo po3rnsHyro rlrraHHq alaurarlii
3arlponoHosaHoi cI4creMI,I Ao ri6puAHl,rx qu xol,r6iuosaHzx arar (naupr4KJraA,
slowloris * volumetric flood), rxi qacro sycrpi.rarorbcr B peaJrbHoMy cepeAonnqi.

2. Xo'{a n po6ori 3atBJIeHo rrpo BLrKopncraHHr iHrenerryaJrbHr{x uero4in,
oAHaK ni4cyrul KoHKperllsaqis rvrry rr,roAeni (HanpzrnaA, Decision Tree, SVM,
Neural Network), BuKopncraHr4x o3HaK, MeroAis HaBqaHHr i naniaarlii. IIe
o6laexye ruoxlnnicrr ni4rnop eHHr p esynrrarin.

3. Ouuc rvroAeni cI4creMI,I He 3aBXAH cyrrpoBoA)Kyerbcr .rirxuNr
MareMarI,Ir{HLIM arlaparoM. Haupuxra4, He sci KoMrIoHeHTu cr4creMr4 Malorb
$opuanrHe onucaHH{ y elarrsAi pinurrrr, $yHrqiou€rJrbHr{x 3aJrexHocrefi a6o
4iarpau uororin 1aHvrx, qo ycKnaAHroe nepenipry KopeKrHocri uogeli inuruuu
AocniAHuKaMH.

4. Y rexcri TpalntrcTbcs He3Ha.tri rpauaru.rHi ra crznicrz.{Hi rroMr4JrKH,
Aesri pI4cyHKLI (:oxpenaa, 4iarpair,rn apxirerrypr4 czcrervrz) uoAani e Hr,rsrrifi srocri
a6o 6es IIof,cHIoB€uIbHI,IX ui4uzcin, Ta6nuqi He 3aBxArr Marorb 3aroJroBKtr, rr1o
ycKnaAHroe ix inrepnperaqiro.

HaneleHi 3ayBaxeHna i 4zcxycifini MoMeHrra BKa3yrorb ua Aesrci cyuepevnuni
acneKTH 4ocri4xeuux, npore 3araJroM BoHr4 sacni4vyrorr crlaAHicrr i
6ararorpausicrr o6panoi reMrr, ii npaxruvHy naxrrasicrr ra aKry€rJnuicm i
cyrreBo He BrIJII,IBarorb Ha sriuri xapaKrepvrcrvrKu Ar{ceprarlifinoi po6oru.



BucHoeoK
,{ncepraqifiua po6ora IIoHo.{oBHoro llerpa MnxafiloBl4qa Ha reMy <<Cucreua

nporz4ii ynepeAxenHr Hr{3bKorunu4xicnnx HTTP DDoS-araK Ha ne6-pecypcl{) e
3aBeprrreHr4M HayKoBHM AocriAxeHHrM, sKe 3a aKTy€ulbHicrro, 4ocronipnicto
orplrMaHux pe3yJrbrarin, ixsroro HayKoBoIo HoBIr3Horo i uparrnvuorc qiuuicuo
siAnosiAae BrrMorana <flopxAKy npr4cyA)KeHHt cryrleHt AoKropa QinocoQii ra
cKacyBaHnx piureHH.u pa3oBoi cneqialisosaHoi s.{eHoi pa4vl 3aKJIaAy
nayxonoi ycraHoBl4 rlpo [pLIcyAXeHHt cryneHt AoKropa

BtIIqOl OCBITII,

$inocoQii>,
3arBepAxeHoro flocranosoro Ka6inery Minicrpiu Vrpainu niA 12 ci'rufl,2022 poKy
J\b44, a ii anrop, flonouosuwia llerpo Mr,rxafinoBl,Itl, 3acJlyroBye Ha IrpI4cyA)KeHHt
cryneHs AoKropa Siroco$ii sa cneqialrnicrro 125 Ki6ep6esuera.

OSiuifittufi onoseHr:
sani4ynau rca$e4pz in@opuaqifisoi
ra ri6epHeru.IHoi Oesueru
iiraeni npoQecopa B onoAuMl,Ipa Eyp.rvra,
Kr,riscrroro croJll4qHoro //
yninepczrery iueui Eopuca fpinveura, 4
KaHAr{Aar rexHi.rnrax HayK, AoIIeHr 7-' llanno CKnAAAHHI'il'I
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