MIHICTEPCTBO OCBITHU 1 HAYKH YKPAITHUA
NNEP)KABHUM YHIBEPCUTET
THOOPMAIIHHO-KOMYHIKAIIMHUX TEXHOJIOI'TH

IMPOEKT

OCBITHBO-TTIPO®ECIMHA TIPOTPAMA

“YIPABJIIHHA
IHOOPMAUNINHOIO TA KIBEPHETUYHOIO
BE3IIEKOIO”

JAPYroro (MaricTepcbKOro) piBHs BUIIOI OCBITH

CrneniajJbHIiCTh F5 Kidepoe3neka Ta 3axuct ingopmauii
I"'any3b 3HaHBb F Indopmaniiini Texnoorii
Kpagigikauis: MaricTp 3 kiGepOe3neku Ta

3axXUCTy iHdopmMailii 3a
OCBITHbLO-NIPO(eciiiHOI0 TPOrPAMOI0
YnpaBiainua indopManiliHoo Ta
Ki0€pHETHYHOI 0€3IEeKO0I0

3ATBEPJUKEHO BUEHOIO PAJIOIO YHIBEPCUTETY
[TpoTtoxoi Ne

Haxka3z No

Pexrtop Bonomumup HIVJIbTI'A

Kuis — 2025



JIMCT IIOTI'OIZKEHH S

OCBITHBO-IIPO®ECINHOI [IPOT'PAMU
NIATOTOBKH 3J0BYBAYIB BUIIIOI OCBITH

rajxysb 3HaHb F “Indopmariiitni TexHosorii”

CHeIIaIbHICTh F5 “KiGepbesmneka Ta 3axuct iHpopMmarii”

PIBEHb BHILIO1 OCBITH APYTHiA (MaricTepchKHiA)

kBasiikaris Marictp 3 kibepOe3neku Ta 3axucTy iH(opmarii 3a

OCBITHBO-TIpOECiiiHOI0O  MpOTrpaMor0  YTpaBIiHHS
1H(pOpMaLIfHOIO Ta KIOEPHETUYHOIO OE3MEKOI0

1. epmmii mpopekTop Onexcannp KOPYEHKO
2. IIpopexTop 3 HaBUANBHOI pOOOTH Aptyp I'YIMAHSH
3. T.B.o. HauaJgbHUKA HABYATBHO-METOIUYHOTO BIILTY Bagum BJIACEHKO

4. Buena pana HaBuanbHO-HAyKOBOT'O IHCTHTYTY KiOepOE3MeKH Ta 3aXUCTy iHhopMarlii
[IpoTokon Ne Bim ¢

T'omosa Buenoi Pagu HHIKB3I €sreuis IBAHUEHKO

5. Kadenpa ynpapmninas kibepOe3nekoro Ta 3aXucToM iHdopMmarrii

[IpoTokon No BiJ

3aBimyBau Kadeapu

yTpaBIiHHA KibepOe3nekoro

Ta 3aXKUCTOM 1H(popMaIii Ceitnana JIETOMIHOBA

Periensii Bi 30BHIIIHIX CTEHKXOJAEPIB (KOMIIaHIM-MTAPTHEPIB):

1. ToBapucTBO 3 0OMex)eHOO BiamoBiganbHIicTIO “IT cremiamict”;
2. A1 “EC EHJI TI Ykpaina”



HEPEIMOBA

Po3po6iieno poGodoro Tpymnor y cKiIami:

I'apanT ocBiTHBO-IPOdeciiiHOi mporpamu
Caitnana JIETOMIHOBA - 10KTOp €KOHOMIYHHMX Hayk, Ipodecop, 3aBiayBau
Kadeapu yrpaBIiHHA Ki0epOe3meKkoro Ta 3aXucToM iHdopmaiii.

Ysenn poboyoi rpynu:

Bitaniit CABUEHKO - nokTtop TexHIYHUX Hayk, mpodecop, npodecop kadeapu
yIpaBiIiHHA KiOepOe3neKkor Ta 3aXucToM iHdopmariii,

Jmutpo PABUYH - xaHauaar TEXHIYHUX HAyK, JAOLEHT Kadeapu yrpaBiiHHS
KiOepOe3neKoro Ta 3aXUCTOM iHpOpMaIlii;

Tersna MYKAHOBA - kangunaT Hayk 3 Jep)KaBHOTO YIpPaBJIiHHS, JOIEHT,
JOTICHT Kadeapu ynpaBaiHHS Ki0epOe3meKor Ta 3aXucToM iHdopMalii;

Muxaiino 3AIIOPOKYEHKO - crapmuii Bukianady Kadeapu yHOpaBIiHHS
KiOepOe3neKoro Ta 3aXUCTOM iHpOpMaIlii;

Ounexkciit MOPO30OB — nupexkrop TOB «IT Cneuniamnicty;

FOpiiit JUCEIBKHMA — mupexrop 11 «<EC EHJI TI Vkpainay,

Hanin CBSTCBKA — cryaentka cnerianbHocTi 125 «KibepOesmeka Ta 3axucT
1H(popMarii».



BIJJOMOCTI ITPO NEPEIJISAJ] OCBITHBO-IMIPO®ECIHHOI IPOTPAMHU

OcaiTHBO-TIpO(eciitHa mporpamMa po3po0dieHa BIAMOBIAHO J0:

Jlep>kaBHOTO CTaHIAPTY BUIIOI OCBITH 3a cremianbHICTIO 125 «Kibepbe3neka»
st apyroro (Marictepcbkoro) piBHs Buioi ocBiTH (Hakaz MOH Vkpainu Bia

18.03.2021 Ne 332);

[IpodeciitHoro cranaapty Ha rpymy mpodeciii «Bukianaul 3akiaaiB BUIIOT

ocBiTi» (Haxa3 MinictepctBa ekoHoMikH Big 23.03.2021 Ne 610);

[ToctanoBu KabGinety MinictpiB Ykpainu «IIpo BHECEHHs 3MiH O MEpENiKy
rajgy3ed 3HaHb 1 CHELIiaTbHOCTEH, 32 SIKUMH 3[IMCHIOETHCS MIArOTOBKA 3/7100yBaviB

BHUIIOI OCBITH» Big 16.12.2022 Ne1392;

Haka3y MinictepctBa ekoHoMiku Ykpainu «IIpo 3arBepikenus 3mind Ne 11
no HarmioHansHOTO Kiacudikatopa JIK 003:2010» «Knacudikatop mpodeciii» Bi

29.12.2022 Ne 5573;

pEeKOMEHJAIId  aKpeauTaliiHUX  KOMICIH  YHIBEpCHUTETY;  IPOMO3MIIII

po00TO1aBIIIB; MOOAKaHb 3400yBaviB BULIO1 OCBITH.



IIpoginab ocBiTHLO-IPpOdeciiiHOI mporpamMu

1 —3aranbHa indopmanis

Jlep>kaBHU yHIBEpCUTET 1HPOpMAIIiiiHO-
KOMYHIKaIlIHHUX TEXHOJIOT1H,
HapyanpHO-HayKOBUN IHCTUTYT K10epOE3MeKH Ta
3axucTy iHbopmarii

IloBHa Ha3Ba 3aKaaxy
BHIIIOI OCBIiTH Ta
CTPYKTYPHOI0 MiAPO3ai1y

Marictp

Cryninb Buioi ocBiti Ta | OcBiTHA KBaiikaris — Marictp 3 kibepOe3neku Ta
Ha3Ba KBajdiikauii MoBoI0 | 3axucTy iH(opMallii 3a OCBITHRO-IPOPECIHHOIO
OpHUriHaxy porpaMoro YmpaiiHHS 1HGOPMaLIHHOIO Ta
KiOepHETUYHOIO 0E3MEKOI0

OcBiTHBO-TIpOdeciiiHa mporpama
VYrpasiinus iHQopMaIiitHOO Ta KIOEPHETUYHOIO
0€e31eK010

Odiniitna Ha3Ba 0CBITHBOI
nporpamMu

Jlurimom marictpa, OIMHUYHHUI
OO6csr ocBiTHBOI porpamu - 90 kpeautiB EKTC;
TEpMIH HaBYaHHA 1 pik Ta 5 MICSIIiB

Tun gumiomy Ta o0csr
OCBITHBOI IPOrpamMu

AKpeauTOBaHa.

CeptudikaT npo akpeIuTaIlilo OCBITHbO-TIPOQECIHHOI
[porpamu Apyroro (MaricCTepcbKoro) piBHs

HasiBHicTh akpeauTamii «YmpaBiiHHS 1HPOPMALIMHOIO Ta KIOEPHETUYHOIO
6esmnekoro» crienianbHocTi 125 «KibepOesneka Ta 3axuct
iHpopmariii» Ne 9633 Bix 11.12.2024. Ctpoxk aii 10

01.07.2030.
HPK VYxkpainu — 7 piBeHb/ mMarictp,
ukJ/piBeHb QF-EHEA- npyruii uuk,

EQF-LLL — 7 piBenb

HasBHicTh OCBITHBOTO PpiBHA OakajgaBpa, OCBITHBOTO

IlepeaymoBu ) : . . ) :
pIBHSI MaricTpa 3 1HIIOi CHeIliaJbHOCTI
MoBa(1) BUKJIAJTaHHS YkpaiHcbKa, aHTIChKa
TepmiH aii 0CBITHBOI :
P A Brenena B mito 3 01 Bepecus 2025 poky
NnporpaMu

http://www.dut.edu.ua/ua/1826-osvitno-profesiyni-
programi-kafedra-upravlinnya-informaciynoyu-ta-
kibernetichnoyu-bezpekoyu

InTepHer - axpeca
NOCTIHHOI0 PO3MIlLICHHA
OIHCY OCBITHBOI MPOrpaMu

2 — MeTta ocBiTHBO-TIpOdeciiiHOI MporpamMu

MeTtoro mporpamMu € TIATOTOBKAa BUCOKOKBaJi(pikoBaHWX (haxiBIiB 3 YIPaBIiHHS
iH(dopmariiiHolo Oe3mnexoro Ta/abo kibepOe3mekoro, 3aTpeOyBaHWX HAa PUHKY TIpaiii,
3MaTHUX pO3B’S3yBaTH 3ajadl JOCHIJIHUIBKOIO Ta 1HHOBALIHHOTO XapakTepy,
OMHCYBAaTH W PO3’SCHIOBATH MPOIECH, IO BiAOyBaroThcs y cdepi kibepOesnekn Ta
3aXMCTy 1H(pOpMaIlii, BUSBJISTH 3aKOHOMIPHOCTI MPOIIECIB YNpaBiiHHA 1HPOpMAIIHHOIO



http://www.dut.edu.ua/ua/1826-osvitno-profesiyni-programi-kafedra-upravlinnya-informaciynoyu-ta-kibernetichnoyu-bezpekoyu
http://www.dut.edu.ua/ua/1826-osvitno-profesiyni-programi-kafedra-upravlinnya-informaciynoyu-ta-kibernetichnoyu-bezpekoyu
http://www.dut.edu.ua/ua/1826-osvitno-profesiyni-programi-kafedra-upravlinnya-informaciynoyu-ta-kibernetichnoyu-bezpekoyu

Oesnexoro Ta/abo  KibepOesmekoro, 3AIMCHIOBATH  ampolarlito Ta MpaKTUYHE
BIIPOBA/DKEHHSI HAYKOBHMX  pE3yJbTaTiB, MHCIUTH I1HHOBAIIfHO Ta BOJIOAITH
KOMITETCHTHOCTSIMUA, HEOOXITHUMHU JUIsi €(PEKTHBHOTO YIPaBIiHHSA 1H(POPMAIIHHOIO
Oe3mekoro Ta/abo kKibepoe3neKoro.

HabyTi KOMIIETEeHTHOCTI MOXKYTh OyTH 3aCTOCOBaH1 B JOCHIIHUIIBKIN, YITPaBIIHCHKIH,
OCBITHIH, 013HECOBIN Ta IHIMX TUCIUTIIIHAPHO-TIPOdeCiHHUX chepax.

3 — XapakTepucTHKA 0CBITHHO-NIPodeciiiHoi mporpamMu

00’€KkTH BUBYCHHA:

— CydYacHi MPOIECH JTOCTIHKEHHS, aHaI3y, CTBOPEHHS
Ta 3a0e3nedeHHs (PYHKIIOHYBaHHS 1HPOPMAIIHHUX CUCTEM
1 TEXHOJIOTiH, IHmMX Oi3Hec-ONepaiiHuX MPOIECiB Ha

o0’exTtax  1H(pOpPMAIIHHOI  MISUTBHOCTI, KPUTUYHOI
iH(ppacTpykTypH, chepu iHpopmaliiHoi Oe3neku Ta/abo
KibepOe3neKky;

— 1H(hOopManiiiHi CHUCTEMH (1HpopMaIiiTHO-
KOMYHIKaIliifHI, 1H(popMaIiitHO-TeIeKOMYHIKAI[IHH],
aBTOMATH30BaHI CUCTEMH Ta TEXHOJIOTI);

— iH(ppacTpykTypa 00’€KTIB 1H(bOopMaIiiHOT

JUSITBHOCTI Ta KPUTUYHO1 1HQPACTPYKTYPH;
— CUCTEMH Ta KOMIUIEKCH CTBOPEHHs, 0OpOOKH,
nepemadi,  30epiraHHs,  3HUIIEHHS,  3aXUCTy  Ta
B1JI0OpakeHHs JaHuX (1HPOopMaliifHUX MOTOKIB);
— iH(popMaliiiHl pecypcd pi3HUX KiaciB (B T.4.
JiepkaBH1 1HGOpMaILiitHI pecypcH);
— IporpaMHe Ta TPOTPaMHO-amapaTHe 3a0e3TMCUCHHSI
(3acobm) kibep3axucry;
— CUCTEMHU YIpaBIiHHA 1HPOPMALIMHOI OE3MEeKOI0
Ta/ab0 KibepOe3neKoro;
— TEXHOJIOTI, METOMH, MoOJell ~ Ta  3aco0wm
1H(bopMarriitHoi 6e3neku Ta/abo KibepOe3neKu.
isi HaBYaHHSA:

[TinroToBka (axiBiiB, 3AaTHUX PO3B’SA3yBaTH 3ajadi
JIOCITITHUIIBKOTO Ta/a00 1HHOBAIIMHOTO XapakTepy y chepi
ynpaBitiHHS iHGOpMaIliitHo0 Ta/abo KibepOe3nexoro.

Onuc npeaMeTHoOL
odaacri

Teopernunuii 3MicT NpeaAMeTHOI 00J1acTi

TeopeTuuHi 3acaau HAayKOEMHHX TEXHOJIOT1H,
byHaamMeHTalbHl  (I3UKO-MaTEMaTUYHI 3HAHHS, Teopii
1eHTHdIKAalll Ta NPUAHSTTS PillIeHb, CACTEMHOr0 aHaji3y,
CKJIaJIHUX CHUCTEM, MOJICJIFOBAHHS M ONTUMI3aIlli MPOIIECIB,
TEOpisi MaTeMAaTUYHOI CTAaTUCTUKH, KPUNTOTpadiuHOTO Ta
TEXHIYHOTO 3aXMCTy 1H(OopMmalli, Teopii pU3MKIB Ta 1HIIUX
MDKIUCIUTUTIHAPHUX — TEOpId 1 TMpakTHK Yy  Talysi
iH(hopMarriitHoi 6e3neku Ta/abo KibepOe3meKHu.




MeTtoan, MEeTOAMKH Ta TEXHOJIOTII

Meroau, Mojeni, METOIUKH Ta TEXHOJOTii CTBOPEHHS,
00poOKwH, nepeaadi, npUiiMaHHS, 3HUIIIEHHS,
BioOpakeHHA, 3axucTy (Kibep3axucTy) iH(opMaIiiitHux
pecypciB y KiOepmpocTopi, a TaKOX METOAM Ta MOJEi
PO3pOOKH i BUKOPUCTAHHS MPUKJIIAJHOTO 1 CTIEIiaTi30BaHOTO
MPOTPaMHOT0 3a0e3NedeHHs JIJIsi BUPIMICHHS MpodeciiiHuX
3aBJaHb |y rany3i i1HQopwmariiiHoi Oe3neku  Ta/abo
KibepOe3mneKu.

TexHosorii, MeToaM Ta MOJENI JOCIHIKEHHS, aHaJi3y,
yopaBliHHS Ta  3a0e3neueHHs  Ol3Hec/omepariiiHux
IPOIECiB 13 3aCTOCYBaHHSM CYKYITHOCTI HOPMaTHBHO-
MPaBOBUX Ta OPraHi3alifHO-TEXHIYHUX METOJIB 1 3ac00iB
3aXUCTy 1HPOPMALIIITHUX PECYPCIB Y KIOEpIPOCTOPI.
IncTpymenTu Ta 001aAHAHHS.

3aco0u, TpUCTPOi, MepexeBe  YCTaTKyBaHHS U
CEpellOBUIIE, MNPUKIATHE Ta CHEllali30BaHe IpPOrpamMHe
3a0€3MCUYCHHs, aBTOMATH30BaHI CHCTEMH Ta KOMIUICKCH
MPOEKTYBAHHS, MOJICTIOBAHHS, EKCIUTyarTamii, KOHTPOJIIO,
MOHITOPUHTY, OOpOOKH, BITOOpa)KEHHS Ta 3aXUCTy JAHUX
(inopManifHUX MOTOKIB), @ TAKOX METOAM 1 MOJIell Teopii
PU3UKIB Ta YNpaBIiHHS 1HPOPMALIMHUMH peCcypcaMmH IMpHU
JOCIIIJKEHH] ¥ CYMpPOBOJKEHHI 00 €KTIB 1H(pOPMAIIIHOI
JTISTBHOCTI B ramy3l iH(opMamiiHoi Oe3nexku Ta/abo
KibepOe3neKu.

Opienranisi 0CBiTHBLO-
npodgeciiHoi nporpaMmu

OcsiTHbo-ipodeciiina.  Ilporpama  Mae  mpuUKIaTHUN
XapakTep, CHOpsMOBaHAa Ha 3a0e3MeueHHs MOTped pPUHKY
npaiii, 30kpema B ranysi IT.

OcHoBHuii pokyc
OCBITHBO-TIPO(eCiHHOI
NporpaMu Ta
creniamizamii

HocnipkenHss B ramy3i iHdopmaliiHoi Oe3nexku Ta/abo
KibepOe3nexu.

AKIIGHT Ha BIPOBA/DKCHHI 1HHOBAIIMHUX METOMIB 1
TEXHOJIOTIM B Tpollecl yMpaBiiHHA 1H(OPMAIIHOIO
Oesnekoro Ta/abo KkiOepOe3nmekor Ha IIANPUEMCTBAX, B
yCTaHOBAaX 1 OpraHi3alisx.

Kimrouoni cnopa: PUSUKU, 3ATPO3U 1 BPA3JIMBOCTI
[HOOPMALIMHOI BE3INEKNM TA KIBEPBE3IIEKY,
3AXUCT [HOOPMAIIII, YIIPABJIIHHS
[HOOPMALIIMHOIO BE3IIEKOIO Ta/a60
KIBEPBE3ITEKOIO

Oco0auBocTi
nporpaMu

[Iporpama peami3yeTbcsi HAyKOBUMH Tpylamu, mepeadaydae
3aCTOCYBaHHSI IIMPOKOT'0 KOJIa 3arajlbHOHAYKOBHX 1 CIICIIATBHUX
AQHATITAYHUX METOJIB, TPHUHIWMIIB 1 MPUHAOMIB HAyKOBUX
JIOCITI/DKEHb, 3 YPaxyBaHHSIM CY4YacHOTO CBITOBOTO JOCBITy B
cepi iHbopMartiiHoi 6e3rekn Ta/abo KibepOe3meKy.

[lepenbayeHo mpoBeACHHs! JEKIINHUX KypCiB, MPAKTUIHUX Ta




CEMIHAPCHKUX 3aHsTh, TPEHIHTIB, 13 3aydeHHSIM (axiBIliB 3
iHpopMalIiiiHOi Oe3nekn Ta/abo KibepOe3MneKHn, CaMOCTIMHOL
HAYKOBO-OCITITHOI pOOOTH.

Y  npocpamy enposadiceni pezynomamu  npoekmy
€Esponeiicokozo cow3y Tempus Ne544455-TEMPUS-1-
2013-1-SE-TEMPUS-JPCR «Ocsima excnepmie
HACMYNHO20 NOKONIHHA 6 2any3i KibepbOe3neku: HO6a
npozpama mazicmepcvkoi npozpamu €Cy.

4 — IlpugaTHicTh BUILYCKHHUKIB

A0 IMPAaleBJANTYBAHHA TA NOAAJIBINOI0 HABYAHHSA

IpuaarHicTs 10
NpaueBJIalITyBaHHSA

Marictp 3 kiOepOesneku Ta 3axucty iHGopmallii 3a
OCBITHBO-TIPOGECIHOIO IPOrpamMoro YnpapmiHHs
iH(opMaIIiitHOIO Ta KIOEpHETHUYHOIO 0€31MEeKOI0 (BUITYCKHUK)
3IaTHUN BUKOHYBaTu IpodeciitHi podbotu 3a HamionaasHuM
kiacudikaropom mpodeciit JIK 003: 2010

OcHoBHa!
2139.2 — daxiBelp 3 TJIaHyBaHHS MOJITUKA Ta CTpaTeTii
KibepOe3mneKky;
2139.2 — Aynputop iHpOpMAIIHHUX  TEXHOJIOTIH 3
KibepOe3neKky;

2310.2 — Buknagad 3aKkjiaay BHIIOI OCBITH

IHogannie HABYAHHSA

[IpomoBxkuTH OCBITY 3a TpeTiM (OCBITHHO-HAYKOBUM)
piBHEM BHIIIOi OCBITH.

HaGyTTtss nonmatkoBux KBamiikaiiifi y CHCTEMI OCBITH
JIOPOCIIHX.

5 — BUKJIaJJaHHA TA OLiHIOBAHHSA

Bukiaaganusa ta
HAaBYAHHSA

CTyaeHTOIIEHTpOBaHE HaBYaHHS i BUKJIAaTaHHS.
BuknamanHs TpOBOIUTHCS JEPKABHOIO MOBOK. [HO3eMHOO
MOBOIO (QHIUIIMCHKOIO) MPOBOJUTHCS BUKJIAJAHHS OKPEMHUX
JUCUUIUIIH, AKl (QOopMyIOTh Tpo(deciiiHi KOMMIETEHTHOCTI.
BuknananHs crnpsMoBaHEe Ha 3aCBOECHHS 3HaHb, YMIHb 1
HABHYOK JTSI OJANTBIIIOTO 3aCTOCYBAaHHS Ha MTPAKTHIII.

OcHoBHUMHU criocoO0aMu  Tepefavi  3MICTy  OCBITHBOI
mporpaMu €  TPOBEACHHS  JIEKIIM,  IPaKTUYHUX,
CEMIHAPCHKUX Ta IHJWBIAyaJbHUX 3aHATh, KOHCYJIbTAIlH,
pO3B'sI3aHHS CUTYaTUBHUX 3aB/aHb, TECTyBaHHS,
MpE3eHTAalllid, TMPaKTU4HI KEeHCH Bia TapTHEpIB Kadeapu,
HayKOBO-JIOC/IiHA, HAYKOBO-TIEAAroriyHa, IepeIuIuioMHa
MIPAKTUKH.

OuiHoBaHHA

Buau KOHTpoOIO: MOTOYHMM, pyOLKHMIA (MOAYJIBHUM,
TEMaTUYHUM) Ta MACYyMKOBUM. OuiHIOBaHHS CHOPMOBAHUX
KOMIIETEHTHOCTEH TIPOBOAUTHCSA T[T Yac KOHTPOJIbHUX
3aX0JiB, SKI TepeadadeHi I1I€K OCBITHO-IPOPECIHHOIO




MpOrpaMor0 Ta 3a3HA4YCHI y HaBYaJIbHOMY TuiaHi. Kputepii
OIIHIOBAHHS 3HaHb, YMIHb Ta HABUYOK 3700yBayiB BHUIIO1
OCBITH pO3p0o0JIeH] BIAMOBIAHO A0 YHHHOTO 3aKOHOJIABCTBA
i 3atBepkeH] y «llookeHH] Mpo opraHi3aiiro OCBITHBOTO
mporiecy y JlepkaBHOMY yHIBepCHUTETI 1H(pOpMaIIiHHO-
KOMYHIKALIMHUX ~ TEXHOJIOTiIH». 3 METOI  OTpPUMAaHHS
JOJTATKOBUX OamiB y MeXaxX IUCIUIUIIH 3apaxOBYIOThHCS
3100yTi CTyAeHTaMHu cepTHdIKaTH BIAOMHX KOMIIaHIN 3a
TEMATUKOIO JUCIHILUIIH, y4acTh y HAYKOBUX KOH(EPCHIIIsIX,
BCEYKPATHCHKUX 1 MDKHApOAHMX KOHKYpCcaX HayKOBHX
poOIT, MIATOTOBKA HAYKOBUX MyOJIiKaIliH.

6- [Iporpamui KoMneTeHIil

InTerpajabna
KOMIIETEHTHICTh

31aTHICTh 0COOM PO3B’SI3yBAaTH 3aBAaHHS JOCIITHUIIBKOTO
Ta/ abo 1HHOBAIITHOrO Xapakrepy y cdepi 1HpopMaLiiHOI
Oe3neku Ta/abo kibepOe3neKu.

3arajbHi
komneTeHTHOCTI (K3)

K31. 3nmatHicTh 3acTOCOBYBAaTH 3HAHHS Yy MPAKTUYHHUX

CUTYaIlsX.

K32. 3naTHicTh TPOBOAUTH JOCHIIKEHHS Ha BIAMOBITHOMY

PiBHI.

K3-3. 3naTHicTh 10 aOCTPAaKTHOTO MHUCIEHHS, aHaJi3y Ta

CUHTE3Y.

K34. 3patHicTh oOIiHIOBaTH Ta 3a0e3nedyBaTH SKICTh

BUKOHYBaHUX POOIT.

K35. 3paTHicTh cHiKyBaTHCs 3 MNPEACTaBHUKAMU 1HILIHX
npodecifiHuX TPyl Pi3HOrO PiBHSA (3 €KCIEpTaMH 3 1HIINX
rajy3ei 3HaHb / BUJIIB EKOHOMIYHOI JIISUIbHOCTI).

daxoBi
koMmineTeHTHOCTI (K®)

K®l1. 3/aTHICTh OOTPYHTOBAHO 3aCTOCOBYBATH,
IHTErpyBaTH, PO3POOJSITH Ta YIOCKOHAIIOBATH CydYacHi
iHdopMarlliiiii  TexHosorii, (GI3UYHI Ta MaTeMaTU4H1
MOJIEJIi, a TaKOXX TEXHOJIOT1i CTBOPEHHSI Ta BUKOPUCTAHHS
MIPUKJIAHOTO 1 CIIeI1aJII30BaHOTO MPOrPaMHOI0
3a0e3nedeHHs JUisl BUpieHHs npodeciifHux 3a1ad y chepi
1H(popmarliiiHoi 0e3neku Ta/abo KibepOe3neKu.

K®2. 3patHicte po3poOiisiTM, BHOPOBAIKYBATH  Ta
aHali3yBaTM  HOPMATUMBHI  JOKYMEHTH,  IOJOKEHHS,
IHCTPYKIIT ¥ BHMOTM TEXHIYHOIO Ta OpraHi3aliiHOTo
COpsIMyBaHHSI, a TaKOX IHTErpyBaTH, aHali3yBaTh 1
BUKOPUCTOBYBATH Kpallll CBITOBI NPAKTUKHU, CTAHAAPTH Y
npodeciitHiii aisibHOCTI B cdepi iHpopmalliitHoi Oe3nexu
ta/abo kibepOe3neKu.

K®3.  3pgatHicTe  AOCHIKYBaTH,  PO3pOONSATH 1
CYNpOBO/KYBaTH METOIM Ta 3acobm 1H(opMaIiiHol
Oe3mneku Ta/abo kidepbe3neku Ha 00’ ekTax 1H(OopMaIiiHOT




TISITTEHOCTI Ta KPUTHYHO1 1HQPACTPYKTYPH.

K®d4. 31aTHICTB aHaJli3yBaTH, pO3pOo0IATH 1
CYNPOBOJKYBAaTH CHCTEMY YINpaBIiHHSI 1HPOPMAIIHHOIO
Oe3nekoro Ta/abo KibepOe3nekoro opraxizaiii, hopMyBaTH
cTpaTeriro 1 TOMTUKA 1HQOpMamiiiHOi Oe3meku 3
ypaxyBaHHSM BITYM3HSHUX 1 MIKHAPOJHUX CTaHIAPTIB Ta
BUMOT.

K®5. 3natHicTh 10 JOCTIHKEHHS, CUCTEMHOI'O aHai3y Ta
3a0€3IeUeHHS Oe3repepBHOCTI Oi13Hec/onepariiHux
OpoLeciB 3  METOK  BHU3HAUEHHA  BPa3iIMBOCTEH
iH(QOpMaIITHUX CHUCTEM Ta pecypciB, aHANI3y PU3HUKIB Ta
BU3HAUCHHS  OIIIHKM 1X  BIUIMBY  BIJANOBIAHO  JI0
BCTAHOBJIGHOT ~cTparerii 1 TMOMITUKH 1H(OPMALIHHOT
Oe3mneku Ta/abo ki0epOe3neKku oprauizanii.

K®6. 3patHicTe  aHami3yBaTh, KOHTPOJIOBaTH  Ta
3a0e3neyyBaTd CHUCTEMY YIPABIIHHA JOCTYIIOM  JIO
1H(pOpMaIITHUX PEeCYpCiB 3T1IHO BCTAHOBIIEHOI CTpaTerii 1
NOJITUKY 1H(OpManiiiHOI Oe3neku Ta/abo KibepOesneku

oprasi3ariii.
K®7. 3patHicTh  JOCHIKYBaTH,  poO3poOssATH  Ta
BIIPOBAKYBaTH METOH 1 3aX0/Iu IPOTUIIT

KiOepiHIIUEHTaM, 31MCHIOBATH MPOUEAYPU YINPaBIIHHA,
KOHTPOJIIO Ta pPO3CIIAyBaHHS, a TakKoX HaJaBaTu
peKOMeHJaIli 11010 3amo0iraHHs  Ta  aHajizy
KiOEpIHIIUIEHTIB B LIJIOMY.

K®8. 31aTHICTh JOCIIKYBaTH, pO3pO0IATH,
BIIPOBA/DKYBAaTH Ta CYNPOBOIXKYBAaTH METOAM 1 3acolu
KpUINTOTpadiuHOro Ta TEXHIYHOTO 3aXHUCTy 1H(popmallii Ha
o0’ektax 1H(MOpMAIIHOT JISAIBHOCTI Ta KPUTHUYHOI
1H(PaACTPYKTYpH, B 1HPOPMALIMHUX CHUCTEMAX, a TaKOXK
3IaTHICTh OI[IHIOBAaTH €(EKTUBHICTh iX BHUKOPUCTaHHS,
3T1THO BCTAHOBJIEHOI CTpATerii 1 MOMITHUKU 1HPOpMaLIiHOT
Oe3rneku Ta/abo kidepOe3neKku opraxizarii.

K®9. 3/1aTHICTD aHaI3yBaTH, pO3pOOIATH 1
CYNPOBOJKYBAaTH CUCTEMY ayAMTy Ta MOHITOPHUHTY
edeKTUBHOCTI (YHKI[IOHYBaHHS 1H(QOpPMAIIHHUX CUCTEM 1
TEXHOJIOT1H, Oi3Hec/onepaniiHuxX TPOILEeciB B  Taly3i
iH(popmarriiiHoi 6e3neku Ta/abo kibepOe3neku opraHizarlii
B LIJIOMY.

K®10. 3pgaTHicTh MpOBaAUTH  HAYKOBO-IENATOTIYHY
JUSATBHICT, TUIAHYBAaTH HABYaHHSA, KOHTPOJIOBATH 1
CYNPOBODKYBaTH pOOOTYy 3 TIEPCOHAIOM, a TaKOX
npuiiMaTd €(QEeKTUBHI pIllIEHHS 3 MHUTAaHb 1H(POPMALIMHOI
Oe3neku Ta/abo KibepOe3neKu.




7 — IIporpamHi pe3yJibTATH HABYAHHSA

PH1. BinbHO CHIIKYBAaTHCh JIEPKABHOK Ta 1HO3EMHOIO
MOBaMH, YCHO 1 TMHCBMOBO [JIsi MPEACTaBIEHHS 1
OOroBOpEeHHsI pe3yJbTaTIB JOCHIIKEHb Ta 1HHOBAIIIM,
3abe3neycHHs Oi3Hec/onmepamifHUX MPOIECIB Ta IUTaHb
npodeciiftHOl TisJIbHOCTI B Tamy3i iHdopMaliiHoi Oe3neku
Ta/ab0 KibepOe3neKy.

PH2. InterpyBatu yHIamMeHTaNbHI Ta CHelialbHI 3HAHHSA
JUTSL pO3B’SI3yBaHHS CKJIaJHUX 3a7a4 iH()OopMaliifHOT 6e3meKu
Ta/abo KibepOe3mneku y IITUPOKHIX abo
MYJIbTHIUCIAIUTIHAPHUX KOHTEKCTaX.

PH3. [IlIpoBamutu [OCHITHUIIBKY Ta/ab0 1HHOBAIIHHY
IisIpHICTE B cepi  iHQopmariiiHoi  Oe3neku  Ta/abo
kiObepOesnekn, a Takok B cdepl TEXHIYHOTO Ta
KpUINTorpadiuHoro 3axucty iHpopMmailii y kibeprnpocTopi.
PH4. 3acToCOBYyBaTH, IHTErpyBaTH, pPO3pO0IATH,
BIIPOBA/KYBATH Ta YJOCKOHAIIOBATH CydyacHI 1H(OopMaIliitHi
TEXHOJIOT1i, ()I3MYHI Ta MaTEeMaTHYHI METOAM 1 MOJENl B
cdepi iHbOpMaIlIHHOT 6e3neku Ta/abo KibepOe3meKHy.

PHS. Kputnuno ocmuciroBaTu mnpobOiemu iHpopmariitHoi
Oesnekn Ta/abo KiOepOe3meku, y TOMYy YHMCII Ha
MDKTaJIy3eBOMY Ta MUKIMCLMILUIIHAPHOMY PiBHI, 30KpeMa Ha
OCHOBI1 PO3YMIHHSI HOBUX PE€3YJIbTaTIB IH)KEHEPHUX 1 (P13UKO-
MaTeMaTUYHUX HAayK, a TaKOoX PO3BUTKY TEXHOJOTIH
CTBOPEHHSI Ta BUKOPUCTAHHS CHel1a]i130BaHOTO
IPOrpaMHOTr0 3a0€3MEUEHHS.

PH6. AmnanizyBaTu Ta OIIIHIOBATH 3aXHUIIEHICTh CHUCTEM,
KOMILJIEKCIB Ta 3ac001B K10€p3axUCTy, TEXHOJIOT1] CTBOPEHHS
Ta  BUKOPHCTaHHS  CIEIIai30BAHOIO0  IPOTPAMHOTO
3a0e3MeYeHHS.

PH7. OOrpyHTOBYBaTH BHUKOpPWCTaHHS, BIPOBAKYyBaTU Ta
aHaI3yBaTU Kpalll CBITOBI CTaHAAPTU, MPAKTUKHA 3 METOIO
pO3B’sI3aHHS CKJIAJHUX 3a1ad MpoQeciiHOl AISIBHOCTI B
rany3si iHpopMmarliitHoi 6e3neku Ta/abo kibepOe3neKu.

PHS. [HocmimxyBaTh, po3poOISITH 1 CyIpOBOKYBATH
cucteMl Ta 3acobu iHQopmarliiHoi Oe3neku Ta/abo
kibepOe3nekn Ha 00’ekTax i1H(OpPMAaLIHOI TISUTBHOCTI Ta
KPUTUYHOI IHPPACTPYKTYPH.

PH9. AnanizyBaru, po3po0JiaTH i CyIIpOBOIKYBATH CUCTEMY
yIpaBIiHHS 1H(DOopMaIHHOIO 0e3mneKoro Ta/abo
kibepOesnekoro opraizarmii Ha 0a3i cTparerii 1 MOJITUKU
1H(bOopMarliitHoi Oe3neKHu.

PH10. 3a6e3neuyBatu Oe3nepepBHICTh Oi3HEC/OnepariitHux
MPOIIECiB, @ TAKO BUSBJIATH YPa3IUBOCTI 1H(OpMAIiHUX




CUCTEM Ta PECypCiB, aHaJII3yBaTH Ta OIIHIOBATH PU3HKH JIJIS
1HbopMariitHoi Oe3neku Ta/abo kibepOe3neku opraxizarii.
PHI11. AmnamizyBaTu, KOHTpPOJNIOBAaTH Ta 3a0e3meuyBaTu
epexkTuBHE  (PYHKIIOHYBaHHS  CHCTEMH  YIPABIIHHA
JOCTYIIOM 110 1H(GOpMAIfHUX pPEeCypciB BIAMOBIAHO 10
BCTAHOBJICHUX CTpATETii 1 MOJITUKY 1HPOPMAIIIITHOT Oe3neKu
Ta/abo kibepOe3neKku opraHizarii.

PH12. J[locnmimkyBatu, po3poOJATH Ta BIOPOBAIKYyBaTH
METOJM 1 3aX0AM MPOTUIII KIOEpiHIIMAEHTaM, 3I1HMCHIOBATH
NpoLEIypu YIpPaBIiHHS, KOHTPOJIO Ta PO3CIiAyBaHHS, a
TaKOXX HaJaBaTH pPEKOMEHAAIlli II0AO0 TMONEpPEeHKEHHS Ta
aHaji3y KiOEpiHIUICHTIB B LIJIOMY.

PHI13. JMocmimxyBatu, po3poOsSTH, BIPOBAIKYyBaTH Ta
BUKOPHUCTOBYBAaTU METOAM Ta 3acO00M KpuUnTorpadiyHoro ta
TEXHIYHOrO0  3axucTy 1H(popmamii Ol3Hec/onepauiifHuX
NpOLIECIB, a TaKOX AaHaII3yBaTH 1 HaJaBaTH OIIHKY
e(pEeKTUBHOCTI  IX BHUKOPUCTaHHS B  1H(pOpMaLIHHUX
cucteMax, Ha o0’exkrax 1H(GOpPMALIHOI IAJIBHOCTI Ta
KPUTUYHOI IHPPACTPYKTYPH.

PH14. AmnamizyBatu, po3poOisTH 1 CYIpPOBOJKYBAaTH
CUCTEMY  ayAuTy Ta  MOHITOPUHTY  €(EeKTHUBHOCTI
byHKIIOHYBaHHA 1HOOpPMAIIHHUX CHCTEM 1 TEXHOJIOTIH,
Oi3Hec/onepariiiinux mpoueciB y cdepi iHbopMaIliitHOT
ta/abo KiOepOe3Neku B IIJIOMY.

PH15. 3po3ymizo 1 HeIBO3HAYHO JIOHOCHUTH BIACHI
BUCHOBKM 3 TpoOnem iHdopmaliiiHoi Oe3neku Ta/ado
KiOepOe3nekn, a TaKoXX 3HAHHS Ta TMOSCHEHHS, IO iX
OOIPYHTOBYIOThH JI0 IEPCOHANY, TAPTHEPIB Ta IHILUX OCIO.
PH16. IlpuitmaTi oOrpyHTOBaHI pPIllIEHHS 3 OpraHi3aliiHo-
TEXHIYHUX TUTaHb 1H(opmaliiiHoi Oe3neku  Ta/abo
Ki0epOe3neKkn y CKIAJHUX 1 HemepeadauyBaHUX yMOBax, y
TOMY YHCIII 13 3aCTOCYBaHHSIM Cy4YaCHMX METOJIB Ta 3ac00iB
ONTHUMI3allii, MPOTHO3YBAaHHSA Ta MPUIHATTS PIllICHb.

PH17. Maru HaBMYKM aBTOHOMHOTO 1 CaMOCTIHHOTO
HaBuaHHA y cdepi iHpopMamiitHOi Oe3neku Ta/abo
kiObepOe3nekn 1 JOTHMYHUX Tainy3ed 3HaHb, aHali3yBaTh
BJIACHI OCBITHI TOTpeOM Ta OO0 €EKTUBHO OIIHIOBATH
pe3ynbTaTH HABYAHHS.

PHI8. [InanyBaT HaBYaHHA, a TAKOX CYNMPOBOIXYBaTH Ta
KOHTPOJIIOBAaTH pOOOTYy 3 TMEpPCOHAJOM Y  HampsIMKy
1H(popmarriiiHoi 0e3neku Ta/abo KibepOe3neKu.

PH19. OO6wuparu, anamizyBaTH 1 pO3pOOISTH MpHUAATHI
TUIIOBI AHAIITUYHI, PO3PAXYHKOBI Ta EKCIIEPUMEHTaIbHI
METOJM KiOep3axucry, po3poOJisaTH, peai3oByBaTu Ta
CYNpOBOJ)KYBAaTH TMPOEKTH 3 3axucry iHdopmamii y
KiOeprpocTopi, 1HHOBAIIMHOI MISUIBHOCTI Ta  3aXHUCTY




IHTEJIEKTyaJIbHOT BIIACHOCTI.

PH20. CraButu Ta BHpIIIyBaTH CKJIAgHI 1HXEHEPHO-
NPUKIATHI Ta HAYKOBI 3aBAaHHsA 1HQOpMAIitHOI Oe3mexu
Ta/ab0 KibepOe3nekn 3 ypaxyBaHHSIM BUMOT BITYM3HSHUX Ta
CBITOBHX CTaHAAPTIB Ta KPaLIUX MPAKTHK.

PH21. BukopucTtoByBaTH METOAM HATypHOTO, (PI3UYHOTO 1
KOMIT FOTEPHOTO MOJIENIOBaHHS ISl TOCHIJIKEHHS MPOIIECIB,
K1 CTOCYIOThCsI iH(popMartiitHoi 6e3rneku Ta/abo KioepOe3neKH.
PH22. IlmanyBaTu Ta BHKOHYBAaTH €KCIEPUMEHTAJIBbHI 1
TEOPETUYH1 JOCIIKCHHS, BUCYBATH 1 MEPEBIPATH TIIIOTE3H,
oOupaTu Il 1OrO MPHUAATHI METOAM Ta I1HCTPYMEHTH,
3MIMCHIOBATH CTAaTHUCTUYHY OOpPOOKY JaHUX, OI[IHIOBATH
JIOCTOBIPHICTh PE3yJbTATIB AOCHIIKEHb, apTyMEHTYBaTH
BHCHOBKU.

PH23. OGrpyHToByBaty BUOIp MpOrpaMHOro 3a0e3neUeHHs,
YCTaTKyBaHHSA Ta 1HCTPYMEHTIB, 1HXEHEPHHX TEXHOJIOTIH 1
MpOIECIB, a TaKoXX OOMEXEeHb 100 HUX B ramysi
iH(opMaiiitHoi Oe3nexku Ta/abo KiOepOe3nmeku Ha OCHOBI
Cy4aCHHX 3HaHb Y CYMDKHHX Tally3iX, HAYKOBOI, TEXHIYHOI
Ta JOBIAKOBOI JIITEpATypH Ta 1HIIOI JOCTYIMHOI iH)OpMaIlii.

8 — PecypcHe 3a0e3neueHHs peaJtizaunii nporpamu

Kaapose 3a0e3neueHHst

VYci  HayKOBO-NENAroriyHi  MpauiBHUKW, 3adydyeHl JI0
peamizaiiii OCBITHBOI CKJIaJIOBOI  OCBITHBO-NPOdECiitHOT
nporpaMu € IITaTHUMHU CHIBpoOiTHUKamMu JlepkaBHOTO
yHIBEpCUTETY 1H(MOPMAIITHO-KOMYHIKAIIMHUX TEXHOJIOTIH,
MalTh MIATBEP/KEHUN PIBEHb HAyKOBOi 1 MpodeciitHol
akTUBHOCTI. ['pyna 3abesmeueHHs creniaabHOCTI 125
KibepbOesneka Ta 3axuct iH(opmallli copMoBaHa 3 YHCIIa
HAyKOBO-TE€IaroriyHux MpaliBHUKIB HepxkaBHOrO
yHIBepcUTeTYy 1H(OPMAIIHHO-KOMYHIKAIIMHUX TEXHOJOTIMH.
KinpkicHuét Ta SKICHMM CKJaJ Tpynu  BiJNOBIIAIOTH
JlinleH31MHUM BUMOTaM.




MarepiajibHO-TeXHiYHe

Jlst mpoBeACHHS MPAKTUYHUX 3aHATh 3 METOIO (hOpMyBaHHS
CHellaIbHUX KOMIIETEHTHOCTEH 31 chemanbsHocTi 125
KibepOesmeka Ta 3axuct iHpopMaIlii OCBITHRO-TIPOhECIHHOI
mporpamMu YTpaBiiHHS 1HPOPMAIIHHOI Ta KiOEPHETUYHOIO
0e3IMeKo0 BUKOPUCTOBYIOTBHCS CIIEIIai30BaHl JiabopaTopii
JlepaBHOTO yHIBEpCUTETY 1H(HOPMALIHHO-KOMYHIKALIHHAX
TEXHOJIOT1H, SKi OCHAIICHI CYYaCHHMMH KOMIT IOTepaMH Ta
POrpaMHO-arapaTHUMH KOMITJICKCaMH.

HABYAJIBHA JIABOPATOPIA PEAT'YBAHHA HA

KIBEPIHIIMAEHTU
JlabGopaTopis mnpu3HayeHa Ui TMPOBEJACHHS MPAKTUYHUX
3aHITh 3 BUKOPHUCTAaHHAM pOrpamMHO-anapaTHUX

komrutekciB: USM/SIEM Bin kommanii-Bergopa AlienVault,
IBM QRadar SIEM, IBM i2 Analyze Notebook Premium,
Tenable Nessus Professional. JlaGopaTtopis mo3BoJIsI€
BIIMPAaIlbOBYBAaTH HaBUYKU poOoTH y lleHTp1 3a0e3nedyeHHs
kioepOe3neku (Security Operation Center) 3 BUKOPHUCTaHHIM
TEXHOJIOTId  MOHITOPUHTY, BHSBJICHHS, aHalizy Ta
pearyBaHHs Ha  KIOGpIHUMAEHTH B  KOPIOPATUBHUX
1H(hOopMaIITHUX CHCTeMaX.

HABUYAJIbHA JIABOPATOPISI MEPEXKEBOI BE3IIEKU
[HOOPMALIMHO-KOMYHIKALIMHNWX TEXHOJIOTT
CISCO

JlabGopaTtopis mnpu3HaYeHa JJIS BUBUYEHHA TEXHOJOTIH
mepexxeBoi Oesriekn  CISCO, mnpoBeneHHS TpPEHIHTIB 13
BrpoBaKeHHsT TexHosorii  HoneyPot momo mpotumii
kibepaTakaM Ha KOPIOpPATUBHI 1H(POpPMAILlifHI CUCTEMHU Ta
ceprudikamifHUX  KypciB Bl  mapTHepa  kadeapu
iH(popMaIliiiHOi Ta KIOEpHETHMYHOI O€3MeKH — KOMIIaHii
CISCO: Introduction to Cybersecurity, CCNA Security,
CCNA Cybersecurity Operations. JlabopaTopisi cTBOpeHa 3a
ciupusiHHs komnadii CISCO.

HABYAJIBHA JIABOPATOPIA SECURITY OPERATION
CENTER

JlaGopaTopis mpu3HAayYeHA IJIsi TPOBEICHHS MPAKTUYHUX
3aHATh 3 MHTaHb aHalizy, OOpOOKM Ta  ayJauTy
iHdopmariiinoi  Oe3neku  Ta/abo  kiOepOesmeku — 3a
nonomororo SIEM cuctem 1 mporpamMHHX CKaHEpIB THUITY
Nessus Ta Kali Linux. Kpim Toro, na 6a3i mabopatopii
BUBYAIOTHCSA METOAM YIIPABIiHHS pPHU3MKAaMH Ha OCHOBI
meronosioriin. CRAMM, OCTAVE ta RiskWatch
BIIMOBIAHO 7O BHUMOT MDKHApPOJAHMX CTaHIApTIB 3
iH(dopmarriiiHoi 6e3neku Ta/abo KibepOe3neKu.

3a0e3MmevYeHHs
Indopmaniiine Ta
HABYAJHLHO-METOAUYHE
3a0e3meYeHHs

[Hdopmariist mpo ocBITHRO-TIpOdECiitHy mporpamy, ii OCBITHI
KOMITOHEHTH Ta BHUMOTH JI0 OCi0, SIKI MOXYTb 3100yBaTH
BUIILy OCBITY 3a II€I0 TPOrpaMor0, pO3MIllleHa Ha




odiiiHOMY cauTi Jep>xaBHOTO YHIBEPCUTETY
iH(popMaIiiTHO-KOMYHIKAIlIMHMX TEXHOJIOT1H. YCl OCBITHI
KOMITOHEHTH OCBITHRO-TIPOGECIHHOT TIporpaMu 3abe3nedeHi
HAaBUYAJIbHO-METOAUYHIMH MarepialaMu, € Yy BUIBHOMY
JOCTYyIi B SKOCTI pecypciB O0iOIiOTEKH, €ICKTPOHHOL
610miorekn JlepxkaBHOro yHiBepcUTETy 1H(OpMALiiHO-
KOMYHIKAIIMHUX ~ TEXHOJOTId W CHUCTEeMH yIIpaBJIiHHS
naByanasM Google Classroom.

9 — AkagemMiuyHa MOOLJIBHICTD

HauionaabHa

KpeIuTHA MOOIILHICTH

Hasuicth  nBOCTOpOHHIX goroBopiB MbKk JYIKT Ta
3aKJaJjlaMy BHINOI OCBITH YKpaiHu 3a0e3rneuye HalllOHAIbHY
KPEJIUTHY MOOUIHHICTb.

MikHapoaHa KpeAUTHA

MOOLIBHICTH

3MICT HaBYaHHS BIJTOBIA€ CBITOBUM OCBITHIM CTaHAapTaM,
o0 J03BOJisie 3700yBayaM OpaTh ydacTh y Mporpamax
MOABIMHUX JUIIJIOMIB 1 OYTH KOHKYPEHTOCHPOMOXKHUMHU Ha
CBITOBOMY PHHKY Ipalli.

HaByanHss iHO3eMHHX

3100yBaviB
OCBITH

BHIIO1

Hanaetrbcst MOKIIMBICTh HABYAHHS 1HO3EMHHUM TPOMa/ISTHAM.




JIOTIYHA MOCJIA0BHICTH
2.1. 3MicT MiArOTOBKH 32 OCBITHHO-NIPO(ECiiiHOI0 MPOrPaMoOI0 KOMIIETEHTHOCTI
Ta pe3yJibTATAMU HABYaAHHS

2. IlepeJtik KOMIIOHEHT OCBITHLO-NIPOdeCiHHOI/HAYKOBOI MPOrpPaMM Ta ix

Ne Komnonenra HIudp Kommnerentnicts Pesyxerar
ILII. HaBYaHHS
IIPIKJI KOMIIOHEHT 3arajbHol HiI[I‘OTOBKI/I
1. | KopnoparuBHa Ta OK1 K31, K33, K34, K35, | PH1, PH7, PH15, PH16,
npodeciiiHa eTHKa B K®2, Kd4, KO10 PH18
KibepOesmeri
2. | Ilemarorika Ta mcUxoJoris y OK?2 K31, K33, K35, PH1, PH2, PH17, PH18
BHIIIIH ITIKOJI K®10
3. | Oprani3aitis mpoBeICHHS OK3 K31, K32, K33, K®2 | PH2, PH3, PH5, PH7,
HayKOBUX JOCTIDKCHb PH20, PH22
4. | HayKoBO-TeXHIYHUIMA OK4 K32, K35, Kd2 PH1, PH3, PH7, PH15
MepeKyIaa
kg koMmoHeHT NPogeciiHOI MIATOTOBKH
1. | YopaBiinHs pu3uKamMu OK5 K32, K33, K®2, PH2, PH7, PH10, PHI11,
iH(hopMaiifHo1 Oe3neKn K®5 PHI12, PH14, PH23
2. | Cucremu ympaBiiHHA OK6 K31, Kd2, Kd4, PH5, PHS8, PHY, PH11,
iH(popMaIiifHOO 0e3MeKO0 K®6 PH14
3. | YhpaBiiHHS IPOEKTAMU OK7 K31, K32, K34, K35, | PH4, PH8, PH9, PH14,
iH(hOopMaIiifHOT 6e3IeKn K®1, Ko2, K3, PH17, PH20
Kd4, KO9
4. OKS8 K31, K32, K33, K34, | PH3, PHS, PH6, PH7,
[IpuknagHa 3aranpHa TEOpis K35, Kd1, KP2, PH11, PH16, PH17,
cucreM 1H(popMaIiiHOI Ta K®3, Kd4, KOS5, PH23
KibepOe3nexu K®6, KO7, KOS,
K®9, KD10
5. e T PR —— OK9 K31, K®2, Kd4, PH4, PH6, PH7, PHS,
inpopmaniinoi Gesmex K®d7, KO9 PH9, PH10, PH12, PH14,
PH16, PH21.
6. | HaykoBo-menaroriuna OK10 IK, K31, K®10 PH1, PH15, PH17, PH18
MIPAKTHKA
7. | HaykoBo-nocnigHa OK11 IK, K31, K32, K33, PH2, PH3, PH4, PH5,
MPaKTHUKA K34, Kd1, K2, PHS, PH11, PH12,
K®d3, KOS5, Kd7, PH13, PH17, PH19,
K®8, Kb10 PH20, PH21, PH22,
PH23
8. | IlepequiioMHa MpaKTUKA OK12 IK, K31, K32, K33, PH2, PH3, PH4, PH5,
K34, KO1, K2, PH7, PHS, PH10, PH11,
K®3, KOS5, Kdo, PH12, PH13, PH17,
K7, KO8, KD10 PH19, PH20, PH21,
PH22,PH23
9. | KBamidikamiiina po6orta OK13 IK, K31, K32, K33, | PH2, PH4, PHS, PHS,

K34, Kb1, K2,
K3, Kb6, KD7,
K®9, KD10

PHI2, PH13, PH17,
PH19, PH20, PH22,
PH23

KoMnoHeHTH BiJIbHOTO BUOOPY CTyIEeHTA




KomrmioneHTa BilbHOTO
BHOOPY CTYJICHTA

KommoneHTa BiTbHOTO
BHOOPY CTYJICHTA

KommnioneHTa BiTbHOTO
BHOOPY CTYJICHTA

KommioneHTa BiTbHOTO
BHOOPY CTYJICHTA

A I ol B Sl A

KommoHeHTa BiIBHOTO
BUOOpPY CTy/ICHTa




2.2. Ilepeaik kommonenT OIIII

Kon u/n KomnonenTu ocBiTHho-npodeciitnoi nporpamu | Kigekicts | Popma
(HaBYAJIbHI KOMITOHEHTH, KYPCOB1 IIPOEKTH KPEJIUTIB | IMiJICYMK.
(po6oTH), npakTUKH, KBatidikaiiitna po6oTa) KOHTPOJIIO
1 2 3 4
060B’s3k0Bi koMnonentu OIIII
Ik 3arajbHOI MIATOTOBKH
OK.01 KopnoparuBHa Ta npodeciiiHa eTuka B Kibepoesmneri 3 Icnut
OK.02 Ilemarorika Ta MCUXOJIOTIS Y BUIIIIH IIKOJI 3 3aimik
OK.03 Opranizailisi IPOBeICHHs HAYKOBHX JOCIDKEHb 3 3anik
OK.04 HaykoBo-TexHIUYHUI nepeksaja 6 3anik, lcnut
Ik npodeciiiHol MiATOTOBKH
OK.05 YnpaniHHg pusukaMu iHGopMaIliifHoi Oe3MeKu 4 Icniut
OK.06 Cucremu yrpaBimiHHs iHQOpMAIIiITHOIO 0E311EeKOI0 3 Icniut
OK.07 YnpasiiHHS IpoeKkTaMu iH(hopMaliiHOT 6e3meKu 5 Icnut
OK.08 [IpuknanHa 3aranpHa Teopis cucteM iH(OpMaliifHoT Ta 4 Icnut
KibepOe3neku
OK.09 YnpaBiiHHS IHIMICHTaMH 1HGOpMaIiitHOT Oe3neKn 4 Icoiur
OK.10 HaykoBo-tiefarorigyaa npakTuka 6 3arik
OK.11 HaykoBo-gociigHa npakTuka 6 3amik
OK.12 [TepenmuIuioMHa MpakTHKA 9 3anik
OK.13 [TinroroBka kBaydikamiitHoi po6oTH 9 3amik
3aranbHuii 00cAr 000B’A3KOBUX KOMIIOHEHT: 65
Buoipxosi komnonenTu OIIIT
BK.01 KomnoHeHTa BiIbHOTO BUOOPY CTYAEHTA 5 3anik
BK.02 Komnionenra BiibHOro BUOOpY CTy/AE€HTa 5 3amik
BK.03 Komnonenra BiibHOr0 BUOOpY CTy/€HTa 5 3anik
BK.04 KomnoHeHTa BiIbHOTO BUOOPY CTYyAEHTA 5 3amik
BK.05 KomnoHeHTa BiIbHOTO BUOOPY CTYAEHTA 5 3amik
3arajbHuil 00CAT BUOIPKOBMX KOMIIOHEHT: 25

3ATAJJBHUM OBCAT OCBITHBO-ITIPO®ECIMHOI TIPOT'PAMHU




2.3. CTpykrypHo-joriuna cxema OIIII

. KOPTIOPATHBHA TA HAYKOBO- CHCTEMH A& | VIIPARTIHRA| | TETATOTIRATA | | Kowmouewma || Kounonesta
NPODECIHHA ETHKA TEXHYHHA VIIPABIIHHA : PH3HKAMH |- MICHXOJIOTIA Y BLIbHOTO BLIbHOTO
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IKE (4) - cTyaenTa (3) CTyaeHTa (3)
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CEMECTP MPAKTHKA (6) MPAKTHKA (6) MPAKTHKA (9) ©)
KoMnoHeHTH DHEK.TY 3ara1bHol MITOTOBKH KoMnoHeHTH BELTbHOr0 BHGOPY CTYIEHTa

KomnonenTn nukay npodeciiinoi migroroekn IMPAKTHEKA




3. ®opma arecTaiii 3100yBaviB BUILOI OCBIiTH

Dopmu amecmayii
3000y6auis GUWOL
oceimu

ATecTarris MaricTpiB 3 KibepOe3neku Ta 3axucty iHdopmarii
32 OCBITHBO-MPO(ECIHHOIO  TPOrpaMor0  YIpaBiiHHS
1H(opMaIIiitHOIO Ta KIOEPHETUYHOIO 0€3MEKOI0 31HCHIOETHCS
y (hopMi ITyOIIYHOTO 3aXUCTY KBaTi(hiKaIliHHOI pOOOTH.

Bumozu oo
Kkeanigixayinoi
pobomu

Kgamnigixkariitna po6ota Mae po3B’a3yBaTu CKJIaIHI 3aBIaHHS
iHbopMariiiHoi Oe3neku Ta/abo kibepOesneku 1 nepeadadaT
MIPOBEJICHHS TOCIIIKEHb Ta/a00 3/11iCHEHHS 1HHOBAIIIH.
KBamnigixkariitna po6oTta He TOBUHHA MICTUTH aKaJEMIUYHOTO
riariaty, ¢adpukarii, panscudikamii. [lepeBipka Ha mmariat
OPOBOJUTHCA  3TIAHO 3 Kogekcom aKaJIeMi4yHO1
nobpodecHocTi JlepkaBHOro yHiBepcUTeTy 1H(pOpPMAIIHHO-
KOMYHIKallIHHUX TEXHOJIOT1#M, BBEACHOTO B /IO HaKa30M
pekropa Big 14 ceprus 2023 poky Ne 111.

KBamidikariiitna po6ota po3milryeTbes Ha opiliiHOMY CalTi
(abo perno3uTapii) Jep>kaBHOTO YHIBEPCUTETY
1H(pOpMaITHO-KOMYHIKalIMHUX TEXHOJIOTIH.

ATecTalris 3MIHCHIOETHCS BIAKPUTO 1 TJIACHO.




4. MaTpuus BiiOBIAHOCTI MPOrPaMHUX KOMIIETEHTHOCTEH KOMIIOHEHTAM
OCBITHBO-TIPOeciiiHOI mMporpamMu
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5. Martpuus 3a0e3ne4eHHsl NPOrpaMHux pe3yabTartiB HapuYaHHs (PH)
BiIIOBIAHMMH KOMIIOHEHTAMH OCBITHBO-NIPO(eciiiHOl mporpamMu
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I'apanT ocBiTHBO-NIpOdeciiiHol mporpamMmu

3aBinyBau kadenpu ynpasiiHHs KiI0epOe3neKoro Ta 3aXucToM iHpopmarii
HaBuanbHO-HayKOBOTO IHCTUTYTY Ki0epOe3neku Ta 3aXucty iHdopmarii
Jlep>kaBHOTO YHIBEpCUTETY

1H(hOpMaIIHO-KOMYHIKAIMHUX TEXHOJIOT1H

JIOKTOP €KOHOMIYHUX HayK, nmpodecop Cgitnana JETOMIHOBA



