CUWJIABYC HABUYAJIbHOI JUCIUILIIHA 5
«CTAHIAPTU3ALUA TA CEPTUDIKAIIA 3 YITPABJIIHHA IHOOPMAIINHOIO BE3ITEKOO»

JIekTOp Kypcy

MyxanoBa Terssna MuxaiijiiBHa,
KaHJIUJAT HayK 3 JepXK.ymp., AOIL.,
JOTICHT Kadenpu yrnpaBiiHHS

KonrakTHa
iHpopManis JekTopa
(e-mail), cropinka

e-mail: t.muzhanova@duikt.edu.ua;

cropinka kypcy B GWE —
https://classroom.google.com/c/NzA3Mjc5MTk1

KiOepOe3nekoro Ta 3axuctoM iHpopmamii | kypey B GWE MTY4
I'any3b 3HaHb 12 Indopmariitai TexHOIOTI{ PiBenb BuIIOI OCBiTH OakaaBp
CneniaabHicTn 125 Kibepbesnexa Ta 3axuct inpopmanii | Cemectp 5
. YnpaBniHHs iH(pOopMaIiHOIO Ta . )
OcBiTHs nporpama P (popman Tun gucuuIuIiHg Bubipkona

KIOEpHETHYHOIO OE3IEKOI0

. 3a BUJIaMU 3aHSATH:
Kpenutis ECTS I'ogun — - = -
Obcsr: Jlexuin CeMIHApCHKUX 3aHATh IIpakTHYHUX 3aHATH Jlaboparopuux 3aHsaTh | CamocTiliHA OIATOTOBKA
5 150 - 72 - 78

AHOTALIA KYPCY

B3aeMo03B’S130K Y CTPYKTYPHO-JIOTi4HIii cxemi

OCBITHI KOMITOHEHTH, SIKi
NepeyIOTh BUBYCHHIO

HopmatusHo-TipaBoBe 3a0e3nedeHHs iHpopmarliitHoi 6e3mexn, Ctangapty iHpopmamniiHoi Ta KibepOesneku, [HozemHa MoBa

OcBIiTHI KOMIIOHEHTH IS
SIKUX € 0a30BOIO

Cucremunii aHani3 iHpopmariitaoi 6e3mekn, CructemMa MeHeKMEHTY iH(popManiiiHoi 6e3nexu, OpraHizamiiHe 3a0e3MeueHHs 3aXUCTY
iHdopmaitii, [Ho3eMHa MOBa IpodeciHHOTO CIIPSIMYBaHHS

Meta kypcey:

MoJaJIbIIOrO BUKOPHUCTAHHSA 3a3HAUYCHUX 3HAHb Ta HABHKIB y HO,I[aJ'ILIHiIZ HpaKTI/ILIHiﬁ ,E[iHJ'IBHOCTi

HaOyTTS CTyJleHTaMH KOMIIETEHIIi}i, 3HaHb, YMiHb 1 HABMYOK I[0JI0 BUKOPHCTAHHS 1HO3eMHOI MOBH y cdepi yrnpaBIiHHS iHPOPMAIlIHOIO OE3MeK0r0 3 METOIO

KoMnieTeHTHOCTI BiiNOBiIHO /10 OCBITHBLOI pPOrpamMu

3araabHi komnerenTHocTi (3K)

CrenianabHi (paxoBi komnerentHocti (CK)

3K4. 31aTHICTh CHINKYBaTHCS iHO36MHOIO MOBOIO.
3KS5. 31aTHICTh BUUTHCS 1 OBOJIOIBATH CYyYaCHUMH 3HAHHSMU.

CKI. 31aTHiCTh 3aCTOCOBYBATH 3aKOHOJIABYY Ta HOPMATHUBHO-TIPABOBY 0a3y, a TaKOX
JiepKaBHi 1 MiKHApOIHI BUMOTH, PAKTHKH 1 CTaHAAPTH Y nipodeciiiHiii isITbHOCTI.

Pe3yabraTtn HaBuanus (PH)

PH?2. CrinkyBaTHcsl iHO3€MHOIO MOBOIO 3 METOIO 3a0e3neueHHs epeKTUBHOCTI nMpodeciiiHol KoMyHiKarii.
PHO9. 3Haty Ta 3acTOCOBYBATH 3aKOHOJABCTBO YKpAiHU Ta MIKHAPOJIHI BUMOTH, MTPAKTUKHU 1 CTAHIAPTH 3 METOIO 3/1MCHEeHHS MpodeciifHol MisIIbHOCTI B Taly3i KibepOe3neku

Ta 3aXKMCTy iH(GOpMaIIii.

OPI'AHI3AIISI HABUAHHSA
Bun OuinoBanua . eu
Tema, onc TeMH @opMH i METOIU HABYAHHS/MTUTAHHSA 10 CAMOCTIiiiHOI podoTu
3aHATTH 3a TeMy

MOJIYJIb 1 «CTAHIAPTHU3AIISA 3 YIIPABJIHHS IHOOPMAIIMHOKO BE3IEKOIO»
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IIpakTrune

UwuraHHS 1 IepeKia 31 CJIOBHUKOM CIICIiali30BaHUX TEKCTIiB

Tema 1. Ocnosu ynpasninns mgbopmamunom Oe3nekoio 3aH9TTs 1 HODMATHBHOrO XADAKTCHY 33 TEMOIO
3namu: 6a30By nipoheciiiHO-OpiEHTOBAHY JICKCHKY 332 TEMOIO. Tpaxrane p paKTepy
Buimu: SAHSTTS 2 BuBYeHHS crienianizoBaHoT JIEKCUKH 3a TEMOFO, BEJICHHSI CIIOBHHKA,
1.gquTaTH cuemianizoBaHi TEKCTH HOPMATHBHOTO XapakTepy 3a TEMOIO; 0 nepeBipKa 3HAHHS TEPMIHOIOTTT
2.CIUTKYBaTUCS HA 3a3HAYCHY TEMY; PaKTHHHC . .
. ) : . 3aHATTS 3 5 Po3moBijb, BeieHHS TUCKYCIT HA 3a3HAUCHY TEMY
3.1MMcaTH MOBIJOMIICHHS, JOKYMEHTH, TIOB's13aHi 3 PO eciero;
4.cipuiiMaTH Ha CIyX 1 pO3yMITH Cliemniani3oBaHy iHpopmarriro 3a Gpaxom. [pakTryne [linroToBKa MOBITOMIICHB, €CE 3 TEMHU
Dopmysannsn komnemenuyin: 3K4, 3K5 3aHATTA 4 I - .
P - PH2. PHO POCIYyXOBYBaHHS CIICIiaTi30BaHUX TEKCTIB 3a paxom,
PeWﬂ bilt ‘;m uH flzl"mm’ - 1 é 12 [MpakTuune 00rOBOPEHHS 3MICTY ITOYyTOT'0, BABUCHHS JICKCUKH
exkomendosani oxcepena: 1-6,12. —
OnutyBaHHs 3a pe3yJIbTaTaMH BUBUYCHHSI TEMH
L. ) IIpakTrane
Tema 2 Cmanoapmu  cimeicmea 1SO 27000 3 ynpasninna| ... ¢ ) ) L. )
ingropmayiiinoro Gesnexorw UwuTaHHS 1 IepeKIIaa 31 CIIOBHUKOM CIIEIiaTi30BaHUX TEKCTIB
3uamu: 6a30By npodeciiiHo-0pi€eHTOBaHY JIEKCHUKY 32 TEMOIO. HpaxTuune HOPMATHBHOTO XapaKTepy 3a TEMOI0
Bmimu: 3aHATTA 7 Busuenns cremianizoBaHol JEKCHKH 33 TEMOIO, BEJIEHHS CIOBHHKA
1.yuTaTH cHeriani3oBaHi TEKCTH HOPMATHUBHOTO XapaKTepy 3a TEMOIO; I . . ..
D CIIUIKVBATIICS HA 3a3HAUCHY TEMY- PaKTHIHE 5* [HmuBiTyanbHI pO3MOBII, BEACHHS AUCKYCIl HA 3a3HAYCHY TEMY
: y - y Y . . . 3aHATTA 8 o .
3.MUcaTH MOBIIOMIICHHS, TOKYMEHTH, MOB'sI3aHi 3 Ipodeciero; [IpocyxoByBaHHS CIieliai30BaHUX TEKCTIB 3a (haxom,
4.cripuiiMaTH Ha CIyX 1 pO3yMITH CIieliaiai3oBaHy iHpopmMalriro 3a Gaxom. pakriine 0OrOBOPEHHS 3MICTY ITOYyTOI'0, BABYCHHS JICKCUKH
Dopmysannsa komnemenuyin: 3K4, 3K5, CK1 3aHSTTS 9
P PH?. PHO OnuTtyBaHHs 3a pe3yIbTaTaMH BUBUCHHS TEMU
e3y1bmanmu HagYaHH::
2 - > [Ipaktuune
Pexomenoosani oxacepena: 1-6, 7-10.
3aasaTTa 10
IIpakTnune
3aHATTS 11
Tema 3. Cmanoapm 1SO 27001 sk ocnoea cmanoapmusauyii CYIb : ) . )
opeanizauii IpakTnuse UuTaHHS 1 IEpeKIIaa 31 CIIOBHUKOM CIIEIiai30BaHUX TEKCTIB
3namu’ 6a30By npodeciiiHo-OpieHTOBaHY JIEKCHUKY 3a TEMOIO. 3aHATTs 12 HOPMATHBHOTO XapaKTepy 3a TEMOIO
Bmimu: TpakTnume BuBueHHS crienianizoBaHOi JIGKCHKH 32 TEMOIO, BE/ICHHS CIIOBHHUKA
1.yuTaTH Creriani3oBaHi TEKCTH HOPMATUBHOTO XapaKTepy 3a TEMOIO; sansrrs 13 . . ..
2. CITIKYBATHCS HA 3a3HAUCHY TEMY: 5* [HuBiTyanbHI pO3MOBIJ, BEACHHS AUCKYCIl HA 3a3HAYCHY TEMY
. b
3.1MMcaTH MOBIJOMIICHHS, JOKYMEHTH, TIOB's13aHi 3 podeciero; [Ipaktryne [IpoctyxoByBaHHS CIieliali30BaHUX TEKCTIB 3a (haxom,
4.cripuiiMaTi Ha CIyX 1 pO3YMITH Clieliaii3oBany iHpopmMaliro 3a Gaxom. 3amaTTs 14 0OTOBOPEHHS 3MICTY MOYYTOT0, BUBUEHHS JIEKCUKH
Dopmysanns komnemenuyin: 3K4, 3K5, CK1 o
P PH?. PHO ITpakTHyHe MUTYBAHHS 3@ PE3yJIbTATAMH BUBUCHHS TEMHU
e3y1bmamu HagYUaHHA: ,
Pexomendosani dxcepena: 1-6, 7-10. 3aEATTA 15
IIpakTrune

3aHATTA 16




IIpakTiune

Tema 4. Cmanoapmu 3 ynpaeninnus é6eznexoro IT COBIT ma SP 800 NIST samira 17 YuTanHs i HEpEeKIaj 3i CIOBHUKOM CIIEI[ialli30BAHUX TEKCTIB
3namu: 6a30By npodeciiiHo-0pieHTOBaHY JEKCHKY 3a TEMOIO. TpakTiuse HOPMAaTHUBHOT'O XapaKTepy 3a TEMOIO, BUBUEHHS CIIeIiali30BaHOi
Byimu: L . 3aHATTS 18 flekeHkH
1.‘II/I:1“aTI/I CIIeIiaTi30BaHi TEKCTH HOPMATUBHOT'O XapaKTepy 3a TEMOI0; TTiArOTOBKA Te3 Ta OBLIOMIEHD 33 TEMOIO
2 .CTIJIKYBaTUCS HA 3a3HAYCHY TEMY; IIpakTHuHe 5" . . .
3.1mucaTH MOBiJOMIICHHS, JOKYMEHTH, TIOB's13aHi 3 podeciero; 3anaTTs 19 [nuBigyanbHi pO3MOBII, BENCHHS TUCKYCIT HAa 3a3HAYEHY TEMY
4.cnpuiiMaTu Ha CIyX 1 pO3yMITH clieliaii3oBaHy iHpopMalito 3a GaxoM. TIpoCITyXOBYBAHHS CIICL{ATi30BaHIX TEKCTIB 3a (GaxoM,
Dopmysanna komnemenuiu: 3K4, 3K5, CK1 Ipaktuune 0GrOBOPEHHS 3MIiCTY Ta JEKCHKH
Pezyavmamu nasuanna: PH2, PHO sarsTTs 20
Pexomendoeani ovcepena: 1-6, 11, OmnuTyBaHHS 32 pe3yabTaTaMi BUBUCHHS TEMH
IIpakTune Konrposnsna po6ora Ne 1
3aHATTa 21
1. CytHicTh Ta BiAMIHHOCTI TOHATH iH(pOpMaliliHa Oe3meka Ta
. . . . . . kibepOesmeka.
Tema 1. CyTHlCH” BIIMIHHOCTI Ta CBOIIOLIA .IEOH.;.ITL injopmanifita 2. Po3BUTOK Ta CIiBBiNHOMIEHHS TOHATH iH(pOpMalliiiHa Oe3meka,
§e3HeKa, 516ep6e3HeKa, 3a0e3neyueHHsT iHPopMaliiiHoi Oe3neKH, 3aXHCT sa6esmieueHEs iHpOPMAAHOT GealeKn, 3aXKCT IHbopMAIL.
inopmanif N . . . Camocriiina 3. OcobarBOCTI POLIECHOTO MiAXOAY B YIpaBliHHI iH(popMaLiiiHOO
Tema 2. IlponecHnit minxix A0 ympaBiiHHSA iHPOpPMaMiifHOW Oe3MeKoro
—— PDCA. pobora 0e31meKoro.

opramisaiii. Mozes 48 ron 4, Mozens PDCA B CYIb komnasii.

Tema 3. [Tinxin ITIL no ynparninus 6e3nexoro [T
Tema 4. Ilonoxenns Cranpaprty Oe3leKkd HaHUX 1HIYCTPil INIATIKHUX
kaptok (PCI DSS)

5. Ilpunuunu epextuBHoro ynpasninas [T-cepsicamu ITIL.
6. Ceprudikamis ITIL.

7. Icropis nmpuitnsitts PCI DSS.

8. PiBui Bignmosignocti PCI DSS.

MOJIYJb 2 « CEPTUPIKAIISA ®AXIBIIB 3 YIIPABJITHHS IHOOPMAIIMHOIO BE3NEKOIO»

Tema 5. Ceprudikamis CISM (ceprudikoBanuit Menemkep iHbopMmariiHoi
Oe3meKn)

3uamu: 6a30By npodheciiiHO-OpIEHTOBAHY JICKCHKY 32 TEMOIO.

Buimu:

l.4nTaTH Cremiani3oBaHi TEKCTH HOPMATHBHOTO XapakTepy 3a TEMOIO;
2.CIUIKyBaTHCS Ha 3a3HAYEHY TEMY;

3.1MMcaTH MOBIJOMIICHHS, JOKYMEHTH, TIOB's3aHi 3 podeciero;
4.cripuiiMaTy Ha CIIyX 1 pO3yMiTH crienianizoBany iHpopMarito 3a Gpaxom.
Dopmysanns komnemenuyin: 3K4, 3K5

Pesynomamu nasuanns: PH2, PH9

Pexomendosani dxcepena: 1-6.

[Ipaktuune
3aHATTS 22

[Ipaktuune
3aHATTA 23

IIpakTnune
3aHATTA 24

IIpakTrune
3aHATTS 25

IIpakTrune
3aHATTS 26

UwurtaHHs 1 IepeKIa 31 CJIOBHUKOM CIICIiali30BaHUX TEKCTIB
HOPMATHUBHOTO XapakTepy 3a TEMOKO

BuBuenns creriagizoBaHoil JEKCUKH 3a TEMOIO, BEIECHHS CIOBHUKA,
NepeBipKa 3HAHHS TEPMIHOJIOTIT

[HnuBigyaneHi po3NOBiNi, BEASHHS AUCKYCIii Ha 3a3HaYEHY TEMY
ITinroroBka MmoBiOMIIEHE 1 JOMIOBIAEN o0 ckiaanoBux CISM

[IpoBeneHHs Mpe3eHTallil 3 pe3y/IbTaTaMi BUBYCHHS CKJIaJI0BUX
CISM

OHI/ITYBaHHSI 3a pe3yJjibTaTaMUu BUBYCHHA TCMU




Tema 6. Ceprudikamuis CISSP (ceprudikoBanuii mpodecionan 3 Oe3meKu

IIpakTrune

UwuraHHS 1 IepeKia 31 CJIOBHUKOM CIICIiali30BaHUX TEKCTIiB

inopMarifitmx crcTem) 3aHsTTA 27 HOPMAaTHUBHOTO XapPAKTEPY 32 TEMOKO
3namu: 6a30By NpoheCiiHO-OPIEHTOBAHY JIEKCUKY 38 TEMOIO. Ipaktu4ne BuBuenHs crieliaai3oBaHOI JIEKCHKH 32 TEMOIO, BEICHHS CJIOBHHUKA,
Bumimu: 3aHATTS 28 nepeBipKa 3HaHHS TEPMiHOJIOTIi
1.yuTaTH cnemnianizoBaHi TEKCTH HOPMATUBHOT'O XapaKTepy 3a TEMOIO; I . . ..
2 CTIIKYBATHCS HA 3A3HAYCHY TEMY; PaKTH9HE 5* InauBigyanbH1 pO3MOBIAL, BEICHHS JUCKYCIi HA 3a3HAUYEHY TEMY
' ) ’ . . 3aHATTS 29
3.1MMcaTH MOBIJOMIICHHS, JOKYMEHTH, TIOB's13aHi 3 podeciero; ITinroroBKka MOBIIOMIIEHE 1 JOMOBIAEH mono ckiaamoBux CISSP,
4.cnpuiiMaTu Ha cIyX 1 pO3yMITH clieliaii3oBaHy iHpopMaliko 3a GaxoM. ITpakTuane BigmirHOCTEH y cTpykTypi CISM Ta CISSP
Dopmysannsa komnemenyiii: 3K4, 3K5 3aHATTA 30 .
P PH2. PHO [IpoBeneHHs pe3eHTallil 3 pe3yIbTaTaMyd BUBYCHHS CTPYKTYPH
e3y1bmamu HagYaHHA:
. 2 [TpaxTidHe CISSP
Pexomendosani dxycepena: 1-6. 31
SamiITTA OnuTyBaHHs 32 pe3y/IbTaTaMU BUBYCHHS TEMH
Tema 7. Tpodeciiini ceprudiranuii Bix 1ISC2, ISACA, EC-Council, HpaKTHque YuraHHs i nepekyiaj 3i CIOBHMKOM CIELiali30BaHuX TEKCTIB
CompTIA, GIAC. HaBuanbsHi mporpamu st (axiBIliB 3 SAHATTA HOPMATHBHOT'O XapakTepy 3a TEMOIO
KibepOesmneku Bia Bimomux BupobHukiB (AWS, Microsoft, Cisco . .
IBMp A BIA p ( ' ! ! [TpakTane BuBuenns crerianaizoBaHoi JISKCUKH 32 TEMOIO, BEICHHS CIIOBHHMKA,
) . , 3aHATTA 33 TepeBipKa 3HAHHS TEPMiHOIOTi1
3unamu: 6a30By npodeciiiHo-0pi€eHTOBaHY JEKCHUKY 32 TEMOIO.
Bmimu: TpakTiune [HaMBiTyanbHI pO3MOBIL, BEACHHS JUCKYCIi Ha 3a3HAYCHY TEMY
D . . ) 5* ) . . - .
é'qﬂ?aTH CnemamsoBatl TCKCTH HOPMAaTHBHOTO XapaKTEPy 3a TEMOLO, 3aHATTS 34 ITizroToBKa MOBiJOMIIEHB 1 JOMOBIIEH 100 OCOOTUBOCTEH
.CTIJIKYBaTHCS Ha 3a3HAYCHY TEMY;; P : P
X ) . ceprudikamiit ;g kidepdaxisiiB
3.1mUcaTH MOBIIOMIICHHS, TIOKYMEHTH, MOB's13aHi 3 ipodeciero; [IpakTuuHe ~ 5
4.cripuiiMaTi Ha CIyX 1 pO3YMITH CIeliali3oBaHy iHpopMalliro 3a Gpaxom. 3aHSTTS 35 [IpoBe/ieHHs TIpe3eHTallil 3 pe3yJIbTaTaMK BUBYEHHS OCOOIMBOCTEH
Dopmysanna komnemenuin: 3K4, 3K5 ceprudikaniit us Kibepdaxibiis
Pesynvmamu naguanns: PH2, PH9 Ilpakirase OnuTyBaHHS 32 pe3yIbTaTaMi BUBYCHHS TEMH
Pexomenoosani oxcepena: 1-6. 3aHATTs 36 KouTponsHa po6ora Ne 2
1. BigminHOCTI y 3MicTi Ta cTpyKTypi ceprudikanii CISM ta CISSP.
Tema 5. [lopiBHsTbHA XapakTepuctuka ceprudikamii CISM ta CISSP. 2. CTaTHCT'I:IKa UOTpHMaHH’I CepTHfblKaT“j)‘ CISM TE.‘VCISSP Ta 1X BILIHB
Tema 6. Ceprudixauis CEH (ceprudixoBanuii eTnunmii xaxep). . Ha npO(b.ecmm/m PO3BUTOK YNPaBIiHLS 3 iH(hOpMaIIiitHOI 0e3MeKOIO.
Tema 7. MOXJIMBOCTI IPOXOKEHHS OE3KOMITOBHOIO HABYAHHS i CaMOgTMHa 3. Texniku CTUHOTO XaK1Hra.
. o . . oboTta THi
oTpuMaHHs cepTudikary y chepi inpopmaniiiHoi Ta KibepOe3nekn P 4. MoxmBocTi OTpUMAHHA _CEH B YKPE,UVHI' . .
36 ron 5. Ommsan kxypeiB y cdepi iHdopmamiiinoi Ta kibepOesmekun Ha

(Coursera for Campus).

mwiatdopmi Coursera for Campus. Kypcu «OcHOBH KiOepOe3neKu».
6. Kypcu «KibGepOesnexka ans  Oi3Hecy».  «YTpaBIiHHS
Ki0epOe3neKomoy.

MATEPIAJIBHO-TEXHIYHE 3ABE3IIEYEHHSA IUCHUIIJITHU

o MynbpTUMeniHHII IPOEKTOpP; Mepeka [HTepHeT.
Komn’roTepHuii ki1ac sl IpoBeIeHHS MPAKTUYHHUX 3aHSTh.




TH®OPMAIIIMHE 3ABE3IEYEHHS JUCHUILITHA

Lo

P. Bowen, J. Hash, Mark Wilson. Information Security Handbook: A Guide for Managers, NIST, 178 p. http://www.dut.edu.ua/uploads/l_1889 44919882.pdf
T. Campbell, B. Beach. Practical Information Security Management: A Complete Guide to Planning and Implementation. Apress. 237 p.
http://www.dut.edu.ua/uploads/l_1888 50813661.pdf
3. Cybersecurity Fundamentals Study Guide, 2nd Edition. ISACA. 194 p. https://www.studocu.com/nl-be/document/odisee-hogeschool/cybersecurity-
fundamentels/college-aantekeningen/cybersecurity-fundamentals-with-notes/7343872/view
4.  Cyber-Security Standards, Benchmarking & Best Practices Overview. SAINT Consortium, 2018. 155 p.
https://ec.europa.eu/research/participants/documents/downloadPublic?documentlds=080166e5bab62342&appld=PPGMS
Information Security Management Handbook. Sixth Edition. Volume 7. Edited by Richard O’Hanley, James S. Tiller. CRC Press Taylor & Francis Group. 400 p.
Framework for Improving Critical Infrastructure Cybersecurity. Version 1.1. National Institute of Standards and Technology, 2018. 48 p.
https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
7. I1SO/IEC 27000:2018(E) Information technology - Security techniques - Information security management systems - Overview and vocabulary. 27 p.
ISO/IEC 27001:2013 (E) Information technology - Security techniques - Information security management systems — Requirements. 34 p.
ISO/IEC 27001:2022. Information security, cybersecurity and privacy protection. Information security management systems. Requirements. Preview. URL.:
https://www.iso.org/standard/82875.html
10. ISO/IEC 27002:2013 Information technology - Security techniques - Code of practice for information security controls. 80 p.
11. The Ultimate Guide to ISO 27002:2022 Information security, cybersecurity and privacy protection. Information security controls. URL: https://www.isms.online/iso-
27002/
12. ISACA Certifications. URL:http://www.isaca.org/
13. Lehominova, S., Zaporozhchenko, M., Shchavinsky, Y., Muzhanova, T., Tyshchenko, V., & Yushchenko, M. (2024). Methodology for Determining Means of
Monitoring Information Security by the Method of Expert Assessment. International Journal of Computing, 23(4), 681-691. https://doi.org/10.47839/ijc.23.4.3770

no

o o

© ©

HOJIITUKA KYPCY («ITPABUJIA I'PN»)

Kypc nependaudae poOoTy iHIAMBIYaTbHO 1 B IpyIiax.
CepenoBuliie B ayIUTOPii € IHTEPaKTUBHUM, TBOPYHM, BIIKPUTUM JIO JTUCKYCIi.
OCBO€EHHS AMCHUIUTIHM Tiepe10ayae 000B’ I3KOBE BIJBIIyBaHHS MPAKTUYHHUX 3aHATh, @ TAKOXK CAMOCTIHHY po0oTy.

Camocriitna poboTa BKIIIOYa€ B ce0e TEOPETUUHE BUBUCHHS TUTaHb, IO CTOCYIOTHCS TEM, SIKi HE BBIMIIUIM B TEOPETUIHUE Kypc, a00 OyJIM pO3TIISIHYTI KOPOTKO, iX
NorNIMOJIeHEe OIPAIIOBAHHSI HA OCHOBI pEKOMEH/IOBAHO] JIiITepaTypH.

VYci 3aBnanHs, ieper0oadeHi IporpaMoro, MatoTh OyTH BUKOHAHI y BCTAHOBJICHUH TEPMiH.

SIKUIO CTYJEeHT BiICYTHIHN 3 MOBa)KHOI IPUYWHM, BiH MPE3CHTYE BUKOHAHI 3aBJJaHHS B 1HMBIlyaJIbHOMY TOPSIKY.

Iix yac poGoTH HaJ| 3aBJAHHAMH HE JIOIYCTHMO HOPYLICHHS BUMOT aKaJeMi4HOI J06POYECHOCTI: P BUKOPUCTaHHI [HTepHeT-pecypeiB Ta iHILNX juKkepen iHpopmauii
CTYACHT Ma€ MOCUJIATUCS HAa BUKOPHUCTAHE JKepelo. Y pasi BUABJICHHS (QaKTy mjariaty cTyJeHT OTpuMYe 3a 3apaaHHs 0 6ajiB, aHaJIOTIUHY OLIHKY OTPUMYIOTh aBTOPH
TOTOKHUX POOIT.

e CTyZHeHT, IKUI CII3HUBCS, BBAXKAETHCS TAKUM, IO IIPOIMYCTHUB 3aHATTS 3 HETIOBA)KHOI IPUUMHH 3 BUCTaBIeHHAM ( OaiB 3a 3aHSTTS, 1 IPU LbOMY Ma€ IpaBo OyTH
NPUCYTHIM Ha 3aHATTI.

e BuxopucraHHs TeqeOoHIB 1 KOMIT IOTEPHUX 3ac00iB O€3 103BOITY BHKIIA/1a4a 3a00pOHSIEThCS.

*KPUTEPII TA METOIU OLITHIOBAHHSA

YMOBOIO JIOITYCKY JI0 MiICYMKOBOT'0 KOHTPOIIIO € HaOpaHHs cTyAeHToM 30 6ajiB y CyKyITHOCTI 32 BCiMa TeMaMH TUCUMILTIHU

PopMH KOHTPOJIIO | Buau HaBuanbHOi poboTH OwuiHroBaHHS
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Poboma na 3anammasax,y m.u..
e OIUTYBAHHS 33 PE3yJIbTAaTAMH BUBUYCHHS TEMH, TIEPEBipKa 3HAHHS (axoBOi TEPMIHOIOTI1 3a KOXHY NpaBUIbHY Bifnosigs 0,25 Oana
MOTOYHUIN e IHAMBIAyaabHUN BUCTYIH 3a pe3yJbTaTaMU CaMOCTIHOTO OIPAIFOBAHHS TEKCTIB 3a (haxoM 3a KOXXEH BHCTYII MAaKCHUMyM 2 Oan
. ITOBIb 3 IT HTaIll TeM B TOMY YHCJIi BUBYCH MOCTIHH 1HKa 3aJIC)KHTh Bl .
KOHTPOIb AOTIOBIb 3 IPESCHTALIEIO 33 TEMOXO, B TOMY HHCIIl BUBUCHOIO CaMOC 0 (OILIHKA 3a7I€X A 32 KOXHY JIOIOBiJIb MAaKCUMYM 3 Oayu
MTOBHOTH PO3KPHUTTS TEMH, SIKOCTI iHPOpMaIii, caMOCTIITHOCTI Ta KPEaTHBHOCTI MPE3EHTAIlI i JOTIOBii)
® [iArOTOBKA MOBIJOMJICHHS, Te3, €ce, aHOoTamii 3a KO’KHY IPaBWJIBHY BiANOBiAb 2 6anu
® y4acTh Y AMCKYCii, 0OrOBOPEHHI MMOJIOKEHb HOPMAaTHBHUX aKTiB, CTATEH, BilcoMaTepiaiB 3a KOXHY y4acTtp 1 Gan
PYEDKHE Monyneauit KoHTpOds Ne 1 «CTranmapTusanis 3 yrnpaBiliHHS iHGOPMAIITHOI OEe3MeK0r0» MaKCHUMaJIbHa OIliHKa — 15 GairiB
OUIHIOBAHHS
MOJIYJbHUM y o o L . : .
(MOAY Monynbauii koHTpob Ne 2 «Ceprudikaiis (axiBIliB 3 yIpaBlliHHS iHGOPMAIIHHO 0E3MEKOI0» MaKcHUMalbHa orliHka — 15 Gamis
KOHTPOJIb)
01aTKOBA Y4acTh y HayKOBHX KOH(EPEHIIISAX, MATOTOBKA HAYKOBUX MyOIiKaIlili, y9acTh Y BCEYKpPAlHCHKUX Ta . .
Hlon . . y nay (eperuisx, min YKOBHX TyOJIKALIH, Y Y YKpalHct MaKCHMaJbHa OIliHKa — 5 0aiB
OIliHKA MDKHApOJHUX KOHKYpCax HayKOBUX CTYIACHTCHKHX pOOIT 3a CHemiadbHICTIO, CTBOPEHHS KEHCIB TOIIO.
IMIICYMKOBE | Meroro 3aiiky € KOHTpOJib ¢(OPMOBAHOCTI MPAKTUYHUX HABHYOK Ta MPOPECIHUX KOMIIETEHTHOCTEH,
OITHIOBAHHSI | HeoOxinHuX A7l BUKOHAHHS NpodeciiiHnx 000B’A3KiB. 30 GamniB
3anix 3aJtik MPOXOJUTh Yy MUCHMOBIH (popmi.
NIACYMKOBA OIIHKA 3A JJUCHUILJIIHY
o . . . Ouinka /3anuc y
0asmn Kpurepii oninroBanus PiBeHb KOMIIETEHTHOCTI O .
3a1iK08ill 8i00MOCHi

90-100

CTyaeHT IeMOHCTpY€ TOBHI W MillHi 3HAHHSI HaBYAJIBLHOTO Matepialy i TepMiHoJorii B 00cs3i,
0 BiAMOBigae poOouiii mporpami AWCHWILUTIHK, MPABHIBHO H OOIPYHTOBAaHO BIATOBiZac Ha
MIOCTABIICHI 3aITUTaHHS 32 TEMOIO.

CTyleHT IOKa3ye BHUCOKY SIKICTh CIIJIKYBaHHS 3 BHUKOPHCTaHHSM CIIEI[iajli30BaHOI JICKCHKH,
3aTHICTh BECTH Jiajor i AHWCKYCit0o Ha mpodeciiHy TeMaTHWKy, TOBHE CIPUHHSITTA 3MiCTy
MPOCITyXaHUX CIEIialli30BaHUX TEKCTIB 32 (axoMm.

3a uWac HaBYaHHS NpPU MPOBEACHHI NPAKTUYHUX 3aHATH Ta BUKOHAHHI 1HJWBiTyadbHUX /
KOHTPOJIbHUX 3aB/IaHb CTY/ICHT MPOSBIIS€ BMIHHS CAMOCTIIHO BHUPILITyBaTH ITOCTABJICH] 3aB/IaHHS,
AKTUBHO JI0JTy4aTUCs 10 0OTOBOPEHHS (paxOBUX NUTAHb iIHO3EMHOIO MOBOIO. 3MEHIIICHHS
100-6anbHOI OLIIHKK MOXKe OyTH TIOB’si3aHE 3 HEJOCTATHIM PO3KPUTTSM IHTAaHb, IO CTOCYETHCS
JUCIUILUTIHY, SKa BUBYAETHCS, ajieé BUXOJUTH 3a PaMKH OOCATIB Marepiany, nependadeHoro
po60U00 IPOrpaMor0, a0 HEBIEBHEHICTIO Y TIIYMAUYeHHI OKPEMHX TEOPETHYHHUX ITOJIOKEHb.

Bucoxmii

[ToBHicTIO 3a0e3meuye BUMOTH 10 3HaHb,
YMiHb i HABUYOK, 10 BUKJIA/IEHI B poOoUiii
nporpami auciuIuiing. BiacHi nmpomo3urrii
CTYJEHTa II0J0 BHKOHAaHHS 3aBJaHb
TiIBUIIYIOTh WOTO BMiHHA BUKOPHUCTAHHS
3HAaHb, OTPHMAaHWX I[P BUBYEHI 1HIIUX
JUCIMILIIH, a TAKOXK 3HaHb, HAOYTHUX IPH
CaMOCTIHOMY TIOTJIMOJICHOMY BHBYEHHI
MMMTaHb, 110 BIIHOCATHCS 10 AUCLMILIIHM,
SIKa BUBYAETHCS.

Bigminano /
3apaxoBaHo (A)

82-89

CrTyneHT IeMOHCTpY€e TapHi 3HaHHS 3MicTy Ta mnpodeciiiHoi TepmiHoiorii, no0pe Bonoxie
MaTepiajoM, M0 BiAMOBigae poOOUil mporpaMi AUCIUILIIHM, BMi€ 3aCTOCOBYBAaTH HA0YTI 3HAHHS
Ta BUKOPUCTOBYBATH MPOQECiifHY JIEKCHUKY JIJIsi CAMOCTIHHOT pOOOTH HaJ| TEKCTaMHU, aJie IOIYCKae
OJIMHWUYHI HETOYHOCTi. BMi€ CcaMOCTIiHO BHITPABIIATH JOMYIIEHI IMOMUIKHA, YHCIO SKUX €
HE3HAYHHM.

3a yac HaBYaHHS TIpU TIPOBEJCHHI NPAaKTUYHUX 3aHSATh, BUKOHAHHI 1HIWBiAyalbHUX /
KOHTPOJIEHUX 3aBJaHb CTYACHT IMPOSBISE XOPOIIy 3JaTHICTh CaMOCTIHHO BUpIIIyBaTH
MOCTaBJICHI 3aBJaHHsS, JOJYy4aTHUCSA J0 OOroBOpeHHs (haxOBUX IMUTaHb 1HO3EMHOKI MOBOIO 13
HE3HAYHMMH IPOTaJMHAMHM Y BOJIOIHHI IPAKTHYHUMH HAaBUYKAMHU.

JocraTHii
3abe3neuye CTyJICHTY caMoOCTIlHe
BUKOHAHHS OCHOBHHMX 3aBJaHb 3a YMOB,
KOJM BHUXIJHI JaHl B HHUX 3MIHIOIOTHCS
MOPIBHSAHO 3 HAJAaHUMH Yy Marepiajiax
JTUCIIAILIIIHA

Hobpe /
3apaxosano (B)




CryneHT He JONyLIeHUH 0 34a4i 3aliKy.

BCTAHOBJISIE POrPaMa JUCIUIUIIHA

CryneHT 3aranoM Jo0pe BOJOJIE€ MarepiaioM Ta MpodeciiHOK TEePMIiHOJOTIEr, 3HAE OCHOBHI | JlocTaTHil
TEOPETHYHI TOJIOKEHHSI BIAMOBITHO M0 po0OOY0i IporpaMu TUCITUILTIHH, BMi€ 3acTocoByBaTH | KOHKpeTHHMIA  piBeHb, 33  BHBUCHUM
HaOyTi 3HaHHA Ta TpodeciiHy JEKCHKY IJIs CaMOCTIHHOI poOOTH Haa TEKCTaMH, aje JOIyCKae | MaTepiaioM pobodoi porpamMu
— . . . . . .
© | OKpEMi HETOYHOCTI, BMi€ TIOSICHUTH OCHOBHI MOJIOKEHHS BUKOHAHUX 3aBJIaHb Ta JIATH MPABMIIbHI | JUCIUILTIHH. Hoope /
K | BignoBiji y xo/i onutyBaHHs. [IOMWIKH y BiIIOBIASIX HE € CUCTEMHHMHU. JlomaTkoBi THTAaHHSI TIPO MOKIUBICTH 3apaxosano (C)
CTyIeHT 3Ha€ OCHOBHI MOJIOXKEHHS MaTepiany, 0 MalOTh BU3HAYAILHE 3HAYCHHS PH BUKOHAHHI | BAKOPUCTAHHS TCOPETHYHHX  ITOJIOKEHb
IHAMBiOyanbHUX / KOHTPOJBHHMX 3aBJaHb Ta TMOSCHEHHI MPEACTABICHUX AYMOK B MeE¥Kax | Ui MPaKTUIHOTO BUKOPUCTAHHS
JUCLUILTIHY, 10 BUBYAETHCSL. BUKJIMKAIOTh YTPYAHCHHS.
CryzmeHT 3acBOiB OiNbIly YacTHHY TEOPETHYHOTO MaTepialy Ta CIeriamizoBaHoi JekcukH, | CepenHii
< . . .o o . .
N~ | mepenbadeHnx poOOYOK MPOrpaMoK0 JMCHMILIIHK, PO3yMi€ MOCTAHOBKY CTaHJApTHHX 3aBJaHb, |3ale3ledye JOCTATHRO HaIiHHMA piBeHb 3an0BinbHO /
S |Mae ysBICHHS WIOAO CIOCOOIB iX BUKOHaHHsA. Y XOJi BHKOHAHHS 3aBJaHb JOIYCKA€ 3HAYHY | BIATBOPCHHS OCHOBHHUX MOJIOKEHb 3apaxosano (D)
KUTBKICTh HETOYHOCTEH 1 TPYOMX MOMMIIOK, SIKi MOYKE YCYHYTH 3 IOMOMOTOI0 BUKJIa1ava. JUCIIATUTIHU
CTyneHT BOJIOJi€ TICBHUMH HETPYHTOBHMMHM 3HAHHIMH, IepemOadeHMMH B PoOOUild Iporpami Cepeniii
© |AMCUUILTIHY, Ha MiHIMalIbHO JOMYCTUMOMY piBHi. 3 BHUKOPHCTAaHHSIM OCHOBHUX TEOPETHYHHX peu . .
o . .|€ MIHIMaIBHO JONYCTUMUM y  BCIX 3an0BinbHO /
& |TONIOKEHb CTYJAEHT 3 TPYAHOIIAMU BHMKOHYE IIOCTABIEHI BUKIANAYEM 3aBJaHHA. Y XOAl .. 3 E
© : : CKJIaJOBUX HaBYaJbHOI MOPOTrpaMu 3 apaxoBaHo (E)
BUKOHAHHS TMPAKTHYHHUX / IHAMBIAYalTbHUX / KOHTPOJNLHUX 3aBAaHb JEMOHCTpPYe (GopMmanbHe G
CTaBJICHHS, BIICYTHICTh TTMOOKOTO PO3YMIiHHSI pOOOTH Ta B3a€MO3B’S3KiB 3 iHIIMMH TEMaMH.
CTyeHT MOXKe BiITBOPUTH OKpeMi (parMeHTH MaTepialiB Kypey i OKpeMi TepMiHu. ea—— HesanosinbHo 3
o |He3Baxaroun Ha Te, IO MpOrpamy HAaBYAILHOI JUCIMILTIHA CTYJCHT BHUKOHAaB, TPAIfOBAB BiH . N MOKITMBICTIO
e} . . L . . . . He 3a0esneuye mnpakTuuHOi peastizamii| MOBTOPHOTO CKITaIaHHs)
CI> IMaCuBHO, HMWOTO0 BIANOBIA1 ImMA 4YaC MPAKTHYHUX pO61T B 61J'IBHIOCT1 € HCBIPpHUMH, . /H FX) B
= 5 R . . ) o - exemiy | 3ABAAHE, 1110 (OpPMYIOTBCSI TIPH BHUBYCHHI ¢ 3apaxoBano (FX)
HEOOIPYHTOBAHNMH. I{imicHICTE PO3YMIHHS MaTeplaay 3 JUCLUIIIIHU Ta 3HaHHA (PAXOBOI JICKCUKHU CIHITiH 3aNiKO8Y KHUIICKY HE
Yy CTyACHTA BIACYTHI. NPOCMABISAEMbCS
He3anoBuisHO 3
. . . . He3anoBinbuuii ’
o | CTYJIEHT NOBHICTIO HE BAKOHAB BUMOT POO0YOi IIPOrpaMu HaBYaIbHOI IUCIUILITIHH. A . . 0608’ A3KOBHM
D |5 ) CryneHT HE ITi ITOTOBJICHHH JI0 | IOBTOPHUM BHUBYEHHSM /
? |Woro 3HaHHA Ha MiZICYMKOBUX €Tarax HaB4aHHS € pparMeHTapHUMHU. oy . . .
© caMocCTiiiHOro BupilIeHHs 3aBaaHb, ski| He pomymennii (F) B

3A1iK08Y KHUJICK) He
npoCmMasisicmsbCsl




