MIHICTEPCTBO OCI}ITI/I I HAYKU YKPAIHU
JTEPKABHUU YHIBEPCUTET
IH(I)OPMAIIIﬁHO-KOMYHIKAHIfIHHX TEXHOJIOT'THA

OCBITHS ITIPOT'PAMA

VIIPABJITHHSI KIBEPBE3IIEKOIO TA 3AXNUCTOM
THO®OPMAIIII

epuoro (6akaaaBpPCHKOr0) PiBHs BUIOT OCBITH
(oHOBJIEHA)

F5 Kioep0Oe3neka Ta 3aXuCT indopmauii

CrneniajJbHIiCTh

I'any3b 3HAHb F Indopmauiiini TeXHOJIOTII

Kpanidixamis: BakxajaBp 3 KiGepOe3mexku Ta 3aXHMCTy
ingopmanii

3ATBEP/DKEHO BUEHOIO PAJIOIO YHIBEPCUTETY

ZonT ] tokox Ne 7 Bix 08 BepecHs 2026 p.
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JACT NOTrOUKEHHS

OCBITHBHOI TIPOI'PAMHU
NIAroTOBKA 3J10BYBAUIB BUILIOI OCBITH

rajy3b 3HaHb F Indopmauiiini TEXHOJIOT1]

CHIELiaIbHICTh F5 KiGepOe3neka Ta 3aXucT indopmartii

piBeHb BUIIOL OCBITH nepLui (GaxanaBpChKUM)

KBasTiQiKaLis Bakanasp 3 KibepOe3neku Ta 3aXUCTy inpopmanii

1. Tlepimii IpOPEKTOP Onexcanap KOPYEHKO
2. TIpopekTop 3 HaBYAIBHOL poboTH ’ Aptyp I'YIMAHSIH
3. HauanpHuk HaB4aqbHO-METOAUIHOTO BiILTY Banum BJJACEHKO

4. Buena pana Hap4yaibHO-HAyKOBOTO iHCTHTY Ty KiOepOe3reKu Ta 3aXucTy iH(popmaLii
[TpoTokoi Ne 1 Bim “02% BepecHs 2026 p.
Vi

Tonosa Bueroi Pagu HHIKB3I Wg Cprenis IBAHUEHKO

5. Kadenpa ynpapiHHs KiGepOe3eKOor0 Ta 3aXUCTOM iHpopmarii
N .

[TpoToxon Ne 1 Bim “01% BEpecHI 2026 p.

3aBimyBau Kapeapu yTIpaBJIiHHS _

KiOepOe3neKoro & ,,

Ta 3axucTOM iHdopMAaILii K ( 4«"7%3“_ Cpitnana JJETOMIHOBA
6. ToyoBa CTyICHTCBKOI paji HHIKB3I {/) | D Cranicnas IITEDGAH

Perensii BiJi 30BHIIIHIX CTEUKXOJIIEPIB (KOMnaHiﬁ-napTHepiB):

1. ToBapuCTBO 3 0BMEIKEHOIO BiJIOBIJATBHICTIO “IT criewiajict”;
2. I “EC EHJ TI Ykpaina”



[MEPEJMOBA

Po3poGieHo poGOoU0I0 IPYIo0 y CKIa/:

TapaHT 0cBiTHBOI Iporpamu (ronosa poboqoi rpymnu) —
JOmutpo PABYYH - xanauzaatr TeXHIYHUX HayK, JOLEHT Kadeapu
yIpaBIliHHA KiOGepOe3neKoro Ta 3aXucToM iHpopmauii.

Ynenu pod0YOi rpynu:

Cpitiana JIETOMIHOBA - [OKTOp €KOHOMIYHHX HayK, Mpogdecop,
3aBigyBad Kadeapy yIpaBliHHs KiGepOe3neKoro Ta 3aX1CToM indopmarii;
Bitaniii CABUEHKO - 10KTOp TexHiYHMX Hayk, mpodecop, npodecop
Kadepy yIpaBIiHHSA KiGepOe3rneKolo Ta 3aXHCTOM iHpopmarii;

Tersna MYKAHOBA - KkaHaugaT HayK 3 JAep)KaBHOrO yNpaBiliHHS,
JOLEHT, IOLEHT Kadeapu YIpaBIiHHA KibepOesneKoo Ta 3axHCTOM
indopmarii;

Tliana IPUMAYEHKO — 3100yBavKa BHIIOL OCBITH TpPeThOro (OCBITHHO-
HAyKOBOT0) PiBHS CIIelianbHOCTI 125 “KibepbOesneka Ta 3axuct inpopmaii’;
Oaexcanap CKPUIIKA - 3100yBauy  BHUIIOL OCBiTM JpYyroro piBHs
crerianprocTi F5 “KiGep6esneka Ta 3axucT inpopmarii’’;

Ouexciii MOPO30B — mupextop TOB «IT Crenianict»;

IOpiii JUCENBKHUM — nupexrop AIT «EC EHI TI Yxpainay;



BIIOMOCTI ITPO NEPEIJIAA OCBITHBOI TIPOTPAMU

OHOBJIEHO BiAMoBiHO 10 Hakazy Nel547 Bix 29 sxoBTHs 2024 poky «IIpo BHECEHHS
3MiH 0 CTaHHAPTY BHUINOi OCBITH 3i CHELialbHOCTI «KibepOesneka Ta 3aXHCT
indopmarii» ays nepiuoro (6akanaBpcbKoro) piBHSI BUILIOT OCBITH.

OHOBJIEHHS OCBITHBOI IPOrpaMu po3po0IIeHo BiNOBIAHO 10:

nakasy MiHicTepcTBa OCBIiTH i HayKu YKpaiHH Bij 13.06. 2024 p. Ne 842;

crarti 101 3axony Yxpainu «IIpo BilicbkoBHil 0GOB’s30K I BIICBKOBY CITyKO0Yy»
(BH3HAYEHO MPOBOAHUTH 6a30BY 3arabHOBIMCHKOBY MiIrOTOBKY TPOMaJisiH YKpaiHu y
3aKJIa/1aX BHIIOI OCBITH BCiX ()OPM BIACHOCTI y TOPSAKY, BU3HAYCHOMY Kabinerom
MinictpiB YkpaiHn);

nigmyskTy 7 myHkTy 2 posainy Il 3akony Ykpainu Bim 11 xBiTHs 2024 poxy Ne 3633-
IX «IIpo BHECEHHS 3MiH JIO [IEsSKHX 3aKOHOIABYMX aKkTiB YKpalHU IIOJA0 OKpPEeMHUX
[IUTaHb [POXOJKEHHs BifiCHKOBOI CITyXOH, MoGiizamii Ta BilickkoBOro 00JIKY» (
6a30Ba 3arajbHO-BiliChKOBA MiArOTOBKA, Bu3HaueHa craTTero 101 3akony Ykpainu
«IIpo BilicbkOBHiT 0GOB’SI30K 1 BIHCBKOBY ciTyk0y», pO3MOYMHAEThCS 3 1 BepecHs
2025 poky);

[TocranoBu KaGinmery MinictpiB Ykpainu Bix 21 4depBHs 2024 p. Ne 734
(3aTBepmxeHo Ilopsitok IPOBENEHHS 6a30BOi 3araJbHOBIWCHKOBOI ITIATOTOBKH
rpomajsH YKpaiHH, sKi 3100yBaloTh BUILY OCBITY, Ta MOJILEHCHKUX);

3i 3minamu 10 3axkoHy Ykpainu «[Ipo OCHOBH HALIOHAIBHOrO CIPOTHBY» Ta HAaKasy
MiHicTepcTBa OCBITH Ta HayKH YKpaiHy B 30.06.2026 Nel1002 «IIpo 3aTBEepAKEHHS
TunoBoi mporpaMu HaBdaIbHOI JucHuLIiHE «OCHOBH HaLliOHAJIBHOTO CIIPOTHBY»»;

3 BpaXyBaHHSM [IPOIO3UILIH Ta 1100axaHb creiikronepis (3100yBadiB BULIOI OCBITH,
HAYKOBO-TIEJIarOT{4HIX TpPAlliBHHKIB, BHITyCKHWKiB, POOOTOJABIIIB, TPOMaICHKOI
oprauizanii) Ta 3 ypaxyBaHHIM TeHJIEHI{l PO3BUTKY ClEiaIbHOCTi, PUHKY Mpalli,
ray3eBOro KOHTEKCTY, @ TaKOX HOCBiIy aHAJOTIYHUX BITYM3HSIHUAX Ta 1HO3EMHHUX
OCBITHIX IPOTpam.

3aTBepKEHO PIllIEHHAM Kapeapu CUCTEM Ta TeXHOJIOri# KibepOe3neKku

nporokon Ne 1 Bim«0l»  BepecHsd 2026 p.



[Tpodine OCBITHROI MpOTpamMu

1 — 3araabHa indopmauist

IToBHa Ha3Ba BHLIOI0 HABYAJbLHOIO
3aKjaay Ta CTPYKTYPHOIo Hiapo3ainay

JlepxaBHu# yHiBepcuTeT iH(OpMaliitHo-
KOMYHIiKallifHIX TeXHOJIOTH,
HaBuanpHO-HayKOBHH IHCTUTYT KibepOe3neku Ta
3axUCTy iHpopMarii

CTtyninb BHLIOT OCBITH Ta Ha3Ba
kBaJjigikauii MOBOIO OpUTriHATY

bakanasp

OcgiTHs kBamidikauis — 6akanaBp 3 KibepOesneku
Ta 3aXHCTy iHpOopMalii 3a OCBITHBOIO MPOrPaMOIO
VYnopapninHs ~— kibepOe3nekoro  Ta  3aXHCTOM
iHbopMmarii

Odiniiina Ha3Ba 0CBITHBLOI MpPorpamMmu

OcBiTHs Iporpama — YnpaBiiHHS KiGepOe3rnekoro
Ta 3aXUCTOM iH(popmarii

Tun qunjiomy Ta 06¢sir OCBITHLOT
nporpamMu

IUIuIoM OakaiaBpa, OAMHUYHUI:

Ha 0a3i MOBHOI 3arajbHOI CepeaHbOT OCBITH - 00CsT
ocBiTHBOI nporpamu - 240 kpeautiB EKTC (tepmin
HaByaHHs 3 poku Ta 10 MmicsauiB geHHOT opmu
HaB4YaHHS Ta 4 poku 10 MicsuiB 3a04HOi hopmu
HaBYaHHA ),

Ha 0a3i 3700yTHUX OCBITHIX CTYMEHIB MOJOJIIOIO |
GakanaBpa, (axoBOro MOJIOAIIOrO Gakamaspa |
(ocBITHBO-KBaTiiKAI[IHHOTO  PIBHS  MOJIOJIIIOTO
crieriayicta) 3akjiaJ BHILIOI OCBITH Mae IpaBo
BU3HATU Ta I[epe3apaxyBaTd He Ounblue HiX 60
kpeautiB €KTC, oTpumMaHux B Mexax MonepeaHbol
OCBITHBOI IMPOTrpaMu MiArOTOBKH (haXiBIIiB.

HasiBHicTh akpeanTaunii

BBoautbest 3 1 BepecHs 2026 (HeakpeauToBaHa)

HPK VYxkpainu — 6 piBens/ bakanasp,

uxa/piBeHb QF-EHEA- nepuumii uuki,

EQF-LLL — 6 piBeHb

HasiBHiCTH aTecTaTa Mpo IMOBHY 3arajbHy CEpeaHIO |
Tiepenyitons ocBiTY abo aMIuIoMy MOJIOALIOro Oakasnaspa,

daxoBoro Mosonuoro OakamaBpa (OCBITHBO-
KBaJIi(hiKaliHOTO PiBHSI MOJIOJILIOTO CrielialicTa).

MoBa(u) BUKJIAJAHHS

YkpaiHcbKa, aHTJIiChKa

Tepmin aii ocBiTHBOT Iporpamu

[Iporpamy rmiaHyeThcsi BBecTd B ait0 01 KOBTHsI
2026 poxy Ta MoOxe OyTH BIAKOPUIOBAHO
BianmoBigHO 1m0 “IloyojkeHHST MpO 3anpoBaKEeHHs!
Ta OHOBJICHHSI OCBITHIX Inporpam y JlepxaBHoMy
YHIBepCUTETI iH(hopMaLiftHO-KOMYHIKaLlIMHUX
TEXHOJIOT1i”

InTepHeT - agpeca nocTiiiHOrO

https://duikt.edu.ua/ua/1 826-osvitno-profesiyni-




po3MillleHHsI OMHUCY OCBITHBOI Nporpamu | programi-kafedra-upravlinnya-informaciynoyu-ta-
klbemetlchnoyu bezpekoyu

‘Ta OCBlTHBOI leOl"paMH

MeTOIO 6aKaJ1achm<01 nporpaMH € (bopMyBaHHﬂ Ta PO3BUTOK 3aralbHAX 1 mpodeciiHux
KOMIIETEHTHOCTeH Yy (axiBIiB, 3JaTHUX BHKOPHCTOBYBATH i BIPOBAIDKY BATH TEXHOJIOTIT
KibepOe3reku Ta 3axucTy iHpoOpMallii Ta po3B’s3yBaTW CKJIamHI 3ajadi y ramysi KiGepOesmeku Ta
3axucTy iH(hopmallii, a came (OKyCyIOUUCh Ha yIpaBIlliHHI KiOepOe3neKoro 3 MpaBoM MOAAIbLION
npodeciiHOl MisUIBHOCTI y Jep)KaBHUX Ta IPUBATHUX IIANPHEMCTBAX, OPraHi3allisfx, L0
CIIPUSITUME CTIHKOMY COLiaTbHOMY PO3BHUTKOBI iH(OpPMaLiHOIO CyCHiNbCTBA Ta HeWUTpaizalli
peaNbHUX ¥ OTEHIIHHUX 3arpo3 HaLllOHAIbHIN Oe3neli YKpainu y KibeprnpocTopi.

3 XapaRTepucnma 0CBITHBLOT MpOrpamMu

IIpeamerHa oﬁnaCTb, HanpsiM F IH(bopMamHHl TEXHOJIOTI1
(rany3b 3HaHb, ceUiaJbHICTD) F5 KibepOe3mneka Ta 3axuct iHpopmauii

Ocsitas. 100 % o0csAry OCBITHBOI MPOrpaMu CIPSIMOBAHO
Ha 3a0e3levyeHHs] 3arajibHUX Ta creuiajbHuX ((paxoBux,
NpeIMEeTHNX) KOMIIETeHTHOCTeH 3a crerianbHicTio F5
OpienTauist ocBiTHboi nporpamu | KiGepbesneka Ta 3axucT iHpoOpMmauii, BU3HAYEHOIO |
cramaproM  BuIIoi  ocBith.  Ilporpama  HOCHTD |
NPUKJIATHUN XapakTep, CIpsSMOBaHAa Ha 3a0e3leueHHs
notped puHKY mpaii, 30kpemMa B IT ramysi.

CrermianpHa ocBiTa Ta mnpodeciiiHa MiAroToBka B raiysi
iHpOpMaLiHHIX TEXHOJIOTIH.

— IligroroBka (axiBIiB 3JaTHUX BUKOPUCTOBYBATH I
BIIPOBAKYBATH: TEXHOJIOTI KiOepOe3neku Ta 3axHUCTy
inopMmarllii Ha miANpHEMCTBAX, OpraHi3aulisx; MpPOLEcH
yIpaBIiHHSA KiOepOe3rnekoo Ta 3axucToM iH(opmarii
OcHoBHuii GoKkyc OCBITHBOT 00’exTiB  iH(OpMAIiHOT MiSUTBHOCTI, 00 €KTIB KPUTHUYHOI |
Nporpamu Ta creniasisauii iHbpacTpykTypd, B TOMy 4uclai  iHpopMauiiiHi  Ta |
iHpopMaIliifHO-KOMYHIKAIliMnHI ~ CUCTeMH,  1H(OpMaLiiiHi
pecypcH i TeXHOJIOTII.

KmouoBi cmosa: KIBEPBE3IIEKA, VYIIPABJIIHHI,
IHOOPMAILILSA, PU3KMIKH, 3AI'PO3M, BPA3JIMBOCTI,
IHIMJIEHTU, 3SAXUCT.

[Iporpama nepenbavae BUKJIAJaHHsS OCBITHIX KOMIIOHEHT
Onuc npeameTHol obaacTi cremiagicraMu 3 KkiGepOesneku Ta il 1H(pOpMaLiliHO-
AQHAJIITHYHOrO 3a0e3MeUeHHs, L0 CYTTEBO MOMIUOIIOE |
cmemianeHi,  (axoBi,  IpeAMETHI  KOMIIETEHTHOCTI |
MaiOyTHIX (axiBLiB. |
[lepen6aueno IPOBEICHHS NeKIIMHUX KypCiB, |
CEeMIHApChKMX Ta MPaKTUYHHUX, JIAOOPATOPHUX 3aHATH 3
3aTy4eHHsIM (axiBIliB-IIPAKTHKIB 3 KibepOe3neku.




O6’eKTH BUBYEHHS:

- TeXHOJIOTIT KiGepOe3neku Ta 3aXucTy iHpopmallii;

— MpOLECH YMpaBIiHHSA KibepOe3nekoro Ta  3aXHUCTOM
in(opmarii; o6'exTr HQOPMAIiHHOT TisITBHOCTI, B TOMY YUCITI
indopmaniitai Ta iHdopMaIiiHO-KOMYHIKaLiiHI CHCTeMH,
indopmariiini pecypc i TEXHOIOTII.

I{ini maBuamust migroroBka  (axiBUiB, — 30aTHHX
BHKODHCTOBYBAaTH 1  BIPOBAKYBaTH  TEXHOIOTI
KiGep6e3neky Ta 3axucTy iHpopMmallii.

Teoperuunuii 3MicT npeamMeTHoi obacTi:

[IpuHIMNKM, KOHIEMIi, Teopii 3aXHCTy  KMTTEBO
BA)K/IMBUX IHTEPECiB JIOMMHHU, CYCIIIBCTBA, JEPIKABU i/
yac  Bukopuctanas  Kibepmpoctopy, —3a  sKOro
3a6e3MeuylOThCS  CTIHKMH PO3BHTOK  iH(OpMALIHHOIO
CYCIILIIBCTBA Ta 1 (poBOTO KOMYHIKaTUBHOIO
CepelioBHINA, CBOEYAaCHe BHSBIEHHS, 3alo0iraHHs M
HeWTpasizalis ~ pealbHMX 1  MOTEHLIAHMX  3arpos3
HalliOHANBHIH Ge3meri YKpainu y KibeprnpocTopi.
MeToaHu, METOAHMKH Ta TEXHOJIOTII:

MeToad, METOAMKM Ta  TEXHOJIOTil  pO3B’s3aHHS
TEOpEeTHYHMX Ta MPAKTHYHMX 3ana4 KibepOesneku Ta
3axucTy iHhopMarii.

IncTpyMeHTH TAa 0012 AHAHHSI:

3aco0u, MPUCTPOI, MEPEXKHE YCTATKYBaHHS, MPUKIIaHE Ta
criemiasizoBase mporpaMHe 3a0e3ledeHHs, iHpopMalliiHi
CHUCTEMHM Ta KOMIUIEKCH TIPOEKTYBAHHs, MOJEIIOBAHH,

KOHTPOJIIO, ~ MOHITOpHHTY,  30epiraHss, 00pobKH, |

BiZloOpaXKeHHsI Ta 3aXHCTy JaHHX (irpopmaLiiHuX
IIOTOKIB).

IIpaneBaalmTyBaHHS BHIYCKHHKIB

Ha mocaqu y CTPYKTypHMX [Mipo3iinax —ycTaHoB /
MirpreMcTB / OpraHisaiii, siKi mependadaroTh HasIBHICTb

BUIIOI OCBITH 3i crerianpHocTi F5 KiGepOe3neka Ta 3aXHCT |

indopmartii.

Oco6JimBOCTI IpOrpaMu

[Tporpama nependavac:

- BUKJIQNAHHS KOMIIOHEHT LMKy MpodeciiHOi MiAroToBKH
aHIJIACHKOIO MOBOIO;

- OTPMMAaHHSI B MeXaX HaBYaIbHOTO NPOLIECY ceprudikaris
Bi IpOBiMHMX KOMIaHi |y ramysi iH(popMaLIHHIX
TEXHOJIOTH;

- 3aJy4eHHs [0 TPOBEIEHHS CeMiHapChKHX, MPaKTHIHHX Ta
J1aGOpaTOPHUX 3aHSTh (axiBIiB-TIPAKTHKIB 3 iH(hopMaLiiHOI
Ta KibepOe3neKu;

- 3a0e3MeyeHHs] YMOB TTiTOTOBKH 3/100yBayiB BULLOI OCBITH
y pealpHOMYy CepeloBHIL  MaHOyTHBOI rpodeciiHoT
JisnpHOCTI I HaOyTTs  BiATNOBIAHMX KOMITIETEHTHOCTEM

IIAXOM OpraHialii MpoBeJIeHHs MNpPaKTUK (O3HaHoMYa, |




BUPOOHMYA Ta MEPEIAUIUIOMHA) Y OpraHi3alisx i KOMITaHisX
[IAPTHEPIB 3 MOMJIMBICTIO IOJAJIBLIOTO MPALCBIAILTY BAHHS.

4. "Hpuua'mlch BHHyCKHHKlB |
it) npauesnaunyaanﬂﬂ Ta N0AAJIbIUIOT0 HABYAHHS

BakanaBp 3 KibepOesmekd Ta 3aXHCTy iHpopmawii 3a
OCBITHBOIO IPOrpaMoi0 YTpaBiliHHs KibepOesrnekowo Ta
3aXHUCTOM iH(OpMAaIlii, 3MaTHUH BUKOHYBAaTH NMPOQeCiiiHi |
po6otu 3a HanionansHum knacudixatopom mpodeciit K

003:2010: ‘
OcHoBHa:

IIpuaaTHicTb 10 2139.2 — ®daxiselb chepr 3axucTy iHboOpMaLii;

npaneBJalITyBaHHs 2139.2 — @axiBeup 3 nuraHb Oesmeku (iHpopMaLiiHO-
KOMYHIKaI[ii{Hi TeXHOJIOT1); |
2139.2 — Ayaurtop iH(oOpMaLifHUX TeXHOJIONH (3 |
KibepOesnekH). |
HopaTkoBa: |
2139.2 — daxiBelb 3 OLIHKU 3aX0/1iB 3aXUcTy iHhopMauil
(kibepOesnexH).

AxajemiuHi npaBa BUNYCKHHKIB | Maiote 1paBo Ha 3400yTTS  OCBITM Ha  Jpyromy
(MaricTepcekoMy) piBHI BHIIOI OCBiTH. 3100yTTSI @60
BJIOCKOHAJICHHS] ocBiTM Ta mpodeciitHOl MiArOTOBKH B
CI/ICTeMl OCBITH JIOPOCTITHX.

IKJAAHHS T2 OLiHIOBAHHS

BukJiagaHHsi Ta HABYaHHS CTyIeHTOLIEHTpOBaHe  HaBYaHHA |  BHKJIAQJaHHs.
BukiamaHHs ~ [POBOJUTHCS  JIEPKABHOIO  MOBOIO.
[Ho3eMHOIO  MOBOIO  (QHIJIIHCBKOIO)  IPOBOJSATHCS
BUKJIAJAHHS OKpeMHMX [HCLHMIUIH, $Ki  (HOPMYyIOTh
npodeciiiii KOMIEeTEeHTHOCTI.

BuKiafaHHs CIOPSIMOBAHO HA 3aCBOEHHS 3HAHb, YMIHb I
HABMYOK IS TIOJIAJIBILIOI0 3aCTOCYBaHHS Y MPAKTHLLI.
OCHOBHHMHU CIIOCOOaMHM  Iepefadi 3MICTy OCBITHBLOI
IporpaMM €  [POBENEHHs  JIeKUiH, MpakTHYHHX,
nabopaTopHKX, CEMIHAPCHKUX Ta iHIMBIIyalbHUX 3aHATh,
KOHCYNIbTAllii, ~ pO3B’SI3aHHS  CHUTyauUldHUX  3azad,
TECTyBaHHs, Ipe3eHTalil, O3HaloM4a, BUpOOHMYA,
nepeIMITIOMHA TPAKTHKA.

OuinoBaHHsA Bumy KOHTPOMIO: [MOTOYHMH, pyODLKHMEA (MOILyJIbHUH,
TeMaTHYHWH) Ta MiACYMKOBHH KOHTpOsb. OLiHIOBaHHS
c)OPMOBAHUX KOMIIETEHTHOCTEH MPOBOJMTEHCS I 4ac
KOHTPOJBHHX 3aXOJliB, SIKi mepenbaueHi Li€r0 OCBITHBOIO
IPOrpaMoro Ta 3a3HaveHi y HaBdaabHOMY Tai. Kpurepit
OLIIHIOBAHHS 3HaHb, YMiHb Ta HABUYOK 3700yBaviB BULIOI
OCBITH po3po0JieHi y  BIAMOBIAHOCTI [0  YHHHOTO




3aKOHOJABCTBAa Ta 3aTBep/ukeHi y «[lomoxkenHi rmpo
OpraHisaiilo  OCBiTHBOrO Ipouecy y JlepxaBHOMY
YHIBEPCHTETI iH(opMaLiitHO-KOMYHIKaLiHHUX
TEXHOJNIOTii». Tako, 3 MeTOr OTpUMaHHS JOAATKOBHX
OanmiB B Mexax IUCLHMIUTIH 3apaxoOBYIOThCA 3700YTi
CTyleHTaMHu  cepTu(dikaTd  BiZOMMX  KOMMaHii  3a
TEMATHKOIO zmcunnnm

‘IIporpaMm KOMHeTeHuu

InTerpajibHa KOMIETEHTHICTH

31aTHICTB pO3B'sI3yBaTH CKJIA/HI crieliaii3oBani 3aga4i i

iHbopMallii.

NPaKTHYHI 3aBJaHHs y ramysi KiGepGesreku Ta 3axucTy |

3araJjibHi
kommnereHTHOCTI (3K)

3K1. 3naTHICTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX
CUTYAIlisIX.

3K2. 3HaHHA Ta pO3yMiHHS MpeaMeTHOI obiacTi i
pO3yMiHHS TpodeciiHOT MisIEHOCTI.

3K3. 3naTHICTb CHINKyBaTHCS IE€pPXKAaBHOIO MOBOKO SIK
YCHO, TaK i IHCHMOBO.

3K4. 3naTHiCTh CHIIKYBAaTUCS IHO3EMHOIO MOBOIO.

3KS. 3parmicTe BYMTHCS 1 OBOJIOAIBATH Cy4YaCHMMMU
3HAHHSMH.

3K6. 3naTHicTh peanizyBaTd CBOI mpaBa i OOOB'SI3KH SIK
YjieHa CyCIiJIbCTBA, YCBIZIOMJTIOBATH LIHHOCTI

IPOMAJITHCBKOTO (BUIBHOTO JEMOKPATUYHOIO) CYyCIiIBLCTBA
Ta HEOOXIIHICTh MOTO CTaJoro poO3BUTKY, BEPXOBEHCTBA
pasa, 1pas Ta CBOOO JIIOJUHU i TpOMaJsiHIHA B Y KpaiHi.
3K7. 3naTHicTe yXBaIOBATH  pillleHHS W JisITU
JOTPUMYIOUMCH ITPUHLHUITY HETIPUITYCTUMOCTI KOpYTILii Ta
Oyb-sIKUX IHIIHX TPOSIBIB HEAOOPOUECHOCTI.

3K 8. 3naTHicTh 30epiraTu Ta MPUMHOXYBATH MOpaJbHi,
KYJIBTYpHi, HayKOBI LIHHOCTI i JOCATHEHHs CYCIIJIbLCTBA HA
OCHOBI PO3yMiHHs icTOpii Ta 3aKOHOMipHOCTEH pPO3BUTKY
IpeaMeTHOI obacTi, 11 MiCIM Yy 3arajbHii cHCTEM] 3HAHD
MO TPUPOTTY 1 CYCHIJIBCTBO Ta y PO3BUTKY CYCIIILCTBA,
TeXHIKM 1 TEeXHOJIOTiH, BUKOPHCTOBYBATH p13H1 BUJIM Ta
(Gopmu pyxoBOi aKTUBHOCTI ISl aKTHBHOTO BIAMIOYHMHKY Ta
BEJICHHSI 37I0POBOT'0 CIIOCO0Y JKUTTSI.

CrneuianbHi
(¢paxoBi, npeameTHi)
komnerenTHocTi (CK)

CK1. 3paTHicTh 3aCcTOCOBYBaTH  3aKOHOJABUYY  Ta
HOPMATHBHO-IIPABOBY 0a3zy, a TakoX JepKaBHi |
MIKHApPOJHI ~ BHMOT'M, MpAaKTHKH 1 CTaHAapTH Y
npodeciitHiit TisTbHOCTI.

CK2. 3parHicTb  BHUKOPHCTOBYBaTH  iH(OpMaLiiiHi
TEXHOJIOri, CydacHi MeToad i Mojeni Kibepbesneku Ta
CUCTEMH 3aXHUCTy iHhopmarrii.

CK3. 3patnicTs 3a0e3nedyBaTH HeIepepBHICTH Oi3Hec-
IPOLIECIB 3TiTHO BCTAHOBJICHOI MOJIITHKH KibepbesneKku Ta




3axXUCTy iH(popmallil.

CK4. 3parmicte 3abesnedyBaré 3aXUCT iHpopMmalii B
iHpopManiiinux  Ta  iHMOpMaLiHHO-KOMYHIKaLifHIX
CHCTEMaXx 3riTHO BCTAHOBJIEHOI MMOJIITHKK Kibepbesneku i
3axHucTy iH(opMmarlii.

CKS. 3parmicTs  BinHOBmIOBaTH  (YHKLIOHYBaHHS
iHpopmanifiHux  Ta  iHpOpMaLiiHO-KOMYHIKaLiHHKX

300i1B 1 BIIMOB Pi3HUX KJIACIB Ta MOXOIKEHHS.

CK6. 3narmicTe BIpOBa/KyBaTH Ta 3abe3nedyBaTy
(QyHKIIOHYBaHHS ~ KOMIUIEKCHMX  CHCTEM  3aXHCTY
iHpopMmarii (KoMILTeKCH HOPMaTUBHO-IIPABOBHX,
OpraHi3allifHMX Ta TEXHIYHUX 3aco0iB 1 MeTOiB,
IPOLENyp, IPAKTUUHUX MPUHOMIB TOLIO).

CK7. 3naTHicTb 3zilicHIOBaTH npodeciliny AisibHICTh Ha
OCHOBI BIIPOBAKEHOT CUCTEMHU yIpaBJIiHHSI
iH}opMmariiiHoIO Ta KiGepOes3neKoro.

CK8. 3parHicTh 3acTOCOBYBaTH METOJM Ta 3aco0u
KpUIITOrpa(iyHoro 3axucty iHdopmauii Ha 00’ eKTax
1HpopMaLiiHOT AisSITEHOCTI.

CK9. 3parHiCTh 3acTOCOBYBAaTH METOAM Ta 3aco0u
TEeXHIYHOro  3axucty  iHdopManii  Ha 00 eKkTax
iHpOpMaLiTtHOT IisTIBHOCTI.

iHQopMaliffHUX mpolleciB, aHali3yBaTH, BUSBISATH,
OLIHIOBATH  MOXJIMBI  Bpa3iMBOCTI  Ta  3arposu
iHpopMauiiiHoMy mpocTopy ¥ iHpOpMaLifiHUM pecypcam
3riJHO i3 BCTAHOBJICHOIO MOJITHKOK iH(OpMaLiiiHOT
Oe3nexu.

CHCTEM Iicyis peaiizamii 3arpos, 3uilicHenHs kibGeparak, |

CK10. 31aTHICTB BUKOHYBATH MOHITOPHUHI |

paMui pe3yJbTaTH HABYAHHS

PHI1. BinbHO cHinKyBaTHCs J€p’KaBHOIO MOBOK yCHO Ta
IIMCBMOBO IIPYU BUKOHaHHI podeciiiHuX 000B’sI3KiB.

PH2. CrhinkyBatucs iHO3€MHOIO MOBOIO 3 METOIO
3a0e3nedeHHs e(heKTUBHOCTI MpodeciiHol KOMyHiKaLlii.
PH3. 3acrocoByBaTM  NpPUHUMUI  HEIPHUITYCTUMOCTI
KOpyHLii Ta Oyab-sIKMX IHIIUX MPOSIBIB HEAOOPOYECHOCTI
y npodeciitHiif qisTBHOCTI.

PH4. OpranizoByBaTu BiacHy mHpogeciiHy IisIbHICTE,
o0upaT 1 BUKOPUCTOBYBATH ONTHUMAJbHI METOAM Ta
crocoOu po3B’si3aHHsI CKJIaHKUX CIIEliali30BaHuX 3a/1a4 i
[IPaKTUYHUX IpobsiemM y mpodeciiiHii  AisIbHOCTI,
OLIIHIOBATH 1XHIO €()eKTUBHICTb.

PHS. AmnanizyBatu, apryMeHTYBaTH, MPUAMAaTH pillIeHHS
IpYd PO3B’S3aHHI CKJIAQJHUX CIIeLiali30BaHuX 3a7a4 |
IIPaKTUYHUX 3aBAaHb y MOpodeciiHii isJILHOCTI, SKi




XapaKTepU3yIOTbCSl ~ KOMIUIEKCHICTIO Ta  HEIMOBHOKO
BU3HAYEHICTIO YMOB, BiJIIOBIJaTH 3a MIPUUHSATI pillIeHHS.
PH6. ApantyBaTHcs [0 HOBHX YMOB 1 TEXHOJIOTIMH
npodeciiiHoi  OiSUIBHOCTI, MPOTHO3yBaTH  KiHIIEBMIA

pe3yJIbTart.
PH7. 3actocoByBatu i agantyBaTu Teopii iHGopmarii Tta
KONyBaHHs,  MaTeMaTW4yHOI  CTATUCTHKH,  YHCell,

kpunrorpadii Ta creranorpadii, o6poGieHHs i nepeaui
CUTHQJIIB  TOILO,  MPUHLIMIIKA,  METOAM,  IOHSTTS
KibepOe3rnekn Ta 3axucTy iHpOpMamii y HaB4YaHHI Ta
npodeciiiHiil QisTBHOCTI.

PH 8. 3acTocoByBaty 3HaHHS W PO3YMIHHS MaTeMaTHKH
Ta (i3uku B mpodeciitHill AisTBHOCTI, (GopMaizyBaTh
3a7a4l NpeaMeTHOI ramysi KibepOesrleku Ta 3axXHCTy
iHpopMaii, GopMyTIOBaTH iX MaTeMaTH4HY [OCTAHOBKY
Ta 0OUpaTH palioOHATBHUN METO BUPIIIIEHHS. |
PHY. 3natu Ta 3acTOCOBYBaTH 3aKOHOAABCTBO Y KpalHH Ta
MDKHApOJHI BHMOTH, MPAaKTHKU 1 CTAHAAPTH 3 METOK
30iIMCHeHHs — mpodeciifHoi  JisubHOCTI B ranysi
KibepOe3rekn Ta 3axXucTy iHdopmariii.

PH10. BukopucroByBaTd  cyudacHi  iH(opMmallifiHi
TEXHOJIOTii, MeToau 1 Mojesi KibepOe3rnmeKkd Ta CHCTEM
3axucTy iHpopmamii s 3aicHeHHs  TpodeciiHOol
TiSUTBHOCTI.

PH11. [IInanyBatu miAroToBKY Ta 3abe3nevyyBarTw
HeIepepBHICTh Oi3HEC-MpoleciB B OpraHizalisx 3riJHO 3i
BCTAHOBJICHOIO TIOJIITUKOIO KiOepOesneku 3 ypaxyBaHHS
BUMOT JI0 3aXHCTy iH(hopMariii.

PH12. 3actocoByBaT MeETOAUM Ta 3acOo0M 3axHUCTy
iHpopMmanii B iHbopMaUmiMHMX Ta  iHpOpMaIiHHO-
KOMYHIKalliMHUX CHUCTEMax BiAIMOBIJHO 10 BCTAaHOBJICHOI
MOJIITUKY 1H(pOpMaIliitHOT Oe3meKH.

PH13. BnposamxyBaty, HaJIallTOBYBaTH,
CYNpPOBOIKYBAaTH Ta IMiATPUMYBAaTH (YHKILIOHYBaHHS
IpOrpaMHUX 1 MporpaMHO-amapaTHUX KOMIUIEKCIB |
cucteM KiOepOe3nekn Ta 3axucTy iHpopMaulii sk
HeOoOXiaHi npolenypu JUTSL (GyHKLIOHYBaHHs
inbpopmariitiux ~ #  iHQopMaUiiHO-KOMYHIKaIMHUX
cucteM Ta\abo iH(ppacTpyKTypH Oprasizaiii B LJIOMY.
PH14. BupimyBaTi 3aaaui YHOpaBiiHHS IpoLecaMu
BIJIHOBJICHHSI IITATHOTO (PYHKIIIOHYBaHHs 1HMOpMaIIHHUX
Ta iH(hopMaLiifHO-KOMY HIKaIlI HHIX CHUCTEM 3|
BUKOPDUCTAHHSIM  TpOLEyp  pe3epByBaHHS  3TiJTHO
BCTaHOBJIEHOI TOJITHKKA Oe3meku 1 3abe3nedyBaTu
(GyHKIIOHYBaHHS CHeliaJbHOro IIPOrpaMHOro
3a0e3MeueHHs 11010 3aXUCTY Ta BIAHOBJIEHHS iHpopmallii.




PH15. 36uparu, o0poGisTH, 30epirari, aHai3yBaTH |
KPUTHYHI JaHl Uil JI0Kasy peaiizauii Kibep3arpos,
TIPOBOJIUTH aHAJi3 Ta JOCII/UKCHHS KiOepiHIUJAEHTY 3
METOI0 OIIePaTUBHOTO BIXHOBJIEHHs (yHKIIOHYBAHHsI
iHopMariiHOI CHCTEMH.

PH16. Bupiurysatyu 3a1a4i BIPOBaDKEHHS Ta CYIPOBOAY
KOMIUIEKCHMX  CHCTeM  3axucry  iHpopmauil B
iHpopmaLiiHUX cucTeMax.

PH17. 3alGesneuyyBatd  (YHKUIOHYBaHHS  CHCTEMH
ynpaBJIiHH;I KkiGepGesnekoo 1 3axucToM iHdopmaLil
oprasizailii, BKJIIOYaOYK MepCOHal Ta yIpaBJIiHHS
HaCJI1IKaMH1 peamsaun 3arpo3 indopmauiiiHiii Gesneui B
KPH30BUX CHTYallisiX, Ha OCHOBI 3IIMCHEHHS MPOLENYP
KiJIBKICHOT 1 SIKICHOT OLIIHKH PU3HKIB.

PH18. AmanizyBaTy, 3aCTOCOBYBAaTH METOIH Ta 3aco0u
KPUITOrpapiyHOro 3axucTy indopmanii Ha 00’eKTax
iHpopMaLiiHOT AisSTBHOCTI.

PH19. BupimyBatd 3ajadi  IIOAO oprasizamii = Ta
KOHTPOJIIO CTaHy KPUITOrpapivHOro 3aXucTy 1H(popMaun
30KpeMa Bi/ITOBiZHO 10 BUMOT HOPMAaTHBHHIX IIOKyMeHTlB
PH20. BusnauaTty 3arpo3u CTBOPSHHS TEXHIUHMX KaHaJliB
BUTOKYy iHQpopmalil Ha  00’€krax lH(l)OpMaU.lI/IHOl
JisUTBHOCTI; BIIPOBAJLKY BATH 3aco0HM 1 3aX0/IU TEeXHIYHOIo
3axucty indopmarii Bif BUTOKY TEeXHIYHUMH KaHaJlaMHu,
[POBOIUTH OOCIYTrOBYBaHHS | KOHTPOJIb CTaHY anapaTHyx
3aco0iB 3axucTy iHMopMalii Ta KOMIUIEKCIB TEXHIYHOTO
3axucTy iHdopMaii.

PH21. BuKOHYBaTH BIIPOBA/DKEHHS, MIATPUMKY, aHan3
ecpeKTHBHOCTl CHCTeM BHSBJIEHHsS HECAHKIIOHOBAHOTO
noCTyIy, Al 3 iHpopMmauieo B inpopmariiiHiit cucrem,
Bpa3IMBOCTeH, MOXIMBUX  3arpo3 iHpopmaninHOMY

IPOCTOPY %} iHpopMaLiHHUM pecypcam Ta
BUKOPHCTOBYBATH KOMILICKCH 3aXUCTY ML 3a0e3reyeHHs
HEOOXiIHOrO  piBHS  3aXMIIEHOCTI inpopmauii B

iHopMallifHUX cuCTeMaXx.

l’}8 Pecypcne 3a6e3meueHHs peaizawii nporpamMu

KanpOBe 3a6e3nequH51

Vei HayKOBO- TelaroriyHi HpaulBHI/IKI/I 3ajydyeHl 10
peamizanii OCBITHBOI CKJIaLOBOI OCBITHBO-ITPOQECIHHOI
[porpaMu € IITaTHUMH criBpOOITHUKAMH I[epmaBHoro

yHlBepcmeTy lH(i)OpMaLIII/IHO KOMYHIKaLl THUX
TeXHOJIOTIH, MAIOTh MiATBEpUKEHHHA piBEHb HAYKOBOI 1
npodeciiiHoi  aKTUBHOCTI. ['pyma  3a0e3mnevyeHHs ¥

criemianpaocTi F5 KibGepOesmeka Ta 3axXucCT 1Hc1)opMau1u
copMoBaHa 3 Ynciia HayKOBO- [efaroriuHmX MpaliBHUKIB |
Jlep>kaBHOIO YHIBEPCUTETY iHpopMaLiiHO- |




KOMyHiKaliiiaux TexHosori. KinbkicHud Ta sKICHHI]
CKJIaJ] TpyIH BiAmoBigaloTh JIieH31HHUM BUMOTAM.

MarepiajbHO-TeXHIYHe
3a0e3ne4YeHHs

JIi1st IpoBeIeHHsT IPAaKTUYHKX Ta J1abopaTOpHUX 3aHATh 3
MeTOI0 (POPMYBAaHHs CIELialbHAX KOMIETEHTHOCTEH 3i
cremianpuocti FS KiGepGesmneka Ta 3axucT iHdopmanii
OCBITHBOI TIporpamu YmpaBiiHHS KiGepOesrekoro Ta
3aXMCTOM iH(MOpPMaIlii BAKOPHCTOBYIOTBCS CIEliani3oBaHi
nabopatopii JlepKaBHOro yHiBepcHTeTy iH(popMalliiHo-
KOMYHiKaIliflHUX TEXHOJOTIM, fKi OCHAIIEHI Cy4acHUMH

KOMIT  F0TepaMu Ta MPOrpaMHO-aNapaTHUMH |
KOMILJIEKCAMH. |
HABYAJIbHA JIABOPATOPISI PEAI'YBAHHS HA
KIBEPIHIIMJAEHTH

JIaGoparopist mpu3HauYeHa /s MPOBEICHHsS MPAKTHYHUX
3aHATH 3  BUKOPUCTAHHSAM  IPOrpamMHO-anapaTHUX
xommuiekcis:  USM/SIEM  Bix  KOMMaHii-BeHI0pa
AlienVault, IBM QRadar SIEM, IBM i2 Analyze
Notebook Premium, Tenable Nessus Professional.
JlaGopatopiss  103BOJIE  BIANPALBOBYBATH — HABUYKH
poGotu y Llentpi 3aGe3nedenns KibepOesneky (Security
Operation Center) 3  BHKOPUCTaHHSM TEXHOJIOT'1H
MOHITOpUHTY, BHSBICHHS, aHajli3y Ta pearyBaHHs Ha
KiOepiHIUAeHTH B  KOPIOpAaTUBHUX iHbopMaLlITHUX
CHCTEMaX.

HABYAJIbHA JIABOPATOPIA MEPEXXEBOI
BEE3[IEKU  IHOOPMALUMHO-KOMYHIKALIIMHUX
TEXHOJIOT'TI CISCO

Jla6opaTopist Tpu3HaueHa Uil BHBYEHHS TEXHOJIOT1H
mepexesol Gesneku CISCO, mpoBeneHHs TPEHIHIIB 13
BIpOBaKeHHs TexHojsorii HoneyPot 1mozo POTHUALT
KibepaTakaM Ha KOpHOpaTI/IBHl indopMariiiiHi cucTeMH Ta
ceprudikanifiHux KypciB Bl  MapTHEpa Kacbenpn
indopmarliitHoi Ta KibepHeTHYHOI Oesneku — KOMIIaHil
CISCO: Introduction to Cybersecurity, CCNA Security,
CCNA Cybersecurity Operations. JlaGoparopist cTBOpeHa

3a cipusiadst kommnaii CISCO.
HABYAJIbHA JIABOPATOPIA SECURITY

OPERATION CENTER

JlaGoparopis npu3HayeHa Ul MPOBEACHHs MpaKTHYHKX
3aHATH 3 T[HWTaHb aHajizy, OOpoOKM Ta ayauTy
indopmaniiinoi  Gesmeku  Ta/abo Ki6ep6e3ne1<14 3a
noromoroto SIEM cucTeM i IpOrpaMHUX CKaHEepiB THITY
Nessus Ta Kali Linux. Kpim Toro, na 6a3i naboparopii
BHBYAIOTHCS METOLM YIIPABIiHHA PH3UKAMH HAa OCHOBI
merononorii  CRAMM, OCTAVE Ta RiskWatch
BiNTIOBIAHO [0 BHMOI MDKHAPOAHMX CTaHIApTIB 3 |




iHpopmariitHoT 6e3mnexu Ta/abo kibepOe3neKu.

Indopmaniiine Ta HaB4YaJIbHO-
MeTOoAU4YHe 3a0e3ne4eHHsl

[adopmarniss 1po OCBITHIO mporpamy, 1ii  OCBITHI
KOMIIOHEHTH Ta BUMOTH IO OCi0, sIKi MOXYTb 3100yBaTH
BHIIly OCBITY 3a L€ MPOrpamolo, po3MillleHa Ha
odiuiitHoMy cauTi JepxaBHOrO YHIBEpCUTETY
iHpopMaLifHO-KOMYHIKaliHHUX TeXHOJOrIH. Y ¢l OCBITHI
KOMITOHEHTH OCBITHBOI ~ mporpamu  3a0e3rnedeHi
HaBYAJIbHO-METOJIUYHIUMH MaTepiajlaMd, € Yy BIJIbHOMY
JIOCTYIli B SIKOCTI pecypciB O0i0ioTekH, eJeKTpOHHOI
6i0mioTexn Jlep)kaBHOrO yHiIBepcUTeTy iH(pOpMaLiiHO-
KOMYHIKAI[IMHUX TEXHOJOriH W CHUCTeMH YIpaBIiHHS
‘HapyaHHAM Google Classroom.

- 9 — AkajemiuHa MOOIIBHICTD

HauionaanHa

kpeauTHa | HasBricTe nBocTOpoHHIX norosopiB mik JAVYIKT Ta

MOOibHICTD 3aKjiiaJjaMd  BUIIOI  OCBITM  YKpaiHu  3abesnedye
HaI[lOHAJIBHY KPEIUTHY MOOIJIBHICTb.

Mi:xknapoaHna KpeauTHa | 3MiCT  HaBYaHHsS  BIANOBiZa€  CBITOBUM  OCBITHIM

MOOINBbHICTD cTaHIapTaM, IO J03BOJsie 37100yBayaM OpaTu y4acTb y

nporpamax MOJBIMHUX JTUTIJIOMIB i OyTu

KOHKYPEHTOCIIPOMO)XHIMH Ha CBITOBOMY PUHKY Ipalll.

Hapuanusi iHo3eMHHX 3/100yBaviB
BHUIIOI OCBITH




2. IlepeJsiik KOMIIOHEHT OCBITHBLOT MPOTrpPaMHu Ta iX JIOriYHA MOCTIIOBHICTH
2.1. 3MicT MiAroTOBKH 32 OCBITHBOIO MPOrPaMoI0 KOMIIETEHTHOCTI Ta
pe3yabTaTaMHi HABYAHHS

% KommnonenTa Mudpp KomnereHTHICTH LeayuhTAT
ILII. HaBYaHHsI
1. I{nK1 KOMIOHEHT 3arajbHOI MArOTOBKH
1. | Buma maremaruka OK1 IK, 3K5 PHS
5 OcCHOBH yTIpaBIIiHHS 0K IK, 3K6, CK1, PHO, PH10,
" | inpopMariitHoO Ta KibepOe3nekoio CK2, CK3 PH11

3. | bi3Hec anamiTuka B KibepOesmerri OK3 IK, 3K1, 3K2 PH4

4. | dinocodis OK4 IK, 3K3 PHI1

5. VYxpaiHcbKka MOBa 3a MpoQeciitHuM OK5 IK, 3K3 PHI
CIpSMyBaHHAIM

g COHlaJII.:HO-CKOJI.OFl‘-IHa Oesmeka OK6 IK, 3K2, 3K6, 3K7, PH3, PH6
KHUTTEAISUIBHOCTI 3K8

7. | ®i3uka OK?7 IK, 3K8 PH8

g Kinuesi npuctpoi inpopmaniinux OKS IK, 3K 2, 3K8 PH2. PH6
CHCTEM

9. | OCHOBH HaI[IOHAJILHOTO CIIPOTHBY OK9 IK, 3K6, 3K8 PH3, PH6, PH9

10, AHI‘JIII/.ICI:K?.MOBa JUTst IpopeciiftHol 0K10 IK, 3K4 PLD
KOMYHiKaIii

1. AHTJIIMCbKa MOBa: KOMYHIKaTUBHUHI OK11 IK, 3K4 PH2
MPaKTHKYM

o Iuka komnoHeHT npodeciiiHol Ta NpaKTHYHOT MIATOTOBKHU

1. | Teopis indopmarrii Ta KOyBaHHS OK12 IK, 3K1, 3K8 PH7

5 KOMyH.IIfaI.Ill B K16?p6e3neu1 Ta OK13 IK, 3K1, 3K2, 3K6, PH3. PH4
3axucTi iH(opmartii 3K7
HopmaruBHo-ipaBoBe

3. | 3abe3neueHHs iHPpOpMAITIITHOT OK14 IK, 3K6, CK1 PH 9
Oe3nexu
Teopist kit i cUTHAJIIB B

4. | inpopmarniitHoMy Ta OK15 1K 3Klél3<lg2’ 3K, PHS, PH8, PH20
KibeprpocTopax

5. | [Ipuknaane nporpaMmyBaHHS OK16 IK, 3K1, 3K2, 3K5 PHS, PHS8




Cranpaptu kiGepGesneku ta

6. 3axucty indpopmarii OK17 IK, 3K6, CK 1 PH9
7. | Onepauiiini cucremu OK18 IK, 3K 3, 3K8, CK2 PH6, PHI10
g. | /AHANI3 Ta OUiHKa ypasnuBocteii OK19 IK, CK10 PH21
iHpopMaLilfiHuX cuctem
9. 3aXHUCT BiJ| LUKiITHBOrO 0K20 IK, CK2, CK4 PHI10, PHI2,
NporpaMHoro 3aco0y PHI3
10. | INpuknagsa xpunrosnoris OK21 IK, 3K1, 3K8, CK8 PH;’HPB LS,
11. | Xmapui TexHosmorii OK22 IK, CK2 PHI10
12. | Ipodini 6e3nexn OK23 IK, CK6, CK9 PH16, PH20
13. | lIty4nwuit intenexT B KibepGesmneni OK24 IK, 3K1, 3K2, CK2 PHS, PHI10
; . IK, 3K2, 3K6, 3K7, | PH3, PH4, PHS5,
14. | OcHOBM HaLiOHABHOT Ge3MeKH OK25 CK1 PHO9
15. | Indopmauiiina 6e3neka JepKaBH OK26 IK, 3K2, 3K6, 3K7, | PH3, PH4, PHS,
CK1 PHO9
Cucrema MEHEDKMEHTY IK, CK3,CK 7 PH2, PH11,
16:. s OK27
iHpopMaLiiiHOT 6e3neku PHI17
17. | Teopist pusukis OK28 IK, CK7 PHI17
PHI0, PH14,
18. | Ludposa xpuminamicruka OK29 IK, CK2, CK5 PHIS
9. E}(OHOMqua Oe3neka AisupHOCTI OK30 IK, CK3 PHII
i IIPHEMCTB
20. | SIEM crcremn OK31 IK, CK2, CK5 PH IPOI’{';? 12,
21 OpraH13a.u1ﬁHe 3a6§"3nequHﬂ OK32 IK, CK3, CK4 PHII, PHI2,
3aXHCTY IH(opMali PHI13
2. O_praﬂwaum KOH(iIeHLiHHOTrO OK33 IK, 3K1, 3K4, 3K6, PHI, PH2, PH3
JUJIOBOJICTBA 3K7
23. | AAYAHT CUCTEM MeHELKMEHTY OK34 IK, CK10 PH21
inpopmaliitnoi 6e3nexu
24. | Ctpareriyni KOMYHIiKaLii OK35 K, 3K, 3K2, 3K4, PH2, PH4, PH9

CKl




PHY, PHI1,

25. | Iomituku indopmaniitnoi 6e3neKu OK36 IK, CK1, CK3, CK7 PH17
" IK,3K1, 3K2, 3K6, | PH4, PH6, PHY,
26. | O3naitomMua IpaKTHKa OK37 3K8. CK1. CK2 PH10
e s, | PH3, PH4, PHS,
27. | BupoOHHUUa IpaKTHKa OK38 oy ; PH7, PH8, PHO,
3K8, CK1, CK2,
PH10, PH11
CK3
IK, 3K1, 3K2. PH3, PH4, PH6,
PH7, PHS, PH9,
3K5,3K6, 3K7,
28. | IlepequIuioMHa rMpakTHKa OK39 PH10, PHI11,
3K8, CK1, CK2,
CK3,CK4,Cks | PHIZPHIS.
’ ’ PH14, PH15
IK, 3K1, 3K2, PH3, PH4, PH6,
PH7, PHS, PH9,
3K5,3K6, 3K7, PH10. PH11
29. | Kpanigikariiitna pobora 0OK40 3K8, CK1, CK2, ’ ’
PHI2, PH 13;
CK3,CK4, CKS5,
CK7. CK10 PH14, PH15,
’ PH17, PH21
3.JlucuMILIiHg BiIbHOr0 BUOOPY CTY1eHTa
1 KommnoHeHTa BisibHOro BUOOpY
) CTyJ€HTa
) KoMIOHEHTa BiJIbHOro BUOOpy
) CTYyJICHTa
3 KoMmoHeHTa BisIbHOTro BUOOpY
) CTyJI€HTa
4 KoMmnoHeHTa BisibHOro BUOOpY
) CTyACHTA
5 KoMMoHeHTa BijibHOro BUOOpY
) CTyJEeHTa
6 KoMroHeHTa BijibHOro BUOOpY
: CTyJeHTa
7 KoMmoHeHTa BisibHOro BUOOpY
) CTYJEHTa
g KoMmroHeHTa BijibHOro BUOOpY
y CTYJIEHTa
9 KoMroHeHTa BijIbHOro BUOOpY
) CTYACHTa
10 KoMroHeHTa BijIbHOro BUOOpPY
" | cTyIeHTa
11 KoMMoHeHTa BisibHOro BUOOpY
" | cTyaeHTa
12 KoMIoHeHTa BijIbHOro BUOOpY
" | cTyieHTa

* [HO3eMHA MOBA y HABYQJBHMX IUIAHAaX [Jis iHO3eMI[B Ta oci6 0e3 rpomazisHCTBA

3aMiHIOIOTHCS Ha YKpaiHCHKY MOBY (32 mpodeciiHuM CIIPSIMY BaHHSIM ).




2.2, Ilepeik komnonenT OII

Kon u/n KomMmnoHneHTH OCBITHBOI IpOrpamMmu Kinbkicts ®opma
(HaBYaJIbHI JUCLUIUIIHU, KypPCOBi IPoeKTH (poboTn), KpeIHTIiB i JICYMK.
NPaKTUKH, KBali(ikaliiina poboTa) KOHTPOJIIO
1 2 3 4
0608’ s13K0B1 KommonenTn OI1
3aJik,
OK1 Buma maremaruka 12 3aliK,
[cnut
0K2 QCHOBH yIpaBIiHHS iHPOpMaLiHHOIO Ta 3 3aik
KibepOe3nekoro
OK3 bizHec aHayliTHKa B KibepOesmeri 3 3astik
OK4 Ddinocodis 3 3ajiik
OKS5 YkpaiHchka MOBa 3a MPO(hECIITHUM CIIPSIMYBaHHSIM 3 3aJtik
OK6 ComiaJbHO-eKO0JIOTiuHa 6e3reKa JKUTTEAISUTEHOCTI 3 lcruT
OK7 dizuka 8 SR,
[ciuT
OK8 Kinnesi npuctpoi iHhopMaIlifiHux cucTem 4 3astik
OK9 OCHOBH HaIllOHAJIBHOT'O CIIPOTHBY 5 3aJiik
3atik,
IcrmuT,
£ g ! 3aiik,
OK10 AHTrTI#icbKa MOBa ISl MpodeciitHOl KoMy HiKarlil 12 loriiin
3ajiik,
[criut
o : N 3aiik,
OK11 AHTrJIiicbKa MOBa: KOMYHIKaTUBHUHN IIPAKTUKYM 4 Yot
OK12 Teopis iHdopmarii Ta KOIyBaHHS 4 [criut
OK13 Komymikarii B KibepOe3neni Ta 3aXucTi iHpopmarii 4 3atik
OK14 HopmatuBHO-11paBoBe 3a0e3nedeHHs iHpopManiiHol 3 [enut
Oe3neku
OK15 T'eopiﬂ KL i CUTHaJIIB B iH(popMaIliiiHoMy Ta 3 leriut
KibeprmpocTopax
OK16 [Ipukiiaine nporpaMyBaHHs 12 3ajik, lcnut
OK17 Crangapti KibepOe3neku Ta 3aXucTy iHpopmartii 3 [cnut
OK18 OmnepariifHi cucreMu k) 3aiik
AmnaJii3 Ta oliHKa ypa3JMBocTel iHpopMaliiHux {oa
OK19 3 KypcoBa
CHCTEM
pobota
OK20 3aXMCT BiJl MIKiIUIHBOIO IIPOrPaMHOIo 3ac00y 4 3aitik
3amik, Icnut
OK21 [TpuKItagHa KPUITOJIOTIS 10 Kypcosa
pobora
OK22 XMapHi TeXHOJIOTIT 3 3aiik
[cruT,
OK23 [Tpodini 6e3nexu 6 Kypcosa
pobora
OK24 [ITy4Huii iHTeNeKT B KibepOeameri 3 3aiik
OK25 OCHOBH HaIllOHAJIbHOI Oe3neKH 3 [enut
OK26 Iadopmariiina 6e3neka qepxaBu 4 [criut




Iciut

OK27 Cucrema MeHeDKMEHTY iH(OpMaIliiiHOT Ge3meKkn 3 Kypcosa
poboTta
OK28 Teopist pu3uKiB 3 3aiik
OK29 [{udpoBa KpuMiHaATICTHKA 3 [eriut
OK30 ExoHoMiuHa 6e3nexa AisuIbHOCTI i AIPUEMCTB 3 3aik
OK31 SIEM cucremu - lenut
0OK32 Opranizauniiine 3abe3ne4yeHHs 3aXUCTy iHpopmarii 3 [criut
OK33 Opranizanis KOHGbIAEHIIHHOrO iJTI0BOACTBA 3 3atik
OK34 AyJUT cucTeM MEHeDKMEHTY iH(bopMalliiiHoi Ge3nexku 3 [cniut
OK35 Crpareriyni KoMyHikarii 3 3ajtik
OK36 [Momituku iHoOpMaIiiinoi 6e3nexu 3 3aiik
OK37 OzHaifoMya npakTuka 3 3asik
OK38 Bupobunua npakTrka 6 3aitik
OK39 [IepenaunioMHa mpakTHKA 6 3aik
OK40 Kpanidikaniiina po6ota 6 3aik
3aranbHuii 06csr 000B’A3KOBHX KOMIIOHEHT: 180
Bubipkosi komnonenTu OI1
BK1 KoMmmoHeHTa BiIbHOrO BHOOPY CTYIEHTa 5 3aik
BK?2 KoMnoHeHTa BiTbHOr0 BUOOpPY CTYAEHTA 5 3aiik
BK3 KomnoHneHTa BUIBHOTO BHOOPY CTYIEHTA 5 3aik
BK4 KoMmIioHeHTa BiTbHOTO BUOOPY CTyIeHTA 5 3aik
BKS5 KommnoneHTa BiIbHOr0 BHOOPY CTYIEHTa S 3aJtik
BK6 KoMnoHeHTa BiIbHOrO BHOOPY CTYIeHTA 5 3aJtik
BK7 KommnoneHTa BiIbHOTO BHOOPY CTYICHTA 5 3atik
BK8 KomrioHeHTa BiJIbHOTO BHOOPY CTYICHTA S 3atik
BK9 KommoHeHTa BUIbHOTO BHOOPY CTYIEHTa S 3astik
BK10 KomnoneHTa BiIbHOrO BUOOPY CTYICHTA 5 3atik
BK11 KomMmiioHeHTa BiIbBHOrO BUOOPY CTYICHTA 5 3astik
BK12 KoMIioHeHTa BUIBHOTO BUOOPY CTYICHTA 5 3aJtik
3arajabHuii 06csir BHOIPKOBUX KOMIIOHEHT: 60
3AT'AJIBHUM OBCST OCBITHHOI ITIPOI'PAMUA 240




2.3. CrpykrypHo-jaoriyna cxema OII

BHIIA AHITIHCBHKA OCHOBH OCHOBH
MOBA LIS [IPO®. YIPABJIIHHS H®, HALL
1 MATEMATHEA| | OBUKAD| | " gomyumeam! TA KIBEPBE3NIEKOIO| | CIIPOTHBY
CEMECTP @
(&) 3) (%)
|
L L
[ =
1
4 h 4 4 v
BHIIA AHIIHCBKA COIL-EKOJL. KOMYHIKAIUI B KIHIEBI YKP. MOBA 3A
5 MATEMATHKA| |013HKA 9| | MOBA UL 11POD. BE3NEKA IKIBEPBE3IEL TA HPHCTPOI PO,
o @ KOMYHIKALUT KUTTEASUIbIL | | | 3AXHCTI IHOOPMALUMHUX] | CIIPSIMYBAHHSM
@ A3) HHOOPMALUI (4) CHCTEM (4) )
i
¥
|
1! -
- ¥
sl § 3 '}
: ¥
4 A Y A 4 )\ 4
BHILA TAPTH AHIVIHCBKA - 3AXHCT BIj L : K K ra
) M ATEATATAIA KIBEPBE3IEKH MOBA /LIS [IPO®. LWIKLUIHBOTO OIEPALUHHI siabnoro siasnoro
SaneTe @ TA3AXHCTY KOMYHIKALUT POTPAMHOTO | |CHCTEMH (3) BuGopy wubopy
 IHOOPMALUI 3 . @ 3ACOBY (49) e eryaena (5) eryaenra (5)
f
T O O ]
v : i
AHITACBKA 137 I ™ K ™ |
OLIOCO®ISA| | MOBA JUIS TIPO®, OIHABOMMA strssiore slsworo
4 TIPAKTHKA
?) KOMYHIKALUT ® Bubopy Bubopy
CEMECTP @) cryaenta (5) cryaenra (5)
2 T
SR { |
v ¥ %
AHITIACEKA HOMIMHA Lk ¥ K ra
. MOBA LT IIPOG. BESNEKA | Kggméﬁlﬁfn slasoro sianHoro
KOMYHIKALL JUSIBHOCTI & BubGOpy Bubopy
CEMECTP TAIPHEMCTB Q) | | NJ“"??M“ O | crynenra (5) cryaenta (5)
‘ % — .
. i i
h h L
7
|
4 A 4
AHITIACBKA K T K a
MOBA JLIA [TPOD. BHPOBHHYA slannore Blasroro
6 KOMYHIKALI HIPAKTHKA (6) suopy subopy
CEMECTP @ cryaenta (5) cryaenta (5)
- ,‘. -
| nppy ,
BI3HEC AHITIACBKA AYIIHT CKCTEM : BlabHoro l‘.-lm.m'ornm
7 AHAJITHKA B MOBA: KOM. MEHE/UKMEHTY fitsh oy
CEMECTP KIBEPBE3IIEL (3) TIPAKTHKYM (2) 1B3) cryaenta (5) cryaenta (5)
L A
7
L
4 4 v
Y : i K K T4
Allml‘.lcuu TEPE/UIMILIOMHA Biasore BLILKOTO
¥ UPAKTHRYM {2 IPAKTIRA ) wiopy wibopy
CEMECTP @ ; o : cryaenta (5) crynenta (5)

KoMuoseus uukily 3arainiol niiroTonku

Komuoneuru siannoro subopy cryieura

s




3. ®opma aTecTaunii 3100yBaviB BULIOT OCBITH

Dopmu amecmayii
3000y6auie euwoi

Artecranliss 3OIMCHIOETBCS Yy (GOpMiI  €OMHOTO Jep)KaBHOTO
KBamidikalifHoro  icmuty Ta  IMyOJIYHOTO  3aXHUCTY

ocgimu KkBatidikaiiHoi poboTH.
Bumozu oo
€0UHO20 €nuHuil  nep)kaBHUM KBamidikamiiHUKM IcIUT nependavae
0epaHcasHo20 OLIIHIOBaHHSI JOCSITHeHb pe3yJIbTaTiB HAaBUYAHHS, BU3HAUEHHX
keanighikayiliHo2o | LAM CTaHJAPTOM.
icnumy
KBanidikauiiina pobora Mae mnepeadadyuTH po3B’s3aHHS
creliasi3oBaHoOi 3ajadi B raiysi KibepOesmeku Ta 3axUCTy
iHdopmarrii.
Bumozu 0o Mae OyTtu nepeBipeHo Ha ruiariat BignoinHO «IlonoxkeHHs
keanigixayitinoi | npo 3amobiraHHs axkajeMiuHoMy Iuiariaty y J[lepkaBHoMy
pobomu yHIBEepCUTETI IHPOpMaLiHHO-KOMYHIKaLIHTHUX TEXHOJIOT1i.

Kpanmidikamiina pob6ota wMae OyTH ONPUIIIOJHEHA Y
peno3utapii JlepkaBHOro yHiBepcuTeTy 1HpopmauiiHo-
KOMYHIKaI[iHHUX TEXHOJIOTIH.




4. Marpuus Bignosianocri IIPOrpaMHHUX KOMIT€TEHTHOCTEIi

KOMIIOHEHTaM OCBITHBLOY mporpamu

Komnerenthocri
OcBiTHi 3aranbHi KoMnerenTHOCT] Creuianabhi (paxoBi) komnerenTHoCTI
wommonenTn g gl g | g s ) B g 8| B 5| 8| & & 2| 2| ¢
0 e o L = o o L o o o o o o < < < S
OK!1 + +
OK2 + + + + -
OK3 + |+ | +
OK4 + +
OKS$5 + +
OK6 + + ® +
OK7 +
OK8 + +
OK9 + + i
OK10 +
OK11 +
OK12 + +
OKI3 + + +
OKl4 + +
OKI5 + +
OK16 +
O0K17 + + +
OKI18 + + + +
OK19 + +
OK20 + + 4
OK21 + | + - +
OK22 + +
0K23 + + 2
OK24 + |+ | + -
0K25 % + + dis
0K26 + - + +
OK27 + 4 +
OK28 + +
0K29 + + +
0K30 + +
OK31 + + +
0K32 + + +
OK33 + | + + + +
OK34 + +
OK35 + | 4+ | + + 4
0K36 + + & +
0K37 + |+ | + - - - -
OK38 + |+ | + + -+ + + ES + +
OK39 + |+ | + - - + e - + - + +
OK40 + | + | + - + + - - + - + - + +




5. MaTpuust 3a6e3ne4yeH st IPOrpaMHUX pe3y/ibTATIB HABYAHHSI (PH)
BiANOBIAHHMH KOMIOHEHTAMH OCBITHBLOT IpoOrpamu

PesysbTaT HaBYaHHs

OcBiTHi
KOMIOHEHTH

PH 1
PH2
PH3
PH4
PHS
PH6
PH7
PH8
PH9
PH 10
PH 11
PH 12
PH 13
PH 14
PH IS
PH 16
PH 17
PH 18
PH 19
PH 20

PH 21

OK1 +

OK2 + +

+

OK3 &

OK4 +

OKS +

OK6 + &

OK7 +

OK8 + +

0K9 4 + +

OK10 +

OKl11 +

OK12 +

OK13 + +

OK14 +

OK15 + + T

OK16 + +

OK17 i

OKI8 4 S

OK19

OK20 + + +

OK21 - + +

0K22 +

OK23 + o

OK24 + &

OK25 + . o + +

OK26 + + + +

0K27 + + +

OK28 +

0K29 + N

OK30 +

OK31 + + +

OK32 + + +

OK33 + + +

OK34

+

OK35 +

OK36

OK37

OK38 +

OK39 +

+{+ [+ |+
+ [+ [+ ]+

+ |+

+ |+

+ |+ |+ |+ [+ [+
+ |+ |+ |+

+

+

+

+

+

OK40 +

I'apanT ocBiTHBOI Mporpamu

Houent kadenpu ynpasninas xibepGesnekoro Ta 3axuctoM iHdopmarii
HapuasnbHo-HayKOBOro iHCTUTYTY KibepGesneku Ta 3axucty indopmarrii
JlepxaBHOTO yHIBEpPCUTETY ‘
iH(OopMaIiHHO-KOMYHIKaIli i HIX TeXHOJIOTiit % o

Kannunar TexHiYHUX HAyK v Jmutpo PABUYH




