MIHICTEPCTBO OCBITH 1 HAYKH YKPATHHU
NNEP)KABHUM YHIBEPCUTET
THOOPMAIIMHO-KOMYHIKAIIMHUX TEXHOJIOTI'TiA

OCBITHHO-ITPO®ECIMHA ITIPOTPAMA

YHPABJIIHHS
IHOOPMAIINHOIO BE3ITEKOIO

APYyroro (MaricTepchbKoOro) piBHsi BUIIOI OCBITH

(oHOBJICHA)
CreniajibHIiCTh 125 KiGepOe3neka Ta 3axuct indopmairii
I'any3s 3HAHB 12 IndopmauiiiHi TeXHOIOTii
Ksanigikamis: MaricTp kiGep6e3neku 3a cueuiasizaiicio

Yiupasjinas iHhopMaiiiHO 0€31eK0I0

3ATBEP/DKEHO BUEHOIO PAJIOIO
[Tporokon Ne 21 Bix 18 numus 2023 p.
Haxa3z Ne 104 Bix 18 nuras 2023 p.
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JIMCT IIOT'O/IKEHHSA

OCBITHHO-TTIPO®ECIMHOI IIPOT'PAMM
IIJITOTOBKH 3I05YBAYIB BHIIIOI OCBITH

rajiy3b 3HaHb 12 «Iudopmaniiiai TEXHOIOTID»

CITeIIAIbHICTD 125 «Kibepbesmeka Ta 3axuct iHGopmarii»

piBEHb BUIIOI OCBITH Ipyruit (MaricTepchbKuii)

KBamiikaris Marictp  kibepbesnexku  3a  cremiajizalliero

yHpaBiIiHHAS iHGOPMAIIHHOIO f?esnemro

1. IpopexTop 3 HaBYAIbHO-BUXOBHOI poOOTH Bagum BJIACEHKO
2. TlpopekTop 3 HaBYAIbHO-BUXOBHOI Ta HAYKOBOi PODOT V/fjiﬂm6oxs BEPKMAH
3. Jlupekrop HaBuyaibHO-METOAUYHOTO LEHTPY /% Ipuna CPIGHA

4. Buena pana HaB4anbHO-HayKOBOIO IHCTUTYTY 3aXHCTY iH(OpMAaITii

[Iportokon Noe 7 Bim «30» Oepe3Hs 2023 p.

I'onosa Buenoi Pagu HHI3I Bitamiiit CABUEHKO

5. Kadenpa ynpasninas iHPOPMAIIHHOK Ta KIGEPHETUIHOIO OE3eKO0

IIpoToxon Ne 10 Bim «24» epesas 2023 p.

3aBigyBay kadenpu

yHIpaBIiHHA iHPOPMAIIHOO Ta ,

KiOepHETHYHO OE€3IMEKOI0 — Cgimana JIETOMIHOBA

Penensii BiA 30BHIIIHIX CTEUKXOIAEPIB (KOMITaHIH-TapTHEPIB):

1. ToBapucTBo 3 06MexeHo0 BianoBiganbHicTIO «IT cnemiamicTy,
2. AT «EC EH/JI TI Ykpaina»



MMEPEIMOBA

Po3pobaeno pobouoro rpymnoo y ckiafi:

I'apanT 0CBITHBLOI IPOrpamMu
Csitimana IETOMIHOBA - nokxTop eKOHOMIYHHX HayK, npodecop, 3aBigyBay
kadeapu yrnpaBiiHHS iHGOpMALitHOIO Ta KiOepHETHYHOO Oe3MeKol0.

Ynenn podouoi rpymu:

Ovutpo PABUYH - xapaumaT TEXHIYHHX HAyK, JOLEHT Kadenpu yIpaBiIiHHS
iH(dopMaIliitHo0 Ta KiGepHETHUHOO 0E3MEKOI0;

Terana MYXAHOBA - xaaugaT HayK 3 [E€pP)KaBHOTO YIPaBIiHHS, IOIEHT,
JOLEHT Kadeapu yrpasiiHHs iHGOpMaIliiiHOIO Ta KiOEpHETUYHOIO GE31EKOI0;
HOpiii AKUMEHKO - xapaugar BiliCBKOBUX HAayK, JOIEHT, JOLECHT Kadeapu
yIIpaBIiHAA iHPOpMaLiHOIO Ta KIGEPHETUIHOIO 6E€3MEKO0I0;

Muxaiino 3SATIOPOKYEHKO — acucteHT kadeapu ynpaBiaiHH iHOpMaIliiHOIO
Ta KiOepHETUIHOIO OE3MEKOI0;

FOpiit CEMEMKIH — mupextop TOB «IT CremiamicT»;

IOpiii JUCEIBKWM — nupexrop AT «EC EHJI TI Ykpainay»

Hiana IMPUMAYEHKO - crynentka cnemiansHOcTi 125 «Kibepbesneka Ta
3axHCT iHpOpMALii».



BIJIOMOCTI ITPO IMEPEIJISAJ] OCBITHbO-MIPO®ECIHHOI TIPOTPAMU

OcsiTHBRO-TIpOdECiiiHa mporpama po3pobiieHa y BiAIOBIAHOCTI H0:

Jlep>kaBHOTO CTaHIApTy BUIOI OCBITH 3a crnemianbHicTIO 125 «KibGepbesmneka
Ta 3aXMCT iHGOopMamii» s apyroro (Marictepchbkoro) piBHs Bumoi ocitu (Hakas

MOH VYxkpainu Big 18.03.2021 Ne 332);

IIpodeciiinoro cramgapty Ha Tpymy mnpodeciit «Buknamadi 3akiaamiB BUMIOL

oceiTi» (Haka3 MinictepctBa ekonomiku Bix 23.03.2021 Ne 610);

IMoctanoBu Kabinety MinictpiB Ykpainu «IIpo BHeceHHsS 3MiH [0 Mepemiky

rajxy3eil 3HaHb 1 CHeIlaJbHOCTEHN, 3a SKUMHU 3A1MCHIOETHCS MiATOTOBKA 3700yBayiB

BHUIIOI OcBITH» Bif 16.12.2022 Nel1392;

Haka3y MinictepctBa exonoMiku Ykpainu «lIpo 3arBepmxenns 3miau Ne 11
no HarionanbHoro kimacudikaropa JK 003:2010 « Kmacudikatop mpodeciit» Bin

29.12.2022 Ne 5573;

peKOMEHAAM  akpeauTalifHUX  KOMICIH  YHIBEPCHUTETY;,; IPOIO3UIIH

poboToaasiliB; moOaKaHp 3100yBadiB BHIIOI OCBITH.



Mpodins ocBirHbo-npodeciiinoi mporpamu

1 — 3araabna indopmanis

IloBHa Ha3Ba BHMILOTO Jlep>xaBHUI yHIBEpCUTET iH(pOpMaIiiiiHO-
HABYAJIBHOTO 3aKJIaAy Ta KOMYHIKaI[iHHUX TEXHOJIOT1H ,
CTPYKTYpHOro miapo3miny | HaBuanbHO-HayKOBHI IHCTUTYT 3aXUCTY iHQOpMaIii

Marictp
OcsitHg kBamidikamis — Marictp kibepOe3rnexu 3a
cIeIiajizaliiero yupaBiiHasa iHGopMaiiitHoo

Cryninb BUIIOL OCBiTH Ta
Ha3Ba KBagidikaiii MOBOIO
OpMriHay

0e3MeK0I0
Odiniiina mazsa ocBiTHboi | OcBiTHRO-TIpOdeciiiHa mporpama
nporpaMu «YrpapaiHHs 1HOOPMAIIHHOW 0€31EKOI0»

Jluriom mMaricTpa, OUHUIHUN
O6csr ocBiTHROI porpamu - 90 kpeautis EKTC;
TEpMiH HaBYaHHsS 1piK Ta 5 MicauiB

Tun guniiomy ta obear
OCBITHHOI IIPOrpPaMHu

HasBuicTh akpeaurauii

HPK VYxkpaiau — 7 piBers/ Marictp,

uxi/piBeHb QF-EHEA- apyruii uuxi,

EQF-LLL — 7 piBenp
IlepenymoBu HasBnicTh cTynens 6akaiaBpa
MoBa(u) BUKJIATAHHS VYkpaiHcbKa, aHTJIIAChKa
Tepmin fgii ocBiTHBOI

nporpamMu Beezena B nito 3 01.09.2017 poky

http:// www.dut.edu.ua/ua/1826-osvitno-profesiyni-
programi-kafedra-upravlinnya-informaciynovu-ta-
kibernetichnoyu-bezpekoyu

InTepHeT - agpeca
MOCTIiHOTO PO3MillleHHS
onucy ocBiTHLOI MporpamMu

2 — Meta ocBiTHbO-IpO(eciiiHoi mporpamMmu

MeTor0 mporpaMu € TIrOTOBKA BHCOKOKBami(ikOBaHMX (axiBIiB MariCTpiB 3
yIpaBIiHHA 1HGOPMAIIHHOI OE3MeK0I0, AKi 37aTHI MPOBOAWUTHA HAYKOBI JOCIIHKECHHS,
OTIMCYBAaTH Ta PO3’SICHIOBATHU MPOIECH, IO BiAOyBaroThes y cdepi iHpopmariiiiHol Ta
kibepOesmekn, QopMyBaTH pPO3YMIHHS 3aKOHOMIPHOCTEW TPOIECiB yIpaBIiHHS
iHQopMaIiitHO Oe3MeKor0, 3MIMCHIOBATH ampoOaIii0 Ta NPAKTUYHE BIPOBAIHKEHHS
HAYKOBMX pe3yJbTaTiB, SKi BOJOMIIOTh 1HHOBALIMHUM CIIOCOOOM MUCHEHHS Ta
KOMITETEHTHOCTAMH, HEOOXITHUMHU JUIsI €(DEKTUBHOTO YIIPABIIHHA 1H(MOPMALIIHOIO
0e3reKoro, 1 3AaTHI BUPINTYBATH YMPABIIHCHKI Ta HAYKOBO-AOCTiAHI 3aBHAHHS 10O
PO3CHiIyBaHHSA IHIIMICHTIB, YIPaBIiHHA PU3MKAMHM Ta TPOBEACHHS ayJUTy CHUCTEM
iHpopMamiifHoi Ta KiOepOe3meku, BOJIOMIIOTH HABUYKAMU aHATITUYHOI pobOTH 3
iH(pOpMaIli€ro.

HaOyTi KOMITETEHTHOCTI MOXYTh OyTH  3acTOCOBaHI B  JOCIIJHHIIBKIMH,
YIIPaBIiHCHKIH, OCBITHIN, 0i3HECOBIll Ta IHIIUX JUCIUTLIIHAPHO-TIPOdeCiHHUX chepax.




3 — XapakTepHCcTHKA OCBITHRO-Ipo(eciiiHoil nporpamu

Onuc npenmMeTHoL
obJaacti

O00’exTH BUBYEHHS:

~ CyJacHI NPOLECH AOCIHIHKECHHS, aHAII3Y, CTBOPCHHSI
Ta 3a0e3ledeHHs] (PYHKIIOHYBAaHHA 1H(OPMAIIHHIX
CHCTEM 1 TEXHOJIOTiH, IHmHMX Oi3Hec-onepamiiuux
nporeciB Ha 00’ekrax iHpOpMANiiHOI  IisSUIBHOCTI,
KpUTUYHUX 1HQpacTpykTyp, cdepu iHpopMariiuol
Oesreku Ta/abo kibepOesneky;

— iHdOopMaIiiiHi CUCTEMU (indopmartiiino-
KOMYHIKaIliiHi, 1H(OpMaIIHO-TETCKOMYHIKAIIHHI,
aBTOMAaTH30BaHi) Ta TEXHOJIOTII;

- iH(ppacTpyKTypa 00’€exTiB iHpopMartiiiHOT

ISTTBHOCTI Ta KPUTHIHUX 1HPPACTPYKTYD;
- CUCTEMH Ta KOMIUIEKCHM CTBOPEHHs, 0OpoOKw,
nepenadi,  30epiraHHsd, 3HUIICHHS, 3aXHCTy Ta
BiToOpakeHHs JaHuX (iHQopMaIliitHiuX MOTOKIB);
— iHpopMarlliiiHi pecypcu pi3HHX KiIaciB (B T.4.
JeprkaBHi iHGopMaIIiitHi pecypcn);
- IIpOrpaMHEe Ta IIPOrpaMHO-amapaTHe 3abe3leueHHS
(3acobu) kibep3axucry;
- CUCTEMH YHOPaBIiHHA 1HQOpPMAIIHHO O€3MEK0I0
Ta/a60 kibepOe3neKoro;
- TEXHOJIOTii, = MeTomW, Mojelal Ta  3acobu
iHpopManiitnoi Oesnexu Ta/abo KibepOeseKy.
inxi naByanHsa:

ITigroToBka (axiBiiB, 3JaTHUX PO3B’SI3yBaTH 3ajadi
JOCTITHUIIBKOTO Ta/ab0 1HHOBAIIIHHOTO XapakTepy V
cepi indopmaniitnoi Ta/abo kiGepOe3meKH.

TeopernvyHmii 3MicT MpeAMeTHOI 00J1acTi

TeopernyHi 3acaniu HaAyKOEMHUX TEXHOJIOTIH, (isuuHi 1
MaTeMaTUYH1 dbyHnnameHTanbHI 3HAHHS, Teopii
igeHTUGIKAIi Ta NPUNHATTA pillieHb, CHCTEMHOTO
aHaii3y, CKIaJHUX CHCTEM, MOACTIOBAHHS Ta ONMTHMi3alii
IPOIIECiB, Teopis MaTeMaTUYHOT CTaTHUCTUKH,
KpUIITOTpa(piuHOr0 Ta TEXHIYHOTO 3axucTy iH(opmaii,
Teopii PU3MKIB Ta IHIIMX MDKIWUCIMIUTIHAPHUX TEOPiH i
IpaKTUK y Tamy3i iHQopmariitnoi Oe3neku Ta/abo
kibepOesnexu.
Metoan, METOAUKH TA TEXHOJIOTIT

Meroau, Moneni, METOAWKH Ta TEXHOJIOTII CTBOPEHHS,
00po0KH, nepenaui, MIPUAMaHHS, 3HUIICHHS,
BIIOOpakeHHs, 3axucTy (Kibep3axucty) iHbopMariitHux
pecypciB y KibeprpocTopi, a TAKOK METOIN Ta MOJEL




po3poOKM  Ta  BUKOPHCTaHHA  NPUKIATHOTO i
CHCIIaJi30BaHOT0  MPOTPaMHOTO  3a0€3MEYCHHS  IA
BUpILICHHS NpodeCiiHUX 3a/1a4d B Taiy3i iHGopMaIiinol
Oe3neku Ta/abo kibepde3nexy.

TexHonorii, Meroxu Ta MOJENI IOCHIIKCHHS, AHATI3Y,
yopaBiiHHA Ta 3abe3medeHHs  Oi3Hec/omeparifiHux
MPOLIECIB 13 3aCTOCYBAHHSM CYKYITHOCTI HOPMAaTHUBHO-
IIPaBOBUX Ta OpPTraHi3aIliifHO-TEXHIYHUX METO/IB i 3ac00iB
3axuCcTy iHQOPMAIIMHUX PECypCiB y KibeprpocTopi.
IHCcTpyMeHTH Ta 06/IaTHAHHSI.

3acobu, mpucTpoi, MepeKHE  YCTaTKyBaHHA Ta
cCepeloBHINle, NPUKIAJHE Ta CIeIliaTi3oBaHe IMporpamMHe
3a0e3MevYeH s, aBTOMATH30BaHI CHUCTEMH Ta KOMIUIEKCH
MIPOEKTYBaHHSA, MOJEJIOBaHHA, EKCIUIyaTallii, KOHTPOJIIO,
MOHITOPUHTY, 00pOOKH, BimOOpaXKEHHSI Ta 3aXUCTy JTaHHUX
(iHpopMaIitHUX IIOTOKIB), @ TAKOXX METOJU 1 MOAEI Teopii
PU3MKIB Ta YIpaBIiHHS 1HQOPMAIMHUMU pecypcaMu TIpH
JOCII/DKEHH] 1 CYMpPOBOKEHHI 00’eKTiB iH(OpMaIlriitHoi
IIANBHOCTI y Tamy3i iHbopmaiiifHoi 6e3meku  Ta/abo
Ki6epOesmeKH.

OpienTanisi 0CBIiTHBLO-
npodeciiiHol mporpamMu

OcgitHa-nipodeciiina. [Iporpama HOCHUTH NPUKIIAJHUIMA
Xapakrep, CIpsMOBaHa Ha 3a0e3nedyeHHs NOTped PUHKY
mipaiii, 30kpema B [T ramysi

OcHoBHu Pokyc
OCBITHbO-TIpO(deciiinol
nporpamMm Ta
creriajizamii

HocnimkeHHs B rairy3i iHgopMartiitaoi Ta kibepoes3nexu.
AKIIEHT Ha BIpPOBAIXCHHI IHHOBAllIMHUX METOMIB Ta
TEXHOJIOTi B mporeci ympapiaiHHA iHbOpMaIIiHOIO Ta
KibepOe3nmekor0 Ha IMIAUIPHEMCTBAX B  YCTaHOBaxX 1
Oprasizaiisax.

Knrouosi CJIOBA: IHOOPMAILILA, 3AT'PO3H,
BPA3JIMBOCTI, PM3UK, AYIUT IHOOPMAIIIMHOL TA
KIBEPBE3IIEKHU, KIGEPBE3ITEKA

OcobauBocTti
nporpaMu

IMporpama peamizyeTbcss HayKOBUMH IpyIiaMH, Iependavac
3aCTOCYBaHHs  IIMPOKOTO  Kojla  3aralbHOHAYKOBHX 1
CTICHiaJIbHIX AHAMTUYHUX METOJIB, TPHUHIIMINB i MPUHOMIB
HAYKOBUX JOCTIPKEHb, 3 BpaxXyBaHHAM CYJacHOTO CBITOBOTO
JOCBIAY B cepl iHPOpMAIIIIHOT Oe3IeKH.

IlepenGayeHo mpoBeIeHHS NEKLIMHIX KYPCiB, 1a00paTOpHUX,
CEeMIHapCHKUX Ta MPAKTUYHHUX 3aHATh, TPCHIHTIB, 3 3ATyYCHHIM
daxiBuiB 3 iH(oOpMaIliifHOi Ta KiOepOe3mekn Ta CaMOCTIHHOI
HayKOBO-JIOCIILTHOI poOOTH.

B npocpamy  enpoeadiyceni  peyibmamu  NPOEKmy
Eeponeiicokozo corozy Tempus Ne544455-TEMPUS-1-2013-1-SE-
TEMPUS-JPCR «QOcéima eKxcnepmie HACMYNHOZ0 ROKOJIIHHA 6
23l Kibepbesnexu: HO6A NPOPAMA MAZICEPCLKOL NPOZPAMU
€C».




4 — llpuaaTHiCTH BUILYCKHUKIB

A0 IPAlCBJAIITYBAHHIA TA MNOAAIBINOT0O HABYAHH

IpugatHicTs 10

IMpodecionan 3 ynpaBniHHsA iHGOPMALIITHOI OE3MEKOI0
(BUIyCKHUK) 3JaTHHI BUKOHYBaTH TipodeciitHi podoTu 3a
HepxaBauM xinacudixatopom npodeciit JIK 003: 2010:

NpaneBJAIITYBaAHHSA 2139.2 - Ayaumrop iHdopmamiiiHuX ~ TexXHOJOTIH (3
KibepOe3nekn);
2310 — Buknagau 3axiiany BUIIOL OCBITH.

Iomanbiie HaBYAHHA

[Ipomomxkutn OCBITy 3a TpPETIM (OCBITHHO-HAYKOBHM)
piBHEM BHILOi OCBIiTH.

HalyTTss momatkoBux KBamiikamiii B CHCTEMI OCBITH
JOPOCIHX.

5 — BukiaaganHg Ta OUMiHIOBAHHSA

Buxiaagauug Ta
HABYAHHA

CrTyneHTOLlEHTpOBaHE  HAaBYaHHA 1  BUKIAJaHHA.
Buxiiaganss npoBOAUTHECSA EPKABHOIO MOBOI0. [HO3EeMHOIO
MOBOIO (@HTIIICHKOI0) MPOBOAUTHCS BHKIIATAHHS OKPEMIEX
TUCHUIUIIH, AKl (GOpMyIOTh Tpod)eciiHI KOMIIETCHTHOCTI.
BuxnaganHs cnpsMOBaHO Ha 3aCBOEHHS 3HaHb, YMiHb 1
HaBUYOK JJIS MOJAJIBIIONO 3aCTOCYBAaHHS Y MPAKTHUIN, SKe
JOTIOBHIOEThCA NPAKTHYHUMH CKJIAQJOBUMHU KOMITAHIAMU
TapTHEPAMH.

OcHoBHEME crmocobaMu 1mepedadi 3MICTY OCBITHBOI
IporpaMH €  TPOBEACHHS  JICKIiH,  IPaKTUIHHX,
7ab0paTOpHUX 1 IHAMBIAYATbHUX 3aHATh, KOHCYJIBTAIIIM,
pO3B'A3aHHS  CHUTYaTHMBHHMX  3aBIaHb,  TECTYBaHHS,
mpe3eHTalliil, 3MICTOBHI KEHMCH Bii MapTHepiB Kadenpwu
HAyKOBO-JIOCIIiIHA, HAYKOBO-IIEAroriyHa, MepeauILIIOMHa
MPAaKTHKH

OuinoBanuga

Bunu xoHTpomo: BXiAHHWM, TOTOYHWH, PpPYOLKHHIA
(MonmynbHUM, TEMAaTHYHWH) Ta TMIACYMKOBHH KOHTPOJIb.
OniHroBaHHs c(OPMOBAHUX KOMIIETEHI[i! IPOBOAUTHCS i
qac KOHTPOJBHHUX 3aXOJIB, fAKi nependadeHi Ii€ro
OCBITHBOIO IIPOTPaMOI0 Ta 3a3Ha4EH] Y HAaBYAJILHOMY IUIAHI.
Kpurepii oLiHIOBaHHS 3HaHb, YMiHb Ta HABHYOK 3100yBaUiB
BHILIOI OCBITH pO3pOOJieHI y BIATOBIOHOCTI IO YHHHOIO
3aKOHONABCTBAa Ta 3aTBepkeHi y «llomoxenni mpo
OpraHizallilo OCBITHROTO mpomecy y v JlepkaBHOMY
yHiBepcuTeTl 1HGOPMAIiiHO-KOMYHIKAIIHHUX TEXHOJIOTH.
Takox, 3 METOIO OTpUMAaHHS JOAATKOBUX OaniB B Mexax
JUCLUIUTIH ~ 3apaxoOBYIOTBCA  300YTi CTyJICHTaMU
cepTrdikaTH BiIOMUX KOMIIaHIH 32 TEMATHKOIO JMCIMILIIH.




6- IIporpamMui KoMmeTeHii

InTerpanbua
KOMIIeTeHTHICTD

31aTHICTh O0COOU PO3B’A3yBAaTH 3aJiadi JIOCIHITHUIILKOTO
ta/ abo 1HHOBAIIHHOTO XapakTepy y cdepi iHGopmariitHoi
Oe3mnekn Ta/ab0 kibepOe3neKy.

3araabni
komnereHTHOCTI (K3)

K3-1. 3parHicTh 3aCTOCOBYBAaTHM 3HAHHS y MPAKTHIHHUX
CUTYaIisIX.

K3-2. 3maTHICTD MPOBOINUTH NOCTIKEHHS Ha
BIJIMIOBITHOMY PiBHI.

K3-3. 3naTHicTs 10 aOCTPaKTHOTO MHCICHHS, aHATI3Y Ta
CUHTE3Y.

K3-4. 3parnicte omiHoBaTH Ta 3a0e3ledyBaTH SKICTh
BUKOHYBaHUX POOIT.

K3-5. 3paTHICTh CHUIKYBATHCS 3 IPEICTABHHKAMH 1HIIIHX
NpoQeCIiHUX IPyn PIZHOTO PiBHA (3 €KCIEepTaMH 3 1HIIHNX
rajy3eil 3HaHb / BUJIIB €KOHOMIYHOT JiSTTHHOCT).

K3-6. 3parnicte  BukopucroBYBaTH  iH(opMamiitHi 1
KOMYHIKAIIIiHI TEXHOJOTI] M7 BIPOBA/DKCHHS TPOCKTIB B
1HpopMaIiifHii Ta 6e3mexoBili chepax.

K3-7. 3patHicTh BU3HAYATU MIANPHUEMHUIIEKI MOMITMBOCTI Um
BUJ JISUIBHOCTI a00 T'POMaICHKOrO BIUIMBY, 3aTHICT
npuiiMaTé OOTPYHTOBaAHI PIMICHHS, 3MATHICTH OIIHIOBATH Ta
3a0e31euyBaTy SKICTh BUKOHYBaHHUX POOIT.

K3-8. 3mamHs mpo ctumymu Ta Oap’epu B edeKTHBHIHA
KOMaH/H1 poOOTi, BMIHHSI BUSABJIITH, CTABUTH Ta BUPILITYBaTH
IpobJIeMH.

K3-9. Bononinusa HaBUIKaMH KPUTHIHOTO MECIIEHHS.

daxosi
KOMIIETeHTHOCTI
cneriaabHocTi (KD)

Kol. 3maTHICTh OOTpYyHTOBAHO 3aCTOCOBYBATH,
IHTErpyBaTH, PO3POOISATH Ta YIOCKOHAJIOBATH CYYacHI
iHpopMarliiini TexHosorii, (i3udHI Ta MaTeMaTHUYHI
MOJIEN1, 8 TAKOX TEXHOJOTI CTBOPSHHS Ta BUKOPHUCTAHHS
MPUKIIATHOTO 1 cremiami3oBaHOTO MPOTrpaMHOTO
3abe3nedenHns Ui BUpIMIeHHs TpodeciiHux 3amad y
cepi indopMariitHoi 6e3neku Ta/abo KibepOe3neKH.
K®2. 3partmicte po3polisaTH, BOpPOBaIKyBaTH Ta
aHaNi3yBaTH HOPMATHBHI  JOKYMEHTH, IIOJIOKEHHS,
IHCTpYKIIi ¥ BHUMOTHM TEXHIYHOTO Ta OpraHi3amliifHOIo
CIOpSIMyBaHHS, a TaKOX IHTETpyBaTH, aHa3yBaTH 1
BHKOPHCTOBYBATH Kpallll CBITOB1 NPaKTHKH, CTAHAAPTH Y
npodeciitHiil qisutbHOCTI B cdepi iHbopMamiiHOi Oe3neku
Ta/abo kibepOe3mexm.

K®3. 3parnicts  mocCHipKyBaTH,  po3polOiaTH i
CYNpPOBOJKYBaTH METOAM Ta 3acobm iHdopMariiHoi
Oesnexu Ta/abo kibepbesneku Ha 00’ ekTax iHMOPMAIIHHOT




JISUTBHOCTI Ta KPUTUYHO1 1HQPACTPYKTYPH.

Kd4. 3maTtHICTE  aHANI3yBaTH,  po3poO/ATH i
CYyHpPOBOKYBAaTU CHUCTEMY YIIPaBIiHHSA 1H(GOpMALIITHOIO
Oe3nexoro Ta/abo kibepOesriekoro opranizaiii, GopMyBaTH
CTparTerito 1 TONITUKH iHpOpMAIliiHOI Oe3meku 3
ypaxyBaHHSIM BITYM3HSHUX 1 MDKHAPOIHUX CTAaHIAPTIB Ta
BHMOT.

K®S5. 3naTHicTh 10 JOCTiIKEHHS, CUCTEMHOTO aHaJI3y Ta
3a0e3meueHHss  Oe3mepepBHOCTI  Oi3Hec/omepariiHux
MpoIleciB 3  METOI0  BH3HAYCHHS  BPa3IMBOCTEH
1HbOpMaIITHIX CHCTEM Ta PECypciB, aHATI3Yy PH3HKIB Ta
BH3HAYUCHHS OIIIHKKA iX BIUIMBY Y BIAMOBIZHOCTI JI0
BCTAaHOBIIEHOI cCTparerii i MOMTHKH iH(pOpMALiHHOT
0e3reku Ta/abo kibepOe3rnexku oprani3amii.

K®6. 3pgarmicte aHani3yBaTu, KOHTPOJNIOBATH Ta
3abe3rmeyyBaTé CHCTEMYy YHOPABIIHHSA JOCTYIIOM [0
iHOopMaIiitHIX pecypciB 3TiIHO BCTAHOBJICHOI cTpaTerii i
HIOJIITUKY 1HpoOpMaIliiiHol Oe3neku Ta/abo kibepOesrmeku
oprasizarii.

K®7. 3patHicTs  OOCHIIXKYBaTH, pO3pOOIATH  Ta
BIIPOB3KYBaTM  METOAM 1  3aX0lu IPOTHUALL
KibepiHIuaeHTaM, 3MiHCHIOBATH TPOICAYPH YIPABIIiHH,
KOHTPOJIO Ta pO3CIiIyBaHHSI, a TaKOoX HaJaBaTH
peKOMeHIamii  [ox0  TMOMEpeIKEHHS Ta  aHalizy
KiOepIHIMACHTIB B IILUIOMY.

K®8. 3naTHICTh IOCITIKYBATH, po3po0IIATH,
BIIPOBAKYBAaTU Ta CYIPOBOKYBaTH METOIU 1 3aco0u
KpUNTOrpadivHOro Ta TEXHIYHOTO 3aXHCTy iH(opMaIllii Ha
o0’ekTax iH(pOpPMAmiHHOI IIBPHOCTI Ta KPHUTHYHOL
iH(QpacTpyKTypu, B iH(QOpPMALIMHUX CHUCTEMaX, a TaKOX
3/IaTHICTh OIIHIOBaTH EQEKTUBHICTh iX BUKOPHCTAHHS,
3Ti{THO BCTAHOBJICHOI CTpATerTii 1 MOMTHKYU 1H(GOpMaIliiHOT
Oesriexu Ta/abo KibepOe3nexu opraHi3ariii.

K®9.  3pgarmicte  aHamizyBaTH,  po3poOmsaTd i
CYIIPOBOIKYBaTH CUCTEMY ayIWUTy Ta MOHITOPHHTY
e(peKTUBHOCT! (QYHKIIOHYBAHHA 1HPOPMANIHHAX CUCTEM 1
TEXHOJIOT1H, Oli3Hec/omepaniiHux IPoLeciB B ramysi
iHpopMaliitHoi Oe3nexu Ta/abo kibepOe3rmekn opraHizamii
B [IJIOMY.

K®10. 3patHicTP MPOBaJWTH HAYKOBO-TIEAArOTIUHY
JUANBHICTh, IUIAHYBaTH HABYaHHS, KOHTPOJIOBATH 1
CYIIPOBO/DKYBAaTH poOOTYy 3 IIEPCOHAJIOM, a TaKOX
npuiiMaTi e(PEeKTUBHI pillleHHA 3 MUTaHb 1H(OpMAIIHHOT
6e3reku Ta/abo KibepOe3neKu.




7 — IiporpamMHi pe3y/ibTaTH HABYAHHS

PH1. BigpHO CHUIKYBAaTHCh [EPKABHOI Ta 1HO3EMHOIO
MOBaMH, YCHO 1 IHCbMOBO [UIsl MPEACTAaBICHHS 1
OOTOBOPECHHSI PpeE3yJbTATIB JOCIHIIKEHbh Ta 1HHOBAIIIM,
3abe3nieueHHs Oi3Hec\omepauiHUX NpPOLECIB Ta NUTaHb
npodeciiiHoi misuTpHOCTI B Trairy3i iHQopmamiifHol Ge3rexu
Ta/ab0 KiGepOe3TeKm.

PH2. TurerpyBatu dbyHmamMeHTadbHI Ta CHEIiadbHI 3HAHHS
UL pO3B’sA3yBaHHSA CKIAMHUX 3adad  iHpopMaliitHol
Oesmekn  Ta/abo  kibepOesrieku y — HIMPOKUX  abo
MYJIBTHAACIUILUTIHAPHUX KOHTEKCTaX.

PH3. [IlpoBagutu mOCHiAHHMIBKY Ta/ab0 1HHOBaLiWHY
IisIbHICTE B cdepl  1HpopMamidiHOI Oe3neku  Ta/abo
kibepbOesnexkn, a TakoX B cdepl TEXHIYHOIO Ta
KpuntorpagiqHoro 3axucry inopmarii y KibepopocTopi.
PHA4. 3acTocoByBaTH, IHTErpyBaTH,  pPO3pOOIATH,
BIIPOBA[)KYBaTH Ta YAOCKOHAIIOBATH cyJacHi
iH(OpMaIiifHi TeXHOJIOT1i, (i3HUYHI Ta MaTeMaTUIH1 METOAH
i Momeni B cdepi indopmamiiinoi Oesmeku Ta/abo
KibepOe3mneKu.

PHS5. Kputuuno ocmucnioBatu mpobiiemu iHQOpMaLiiHOL
Oesmeku Ta/abo KibOepbe3meku, y TOMYy YHCII Ha
MDKTaJTy3eBOMY Ta MDKIMCUMIUTIHAPHOMY PpiBHI, 30KpeMa
Ha OCHOBI PO3YMIHHA HOBUX pe€3yJbTaTiB IHKCHEPHUX 1
¢bi3uKO-MaTeMaTUYHUX  HAyK, a TaKOX  PO3BUTKY
TEXHOJIOT1# CTBOPEHHS Ta BUKOPUCTAHHS CIICIiaIi30BaHOIO
MIPOTPAMHOT0 3a0e3MeueHHS.

PH6. AmamizyBaTH Ta OIIIHIOBAaTH 3aXHINEHICTH CHCTEM,
KOMIUIEKCIB Ta 3aco0iB  Kibep3axucTy, TeXHOJOTIi
CTBOPEHHS Ta BUKOPHUCTAHHS CIEI1aJII30BaHOTO
MIPOTPaMHOTO 3a0e3MeyeHHS.

PH7. O6rpyHTOBYBaTH BUKOPHCTAHHSA, BIIPOBAKYBATH Ta
aHaJI13yBaTH Kpallll CBITOBI CTaHIAPTH, NPAKTUKH 3 METOXO
pPO3B’SA3aHHA CKIAJHUX 3a1ad MpodeciiHol misVIBHOCTI B
raiy3i indopmariiiinoi Oesneku Ta/abo KidepOe3nexy.

PHS. [ocmimxyBaTy, po3poOIsITH 1 CYNpPOBOMIKYBATH
cucteMu Ta 3acobu iHdopmamiiiHOi Oe3mexku Ta/abo
kibepOesnekn Ha 00’ekTax iHGOpPMAIIHOT MISIIFHOCTI Ta
KPUTUIHOI 1HQPaCTPyKTypH.

PHY. Amnam3syBatu, po3pobmaTd 1 CyIpOBOIKYBAaTH
cucTeMy YIpaBiliHHA iH(opMmaliiiHoo Oe3mexoro Ta/abo
kibepOe3nexoro opraizamii Ha 0a3i cTpaTerii i MOMITHKU
iHpopMartiitHoi 6e3neKu.

PH10. 3abe3neuyBaTu Oe3nepepBHICTDh




Oi3Hec/onepaliiHMX TPOLECIB, a TaKOX  BHIABIATU
ypa3nmuBOCTI  1HQOpPMAIUWHUX CHCTEM Ta PECYpCIB,
aHaMI3yBaTH Ta OLIHIOBATH DPHU3UKHU Uil 1HQOpMaLINHOI
Oe3mexu Ta/abo kibepOe3neku opranizaii.

PH11. AmnamizyBaTu, KOHTpPOJIOBaTH Ta 3a0e3ledyBaTd
epexTuBHE  (QYHKIIOHYBaHHA  CHUCTEMU  YIIPaBIiHHA
JOCTYIIOM 10 1H(OpMAaIiiHUX pPECypCiB BIATOBIIHO [0
BCTAHOBJICHMX CTpaTerii 1 mOmMTHKE iH(OpMaIiiHol
Oe3rneku Ta/abo xibepbe3nekn opranizaii.

PH12. [ocmimxysatu, po3poOisTH Ta BIPOBAIKYBATH
METOJI 1 3aXOJU TPOTHUJIT KIOEpIHIUACHTAM, 301ACHIOBATH
MpOLIEypH YIPABIIHHS, KOHTPONIO Ta PO3CIiLyBaHHS, a
TAKOXXK HAlaBaTH PEKOMEHJAIil IIOJ0 TOMEPEIHKEHHS Ta
aHaJi3y KiOCpIHIUACHTIB B IUIOMY.

PH13. HocnimxyBary, po3poOJsiTH, BIIPOBAKYyBaTH Ta
BUKOPHCTOBYBATH METOAM Ta 3aco0U KpunTorpadigHoro ta
TEXHIYHOTO 3axucTy iH(Qopmamii Oi3Hec/onepaniiHux
MpOTEeCiB, @ TaKoX aHali3yBaTH 1 HaJaBaTH OIHKY
¢heKTUBHOCTI iX BHUKOPHUCTaHHA B iHQOpMAaIiHHUX
cucTeMax, Ha o0’ektax iH(opMarmiitHOl mISIIBHOCTI Ta
KpUTHYHOI 1HPPACTPYKTYpH.

PH14. AmnanizyBatu, po3po0iaATH 1 CYyHIpOBOIXKYBATU
CHUCTEMY  ayauTy Ta  MOHITOPUHTY  e(EeKTHUBHOCTI
(GYHKITIOHYBaHHS 1HQOPMAIIHHIX CUCTEM 1 TEXHOJOTIMH,
OizHec\omepaiifinux mpoueciB 'y cdepi iHpopMaIliiHOl
Ta\abo kibepOe3neku B IIJIOMY.

PH15. 3po3ymino 1 HEOBO3HAYHO JIOHOCHTH BIIACHI
BHCHOBKH 3 IpoOieM iHdopMariidnoi Oe3meku Ta/abo
KibepOe3nekn, a TaKO)X 3HAHHSA Ta MOACHEHHA, OO0 iX
0OIPYHTOBYIOTH JI0 IEPCOHATY, TAPTHEPIB Ta iHIMIKX OCi0.
PH16. IlpuiimaTy oOTpyHTOBaHI PillICHHS 3 OpraHi3aIliifHO-
TEXHIYHUX NWTaHe i1HQopMalliiiHoi Oe3meku Ta/abo
KibepOe3neky y CKIAgHUX 1 HemepenoauyBaHUX yMOBax, y
TOMY YHCII 13 3aCTOCYBaHHIM Cy4aCHUX METOIiB Ta 3ac00iB
ONTHMI3allil, HPOTHO3YBaHHS Ta MPUUHATTS PIillICHb.

PH17. Matu HaBUYKM aBTOHOMHOTO 1 CaMOCTIHHOIO
HaBuaHHA y cdepi iadopmaniiinoi Oesmexku Ta/abo
kiOepOe3nekrn 1 AOTHYHMX Taly3edl 3HaHb, aHaNi3yBaTH
BJIAacHI OCBITHI mOTpeOM Ta 00’€KTUBHO OILIHIOBATU
pe3yabTaTh HaBYaHHS.

PH18. IlnanyBaTii HaBYaHHSI, a TAKOX CYIIPOBOIKYBaTH Ta
KOHTPOJIOBaTH poOOTYy 3 TMEpPCOHAJIOM Yy HampsaMmy
iH(popmaiitHoi 6e3reku Ta/abo KibepOe3neK.

PHI19. OG6wupartu, anamizyBatu i po3poOnaTu mnpuaaTHi
TUTOBI aHANITUYHI, PO3PaxXyHKOBI Ta EKCIEPUMEHTAabHI
METOIM KiIOep3axucTy, po3poOJsTH, peali3oByBaTH Ta




CYIPOBO/IXKYBATH IIPOEKTH 3 3axucTy iHpopMmamii Yy
kiOepnpocTopi, IHHOBaIiHHOI MJiSUIBHOCTI Ta 3axXHUCTY
IHTENEKTYyaIbHOI BIaCHOCTI.

PH20. CraButu Ta BHUpIHIyBaTH CKIagHI I1H)XXEHEPHO-
NpUKJIAgHI Ta HAyKoBi 3amadi iHdopMmamiiHOoi Oe3nexkn
Ta/ab0 KiOepOe3NeKu 3 ypaxyBaHHSM BUMOT BiTUM3HSIHUX
Ta CBITOBUX CTaHAAPTIB Ta KPAIIUX IMPAKTUK.

PH21. BukopuctoByBaT: METOJIU HATYpHOTO, (P13UIHOTO 1
KOMIT'FOTCPHOTO  MOJEJIOBAaHHSA  UII  JIOCIHIJDKCHHS
TIPOIIECIB, SIKI CTOCYIOThCA 1H(OpMaliiiHOI Oe3nexu Ta/abo
KiOepOesIeKy.

PH22. TlnamyBaT Ta BHKOHYBaTH EKCIIEpUMEHTANbHI 1
TEOPETHUYHI HOCITIPKEHHS, BUCYBATH 1 IEPEBIPATH TIIOTE3H,
obupaTu Ajid LBOTO MPUIATHI METOOU Ta IHCTPYMEHTH,
3MIACHIOBAaTH CTATUCTUYHY OOpOOKY HaHUX, OIIIHIOBATH
JOCTOBIPHICTh PE3yNbTaTIiB OCHIIKEHb, apryMEHTYyBaTU
BHCHOBKH.

PH23. OO6rpyHTOBYBATH BUOIp IIPOTPAMHOTO
3a0e3MeueHH, YCTaTKyBaHHS Ta IHCTPYMEHTIB,
IH)KEHEePHHUX TEXHOJOTiM 1 IpolleciB, a TakoXX OOMeEXEHb
OoJ0 HUX B Tamy3i iHQopmamiiiHoi Oe3meku Ta/abo
kibepOe3nexku Ha OCHOBI Cy4YaCHHX 3HaHb y CYMDKHHUX
rairy3sax, HayKoBOi, TEXHIYHOI Ta JOBIJKOBOI JIiTepaTypu Ta
1HIIOT JOCTYIHOT iH(pOpMAITii.

PH24. VYwmitu po3poOiaTH TPOEKTH MOCTIHKEHb Ta
MOJICTIIOBaTH X CTPYKTYpPY, 3aCTOCOBYIOUM PI3HI CIIOCOOM
MOJIaHHA CTAaTUCTHYHOI 1H(pOopMaIllii Ta pe3yabTaTiB.

PH25. VwmitTd BUKOPHUCTOBYBATH 3HAHHA W YMIiHHS JJIA
MIPOTHO3YBAHHS, BHUABJICHHSA Ta OMIHIOBAHHA MOXKJIHBHX

3arpo3 iHpopMamiitHOMY MPOCTOPY JepIKaBH,
JIeCTa0LII3YIOUNX YMHHUKIB.
PH26. 3MaTHICT,  BUKOPUCTOBYBATHU npodeciiiHo

npodinboBaHi 3HAHHA M TPaKTHYHI HABHYKH  JJIS
po3p06neHH;1 Ta BIPOBAKCHHA HAI[IOHAJBHUX CTaHAApTIiB
1 TEXHIYHHUX pErJIaMCHTIB 3aCTOCYBAHH 1H(1)opMaumH0-

KOMYHIKAUIHHUX  TEXHOJOTid,  TapMOHI30BaHHX 13
BIJMIOBIIHIMH €BPOIEHCHKUMU CTaHAAPTAMHU.
PH27. 3MaTHICTP  BUKOPUCTOBYBATH npodeciitHo

Ipo(inboBaHl 3HAHHS ¥ MOPAKTUYHI HABUYKH  JUIA
3a0e3MeUYeHHsT Pe3yAbTaTUBHOI Ta €(EeKTHBHOI B3aeMOMIi
JepKaBHUX YCTaHOB 1 OpraHizamiil 3i CHEIiaJIbHUMHU Ta
IPaBOOXOPOHHMMHU oOpraHamMu y c¢epi ymnpaBiiHHA U
3abe3neueHHs iHQOpMaIiitHOi Ge3meKn.

PH28. 3naTHiCT BUKOPUCTOBYBATH Npo¢eciiiHo npodinbHi
3HAHHA, TOTYBATH Ta MPUUMATH YNPABIIHCHKI PIICHHS Y
chepi iHGopMaIliifHoi Ge3meKu.




PH29. Vwmitu 3actocoByBaTM CHCTEMHHN MAXIA AJIA
nooynoBu CHUCTEMU YOpaBIIHHS (MEeHEKXMEHTY)
iHopMaIliiHOK OE3MEeKOr OpraHizaili (MAIPUEMCTBA),
sSKa BH3HAYa€ 3arajbHy OpraHizamiro 1 Kiacudikaiiro
CHCTEMH JaHHX, CUCTEMY JOCTYITY, HATIPSIMKH TUIaHYBaHHS,
BIJIITOBIJAJIbHICTh CIIBPOOITHHKIB, BUKOPHUCTAHHS OI[IHKU
PU3HKIB, TOIIO B KOHTEKCTI iHQOpMaIiitHOi Oe3rnexu.

PH30. YwMmitu 3acTOCOBYBaTH Cy4acH1 CIIOCOOM, METOAU Ta
3aco0W YIIPaBIIHHS HACTYITHHUMH AacIEKTaMU 3aXUCTY:
TTOJIITUKOIO OE3IMeKH, apXiTEKTYPOIO 3aXUCTy, MEXaHI3MaMU
3aXMCTy Ta 3ac00aMU 3aXHCTY.

PH31. Ha ocHoBi indopmamii, ozepxanoi y xomi
OoCHiDKeHHs ~ o0’exta  iHQopMammiiftHOI  HiSUTBHOCTI
3aMOBHHUKA Ta PE3YJIbTATIB aHAI3y PHU3HUKIB, PO3POOIATH
peKOMeHallli MO0 YAOCKOHAJEHHS CHUCTEMU YIIPaBIIIHHS
1H(OpMaIlIiHOI0 0€3MEeK0I0, 3aCTOCYBAHHS AKUX JT03BOJIUTDH
MIHIMI3yBaTH  PU3MKH Ta  (QopMysIioBaTH  MEpemniK
YpPa3InuBOCTEM.

8 — PecypcHe 3a0e3ne4yenHsi peajizauii nporpamMu

Kanpose 3a0e3me4eHHs

Bci  HaykoBo-memaroriuHi IMpaiiBHUKW, 3alydeHi [0
peamizamii OCBITHBOI CKIIaOBOi OCBITHRO-TIpodeciiHOol
IporpaMu € INTaTHUMHU CHiBpoOiTHUKamu Jlep>kaBHOTO
VHIBEpCUTETY 1HPOpMAIiiiHO-KOMYHIKallIMHUX TEXHOJOTIH,
MalOTh MIATBEPIKCHUI pPIBEHb HAyKOBOI 1 mpodeciiiHoi
akTuBHOCTI. ['pyma 3abe3meueHHs cremiaabHOCTI 125
Kibepbesrmieka Ta 3axuct iHdopmMarlii, chopMoBaHa 3 ducia
HayKOBO-II€AaroriaHux MpAaIIBHUKIB HepxxaBHoro
YHIBEPCHUTETY 1HPOPMAIIHHO-KOMYHIKAI[IHHUX TEXHOJIOT1H.
KinpkicHUil Ta SAKICHWM CKJIaJ TPYIH BiIMOBIIAIOThH
JlineH31HIM BUMOTAM

MartepiajJibHO-TeXHIYHE
3a0e3meYeHHs

Jns mpoBeAeHHS MPaKTUYHUX Ta JaOOpaTOpPHUX 3aHATH 3
MeTOI0 (POpPMYBaHHS CHEHIaIbHUX KOMIIETEHTHOCTEH 3i
cneuianbHocTi 125 Kibepbesneka Ta 3axuct iHpopmarrii
coemianmizamii  Ynopasmiaasa iHGOpMAaIHOI  0e3IeK0r0
BUKOPUCTOBYIOTHCS CrierianizoBaHi nabopatopii
YHIBEPCUTETY, SIKI OCHAIEHI CYJaCHUMH KOMIT F0TepaMu Ta
IpPOrpaMHO-anapaTHUMU KOMITUICKCAMHU.

HABYAJIBHA  JIABOPATOPII  AKAJIEMIYHUM
[IEHTP KOMITETEHIIII IBM «KIBEPITOJIIT OH»
JlaGopaTopisi mpu3HaYe€Ha JUIsI TPOBEACHHS NPAKTUIHUX
3aHATH 3  BUKOPHUCTaHHSIM  MpOTpamMHO-armapaTHUX
KOMIUIEKCIB: USM/SIEM BiJ KOMITaH1i-BEHIopa




AlienVault, IBM QRadar SIEM, IBM i2 Analyze Notebook
Premium, Tenable Nessus Professional. Jlo3Boise
BIJINPalbOBYBaT HaBUIKHU poOoTu y llenTpi 3abe3neueHHs
kiOepOesneku (Security Operation Center) 3
BUKOPHCTAHHIM TEXHOJIOTiA MOHITOPUHTY, BUSBJICHHS,
aHayidy Ta  pearyBaHHA Ha  KiOepiHUIMIOEHTH B
KOPIOPaTUBHUX 1HPOPMAIIITHUX cUCTEMAaX.

HABYAJIbHA JIABOPATOPIA BE3IEKUA
[HOOPMAIIIMHO-KOMYHIKALIIMHNX
TEXHOJIOI'TH CISCO

JlaGopartopiss Tpu3HAuUeHa [ BUBYCHHS TEXHOJOTIH
mepexeBoi Oesnexku CISCO, mnpoBemeHHS TPEHIHTIB 3
BIIpoBapKeHHs1 TexHosorii HoneyPot mromo mportmmii
kibepatakam 3JI0BMHUCHHUKIB Ha KOPHOpaTHBHI
iH(popMalliifHI cucTeMH Ta cepTU(IKALIIHNX KypcCiB Bif
nmaptHepa Kadeapu Imdopmariiinoi Ta KiGepHETHIHOI
oesmnexu — komnanii CISCO: Introduction to Cybersecurity,
CCNA  Security, CCNA Cybersecurity Operations.
Jlaboparopist ctBopena 3a cipusaus komranii CISCO.
HABYAIJIbHA JIABOPATOPIA LHEHTP VIIPABJIIHHA
TH®OPMAILIIMHOIO TA KIBEPBE3IIEKOIO
(SECURITY OPERATION CENTER)

JlaGopaTopis npu3HaUdeHa IS IPOBEICHHS 3aHATH 3 TUTAHb
aHanizy, oOpoOku Ta ayguTy iH(OpMaImiiHOI Oe3leKu 3a
nonomororo SIEM cucteM Ta MpOrpaMHUX CKaHEPIB THILY
Nessus Ta Kali Linux. KpiMm TOro, mo3Bojise BHBYATH
METOAM YHpPAaBJiHHS PU3UKAMH Ha OCHOBI METOJOJIOTIH
CRAMM, OCTAVE Tta RiskWatch y BimmoBimHOCTI 40
BUMOI MDKHApOJHUX CTaHIapTiB 3 iHopMaliifHOi Ta
KibepOesmeky.

IIporpamui 3aco0u MiATPUMKH TPUUHATTS PillieHb Y chepi
iH(popMmaiitHoi 6e3neku («Bubip», Mpriority1.0).
BuxopucTanHs mporpaMHOTo 3a0e3MeYCHHS:

«'PUD» — aHaimi3 Ta KOHTPOJIb PU3UKIB 1HGOPMAIIHHIX
CUCTEM KOMITaHii

«KOHIAOP+» - po3pobka 1 yHpaBIiHHS TOJITUKOIO
iH(popMaIiitHoi 6e3mexy KoMIaHii

Microsoft Project, Spider Project Lite, OpenProj,
GanttProject, Microsoft Excel, Project Expert —
YIIPaBJIIHHS IIPOSKTAMU Ta IHBECTHITIiHA OIliHKa,

MindMap, Mindomo — IHCTPYMEHTH ]Il CTBOPEHHS
KapT MIPOEKTIB Ta FeHEPyBaHHS 1HHOBAIIIHUX inei

Microsoft Power BI, Microsoft Visio — y1g aHamiTHKA Ta
Bi3yasmizanii JaHux

Indopmaniiine

Ta

Indopmaniis  mpo  ocBiTHBO-TIpodecifiHy Tporpamy, ii




HABYAJILHO-METOINYIHE
3a0e3nmeYeHHA

OCBITHI KOMIIOHEHTH T4 BHMOTHM J0 OCi0, SKi MOXYTh
3100yBaTH BHIIy OCBITY 32 LI€I0 MPOTrPaMoI0 PO3MIICHA Ha
odimiiiHOMY cauTi Hep>xaBHOTO YHIBEPCUTETY
1HpOpMAaLiIHO-KOMYHIKaIllIMHUX TEXHOJIOTiH. YCi OCBiTHI
KOMIIOHEHTH OCBITHHOI IporpaMu 3abe3ledeHi HaB4aabHO-
METOJUYHUMH MartepiajiaMu, € y BUIBHOMY JOCTYHi Y
AKOCTI pecypciB 0i0iioTeku, eleKTpOHHOT O0i0IoTeKH
YHIBEPCUTETY Ta CUCTEMH YIpaBJliHHs HaBdaHHIM Moodle

9 — AkagemMiuna MoOLIbLHICTD

Hanionanbua
KpeAuTHA MOOLTbHICTH

HasBuicte aBocToponHix mgoroBopiB Mixk JVIKT Ta
3aKIafJamMM  BHIIOI  OCBITM  YKpainm  3abe3neuye
HAI[IOHAIBHY KPESAUTHY MOOIbHICTh

MixkHapoaHa KpeauTHA

3MIiCT HAaBYaHHS  BIJIOBIZA€  CBITOBUM  OCBITHIM
CTaHJIapTaM, L0 [03BOJSE MPUUMATHU y4acTh Yy TIporpamax

MOOLIBHICTH TOJBIWHUX AUIUIOMIB Ta OYTH KOHKYPEHTOCTIPOMOKHHAM HA
CBITOBOMY PHMHKY TIparfi

Hasuannsi iHo3emMHuX | [[03BOJIsI€ MOKIIMBICTH HABUAHHS i1HO3EMHHUM I'pPOMaITHAM

3100yBaviB BUIIIOT

OCBIiTH




2. Ilepesiik KOMIIOHEHT OCBITHLO-NIPOQeciiiHol / HAYyKOBOI MporpaMu Ta ix
JIOTiYHA MOCJHiX0BHICTH

2.1. 3micT MiATOTOBKY 32 OCBITHLO-NIPOQECiiiHOI0 MPOrPaMoI0 KOMIETEHTHOCTI
Ta pe3yJibTaTaMH HABYAHHSA

i Kommonenrta Mudp KomnerenTHicTs Pesynerar
TLIL. HaBYAHHS
MK KOMIIOHEHT 3arajibHoi MiIrOTOBKHU
1. | Kopnoparupua ta 3K.13.1.01 K3-1, K3-3, K34, PH1, PH7, PH15, PH16,
npodeciiiHa eTuKa B K3-5, K3-7, K3-8, PH18, PH27
kibepOesmerri K3-9, K&2, Kd4,
K®10
2. | Henarorika ta mcuxonorisa y | 3K.13.1.02 K3-1, K3-3, K3-4, PHI, PH2, PH17, PH18
BUIIiH TIKOJI K3-5, K3-9, K910
3. | Oprauizamis poBeacHHS 3K.13.1.03 K3-2, K3-3, K®2, PH3, PH17, PH20, PH22
HAYKOBUX JTOCIIKEHB K®10
4. | HaykoBO-TeXHIYHHH 3K.13.1.04 K3-2, K3-5, K3-9, PHI1, PH3, PH26
TepeKya K®2, Kd4
Inka komMnoHeHT mpodeciiiHol MiATOTOBKHU
1. | Yopapiminas iHIHISHTaMA I111.13.2.01 K3-1, K3-6, K3-7, PH4, PH7, PH9, PH10,
iHQopMaLiitHOT Oe3meKku K®2, Kd4, KO7, PH12,PHI14,PH16,
K®9 PH28, PH30
2. | Cucremu ynpaBiiHHs I111.13.2.02 K3-1, K3-6, K®1, | PH6,PHS, PH9, PHI1,
1HpOpMAaIliiTHOIO GE3EeK0I0 K®2, Kd4, Kdo6 PH14, PH23, PH26, PH29,
PH30, PH31
3. | YopapniHHSA NpOEKTaMu K3-1, K3-2, K3-4, PH4, PHS, PH9, PH14,
iHdopmariitHoi 6e3rreku I111.13.2.03 K3-5, Ko1, KD2, PH17, PH20
K®3, Kd4, KO9
4. | Ipuxnanna 3aranbHa TEOPist K3-1, K3-4, K®2, PHS, PH6, PH7, PH11,
cucTeM iHpOpMAaIIIHHOT Ta I11.13.2.04 K®3, Kd4, Ko, PH16, PH17, PH23
Kibepbesmexu K®8§
5. | HaykoBo-nenaroriuga T71.13.2.05 K3-1, K3-6, K3-8, PH1, PH15, PH17, PH18
MPaKTUKA T K3-9, K&10
6. | HaykoBo-nocrigna II1.13.2.06 IK, K3-1, K3-2, K3- | PH2, PH3, PH4, PHS5,
MPaKTHUKa 3, K3-4, K3-8, K3-9, | PH8, PH11, PH12,
K®1, Kd2, KP3, PH13, PH17, PH19,
K®5, Ko7, KO8 PH20, PH21, PH22,
PH23, PH24, PH25,
PH31
7. | Hepenaumnomua npaktuka | [111.13.2.07 IK, K3-1, K3-2, K3- | PH2, PH3, PH4, PHS5,
3, K3-4,K3-9, K®1, | PH7, PH8, PH10, PHI11,
K®2, K®5, KD6, PH12, PH13, PH17,
K®7, KDY PH19, PH20, PH21,
PH22,PH23, PH24,
PH25, PH26, PH28,
PH29, PH30, PH31
8. | IMigroroska I11.13.2.08 IK, K3-1, K3-2, K3- | PH2, PH4, PH5, PHS,

KBaJTi¢ikaniiHoi poborwH,

TiJICYMKOBA aTECTAIIis

3, K3-4, K®1, Kd2,
K®3, K®6, KD7,

PH12, PH13, PH17,
PH19, PH20,




K®9 PH22,PH23, PH24,
PH25, PH26, PH29,
PH31

KoMnoHeHTH BUJILHOTO BHOOPY CTYAEHTA

Kommonenrta BiIbHOTO
BHOODY CTYIEHTA

KommonenTa BIIEHOIO
BUOOpY CTyAEHTa

KommnonenTa BitbHOTO
BHOODY CTYyIeHTa

Kommonenra BinbHOTO
BHOOPY CTYACHTA

KommonenTa BiisHOro
BUOOPY CTYIEHTa




2.2, Ilepenik komnonent OIII

Konx v/n Komnonentu ocsitHpo-npodeciitnoi mporpamu | Kingekicts | ®opma
(HaBYaJIbH1 KOMIIOHEHTH, KYPCOBI IPOEKTH KpEIOuTIB | MiJACYMK.
(pobotn), mpakTHKH, KBaTiQikariiina podora) KOHTPOJIIO
1 2 3 4
O060B’sa3koBi kommonentu OIITI
Ik 3arajgbHOl MiAroTOBKHI
3K.13.1.01 KopnoparusHa Ta npodeciiina eTuka B kibepoOesmeri 3 Icut
3K.13.1.02 Ilenarorika Ta MCHXOJIOTIS Y BUIIH KO 3 3aik
3K.13.1.03 Opra#izailis IpoBEJCHHSI HAYKOBUX JOCIIIKEHD 3 3aimik
3K.13.1.04 HayxoBo-TexHiunmii nepexian 6 3auik, lcour
[nka npodeciiiHol NiAroTOBKHU
I111.13.2.01 VYnpasminas iHuaeHTaMu iHGOpMAaIiiHOI 6e31eKkn 6 Iciut
I111.13.2.02 Cucremu yrpaBmiHHS iHQOPMAIIHHOIO OE3IEKOI0 5 Icnur
THI.13.2.03 YrpaBiiHHs npoekTaMu iHGOpMaIiinoi Gesnexu 5 Icout
[111.13.2.04 IIpuxnagna 3araipHa Teopis cucteM iHGoOpMaIliiiHOi Ta 4 Icour
KiOepOesmexu
I11.13.2.05 HayxoBo-nenaroriuna npaktuka 6 3ainik
I111.13.2.06 HaykoBo-jtocniiHa mpaxkTrka 6 3amik
I111.13.2.07 Ilepeaaunnomua npakTHKa s 3aix
[111.13.2.08 ITinrorosxa kBaiigikamiiHoi poGoTH, MiACYMKOBA 9 3anik
aTecTalis
3arajibunii 06CAr 060B’ A3KOBUX KOMIIOHEHT: 635
Bubipkosi kommonenTn OIIII

BK1 KommnonenTa BintbHOTO BUGOpY CTyIeHTa 5 3amix

BK2 KommionenTa BinbHOT0 BUOOpY CTyAEHTa 5 3anik

BK3 KommionenTa BitbHOro BUOOPY CTYIeHTa 5 3anik

BK4 KomnonenTa BitbHOro BUOOPY CTyIEHTa 5 3aiik

BK5 KomnonenTa ButbHOTO BUOOPY CTYAEHTA 5 3anik

3arajabHuii 06cAr BUGIPKOBHX KOMIIOHEHT: 25

3ATAJBHUHN OBCST OCBITHBO-IIPO®ECIMHOI IIPOTPAMMUT




2.3. CrpykrypHo-Joriuna cxema OIIII

: HAVKOBO- TPHKTATHA K ral K nral K ¥
1 w&lﬁ% TEX JATAThHA BiasRoroe BLIBHOTG sissore
NEPEKIAL | |VHPABTIHHAIR(5)| | TEOPIA CHCTEM Bsudopy Bubopy sabopy
CEMECR BHBEREMEN O) 3) IK (4) cryaenTa (5) cryaenta (5) €TyIenTa (5}
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e AOCTIIAEHD (3) & cryaenta (5) cryaenta {5)
v %?\far 4 \rwl‘l\r
o
" mﬂiﬁgﬁ% . HAVKOBO-TOCTIIHA| . |HEPETTHILIOMHA KBATIOIRAIIAH
A IPAKTHKA (6) HPAKTHRA (6) 7 OPAKTHEA (%) POBOTA (9)

Bovnomennm wnsay mrsienel nLuvoske

Hossonewrn sbistone sabepy cryaenta

Kostmommesivs miisay npodeciiiued nirerongn

NPAKTHEA




3. ®opma aTecTauii 3100yBaviB BUIOI OCBIiTH

Dopmu amecmayii
3006y6auie euujoi

ATtecrailii MaricTpiB  KiOepOesreku 3a  CIeriamsaniero
YrpapiieHsA 1HQOpMamIHHOW OE3MeK0r0 3IIMCHIOETHCA Y

oceimu (hopmi IyOIIigHOTO 3aXHUCTy KBaMiQiKkariiinoi po6oTH.

Kpamdikaniiina poboTa Mae po3B’sa3yBaTH CKIAAHY 3anady
iHpopMamiiiHoi Ta/abo  kibepGe3neku 1 mepenbadaTu

IIPOBEICHHS JIOCIIKCHB Ta/ab0 3MiMCHEHHS IHHOBAITIH.
Kgamiikariiina poboTa He TTOBUHHA MICTHUTH aKaJIeMiuHOTO
Bunoeu do Iariary, (ba6pI/IK2}Hi'1', ¢anbcudikamii. [lepeBipka Ha r{nariaT
. ;. .. . |npoBoauThcs 3rimHO  «llomoskeHHs mpo  3amoGiraHHs
Keanipikayitinol , : : :
POy akageMidyHoMy Iwiariaty y JlepkaBHOMY yHiBepCHTETI

1H(pOpMaLiIITHO-KOMYHIKAI[IHHAX TEXHOJIOTI».
Kpamnidikamiiina pobora mae 6yt po3minieHa Ha oQiriiHOMy
caiiti (abo nemo3utapii) 3akiamy BHUIOI OCBITH abo ioro
iAPO3 LY.

ATrecTanis 3I1HCHIOETHCSA BIIKPUTO 1 MIACHO.




4. MaTpuug BiAlIOBIIHOCTI MPOrpaMHNX KOMIIECTEHTHOCTE KOMIIOHEHTAM
OCBITHBLO-IIPO(eciiiHOol nMporpaMn
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S. MaTpuus 3a0e3ne4eHHsi IPOIPAMHHUX pe3yabTaTiB HaBYauus (PH)
BiINOBITHAMH KOMIIOHEHTAMH OCBiTHBO-Npodeciiinoi mporpammn
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I'apauT ocBiTHBO-TIpO(eciiiHoi mporpamu

3aBinyBa4 Kadeapu ynpapmiHHI iHGOPMALIHHOIO Ta KIGEPHETHYHOIO GE3MEKOI0
HaB4anbHO-HayKOBOTO IHCTHTYTY 3aXHCTY iH(OpMaIii

JlepKaBHOTO YHIBEPCUTETY

1H(pOpMaIitHO-KOMYHIKAIIMHUX TEXHOIOTiH

JOKTOP EKOHOMIYHUX HayK, podecop Ceitaana JETOMIHOBA



