MIHICTEPCTBO OCBITHU I HAYKH YKPATHH

JNEPYKABHMIi YHIBEPCHTET IHOOPMALIIHO-
KOMYHIKAIIITHUX TEXHOJIOT'Ti

OCBITHA ITPOT'PAMA
TH®OPMAIIIMHA TA KIFEPHETUYHA BE3IEKA
nepuroro (dakajaaBpcbKOro) piBHS BHIOL OCBITH
(oHoBJieHA)

Crenmianbnicte 125 KiGepOe3neka Ta 3axuct indopmamii
I'any3b 3HaAHB 12 Indopmaniiini TexHoJ10rii

Ksagigikanisi: bakanaBp 3 kifepOe3nmexkn 3a cmeniaJizanicio
inopmaniiina Ta KibepHeTHYHA Oe3meKa

3ATBEPIDKEHO BYEHOIO PAZIOIO
11 18 murms 2023 p.
fras 2023 p.




JUCT HOT'O/GKEHHA
OCBITHLOI ITIPOTPAMH

«H®OPMAILIVNHA TA KIFEPHETUYHA BE3IIEKA»
IATOTOBKY 3105 YBAYIB BUIIOI OCBITH

cHeniaIbHiCcTh 125 KibepOe3neka Ta 3axucT inpopmartii

rajgy3b 3HAHD 12 Tagopmartiiiai TexHomorii

piBeHb BHIOT OCBITH nepmuii (bakanasp)

Ksanidikamis OGakamaBp 3 KiOepOe3nmekm 3a  CIEHiai3aIiero

iHdopmariitHa Ta kibepHeTruHa Oe3meka

Bamum BJIACEHKO
JIio6o8 BEPKMAH

3. Jlupexrop HasuanbHO-METOMMIHOIO LIEHTPY % Ipuna CPIBHA

1. TIpopekrop 3 HABYABHO-BUXOBHOI poOOTH

2. Tlpopekrop 3 HaBYAIHLHO-BUXOBHOI Ta HAYKOBOL
poboTu

4.  Buena pana HaBuansHo-HayKOBOTO iHCTHTYTY 3aXUCTy iH(popMarti

ITpotokon Ne 7 Bim «30» Oepesnst 2023 p.

I'onosa Buenoi Pagu HHI3I O — Biraniit CABUEHKO

5. Kadenpa indopmariiiitoi Ta KiGepHeTUIHOI Ge3MeKH

ITporokon Ne 8/1 Bim «15» Oepesnst 2023 p.

Iy

|

3aBigyBad kadenpu iHpopMariiiHoi Ta By
KiGepHeTHIHO1 Ge3nexu {2 Tamana TAUJTYP

\= gAY

Penensii Bit 30BHINIHIX CTEHKXOJIIEPIB:
1. TOB «CITOH I'PVYII».
2. TOB «CmapTc».



INEPEIMOBA

Po3po6ieHo po6oU0r0 IPyHor0 y CKIaIL:

I'apanT ocBiTHLOT Nporpavu (ro/ioBa podouoi rpymnm)
Cepriit TAXOB — kangupar BifiCbKOBHMX HayK, JOLIEHT, AOLICHT Kadenpu
1H(popMaLiifHOT Ta KIGEPHETUYHOI 6E3IEKH

Ynenn po6o1oi rpynm:

Tamima TAVJTYP — mokTop TeXHIUHMX Hayk, Ipodecop, 3aBinyBad Kadeapu
iH(opMaIiifHOT Ta KiIGepHETUIHOI OE3TIEKH;

Hapnis JJOBXEHKO — xanauaat TEXHIYHUX HayK, JOLIEHT, XOIEHT Kadeapu
iH(popMaIiitHoT Ta KIGepHETUYHOT O€3MeKY;

Biraniit MAPYEHKO - crapmmii Bukiagad kadenpu inopmamiiisoi Ta
KiOepHETHIHOT OE3TIEKH;

Angpiii KITOITHIYEHKO - 1.8.0. nupextopa TOB «CITOH I'PYIIy;

Kipimn JJOJOHOB- crymentr kadenpu iHdopmariiiHoi Ta KiOepHETHUHOI
Oe3nexu.



BIIOMOCTI IIPO MEPETLJIA] OCBITHBOI ITPOI'PAMU

OHoBEHHS (3MICTY OCBITHIX KOMIIOHEHTIB Ta OCBITHBOI IIPOTPaMHK) BIAIOBIIHO JO:

Crapmapty Bumoi OcBiTH 3a cnemianbHicTiO 125 KibGepOesneka sl TEpIIOro
(OGakanaBpCHKOro) piBHS BUILIOT OCBITH

Buecenns mo Peectpy kBamigikamiit BimoMocTi momo mpodeciiiHMx CTaHIapTiB
(Haka3 AnminicTpanii Jepxcner3s’ s3Ky Big 25 nucromana 2022 Ne 715);

ITocranosu KabGinery MinictpiB Ykpainu «IIpo BHeceHHS 3MiH 10 mepeiky ranysei
3HAHP 1 CHEI[aJIbHOCTEH, 3a IKUMH 3MIMCHIOETHCA MiATOTOBKA 3700yBadviB BHIIOL
ocriTi» Bia 16 rpyans 2022 poky Nel1392;

PEKOMEHIAINM aKpeaUTAIIMHNX KOMICi YHIBEPCUTETY, IMPOIO3HIN poOOTOIaBIB;
nobakanb 37100yBadiB BUIIOT OCBITH.



1. Hpodias ocBITHLEOT IporpaMu

2.

MeTta ocBITHLOT IPOrPaAMH

IoBHAa HA3BA BHIIOTO
HABYAJILHOTO 3aKJIAAY TA
CTPYKTYPHOTO HiAPO3ALTY

HepxaBuuii VHIBEPCUTET
KOMYHIKAI[IHAX TEXHOJIOTiH],
HapuansHO-HAYKOBYM iHCTUTYT 3aXKCTy iHpopMarii

iH(opmaniiiHo-

Cryninb BHIIOT OCBITH Ta
Ha3Ba KBaTidikauii MoBo0
opurinaay

baxanasp

Ocaitas kBamidikaiis —
cneyianizayicro
besnexa

baxanagp 3 xibepbesnexu 3a
inopmayiiina ma  Kibepremuuna

Odiuiiina Ha3Ba ocBITHLOT
HporpamMmu

Ocsitaga nporpaMa «IH(popmaliiiiHa Ta KiOepHETHIHA
Oe3mexay

Tun ganiaomy Ta 00csar
OCBITHBLOI POrpaMu

Jlnrurom OakayiaBpa, OJUHUYHUII:

Ha Ga3i MOBHOI 3araibHOI CEPEIHBOI OCBITH.

OG6csr ocsitanoi nporpamu-240 xpeauris CKTC,
TepMiH HaBYaHHA 4 POKU JeHHOI (OpMU HABUAHHA Ta 5
POKiB 3a04HOI ()OpMH HABUAHHS).

Ha 0Oa3i crymeHs Mojoamoro GakanaBpa (OCBITHBO-
kBamiQikamiiHOro piBHA «MOJOIIIOrO CIELIaNiCTa))
npu nepesapaxysanni He 6inpime 120 kpenuris €EKTC,
OTPYMAHKMX B MEKax IONEPEIHbOI OCBITHBOI IMPOrpaMu
TT AT OTOBKH.

HasBhicTh akpeauTamii

Ceprudikar Tpo  aKpemuTamil0  CHENiadbHOCTI
125 KibGepOesnexka Y] Ne 11009229 sig 18.04.19 p.
Tepwmin gii ceprudikary 01.07. 2029 p.

HPK VYxpainu — 6 piBens/ bakanasp,

Huxna/pisens QF-EHEA- nepmmii nux,

EQF-LLL — 6 piBesb

HassmicTs arecTara mpo TOBHY 3arajibHy CEPEIHIO
Iepenymonn oCBiTY 260 AuIIIOMa MOJIOAIIOro Gakanaspa (OCBITHbO-

KkBaTiQiKaiAHOrO PiBHSA «MOJOMIIVN CIIEIIAIICTY )

MoBa(1) BUKJIAZAHHS

YkpaiHcbka, aHrIiicbKa

Tepmin iif ocBITHBOT
nporpaMu

[Mporpama Beemena B miro 3 01.09.2019 poky. IIporpama
JifiCHA BIIPOJOBK /il NepKaBHUX CTaHIAPTIB BUINOI
OCBITH Ta MOXxe OyTH BiJKOPHTOBaHA BiAIOBIIHO [0
IiIOYMX HOPMATHBHUX JOKYMEHTIB Y HIBEPCHUTETY.

Inrepuner - agpeca
nocTiifHoro po3smMilieHHs
OMHUCY OCBITHLOT MPOrpaMHu

http://www.dut.edu.ua/ua/1822-osvitno-profesiyni-
programi-kafedra-informaciynoi-ta-kibernetichnoi-

bezpeki




Meroio GakaiaBpchbKkoi NpPOrpaMM € MATOTOBKA Oakanaspis  iH(opMariiiHoi Ta
KibepHeTHIHOT Ge3IeKd 3 MPaBOM MOAANBINOT IpodeciiiHoi AisTBHOCTI y JEpKaBHUX
Ta KOMEPIIMHUX MiJIPUEMCTBAX T4 OPTaHi3auisX, (OPMyBaHHSI Ta PO3BHUTOK Y HHX
3aranbHUX i mpodeciiinnx komnerenTHOCTEH B cdepi indopmaniiinoi Ta kibepHeTHUHOT
Gesmekn, mo 3a0e3MeUyloTh 3JATHICTh BHWITYCKHHMKA BHKOHYBATH npogeciiiany
AiSUIbHICTh Ha MEPBHMHHIN MOCAmi, MO 34aTHi BMKOPHCTOBYBATH i BIIPOBAKYBATH
TEXHOJIOT1i iHQOopMaIiiiHO1 Ta KibepOe3neKu.

3 — XapaKTepHCTHKA OCBITHBOT MporpaMu

IIpeamerna o6aacrs,
HanpaMm (rajaysb 3HAHb,
cHemiaabHICTh)

12 Indpopmaniiini Texsomorii
125 KibGepOesneka Ta 3axuct inpopmarii

OpienTamisn ocBiTHLOT
nporpaMu

Ocgitas. 100% o6cary ocBiTHBOT IporpaMy CHPSMOBAHO
Ha 3a0e3NeYeHHs 3arafbHUX Ta ChCHianbHuX ((axoBHX
KOMIIETCHTHOCTEN 3a crienianbHicTio 125 KiGepGesneka Ta
3axXuCT iH(OpMalii BH3HAYEHOTO CTAHJAPTOM BHINOL
ocsitu. [lporpaMa HOCHUTP UPHKIANHWNA  XapakTep,
CHpsAMOBaHa Ha 3a0€3M€UeHHs OTPed PUHKY Mpalli.

OcnoBuuii goxyc
OCBITHBLOT pPOrpaMu Ta
cneniasizamii

Cremianbna ocsita Ta mpodeciiiHa HifroToBKAa B raiysi
IHQOpMAITITHUX TEXHOIOITH.

IligrotoBka (axiBLiB 34aTHUX BUKOPUCTOBYBATH i
BIIPOBAJLKYBaTH TEXHOJIOT1 1HpopMaIIiitHOi Ta
KiOEpHETUYHOT Oe3IIEKH.

Kmouosi CJIOBa; THOOPMALILS, 3ATPO3H,
BPA3JIMBOCTI, 3AXUITIEHICTD, KISEPBE3ITEKA.

Omnuc npenmernoi
obJiacTi

00’ exTn npodeciiinoi 1inNbLHOCTI BUNYCKHHKIB:

ob'ektd  iH(opmaTIzalii, BKIFOYAIOYM  KOMI'IOTEpHI,
aBTOMAaTU30BaHi,  TeJNEKOMYHIKamilimi,  iHopMawiiiHi,
1H(opMaITiiiHO-aHAI THYHI, 1H(popMaIiiHOo-
TEICKOMYHIKalifHI cuctemy, iHdopMamiiini pecypeu i
TE€XHOJIOT1I;

TEXHOJOT1i 3a0e3meveHHs Oe3neky inopmarrii;

MporecH YHIPaBJTiHHI 1H(pOpMAaLiiTHO Ta/abo
Ki0epOe3neKoro 06’ €KTiB, IO MM IATal0Th 3aXHCTY.

Mizi maByamms  migrotoBka  (axiBIiB,  34aTHHX
BUKOPUCTOBYBATH 1  BIPOBAKYBATH  TEXHOJIOTIi
in(opmariiiiHoi Ta/a6o kiGepOesneKn.

Teopermunnii 3micT npeamernof gisibHOCTI

3HaHHA:  3aKOHOJABYOI, HOPMATHUBHO-IIPABOBOI  Ga3u
Ykpainu Ta BUMOT BifIOBITHUX MDKHAPOAHUX CTAHAAPTIB i
MPaKTHK MOX0 341iCHEHHS podecifHoi AisILHOCTI;
OPUHLMINB  CYNPOBOXY  CHCTEM  Ta  KOMIUIGKCIB
inpopmariinoi Ta/aGo kiGepGesmeku; Teopii, Momeneil Ta
OPUHIMINB YOPABIiHHA JOCTYIIOM 10 iH(OpMariiHux
pecypcis; Teopii cucTeM ympaBiiHHSA 1H(POPMALiHHOIO
Ta/abo kiGepOe3nexoro, MeToniB Ta 3aco0iB BHIBJICHHS,




YIpaBJIiHHA Ta iIeHTA(IKA PU3KKIB;, METOAIB Ta 3ac00iB
OIiHIOBaHHA Ta 3a0e3meueHHs HEOOXITHOTO  PIBHA
3aXUIIEHOCTI iHpOpMaLlii; METOIIB Ta 3aC00IB TEXHIYHOTO
Ta KpunrorpaiuHoro 3saxmcry iHpopmauii; Cy4acHUX
iHpopMariifHO-KOMYHIKAIIMHUK ~TEXHOJOTIH; Cy4acHOro
IpOrpaMHO-amapaTHoro  3ale3rmedeHHs  1H(OopMaLiiHO-
KOMYHIKAIIIMHAX TEXHOJOTiH, aBTOMaTM30BaHUX CUCTEM

TIPOEKTYBAHHSL.
MeToan, METOTHKH TA TEXHOJIOTII:
Merowu, METOIUKHA iH(popManifHO-KOMYHIKaIIiiH1

TexHojorii Ta  imm  TexHojorii  3a0e3medycHHI
iH(opmarriitHoi Ta/ a60 kiGepOe3neKu.

IncrpymenTH Ta 0018 IHAHHSS

CHCTEMH DPO3p0oOKH, 3a0€3MCUCHHS, MOHITOPUHTY Ta
KOHTpoJIO iHpopmMariiinoi Ta/ abo kiGepOesmexnu,

CydacHe MPOrpamMHO-anapaTHe 3a0e3MeueHHS
indopMaItiiiHO-KOMYHIKaIiITHUX TEXHOJIOT 1.

OcobauBocti
nporpamn

IIporpama nepenbaqac:

- BHKJIAJaHHd OKPEeMHX IUCUMIUIIH IUKIy IpodeciiiHoi
MATOTOBKH aHTJIIIICEKOI0 MOBOIO;

- mependaveHo B MeXaX HaBYAIbHOTO IPOLECY OTPUMAHHS
cepruikaris BiJl TPOBIMHMX KOMMaHi# B ramysi
inhopMariiiHux TeXHONOT1;

- 3ady4eHHS J0 IIPOBEJCHHSA, CEMIHAPCHKUX, IPAKTUIHUX
3aHATh Ta JaboparopHux poliT, (PaxiBLUB-NPAKTHKIB 3
iHpopManiiiHoi Oe3neKy;

- 3abe3meveHHs YMOB MiATOTOBKU 3700yBauiB BUUIOT
OCBITH Y peabHOMY CepeIoBUIli MaitOyTHBOI ipoQeciitHol
HisUtbHOCTI Ay HAOYTTS BIANOBITHMX KOMIIETEHILIH,
IMIJISXOM OpraHi3allii MpoBeJCHHS MPAKTUK (OpraHi3aliiHa,
BUPOOHMYA Ta MEPEAIUIUIOMHA) Ha (QipMax-MapTHEPIB, 3
MOJKJIMBICTIO ITOIAJBIIOr0 NPaleBIalITyBaHHS.

4 — IlpunaTHicTh BUNYCKHUKIB

JO0 NPAneBIAMTYBAHHA TA NOAANLIIOTO HABYAHHS

IipagaTHiCTH KO
NpauesJIamTyBaAHHA

Bakanasp 3 kibepbesnexu 3a cneyianisayieio ingopmayiina
ma  xibepwemuyna  Oe3nexa  (BUIYCKHWIK)  3JaTHUA
BHKOHYBaTé  Tipodeciiini  poGotm 3a  Jlep:kaBHAM
knacudikaropom mpodeciii JIK 003: 2010:

OcuoBHa:

2139.2 - Mosogmmii aAMIHICTPATOP MEPEXK 1 CUCTEM

Hopaabine HABYAHHS

MOXIMBICTP TNPOMOBKHWTA HABYAHHS 33 OCBITHBOIO
IPOrpaMoI0 IPyroro (MariCTepchbKoro) OCBiTHBOTO —PpIBHA
pumioi ocpitm. Halyrra momarkoBuX KBaligikamiii B
CUCTEMI ICISIIATIIOMHOL OCBITH.

5 — Bukjiaganas T2 oniHIOBAHHS




Buxnaganun
HABYAHHSA

TAa

ITpoGnemHO-0pieHTOBaHE HaBYaHHI. Buxnananms
IPOBOJUTBLCS [EPKAaBHOIO Ta IHO3EMHOI (BHKJIAMAHHS
OKPEMUX JUCLMIUIH MPOBOJUTHCS aHTIMINCHKOI) MOBAMH,
1 ¢opMyloTe mpodieciiiHi KommeTeHii. BukmasanHs
CIIPSIMOBAHO HA 3aCBOEHHA 3HaHb, YMIiHb 1 HABUYOK IS
IOJAJIBIION0 3aCTOCYBaHHA y mpakTuill. OCHOBHUMH
crioco0amMu  mepefadi  3MIiCTYy OCBITHBOI IMPOrpamMm €
IPOBEJCHHA  JIEKIiH,  CEMIHApChKUX,  MPAKTUYHUX,
IHIUBiTyanbHUX, JAa0OpaTOPHUX 3aHATh, KOHCYJIbTALIL,
PO3B’sA3aHHS CUTYalIHUX 3a/1a4, TECTYBAHHS, MIPE3EHTALl,
O3HayioM4a, BUpoOHMYA, TP TUTIIOMHA TPAKTHKH.

OuinoBaunns

OninroBanHg  cpopMOBaHMX KOMIIETEHLIM IMiJ 4ac
KOHTPOJIBHUX 3aXOXiB, AKi nepex0aueHi Ii€0 OCBITHBOIO
IPOrpaMor0 3a3HaveHi y HaB4danbHOMY IuUtani. Kpurepii
OL[IHIOBaHHA 3HaHb, YMiHb Ta HAaBUYOK pPO3po0iieHi Y
Bi/INIOBIAHOCTI JI0 YMHHOTO 3aKOHOAABCTBA Ta BHUCBITJIEHO Yy
TIOJIOXKEHHI TIPO OpraHi3alil0 OCBITHBOTO TMPOLECY Y
JepxaBHOMY YHIBEPCUTETI iH(opMaLiHHO-
KOMYHIKAIHHUX TEXHOJIOTIH.

6- Ilporpamui kommerenmii

Iurerpannna
KOMIETEHTHICTHL

31aTHICTh PO3B’SI3YBAaTH CKIAAHI CIEMiadi3oBaHi 3a7adi Ta
IpaKTU9HI IpoOieMH y rany3i 3a6e3nedeHns Kibepbesneku
Ta  3axucry  iHQopMmamii, 1m0  XapaKTepH3YEThCs
KOMIUIEKCHICTIO Ta HETIOBHOKO BU3HAYEHICTIO YMOB.

Jaraanni
xommeTeHTHOCTI (3K)

3K 1. 3parHiCTh 3aCTOCOBYBATH 3HAHHSA Y MPAKTUYIHHX
CUTYaIIisSX.

3K 2. 3panus Ta po3yMmiHHSA IpeaMeTHOi o6Gmacti Ta
po3yMiHHS ipodecii.

3K 3. 3parHicTs mpoQeciiiHo CHUIKYBAaTHCS JEPKABHOIO
Ta 1HO3EMHOI0 MOBaMM K YCHO, TaK i IHCHMOBO.

3K 4. BMmiHHS BUSBIATH, CTaBUTH Ta BHPIOIyBaTH
npo6iieMH 3a npodeCiiiHuM CIPAMYBaHHSIM.

3K S. 3parmicte [0 momiyKy, oOGpoOjicHHS Ta aHami3y
tadopmartii.

3K 6. 3pgarHicTh peanizyBaTé CBOI TipaBa i 000B’I3KH 5K
YjieHa CYCIILIbCTBA, YCBIAOMITIOBATH LIIHHOCTI
IPOMAISHCLKOrO (BUIBHOTO JEMOKPATHYHOTO)CYCIIIbCTBA
Ta HEOOXIJHICTH MOTO CTaJlOr0 PO3BUTKY, BEPXOBEHCTBA
IpaBa, 1Ipas i CBOOO ] JIHOJUHY i TPOMaIHIHA 1 YKpaiHi.

3K 7. 3patHicTs 36ep1ram Ta IPUMHOXXYBATH MOPAJIbHI,
Ky’J'IBTypHI HayKOBl I[IHHOCTI 1 JOCSITHEHHS CYCITUILCTBA Ha
OCHOBi PO3YMIHHS iCTOpii Ta 3aKOHOMIPHOCTEH PO3BHUTKY
npeaMeTHoi oOnacti, ii MicHg y 3aranbHiil cUCTeMi 3HAHb
IPO MPHUPOAY 1 CYCHIIBCTBO TA Y PO3BHUTKY CYCHLIBCTBA,




TEXHIKM 1 TEXHOJOTril, BUKOPHUCTOBYBAaTH PI3HI BUAM Ta
(dopMH pyX0OBOi aKTUBHOCTI Uil aKTUBHOI'O BiJIIOYMHKY Ta
BEICHHS 3JI0POBOT0 CIIOCO0Y KUTTSL.

@axoBi KOMmeTeH il
(I1II)

IIIT 1. 3patHICTE 3aCTOCOBYBATH 3aKOHOJABYY Ta
HOPMATHBHO-TIPAaBOBY 0a3y, a TakoX JEpKaBHI Ta
MDKHApOJIHI BHMOTH, TPAKTUKA 1 CTAHIAPTU 3 METOIO
3mificHeHHs — TipodieciiiHoi  misUIbHOCTI B ramysi
iH(popMariifHOoi Ta KibepOe3neKky.

IIIT 2. 3parHicth A0 BUKOPWCTAHHA iH(pOpMAaLiiHO-
KOMYHIKAIIfHIX TEXHOJIOTiH, CYyJYaCHUX METOJIB 1 MOJIeNeH
iropmMartiiinoi Ge3nexu Ta kibepOe3neKu.

I 3. 3parHicTh 0 BUKOPUCTAHHSA MPOrpPaMHUX Ta
IpOrpaMHoO-anapaTHuX  KOMIUIEKCIB  3aco0iB  3axXucTy
iHpopMarii B 1H(pOpMaNiHO-TEIEKOMYHIKAII HHIX
(aBTOMATU30BAHUX) CUCTEMAX.

IIII 4. 3patHicTs 3a0e3nedyBaTd HETEPEPBHICTH Oi3HECY
3TiJHO BCTAHOBIEHOI MOJNITHKM  1H(OpMamiliHOI Ta
KibepOe3neKu.

IIII 5. 3paruicts 3abe3newyBaTyl 3axucT iHQopmamii, oo
00pobIsIETHCA B iH(OpMaLiifHO-TEICKOMYHIKAIITHIX
(aBTOMAaTU30BAHUX ) CHCTEMAax 3 METOI peami3amii
BCTAHOBJICHOI MOMITHKY iH(OpMAaIiiiHOi Ta KiGepOe3neK.
IIII 6. 3xaTHICTH BiAHOBIIOBATH ITaTHE (PYHKIIOHYBaHHA
iH(popMaIiiiHKX, iH(pOpMAaLiITHO-TETEKOMYHIKAIIHIX
(aBTOMATH30BaHMX) CHCTEM IICHS peai3aiii 3arpo3 ,
3aificHeHHd Kibeparak, 300iB Ta BiMOB pPi3HUX KJAaciB Ta
TIOXOKEHHSL.

III 7. 3parmicte BOpOBaKYBaTH Ta 3abe3medyBaru
()YHKITIOHYBaHHS  KOMILIEKCHUX CHUCTEM  3aXHCTY
iHpopmartii (kOMITIEKCH HOPMAaTHBHO-TIPABOBHX,
OpraHizamifiHix Ta TEeXHIYHHX 3aco0iB 1 METOIB,
IPOLEAYP, NPAKTHYHUX IPHUHOMIB Ta iH.) .

III 8. 3parmicte 3AIMCHIOBATH TPOLUECAYPH YIPABIIHHA
IHIMICHTaMI, TPOBOJWUTH PO3CIiAyBaHHA, HANaBaTH im
OLIIHKY.

IIIT 9. 3parHicTh 3ailicHIOBaTH NMpogeciiiHy MiSIbHICTE HA
OCHOBI BHPOBALKEHOL CUCTEMHA yHApaBJiiHHSA
ingopmaitiiiHoro Ta KiGepOe3nEKOO.

I 10. 3parHICTH 3aCTOCOBYBATH METOAU Ta 3acoOu
KPUITTOrpadivHOro Ta TEXHIIHOTO 3axucTy iHpopMalii Ha
00’ exTax iHGopMaIiiHOT JiSTHHOCTI.

IIII 11. 3patHiCT, BUKOHYBATH MOHITOPUHI IIPOLECIB
(YHKIIiOHYBaHHS iH(popMariiiHux, i opmartiitHo-
TEICKOMYHIKaiiHuX (aBTOMAaTU30BaHKUX) CHCTEM 3TLIHO
BCTAHOBJICHOI MOIITHKH iH(popMaLiifHOi Ta KiGepOe3IeKu.
I 12. 3narmicts aHaNi3yBarTW, BUSBIATH Ta OLIHIOBATH




MO>KJIVBI 3aTPO3H, YPA3JIUBOCTi Ta AeCTA0LII3YIOU] YHHHAKH
indopmariiiHoMy npocropy Ta iHGOpMaIIiHUM pecypcam
3TiHO 3 BCTAHOBJICHOK TIONITHKOI iH(OpMaLiiiHOi Ta
KiGepOe3neKu.

Ilporpammi pe3y/ibTaTH HABYAHHS

IIPH 1. 3acrocoByBaTyl 3HaHHS AEPKaBHOI Ta IHO3EMHUX
MOB 3 METOI0 3a0e3leueHHs e(EeKTHBHOCTI mpodeciinoi
KOMYHIKaITii.

IIPH 2. OpranizoByBatu BIacHy npodeciiiny MisIbHICTb,
obupatd ONTHMAJIbHI METOAU Ta CHOCOOH pPO3B’I3yBAHHSI
CKIIAJIHAX CHCIANi30BAHMX 3adad Ta MPAKTHYHHMX
npobneMy npodeciiiHiif IIIBHOCTI, OLHIOBATH IXHIO
e eKTUBHICTb.

IIPH 3. DBukxopucroByBaTé pe3yibTaTH CaMOCTIHOTO
TIOIIYKY, aHAII3y Ta CUHTE3y iHGOpMAIi 3 PI3HUX [HKEpe
Wis  epEeKTUMBHOrO pIOICHHA CICIiali30BaHUX 3a1ad
npodeciiiHoi TigIbHOCTI.

IIPH 4. AmnanisyBaty, apryMeHTYBaTH, MpHAMATH
pilleHHsT TIpA PpO3B’S3aHHI CKIAAHMX CIICI[iali30BaHuX
3a/1a4 Ta IIPaKTUYHUX mpolieM y npodeciiiHiil JisIbHOCTI,
SKI XapakTepU3YIOThCS KOMILUICKCHICTIO Ta HENOBHOIO
BU3HAYCHICTIO YMOB, Bi/ITIOBIAATH 38 PUHAHSATI PIllICHHS.
IIPH S. ApanryBarucs B yMOBaX 4acTOi 3MIHM TE€XHOJIOTM
npodeciiinoi  AIIBHOCTI,  MPOTHO3YBATH  KiHIEBHH
pe3yJbTar. '

INPH 6. KputudHo OCMHCIIOBATH OCHOBHI TeEOpii,
NPUHLIUAIKY, METOIM 1 MIOHATTS Y HaBYaHHI Ta mpodeciiimiii
JISUTBHOCTI.

IIPH 7. JlisTv Ha OCHOBI 3aKOHO/AABYOI T4 HOPMATHBHO-
npaBoBoOi 0a3y YKpaiHu Ta BUMOT BiIIIOBIHUX CTAHAAPTIB,
TOMY HYHCJII MDKHApOJHMX B Tany3i iH(opMmariiHoi Ta
KibepOe3nexu.

IPH 8. Torysarm npono3uuii 10 HOPMAaTHBHHUX akKTiB
moa0 3a0e3neueHas iH(popMaIliitHoi Ta Kibepbesreky.
HPH 9. BmposamkyBaru npoliecH, mo O0a3yiOThcsa Ha
HAIOHAIbHUX Ta MDKHAPOMHHX CTAHAApTaX, BHABICHHS,
inenTudikaiii, adamisy Ta pearyBaHHI Ha IHIUICHTH
1H(popMaIiitHoi Ta KiGepOe3meK.

IIPH 10. BuxonyBaty aHamis Ta JACKOMIIO3HIIIIO
1H(QOpMaLIITHO-TEIEKOMYHIKAI[IMHUX CHCTEM.

IMPH 11. BuxonyBarm aHaimi3 3B’M3KiB  MixX
iH(popMaiitHIMU npoLecaMu Ha BiJIANIEHUX
O0YHCTIOBAIBHIX CHCTEMAX.

ITPH 12. Po3poGastu MoJieni 3arpo3 Ta MOPYIIHUKA.

IMPH 13. ApmanisyBatu mnpoekTd  iH(OpMAIifHO-




TEIEKOMYHIKALIHHIX CUCTEM 0a3yro4nCh Ha
CTaHJAPTU30BAHUX TEXHOJIOTSAX Ta MPOTOKONAX Iepenavl
JAHVX.

IIPH 14. Bwupimysartud 3aBHAHHA 3axMCTy MporpaMm Ta
inpopmanii, w0 o6pobGuserscss B iH(OpMAaIiHO-
TEJEKOMYHIKAIHHUX CHCTEMaxX MNPOrpaMHO-aiapaTHUMI
3aco0aMy Ta JABaTH OI[HKY AKOCTI MPUITHATUX PIIICHb.
ITPH 15. BuxopucToByBaT# Cy4acHe IpOorpamMHoO-anaparte
3abe3neducHHs iH(POPMAIITHO-KOMYHIKAI[ITHIX TEXHOJOTIHA.
IIPH 16, Peani3oByRaTH KOMIUIEKCHI CHCTEMH 3aXUCTY
inpopmanii B  aBromarm3oBaHux  cucTemax  (AC)
opragizamii  (THANpPUEMCTBA)  BIANIOBIAHO JTO  BHUMOT
HOPMAaTUBHO-TIPABOBUX JOKYMEHTIB.

nPH 17. 3abe3meuyBaTd MPOLECH 3axXUCTy Ta
(YHKI[IOHYBaHHS indopmartiiiHo-TeIeKOMYHIKaLi THIX
(aBTOMATH30BaHKX) CHCTEM HA OCHOBI IPAKTHK, HABUIOK Ta
3HaHb, W00 CTPYKTYPHHX (CTPYKTYPHO-JIOTTYHHX) CXEM,
TOIOJIOTTi MEPEeXi, CydJacHUX apxIiTeKTyp Ta MOJEIeH
3aXUCTy CIEKTPOHHHX  iH(OpMaliliHMX pecypciB 3
BiOOpaKEeHHSAM  B3a€MO3B™S3KIB  Ta  iH(pOpMaLiMHMX
HOTOKiB, TMPOIECIB U BHYTPIMHIX 1 BiJJaleHUX
KOMIIOHEHT.

IPH 18. BuxopucTOBYBAaTH MPOTPaMHI Ta NPOrpamHoO-
amaparHi KOMIUIEKCH 3aXHCTy iHQOpMaIifHuX pecypciB.
IIPH 19. 3acrocoByBaru Teopii Ta METOAU 3aXWCTy JUIA
3abe3meucHHd Oesmekd iHpopMmanii B iH(opMamiiHo-
TEJIEKOMYHIKAIIMHAX CHCTEMAX.

IPH 20. 3a6e3neuysary (QyHKI[OHYBaHHSA CIELIAILHOIO
IIporpaMHOro 3abe3reueHHs, MO0 3axucTy iH(popmanii
BiJ pyHHYIOYMX [POrpaMHKX BIUIMBIB, pyHHYIOUHX KOJIB B
indopmaniitHO-TeNIEKOMYHIKaLIHUX CUCTEMAX.

TPH 21. Bupimysaru 3ana4i 3a0€31I€9eHHS Ta CYIPOBOAY
(B.T. uHMCHi: OTJIAJ, TECTYBAaHHS, MiA3BITHICTh) CHUCTEMH
YOpaBIiHHA JOCTYIOM 3TiJHO BCTAHOBJIEHOI IOJITHKA
Gesmexku B iHQopMmanifirmx — Ta  iHQOpMariiHO-
TeJIEKOMYHIKAiffHIX (aBTOMATH30BAHUX) CUCTEMAX.

IIPH 22. Bupimysaru 3ana4i yIpasiiHHA OPOLIEAypaMu
inenTngikanii, asrenTudikanii, apropuzanii MPOUECIB 1
KOpHCTYBa4iB B  IH(OpMALIMHO-TENEKOMYHIKAIIAHAX
CHCTEMAXx 3TiHO BCTAHOBJIECHOI MOJITHKY iHpopMaLiitHoi 1
KiOepOe3neKu.

IPH 23. PeamnizoByBard 3ax0Au 3 MPOTHIII OTPUMAHHIO
HECAHKI[IOHOBAHOT0 JAOCTYITY [0 iH(pOopMaIiiiHiX pecypcis i
npouecis B imdpopMariiimmx Ta  indopmariiino-
TeJIEKOMYHIKaifHuX (aBTOMAaTU30BaHUX) CUCTEMAX.

TPH 24. Bupimysaru 3ama4i yIpaBliHHA JOCTYIOM JIO




iH(popMariiHuX pecypciB Ta nporecis B inopManiiaux Ta
iH(popMaNifiHO-TeTeKOMYHIKAIfHUX  (aBTOMATU30BAHMX)
CHCTCMAax Ha OCHOBI MOJENeH YIPaBIiHHA JOCTYIIOM
(MaHIaTHHX, JUCKPELiHUX, POIbOBHX).

IIPH 25. 3abesneuyBaru BBEACHHS ITiI3BITHOCTI CUCTEMH
YOPaBIiHHA JOCTYIIOM O eNEKTPOHHMX iH(pOpMAaIiitHux
pecypceiB i mpoueci B iHbopMartiitaux Ta iH(opMariifao-
TEJICKOMYHIKAIfHUX  (aBTOMATH30BAHMX) CHCTEMaX 3
BUKOPHUCTaHHAM JKYPHAIIIB peecTpartii moaiii, ix anamizy ta
BCTAHOBJICHUX MPOLIEAYD 3aXUCTY.

IIPH 26. BopoBamxyBarm 3axomm Ta 3aesnedyBaru
peamizalil0  MIPONECiB  MOMEPEUKEHHS  OTPUMAHHIO
HECAHKI[IOHOBAHOTO JOCTYNY 1 3aXMCTy iH(OpMALiiiHuX,
inopManiiiHO-TeNEKOMYHIKAIHUX ~ (ABTOMATH30BAHUX)
CHCTEM Ha OCHOBI €TaJIOHHOI MOJEI B3aEMOIi BIIKPUTHX
CHCTEM.

IIPH 27. BupimyBary 3ama4i 3aXdCTy IOTOKIB JaHUX B
1HpopMaITifiHIX, iH(popMaIiiHO-TeTeKOMY HiKaIiiHX
(aBTOMAaTH30BaHMX) CHCTEMAX.

ITPH 28. AnanizyBaTul Ta IPOBOUTH OLIHKY €()EKTUBHOCTI
Ta DIBHA 3aXMOICHOCTI PECYpCiB pi3HMX KIACiB B
iHpopMaliiHuX Ta iH(pOPMALiMHO-TeTeKOMyHIKAiHHITX
(aBTOMATH30BaHMX) CUCTEMAX 3TIAHO  BCTAHOBJICHOI
HOJITUKY iH(popMaLiiiHoi i KibepOe3neKn.

IIPH 29.  3npilicHroBaté OI[HIOBAHHS  MOXKJIMBOCTI
peamizariii NOTEHIIMHMX 3arpo3  iHdopmamii, mo
o0pobuserscs B ITC ta epextrsHOCTI BuKopucTanHas K33 B
yMOBax peaiizaliii 3arpo3 pi3Hux KiIacis.

IHPH 30. 3npilicHroBaTd  OMIHIOBAHHS  MOXJIMBOCTI
HECaHKI[IOHOBAHOT'O NOCTYILY ity €JICMEHTIB
iH(popManiiiHO-TeNCKOMYHIKAI[IHIX CHCTEM.

IIPH 31. 3acrocoByBaT Teopii Ta METOMM 3aXHCTy s
3a0e3meyeHHs  Oe3nekw  eneMeHTiB  inopmamiiiHo-
TEICKOMYHIKALIHHIX CUCTEM.

IIPH 32. BupimyBaru 3amadi ympaBiiHHI POLECAMHU
BiJHOBJICHHS IITaTHOTO (yHKIIOHYBaHHS iH(OpMaIiiiHO-
TEJIICKOMYHIKAIINHMX CHCTEM 3 BUKOPUCTAHHAM TPOLEAYP
pe3epByBaHHA 3T1AHO BCTAHOBJICHOI MOMITHKH OE3IIEKH.
IPH 33. Bwupimysatu 3amaui 3a0e3eaeHHS
HEMEPEPBHOCTI OI3HEC TPOIECiB OpraHizanii Ha COHOBI
TEOpii PU3HKIB.

ITPH 34. IlpuitMatir yyacTh y po3poOlili Ta BIPOBAHKEHHI
crparerii  iHdopmauiiiHoi Oe3meku Ta  KiGepOesneku
BIATIOBIJHO [0 LiJeH i 3aB/IaHb OpraHi3alii.

IIPH 35. Bupimysatu 3amadi 3a6e30eueHHs Ta CyIpOBOAY
KOMILUIEKCHHX CHCTEM 3axHcTy iH(opmaiii, a Takox




TPOTH/IIi HECAHKI[IOHOBAaHOMY JOCTYIY 0 iH(GOpManiiiHuX
pecypciB i mpoueciB B iH(popmariiiHux Ta iH(popmariiiHo-
TeJIEKOMYHIKAIIHNX (aBTOMATU30BAHMX) CICTEMAX 3TiTHO
BCTaHOBJIEHOI NOMITHKH iH(pOopMaIiiifHoi i kKiGepOe3rneku.
IPH 36. Busgsidaru HeOe3MEUHi CUTHAMM TEXHIYHUX
3aco0iB.

ITPH 37. BumiproBaru mapaMeTpu HeOE3METHNX CUTHANIB
JUISL TEXHIYHMX KaHAJIB BUTOKY iH(oOpMallii Ta BU3HAYaTH
e(peKTHUBHICTE 3aXWCTy BiJ BUTOKY iH(opMaiii BiAIOBIAHO
JI0 BAUMOT HOPMATHBHUX JOKYMEHTIB CHCTEMH TEXHIYHOTO
3axucTy iHdopmariii.

IIPH 38. IarepoperyBatd pe3ydbTaTd IIPOBEINCHHSA
CHELiaNbHUX BHMIPIOBAHb 3 BHKOPHUCTAHHAM TEXHIYHUX
3ac00iB, KOHTPOJIO  XapakTepHCTHK  iH(opmaiiiiHo-
TEIEKOMYHIKAIIifHMX CHCTEM BiANOBIAHO [0 BUMOT
HOPMATHMBHUX JOKYMEHTIB CHUCTEMH TEXHIYHOI'O 3aXHCTY
iagopmariii.

ITPH 39. ITposoauTH aTecTamnito (CIupaoYrch Ha 00K Ta
OOCTEKEHHSL) PEXUMHHX TEPUTOPIM  (30H), MPHUMIINECHB
TOIMIO B YMOBaX JMJOJACPXKAHHI PEXKUMY CEKPETHOCTI i3
¢ikCyBaHHSIM PE3yIbTATIB Y BIAIOBIIHUX JOKYMEHTAX.
ITPH 40. 3a6e3rnieuyBaTéi HEMIEPEPBHICTH MPOLIECY BEAEHHS
JKYpPHAIIB peecTpariii moAiifi Ta I{HIMIEHTIB HAa OCHOBI
ABTOMATH30BAHUX ITPOLIEAYD.

IIPH 41. BropoBamkyBaté  OpOLECH  BHSBJICHHS,
imenrudikaigii, amamizy Ta pearyBaHHS Ha IHIUICHTH
indopmariiinoi 1 kibepOe3reKy.

IMPH 42. 3acTocoByBaTH HAaIliOHAJIbHI T4 MDKHAPOAHI
peryymorodi aktu B cdepl indopmaiiiiHoi Oesmeku Ta
KiGepOesmeku 19 PO3CIiIyBaHHS 1HIMACHTIB.

ITPH 43. BupimysaTu 3a1a4i 3a6e31I€UeHHs HENIEPEPBHOCTI
GisHec TmpOIECiB OpraHi3amii Ha OCHOBI BCTAHOBJICHOI
CHCTEMH YIpaBlinHg iH(GopMaliiiHOIO GE3MEKOI0, 3riIHO
BITUM3HAHMMKM T4  MDKHApOAHMMHM  BHMOTaMH 1
CTaHIApTaMIL

IIPH 44. 3acrocoByBaru pi3HI KJIach TOJNITHK
indopmartitinoi G6esmexn ta Kibepbesmexu, mo 6a3yroTHCH
HA  PUSHK-OPi€HTOBAHOMY  KOHTPOJI  JOCTyHmy  JO
iH(popMAaITiiTHIX aKTUBIB.

IPH 45. 3nilicHioBary aHami3 Ta MIHIMI3AIi0 PU3KKIB
00poOkH iH(opmarii B 1H(OpMALIITHO-
TEEKOMYHIKAI[IHIX CHCTEMaX.

IPH 46. Bupimysaru 3agadi 3axucTy iHQOpMaIii, mo
o6pobisierbest B iH(MOpMaLifHO-TeIeKOMYHIKAIIHHIX
CHCTEMAX 3 BUKOPHCTAHHSIM CyJacHHX METOJiB Ta 3aco0iB
KpuITorpadidaoro 3axucry iHpopmarii.




IIPH 47. BukoHyBaTH BHIPOBAKCHHS Ta MHIATPUMKY
CUCTEM BHSBJICHHS BTOPrHEHb Ta BHKOPHCTOBYBATU
KOMIIOHEHTH KpunrorpaiaHoro  3axucry - s
3a0e3rneyeHns HeoOXiJHOTO PIBHA 3aXUIIeHOCT] iHGopMaii
B iH(OpMAITHHO-TETEKOMYHIKAIHHMX CHCTEMAaX.

IIPH 48. 3a6esmeuyBaru HaJeKHE (QYHKLIOHYBaHHS
CHCTEMH MOHITOPUHTY TH(GOPMAIIHIX peCcypCiB 1 MPOIIECIB
B iH(OopManiiHO-TENEKOMYHIKaI[I M HIX CUCTEMAaX.

IIPH 49. 3abe3neuyBary (pYHKIIOHYBAHHS TPOrPaMHUX Ta
OpOrpaMHO-anapaTHUX KOMILUIEKCIB BUSIBJICHHS BTOPTHEHB
pi3HUX PIBHIB Ta KJIaciB (CTaTUCTUYHMX, CHUTHATYPHHX,
CTATHCTUYHO-CUTHATYPHUX ).

IPH 50. IligrpuMyBary  Tpane3fgarHiCTb 1@
3abe3medyyBaTy  KOHQIrypyBaHHA CUCTEM  BHUSBJICHHS

BTOPTHCHb B iH(pOopMaIiitHO-TEIEKOMYHIKALITHUX
cHCTEMaXx.

IMPH 51. BuxopucroByBaru IHCTPpYMEHTapiii i
MOHITOPUHTY MPOLIECIB B 1HpopMariiiHo-

TEJICKOMYHIKALIMHAX CUCTEMaXx.

IIPH 52. BupimyBaru 3a/a4i aHaui3y NPOrpaMHOro KOomy
Ha HASIBHICTH MOMKIMBUX BPa3IUBOCTEH.

OPH 53. VYceimommoBard IIHHOCTI TPOMAaJiCBKOTO
(BIIBHOTO JEMOKPATHUYHOTO CYCILIHCTBA Ta HEOOXITHICTH
JOro CTajoro poO3BHUTKY, BEPXOBEHCTBA IIpaBa, NpaB i
cBOOO I JIFOMHHM 1 TpOMaJITHIHA i YKpaiHL.

8 — Pecy

pcHe 3a0e3meueHHs peagizanii mporpamu

Kanpose 3a0e3neuennsn

I'pyma 3a6e3neuenns cremianbHocti 125 KibepOesneka ta
3axuct iagopmamii chopMoBaHa 13 HUCIA HAYKOBO-
[1e1arorigHux TIPariBHUKIB HaBYATHhHO-HAYKOBOTO
incTuryTy 3axucry indopmarii. KinpkicHUA Ta SKICHUIA
CKJIaJ| TPYIIHY BiIITOBIJAXOTH JMIEH31HUM BUMOTaM.

MarepiajibHo-TeXHIuYHE
3a0e3medeHHs

TeopeTuuni  3aHATTS  TPOBOIATHCA B Cy4acHHUX
KOMIT'FOTEPHHX KJIacaXx Ta CHeIiali30BaHUX J1a0dopaTopiix,
gKI OCHAIIEHI CIIeIiadi30BaHMMU anapaTHO-IPOrpaMHUMUI
3aco0amu.

Jlns mpoBeACHHA TPAKTHIHHUX Ta JIa0OpaTOPHUX 3aHATH 3
MeTO (OpMyBaHHS CIEIATFHHX KOMIIETEHTHOCTEH 3i
cnetianpaocTi 125 Kibepbesnieka Ta 3axucT iHGopMaiii
OIl «Iudopmamina Ta  KiOepHeTMuHa  Oe3meka»
BUKOPUCTOBYIOTHCS cnetianizoBaxi naGoparopii
YHIBEPCUTETY, SIKi OCHAMCHI CyJaCHUMU KOMII FOT€paMu Ta
MPOTpaMHO-aiapaTHUMU KOMILIEKCAMHL.

HABUAJIbHA  JIABOPATOPISI ~ AKAJIEMIUHMI
LIEHTP KOMITETEHIIM IBM «KIBEPIIOJIITOHy




JlaGoparopis npu3HAa4Y€Ha ISl TPOBEICHHSA IPAKTUYHUX
3aHATh 3  BUKOPHUCTAaHHSIM  IPOTrpPaMHO-arapaTHUX
komiiekciB: IBM  QRadar SIEM, IBM i2 Analyze
Notebook Premium, Tenable Nessus Professional, ESET
Protect. Jlo3Bosie BiAnmpanbOBYBaTH HABUYKU po0OOTH Yy
Ilenrpi 3abesmeuenns kibepOesnexu (Security Operation
Center) 3 BHKOPHUCTAHHAM TEXHOJNOTiA MOHITOPHHTY,
BUSBJICHHS, aHANi3y Ta pearyBaHHS Ha KiOepiHUMOCHTU B
KOPIIOpaTUBHUX iHPOPMALIIHIX CHCTEMAX.

HABYAJIbHA JIABOPATOPIA KPUIITOTPAPIYHOTO
3AXUCTY HA BA3I TEXHOJIOI'TA «ABTOP»
JlaGoparopis BUKOPHUCTOBYETHCA JUTSE BUBYCHHS
CremianizoBaHuX 3aco0iB KpUNTOrpa(iqHOro 3aXHUcTy Ha
6azi mpoxayktie kommanii ABTOP — mapthHepa kadenpu
Iadopmartiitnoi Ta kibepHeTuynoi Oezmexn. Kpim Toro, y
naboparopii TPOBOAATHCS TPEHIHTH 3 BUKOPUCTAHHAM
kpunrrorpadiuaux  3aco0iB  3axucTy iH(popMmaiii B
iHpopManiiiHO-KOMYHIKAI[IMHUX ~CHCTEMAX, BIPTYaIbHHUX
mpuBaTHUX Mepexxk VPN, enekTpoHHOro nuQpoBoro
HiArmIcy Ta iHQPacTPyKTYPH BIIKPUTUX KIHOUIB.
HABYAJIbHA JIABOPATOPIA BE3ITEKHU
THOOPMAIMHO-KOMYHIKALIMHIX
TEXHOJIOI'TH CISCO

JIaGoparopis mpu3HAYeHa 9 BUBYECHHA TEXHOJOTIH
mepexeroi 6esnexku CISCO Ta ceprudikamiifiHux Kypcis Bij
nmaptHepa kadenpu Inopmariiinoi Ta KiGepHETUYHOI
oe3nekn — kommanii CISCO: Introduction to Cybersecurity,
CCNA  Security, CCNA Cybersecurity Operations.
JIaGoparopis cTeopena 3a crpusansg kommanii CISCO.
HABYAJIbHA JIABOPATOPIS IIEHTP VIIPABJIIHHSA
THOOPMAIIMHOIO TA KIBEPBE3IIEKOIO
(SECURITY OPERATION CENTER)

JlaGoparopis npu3zHa4YeHa IS IIPOBEICHH 3aHATh 3 [IMTAHb
aHanizy, oOpoOku Ta ayaury iHpopmariiiHoi Oe3NeKku 3a
nomnomoroo SIEM-cucteM Ta MpOrpaMHUX CKaHEPIB THILY
Nessus Ta Kali Linux. KpiM TOro, no3Boiii€e BUBYATH
METOAM YIPABIHHS PU3MKAMKW HAa OCHOBI METOOJIOTIMH
CRAMM, OCTAVE ta RiskWatch y BiamoigHOCTi 10
BUMOI MODKHAPOJHMX CTaHAApTiB 3 1H(QOpMauiiHOi Ta
Ki0epOe3mneKu.

Indopmaniiine Ta
HABYAJILHO-METONHYHE
3a0e3nmeueHHs

Bci  gucominiiHM  HaBYANBLHOrO IUIaHy  3a0e3medeHi
iH(popMariitHIMuI Ta HABYAJIbHO-METOAMIHUMU
MarepiagaMu, 3aco0aMu CUCTEMH TUCTAHIIIMHOTO HABYAHHS
Moodle y T.9. mocTymoM A0 €JEKTpOHHOI OibmioTeku
Jlep kaBHOTO YHIBEPCUTETY tH(popMarIiitHo-
KOMYHIKaIiTHIX TEXHONOT1H.




9 — AkageMiuHa MOOLILHICTD

Hamionaibaa
KpeIuTHA MOOLIbHICTD

HasBHiCTh IBOCTOPOHHIX JOTOBOpIB MDK Jlep:KaBHUM
YVHIBEPCUTETOM iH(pOpMAaIiiTHO-KOMYHIKaLi THUX
TEXHOJIOTiM  Ta  3aKjajaMM BMINOi OCBITH YKpaiHu
3a0e3reuye HAiOHATbHY KPeIUTHY MOOLIbHICTS.

MiskHapoaHa KpeaWTHA | 3MICT  HABYAHHA  BiAMOBINA€  CBITOBMM  OCBITHIM

MOOLIbHICTD CTaHIapTaMm, MO J03BOJILE NPUMATH y4acTh y IporpaMmax
MOABIMHUX JUTIOMIB Ta OYTH KOHKYPEHTOCIIPOMOXKHUM Ha
CBITOBOMY PHMHKY Ipalii.

Hapuanns inozemunx | [lepenbauntn HaBwyaHHsS iHO3eMIiB Ta oci6  Oe3

3100yBa4iB BHINOT | TPOMAIHCTRA.

OCBITH




2. Iepestik KoMIOHEHT oCcBITHLO-POdeciiinol mporpamu Ta ix Joriuna
HOCJIAOBHICTH

2.1. 3mMicT MIArOTOBKH 32 OCBITHHOI MPOrPAMOI0 KOMIIETEHTHOCTI Ta
pe3y/ibTaTaMH HABYAHHA

Ne g . Pesynprar
oL Jucimrutiza Mudp KommeTeHTHICTD SER
1. Tuxn AUCHMILTIN 3araJbLHOT MAroOTOBKH
1. Buma maremarnka 3K11.1.06 3K2 ITPH2
2 Sactocysaian igopuanjiito- 3K11.1.09 3K2, T2, TIPH2, TIPHS
TEJICKOMYHIKaIifiHUX 3ac001iB
: : 3K1, 3K7, I1PH6, TTPH33,
3. 3acamy BiIKpUTTSA BIAcHOTO OizHecy 3K11.1.04 [IPH 53 [IPH34
: . 3K1, 3K6, :
4. dinocodis 3K11.1.03 IIPH 53 ITPH3
5. Inozemna moBa * 3K11.1.05 3K3 TTPH1
6. | NPAIHCEKA MO 33 MpOdecifmM | g o) 3K1, 3K3, 3K7 I1PH3, [1PH6
CHPSIMYBaHHAM
e 5w 3K1, 3K6,
7 I'pynosa muramika i KOMyHiKamii 3K11.1.01 IPH 53 ITPH3, ITPH6
CouianbpHo-eK00T4Ha 6e3mexa 3K1 3K6, 3K7,
8. KUTTEISUTBHOCTI 3K11.1.08 ITIPH 53 MPHZ
9 HopmatuBHO-mipaBose 3a6e3nedeHHs 3K11.1.07 3K2, 3K3, 3K5, [TPH1, TTPH7,
' iH(opmaniiinoi 6e3nexu o 11, TIPH 53 ITPHS, TTPH9
10. dizuka 3K11.1.10 3K2, 3K7 ITPH2
11 Teopis iHdopmarii Ta konysaHHS 3K11.1.11 BKZ’EHI%SZ: ST, TIPH2, TTPH36
12 Cranpapru indopmaniiinoi Ta 3K11.1.12 3K1, 3K3, 3K5, ITPH1, ITPH7,
' Kibepbesnexn ' o III1 [TPH8
2. Muxn aucuamiin npodeciiinoi Ta MPAKTHYHOI NiATOTOBKH
1 Teopis ki i cUrganis B TT11.2.01 3K2, 3K5, 3K7, ITPH2, TTPH36,
" | HdopmaiiiHoMy Ta KibepnpocTopax - 112, TIPH37, TIPH38
2 TTpHKIa/IHE TPOTPaMyBaHHS MI11.2.02 | 3K2,3K5, T2, | LIPS, [IPH3L,
ITPH52
3. Anapa'm'l Ta IIpOrpamui 3a§f)6n [11.2.03 3K2, TIII2, ITPHS, TTPH24,
KOMITIOTEPHOI 1HKEeHepii TTPH31
. ITPHS, ITPH24,
4, Onepauiiini cucremu II111.2.04 3K1, ITI12, TIPH31, [TPHA0
AHaJri3 Ta ouiHKa ypasIuBOCTEH SK1, 3K4, 3K5, LIFED, TIFHS,
-9 iﬁ AopmaiGany: creren I111.2.05 T1118, T1I110, ITPH18, TIPH28,
pMAT TIIT1 1, TTI012 TIPH51
6. 3axuCT BiJ NIKiJUTMBOTO MPOrPaMHOro I11111.2.06 3K1, 3K4, ITI15, [TPHS5, TTPH14,




3acoly 1116, ITT19 I1PH18, TIPH20,
‘ [TPH49, TTPH51,
ITPH52
7 TIpHKTaaHa KpUITTONoris TMI11.2.07 | 3K2,3K7, 1m0 | LPH3L IIPH4G,
ITPH47
CucTeMa MEHEIKMEHTY 3K2, II12,
8. i opMartiiinoi Gesnexn N 2.0 ITPH 5, TTPH 8 [PH33
. 3K2, 3K5, T1I12, ITPHS, ITPH11,
9. XMapHi TEXHOIOT1] I111.2.09 IIT11 [IPH17
ITPHS, ITPH7,
ITPH15, TTPH16,
10 KomMnnexcHi cuctemu 3axucTy 112,10 3K1, 3K4, 3K5, TIPH21, TTPH27,
: 1H(popMmarrii - IIIT1, T3, TI17, | TIPH29, ITPH35,
TTPH39, TTPH43,
TIPH48, ITPH50
11, Il yHui ieTenex MH11.2.11 3K2%§1m2 [IPHS, TIPH17
[TPH12, TIPH14,
3K2, 3K4, T1I15, ITPH15, TIPH21,
12. besnexa Web-pecypcis ImI111.2.12 I1ITe, IIT11, ITPH23, TTPH25,
I1112 ITPH27.ITPH49,
TTPHS51, TTPH52
TeopeTndHi OCHOBH 3aXMINEHHX ITI;PI—IEI% rgplgzzg’
13. i 1HHO-KOMYHIKAI[ HIX 1111.2.13 3K2, 3K5 2 : i
Hq}opMauTeXHonor}ilﬁ . HH 25 TIPH31, ITPH32,
TTPH48
[TPH7, TTPH 14,
Iporpamui KOMILIEKCH 3aXUCTY ITPH16, TTPH18,
14. aBTOMATHU30BaHMX CHCTEM BiJ I10111.2.14 3KI%1’1%< é;_,ml'fé‘[?;, ITPH21, [TPH24,
- HECAHKIiOHOBAHOTO MOCTYITY ’ ITPH26, TTPH30,
ITPH 50
. : I1PH4, TTPH12,
15. Teopis pusmkis I111.2.15 3K2, 3K5, TII18 TIPH19, [TPH23
ITPH11, TTPH15,
ITPH18, TIPH21,
3K2, 3K3, 3K4, ITPH22, TTPH23,
_ III12, 1174, 115, | TIPH24, ITPH25,
16. SIEM cucremu Im111.2.16 T8, TIT9, TIPH27, TTPH2S,
TI111, TI112 ITPH29, ITPH 40,
T1PHA43, TIPH4S,
I1PH 47, TTPH 51
3K1,3K3,3K4, | 1Pt IIPHS,
OcHoBn 3axucty KoH(IneHIIHHNX 1111, ITI14, I1116 .HPHI >, LIPEZD,
17. II111.2.17 pe ot > | IIPH23, TIPH24,
aHuX 1118, T1I19,
11, TI2 TTPH27, TTPH30,
£ ITPH43
IMPH10, ITPH11,
3K1, 3K3, 3K4, [IPH13, ITPH15,
13 OcHoBM 6e31eKy KOMITHO TEPHUX [I111.2.18 3KS, IIT1, TI12, 17, ITPH21,
' MEpex il 110114, III15, 1116, | TIPH22, ITPH 23,
IIi1, 112 ITPH 25, TTPH 26,

1IPH 27, TTPH31,




ITPH32
" 3K2, 3K5, IIT1, ITPH4, ITPH19,
19, Iomituku 6e3nexu I1r111.2.19 T4, TTI1S, TIPH22, 28, [TPH44
ITPH6, ITPH 15,
20. | IndpactpykTypa BiZKpHTHX KITIOUiB I11111.2.20 BKE, %%%rmL ITPH 22, TIPH28
I1PH 46, TTPH47
3K1,3K2, 3ks, | LIPHIS, IIPH2I,
3K7, TIII1, TIIT6, | LiH 23, TIPH24,
21. [udposa kpumiHamicTHK M1111.2.21 o e | [TPH28, TIPH34,
‘ T1I18, TITT10,
iy, ez | PPEALIREG,
’ ITPH45
2. OsalioMua npaxTaKa MIT11.2.22 3K1, 3K4 Lk, PR,
ITPH7
2. Bupo6ima mpaTaka MI11.2.23 3K1, 3K4 T
24, INepenaumioMua mpakTuKa I111.2.24 3K2, 3K4, 3K5, HPHZA: %?)II{{Z’,]’ TIPH
. e, 3K1, 3K2, 3K4, |TIPH2,IIPH3, ITPH
25. Ksanidikamiiina po6ota Im111.2.25 3K, [T11, 4, TIPH 6, [IPH7
26. ITincymxoBa arecraitis
3. Jlucummiing BiabHOTO BuOOpyY cTyaeHTa
1. | Mucimruiiza BinkHOTO BUGOpY CTYHeHTa
2. | AwciummiHa BUTSHOrO BUGOPY CTYAEHTA
3. | Mucupmutiza BitbHOTO BU6OPY CTyIEHTA
4. | Jucimmniza BUTSHOTO BUGODY CTyEHTa
5. | Mucupruinza BibHOTO BUGODY CTyHeHTa
6. | Mucipmiiza BUTbHOTO BUGOPY CTyIEHTa
7. | Mucipuiiza BitbHOTO BUOODY CTyIeHTA
8. | Jlucimiuiiza BisbHOTO BHOODY CTYAEHTA
9. | Hucipiiza BibHOrO BUGODY CTYIEHTA

*InozeMHa MOBa y HaBYAIPHHUX IUIAHAX JII iHO3eMIIIB Ta oci6 0e3




2.2. [lepenix xommonent OI1

Kon v/n KomnionenTu 0cBiTHBOI mporpamu Kinekicts Dopma
(HaBYabHI TUCLMILIIHY, KyPCOBi IIPOSKTH (poborn), KpeauTis ITIICYMK.
NPaKTHKH, KBadidikaiiiiaa po6ora) KOHTPOJTIO
1 2 3 4
OGoB’si3koBi kKommnonenTn Ol
3K11.1.01 Buia matemarrka 12 Sadtik,
Icur
3K11.1.02 3actocyBaHHs iHQOPMALIHHO-TEIEKOMYHI KAl HHIX 3 3anik
3ac00iB
SKILLO3 | 3acamm BiZIKPUTTS BIACHOTO Gi3Hecy 3 Sanix
3K11.1.04 q)iHOCO(biSI Icrar
3K11.1.05 3auik,
Inozemna moBa 10
Icnut
3K11.1.06 Ykpainceka MOBa 3a TPOQeCiiHIM CIpAMyBaHHIM 3 Sanix
3KIL1.07 | pynoBa TuHaMIKa i KOMyHIKaIii 4 Saix
3K11.1.08 ComianbHO-eKONOTiUHA GE3NeKa KUTTE T sUTBHOCTI 3 Iciur
3K11.1.09 Hopwmatusro-nipaBose 3a6e3neuenns indopmariinoi 4 Icrar
Oesnexu
3K11.1.10 Dismxa 3 3amix,
Ienur
3K11.1.11 Teopis inopmariii Ta koxysanHs 4 Icrat
3K11.1.12 Cranzaptu iHdopmaniitHoi Ta kiGepbesmexu 3 Icour
MIT11.2.01 Tfaopia KiJI i curHaniB B iH(opMaiiitHOMy Ta 5 Icmut
KibeprpocTopax
IMT11.2.02 | Ipukiiagse nporpamMyBaHHS 10 3anik, Icnur
11IT11.2.03 | AmaparHi Ta mporpamai 3aco6u KOMITIOTEPHOI iHKeHepii 5 3anik
| I1111.2.04 | Onepauiiini cucremu 6 Icnut
TM111.2.05 | AHasi3 Ta oniHKa ypasnMBOCTEH iHOPMAIIARIX CHOTOM 4 Icut
I11111.2.06 3axXMCT Bijl NIKIZUTMBOTO TPOrPAMHOTO 3aC06Y 3 3anik
I111.2.07 | lpukniagua KpUNTOIOTis 8 3anik, Icnur
I1111.2.08 | Cucrema MeHeKMEHTY iH(OPMALIHOT 6e3MeKH 3 3aik
IM111.2.09 | Xmapsi TexHon0rii 3 3anik
I11111.2.10 | KoMmieKCHI CHCTEMH 3aXUCTy iHopManii 10 3anik, Icnmr
IM111.2.11 | IItyyswmii iHTenexT 3 3ajiik
[IIT11.2.12 | Besneka Web-pecypcip ! Icninut
11213 TCOPG”I.‘I/I‘{H‘iUOCHOBI/I SAXHIEHNX iHGopMartiiHo- 4 3amik
KOMYHIKAI[i HHUX TEXHOJOTIH
TIT11.2.14 HporpaMgi KOMIUICKCH 3aXHCTY aBTOMATH30BAHAX 5 Icnur
CHCTEM Bi/l HECAHKIIIOHOBAHOTO IOCTYITY
IMI11.2.15 | Teopis pusukis 3 3aik
I111.2.16 SIEM cucremu 4 Icnut
[I111.2.17 | OcHoBY 3axuCTy KOH(DIASHIIHHNX faHUX 4 Icrut
I10111.2.18 | OcHOBH Ge3neKy KOMITIO TEPHHX MEPek 4 Icrar
IM111.2.19 | Tonituky Ge3nexu 3 Icriut
IT111.2.20 | IndpacTpyKTypa BiOKpHTHX KIHOYIB 5 Icniat
IMM111.2.21 | Iudposa xkpumMinamicTrKa 5 Icriut
I10111.2.22 Osnatiomua npaxTrka 3 3anix




IM111.2.23 | BupoGuuya npaktuka

3aiik

IMT11.2.24 | TepenauiuioMna mpakTika

3aiik

1111.2.25 | KBanidikauiiina poGora

HincymkoBa arecraris

3araabumii 06¢sr 060B’A3KOBUX KOMIIOHEHT:

QR [ [ N | NN

Bubipkori komnonenTn OIT

Jvcumnina BiIbHOTO BHGOPY CTyIeHTa

Jwucupriniza BislbHOro BUOOPY CTyIEHTA

Jucupniiza BitbHOro BHOOPY CTyAeHTa

Jucumniina BibHOrO BUGOPY CTyIeHTa

Jlucumrimiza BiTbHOTO BHOODY CTyIeHTA

Jycumiutiza BiTbHOTO BUOGOPY CTyAeHTa

Jucummnniza BiTbHOTrO BUOOPY CTyeHTa

Hucumniiing sinpHOrO BHGOPY CTYeHTA

Jucupmnina BimbHOTO BUGOPY CTYaeHTa

3arannHuii o6csr BUGIPKOBHX KOMIIOHEHT:

60

3ATAJTbHUH OGCAT OCBITHLOI IIPOTPAMMI

240




2.3. CtpykrypHo-noriuna cxema OIT

ceMecTp

3
ceMecTp

4
cemMecTp

L I e T——
sincHoroBnGopy | | BinkHoro BuBopy
=L

5
cemMecTp

Aveunnnina _ Bucwannina
et | Lt sinstoro susopy BiftaHoro BUGOPY
®)  ciydewra v W?;;ﬂd

| nonmam
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6
cemectTp

 Bucumnnina
BiflbHOrO BUGOPY

e

7
cemMecTp

ceMecTp

- nuomnnmanmemowmma
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3. ®opma aTecranii 3100yBauiB BHIOT ocBiTH

Dopmu amecmayii
3000y8au4ie suujoi

Artecrariis 3100yBavis BHINO] OCBITH 37ilicHIOETBC Y dopMmi
nyOniYHOro 3axucry kamidikamiiigoi poGotH Ta 3a

ocgimu HAsBHOCTI €IMHOTO JNepiKaBHOro KBatiikamiiHOro icrmry
(EAKD).
Keanidikanitina poGora Mmae mnepenbaduty po3s’s3anHs
cremianizopaHoi 3amaui B ramysi  indopmariiinoi Ta
Buwmozcu oo KibepOe3neKu.
keanighixayiiinoi | Mae 6ytn nepesipeno Ha miariar Bigmosinso «IlonoKenHHs
pobomu Ipo 3amobiraHHs akageMivHOMY Iutariaty y JlepikaBHOMY

YHiBEpCHTETI iHPOPMAII HHO-KOMYHIKAIi fTHIX TEXHOJIOT L.
OnprnofHEHHS Ha CAMTI.
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S. Matpuus 3a6e3nevenns MPOrpaMHHX Pe3y/IbTATIB HABYAHHS (I'PH)
BIANOBIAHHME KOMIOHEHTAME OCBITHLOT Iporpamu

—

TIBH T
TIPH =
TPH3 | o
TIPH 4
TIPH3
fPH e 41, °
TP 7
TP § s
TP o
TP 10
TP 11
TIPH 13
TIPH 13
TIPTL 14
TIPH15
TIPH 16
TIPH 17
TIPH 18
TP 19
TIPH 20
TiPH 21
TIPH 32
TP 53
TP 24 PR A
TP 53
11PH 56
TIPTL 27
TIPH 28
TIPH 25
TP 30
TIPH 51
e
[ZEE B
17PH 34 .
TP 35
TIPH 36 R -
TiPH 37
TIPH 38 o
TIOH 30
TIPH 40
TIPH 41
TIPH 42
TTPIT 43
TIPH 44
TIPH 45
TP 46 =
TIPH 47
TIPH 45
TIPT 49
TIPH 50
[TTEH 51
TP 52 - =

3KI1.1.01
311,102
3K11.1.03
3K11.1.04
311,106
o BK1L107
311,108
3K11.1.09
3K11.1.10
KLLLIL
o BKILLI2
1,201
112,02
TIM111.2.03
111,204
11,205
11111.2.06
11207
Jrm.2.08
1200
111,210
2
nmi1.2.12
1213
12,14
1215
112,16
Jmi217
111218
1219
11220
1221
22
223
1224
225

o [3K11.1.05

e
e
®
°
°
°
°
°
°
°
°

°
°
°
°
°
L]

°
°
3
°
°
°
3
®

.
®
olojofole
°
°
°

Iapanr ocBiTHBOY nporpamu
Houent xadenpn 1H(popManiitHoi Ta KibepHeTHYHO] Gesnexu
HapuansHo-HaykoBoro iHCTUTYTY 3axmCTy iHpopMarii
HepxasHoro yHiBepcuTeTy TEICKOMYHIKALi

Kaugunar siiicpkosux HayK, HOIEHT Cepriii TAXOB



PETIEH3IA-BIAT VK
Ha OCBiTHBO-TIpo(eciiiiy mporpamy
«[HOOPMAIIMHA TA KIBEPHETHYHA BE3IIEKA»
32 crienianbricTio 125 «Kibep6esneka 1a 3axmer indopmariin
nepuroro (6axKanaBpChKOro) piBHS BUINOI OCBITH

Binmosinuo o crawmapty BHIOT oCBiTH I nepmoro (6akanaBpcrkoro) pisHs
BUIOI OCBITH B JlepiKaBHOMY YHIBEPCHUTETi TemeKxoMyHIiKaIii po3pobIIeHo OCBITHIO
nporpamy (OII) «Indopmaniiina Ta kiGepuermuna Gesnexa» 3a crnemiansaicTio 125
Kibepbesneka Ta 3axucT indopmanii.

- Po3zpobnena ocBitus Iporpama BpaxoBy€ BUMOIH CTaHIapTy, CTEHKXONAEpiB Ta
3n00yBadis. [l HOCATHEHHS pe3ynbTatTiB Hapuanus B OIl 3asHaveHi sarambmi Ta
CHCMianbHi KOMIETEHTHOCTI /I OTPUMaHHA piBHA GakanaBpa 3a 3a3HAYEHOIO
CIIenianbHiCTIO.

Iinp oCBITHROT IIPOrpaMy KOPEMIOETECS 3 CYYACHAMH BEMOTAMH I0 daxiBIiB 3a
JIAHOIO CIEIIaNbHICTIO, 4 caMe, IIAroToBKa (axiBuiB, 37aTHAX BUKOPHCTOBYBAaTH i
BIIPOBA/DKyBAaTH TEXHONOTIl KibepOesmexm. Peanmizamis Takux BAMOT MOXTHBA, 33
PaxyHOK TOTyxHOI MarepianbHo-Texmignoi Gasu kadempu «ladopManiiinoi Ta
xiGeprernuHol Gesmexwy». J[Ig IMATOTOBKH (axiBmie ~ CTBOPEHO HABUANLHY
nabopartopiro «Akamgemidanii HeHTp KoMIeTenmili IBM «Kibeproniromn», axa go3pomnse
BiANpPaNBOBYBAaTH HABHYKH PoGOTH y MeHTpi 3abesnedenHs KiGepbesmexu (security
operation center) 3 BAKOPHCTAHHAM TEXHOJIOTIH MOHITOPHHTY, BUSBIICHHS, aHANI3Y Ta
pearyBaHHs Ha KiGepiHIMAEHTH B KOPIOPATUBHEX iH(POPMAIHIX CHCTeMaX.

3 BBeNEHHAM B Zil0 OKpeMuX mpodeciitnux CTaHAapTiB OCBiTHA mporpama
pO3BHBAac IPaKTHYHI HABMYKH i BMIiHHZ y MaiiGyTHIX OaxamaBpiB 3a (axoM.
YHIKaNEHICTE TPOTpaMu 3po6NeHo 3 aKNEHTOM Ha BUBYCHHS Ta amMiHiCTpyBaHHA
cacTeM KibepGesnexu B iHGOpMamifHUX cHCTeMax opranizaniit. B OIl Bu3HaveHo
3araibHi Ta CIeliabHi KOMIICTEHTHOCTI, Ha AKi OPi€HTOBAHO HABYAHHS B paMKax gaHol
IporpamMu; Po3poOIEHO CTPYKTYPHO-NOTIYHY CXEMy B3a€MO3B’S3KiB T4 JIOTIKH i
MOCIINOBHOCTI BHKNAJAHHA HABYANBHHX JUCHAINH. B  oceiTaii nporpami
nependadero 45 xpexuTiB Ha BEGIpKOBi mucHMmIinY, SKi obuparorsca 3100yBavaMu
A bopMyBaHHS TX iHAUBIMyaNBHOT OCBITHEOT TPAEKTOPIL.

BpaxoBylo4un BUKJaeHe 3a3HAYAI0, IO OCBITHA nporpama «ladopmariiina Ta
xibepreTHuna Gesmexa» MiATOTOBKE 3106yBadin nepioro (6akanaBpchKoro) pispa
BUIIOI ocBiTH, Ha mornan TOB «CITOH I'PVII», simnosimae CTaHmapTaM BHIIOL
OCBITH YKpaiHu i MOXe BUKOPHCTOBYBATHCS IS MiITOTORKH ¢axiBIiB creniasbHOCTI
125 «Kibepbesneka Ta saxmeT indopmanii».

T.».0. lupexropa
TOB «CITOH I'PVII»




Penensis-Biaryx
HA OHOBJIEHY OCBITHIO IIpOrpamy
«Indopmaniiina Ta kiGepHeTHaHa GezmeKn»
nepuioro (0axka/JaBpcbKoOro) piBHsi BUIIOT 0CBiTH
3a cneniasbHicTIO 125 KibGep6esneka Ta 3axuct indopmanii

IIpencrasneHa Ha pereHsito ocBiTHA nporpama «IHpopmariiina Ta KibepHeTHYHA
6esnexa» (manmi — OIT) mepioro (6aKaTaBpchKoro) PiBHS BUINOI OCBITH HO3BOJISIE
AOCATHYTH Iilb HaBYaHHS IiArOTOBKA (axiBIiB 3MaTHUX BUKOPUCTOBYBATH |
BIIPOBA/DKYBATH TEXHOJIOTI] iHpopMariiinoi Ta/abo KiGepOesmeKkd Ta IMiaroTOBHTH
BHCOKOKBaJIi(pikoBaHMX (haxiBIiB 3i crmemiansHoCTi - 125 Kibepbesneka Ta 3axucr
iHpOpMaIii.

Citin 3a3Ha9uTH, IMO pEIeH30BaHa OCBITHS IIPOrpaMa 3a OCBITHIM CTyIIEHEM
«baxayiaBp» HampableHa Ha MOCHIeHHs mpodeciiinoi opientanii daxiBmiB y cdepi
3abesnevenns KibepGesmmeku Ta 3axucTy iHGoOpMarii, mo 3abesnedye GopMyBaHHS y
CTYNEHTiB (YHIAMEHTALHAX 3HAHb, BMiHb Ta HABHYOK BHKOPUCTAHHS Cy4YacHHX
TEXHOJIOT1H 3a0e3nedeHHs KibepOe3neK.

BusHaueHi KOMIIOHEHTH OCBITHBOI IPOrpaMy ITOBHICTIO bopmyIoTh 3HAHHS,
MPaKTH9HI YMIHHS | HaBHYKH, HeoOXimHi cywacHOMY (axiBuesi 3 Kibepbesneku Ta
3axucTy iHQopmarii. ¥V mnpexcraBnenmx kommonenTax OIII BKIIOYEHO 60K
O0OB’A3KOBUX Ta BUOIPKOBHX KOMIIOHEHT IiArOTOBKH 3100yBaviB BHIOI OCBITH.
HasiBHICTE B OCBiTHi# mporpami 6J10Ky BiTbHOro BUGOPY Ha/ae MOYKIIHBICTD peasnizarii
0COGHUCTICHOTO noTeHIiany 3100yBada OCBiTH, HOTo iHTEpeCH, TOTPe6HU Ta MOTHBALIIIO,
110 T03BOJIIE HOPMYBATH iHAMBINYaIbHY OCBITHIO TPAEKTOPIIO I ATOTORKY.

B uinomy, mpexcraBieHa Ha peleH3iI0 OCBiTHS Iporpama, BpaxOBYE HOBITHI
TeHZACHUII y cepi KibepOesneku Ta 3aXUCTy, PO IO CBiAUUTE ITOTY>KHa MaTepialbHO-
TexHiYHa 6a3a yHiBepCHTETY, IO CIIPUSE i ATOTOBII BUCOKOKBaJi(hikoBaHMX (axiBIiB,
AKi OymyTh 3aTpebyBaHi Ha pHHKY IIpaIli.

BpaxoBytoun BuKaJeHe 3a3Hadaro, MO OCBIiTHS Hporpama «Iadopmariiiina ta
KibepHeTHYHA Ge3mekay IMiArOTOBKH 3700yBadiB MepIIoro (GakayaBpCchKOro) piBHS
BHIIOI OCBITH JIO3BOJIAE SIKICHO TOTyBaTH (BaxiBLiB cremiaisaocTi 125 KibepGesmneka
Ta 3aXUCT 1HPOpMAIIil.

T.B.0. mupexropa

TOB «Cmaptcy» Enyapn I'PIHBEPT"




