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3AT'AJIBHI ITOJIOKEHHA

AOGITYpI€HT 3 OCBITHIM CTYNE€HEM (OCBITHbO-KBaII(hIKAIMHAM PIBHEM) Marictp
(CrewiasicT) MOBUHEH

3IHATH:

metoan 3abe3neueHHs kibepbesneku iH(popmawiiHUX cucreM Ha 00’ekrax
iH(opMaIiiHOT AISTEHOCTI,

TEXHOJIOT1] 3a0e3medeHHs KibepOe3nekn iHpopMaiitHuX KOMIT FOTEPHUX MEPEIK;

TEXHOJIOT1 KpunTorpagiqyHoro 3axucty ingopmartii;

METO/IY NpOTHU/Iii TEXHIYHAM KaHATaM BUTOKY iH(pOpMaIi;

oprasizaiiiiti 3acaim 3axyucty 1HpopmManii;

METO/I BUSBJICHHS 3aKJIaJHUX MPUCTPOiB NPUXOBAHOTO 3HATTS 1H(OpMAaLi;

METO/IM YIpaBIiHHS 1HPOPMALIIITHOIO OE3MEKOI0;

TIOJIITHKY 1H(OopMaliiiHoi 6e3mneky;

METO/I CTBOPEHHS Ta yNPaBJIIHHS TIAPO3AUTIOM 1H(opMaIiitHoi Oe3rneku.

BMiTH:

3aCTOCOBYBATH, pO3pOOIATH Ta YAOCKOHATMIOBATH CydacHl 1H(opMauiiHi
TexHojorii, (Gi3u4Hi Ta MaTeMaTH4Hl MOJEJI, @ TaKOXX TEXHOJOrli CTBOPEHHS Ta
BHKOPUCTAHHSA NPHKJIAAHOrO 1 CHEiali30BaHOr0 MPOrpaMHoro 3abe3neyueHHs y cdepi
iHdopMaliiitHOI Ta KibepOe3neKH;

PO3pOOJIATH Ta BIPOBA/KYBATH HOPMATHBHI JTOKYMEHTH, MOJOKEHHS, IHCTPYKIIii
i BUMOTHM TEXHIYHOTO Ta OpraHi3amifHOro copsMyBaHHA B cdep! iH(opMamiiHoi Ta
KiGepOe3 ek,

JAOCHIKYBATH, pO3POONSTH 1 CYNPOBO/DKYBATH  METOAM Ta  3aco0M
iHpopmMmartiiinoi Ta kibepOesrnekd Ha o00’ekTax IHPOPMAUIAHOI JISUIBHOCTI Ta
KPUTHYHOI IHPpacTpyKTypH;

aHa/li3yBaTH, pO3POOASATH 1  CYNPOBO/DKYBATM  CHCTEMY  YIPaBIIHHSA
iHdopmarriitHoto Ta kidepOe3nexkor opraHizauii;

JIOCITI/KYBATH Ta 3a0e3redyBaTH Oe3rmepepBHicTh Oi3Hec/onepaliifHuX MpoLeciB
3 METOK) BHM3HAYEHHS BPa3IHBOCTCH 1HQOPMAIIHHUX CUCTEM Y BLANOBLAHOCTI A0
NOJNITUKY 1HpopMaliitHoi abo kiGepOe3nexu opraHizanii;

KOHTPOJIOBATH Ta 3a0e3medyBaT¥l CHCTEMY YIpPaBIiHHA JOCTYIIOM [0
iH(opMalifHUX pecypciB 3riJHO BCTAHOBIECHOI CTpaTerii i MOJITHKH 1HQOPMALIHHOI
abo kiGepOe3nexku oprauizarii;

JOCIIDKYBaTH, PO3POOJIATH Ta BIPOBALKYBATH METOAM 1 3aXOAHM TMPOTHALL
KiOEpIHIIMACHTaM;

JAOCHI/DKYBATH, PO3POOIATH, BIPOBAHKYBATH Ta CYIIPOBO/DKYBATH METOIM 1
3aco0M KpunrorpadgiuHOro Ta TEXHIYHOrO 3axucTy 1HQopmamii Ha 00’ €KTax
iH(pOopMaLIIITHOT JiSTbHOCTI Ta KPUTHUYHOI tHYPACTPYKTYPH;

aHaji3yBaTu, po3poOIsSTH 1 CYNPOBOJKYBATH CUCTEMY ayIUTy Ta MOHITOPHHIY
eeKTUBHOCTI PYHKIIOHYBAHHS iHPOpMALIHHHUX CUCTEM 1 TEXHOJIOTIH.



MPOI'PAMA ®AXOBOTI'O BUTTPOBYBAHHS

Po3ain 1.
MeToau Ta Texnosorii kiGepGesnexu

1.1. Meronn 3ale3neuenns kiGepGesnexu iHdopmaunilinux cHcTeM Ha
00’exkTax indopmauiiinol xisabHOCTI

Bu3nayeHHs kmo4oBHX ¢akTopiB 3abe3neycHHs KibepOesneku Ha ocHoBi NIST
Cybersecurity  Framework. Bugu BpaznuBocreit  iH(oOpMaIifiHMX  CHCTEM.
OpranizamiiiHi Mipd OILIHKM PH3MKIB iH(pOpMAmifHKX cHUCcTeM. MeToau BHSBJICHHS
3arpo3 B in(opmaniiiHiii cucremi. 3aco6u ynpastinHs KiGepOe3NeKOK Ta yrpaBiiHHs
nofismu. JHxepena oTpUMaHHA JaHUX U aHani3y moAid B indopMalifiHUX cucTeMax.
Meroau BusiBICHHS iHIMIEHTIB. MeToau po3CiiTyBaHHs KiGepiHIMIEHTIB,

1.2. Texnosori¥ 3a0e3nevyeHHS ki0epOe3nexkn ingopmanifinux
KOMII’IOTEPHHX MeEpPeK.

Buau 3arpo3 Ta ix HacjaiAky B iHGOpMALiHHHX KOMIT IOTEPHHX Mepexax. XMapHi
TexHonorii B 3a0e3neueHHi KkiOepOesnekn. TexHonorii 3axucry mnepuMerpa
iH(popmaltiiiHoi Mepexi. TexHonorii 3abe3nmedeHHs Oe3neku web-pecypei. CydacHi
TEXHOJOrli ympaBiaiHHA JocTynoM no iHdopmaiiiiHoi Mepexi. TexHomorii
3a0e3reueHHs 0€3MEKH KIHIEBHX TOUYOK.

1.3. Texnouorii kpunrorpagiunoro 3axucrty indopmanii

CydacHl CHUCTEMH KpUIITOrpa@pidyHOro 3axucty iHdopmauii. Tunu kpurroarak.
OcHOBHI MpUHUMNKM NOOYIOBH 1 aHaTi3y Kpnmorpa(blqﬂnx CUCTEM 3a IX
npu3HayeHHAM. OCHOBHI KJIaCH 1 BHUAM KPUIITONPOTOKOMIB. 3arajibHa Kiacu@ikais
atak Ha nporokoiau. CTaHaapTH KPUNTONPOTOKOJIB B [HTEpHETI.

Po3xin 2.
MeTtoan Ta 3aco0H TeXHIYHOro0 3aXHCTy indopmauil

2.1. Meroaun nporuaii TeXHi9HAM KaHAJIAaM BHTOKY iHdopmanii

Texu1uH! kaHanu BUTOKY iHGopMalii. BU3HaYeHHS TEXHIYHOTO KaHATy BUTOKY
iHpopmauii. Buau kxananiB Butoky iHdopmanii. [IpyunHyn BUHUKHEHHS TEXHIYHHX
kaHamB BUTOKY 1H(popmaryi. KaHamum Butoky Bi3yalbHOi iHGopmariii. Meroau
npoTuaii BUTOKY Bi3yanbHoi iHpopmariii. Kananu sBuroky MoBHOI iHpopmMaliii. Metoau
npoTuali BUTOKY MOBHOI iH(opmaiii. MarepiadipbHO-PeUoBl KaHaJIAd BUTOKY
iH(popmauii. Metoau nmpoTuaii BUTOKY iH(poOpMaIli MarepiaibHO-PEHOBHM KaHAJIOM.
Kananu Butoky iHdopmaiii, mo oOpoOnseTscs B TEXHIYHUX 3acobax. Meromu
npoTuaii BUTOKY 1H(opMaIlii, 1o o6poOas€eThCa B TEXHIYHHUX 3aco0ax.

2.2. Opranizaniiini 3acagn 3axucry indopmamii



O6’ext indopmanitinoi aissbHOcTi. [lopsmok kareropitoBaHHs 00'€KTIB
1H$popmauiiiHoi aisuibHOCTI. Opranizamis 3axucty iHdopmalii B aBTOMAaTH30BaHUX
cuctemax. OpraHisaliiiHi Ta TEXHIUHI aCMIEKTH PO3MEKYBaHHS AOCTYNY Ta KOHTPOIb
3a IOCTYIOM B 1H(GOpMaLIHHIA CUCTEM] 3aXMIIEHOTO TOKYMEHT000iry. BripoBamkeHHs
Ta €KCIUlyaraimis cucTeM 1 3aco0iB  aBTomaru3oBaHoi o0poOku iHdopmamii 3
oOmexennm goctynoM. Komruieke TexHiunoro 3zaxucty indopmamii, KommiekcHi
cucTeMHM  3axucTy iHGopwMmaiii. [lopazok mnpoekTyBaHHs Ta  BIPOBAKEHHSN
KOMILUIEKCHHUX CHCTEM 3aXHUCTy iH(hopMaliii.

2.3. Meroay BHABJIEHHS 3aKJIaAHAX HNPHCTPOIB MNPHXOBAHOrO 3HATTH
iHopmanii.

Knacudikauis 3akiaJHUX MMPUCTPOIB NIPUXOBAHOTO 3HATTS iHdopmarti. 3akmanHi
NPHUCTPOI 3 MNepeda4erd 1o pajiokaHalny. 3akjagdHi NpUcTpoi 3 Mepeaadero 1o
NpOBIZHMM KaHanaM. JleMackyioul O3HaKM 3aKiagHuX npuctpois. Kinacudikauis
3ac001B BUSIBJIEHHS Ta JIOKaTi3allil 3aK1aHuX OpucTpoiB. O61agHaHHs IS BUSBIICHHS
3aK/IaiHMX TPHCTPOiB. [HaMkaropu mnons. Amnaparypa paniokoutpomo. [lopsaok
KOHTPOIO Tene(OHHHX JiHIH Ta Kil eIeKTPOXHBJIEHHS. 3aco0M NpHUAyLICHHS
CUTHAJIIB 3aKJIaHUX MPUCTPOIB. Amaparypa HeiHiiHoi nokamii. Crrocodu Ta METOAU
KOHTPOJIO MPUMILIEHb HA BIACYTHICTh 3aKJIaJHUX NPUCTPOIB.

Po3nin 3.
Meroau Ta TexnoJorii ynpasJjinus indopMmaniiiHoio 6e3nexoro

3.1. MeToau ynpasJinns ingopmauiiiHow 0e3nexoro

Knacugikamis MeTomiB ynpaBiiHHA. MeToa HAyKOBOro ympasimiHHA. Meton
a/IMIHICTPAaTUBHOIO YIIpaBiiHHA. MeToa TOACBKUX BIAHOCHH. MeTOa KilbKICHOrO
niaxoay B ympasiminHi. [lpouecHuid migxin B ympasiiHHI. [lepeBaru Ta HeMOJIKU
NpPOLIECHOr0  MiAX0Ay. BUKOPHUCTaHHS NPOLECHOr0 TMiAXOAY B YIPaBJIIHHI
1HpopMaliiiHo Oe3nexorw. CucTeMHUi miaxia B yrpasiinHi. [lepeBaru ta HeONIKU
CUCTEMHOr0 IMiAX0Ay. BHKOpUCTaHHS CHCTEMHOr0 MiAXO0AY B  YIPAaBJiHHI
inpopmaniiiHoro Oeznexoro. CuryamidHuii miaxig B ynpasiiHHi. [lepeBaru Ta
HEXOJIIKM CUTYalIHHOro miaxoay. BHKOPUCTaHHA CHTYalIMHOIO MiAXOAY B YIIPaBJIiHHI
iH(popMamiiHOr Ge3nexoro. BukopucranHs koMOiHaliif pi3HUX MiXO0/IB B YIIPaBIiHHI
iH(OpMaLIHHOIO OE3MEKOI0.

3.2. Hosirnku indopmaniiinoi 6esnexn

Ilousrrs nonituku i”HpopMmarmiiiHoi Oe3mexkn. Llim Ta 3amadi  MOMITHKH
iHpopMamiiiHoi Oe3nexkn. BepxHiii, cepemHiii Ta HWXKHIK PIBHI TONITUKK O€3MEKH.
Po3poOka mnonitukd iHpopMauiiiHol O€3MeKM Ha pI3HUX PIBHAX YHPaBIIHHSL
PamkyBaHHs kopuctyBauiB iH(opMamiiiHux pecypcis. Ceprudikaiis Ta HaBYaHHS
kopuctyBadiB. OCHOBHI 3axomad 3a0e3neueHHS iHGOpPMAIHHOI O€3MEKH 1MOI0
nepcoHany. YnpasiaiHHa pusukamu. Koopauuaiis  mgissbHOCTi B 00JacTi
iH(opmMmaitiitHoi 6e3neku. [lonoBHeHHs 1 po3rnoain pecypciB. CTpaTeriyHe M1aHyBaHHS.
KoHrpons aisasHOCTI B 061aCT1 iHGOpMALIHHOT Ge3neKy.



3.3. Meroau ynpaBiinas miapo3aisiom indopmauiiinoi 6esnexu

Kimrogosi mosumii BinoBifanbHOCTI 3a iHdopMatiiiny Gesneky (CISO, BISO).
Crpykrypa mignopsaakosaHocTi. [lpodine xommerentdocti. Ceprudikaumis CISO,
¢ynkuii CISO. BusnauenHs uncenbHOCTI MiApo3ainy inpopmauiiinoi 6e3nexu. Habip,
BiAOIp, MICISAMIUIOMHA OCBITAa, HABYaHHA MNEPCOHANY Niapo3diny iHdopMmauiitHoi
Oesrexn. diHaucyBaHHs miapo3Auty iHGopMaiiitHoi Gesnekn. TTONOXKEHHS TIPO
CTPYKTYpHI MIAPO3ALUIH, NocafoBi iHCTpykii. CYTHICTH 1 BUIM ayauTy iH(opMaLiiHoi
Oesnickn mianpuemcrBa. Etamu npouecy aymury. MeroaM MNpOBEACHHA —ayaMTy.
ITinroroBka 3BITY 3a pe3yJibTaTaMu ay/uTy.

INEPEJIIK IIMTAHD

Po3nin 1

1. KmouoBi ¢axtopu 3abe3neuenns KibepOesneku Ha ocHoBi NIST
Cybersecurity Framework.

2. Bwuaw ypaznusocreit iHpopMaitnux cucrem.

3. Oprani3aiiiiHi Mip1 OILIIHKH PH3UKIB iH(POPMAIIHUX CUCTEM.

4. Meroau BUSIBJICHHS 3arpo3 B iHopMallifiHiid cucTemi.

5. 3acoOm ynpapiiHHg kiOepbe3nekoro Ta ynpasIiHHS NOIisIMA.

6. Jhxepena oTpUMaHHS JaHUX JUIA aHATI3y MOMdiN B IHPOPMALIIIMHUX CUCTEMAX.

7.  Mertoau BUSABJICHHA IHUMICHTIB KiOepOe3neKu.

8.  Meroau posciiayBaHHs KIOEPIHIMIEHTIB.

9.  Buau 3arpo3 Ta ix HaCaIAKY B 1HGOPMALIIHUX KOMIT FOTEPHUX MEPEKaX.

10. XmapHi TexHonorii B 3abe3neueHHi KibepOe3neKu.

11. TexHosorii 3axucTy nepuMeTpa iHpopmaliiitHoi Mepexi.

12. Texnosorii 3a0e3neueHHs Oe3neku web-pecypceis.

13. CyuacHi TexHOJOTI] YIPaBIiHHAA JOCTYIOM 10 1H(OpMaLIHHOT MEPEX1.

14. Texnosorii 3a0e3redeHHsA O€3TMEKH KiHIIEBUX TOYOK.

15. CyuacHi cucteMu KpunrorpadiyHoro 3axucty iH(popmarii.

16. Turm kpunroarak.

17. OcHOBHI NpuHLMIM NOOYJOBHM 1 aHaj3y KPUNTOrpaiuHMX CHUCTEM 3a iX
APU3HAYCHHAM.

18. OcHOBHI KJIacH i BHJIU KPUOTOIIPOTOKOJIIB.

19. 3aransHa knacudikailis arak Ha MPOTOKOJMN.

20. CradaapTu KpUITONPOTOKOIB B [HTEpHET!.

Po3ain 2
1. TexutHi kaHanu BUTOKY iH(opManii. BusHaueHHS TEXHIYHOrO KaHaly
BUTOKY 1H(Mopmanii. Buau kaHaiiB BUTOKY 1H(popmMariii.
2. Kanamu BuTOKY Bi3yanbHOi iH(popMaii. [NpuuvmHH BUHHMKHEHHA. MeTtoau
OpoTHILL
3. Kawanm Buroky MoBHOI iHQopmawi. [lpuumnm sunukHeHHsa. Meroam
ApOTHIIL.



4. MarepiaibHO-peuoBi KaHaliu BUTOKY iH(opMarlti. [IpudauHy BHHAKHEHHS,
Mertoau npotuaii.

5. Kanaim Buroky iHdopmauii, mo oOpo0aserscs B TEXHIYHHX 3acobax.
I'IpuunHu BUHKUKHEHHS. MeToau npoTuaii.

6. OO6’ext 1HdopmauiiiHoi aisabHocti. [lopsgok kareropitoBanHs 00'€KTiB
IH(pOpMaLTHHOT JISTIBHOCTI,

7. Ilopsamox opraHisaiii 3axucty iHpopmallii B aBTOMaTH30BaHUX CUCTEMaX.

8.  Oprani3auifiHi Ta TEXHIYHI aCTIEKTH PO3MEXYBaHHS JOCTYIY Ta KOHTPOJIb 3a
JAOCTYIOM B 1HGOpMALIIHINA CHCTEMI 3aXUIIEHOT0 TOKYMEHTOO00Iry.

9. Xapakrepuctuka 000B'A3K0BHX e€TamiB poOIT I 4ac BIPOBA/KCHHA Ta
eKCIlyaTauii CHCTeM 1 3ac001B aBTOMaTrH30BaHOi 00poOKH iH(pOpMaLii 3 0OMEKEHUM
JOCTYTIOM.

10. KoMiuieke TexHIYHOro 3axucTy iHdopMaitii.

11. KommaekcHi cucremu 3axucrty  iHdopmamii. [lopamok mpoekrysanus Ta
BIPOBA/DKEHHS.

12. Knacuikams 3aKi1aqHux IPpUCTPOiB MPUXOBAHOTO 3HATTS iH(POPMAILii.

13. 3axjpagHi OpucTpoi 3 Mepenadero Mo paaiokaHany. 3akjJaaHi IPHCTPOi 3
NepeIayero Mo NpoBIIHAM KaHalaM.

14. Jlemackyro4i 03HaKH 3aKJ1aJHUX IIPUCTPOIB.

15. Knacudikauig 3aco0iB BUSBIEHHS Ta JOKali3allil 3aK1aJHIX NOPUCTPOIB.

16. OOnanHaHHs [y BUSBACHHS 3aKJaJHUX MNPUCTPOIB. [HAMKATOpH IIOJIA.
Anaparypa paaioKOHTPOITIO.

17. Tlopsnok KOHTPOJHO TeNePOHHUX JiHIN Ta Kijl €ICKTPOXKHBICHHS.

18. 3acobu npuaymeHHs CUrHaMIB 3aK1aIHUX MPUCTPOIB,

19. Amnaparypa HeniniiiHoi nokauii. ByaoBa Ta NnopsI0K 3aCTOCYBAHHA.

20. Crocobu Ta METOAM KOHTPOJIO TPHUMIIIEHh HA BIACYTHICTh 3aKJIaJIHUX
IPUCTPOIB.

Pozain 3.

1. Knacugikamis meroaiB ynpapiinHi. MeToa HAyKOBOTO YHpaBJIiHHA.

2. Merton aaMiHICTpATMBHOIO YNpaBliHHA. MeToa JIIOACBKMX BiIHOCHH.
MeTtoa KUIBKICHOTO X0y B YIIPaB/iHHI.

3. IlpouecHuii migxig B ynpaBiaiHHl. [lepeBarm Ta HENOIIKM MPOLIECHOTO
niixoay. BukopucranHs npouHecHOro TWIAXOAY B YHpaBliHHI  iHHOPMALIHHOW
6e3MneKor0.

4. CucreMHMid mAX1Z B ynpaBiiHHI. [lepeBaru Ta HEZONIKH CHCTEMHOIO
niaxony. BukopucTraHHS CHCTEMHOTO TIiIXO0AY B YIHpPaBIiHHI 1HPOPMAIIITHOK
0€3MEKONO.

5. Curyamiiinuii maxia B ynpasiiHHI. [lepeBarn Ta HEMAOJIKHU CUTYalliifHOTO
niaxoay. BuxopucrtaHHs cuTyaniiHOro IMHAXOAY B YIpaBiaiHHI 1HGOPMALIHHOK
0€e3MeKoI0.

6. llopsimok BHUKOpPHCTaHHA KOMOIHAMIM PI3HUX INJAXOMIB B  YIIPaBJiHHI
iH(opMaIliiiHOW 6e3MeKoI0.

7. Ilonarra nonituky iHpopmauiiiHoi Oe3nexu. Limi Ta 3agadi MOMITHKH
1HpopMaIliitHol 6e3neKH.



8.  Bepxniii, cepeaHiit Ta HIDKHIN PiBHI NOMITHKH Ge3neku. Po3poOka moaiTvku
iH(opMaLiifHOi Oe3eKH Ha PI3HUX PIBHAX YIIpaBIiHHIA.

9. Metomn  pawxyBaHHS  KOpHCTYBa4iB  iH(OpMallifiHMx  pecypcis.
Ceprudikauis Ta HABIaHHA KOPUCTYBAUIB.

10.  OcuoBri 3axo1u 3a0e3neueHHs iHMOpMaLiitHOi Ge3eku 00 nepcoHany.

11. VYnpasninas puzukamu. KoopauHanis aisiabHOCTI B o6acTi iHdopmariitnoi
O€3MeKu.

12. Crpareriude IiaHyBaHHS MiSUTBHOCTI Tiapo3iiy iH(opMariiHoi Ge3neki.
IlonoBHEHHS 1 PO3IMOLT PECYPCIB.

13. KoHtpous aisisHOCTI B 0051aCTi iHGOPMaLiiiHOi Ge31IEKH.

14. Kmrowosi mosuimii BiANOBIAAIBHOCTI 3a iHGopmariiiny 6Gesneky (CISO,
BISO).

15. Crpykrypa nianopsiakosanocti. [Tpodiae xommerentnocti. Ceprudikanis
CISO, ¢pynkuii CISO.

16. BusHayeHHS 4UCENBbHOCTI MiAPO3/LTY iH(MOpMALIHHOI Oe3meKH.

17. Habip, Binbip, micAsaMNIOMHA OCBITA, HAaBYAHHA IMEPCOHANY MiAPO3AiNY
1H(popmaLiiHOi Ge3neKu.

18. Tlopsaaok iHaHCYBaHHS MiAPO3ALNY iH(POPMALIIAHOI OE3IEKH.

19. Tlopsnok po3poOku [lonoxxkeHHA Mpo CTPYKTYpHI MiOPO3AUIM MMIAPO3ALTY
iH(opMailiiiHoi Oe3MmekH, MocanoBi IHCTPYKIIii MpaIliBHHUKIB.

20. Cyrhicte 1 BUmM ayaury iH(opMmaniiiHoi Oe3nekH MiANPHEMCTBA. ETanu
npouecy aymury. Meroau mpoBeaeHHs ayauty. lliarotoBka 3BiTy 3a pe3yiabTraTtamu
ayauTy.

KPUTEPII OHIHIOBAHHSI ®AXOBOI'O BCTYITHOI'O BUIIPOEYBAHHSI

IIporpamy BcTymHOro BumpoOyBaHHSA (ICOHTY) 31 CHELIATBHOCTI CKJIAACHO Ha
MiICTaBl Nporpam piBHA BUINOI OCBITH MaricTpa 3i cnienianbHocTi F5 KibepOesmneka Ta
3axucT 1HQopMmauii y JlepkaBHOMY YHIBEPCUTETI iH(OpMALIHO- KOMYHiKalliHHUX
TEXHOJOTIH.

daxoBe BcTynHe BumnpoOyBaHHA (ICIIHT) 31 CHOELIAILHOCTI Hepegdavae
OLIIHIOBAHHS MIATOTOBAEHOCTI BCTYMHUKA 710 3/100YTTS BUINOT OCBITU CTYIEHS JOKTOpPa
¢utocodii 3a cneuianpHicTIO FS KibepOe3neka Ta 3axucT iH(opMalii Ha OCHOBI
3100yTHX paHiile KOMIIETEHTHOCTENH B 0OCH3i CTaHIApTy BHINOI OCBITH Maricrpa 3
BI/INOBITHOI CIIEIATTLHOCTI.

daxoBuii icruT ckiagaerbea 3 3-x 3amurtanab (111, 112, T13.), Ha gki abiTypieHT
IMCbMOBO HaJa€ po3UIUMpeHy BianoBiab. KoxHe 3armuranHs oiiHoeTbes B 200 OantiB

(Tabmuus 1) . Po3paxyHok 3aransHoro 6any (3b):

3b=(IT1+I12+113)/3



Ta6unus 1

ITopsnok HapaxyBaHHs OaniB

Pisenn 3uann

bamm

Kpurepii oninioBaHHA 3HAHD

[ louaTkoBHiA

100-107

AOGITYpi€HT Ha3MBac 3arpo3u iHdopMaiiiiHiii 6e3meri

108-115

IAGITYpi€HT Ha3uBae KJIacCU(IKye 3arpo3u
iH(OopMalliiiHiii 6e3mnerni; BUOHpae NMpasBUIbHUIN BapiaHT,
BUINOBI/I1 HA PIBHI «TaK-Hi»
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168-193 |AGiTypieHT BOJIOJi€ TIMOOKHMH 3HAHHAMH, MOXE
BUIBHO Ta apryMEHTOBAHO BHCJIOB/IIOBATH BJIACHI
CY/DKCHHSA 1HOJ0 PO3POOKH OCHOBHMX JOKYMEHTIB 3
MMTaHb YIPABJIIHHS iHPOPMaALIHHOIO 6€3MEKOF0
194-200 |AGiTypi€eHT CUCTEMHO BOJIOAIE HaBYaJIbHUM
MaTepiasioM; BHSABJIAE OCOOMCTY HO3MLIK 1040
pO3pOOKM  CHCTEMH  yNpaBiiHHA  iH(OPMAIIIHHOK
Oe31ekoro oprasizaiii; ymi€ BIAOKPEMUTH NPOOJIeMy 1
BU3HAYUTH UUIIXU ii po3B’SA3aHHA;, KOPHUCTYEThHCH
JDKepeamMy IHdopMailli, aHali3ye Ta y3arajibHIOE iX.

[Tpy ouiHrOBaHH1 3HaHb | BMiHb BCTYNHHKA yBara 3BepTacThCsi MEPEayCiM Ha:

YMIHHS BW3HAayaTH HaliCyTTeBillli TPOOJeMHI MUTaHHS, MO HOTPEOYIOTH
KOHLIENTYAIbHOTO BUPIIEHHS,

HasABHICTh HECTAHJAPTHUX €NIEMEHTIB aHai3y Ta JiarHOCTUKH, PI3HOMAHITHICTh
BUKOPUCTAHUX CNOCOOIB 31CTaBACHHS 1HPOpMALIIi;

3[IaTHICTb 0 KOMOiIHYBaHHS Ta peKOMOiHYBaHHS BUXIAHOI iH(OpMaLii;, rInOHHy
OMpaLroBaHHA Mpo0JieMu;

aJICKBATHICTh 3aNPOMOHOBAHMUX 3aXOIB BHUSABJICHUM MpoOIeMaM; HAaABHICTh
YITKO BU3HAYEHOI M03ULlli BCTYITHUKA,

ap[‘yMeHTOBaHICTb MEPEKOHIMBICTH OOIPYHTYBaHHSA 3aMpONOHOBAHUX pillIeHb;

YMIiHHS CTHUCIO, TIOCTIIOBHO I YiTKO BHMKIACTH CYTHICTH 1 PE3YIBTATH CBOIX
MPOTO3HLIIA;

HasBHICTh MOCWJIaHb HA JDKEpE/a, 3 AKUX 3ano3udeHa Oyab-aka iH(opMmamis Ta
JOTPUMAHHS €TUKU LIUTYBAHHS,

JOTIYHICTh, KOHKPETHICTh 1 MEPEeKOHIMBICTH Ta TIOBHOTY BIAMOBiAEH Ha
3AMUTAHHS,

3/IaTHICTh APTYMEHTOBAHO 3aXHUIIATH CBOi TEXHIYHI MPONO3MUIL;

BLJIbHE BOJIOAIHHS TEXHIYHOIO TEPMIHOJIOTIE;

3araJbHUM PiBEHb ITiIFOTOBKH CTYASHTA.

Ha BcTynHoMy BUIMIPOOYBaHHI OLIIHIOBAHHIO MiUIATAKOTh!

- BOJIO/IIHHS KJIFOUOBUMH TEOPETUYHUMH 3HAHHAMHU NPO 00’ €KT TUCLMILIIHY;
- 3/IaTHICTh TROPYO MHCJIMTH Ta CHHTE3YBATH 3HAHHS;

- YMIHHS BUKOPHUCTOBYBATH 3HAHHS JJ1s1 pO3B’sI3aHHS NIPAKTHYHUX 3aB/AHb;
- TOYHICTh BUKOHAHHS PO3PaxXyHKiB, TOLIO.



Ilopanox HapaxyBaHHS# J0JATKOBUX OaliB 3a HaBYAJIbHI/HAYKOBI JOCATHEHHS
JUIs1 BCTYIHHKIB /10 acTllipaHTypy NOAAHO y Ta0uuii 2.

Tabnuns 2
Tlopsanok HapaxyBaHHS NOJATKOBHX OaliB 3a HABYAIBHI/HAYKOBI JOCATHEHHS
BCTYTIHUKIB 10 acnipaHTypu

HaBuanbHi Ta HAYKOBI IOCAIHEHHS Kon KinskicTs 6aniB
Mixnaponuui ceptudikar 3 1H03eMHOI MOBM, oTpuMaHuil | J1B1 B2 -5
3a OCTaHHI [IBa POKH, 10 MIATBEpIKYyeE piBHI B2-C2 C1-10
C2-15
Hurutom  nepeMoxuss Ta  mpu3epa  MibxHapoaHoi | 1B, 40
CTyAEHTCHKOI onimMmiaau 3 paxy*
Hdumiom nepemMoxus Ta 1npu3epa BceykpaiHcbkoi | J1B3 nepuie Micue — 20
cTyaeHTebkoi onimMniany MOH Ykpainu 3 daxy* Apyry micue — 15
Tpere micue = 10
JlunioM nepeMoXLs Ta TpH3epa KOHKypcy HaykoBHX | J1B4 nepuie micue — 20
cTyaeHTChkHX pooiT MOH VYkpainu 3 daxy* apyry micue — 15
Tpere Micue — 10
JdunioM mnepeMoxus Ta nipus3epa KOHKYpCy HaykoBux | JIBs nepiue Micue — 20
crynentcokux pobit HAH Ykpainu 3 gaxy* npyry micue — 15
TpeTe micue — 10
Junaom naypeata npemii HAH VYkpainu s monoaux | Ibs 10

YYEHHUX Ta CTYACHTIB BHINMX HABUAIBHHMX 3aKJIaNiB 3a
00paHo0 CHIeLIAIBHICTIO*

CratTs y HAQyKOBOMY BHMAaHHI, BKkitoueHomy 1o Tlepeniky | J1b7 15 (Koxna crarr)
HaykoBUX (axoBUx BHAaHb YkpaiHu (3a 00paHOIO
CHeLlaNbHICTIO)* *

HaykoBa cTarTs y BHAaHHI, K€ BXOJWTH 10 MbKHapoaHuX | J1bs 25 (Koxna crarts)
HayKOMETPHYHHUX 0a3 (Scopus, WebofScience,
CopernikusTa iH111) 32 06paHoIO crieliabHICTIO* *

OnHoocibHa MoHorpadis abo pos3min y kosexktuBHii | by 10
MoHOrpadii, sika pPEKOMEHAOBaHa [0 JAPYKY BYEHOIO
panoro yu BH3**

Yuyacte y HaykoBiif Bceykpaincekii kongepenuii (3a | Ibio 5 (KoxkHa crattsl)
YMOBH OMyOJIIKyBaHHS T€3 JOMOBIAl) 3a OOpaHOw
creuiaibHICTIO* *

YuacTth y HaykoBiii MixkHapoHil koHdepeHii (3a ymoBu | [1bi 10 (KoxHa Te3a)
onyOniKyBaHHs TE3 JIOTIOBI]I1) 3a 0o0paHoro

creLiaabHICTIO* *

IlatenT ab0 aBTOPCHKE CBIAOUTBO MPO BUHAXIL*** Ab12 20

Pexomennauis Buenoi pamu no acnipantypu (3a | [bis 5
HAagBHOCTI) *

Jluniom maricTpa/crnienianicta 3 BIA3HAKOW Hbis 10

* nuniuom, OTPUMaHHi MiJ Yac HaBYaHHA B MaricTpaTypi;

** 3a mepioa He OLnbIOE TPHOX POKIB 1O MOMEHTY BCTYNY (B CyMi He Oinblue sik 60 6aiiB 3a
ny0ikauii Ta y4acTb y KOH(pepeHuisx),

*¥* 33 nepilon He OinbIe TPHOX POKIB 10 MOMEHTY BCTYITY.
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NOPAAOK INPOBEJAEHHSA ®AXOBOI'O BCTYITHOI'O BUITPOBYBAHHA

Cxyag npeaMeTHOi KOMICIT BHM3HAUYa€ThCd J[I0JATKOBMM HAKa3oM peKTopa
Jlep>kaBHOTO YHIBEPCUTETY TEJIEKOMYHIKalii «[Ipo CTBOPEHHS NpEeIMETHUX KOMICIH 3
NpUMaHHA BCTYNHUX ICHOMTIB [0 acmipaHtypw». Po0Gora komicii Ta mopsaok
NpPOBEACHHA BCTYIIHOrO BUIPOOYyBaHHS perjameHtryerhes [lpaBumamm npuiiomy [0
acMmpaHTypu I 3000yTTS HayKOBOTO CTYIEHSA AoKTopa ¢inocodii y JepxaBHOMY
yHiBEpCHUTET] iHPOPMALIHHO - KOMYHIKAIHHUX TEXHOJNOTI Ha HABYAIbHUM PIK.

[Iporpamy oOroBopeHo Tta cxBajieHO Ha 3aciganHi kadeapu CucreM Ta
TEXHOJIOT1H KiOepOe3neKu.
ITporokon Ne 8/2 Bin «30» xBitHs 2026 p.
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