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Pedepar:

1. JlozoBa L.JI. Mogeni Ta METOIY OL[iHIOBaHHSI HETaTUBHUX HACJIIIKIB BiJl BUTOKY IEPCOHAJIBHUX JAHUX. —
KBanigikauifiHa HaykoBa npalisl Ha IpaBax pykonucy. Jlucepraris Ha 37006yTTsI HAYKOBOTO CTYI€HS KaHAuiaTa
TeXHIYHUX HayK 3a crenianpHicTio 05.13.21 «Cuctemu 3axucty iHpopmariii». — Jlep>kaBHUI YHIBEPCUTET
indopmauiiHO-KOMYHiKaliiHUX TexHooril, Kuis, 2025. JucepTauiiiHa po60Ta pucBsIYeHa po3pooLii HOBUX
METO[IiB i MoZiesiell OLiHIOBaHHSI HEraTUBHUX HACJIJIKiB Bifl BUTOKY [I€PCOHAJIBHUX JAHUX, 1110 00YMOBJIEHO
3pOCTaHHsIM Kibep3arpos, Bumoramu GDPR Ta He0OXiHICTIO NifiBUIIEHHS €PEeKTUBHOCTI YIIPaBJIiHHS

iHpopMaliiiHOO 6e31eKo10. Y pob0Ti po3p06IEHO TEOPETUKO-MHOXMHHY Ta KOPTEXHY MOZeJli ITapaMeTpiB



[IEPCOHAJIbHUX JAHUX, sIKi 3a0€3Me4yoTh (popMasisallilo BIVIMBY OKPEMUX YMHHVKIB Ha BeJIMYMHY 30UTKIB y pasi
BUTOKY, Ta CJIYT'yIOTb OCHOBOIO JJIs1 IOOYZLOBU METO/IiB OLIiHIOBAaHHS PU3UKY BTPATH I€PCOHATIbHUX JAHUX
BinnosigHo 1o BuMmor GDPR i HalioHanbHOTO 3aKOHOABCTBA. PO3p061eHO MeTo I, OlliHIOBAaHHS HEraTUBHUX
HACJIOKIB BiJl NOPYLIEHHS KOHPiIeHIiMHOCTI IepCOHANIbHYX JAaHUX BiATIOBiLHO N0 nosioxkeHb Pernamenty GDPR,
SIKWI JO3BOJISIE BUBHAYATH BEJIMYMHY MAaKCHMAaJIBHOTO Ta PAaKTUYHOTO 30MTKY 17151 OpraHisaliii y pasi BUTOKy Ta
METOJ, OLIiHIOBaHHSI 6e3l1eKy IePCOHAJIbHUX JaHuX, 110 3abe3nedye BUOIp MOITUKY 3aXUCTY Ta IOCJIYT 6e3leKu
BiAIIIOBiHO 110 QYHKIIIOHAIBHOTO NPOQiio 3aXUIEHOCTI 3 ypaXyBaHHSIM HalliOHaJIbHOrO HOPMaTUBHO-IIPABOBOTO
3abesnedeHHs. CTBOPEHO CTPYKTYPHY MOJI€/Ib aBTOMATHU30BaHOI CUCTEMU OLiHIOBAHHS HETATMBHUX HACJIIKIB Bif
BUTOKY IIEPCOHAJIbHUX JAHUX, aJIFOPUTMIYHE 3abe3reyeHHs Ta 6a3y JaHUX, sIKa iHTerpye pakToOpH Bi[IOBiZHOCTI
GDPR. [IpoBefieHO €KCIIepUMEHTAJIbHE LOCIIIKEHHS Ha IIPUKJIaJlaX peaslbHUX iHIUIEHTIB, SIKE MiIlTBEPIUIIO
TOYHICTB i IPAKTUYHY €(PEKTHUBHICTb PO3POOJIEHOI CUCTEMY B YMOBAX PeajlbHOrO (PYHKLIOHYBAHHS OpraHisauii, ii
3[aTHICTb MiATPUMYBATH [IPO30PY, KiJIbKICHY Ta aIallTUBHY OLiHKY BTpAT y c(epi 3aXMUCTy NEPCOHAJIbHUX JAHUX.
KurodoBi cioBa: iHdopmariifiHa 6e3neka, Kibepoesmneka, 3axXucT iHdopmaliii, 3ax1UCT epCOHATPHUX TaHUX,
PernamenT GDPR, o1jiHIOBaHHS pU3HKiB, Kibep3arpo3u, MeTOu, MOZEJi, OL[iHIOBaHHS BUTOKIB IEPCOHAJIbHUX

HOaHUX, CUCTEMU, aJITOPUTMU.

2. Lozova Iryna. Models and Methods for Assessing the Negative Consequences of Personal Data Breaches. -
Qualifying scientific work on the rights of the manuscript. Dissertation for the degree of Candidate of Technical
Science in the specialty 05.13.21 «Information security systems». - State University of Information and
Communication Technologies, Kyiv, 2025. The dissertation is devoted to the development of new models and
methods for assessing the negative consequences of personal data breaches, driven by the growing cyber threats,
GDPR requirements, and the need to improve information security management efficiency. The study proposes
set-theoretic and tuple-based models of personal data parameters, which formalize the influence of various
factors on the magnitude of losses in the event of a breach and serve as the basis for constructing risk assessment
methods in accordance with GDPR and national regulations. A method for assessing the negative consequences of
personal data confidentiality breaches is developed in compliance with the GDPR provisions, enabling the
determination of maximum and actual losses to an organization in case of a data breach. Additionally, a method for
assessing personal data security is proposed, which facilitates the selection of protection policies and security
services based on the functional protection profile and national regulatory framework. A structural model of an
automated system for assessing the negative consequences of personal data breaches was developed, along with
algorithmic support and a database integrating GDPR compliance factors. Experimental research based on real
incident scenarios confirmed the accuracy and practical efficiency of the proposed system under real
organizational conditions, demonstrating its ability to provide transparent, quantitative, and adaptive loss
assessment in the field of personal data protection. Keywords: information security, cybersecurity, data
protection, personal data protection, GDPR, risk assessment, cyber threats, methods, models, data breach
assessment, systems, algorithms.
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Imentudikarop ORCHID ID: 0000-0002-9978-8998
HoparkoBa indopmamnist:

IloBHe HafIMeHyBaHHﬂ IOPUIHUYHOL 0COOH: [HCTUTYT TPOGJIEeM MOJIE/IIOBaHHs B eHepreTuli im. I, €.

[lyxosa HanjionanbHOI akagemii Hayk YKpaiHu



Kopg 3a €IPIIOY: 05516949

Micueanaxo,szeﬂﬂaz ByJ. ['enepasna Haymosa, 6yz. 15, Kuis, 03164, Ykpaina
dopma BaacHOCTI:

Cdepa ynpaBiiHHS: HaujoHanbHa akazeMist Hayk YKpaiHu
Imentudikarop ROR: He zacrocoyerbcs

CeKTop HayKH: AkafemivyHui1

Baacue IlpizBuuie Im's I1o-6aThbKOBI:
1. Omnipcekuit IBaH PomaHOBUY

2. IVAN OPIRSKY]I

KBasigikamis: x. 1. v., npodecop, 05.13.21

Imentudikarop ORCHID ID: 0000-0002-8461-8996

JopaTrkoBa indpopmamnist:

TloBHe HaliMeHYBaHHSI IOPHUAHUYHOI 0COOHM: HaujonanbHuil yHiBepcuteT "JIbBiBCbKa MOTTITEXHIKA"
Kopg 3a €IPIIOY: 02071010

Micue3HaxoaKeHHs: sy Crenana Banzepu, 6y, 12, JIbsis, 79013, Ykpaina

dopma ByacHOCTI: Jlepkasna

Cdepa ynpaBriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR:

CeKTOop HayKH:. YHiBepPCHTETCHKUI

PeuenseHTu

VIII. 3ak1104Hi BiZOMOCTI
BaacHe IIpizBume Im's I10-6aTbKOBI Kopuenko Onekcannp I'puroposuy

TOJIOBH pajgu

Biacue Ipizsume Im's I10-6aTbKOBI CaBueHKo Biraniit AHaTO/MIOBIY

TOJIOBYIOYOTO Ha 3acCimaHHi

BiamoBiganbHUH 32 MiZITOTOBKY Jlososa Ipuna JleoizisHa

00JIiIKOBHX JOKYMEHTIB

PeectpaTop YkpIHTEI



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZAIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

IisiIbHOCTI




