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ABSTRACT

Radivilova T.A. Models and methods of ensuring security and quality of
service in computer systems with ssiifnilar information flows- Manuscript.

Dissertation for the Doctor of Technical Sciences degree in the specialty
05.13.21 ¢l nf or matiiKbakiv Satianal tUniversity f Ra&lib e m
Electronicsi State University of Telecommunications, Kyiv, 202

The life of modern society depends on computer information systems and
networks. Security and Quality of service (QoS) are two critical network services to
ensure the security of communications (according to the State Standard of Ukrain
DSTU ISO / IEC 27000: 2017). Quality is a crucial requirement, and additional
security requirements are rapidly growing with the subsequent development of
computer informatn systems and networks. Characteristics of security, level of
service, as well as requirements for management of all services must be identified ar
contained in any transaction on services. Intensive development of computel
information systems and netwksr increases the vulnerability of systems and
multiplies the probability of cyber attacks. Therefore, network security management is
a key element in the functioning of computer systems and networks.

Security vulnerabilities of operating systewisroutess, balancers, firewalls,
denial of access attacks, denial of service attacks on key network nodes and serve
router intrusion with parameter changes, etc., have effect on resource availability
service quality. Problems such as providing critical QoS rpatars, data packet
security, protection from intrusion attacks and denial of service attacks are just som
of the tasks that need to be solved to ensure secure resource deployment, access
resources, secure transmission path, content security astd-end QoS support.

Security and QoS mechanisms are not independent. The choice of securit

mechanisms influences the efficiency of QoS and vice versa. Compliance with quality
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of service requirements requires the use of security mechanisms to provide th
appopriate level of service and billing. Incorrect selection of security mechanisms
can reduce performance of a carefully designed network, and inappropriate selectio
of service level can lead to information leakage. In other words, optimal balancing
with QoS parameters can help reduce information leakage.

Without understanding these interactions, inadequate network infrastructure
selection can lead to worse than expected security and less effective QoS guarante
Therefore, it is necessary to consider sigwand QoS together when designing and
implementing the network infrastructure to achieve the best result. In the dissertatior
work are considered automated systems of a&sss a distributed multmachine
multi-user complex processing information offerent degrees of access restriction
(according to ND TZI 2.90599).

One of the factors that influence the QoS and performance of computer
systems (CS), are the properties of incoming traffic. A special property of traffic is the
presence of a scaleviariance- selfsimilarity. One of the reasons for traffic self
similarity is heterogeneity of system resources and user behavior in the netwaork. Self
similarity traffic causes delays and packet losses by an order above the usual traffic
As numerous studs have shown, the saimilarity type of traffic usually prevails in
most modern packet data networks. nternational Recommendatioil IQLB925
describes the types of traffic flows with seliilar properties that are generated to
test the parameters QoS for speech, data and video signals in the model network.
Thus, the selkimilar type of traffic should be one of the main in network research.
However, the existing models and methods of quality assurance and security o
computer systems resources mat take into account the salimilar properties of
traffic.

As a result, in practice and theory of computer systems exploitation the
objective contradiction between the growing requirements to the level of security anc

quality of service in the process$ toansfer of selsimilar traffic and the possibilities
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of existing technological and theoretical solutions has become more evident. As :
consequence, there are currently no adequate models and methods to ensure secu
and service quality, taking intoceount the seilSimilar properties of information
flows in the presence of intrusions and cyber attacks. To solve this contradiction, the
thesis formulates an actual scientific and applied problem of developing models ant
methods of ensuring security (ahaduility, confidentiality) and service quality in
computer systems based on sihilar properties of information flows in the
presence of intrusions and cyber attacks.

A great contribution to the development of the information security system
was madebsuch scientists as ¢. VD. Gdébanka b a
R.V. Hryshchuk D. V. Lande, V. A. Savchenko, A. V. Severinov, W..Khoroshko,

V. F.Shangin, W. Stallings, Qixun Zhao, Junghoon Lee, Yu. Chen/inCent,
R. Shupak K. Song, H. Gao, and others.

There are also a significant number of publications devoted to the analysis of
self-similar properties of traffic, which were found in local and global networks. A
great contribution to the research of models and methodlt$imilar computer
traffic was made by the following authors A. Kirichenko, V.V. Popovsky,

B. S. Tsybakov, Al. Shelukhin, K. Park, W. Willinger, P. Abry, M. TagquNorros,

and othersDespite a significant number of publications related to sdirity and
sel-similarity of information flows, there are no universal methods of ensuring
security of computer systems that take into account thesisalfrity of traffic.

The thesis is directly related to the implementation of the regulations and
agrees with the concepts of the following documeg®&rategy for the Development
of Information Society in Ukrairee ¢Cyber Security Strategy of Ukraideof
Marchl 5 , 2 9612616;CInformation Security Doctrireeof February 25, 2017,
~ 47/2017, in thecontext of paragraph 3.2 of thesecure functioning and
development of the national information space and its integration into the Europear
and world information spaég¢National Security Strategy of Ukrai@ef May 26,
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2 0 1 528772015 in the context ohé paragraph 3.2. 4.XEnsuring cybersecurity
and security of information resources, in particular reforming the system of technical
and cryptographic protection of information, taking into account the practice of
NATO and EU states

The results of the thesis were used in the process of research studies of th
Kharkov National University of Radio Electronics (KNURE) under an agreement by
order of the Ministry of Education and Science of Ukré&RSGS™ 01190U001405
cAutomated opticainformationmeasuring system for polygon tests of guided and
unguided missiles, artillery and rocke&tsvhich is performed by government order;
grant agreement: -BMAQM -18-GR-2301 of the U.S. Department of State 2019
cUkrainian Cyber Security Awareness: fport to a series of trainings on
development of cyberdefense and awareness raising in Ukrdie@1PUS 544455
TEMPUS1-20131-SETEMPUSJPCR projectTraining of Next Generation Cyber
Security Experts: new EU recognized Master's progrddNGENSEC; project
516935TEMPUS1-20111-FITEMPUSSMGR ¢TRUST - Towards a reliable
ecosystem of quali®y (TRUST), in which the applicant acted as a performer. The
results obtained in thinesiswere used in the educational process of the Department
of Infocommunication Egineering named V.\WRopovsky KhNURE in lecture
courses and practical classes in the disciplgi&®tection of ecommerce systeras
cInformation security systerasn the preparation of students of the speciaffyber
Securitye, which is confirmed by thenplementation acts.

The purpose of the dissertation research is to improve the effectiveness o
methods to ensure security and quality of service in computer systems by identifying
attacks and taking into account the ssfhilarity of information flows

The scientific novelty of the obtained scientific provisions and results is as
follows:

The concept of ensuring information security of computer systems with self

similar information flows, which work in the conditions of intrusions and
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cyberattacks, was developed. This concept is based on the distributed compute
system model, which includesecurity and management components ofsaiflar
information flows, in combination with the method of ensuring security during
dynamic load balancing in computer systems and intrusion detection systems, takin
into account multifractal properties of tiia; method of ensuring secure routing
during the transmission of sedfmilar traffic; method of intrusion detection, based on
the use of signature analysis, anomaly analysis, and anomaly analysis
Implementation of the concept in the software packadewsal to guarantee
availability, confidentiality and quality of service in computer systems with self
similar information flows during intrusions and cyberattacks.

The model of distributed computer system has been improved, wihich,
contrast to the existh ones, includes components of security ensuring and
management of input information flows with multifractal properties, limits on the set
of network characteristics for different classes of service, allows to develop method:
of security ensuring during ¢hmanagement of sedimilar traffic taking into account
the requirements to service quality.

The method of ensuring network security in the course of dynamic load
balancing with selsimilar traffic has been improved, whicin contrast to the
existing ores,differs in application of the computer network balancing model taking
into account traffic distribution security parameters and multifractal traffic properties.
Implementation of this method allows reducing computer system resource load by
directing seure heterogeneous information flows to less loaded resources.

The method of dynamic traffic balancing based on the network intrusion
detection system model was developed. It takes into account multifractal properties o
traffic and service limitations fodifferent traffic classes. Implementation of the
dynamic traffic balancing method reduces processing time of information flows in

order to detect intrusions and allocate them to less loaded system resources.
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The method of secure routing in case of tranefeseltsimilar traffic based
on multifractal properties of traffic and quality of service parameters of priority traffic
has been developed. It allows to reduce computer system resources load by directir
secure information flows of different classes s#rvice to safe and less loaded
resources.

The complex method of intrusion detection has been developed, based on th
use of signature analysis algorithm, analysis of network behavior anomalies anc
entropy analysis of protocols taking into account thebadity of intrusion
detection. This improves both the reliability and accuracy of intrusion detection and
makes early detection of intrusions in a wide range of system cyberattacks.

Intrusion detection methods based on signature analysis have beem furthe
developed, taking into account data from deep packet analysis and signature databa
ranking; packet entropy analysis based on conditional entropy calculation and
statistical characteristics of these packets; maebased training based on
multifractal and recursive traffic characteristics, which reduces the time of intrusion
detection and increases the speed and accuracy of intrusion detection, makin
detections at low levels of cyberattacks.

The practical significance of the obtained results lies & fdct that it is
reasonable to use the obtained theoretical provisions and methods for the developme
and implementation of effective tools in the form of software or hardware modules of
cyberattack detection in computer systetvalancing selsimilar information flows
in network intrusion detection and traffic management systems in routers and
balancers to ensure confidentiality, integrity, availability and quality of semice
conditions of heterogeneous flows and limited resources of computer systems

Software implementation of complex method of cyberattack detection in
computer system based on behavioral, signature and entropic analysissohsaif
information flows was created. This allows improving accuracy, speed and timeliness

of cyberattacldetection.
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Application software has been created to balance the load of nodes in the
network intrusion detection system, which allows increasing the accuracy, speed an
timeliness of identification of cyberattacks and reducing the load of nodes.

The specibzed software based on the created methods and models of
intrusion identification was developed, which allowed to increase the security of
information resources and improve the quality of service in computer systems, whicf
is confirmed by the implementati acts of the Kharkiv State Regional Scientific and
Technical Center on the technical protection of information (implementation act of
11. 12.2019), Farlemvest LLC (implementation act of 10.12.2019), Daitex
Technologies LLC (implementation act of 052019), BANKOMSVIAZ S.A.
(implementation act of 25.06.2019), WorkNest LLC (implementation act of 20.06.).
2019), Vladarmet LLC (implementation act of 18.04.2019), Street Way Holidays LLC
(implementation act of 05.07.2019), Kharkiv National University dfiB&lectronics
(implementation act of 16.04.2019).

Keywords: security, availability, intrusion detection systems, attacks; self
similarity, traffic, flow, secure balancing, secure routing, quality of service, computer

systems.
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Law{X(ad} =Law{ a"® &(§ , (1.8)

HiM@) T dzj L Odzj 3 #dD) oaf'fHOH S8 O WhkdzCy' w. v

fesyMig=a". | ydo od&OmMksdotmikj2 odif ddbo (
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MEX()" gdq & "t| "qiQ, (1.9)
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C'dz2 €O Majd ¢ ZzOMIW'® COy"' Odzj BHA&O L
CdzOMmdW " COQPz® ftedetOif & o L Odzj 3 detsfyls”’ 9 "' H
sdf 2 BtcQY ' HOdzs d@d o (6 8 jeHEE dFOH, L Ofdzso Odzd 2
C ZOMOR, w¢d2 LOBjLfjyk® B ' & hbk HjkOd
| Oy dzdf ®EOYdIsd, Nhts, dzOo "' Is! w¢Aste ayg 2 B el
WOCIlsdydzO ¢ dz €' MmisH ‘ Isd 1 ¢ dzOMm' o, dzJ
9 ' Hic' L dgOB @G d’ tsBtcOdz L Odzjydes o' H d3 My,
tcjIsjdz detsets OdzOdz' Lz BOLtsoatsegts cOW "' CEz.
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[ Oteh tczlsdL Olssted Ci sco IsOSBY ' HIsted o3
Hop Redundancy Protocol, sO¢C we HSRP,
Hdzv oL tsbe BB  dfEDtolf jozisfdiP®Iss®R’ . )
ydr ftoslssCtsdz 8 HoO OB B' dZ hj] RBE&EEEIsC
teSLH' dzvs yd-OHtdeHjdglz, | P ' ®Bp@izdzkz | Bls k@ dg'o
ZOdzON stso 2 Is! v  dzO@ s sy’ 2 dififdszda @ YO Wiy
hdze Lz ° Cjh&YjBMy ZEMBIRAPARDtIch czlsdL Olststc o
sHddz L BEOtchiasHdLdfL' Qlstvt ' dp? o  Hftse ' HOQ [ 6
fJjtecj HO' Is! MW dLDH 9] fiplls.z Ouwlz! B L | Po " Hd3dsea d OF
sHdd L] o dzgd » BROtch elzlsdL Olststc' @ o ctelzf "™

Jfdh s fteslssC sdzd dzOH B tdzsMmils’ f Jj toh

l tolssC sz GOY YSE s tojL jtoo zo OHBRP  d
LOBj LY Jyk* odmMsClkz HMIsEzY dz' Mlis- dzj toj "',
tcWHEZ Hdw EPhemtmé&st p BDDI , BVI , LANE OB
IP-OHtcj Mtst e dsets hdz# L. HSRP o9d¢tsted
Hdzv odBtstclz OCIsdoeo dzsets tejL jtcodetse s BC
BOteh tczlsdL Olsstc® OCIsdodzd?2 d3O" ©BOIEAELcBIES to
BOh czlsdL Oy"' fOCjIs' o; T tgjL jdetadzdcdz Isdg® ©'is
ftcd?2 &3O zO M@ HEPBEOESY zscts dBBOteh telzIs
HtSls tc Wizl figdzO dzts o dzj dzd = E d3ts o .

l eslssCsdz VRRP (Virtual Rduff tetsls SR ¢
ZOH 3" tc ddAO dz! azd = @ BO el tf iclksd s® IsiEtss 8 QY j dzdzw
HddzOd3' ydzts ftedL dzOyo 9"  Hf s ' HOdz' dz Mis!
BOth ckzlsdL Olsste’ 8  iZO tc liz teldasI€ POLAD IsizS 1@ © A3z MeR R P
C'dzr Csd3 BOth czlsdL OlststcOAE o dz' dz' ' H deglz dz
o' elskOdz &gz | P OHtej Miz. [ Otch tczlsdL Ol ste
ftotslstsC sdzts 3 VRRP ) f 5° H dzO dzdz L S H dz
BOh ckzlsdL OlssteOdBBd, ' HEdz¥t yj deddzdd Hts dzs€ C
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l oslssCsdz B OOdMEZz 9 Odzdzy  dzOG LORES O @ elzitaw
Oo IstsBOusjdLyjdage dzaj S s ¥ o OdadzV -RdEChdd " tolz, Is dz @@
L O HEf Sdi3se ts¢® SH dzts G 5 h dzs L Iz ) dzs ¢ Odz! d
BOtch tczlsdL Olsste’ 8 f jtoh sets Mistd B> Iso fwizts
LOftecsf sdzko Olsd SHAdzRcd il O dad B § P BT tsEHS
f sHzdz@o Odzls Oy J dzdzv  j .o OHted MOY" ~ HJOSCJjIs' o
B ted ' Byl feOys o OlEL"MzIstby O B©dz
OCIsdoeadzgd dzd o t@LC'scas H BB oiflzzeslyd's BBOth tolz Is «
GLBP o d¢ sdzlifls zrod®@n O tWtecflzC y' ° , OdzOdztsc ' ydz'
HiSL 9 sSdzw 8 Is ! HJ G ' dz Csdz BOh tclzlsdL Olststc Od3
BOwh czlsdL Olsste’ 9, dOZOIN-BBEB P~ HORPRP ' s
HsLotsdzw dzd B OdZOdzMize Olsd dz09 Odzls Oy j telel O dzdz

BOtch czlsdL Olstste” @ o' L dg hdzs L LO L OdBts:
"' H HSRP VRRP, GLPB HftsL 9tsdzwv’ B OdzO dz
sHdz '’ o' tolslzOdz! dzts’ | P OHtj d, BJL dzj s

LOiise Yyzo Odzdgy dgise 1 sy dz20¢ eO'Hitslg En@dz'Odg@ yl' P * Is -
o' tolskzOdz dffuldj iAR]. 1 jtej OHtej MOy v dzOe Od
' 5O BEOteh ckzlsdL OlssteOd3d © ctekzf' GLBP, C
yom w¢g¢ o odgh BOth tczlsdL Olssted ‘ {f 665 dpEFdildds

o' tclszO@HME MEP * ofm' &OwhtkzlsdL Olststed o ' -
Bjtokzls! EyOfmls: Ek fjtejOHtj MOYy' °~ JOCjls" 9.
Histf sd3s@ ts8 ftcde ' IsOdz , hts o' HftcOo dzv & Is! f

fteslstsC sdzlz 3 judDjPdzts ( H fted L dzOyJ dzdzv ) L O E
224.0.0.102. st'® ksets, GLBP ' Histed d&z"
LOndMmMkz o' H "  HtesBC (.

L IsOBAYS d&Oo jHjdts JtedEdzOHd  jtoj HESO
LOGLd, WwC' otddhusifsBOcOs 5! § &
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2

vOB dzd yw
1 4 HJ dZ H Odz htsHts o' Hd@3BatsMis' 2C sMls
[MtsB d&zd o ' Mis! dIs0OC dov § s ilzdz’ 1 02C O j
sjrdz SO B, oS stcdMmilstso
I " Hedzs yid 1§ MOdzC y' tsdztso Odzd 2 Il ' &BOtwh tckzls
dzj f slstc’ B dzd DoSdzO tMmdetse * dzj MO CsBBzlsOls st
fteslssCtsdz 9, OLOSC
Cdzlstotsdzs HisMls
iACL 14 MOdzS y*' sdatse Odzd 2 wdzls j todzj Is [
DoS &0 thmdetse * dzj ftod ¢ StoH tsdzdz
ftoslstsC tsdz' o OH &' dz' Mls to(
f tctf ©H s dzdz'
rACL 1 4 MOde€ y' tsdzetse Odzad 2 v KBOwh tcizls
DoS &0 tfdetse * dzj | Jteh 2z ,a ] wdzlk]
fteslssC sdz' o fted ¢ StoH tsdzdzed
rACL f tetsf
9 HHO' Is! Mmw
CoPP.
CoPP 1 4 MOde€ y' tsdzetse Odzad 2 v ftedmlst
DoS &0 tfdetse " dzj| ftetsf tsdzlzb Is!
ftioslstsCtsdz" 9, DoS LOBJLYTj yj dz
OolsstedL tso Odzedr f tefs g
DoS
10ndMmis fdz { Jd MOdzeC y' sdzso Oded 2 |} tetsctcOd3dzj L
i tcOQo dz' dz Do S sdgiztseo * dzj Oolsty dzdh j HtedMmls
ftoesssCsdz' 9, Do S
OolsstedL 59 Odzd - f eSS
DoS
1 OH 3" todz' f DoS, tftsL ff sH" ' dzj stedlIlsd ydz
BOteh tclzlsdL ©
Csdlzls Ols st
U dzj B stel W d3 e

[ dzv

o0y dzdoa s d&OIs(d
d3ts d3 ju dglde Og @z 2 jOdkjod3j Iste® W

wg 2
By dzd o sils
d milsJ BOBJ

odHdd Mmis:

odwe dzj dzdzv , w C

OdzOdz" L 2z H dzw

Ny sflsjt' ¢O' Is! Mw.

LBsStclz,

stsaOBljEd j yudlsd fttOyjLHOLA Mis!

sB' L dzOdz' Mmis!
B 6 A’

dfidizds 1 © dz
O dzO dz'

1
dz0O

!BIE
L Iz
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vjdzjdi3gj ste" W BOLsSO S’ d3d t6d N ° dzj H sStes G O
Yy sdl3kz tetsL H' dz' tcSL Gd&zW H O s+ pw BOL B9’ W
ftcdimlste d3j toj Y dets’™ * dzW e OMskzCIskztcd, o Istsd3kz
imMdder tetsdz' L Oy' v yofmk;
iMisOIsdmls JOQdAs ClOEd Wdzd- § ted Mistets’™ o ;
T dWsstedzOy" v s MisOdz Mdmils§ d&3d ;
TCteOh " LOLSd fitejHBBats HtOCIsdSd s}
TMmdMmlsj igdz® dztsed;
T SNMP;
i ACL Logging;
TOzHdIls BB dZ € Iz;
iztedzOdE wddy "dg ztc Oy °~ Oten ' 9 Iz;
TLOABY dzj dzdzv  OC j 8" o.
tdLizd sOIsd L OMlstsmMize Odzdz? d3j SBHisdzZSCG
&zOo j W] BOREZGY' §EOLEE IS Isj ndzBdzse " ° SO
‘' dzs jctetso Odz' o 1 OLBolkz dzf dg' ¢ d3j oy ydets’ B J
v OB dzd yvw 2

[ JIsBHB A& '-QEd® d&dH dqals'omls ! ' sB ' L da
WH J dzlsd ¥ * & ¢ S 5 dzls tc s dz!
ACDP NTP/
ASNMP dlsOlsdmMisdS O dzsC Odz' dad n
ASyslog wdeW stedzsOy' v ftots MmlsOdz
103" wis: /| A1 | ftetsy
TCPU ' tto' Htsdzdzj dedgv ff tots

iTCDP Ct®hfsofms Hy jdade 1
[ G Iz9o Odadz" :
i syslog
T SNMP
iLe ' Isdzg Mmis:
wdzW sted3OYy" v ftots L a3 delz € tsdaW
iLORt dzj dzdzy § OGC j SO
T SPAN / RSPAN
iststf' ¥ 90dedz" / L ORftsf dzj ¢
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[ 5COd &z0 MOldmMisdS 0O ftedmlstes’ o * d
W istocdsts s d3jlsigitalzj’ . l sdzd dzOH O Is! BOLtsolz ' dz
LHOkd Mis! ' dsjtWj2Mk ' MsOokdmsdSlkz it
CdzsB Odz! gk Tl Ok Ofs @A § tc SEB®E s &Lz

I Cils@® HBMkEf HB yY' ‘' ' di¥sedkOoy'

CBOdzH detsets W HGCO (CLI ). ABtdzOls o9adojHJC
f OtcOd3j sted L Odzj ¥ Ols+ o' H f dzOLW tstcdzd . l O>
9 ' Hd3 dzdztsfls ™ . s sd3OdzH h sls! @G® yOditsy k& 5
fmMdoHtsdy d©gd Hdzw B ' dz' hs5'° HtesMmisslsd od¢ sted

l Cisco | OS cdzsBOdz dzO MlsOIsdMmMisds O |
o Cdzs yos yd ' HEORkdtsS ¢ d Ssfls’ ftetslst
BOGOISBOHt] Hdzse s IsStcOW * €

stsdzd B tcj y Oofgfsic st sfOcd Mz ldedz'L dOIs @ Cdz
B Y okzL OB dBsykzls! LOBjL juydlsd t' L dad 2
hsB GOttOdzlskzeo Olsd Mmots’ yOMmdz Miskz - BH'gHst j
BOwh ckzlskz dzj sBr ' HA@SztcOdidsBo,zo B V¢ o
BOthstizz 1 totslsj " dzlz s ! ftoslssC sdzd dOth t
ftoesd3 Y dedr d&ZzOdE, O WsCkmkzsls! Mw dO
tej Mztem" . v Yy '@ figyslstss ' B Jucfsjptpdalsdz’ o dBOtC'
L §fmddy dts¥ o' HEkooStdrflse O  juljlE 2 o fip'd o d B
BOwh wlk®EzB jLYJjCk ' dWsted@3@yuzw? dets@esj L ff g laug Szt
odB ek t jdty Oy i sy degztzdzdB?2z S € OL dzd €
FtceOL dzd o sfyls * wed?2 C'dz2 " Mdzes o9 dL d&zOyo*
fs5COL dzd €' o dztf gista @ Ssdngps |, hsB dzO2Ctesilsh
Hof sdise s Y! 56t f8COLddS0O, BEdd B©HMESY
[Clark, 2010]
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251 dB' 8 Swdlsjte' "o wWCEMmls' &OLhklsdL O

JfJtcOlsste fsoddzj dz LOBJ LY PEGEGS dzfc® azf
sz ¢ 59 z 9 Odedzv , odlstceOlsdonhd ftod y! sk
mMdMmisjdz, LO HBYfBRsScsE wWedrn o' dz d3dsyJ o H
Yy bOSC Lo Odz MmMdMmlsj d3d d&BOth tckzlsdL Oy~ L O
Routing, LCR).

stedlsj te’ ' s Y sy dEp@rta@s-ijdsdsC I dsOteh tclzls' o
LOBJ LY Jydilsd L OHOdzz Le3C tlzh tg@alaDtEgl) dzlz ¢ s0 z o Od

l " HB&S, hts JWJiGlkdedz fMmis: ftoslssC sdz' ¢

i3y n Odz' L d&3° o B (OO glz © O jdalizizw | BOGOIsts )
BOIsj BBOIsd yded m dtsH j dzj 2, WLemeshkp 20O H jl dz' ts fak
" dzlz s yd - ftoslssCsdz o BOtch tczlsdL Oy* ° fts

{HBOE H Ba@k" i ®BEBOY'  BOLh tcklsdL Oy" ~ wif s
fjtcjoisHE o' H CwOWsodn dEH ] dajBL oHSsY § 515
shse d&zdo smls' MG YO ikzowdiaShiiaBY 265 &k d Isd
fsssCsod2 SOLOCIlkjte. [ &Md Hyjdd® ' §s
BOd&ZOdzMEkz o Odzgdz? ds3 dzO 9 O dzls O s dede'lz dzlslzg sdgBsdptsizd o 5
BOls j BOIs d ydzis to ts aigfsi@ oz, L RO | BOIdydzdn B
Ysets LBz dzs o dMdzseo ¢, hts * fMmdkze y'  dst
dzOo Odzls Oy j dzdzV dzj HisMEC ts5dzOUS j L' Iz dd3As Qs © taH i) e
L tzfsdts GBOlsj BOIsdydze EsHj dzr &BOh tkisdL O
Ctedlsj o w g BJLYtMjtcjH 5 ftso' WL (
fosHkzClsdodz Mls! , ddOH wXdsffipld! B Mdeli g lf
hodHG " Mded i3d) .
) ~SHOB J LY jjuygtEztdz CIsd o dasdhfiglstso B 6 sMw

LOBJ LY Jyjdedgr wCtsfmils' B Mdzkz ¢ 59 zoGedgde"t j(yda
MlsOB ' d dez e lsk Myt & - ] e HHjsEss o |
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' dels j 6 OCIsdodzi HIMIsOdzy' 2dzi dzO09 yOdedz® IsO
2O f Brtedzr twsesyds SOLOCIkjtdhisdS, dzOH' ;
5O olkttOlsd §OCjls'a o §jtc' sHd jtcjo OdzlsOy

8 thdseddr ftdydd fte' th jdzdzv f Ot
dzO0dzj ¥ dzls 6 Ols d o dzd 2 o ff dzd o to' L detstc’ Hdesfyls”
o ded Qzde? oL ' SR & My’ &Y teHTyEGHE YOR st
Aj &) BRlsdsyduONsdaEdlz L ddxJ dd "odH!
b Le' d hjdz olstcOBYfOISLI Is§ b ts jlsoCO drsyOdls jdaatzw
[jlstsHd LOBJLY jUjkziz® QO ) @Odgks Odzj ¢ O

sd ByoOmsedr  jtoj oOdalsOyjdzr, hts oadded ¢ O8 Is!
[ Sy jted d3j dzls Oz dz' 5O ydmdss: H s )z
Hjfqwisdd lskw, §8COLEsIs', hts lOW' ¢ & dst

o zOMisdw &Gdgtlsf sH ' Bdzed2 IstcOW ' ¢, wed?2 dpa L
L Olst€£d d3 olstcOIsd HOCjIs" o, dzOo ' Is! weh s L
HOdZj SO o' H dBOSMdBOd dets HEsfEMmisdddas L dzO
H dzW f sMisOyOdz: ded € * o f shdzz ¢ zdsse d OBdgAYo
zOo d dztsf sH ' BQgtdscHcGleag @A . ¢ A J 2 Isdf o jH' 0
fsctesL OB, WwWE¢ ttsL fsH' dzj dzg' OlsOS¢d dzO- 9 '
yjteoowed, o' tkfnd, MYfod j dzj VistesWafids ¢ jf daf
Hdzw  fjiededz?j H OISOC IO YjtwjL L OOy j dadav, d
diz3d t6d ) ° " Mlsoatstedlsd HBHOKECtSad?2 ttdLd&¢ H AW
Cs@BzlsOlsste 9) . 1 jLfjC0O MO’ C tAfisE yYhiplstcd |
9 'cHE O odt' " @dzddplz s€tsdrtsmds® f sMls OyoOdz' dzd ¢

1 O HOdzdzY L OBJLfjyddedz BJ LY JST o34 ey
JWiSClkdodsts ftoesftsdzgko Olsd B' dz' h 2 tBMWwE ¢t
B'dz hdds Mskzf jdzaj &3 CJjtetso OdesMmils® IstcOW "' € 503

t SL G dzW dzj dss] LAYftSiHY 0ds BOtch clzlsdL Oy* d
BB IstsH BJL Y Jydets’ BOteh ckzlsdL Oy 'EZ'tgOr YW Odk
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Bzd Ed¥ cOClsOd ddr  OHOD) Is doodsHiplsdij2dzdzls to QYIS t
L dgj dzh j dzdz? L Ols tieofisliSedi ¥ § OGsjOs ' hj o j HOY'OL @ ¢
RO2BEELddid M dv D Odk].

260 BLEBBSO BSHj & BOwh tklsdL Oy' °
CsBf o8 sjteds 2 MmdMmlsj &

[ B MCZOHE " dWsCsR@Bzd SOy 2ds’ d&jited '
3" N mMtsB s ¢ OdzO d&zO 3d LoOwWLClz. l o lzL
BOwh zlsdL Oy’ 'tOddd yidsxigles Bz L ez’ o fyls O dzts o dz¥
odweodzg dzgdzv o Iststec dzj dz Hdzw fjtcjo teCd on
Il mMjtej H] dZ BB o sHddz ‘L ekzLdz o YJ !
'l sty T (s MkOdz Bjteix' SO B dE
dzj sB R " Hdz L dzOy J dzda¥ f OlcOd3j Istc* o Bz dz' Is d
odwedz dzgdz? OISOC Istsh s IO dzOH M d&zO* y¥ * dah
ZOHAtBHdI! MOBBSYSH Bdd?2 IkOW¥' ¢, wed2 E
LO C d&zOMOdd dss fdal cesthtietdd®@ap ¢ © o' Misd s+ mw
fsdz LOEBdzseoCkZ fOC,IlsO0O.

[dzv Sy dztsets C Qddrlz fMlkzedd Wdidiaypd Is @Az L dzC

ftedL dzOyO' Isifiipw v&PstePU) ¥ dls* o' H kOSCdR
fesf M dz0 LHOLd Mis! COdOEE LodwLSE, L
olzL dz a3tz C oy &z sicd i3mptO O Ok Bdsdzkz ¢
oddzOYO' Is! qw dBBdzsy d dz0 ROwh tolzls' d stcH d3lf 656
PE®) HpE 0},  mjuj deH Sy oz B dalskz  dgdatsy d dzd
COd s st MW Le' Hdgs ' 7 o Otlssimis' .

[ Oeh lzls d L Olsrsaten ' def diddstd Is™ dzlsvjSte W j &@H D5 H diC
o' H Mkzd yddn eokLd & &Bjtiy' . Itd yY'



142
fJjted HOE 8¢ W H deD? ' dzlsijs@B JiZeP te hets istgs Oy *° 7
BOteh tclzls d3° dz' BBOdz! dzts”’ 9 Otclsts s’ HdzW 1 daw' H |
LOBJ LY Jyj dedaw tctsL 9 6 W L Odzdgv L OHOY' kO te!
LH  2fmde¢ " s Mw BB dz2 Mzzy B tso s ' daW sSted3OY*
vsteOW ' ¢, w e d22e fifdifdsjjrdtBtsis j M zlsd OlsOC st
hC' Hdzde ' ¢ SHOQE . dztsIstsC |2 o J'Clds teffffifrdsidsoz d3ts H
Bzdzt sdWtcOCIsOdz detsets f tetsy,fificj v le @& dzjcdg®) Is
[Kirichenko, 2013 . 1 y! sd3dz o df OHSC E gz s & O &3¢

O wBhdag C MY sdzj dzy' Odz/(diB)e s ff j toj Iso tstcj dada”

Y (1) =Exp[k* X(1],

HiX(H) T yofmse d2 twWH W HOS isOEe s sd3le Oz L OH
mjtemEOK i §joded? Ctsj W' y' * dals, hts o dzd
Blzdz IsdWtcOC Is O ;daES ¢f © @iy Is tou @ Ws'fitlls P def df 0 dzts |
fJtejnQas drmodd(xld iz ety kigDdeezc,fls s

Idiswedmisso ¥ ud W Qualizde 2 [ qyddpzOL O lsie d
Mdmlsj & wsBYdMdE 5! My L O ¥ stedlzdss :

(2.1)

deO 0O

HjL, -ftsoded?2 ' dWtstedsOYy' 2dzed?2 s’ ¢, ,hdv d
o dL dzOyJ dzdzv wWCtsets dzj sBr' Hdzs L dzO2Isd Ml

{slsC o. uvOSdeaadllsd o ISB%%‘}E);J dzdz

k i=1j=1
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Toe €0, (r, k,1); - i it
H fr]trs\le (r.s). ( )’ 4 dz° BOdz dzj L dzOyJ dedz" M toj
KCoHG, >0, (r,8)= (K1),

Tt_ t-1 . '
CdeW st dzO Y —s—’CthCP dagj toj

cp
l HdMmj elsOy' 2 dg'sL ¢ de'sB Bsls*' MW d3d e ) dzO
olststcedzj dz22, WwWCO LBdM® 20 Qi@®pda L dBO tclisteOh
9 dB@BOtwhtkzlsdL Olstste® * SPAN {§tstels, all IvWEBEts
[ 5 MS dzO WA dzg YUdsOMd W * ¢ Olststg, wed2 LO
f OtcOd3d stcQ 9 fIBOWEOS ' h jdzdz" yd vyYj2 IstcOW
cOBRBCWrsEisMdz' HY J dzdgv C zOMdW " S Olstste Blzo (¢
BOh d dzdets ¢ 5 dz0 aMpbhizizliearn(in dzé) 6z: €' d€ind W © € Ols st
odiBtedmissoalz’ Is! MWigcdzts 1 Gedf@ figaPH 'BUPO B' " " dzO( Is te C
OsOC ts8 ) LOdzj ydets © " H Istsegts yd fHtes2h dzO ¢
sO¢C oadff OHC (:
i Mmdeasf sL dIsd o dzay OWzGWzj wlzlzy pdsi ti ve), Y
stcOW " €, wCd2 &OMftcOon' * OBPOEO; kM " h
indBdetsL dIsdo dzj OuWzcklg ldslzr RPosi ti ve), d
CkzOmdw " S° s mMw w§ OIOCO;
i mdeafsdzj G Olsd o dzj Oz6 Bz judedz? Ng(gati ve), \J
dzj 6" sddgdzd?2 IsteOW "' & fwOoaddz dzgs ¢ &zOmMdwWw '™ Ck°
imdBdAag ¢ OlsJOdzeil@lEls e( negati ve): stcOW * €
OlsOCtss fsBBddkzEtsots CdzOMdW "™ CE&° Is: mMw wC dzj G
l oajH]Bs L dzhogjpdsdare, FA d-alse Positive, TN True
Negative, FNiT Fal se negati ve, w g 9 Hfts9QHOS
hsHis wCdn Gtiz@Mnd ¥ dz¢ O frdedfd dzy s d o daf 5L FlsfcBadzl
" deafsdzj cOlsdodz ddg@ OB dadEs to' h j dadgw o' Hi
Plso stge ¢ Is! d3OIstedye § s2z3d dzs¢ € &zOMdwWw " S Oy "



144

TP FP
Confusion matrix g : (2.2)
eFN TN

cS¢ Misy HftesyjHkzted ¢ ZOMdEy O ysr- Ot BESls i
stsydz' Miste IsO o detslstss , HJ

ITssydz Mmlis! (precision) fs¢0OLkz’" wCk v
fsLdlsdo dzse ts € dzO fiffizts O adsffuedsignte TRA(BPOER] ;dzd

Tfsodetsls©O (recall) fsC0OoLkz', Oty Q©M!
fsLdlsde dzse s & dzO fiffizts O edskfeedfdiy ©H( AB+EFN.J dzd

LOCBBY sy dO o dOdstdisss®@dzd DIsFtcdlIlsj to' 2

_(@1+b*TP
Ol &= AZ(TP+ FP)(TP +FN’

Issydz® MELi, dzjfftecfic O3 3tc bz oz o f S0 des s Iz .
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[ jROd Bz LBda StedzgOY" ftots L Qo Odzls Oy
HY Jtoj dzis ' deW sted3Oy' ~, yYOfp LeBtstelz HOdd~A
CdW st di3OYyt T . whdezt $ ' dz €O € d&zOfM 8 B m Odz

1. 1 B toL GlpPHm MisHuzH Odzgs iz ¢ dzO M 9d¢ s
totsL f sSH ' dzj dz' Odze sted Is i3 , w g LBJdtcOs Is!
oL sz  slste] B Pdz0 8 @ddOEzfN 2 dedR'dzdz

2 . 1 jto' sHdydzd?2 L B' o HOdzd R . $ dze sted Is
YJ delstcOdz' L tsotOEadfiygy * dsjoRd dsd. | Odzj y des o H
tde Yyt et BOdZzZOdzMEZz 9 OdzdzY dzO 9 Odzls Oy j dzdzv .

3. 1B 't HOdedms hFsHts L 3 dzd Mlils Odzlz. 0]
HOdesets G dzOfMmkz, oeokL dzd MOd3" ftsh dtes s Isio ' d
nSHL 3 dedzlzIste” N dg' s.¢ 5 v ) ldc@dz ° totsL f sH ' dzj dad
RO tcOQo dzw ¥ Is! fw iz fic GLdz d3y Jodids tcd@@ielz, L 59 Odzd
O cOo dzv 8 Is! MW CtsstecH d dZOIsstclz .

s zOfmdwW * S Oy* w Odze stcdIsdz’ o BOkzOdznkz o O
zOo j HzPdz@E M. 3.

1 OdzOdziz o Odz! dzd € d  dzOls ©OaldisHOls ' datlz? L de'd ¢ ©d
PftcOo dz dedz? bkEOW' St L Bjlstss tesL fsH' kb
o dSBtedMisOdzgdgy o' 7 Mitwoajtc' 8 o C dzOMIs] to' .

G dzOdz’ L wWCtsMmls' Odzetstedlsds © B OdZzZOdzMEz o Od

10oHWYEd OdzetstedIlsdZdOdz B OdzO dzflz 9 O dzdztlzOH s
LHQOIsdg Mis: * fsd §hk'ls! igid MO iZ3®F H G f & HzO
Odze stedlsdz" & BO we fjtejoOcd, so¢ dz.
t sLEdzv dzj B3t Shdzso dz Odze stedlsdZzd B OdzOdziz 9 C
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Anroputm 6anaHcyBaHHA
HaBaHTa)eHHA

S

3anexHi Bif cTaHy 3aneHi Big iHiLiaTopa

S s « ; P

IHiLitoBaB IHiuitoBaB

CraTuyHi LWHamiyHi .
BiANPaBHUK ofepKyBay

N\

Poznoginexi LleHTpanizoBaHi

He
noeaHaHi

CvMeTPUYHI

MoeaHaHi LeHTpanizosaHi Hanispo3aineHi

{ d.B3.s ZOMdW' COY' B0k @dgtize &Oo Odzls

1. 1 Round Robin Scheduling [Keshayv
(EftcOodz’ dedzgv L O9HOdzdz" d3d o MdMisj B3O~ L 6t
we yYyjtwe® ' Co0Odzls W' CMtso Odesets yoOmkz. s 5
Yy 2 Co0dis yomkz ° o Mottt yYyjtek. tfebswe®
SHdE ¢ 6Pwks Ptedplsdmy o yYjteck dO y' Cke¢
" Mdalz ftesBdzf BO odL dzOyd dzdzv o' HYf ts9 ' H dz5G
oJdzdSd?2, s RRO@dzy stf glOdze f zB@E o MO, W
Csdzd Co90dzs yoOmk HBEYJ BOdd?2, ss Round
Sharing Odkzetstedls ds.

2. MaxMin Algorithm [Elzeki, 2012; Katyal, 2013; Ghuge, 2014; Kashyap,
2014; Rajwinder, 2014Jz y' sz O ddctsletf® @Gy iz’ B3O dz' dzd ?
9 B8dzOdzdz?y L O9 HOdz |, gdPe@fisOMmpstciny o3BT HJdd
tcj MztemO~R . [ Odz' L Oo HOdzdzw L L dz02 H jHddR' A3
oS dzOdadzy dz0O CtsdeCtoj Isdets tsBtcOdad?2 o kzL tsdz.
o' ~O0dzOaelz® Y’ sz o kL dz hdzw otsd3 HSH O9 Od
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L Ooa HOdzdz" Hts YyOfMmkz odCtsdzOdadzy ' dzg" d- L O9 H
LOHOwbyeygist ' My dmskz MmdMmilsj &d.

3. ¢ zestcdlsdgs Compare and Bal ance [ |
2014 o d S stcd Mistso z2° Is+ Mmw H dzw HisMW G dza dzdaW tc
dzj L B O 0z€ dida®® @dizls Oy j dzdz" g Mms(fipdztg a3d . 2 dstse ' te d
o' telskzOdzr dats’ BONM d dzd , LOf Eh j dats”’ ZzO st
felssydzd?2 n~tfMmls odf OHSC o d &3 oygtdets A3 ro dde{ dc@
CcShts dzOo Odzls Oy j dzdaw f sstsydesets "tsmMlsO B
HSEHOICSe ] dz0o OdzlsOy § dzdzgv 2O yj 2 CtsdeCte] Is
od¢C sdzlz’ sz 3y ftsyjHiztelk. Ki?2 OdzetstedlIsd
tesL totsB dzj dzdR O dzd 2tc jH@RY' Lusdsj dzh j dedzv Yy OfmEz 3" «
g ' dz2 dBOIs'f Oad C stcd Mistso z’ Is+ Mw  Hdzw L d3j dg" |
BONM d dz.

4. Ant Colony Optimization [Mishra, 2012; Dhinesh, 2013; Katyal, 2013;
Raj winder , 20 1d42p dze w5t d odg.Offas slip'ddfsdiyz , - dzW t
tcj finated dzO d3' Ydzts tsidhists il * stk dgh tc O - . [ dzts ) d dzdz
BzteOr BfdMEzsls: Mw IsOCdd3 yd dzts a3, hts okL G
d3j toj " . it L WOt 59 Odz' Csdztsdz BztcORr od
BztcOr L cigh iz @6 dzOMilskzf dzedr tHdd B ®KBOth iz
‘de stetsL f sH iz f ghd M L B30 DZEz@OL @y dz2' © w ¢
Ocgjdzls, wCd?2 dzgjfmj BGdeso dzj dzgz " daW stedBOY"™ & B

5. 1 OdzetstedIsdi3 ShortestORespwohikgp i
Kashyap, 2014] C tsdzts o dats & s des dslz ftdavisd
ftiodL d&zOyoO' Is: Mw o' stedlsjls HEY 286 L Of Lk
f zOdzz * s+ mMw o CKROHRY dzf B&EW § GIsyJ MstcO® L B dz f
Ldzdy k° Isu fipulzz Whygtstedls d3 Cstesls ¢ L O9 H O dzdz
L O9 H OdzdzV d3( . VL SJF HEXY] 90)ydzdet L dzOIs(d
G szt RdeEifitc s B dzj d3ts & .
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6. Active Clustering | oad balancing
Katyal, 20180 dt Gcis ffstcdds'dy Iz ° L O HOdzdzV , {
fsmdzzed L o ¢ sted Mlis Odzdzr dzO iz =d@d@dd ydzts ¢ s5dz0f
Ctozf zo Odzdz?y MRty dr o kL dz'doH dzOdgdsv tods’ Mo Iz s
fsH' Bdeby' Odzolzte @stdsdslals toj W J to odz v Gz@rdzdeMs L ¢
MsB 58 ‘ f syOlsSCsoadd3 okL dzts . r ©dz' miz¢
fcolststes * Is! fmw . ltesHECIsdo dz' Mis+ mMdMmisJ d&3d
tcjMztem" o, yjtjL yj fosfzmMCdOd LHOId Mlis:

7. ACCLB [ Singhal, 2 01 1Qdzdz" d3g Lis@eH @ dzlX
OfmMdzs o Odz0 ‘dDOtsaRkde’'O" d'dz Isj ste’ ° ME &zOH dzts™ ¢
BOfeds B yd MBEzj datlzs dz0 o d € sted Mistso tzj d3Qifp LIS Bt
nOtcOCIsjtedmisdC d M¢ dzOH dzts B3d tod ", h sB
dzOo Odzls Oy j dzdz" . LAY Y ‘Is SHEHK ©OZGIs d dzj SH S tc
HdzOdg tipdzets ] HGs o Uz L O IO'TMPCH S iR Azt € O dzlz
BOMh IsOBtso Odz' Mis! , Iy j, HBYIBABRBOcCO' o f{ tsd

8. Joinldle-Queue [Singhal, 2011, Gupta 201 3] : Odze sted Is d
dz0 9 Odzls Oy j dzdzv H dzwW Hd dzOd3' fMdets o * dgOfgh Is O R 8
BOMh I OB CzzO dzin z © O dzdzw dzO o O dzls Oynj dztizv § totfds dzdt
4 syols¢ iz tsB yd fmdzs H S5 § dzy fnigls € =y ietish) Is
' HftcOo dzd ¢ O, OL @ dsis0 digdzf totff toc HAZP Pt OdZ H dzW
Htsoy ddad yjteed o Cltsyissdidizy jfdsdmnpjdmetc’ B O dzOc
dzOo Odzls Oy j dzdzv L Ctedlsdydetséts hdzw iz tsBtets
d&zOo Odzls Oy j dzdzv MdMmis § B Bzd % @HEGE) Gatialz O ¢ Hzd
dsosftedBlzdz L OOHOdzdzw ° dzgj LB' dz Pz WOGC

9. Centr al queuing [ Rajwinder, 201 ¢
HdzO3" ydese s totsL f sH' dzz. sty dzO dzsoa O L OHC
yJ teclz. stsdzd LOYdls Hdv o d¥tsdg) dapH X ®dsukRO
odHOdY" fjthj L OoHORMOY d §sdwdetsdzd §f j &

11 &
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YJteL' dzgj BO' cEtlssoadr L O HOUA , detsdsO L 1O® 1ef B
HeMlsk dzO. ¢dzj o ©WOL" LOfdmMk dsosei L Oc¢
ytpLr ', fjtehd2 OCd2 LOfdls oadHOdY  Is! Mqw L
dzd © . stsdzd L O9 OdalsOy § dzdev ftotsyd Mstc®O® f OH
ZsC Odzr dgd?2 BjdzjHY jto L OoOdalsOy j dedzv dzOH Md d
d3d dzj HY J ez L O9 Odzls OP giztizdef 2 IBHE Hz] B Jyig dzB o H
wehts Ldz@OBFEGEaRo H Odzdzw o '@z o df OHSCE
LOY dIls' ©8 HBS dzZOH-BBH)Y J dzdz" deso tsets L O H O dzdzW

10. Connection mechanism [ Ray, 201
BOdzOdzkz o Odzdzv  dzO 9 O dzlsiZdy j dizidZl O dz' @ figglzts 0 @A & J
0 Hd&zOdz' , wWCd2 ° yYyOmilsddetst HJdzOdE yYdzseg s C
HdzZv " HicOn ZdA B dzO@ dzidz! ® &M Is 'C sy dzse s MJ too §
dzO o Odzls Oy j dzdz™ . 1 OdzOdzlz e Odz' dzd € dz® s @zl
Copdzts M oo fegOdzs hz2° Ist Mw P HEEBdzdew dzes by f e O o
i tco j 60O, ‘ L d3j6dal dzO dedzfinw L Of jstAflz ‘LIs' e OB
fJjtejtodo Odaedaw .

11. Least connections [ Mishr a, 201

L' ° HdzOdz f sid de®‘j to, Ofwklg? daO© HiRjdzd 2 YO
¢t dz €' Mmis! ' HGdzt yJ dz’ . 1 OdzO dzfn 2 @ dz: deizckC
16 Hd&zOdz? MmMjteoajte' © * o' HftcOodls' dz® ) ls HAOdA
(W4 SIsdedz Mis! OdzG st d ldaB o © dzls @xzPdiaiglz o © df
HJ G dz SO f 560 Odff Oz, Gvkde f 2014; Ra
Tl tesf 2MC dzO L HOIsdz fMmls! odestcdmMlssolz’ Is!

L O HOdz' , wog e Emyf " hdets L Oo jtoh j da' . I d s
L OGOdz' diisls d df detisfple” Mmd Misj d3d .
T yoff di cteOy"' ’ odL &Z2ZOYyo' Is: mw  wg L OG(

SHdSEE skl &ZzO OB 'dalidyiztsifl ofHgsH jddl d5 cdsiz s .
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ivyoOfm o HekSCE odd e ‘' Is! Mw wC ' dzlsjtco C
SHJ ey Odzdzy o3 ‘szdz@Brés'dH 'd.HH j dg d2' d3kz A3z, h tsB
LOGOdz! dzgz ftesHEZCIsd o dz' Mmis! .

il " HdiseasMmis® 2¢C " Mlsy o dd3 to¥° L HOId Mmls!
B OdzO dzfnlz © O dzdz™ dz0 9 O dzls @ jsdzdzgV | ® t5 HafwGc Stc @ &
BOWdzOdzMEz o Odzdz" d3R2® & O dzls Gz | ztiztzdDe dfiats MHstg 2dz M te

i 1 dstcOlsd L Gds'o L tc oB(stisdsty @dzdHBte d Is dzlz
zOo Odzls Oy j dzdzv 9COLEEIsH dO o90ls" Mis:
LOHOY , fjtcjteL O B csYpdise O disddy, .

it d MgagedhS stcfgbmy z Hdzv L Rzl Y detmd Blzdzy d € s
ofmM' " Mkt o, wWC' oCd YyB@ klod MEtijdsd dBLzL.
Hdzw JWJjClsdoadesmis® Odzestedlsdidz B OdzOdzmiz & O dzd

i [ Offh IsOB & Owdal Gyldsdz’ M ls - Odze stedIsdzsz j o d ¢
BOdzOdzMEZz o Odzdz? dz0o Odzls Oy j dzdzv Ld Bff) iy didgaz®"
okzLdz' 9. stOhddz ‘' Odzestedbsds L odmsCtss d3C

iltecsHEZSIsdeoadz Mis! By j BERZIsd o dL dOyj dzC
fsCOdmd &Isd §sdz §hjdd?2 Gt whdaz@uzdz]: dsp deh
Yyom oLt & 0 yd H s [z Gedfiads p202-0ls tcd &3¢ d

V Is@rdt. dzOo jHjdes ftstc’ o dzgV dedg? tetsL G dzW C
dz0 o O dzls O @htzoethfie® " & sty dzs 9 Odzdzg? L O o' L dzd
ftcsHEZCIsd o dzetsfls ' .

36y &S0 ' ad HJMBOXOdNME Ss&Efo%ls] s

) jtejH Isdd w6 wsfdmolsd MsieOkjce' s B
o Cdzs YO o MMjBj ¢Cotmghd@g ©tptzgets 6§ Btsteo dzv  Hd
(Ml j dgv figls ‘o dzsgL G tgis ' dzk  z0o Odzls Oy j dzdzv ¢
o9 jMmMisd Hjwe" {ftsdwilslsw * odL dzOyJ dzdz” .



182
v OB dzd yw <

]l ste’ adgv dzt dzd 2 OdzOdz Odze stedIlsdz" @ L O

-

O ze stedlsds / | O v |z |2 |a f’g o |lo |©T
% - - 14| @ o S m 4
ot ‘E’ @ o) s 8 N (O] ot
& 1) %) 1) = 1) N
- E £ =i T —b = -
= © |0 |z |J |Zg |g |©
1] > > _ O] S
S — - — —
Round Robin Sheduling] Is©O¢| - Is © - sO09 kOS| - Is ©
Max-Min sO¢| - s O - s IsO¢ - Is ©
Compare and Balance| IsO¢| IsO{IsO! 04§ IsOS - sOIsO
Ant Colony Optimization| s O¢| - - - sOf sO¢ IsO{IsO
Shortest Response Tim¢ - IsO{ Is0O - sO¢ KOS - Is O
First

Active Clustering - s O - - s sO¢ - -
ACCLB sO¢| - - - s Is0¢  Is0OlIsO
Joinldle-Queue sOC| IsO! IsO - Is ©¢ - sO{ IsO
Central queuing - sO! IsO - s sO¢ - Is ©

Connection mechanism| Is©¢| - - sO¢ Oy SO¢ IsO{ -

Least connections - sS04 IsOf - -

1 ' H b eOips BOL bdg GHOMIsddz t©j Mz o
o dH' dzj dzgd & H dzV O ®HOGzqzs . o H O ® Dl Ssfswy j &) &z oz
"dzh 3 L O9 H Odzdz" d3, SOCJ L O9oHOdzdzw lsted dsl
f &zOdzz o Oz’ dftE ©L ff ©OR aelis. Y OMCd fsyj Mstel
tj Mkteh' @ fesyjMseo. YOMICd HEGLOBEY: Lk
zOo Odzls Oy J dz ftstso' wagtsfhnj daddzts B shy d = ' Hig@eMO
ftod L dzO P azHzO dzdz f O JsistcO® dzgO2 8B dz' b 9 Oy dz
YyoflstsS, odH' dzjdzdms LOHOY' . 1 Otd@c Ol ' a)
LOHOY tistd 'dhdgvdsld L Oo HOdzgdz" 3. wdz' HWEBOC &
"dgh 7 L OoHOdaRk I§ s i ek OO Is @ dzdvtafy jLIEs ). i) 2 t

1 O Odzls Oy j dzdzy F stsyj ) & © &Odizf REB s 1B ¢ dz"cHSQ s
94 dzd ydded, L dzOyd dzdzv wWCdnm destedBse Odz'® °  dzj
hts wWChi fjtej Hdz L dzOy 4 dzdzv L Oo Qo Oy Jjndi
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W ko Olsd § tod ydjdell ZzSOC dmMB e, N tsBE I d
BO2BEIsd sRE; WwWChts ¥ fjtej Hd BHISO ssGidRY)
dzj SBOo '  Hdzs jteds desots L dzO2Isd f§tedyddsz *
stsdif dzj Sfydzj o d B tos o Ocdzdz? HMB OkOdemk
] BEdVHE dO fjtjesOcd *  dzj e©dzz® @ dzc
toj MztcRosddzdnj dzC &],,  2Oits t5g tzfdaz kS i3 dzj ¢ ) dz
odd3 to¥ 9 Odzdz?" L OCOdz dzsegts to' adzgv HJMB OdzOdz
Hd B OO dMk ¢ 5y dzts ¢ tsls @ ey jtet®'. * it 5L ¢ dzv dzlz Is s
1. djtjHd L Oo Oudzs®y ff tiztifPRUl(Bp-@ztsc & too |
odL &2Oyo' Is+ v w¢ fjtcj Hdz L O Odzls Oy j dzdzv
fjte' SsHEZ. 1 O0ftedC dzOH, WwWChts §j toOLSHY CpflssCinlsi,
fesy) Mste® L PEJMEz Ty q o CRYY © mden , i st o
L dzOyj dzdzv L h j fls i-cLtO fyfjfifepdidteo . L dzO y j dz
O ZOdZsE ' Ydets o dL dzOYO* Is! Mw  fjre jfHodsls © L
RAM(T) i-ets fyj Bdnjjte@ H dz L OK@dzls OONeiBLi-¢ s
Mjteo jteO fskwvaetsd MtsMisjtejyzo Odtsets 1 jto
2. [ M d ¢ odAklzldcdojCidzy f sy j MElsO,
COOIzE f sls@Shtsdy el dz@MbL s v o' H MjtejHd 5

CPU®,  ¢a@BAM® * ¢ o Metzl sis s Cds@fIBCo " H kzlsdz' Mis
cseslsd SfjttOy 2dts’ Mmdmlsjdd * fjtej iSO
o j dzd yGRES', RAM®™ *  coddeizizv ¢ 5L dz2OyOe s L
ftesyj MRS Ofi@dgz  § sis I8, O dpdd d§' defipilz M Mls § d

Bsd sstesd B jteOy’ 2des’  Mdmsj disd.
| OO0 dzls O jedzdz'i Mste O 1 s s RO ENY L O
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CPU*=CPU" 3§% (3.1)

Hifo, TUOMISS O Mk B30t dots @1 F o ot Piipe ExdRcg HitdH
gs. 1 O digislstm dmdze * s Mqw sOS dd3 yd dzts ds:

f&, =CPU™/4. CPU™

O dz0 zs C'EYBOS 5o k¥ s v L dzOy §rdedzy ' L @ otc@sdf

LHOILdtsMmis® djtejy' L LkteOhkzo Odzedawdizls S dzPigls &5
C zOGSks B yd Mdzs “ s MW L O ¥ stodk dzss :

RAM® = RAM' 3 £ | (3.2)

Hifom T UOMISS O Mk 30tk dzs -5 Gl ©)t3 il
gs. 1 Ow®ifislsm dmdze * s v OS:

fomn = RAM®Y/E ,  RAM™ .
) O9 Odzls Oy § dzdz¥ ¢ O dzQ5dets i tiistts ¢ tisdz MM dz@ fiPz W |
Net® = Net 3 f* | (3.3)

Hjfh T yOmkss 0 Mk &30t dots Kiw tso o

OtsHMRlHmS Odeg H 35O Is
C dzO@z ) Ot @ BEFasted Mdzs * s Mqw SO :
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fi = Net™/& ., Net™.

3. JlojHjdts Mjtejudy 2 SCtsjW' y' Ligasmle "
1JRrBRU " MjtejHde L Oo Oczist®y ) fladay j O v

j "cpurcpy

CPUM =
’ a cpur

(3.4)

HiNiLOG@® d2 & ydzdn M j teonit€ edz? & ' fifsfitls jAck
Bz Mjtojte’ . ¢ dOd&se' Yddd yddsd, fHEjH
RAM™  f ot MG dts’ L H Oef'dets fisls ' j dz'o dz'tc’© RAMY w1 ¢

ofw sy zhe do | Neflsdssings ' s s o d L dzO T

4 RAM' RAM"

RAMrA“ - a N RAMm (35)
<. N
~ Net‘ Nef
Net! = aé - N‘kef‘ . (3.6)

4. 1 dzOYj dedz? HdMBOXOdME off' & ftyj
Hd MY jtefm' °, L dOyjddzy HdMBOROdNE of' 7 {t

ISLery =& | (CPU' -CPYM")?. (3.7)
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0 42O dzts clstopdiads ¢ B kIS L cOR o Odz & 5 dzO
fesfmMCdts’ LHOdshs o&jtjy" .

ISleay =8, (RAM - RAM")?, (3.8)

ISLy, =&, (Nef - Nef'")?. (3.9)

5. lojH] B SR dj ¢ Mdzj L 020y J Skkdzive tsH d
Mitto jt®, hits otORthfr] tcogific®. Sd[S BEHEiHo
L O kdSlE HdMy jteh' © W & tod daj te' ofpias ds'
dzO o O dzls @5 fp dzfipf tc odg@eddL dgdBYWdIsd W ¢ :

SIL=a(CPY' -CPU")* 4 RAM RAM)> (crNet N&2  (3.10)

] O OBab st dzZOyOe Is! 90t Ctsj W ig" ' &
ftosf zMEC dats”’ LHOdsMnIs' d3d 64 1, 9"  Hf 59 " H |
hdzw A sy IsOC d dgahipietzl 3, L Odey yHdzBteisz @Odzd n L O
MistckCIskted MdMmlisi d&3d .

SIL L Ofissmsoakz’ s Mfw  Hdzw 5L dOyj ddv t
hdzw s tsd3 f tste” o dgw dadzy Ctsi W' y' ' dzld'lso o d SHtstad=ftf
LHOIdtsfmils® d3jtej " .

USH' MEzdBOtedz L dzOyJ dzdzWzfrpddiiiss] @iglzO dzfiiaf dofrfr

ISL, =%é "SI, (3.11)
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6. wjtejHd I[Istod @ dOfysd digdst BAIHIO dz H S
fstc’ odzs 90Isd ' Ldg Odetstedlsdsd 4§ &zOdzkz o O dzdzw

7. 1 jto' tSH sBcfgp g j tazO o dL dzOyoO*' Is+ mw
dzO o Odzls Oy j-dgidry j tedz@ tc ' . 1 jto' sH tBtesBSd o
MjtejHd LOoOdsOy jdzdzy dzO0 ofy' 5 Mjteo j6OF.

8. [(WiCkdods Mis! odSttdflsOdadzy o dL dzO?
BEWCsdRE Mmjte ' .

sOCdd yddsd, H&v f ZOdkze Odsdzt toj Mkt
C sy dzj € fgssiE e Oalafiz? L OcOdz dgscéts to' oadg? H(
MjtejHdy Bets 8" adz" HAMe OkOdeml Sty descts )

37 sLiesBC O iz StsH Iz BJLYJydztsgts B OdzO
FPtcOnlzo Odzdz? d3 Bz def As df® i3 lIOF 5 OTHONZR SOV " ¢

Yy jted ‘ olstcOIsd, f StetsH Y 2 tOEX Is O dzic G
o zZOMmisd o sMmisw d3d , L Odzj ¥ Ols &' H Bz dz Isd W te
L OcOdz dzgj dese s f 8COLd2dC O mjtemlsO. [ * Of C
mjtemMls® o' Hftse HO Miskz §Q dzis S dzls s H &Z2OE ON dz(F 1
HOdzd - . 1 20y jaiskzy §f Qe@dgjoLteds mj tofils O, tsls to
f s¢COL ded € O, " Hfitso "  HO' mMisz{ j dg¥ HiSO G 51
A~ OOCIsjtedLE’ Ctjdv @ 2d o dkOMisdotsmils' s

Il ¢ tsted fls O dadzw HJdOd' ydzts L 3" dz¥ 9 Odatsc
fted2dgwilsdzedds L IstsySd tweehls L q3ysaptididst dz0
YOMlsslsO disdz' Is Hsiged det zL dz@ulgj dg'OlsifL O Odz! dzj dat
h(q) er' Hdzse s f slsC 2. IRl Ot ds O dz Otz tf dz’ 19 1€ 1 dsd
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fMoukt dzv §° Mz yjdz#2 HB Y' tsctzdaHElskz L (
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od¢ tstcd Mis Odzdz’ ted Mztem' o, O sy dzde Mmls!
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[Schaelicke, 2005; Kopparapu, 2008; Heorhiadi, 2012; Ageyev,, 20itth, 2017]

A" dz' ‘ fdtcd oOcd BOZOdMEZzY Odzdz? dzOo O
CtoztflizPmMh sOBtso Odz' Mis! ; BJLY jM@iecmmP s d o Odzd
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M tco j to.
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CtedlsjiBOH e MO o ', @H te OB Wiz, P OGO ¢ KageafapzO
2008; Heorhiadi, 2012; Ageyev, 2018
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odqwved deggts j W' y' ‘dels RdBdesf tsL dlsdeodadr Mt t
cHB 20 Isetcdoyise @ Hoadh j datss hodHC" " fMmiss o dw
Yyombstslsss ffoiddzésoadr MftcOy!' soke OdzCJl I BE
[Gagnon, 200P
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T|D3= max____ ' min (41)
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LBM = (4.2)
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odL dzOy0oO* Is+ mpw wg

T2 =88 P() A\ TR ) H1 -AP() *AT.(IR()

HIP() Ty 2dtse ' tdz s Ris O oSty drj dzm oGty +
Is' d¢' €O sHddz Isdf hC'  Hd&zdots™ f BH'

[ JIstsH OdzOdz' L Iz MmMdec dzOIskz tg L FtcORr zo
odSEtstedmlstsolz® cdzdetsClk fjtcjo’  teClz §OCjIs' o
stcOW " Ctsd3 Mde dzOlskztets® OdzOdz' L iz Is! Mmw L
tsB Mdzkz ¢ 59 Iz 9 'Oalzdz? PpEE SEdmMistse 2° HyJhdWw®eke C
[Bakhdlaghi, 2017; Butler, 2013; D'Hoinne, 2013; Gigamon, 2017; Radivilova, 2018;
Symantec, 2016 ted f sdzC @ | OH'0a]l ' 208% @ Qfaddzts p B017-2;
Oliynykov, 201§. Yy Off DPI H dzWe dta Hdp@cos Isf v IO dz!
9 Hfitseo Hdzdm T OCjIskz.

[dJtsH OdzOdz' L & MmMdedzOIlskzte L FtcOn 29 Odac
czdetsClk fjtcjo  tClk fOCjils" e (DPI) ' HJh
odwedzj dzgdgv DPI 2) HI M 1d W3z B '® Getizez '8 Is @zdz@
L& LsC ] teGuo 0Lar pim, ZDHA). |

gl ] dZz0 thdtse OdzOdz' L 2 i@ % dtn bzt & dzdf
Cedkf sdzj dzls'* ©¢ [ Bul ajoul, 2015]:

TH]jSBsHJte O " o;

Tfejfesyd Msted;

i3z »nOdz' L d&3 9 dWw e dzj dzdz” ;

imMdMmlsj GO toj * MsteOyYy' ~ O ftse " h j dzdav ;

T9dn d3sdz’lz dz' .
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ssdzd §0OCjlk fwdosHdlk: o &jtiyk, HJ
fOCjkd. 10 fsyOkSlk HjkjSCktted dzOf Qo dzw &
50C" §0OCjlkd HA&v §sfjtejHd 87 BESBCd L
HikjSlkste® HOd (HKjRAOEB! MW HE ftoj §ts

A dzsted fjftesyj Mse® hodHSH e Ods L
fjtojda tpgtcj HOYjJ ¥ o BjnrOde Ld3 odWwe dzj dadzv .
YoMmilsd dets* C Bt ' sz w1l HdAY § Heslto
o' HYtSo ' Hdskesfsn GdeOondfjnadMj sz e sisd kdj s
e dOlkte L cddetStss fjtejo' tltss §OCjls' o

[jrOod LB oadwoedy dedz" oStz Isted fsfydzat

odwedzjdadgy. [ jJrOdz Ld3 o dwe dzj dzdgv d3tsy dzO
wieds IstcoBOda O

[ JrOdz L3 adwodzj dzdgv S tedlilsdydzed?2 HES YoOf
wll. 1" 'd& odSstedhmssalk’ ' Ldd2 YO BBt
mydydw " coy 2 MmMdmlsj did ° ¢ d CsMmis® fOo
C'd& SO §0OCjls' o, |losd Nduk' o Haz@® df wAEEss Y
odCtdzlz’ Is! mdyj toj et BV ¢ fted ° dilsiisidzlg 6 O tzts 3l
[ SH EdZ 9dojHJ dedzv (f dzOG "' dzd) L HOIs dz' 9 d ¢
GjLizd O 9, Nt cjdzjteke Is' v i gpds &
1 ©O6 O dzts d3, 3 H 2 dz' odotsHE Codzlstots dzs & Is
mdmlsj dss "  MisteOy' ~ SO Bitse ' hj dadzv .
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2. r145BHbwe TP BO" § Gfjjudsdtds” dels Higw ]
fsls' 6§ BcOds Lok’ 18OC' §0OCjlsd Hdv ft
B34 » Odz' L dzlz Buttbw 2013 Sydpdatec, R(4).
3. A d sted f ) ) ostsg s CIROREMfzO s s
w-ets sdflz §0O0CjIls" o " welsHY T R b2y i) taf] MCCUS)
B nOdz' L3 adwedzj dzdzgw HdzZw OOz L E o  Hf ts9

4. 16ksCd wd®©S jdf o §oH' &V ls! v  d
d&zjL O dW cso Odzg
4. 1. rdev  dzgjLOh dWtcso Odzgd R G OCjIs' o

sBMdzctwe bwldipdz v TET., ©kt §jtjrnsHdBs
T>T! ks BjROd L& odwedy dzdzy ftetstf 2GS O
fjtejntsHdls! Ht §.5, btkkz it wll TH@EOyY:®
BOS M BOdz! dets HsfkfmsdBd?2 YO OOk Lk ff OF

4. 2. rdzv L ohdWtetso Odzdr  OCjIs' o, w ¢ h
| nspecti on, o j Mm! L O dWtctse Odzad 2 stcOW ' €
ftsdz sdSts¥, HjNdWickz' s@@WO Highvic oQded dz' L B j to°
Hdzw  h d W teizjoQdidevz o OdBlzy ki OY W Gseo Odzd 2 st O
sBdBjyz 5! Mw dzO hdss ' ftesW ' dzv HjM Wik
LO2dMmkz, B dztsC z o O dzdz? W odz sfePty) fd zor Jsh
By ~Odz" L3 9o dWeodz dgdz?" HdzW OdzOdz' Lz f. 5.

5. [JrOdz L3 o9dwWodzj dzgdzgv HtesotsH (IS G
fOCjls" o st ades ‘' s v L MdecdObkzteO®Rd, W
Cydetsets Isdfkz §0O0Cjilk es. DPI HO® w®dHis d
ftotslstsStsdz 9. 1" fMdw jtejb" T8V ssdjofgio lsdtdc
fOCjOR HOdI]AR oCds yoO'ls! v HtcOoddts toj G
" dW st 3Oy W fets olsttedzj dzdzy L Of Mzt s mw
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6. [ dzv Hj"dWtc®o OdktBdsts OstOQW' ¢ o lststc@ dz
steOW " ¢ fjted MddzO' Is! Mw O Mjttojte ' §olst

7. lsoltStkdblsdi A e CfstX ' o, WC' (dgOH' 2h

sO0Cdd3 yddesdz ftetseo jHjdets OdgOdz' L Isj n dz
ltotso jHjdets OdzOdz' ¢ ddgfpasdetisdttts OdzOdz' L 2 f OC
OO s sdzso Odzts o i § SeltlsS M) I¢ 5 ockpdBIIE S5 O
s® tej Hdz" 2 YO BfdzEectsokzo Odzdz vl 1l fHtod O
OdzOdz' L 2 Md ¢ dzOIs Zdsdzd B fdEtgloO dapde®dr' del® O e 2 Is
BOL Md¢gd®lskzcj tcjo' 6 d PR Nl S JWicClsdoe dzt
BB Hj dz 9 Odzdzdzy 2 sets tesB SIS .

58 (jLEd kOIS (BSHj & o Odedz? tsBEId
L Ofdzs o Odzs ¢ 5 dzO  cdefsjEss md3ids @ deid2' lad dz¢ k& o O dz

[fdMm el smdeseo® MdedzOlskzte Snort

Snort dz02 8B " dz! h f s zdzw tcdzts 8 mdgfils j, BB |
L OfmMdzso Odz0 dzHafepd R@tkE] IsSntwo@ ~t tcj Odz' L s9 Odzd 2
BjtogdPdzlstcOW " ¢ ftesatsHdls! yYjtejL dg séts 1
Yy! sets AsteOWs'dE sdC O tojOdz Lk st v M dzw 253
9 " Hftseo HOtIs! L& Mk, wCd2 {¢tslste'" Bdets o dw
Hdisj to j yulddlls S st "W o f! séts IstcOW " €k dzOH Md
OOz’ Lz' Is! My HEBO I Hdets' dj dejztddr YsI©Isfw 1 O
odStedMmlstsolz’ Is! Mw dzdh j Hdzl3j tsissds’ s jod@izy C |
sL dzOyo* , hts o dwe dzj dadz™ 9 Is 5 tc ¢ dzgdz' Snodzj
tc] Odz' L s9a Odzgd?2 OCdd3 yddesdz, s ojfm! IstcOW
fzdeC sk jfdedf .dzOmyj tco jto Snort L @3 ' s My
ftosatsHdIls! yYjtojL da sets Hts HEsMW ¢ dzj dedzv o d
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gjtoo jtoi $hoMmygmlsj B3O, O weC'2 ofmlsOdztso
[ dzv dz” t8'j] Odz' L Oy* °’ Ho O ' dalsjteW j2MmMd Eth&rn
BsMisso O d3j ted 4 O. 1 J ! stcOW ' ¢ ftesnSHJIs!
fJjtehsets ' dzlsj oW j 2dgjztc P dz Hztc BB 'teis B oz * H dzts L
tcj Odz' L z¥ Is! mw , ‘ oy doe O o " Hf s9 ' Hdzd - [
LOBizsSC o Olsd, o dilziimSH{®'O' 2 g2 tststON IS .

10 tdMmkzdeClkz 5. 14 (C0OL0Odes sfdatsoe dz
[Hafeez 2016 White, 2013, Bakhdlaghi, 201 Kang, 2009. [ SHE dz L On
fOCjls'a (PCAP) odetedmMlssolz’ Is! Mw wHdzw L
Hy StsH j to "fHQCdgH] Weo' € Iz foslstsCsdz ¢ dzofmd
My iyd¥W &Yz O£ jIsO HOdz]r . ltoj ftesyy Ms
SMTP, ftoj ftesyj Mste POP, ftoj ftosyd Mste F-
CGtslskzs Is! fOCjlsd Hdzvw Bt g tchH p e if i @i
LBJtcO¥ Is! wWtecOedzg dzlsd I nternet Protocol
fJtcj HOY ¥ (TCP) . 1l sIs' &3 o tsdzd  § t&vjlets cay
stcOW ' Sk, wWCd2 L dOrtsHdIls! Mv L Seokiphlf.tcts®
ltwojftosy) Moted SOLEPIsdisfi @G Isd ,d3' dasB Ho d G
dzjechj BB dVIsd f#0O0CjIsd. 1 0fted S dzOH , O dzt
o' Cdzsds TCP, dzj sy kls! tsB[BEs,R0E8]Is d tedfjf e@sdy'
Md OdemMkz &ty 4 odwedlsd vy 9 HiMkzpuxlzz s dz? ts
o' Cdzts TCP, hise 2 565 Palkis3ptzOHafedz, 266. o df Weaddls
o dw o dzj dadatizj dogPalalivtd OW * ¢ dzO Mdetse ' dB8Dahpstolz
201§ . 1 0tejhIs', Lo'Isd cjdzgjtekzsls: mMw L O HBY
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Network traffic

el B i
modifies the Rule
packet \ file
Applies rules,
Detect events _/" \
\.—
Outputs to the

t dBldd dzc stedlsdz WkdzeC y' sdzzo Odzdzy S

l Snort t©jOd LBaOds fttOoddts, O {§tsd
ftcOoddzOL Ofpemtsatf S GEazd Oodhzs o -HY S
stcOW ' CIz. 10 tedmkzdzCEz 5. 15 f8C0L0O0dO f
M¢ OB OMvWL Ocsdztoa €O ' HOttORj Iste’ 9 f tcOo d dzO

1 OesdzsotsC Snort L QMg muizO0lsmd Htss v E &
B espdz IAOW tc@o ddzs L OHO' Is' MW et sd
OHtej Mt HYJte] dzO, dzOf 6@ Hi3tsiddn ©f ¢ts IStisE dzC ldsk@ Ot &
f stolstsd3 ff tc (ShabOAQBdedd’ tdd Mz dftizC CBL.OldBs L tcOL 5
Snort . 1 O tsdztso 5€C f tcOo d dzO 3" MisdlIs C
st jted HY Jdadz?y Hdzv JOCjIskz -OH W jsfisdsy” TCP,
BEaICtss OHte O] totf @ADIS-"HOHS cebiHG ] M OIS O, h s
f stelslz 80. 1 OtcOB] stodf i@ d® Us@H O BHIgj dzls'c
cOLtsd "L o d3 Mistsds, wed?2 folste’" Bzt o9 dwed
LOCdzZEOBO®R] stcd ftcOoaddz o Wftse " HOE Is! L B
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\ction =
: -

> $ H A

3 3 3 $ 4

alert tep 192.168.1.1 any <> any 80 (msg: “Facebook™; content: facebook.com: sid:10001)

Rule Header Rule Options

it dB15) ted S ZOH fwOoaddzO ©® Snort

l1tcOCIsdydzel odStstedmlsOdzdzy L Of tetstf sdetse Od
[ &z tetso j H j dadzy | @ g fizfstc isify efifplizipdsz S nor t
f'CHizOq fifsH  dzr el LOftosf sdso OdgsEts C
Cdzd st jstoj 0 " oS s  f Oojiezo ) tc Gndppdf@ s Is+ Mmw
odqweodz dgdzv to' Ldzdr ftotslstsCtsdz' 9. A ftcOo
FLetsHYyEE Is! iMpw L stcOW ' C 53, hs ftotsatsHdIs!

fslste' Bdes LBduOld HOd , W' d stekeo Old O
%O H' OCEL@EE?2, dosCwifPzdStk 5.16, ' HJjlOd
ftcd S &zOH " .

cSn 'dHsizcOW ' SdB'zo OO Isd2 dzOB "' RIGR, Q0K 7 |
Al-kasassbeh, 2016] ‘W € dz% $® fjBj d2OB HedzQ DY, Mg ols tw
Ctsy ddjH dzOdzdz? MEC dzOH OO Gs) in'we L  {dzOms jreHe@EHzZ (ffR-dzts
OHtej Md dz@-Oytxpidye L OL dzOyj detse s ff tesls 6 5 dzlz
yofmk. 1 O yOdz' dzd 2 zOB " t6 zOB " tc Isj Mmlis
OsOC k¥ ydr L O0° HdOdA .

10 dy@ualzOdzdzy MSC zZOH OB Is» Mw L o' Ldedrm
| CMP "'dz s’ i3ABCeslw!BlIsd sOC Y o ¢ dzt yJd dzg' tc
&ZOof ted € dzOH , FTP, Telnet ° s. H. ' L dg Is
LodyuO2dz 0 GRS doLHf s Hdes Hts 2 digtse ' todz
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36ip gaHMx PinbTpauia gaHux NigrotoBka gaHMx

CTBOpEHHA Npasmn TectyBaHHA NpaBun

BripoBaHeHHA NpaBu Peaynbtatu

{ (Bl6d e stedlsds woBslsd Snort Hdv

Il M sets o HOBEBBEIS sHddz §f OtcOd3] Ists. l
COjetste’ "1 Mdseadz §OOdj sted, QoLbic @sd)jdist
yomkez f O tc GPadzOIls tadin ddsste OW '~is@) s ® ' H fupzs ' H ded 2
Coydese s f OtcOdj stc® 9 C OL Odz o IsOBdz. 5. 7.

{ Mdzs 9 dz’ fOtcOd3d sted odL dzOyoOs Is! Mw L OG
fitcjo' tCd DPI. 10OttOdiIsted Ctsdelsj dzlskz o3 M
Cstedmdzse s dz209 OdzlsOy j dzdzy © JOCjiIs@m MEBBS
ontHE 9o MmMdMmlsj i3z, L dzO dzdzV ' dz dEWOSdaIQIUezDd e
shdetse ' YOk fdmkzs ls! ©EEG]Sjoottdfids ‘0 "9¢ da o,
C' dz €6 MEzOdzL. L sSHOGEIEMHISEHEdE H. 1 OtcOd] Ist
smhdzts o ° ~-MisO odCtcd Mistso Bzflg 'tefyWMsS HH dA L LOtS BS
L0 H dzOdz' |, O dzgj o YyOmsoatdkz ' dzlsj tco Odz* ,
i tco L. JSMf jtedd3j dzlslz B ERzdzts L d3gj dgh j dzts
f GOaizj stcO~n .
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v OB dzd yYyw
Jidm L dO0® HOOMmMJIs

sOljcet 1 O2 d3j dzz o Odgdz? L dzOC

{ mdzts o dz' Duration, Protocol_type, Service, Flag, Src_bytes, Dst_bytes, Lan(

Wrong_frangment, Urgent
J L dzOC d Hot, Num_failed logins, Logged_ilum_compromised, Root_shell,
Ctsdzls j dz Su_attemped, Num_root, Num_file_creation, Num_shells,
Num_access_files, Num_otbound cmds, Is hot logins, Is guest Ig
J L d&zOC d Qi Count, Srv_count, error_rate, Srv_error_rate, Rerror_$ate rerror_rate,

L OfMmdzts e @ Same_srv_rate, Diff_srv_rate, Srv_diff_host_rate
yofm’
J L dzO0C d Ol Dst_host_count, Dst_host_srv_count, Dst_host_same_srv_rate,
~nBMiIs O Dst_host_diff_srv_rate, Dst_host_same_src_port_rate,

Dst_host_srv_diff_host_rate, Dst_host_error_rate, [@st Isrv_error_rate
Dst_host_rerror_rate, Dst_host_srv_rerror_rate

Logged_in, Root_shell, Num_root, Num_file_creation, Num_shells
Num_access_files, Num_otbound_cmds, Count, error_rate,
Srv_rerror_rate, Same_srv_rate, Dst_host_srv_count,

Dst_host_same_src_porate, Dst_host_rerror_rate

1 jtoj o' toj dzg
fMlse stcj dada”
odn' H Osz@BNG §Pdz ' dzlsj ol j 2 .
Is tc O@Fadelmokls © Gmai |

ftcOys 9 ©9
C'dz €' Mmls

Mfse ' hjd¢ ftets lSOW "' €

[=

] IsOB dzd y' thOBO dgjflvftddO dz'f tc d 2 giar dgW v g W aisoz,
o lststeg dzj dz
v OB dzd yw &
[BtcOdz BL d&OSCJ
sOlsjgets 1 O2 d3j dzz o Odzgdz? tsL dzOC
] mdzts @ dz' | Duration,Protocol_type, Service, Src_bytes, Dst_bytes, Num_failed lo

ftcOo d dzOd3] e jsRle L Iz s figW j 2¢
z twind:
Il zdzd Mo tstcj o
Snor tdzjdsQeirigls Is'tsdplOjdag W2 |

1l etsOQdzOdz' L 2z 9 GrackbdokldsGic OG ma& i | Snort G J dzj to
1 mneddzddzz * 55 MmjCkdH ° 0OdzOdz
slstcd BOdzd» § OCjls' 8 MmlsOdatse d Is!
hts MisOdetso dls* 99, 085%. | Odzdh ¢

fOCjk' o,
f tsd3d dz€ d

9 fiN@BAczIE ‘Isdz.tc O

fOCjlsd oy dz0 § ot
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10 tdhizdSdO e jisH jlizsL B d Islsw flesOd@azOL s
ftoslssCdZOBBd. Aj fs¢oLkz’', FeypofooykdOol
0,003% f ©OC jIsd | Pve. sto' d@3 Issets, 94 o6[&6 %TaAC
stsH® WwWCi Hj28DR. 10 tdmMzdkEOF 5.18 kO
My tse " M jdz , ht® cjBdHiOmittB® MW ' dz ISOC Y f ¢
o Yd dadlel Snort sOCtsy Mottcde WO2REz YEtd@
Btsyd BLRIsd od¢ s QOREBSCE 9HHCtcdlsse s H
ftosf M dzts™ LHOIdMis' , oftsef@Rsd o @dzp C
o' HCtcdlstsets HEBHOKSCO o Misdls: Hy W' dzO E
oqdwoedz dedzv MY sy do Odadz” f tets kS teigsys dzOQMEIE S dz
Bt d&BesydzO 9o HCdz¢ ydisd, Odzj ) Yy! sz

fosfMCdlz L HOId M, i eS| o g . § syl
MisOldmisdSd "sSHE Cy dsd-BEie@S SEigdgisadie O
DPI . v y' Sk §tdS dOH"' & dedyj foddsy siEspiddls S ¢

v DPI ftcOoddzO sy ks Mlse et 9 OlsdMmw SO
o JFptesctcOBRd, htsB dzj o' HEsABd2 IstcOW " & dBisy dzO

; content: " "; http_uri; fast_pattern; sid: ; rev:ii;)
"; pcre:"/.facebook.com|.facebook.net|.fb.com|.fbcdn.net|.fbsbx.com|.fb.me/i"; sid:

y 9
y g:
> any any (msg: "
y any (msg: "

"; content: " "; http_uri; fast_pattern; sid:
"; pcre:"/mail.google.com|.Gmail.com/i"; sid: ; rev:i;)

{ B17) ©Oo d O H ¥ Hj Is Fatdbdoks @dz@mals O

10 dOmsizf dzsds Sty Mlse stes 6 Is1 Mw
Fded Cdzzlsd L Oesoatstclz ftots Isjtetsted L d3. 1 O fc
Mlse tstcj dz' HdzZw o dwedzj dgdz?w o d3 Mskz, fodwL
odMmlskzyf O Is! Mdzse O: ttsB dIs'd esdsCdiBtizd fn IS tizef Hzoo G
c¢h s Rilstsf! hzC O Yyd?2 od3d Mls o wdzls] tcdzi |
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HOlsY , YOMGd, OH O] MO Ky j teyjsdzds kRS |
fec0OdzOd L5o Odz OdOd S shvE ' BHEOFHEREd N

Run time for packet processing was 115.127039 seconds
Snort processed 37447 packets.
Snort ran for @ days 0 hours 1 minutes 55 seconds
Pkts/min:
Pkts/sec:

Memory usage summary:
Total non-mmapped bytes (arena): 75206656
Bytes in mapped regions (hblkhd): 15835136
Total allocated space (uordblks): 6579624
Total free space (fordblks): 68627032
Topmost releasable block (keepcost): 60536

Packet I/0 Totals:
Received: 37794
Analyzed: 37448 ( 99.085%)
Dropped: 0 ( 0.000%)
Filtered: 0 ( 0.000%)
Outstanding: 346 ( 0.915%)
Injected:

t dH181 OC jIsd BBtetsBdzj d2 Snort

Action Stats:
Alerts:
Logged:
Passed:

Limits:

Match:
Queue:

Log:
Event:

Alert:
Verdicts:
Allow:
Block:
Replace:
Whitelist:
Blacklist:

Ignore:
Retry:

t 519t JLEdzt sOIsd H®" 2 Snort

10 tdmbkdSbk 5.21 fsSOLOdS ftdsdds H
5O §sfjtejHyjddzr Gmail . sf@Osd e dz thls 5 ts
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BdztsC z 9o Odzd@ Facdbmo® W * [Shdzs 0 dzO  ® ‘mudalg’s dzdz’ dnriso p
fsf jtcjHYJddz" E §tOs ddz Snort, Issd&i3z o tsd
stcOW ' Sk, LOBAERsEtSoOdsets Snodts; HEEOL O gz
Milse stcj dz Snort, Sndr ©dYBBlYrsL.zo O EkMm'

# Signatures to alert on content s
alert tcp any any -> any any (nsg: " "+ content: " "+ 5id:10021; revi1;)

alert tcp any any -> any any (nsg: " "1 pere:" fmake borb|buy qun|buy pistol|use gun/i"; sid:10022; rev:l;)

{ 4520 ©Oodd&ZO HdY HjljClkko Odzdz? € 50z

saad@saad-VirtualBox:~$ sudo fusr/local/bin/snort -A console -q -c /etc/snort/snort.conf -i eth®
07/22-16:33:02.600637 [**] [1:10012:1] Gmail [**] [Priority: 0] {TCP} 216.58.193.101:443 -> 10.0,2.15:55738
07/22-16:33:25.905642 ] [1:10621:1] Terrorism Content Search [**] [Priority: 8] {TCP} 199.102.160.7:80 ->
07/22-16:33:25.908641 [1:10021:1] Terrorism Content Search [**] [Priority: 8] {TCP} 199.1602.160.7:80 ->
07/22-16:33:25.908704 [1:10021:1] Terrorism Content Search [**] [Priority: 8] {TCP} 199.1602.160.7:80 ->
07/22-16:33:25.908736 [ [1:10021:1] Terrorism Content Search [**] [Priority: 8] {TCP} 199.102.160.7:80 ->
07/22-16:33:25.908765 [1:10621:1] Terrorism Content Search [**] [Priority: 8] {TCP} 199.162.160.7:80 ->
-16:33:25.909622 [1:10021:1] Terrorism Content Search [**] [Priority: 8] {TCP} 199.1602.160.7:80 ->
-16:33:25.909665 [ [1:10621:1] Terrorism Content Search [**] [Priority: 8] {TCP} 199.162.160.7:80 ->
-16:33:25.909695 [ [1:10621:1] Terrorism Content Search [**] [Priority: 8] {TCP} 199.162.160.7:80 ->
Caught Int-Signal
saad@saad-VirtualBox:~$ ||

[ dB2luf s h jddgw Mlotstejdd Snort fiod HJ

NNNNN~N~N
ol ollolollollolollco
NN NN YN NN

or block internet traffic
o0

irop ep any ény > any any (nsg: "» content: " "+ http url; fast pattern; sid 100 rewit;)
drop £cp any any -> any any (vsg: " "+ peres" [ facebook. con|  Facebook net . b, con| . Fbcdn.net | fosbx. con|  Fhume/i"; sidi11022; revit;)

{ 5221 ©0s d 2O B dzs$ LFacehzoky s©OY ' ¢ O
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Action Stats:
Alerts:
Logged:
Passed:

Limits:

Match:
Queue:

Log:
Event:

Alert:
Verdicts:
Allow:
Block:
Replace:
Whitelist:
Blacklist:

Q000000

t dB23stcOW ' € L OBAsCtsoa Odzd?2 Snor

v Is OB dzd ydzOo pr PB OL dzd € wetsfls' "'H
LOftetsf sdetso Odetséts © HOdz 2 HIdMjtelsOy' ’ &34
crdBBRE OO L' (0OCjlk' o ' fuDPddz0 I bstsO dgdfizy d

v OB dzd yvw &
cS¢' Mis! twsBBlsdmdid EBEZtc OdzOdz' L I

% % % % F1 Y Ofm tcBE
LdzZO2H |dzj oV o|olstcOY §f s3] dzC| 3" tg o ' WNHz' df
Ol O¢ Ol O¢ HOdzd| MY cOYy!

dZJ
Snort 92,5 7,5 6,8 8,4 0,93 0,5
4 Is O dzH 93,01 6,9 6,2 7,9 0,93 0,53
dzd 2
@zOwdz

fnd ¢ dz@
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tcjLEdz sOIs.

rdzv  odt' "'j deffetctsaydzj d3d Bz dzd tosL tetsB dzj O
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dzOL OH .
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dste B3O dz' L Oydze d&z.f Otwlst ¢ h ( BGoffe, AGLY i. z art © dzdh ) C
HiSL 9 Bdzw ° f " Hodhdlsd ftesHEZzCIsde dz' Mis: ‘ n
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I ©O®RSOR ydfmjd dséts jCMfjteddj dzlskz
sjftse ' L©OLS®dc@®MEEdl twh'ddd S OL dz
iSMmfjteddsj dzZlslz §BCOL ded S mjtg s @ dsh 10 diEL
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3ATBEP/DKYIO
Jupexrop JlenapraMeHTy KOMIUIEKCHHX CHCTEM Ge3neKkH
AT «BAHKOM3B’ S130K»

PP

K. B. Kocrenko

Ujgéw 2019 p.

AL06A4F N 546

Ha Ne

AKT
BIIPOBA/IZKEHHS PE3yJIbTATIB AHCEPTALIHHOI0 A0CIiIZKEH s

PanisisnioBoi Tamapu AnatoniiBuu na Temy:
«MOJIEJII TA METO/JIU 3ABE3IIEYEHHSI BE3ITEKHU TA SIKOCTI
OBCJIIYTOBYBAHHSI B KOMIT'IOTEPHUX CUCTEMAX I3
CAMONOJAIEHUMU TH®OPMANIMHAMM ITOTOKAMM»

YV pisnsHocti  Mepexi AT «BAHKOM3B’SI30K»  BrnpoBamkeHo Ta
BHKOPMCTOBYIOThCSl TaKi HAyKOBi Ta NMpPaKTHYHI Pe3yJIbTaTH JHCepTauiiiHoi po6oTu
Paniginosoi Tamapa AnatoniiBau:

- CTBOPEHO NMPOrpamMHy peaizalilo KOMIUIEKCHOTO METO/Iy BUSIBJIEHHS KiGep aTak
B KOMIT'IOTEpHiH Mepesi, 110 3aCHOBAHO Ha TIOBEIiIHKOBOMY, CHI'HATYpHOMY Ta
[aKETHOMY aHaji3i camononiOHuX iHGOpMALiiHUX IOTOKIB, IO JO3BOJIMIIO
MiIBUIUTH TOYHICTb, IIBUKICT Ta CBOEYACHICTH BUSIBIICHHS Kibep aTak;

-Ha OCHOBi MeToiiB Oe3nmeuyHoi MapupyTH3auii Ta OajaHCyBaHHsS BXiZHHX
camononiOHuX iH(opMaiifHuX MOTOKIB pi3HOro Kiacy oOCIyroByBaHHSI CTBOPEHO
NpuKIajHe mnporpamMHe 3abesneyeHHs i OanaHCyBaHHsS HABAHTAXKEHHsS BY3JiB
MEpEeKEBOI CHCTEMH BHSBJIEHHS BTOPrHEHb, 10 JIO3BOJIMIIO MiABHIIMTH TOYHICTB,
IIBHMIKICTh Ta CBO€UaCHiCTh ifeHTHdiKawii Kibep aTak Ta 3HU3UTH 3arpy3Ky By3JiB;

— po3pobiieHo criewianizoBaHe nporpamHe 3abesneveHHs, O 0a3yeThes Ha
CTBOPEHHX METO/IaX Ha MOJIENISIX, sIKe JO3BOJIMIIO 3HU3UTH 3aTPUMKH Ta BTPATH AAHMX
NpH  MapupyTH3alii, MiABMIIMTH 3aXMIIEHICTh iH(OpMaUiiHUX pecypciB Ta
MiABUIUTH SIKICTH 0OCIYrOBYBaHHSI.

["onoBHuuit imkenep JIKCB ﬂ? I1. B. JloM0oXupChKUH

B. B. Mananiok




] cBH 59 ) J dazdzw

3ATBEP/XVIO

XapKiBChKHiT Iep)KaBHUIH

“perioHaIbRYIA HayKOBO-TEXHIdHHI
AHB TEXHIYHOTO

I".M. IlonomaproBa
2020 p.

AKT

TIPO BUKOPUCTaHHS pe3yINbTaTiB AuceprauiiiHoi poboru Paxisinosoi Tamapu
AHaTONiiBHY 32 TeMoro «Mojeni Ta MeToH 3abe3nedeHHs Oe3MeKH Ta IKOCTI
06CIIyroBYBaHHS B KOMIT FOTEPHHX CHCTEMaX i3 caMonoiiGHuMu iHpopMatifHuMu
TIOTOKAMH», TIPE/ICTaBJIeHy Ha 3/100yTTs HAyKOBOTO CTYTIEHs IOKTOPA TEXHIYHHX
Hayk 3a cremianbHicTio 05.13.21 — cucremu 3axucty indopmauii

Kowmicist y ckimazi:
2onosu: Tlonomapsosa I'"M., mupexrop «XJIPHTL] T3D»;
ynenig: Camok B.B., «XJIPHTL] T3I»;

Tumamex H.B., «XJIPHTL] T3L»;

cKjana JaHWii aKT y TOMy, IO pe3yNbTaTH AucepTamiiiHoi poGoTH
Papisinosoi T.A., a came:

- MeTo[ JUHAMiuHOro GanaHcyBaHHs Tpadiky B MEPEXKHHMX CHCTEMax
BUSIBJICHHS BTOPTHEHb 3 BPaxXyBaHHSAM MyJIbTH(GPAKTalIbHMX BIaCTHBOCTEH
Tpadiky Ta MOJENb MepPEXHOI PO3MOALIEHOI CHCTeMH BUSBIICHHS BTOPTHEHB,
sKa BpaxoBye BIACTHBOCTI camomoni6Horo Tpadiky i obmexeHHs Ha Hac
06ciyroByBaHHs pi3HUX KiIaciB Tpadiky;

- KOMIUIEKCHHI METOJl BUSBJIEHHS BTOPTHEHb, SKHH 0a3yeTbCs Ha
BHKODHMCTAHHI aHaii3y CHTHATyp, aHali3y aHOMAJili TOBENiHKH Mepexi Ta
aHayi3i MPOTOKOJIB 3 BpaxyBaHHAM HMOBIPHOCT] BUSIBICHHS BTOPIHEHb;

BIPOBA/KEHO B JisbHicTh mimmpuemctsa «XJIPHTIL] T3D» nus MOHITOPUHTY
3a6e3edenHs 3axucTy iHdopMmarii KIi€HTiB HaJaBaHUX IOCIYr ONepaTopamu i
npoBaiiziepaMu MOGLTBHUX i (ikcoBaHUX iHpOKOMYHIKALIHHAX MEPEK Vkpainu.

Tonosa xomicii I".M.IToHoMapboBa

% . (iniujasm Ta npi3BUILE)
UsieH KoMicii T e B.B. Caryiok

s i > (iniuianu Ta npi3BuILE)
YieH KoMicii //é(/&// e H.B. Tumaniek

7 (ﬁ/innnc) (iniujanu Ta npi3BUILE)

H L
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Techno[og {2 21000, Vkpaina, M. Binanus  Tes./daxc: +380 (432) 50-80-88
= Byn. I1. Jlopomesrka, 6yn.4 E-mail: info@dtt.com.ua, EAPIIOY 41319322,
3i |- aIG Mourrosa anpeca: IITH 413193202284, [1/p 2600055342288,
21050, m. Binnmug, a/c: 8174 TIAT KB "IIPUBATBAHK", M®O 302689

Bux. Ne 05072019/1
Big 05.07.2019
Jinst ipen’ ssBIeHHS 32 MiCIIEM BHMOTH

AKT
BIIPOBA/DKEHHS pe3ysbTaTiB AMCepTaliifHOro nociimkenHs PaxisinoBoi Tamapu
AmnatoniiBau «Mozeni Ta Metoau 3abesnedyeHHs Ge3leKd Ta SKOCTi 06CIyroBy-
BaHHs B KOMII'FOTePHUX CHCTeMaX i3 caMONoNiOHUMH iH(popMAaLiHHUMH TOTOKAMU»

Ha 37100yTTS HayKOBOTO CTYIeHsS JOKTOpa TEXHIYHHX HayK y misuibHicTh TOB
«JTAMTEKC TEXHOJIODKIC»

Jlanumit akT CKJIaI€HO TIPO Te, IO Pe3yNbTaTh AucepTaliiHoi pobotu Paisi-
noBoi Tamapu AnaromniiBau «Mopelni Ta MeToau 3abe3nedenHs 6e3neKky Ta SKOocTi
06cryroByBaHHs B KOMIT' FOTEPHUX CHCTEMaX i3 caMONoAiOHUMHU iHpopMaLiiHuMHU
II0TOKaMK» BIPOBA/DKEHO Ta BUKOpHUCTAHO y AismbHOCTI TOB «JAMTEKC TEX-
HOJIOIKICy.

ITin 9ac migroroBku auceprauii Panisinosa T.A. po3pobuiia KOMILIEKCHUM
METOJI BHsIBJICHHs BTOPTHEHb Ta Kibeparak, 3 BpaXyBaHHSAM [apaMeTpiB SKOCTi 06-
CIIyroBYBaHHS Ta CaMONOiOHUX BIaCTHBOCTEH TpadiKy, 110 3aCHOBAHO Ha BUKODH-
cranHi MeroziB Machine Learning. Bukopucrauss nporpaMHoi peanisanii po3po6-
JIEHOTO METOIy MO03BOJISIE B PEXHMi PeaJbHOr0 4Yacy BHSBISTH BTOPTHEHHS B
KOMIT'IOTEPHY Mepexy, 00MpaTH ONTUMAJbHI MOKa3HUKH e()eKTUBHOCTI Ta SKOCTI
obcmyroByBaHHS Mepesxxi. BcTaHOBIIEHO, 1110 BAKOPUCTAHHS KOMILIEKCHOTO METOLY
BUSIBJICHHS] BTOPTHEHB J03BOJIANIO 301IBIINTH BUSIBIIEHHS BTOPTHEHb Ha 23%, mij-
BHIIUTH SIKiCTh 00CIyroByBaHHA Mepesxi Ha 10% Ta 3MEHILHIIO BUTPATH Yacy, Tpy-
JI0Bi Ta IPOLLIOBI PECYpPCH JUIsi MOHITOPHHTY Ta ONTHMI3allil KIFOYOBHUX MOKA3HHUKIB
Ge3neku Ta IKOCTi 00CITyrOByBaHHS MEPEXKi.

["onoBa xoMicii, reHepaNbHIA TUPEKTOP C.B. KocTiox

Unenn xomicii
BukoHaBumii JUPEKTOP @7/ B.I. CimeHeHKO

[mxenep

H L
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Ltd. WorkNest Technologies
Appeca: str. Zahisnikiv Ukraine, 7/8,
Kharkiv, Ukraine

\ "4
WorkNest Bl o i

https://www.work-nest.com

AKT BITPOBA JDKEHHST
Pe3yJIbTaTiB JUCEPTALIHHOTO HOCTIHKEHHS
PaniginoBoi Tamapu AHatomniiBHU

Ha temy: «MOJIEJII TA METO/IV 3ABE3IIEYEHHS BE3ITEKU TA SIKOCTI
OBCJIYTOBYBAHHS B KOMIT'TOTEPHUX CUCTEMAX I3
CAMOIIOAIBHUMU THOOPMALIIMHUMU TTOTOKAMM»

Y pisneHOCTI  koMm’torepHOi Mepexi WorkNest BrnpoBamkeHo Ta
BUKOPUCTOBYIOTBCSI TaKi HAayKOBi Ta NPaKTH4YHi pe3yJbTaTH AMCEpTaLiiiHOi po6oTH
PaniBinosoi Tamapu AHaToiiBHY.

- CTBOPEHO MPOTpaMHy peajli3allilo KOMILIEKCHOTO METOJly BUSBIEHHs Kibep
aTak B KOMIT'IOTEPHIH Mepesxi, 10 3aCHOBaHO Ha TIOBEiHKOBOMY, CHTHATYPHOMY Ta
EHTPONiHHOMY TaKeTHOMY aHali3i caMomoAiOHUX iH(pOpMaNifHUX MOTOKIB, IO
Z03BOJIAJIO TTiIBULLIUTH TOYHICTh, NIBHAKICTh Ta CBOEYACHICTh BUSIBJIEHHS Kibep aTak;

- Ha OCHOBi MeTofiB Ge3neyHoi MapmIpyTH3alii Ta GaJaHCyBaHHS BXiTHHMX
camonofi6Hux iH(opMaLiiHUX MOTOKIB Pi3HOTO Kiiacy OGCIyroBYBaHHSI CTBOPEHO
NpUKIa[He MNporpaMHe 3abes3nedeHHs i OalaHCyBaHHS HaBAHTAKEHHS BY3JIiB
MepexeBOi CHCTEMH BUABJIEHHS BTOPTHEHb, 110 I03BOJIMIIO 3HU3HUTH 3arpy3Ky BY3IliB
Ta TiABUIIUTH SKICTh OOCIYrOBYBaHHS, TOYHICTh, IUBMAKICTH T4 CBOEYACHICTH
inenTHikamii xibep arax.

Jupexrop WorkNest
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SATBEPIDKYIO 2\
MpAT «®aprien-IHBecT»

A:B. CipeHko

:\APY\HV\’“ o

« \

AKT

NpO BUKOPUCTAHHA pe3ynbTaTie AucepTaLiiiHoi poboTu Pagisinosoi Tamapu
AHaToniisHu 3a TeMoto «Mopeni Ta MeToau 3abesneyeHHs Gesneku Ta AKocCTi
oBcnyroByBaHHs! B KOMITIOTEPHUX CUCTEMAX i3 CAMOMOAIGHUMM iHchopmauinHumm
MOTOKaMW», NpeACTaBNeHy Ha 30406y TTs HayKoBOro CTyNeHs AOKTOpa TEXHIYHMX Hayk 3a
cnevjanbhicTio 05.13.21 — cuctemu 3axucty iHcopmaulii

Kowmicis y cknapi:

2onosu: CipeHko AHApiit BacunboBuY, KOMEpUiNHUIA KEPIBHUK :

uneHis: _Mycatos A.., TEXHI4YHWIA KEPIBHUK :

Pouin E.[l., iHxeHep :

cknana AaHui akT y ToMy, Lo pesynbTaTi AucepTauiiiHoi po6oTu Papisinosoi T.A., a
came:

- Mopenb PO3NOAINEHOI KOMMIOTEPHOI CUCTEMMU, $iKa BKMKOYAE KOMMOHEHTU
3abesnedyeHHss ©Oeaneku Ta ynpaBniHHA Tpadikom 3  ypaxyBaHHAM
bpaKTanbHUX BNAacTUBOCTEN BXiAHUX iHOpMALIAHNX NOTOKIB, OOMEXEHHS Ha
Habip XapaKTepuCTUK MEPEXi ANs PisHUX Knacis 06CnyroByBaHHa;

- KOMMMNEKCHWI METOA BUSIBNEHHSA BTOPrHEHb, sk 6a3yeTbCs Ha BUKOPUCTaHHI
aHanisy curHaTyp, aHanisy aHomanii noseAiHku Mepexi Ta aHaniai NpoToKoNiB
3 BpaxyBaHHSIM NIMOBIPHOCTi BUSIBNEHHSA BTOPrHEHb;

BNpOBa/pKeHO B AisnbHicTb nignpuemctsa [MpAT «®apnen-lHBecT» npu po3pobui
NpaKTU4HUX PEKOMEHAALT LOAO MiABULLEHHS piBHs 6e3nekn Ta sikocTi 06CnyroByBaHHA
B TEneKoMyHiKauiiiHux mepexax B uinomy Ta CMPUMHATTA MNOCNyr, Wo HajalTbeA
KIHLIEBMM KOpWCTYyBayam.

[onoBa KoMicii : A.B. CipeHko

(mAanuc; (iHiujanu Ta npiseuwe)

YneH Komicii A.l. MycaTtos

(rfgnnc) (iHiujanw Ta npissuwe)

YneH Komicil E.[. PouiiH

(nianuc) (iHiyjanu Ta npissuwye)
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