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AorleHra cueqiamnoi raQeApLI J\lb 5 Incruryry cueqialbHoro
sn'rsry ra 3axucry inQopvraqii HaqionanbHoro rexni.rnoro
yHinepcurery Yrpainn <KuiscbKufi uonirexHi.Inzfi iucrzryr
irvreni Iropr Ciropcrrcoro) KaHAHAara rexniqnrlx HayK, AorleHra
I{yprana Baculs. Bacunrosu.ra Ha Alaceprallifiuy po6ory
Oxpivr.ryra Boro,4ul,rupa Bacunronzqa <<MeroA uo6y4onz
ura6nonie uorenqifino ne6egue.rHllx ri6eparar
KoM[' rorepui cucreMLI Ta rvrepexi sift crrcosoro rIpLI3HarIeHHt),

tqo rroAa€Tbcr Arq sAo6yrtfl HayKoBoro cryrleHfl, Kane4vr4ura

rexni.rHzx HayK sa cueqiamnicrro 2I.05.01 - intfoprr,raqifiHa
6esnera Aepx(aBLI

Arcrya"rrnnicrn reMr{ 4ncepraqii. HzHi cnocrepiraerbct reHAeHui-q Ao
3pocraHHrr xilrrocri ra rexnorori.rHoi ccnaAnocri xi6eparaK o6'exris xpr,rrnvnoi
inQopvraqifinoi inQpacrpyKTypu YHpaiHn. HacaunepeA IIe o6yrraoueHo uoAi.m,ua s

4epxani, rqo uon'xs;/rcrrrcx s peanisynaHrulM BlackEnergt, NotPetya, uacIuta6HIo<

DDoS-ararc na caircu flpesugenra Yrqpainn, I{eHrpamnoi nu6opuoi ronricii ra imrurx

Aep)KaBHrrx in$opvraqifinvx pecypcia. [auuwu rpLIKJIaAaMLI HaoqHo AeMoHcrpyerbct
uorpe6a B yAocKoHareHni H€urBHrrx ui.qxo.qie Ao sa6esuerreHHf, in$opvraqifinoi 6esueKla

AepxaBz B ri6epnpocropi. !pr. rlboro 3arBepAxeHo saranrHi BLIMoTLI Ao
rci6epsaxzcry o6' errie rpzrz.IHoi inQoprvraqifi noi inSpacrpyKrypl,I.

BiauoniaHo Ao BcraHoBJreH[x 3ar€rrrbHlrx BLrMor ri6epsaxzcr rorttt'torepHux
cucreM Ta Mepex( nificrronoro npu3HaqeHH.f, ga6esneqyerbc't 3a AorloMorolo
ckrcreM iH$opvraqifinoi 6esrerz. O4nar, ix BLrKopLrcraHHs, Ha nparcrzqi
o6uexyerbcr cruaAHicrro Bpr-sBJreHHs ri6eparar qepe3 HeAocKoHaricrr
clrrHarypHoro ui4xo4y Ha {KoMy sAe6imuoro rpyHryerbct QynrqionyBaHH.a raKux
crrcreM. Touy Mo)orr4Be BLTHLTKHeHH.f, <e$erry gauisHeHHD> npu aupo6renni
uorpi6Hoi curnarypz uoreHrlifino ne6esue.rHoi r<i6epararcn. flr< nacriAorc, IIe
rrpr.r3BoAtrrb Ao 3MeHrrreHnx pinn.a 3axvrqeHocri roun'rorepnzx clrcreM i naepex

eificsroeoro npLr3HaqeHHr. 3auo6iraHHs qboMy Aoctraerbct 6arancynaHH.sM
pecypcin cropin laana1y ra 3axr{cry.

Tox ,qzcepraqifina po6ora Oxpirvruyra Bono4uurapa
BLIKOHaHTUI tKOl HalrpaBneHe Ha uiAszrqeHnr pinn-a saxurqenocri
ckrcreM Ta Mepe)K eificrrcosoro [pLT3Har{eHH.rr siA noreHqifiHo ne6esuequrax r<i6eparar
3aBArKLr po:po6rennro MeroAy uo6y4oua ix na6roHin, e aKTyuurbHoro ra Ma€

Baczmonuua,
Koun'torepHr[x
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AHaJris ocHoBHoro ruicry Anceprarlii. [ucepraqis cKJraAa€rbcr 3 anoraqii,
nepeniry yMoBHzx Iro3HarleHb, cltMBoJrin, o4lrHurlb, cKopoqeHb i reprrainiB, Bcryuy,
3 pos4inin, nzcnonrin, cruIcKy BLtKopr,rcraHr{x Axepen si 196 nafiuenynanr;
2 rolrarrcin; 28 pzcynrcin, 6 ra6rrurlb - Bcboro na 170 cropinrax. OqrosHr,rfi rerccr
Aklcepraqii ezrla4eHo Ha 118 cropiHKax. 3vricr po6oru ni4uoni4ae nocraBneHoMy y
nifi nayroBoMy 3aBAaHHro.

y ncryui o6rpyHroBaHo arryamnicu reMr(, c$oprrrynboBaHo Mery ra
3aBAaHHt 4ocni,qxeHHx, HayKoBy HoBH3Hy, [paKTLrqHe 3HarreHHr orplrMaHr[x
peeylrrarin, 3s'q3oK AocniAxeHn.f, 3 HayKoBLrMLr nporpaMaMlr ra rrJraHaMra,

BI43HarIeHo oco6ucrvrit BHecoK :4o6yea-ra, HaBeAeHo in$oprraaqiro uloAo
anpo6ynannr, ony6liryraHnr i nnpona4xyBaHHr pe3ynbrarin 4zcepraqii.

V nepruovry poa4iri na ocnoni ai4rpurnx Axepen upoanani3oBaHo ponb
Kotr,ttt'totepHllx cLIcreM i uepex nificrroeoro [pLr3HaqeHH.rr nplr po3B'.flsaHHi 3aBAaHb
sa6egneqeHHt o6opouu VrpaiHu. 3ocepe4xeHo yBary Ha aBroMaru3yBaHni qiei
4ixlrnocri, sorpeua, aBToMarr43oBaHurx crrcreMax ynpanniHrts,. flKoALTH 3 ocHoBHr{x
ix roNrnonenris BLIoKpeMneHo rcouu'rorepHi crrcreMr/r ra rr,repexi. llopyrueHnr
BJlacrllBocrefi inQoprraaqii y HLrx 3BeAeHo Ao peanisyraHnr rpbox ocHoBHr.rx
pisHonz4in sarpos - r<on$igenqifiHocri, qiricHocri ra AocrynHocri. 3 ornrAy Ha rle
npoanani3oBaHo cyuacni czcreMlr inQopuaqifinoi 6esnerz rcotrt'rorepHtax cucreu i
Mepex( siftcrroaoro rIpLI3HaqeHHr. ,,{o roro x nao4eli Ta Merkr uo6ygonz rua6nonin
rci6eparar. -fr nacli4or<, BcraHoBJreHo rrporzpiu.rr crocoBHo uocrifinoro 3pocraHHrr
ixHroi rimrocri ra rexHonoriqHoi cKJraAHocri, s o4noro 6ory. Toai rK, 3 iHruoro -
o6uexenocri nuroplzcraHHx ri4onanx uero4in no6y4onz rua6noHis uorenqifino
ne6esre.{nzx r<i6eparaK.

V 4pyrouy pos4iri rocraBneHo HayKoBe 3aBAaHHr 3 po3po6renns MeroAy
uo6y4onrE ruaronis norenqifiHo ne6esreqHkrx xi6eparar. NrA fioro posn'xsaHHr
po3rrrllpeHo MHoxtlII{y o3HaKoBoro upocropy ix onvcy HacaMnepeA Anr HoBtrx
Heni4otr,tux ri6eparar. I{e Aocf,rHyro pospo6reHHrM rexHonorii rouuleKcyBaHHt
pKepen IepBI4HHLIX AaHLrx. Cepe4 HLrx BLroKpeMJreHo KDD-99, Common Attack
Pattern Enumeration and Classification (CAPEC), Common Vulnerabilities and
Exposures (CVE) -f,K Hafi6inrru in$opnrarunni. BzropucraHHr, Aalaux AxepeJr
BoAHoqac AorIoBHeHo craHAagrHLrMr{ $ynrqionarrbHr4MLr upo$iuvru saxurqenocri
ni4uoni4Ho Ao HA T3I 2.5405-99, a raKolr( rnacuQiraropaMLr ri6epararc. frc
nacli4or, 3arlporroHoBaHo y3ar€urbHeHy cxeMy BLrKoplrcraHrrrr A)Kepen nepBlrHHrrx
AaHI4x npo HLIX. Ha ocnosi orpurr,raru4x pe3ynrrarie na6ytu rroAulJrbrxoro po3BtrrKy
reoperzKo-MHo)KLrHHa ra y3araJrbHeHa 4uQepenqianrno-irpona rr,ro4eli rua6lony
uoreHIlifino He6egleqHkIx ri6eparar Korrn'rorepHlrx clrcreM i uepex nificrrosoro
rrpr{3HaqeHHr.

V rperrouy pos4ini pospo6reno MeroA no6y4onz rua6noHis noreHqifiuo
ne6esneqHllx rci6eparar. froro BLrKopLrcraHHs, HaupaBneHe Ha BLr3HaqeHHr ix
KJIIoqoBLIX xapaKTepI4crIrK i naparraerpin. I{e Aocf,raerbc{ 3aBplrKvr nce6ivnonry
analisynaHHK) KoMrl'totepuux cucreM i rraepex sificxonoro npr43HaqeHHrr. Ha ocnoni
orpllMaHoro anarisy BcraHoBJrrororbcfl Krracu noreHrlifino ne6esrreqHux ri6eparax.
ftx pospo6nennf, ix rua6ronis eugHa.rarorbclr Axepena nepBLrHHLrx AaHzx. Koxne s
HI,lx olrzvisyerbct i, .aK nacri4orc, o6uparorrcx KoHKperHi uorasHuru ra
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xapaKrepvrcruKu noreHrlifiHo He6e3[errHr,x ri6epararc. 3asA.rKu qbolvry crBoplorcrbct

4na rua6roHkr - TeoperprKo-MHoxkrHrtuit ra 4nQepenqiamno-irposufi. froro MoAenb

nepuQirconaHo Bu3HaqeHoro rocniAonHicrro aifi. ta upurna4i in$oprraaqiftHoro pe cypcy
rrpaKruqHi perovrenaarlii uo6y4onu rua6nonis norenqifttro se6eguerlHtlx ri6epararc.

O6rpynronanicrr i Aocronipnicrr HayrcoBrrx rroJro?I(eHb, nucHonrcin i
peKoMeHlarlifi, c$opnrynboBaHlrx y 4racepraqii, ni4rnepAxyerbct KopeKrHoK)

rrocraHoBKoro 3aBAaHb, HayKoBoro o64pynrosaHicuo reoperlrqHlrx rIoJIo)KeHb,

BlrKoprlcraHHrM anpo6onaHoro MareMarrdqHoro anapary, y3roAx(eHicuo
Teoperr4qHux rroJroxeHb 3 p*ynbraraMLr eKcTIepLIMeHTzLIIbHI{x 4ocri4xenr,
ouy6niroBaHlrMlr HayKoBLrMLr uparlrMlr y Saxonux BuAaHHtx, anpo6yBaHH.f,MLI

orpuMaHux pe3ynbrarie Ha nir.rlrsH.f,Hzx i rvrixnapoAHLIx HayKoBI{x rconQepenqisx.
Kpirr,r roro BrrpoBaAx(eHHrMkr y 4ixmnocri flpunarHoro arqionepHoro

roBapucrea (Erirl-InQopu>; Hayrono-MeroAr{qHoro IIeHTpy rca4ponoi nolirzru
Minicrepcrna o6opoHu VrpaiHz; ocnirHboMy npoqeci rca$e4pu 3axncry inSopuaqii
ra ri6ep6e3rreKlr Sar<ynrrery oxopoHLr Aep)KasHoi raeuHr,rqi ra inQopvraqifiHoro
nporu6opcrna XuroMlrpcbKoro sificxoBoro iHcrzryry inaeni C. n. Koponronarrpvr
nuruaAanni nas.ranrHoi Azcrlunrinu <<3axucr inQoprr,raqii B inQopvraqifino-
TeneKoMyniraqifi nzx clrcreMax)>.

Hon[sHa HaynoBrrx rroJro?r(eHr. Hafi6inbru cymeBUMLr HoBLIMLI HayKoBLTMLI

pe3ynbraraMLr ALrcepraqifinnx AocliAxenr Oxpivruyra BoroAnMupa Bacznrosvrra e:

1. Ha6yta rroAanbruoro po3BzrKy reoperlrKo-MHoxfl{HHa MoAelr rua6lony
uorenqifino He6esue.rHoi ri6epararz Ha rcorun'rorepHy cklcreMy a6o Mepexy
nificrrcosoro rpv3HarreHH.f,, .f,Ka ai4pisnrerrcr
KOMTTJTeKCyBaHH' AXepeJr nepBLrHHLrX AaHIIX, TaKAX gK

ra CAPEC), 6azu Bpa3nllBocrefi i 4eQerrrn
SopvranisoBaHoMy erarrsAi noAaru rua6roH uorenqifiHo ne6esne.rHoi ri6epataru.rr
6yneny MoAenb rroruyKy inQopuaqii, reperlrHrd MHo)KLIH .{roi siAuoniAarorr
MHoxLrHaM cepeAoBZrrl, o6' erris ra cy6' errir ri6epararz.

2. Halyrra rroA€urbruoro po3BlrrKy y3aranbHeHa 4zQepenqianrno-irpona
MoAenb rua6nony uorenqifiHo He6esue.rHoi xi6eparaxu ua rovtn'torepHy cllcreMy ra
Mepe)Ky sificrroeoro npu3HaqeHHr, rKa Ha ni4uiny eiA siAoNaoi, lpynryroql{cb Ha

4euninrosifi NaoAeri :axucry in S oprr,raqii, rpaxon y e uairc ta6ury ranry e crcla4i CIB,

- nporpaMHi saco6z 3axrrcry, - fi AosroJrr€ B yMoBax anpiopnoi nenusHa.reHocri g

uosuuifi araKyroqoro oqinuru He3axuuleHicrr sia uoreHrlifino ne6esue.rHoi
KlOeparaKu.

3. Vneprue po:po6neno MeroA no6y4onz rua6ronis norenqifino
ne6esueqHzx ri6eparar Ha roun'rorepHi cLrcreMLr ra uepexi sificrronoro
rrprr3HaqeHHr, srcuit rpyHTyerbcr Ha oAHoqacHoMy susHaqeHHi 6agonzx
xapaKrepucruK i uapavrerpin uorenqifino He6esueqHoi ri6epararu Ha ocnosi
sce6i.rHoro aHzurisy craHAaprHoro SynrcqionarrbHoro upoQimo saxzrqeuocri,
pealisonaHoro B Kour'rorepHlrx clrcreMax ra Mepex(ax, i 4xepeJl TIepBLIHHZx AaHLIX

- 6as rua6ronis ararc (KDD-99 ra CAPEq,6a: npaarzsocrefi i 4e$errin (CVE), ryo

B1A B1AOMLIX TeXHOJrOflerO

6azu rua6nonis arar (KDD-99
(CVE), qo Ao3Bonre y

Ao3Bonr€ Hinemonau4 BTIJILIB <e@eruy ganisHeHHt> n xoAi ix crnopeHnr.



Teopernvne ra [paKT[rtHe 3HarreHna po6orn. flpe4cranneni a po6ori nroAeni

Ta MeroA no6y4onz rua6lonin uoreHrlifiHo ne6esueqHux ri6eparar ua Koun'torepni
cLrcreMu ra Mepe)Ki eificrronoro rrppl3HaqeHHr, e BaxJILIBLIM Teoperl{rlHtlM BHecKoM y
HayKoBy cneqiamHicrr 2L05.01 - in@oprvraqifiua 6esrera AepxaBv. flparrnvHe
3HaqeHHr orpuMaHax pesynrrarin noJurrae y uiAszuleHHi pinnx :axulqenocri
Koun'rorepHrax cr4creM i rr,repex eificrrosoro upu3HaqeHHrl. I{e Aocrraerbct tK
Moxnueicrro aBToMarLByBaHHr rrpoqecy BLBHaqeHHf, o3HaK noreHIlifiHo He6esneqHl,D(

ri6eparar, rax i uiAszrqeHHrrM orreparLrBHocri (ao 1,6 pa3a) ra eQerrzsHocri (ao 15%)
ik nusnreHnf,.

rlonnora BrrKJraAeHHfl HayKoBr{x rroJroxeHb A Ircepraqii n ony6"rrinoBaHlrx
rpaqqx. Pesylrrarlr 3a reMorc Anceprarlii ezKnaAeHo aBropoM n orry6nirosaHux25
HayKoBr4x rrpar1flx, xri npe4crasreHi y cnvcKy BLrKopr4craHvrxpKepen Al4ceprallifittoi
po6oru. 3orpeua, 10 - y HayKoBLrx Qaxonux BkrAaHHtx Yrpainn, 3 Hkrx 9 srrlo.reHo
4o rr,rixnapoAHlrx HayKoBo-MerpLrqHLrx6az,3oKpeMa, 1 -y Scopus; 15 res AouosiAefi
na eir.rnsHrrHrrx i uixnapoAHlrx roH0epenqixx.

3a cnoiu sNaicroNa ra orpuMaHr{Mlr p$ynbraraM}I 4ucepraqifina po6ora
eiAuosiAae Qopuyni ra uynrraM Harrpsrvris AocriAxeHb rraclopry creqiamnocri
21.05.01 - in$opuaqifiHa 6esnera Aep)KaBLr, a caMe: nyHKry 2 s\acruni <<...>
Pospo6ra HayKoBo-MeroAlrrrHlrx ocHoB, exHoJrorifi ra incrpyvreHT€rllbHrlx gaco6in

sa6esneqeHHrr inQopvraqiftnoi 6esuerz VrpaiHz>; nyHKry 6 s \acruHi: <<Hayrono-

MeroAkrrrHe sa6esueqeHH.f, {ynrqionyBaHrur crrcreMlr iH$oprr,raqifinoi 6esueru

AepxaBlr. PisHi 3axr4rrleHocri inQoprvraqifinzx cLrcreM. Pospo6ra uoAerefi 3arpo3

,,{ucepraqir e 3aBeprrreHoro rnani$iraqifinoro rparlero 3 HayKoBLrMr4

rroJro)KeHnflMv\ rrlo HaAani anropoM Anr uy6niunoro 3axvcry, xapaKTepll3yerbct
nnyrpiruusoro e4nicrro ra AoBoALrrb oco6ucrzfi nnecor aBTopa B HayKy. llpz qrorr,ry

sNaicr anropeQepary uosHicrrc ni4o6paxae ocnosHi noJroxeHnr AncepraqifiHoi
po6oru.

3aynaxeHHr Ao Arrceprarlii'. Hegnaxarcqv Ha AocrarHbo Blrcorufi pirenr
BLTKOHaHLTX HayKOBLT AOCnIAX(eHb AO ALrCepTaq[THOI pOOOTLI e TaKl 3ayBaXeHHt:

1. Ha"{eHicrb orqpeMrrx pos6ixnocrefi npu sxunaHHi reprrainin nopinnnro s ix
$opruryntoBaHHrrMkr, 3o4peMa, y niruzsnrH HopMarilBHI{x AoI(yMeHTax, HarIpkIKJIaA

(run". c. 46): yrItlrro - ((... o6'erryr 3 rqpLrrrunoro ri6epHerl4rlHolo inQpacrpyrryporo
. ..), AorlinbHo - <<. . . o6'errn qpurrunoi inQoprr,raqifiHoi inQpacrpyrrypv...>>.

2. AoqimHicrb yroqHeHHf, yMoBLr onruuisynaHnl sxiAHux iH$opnraulBHlrx
rrapaMerpin naepexHoro s'e,quaHux, s, rlo KoHTpoJrrcrorbc.fl. Hanpzua4 (4nn. c. 69):
BcraHoBJreHo - .t'< s, 4oqinbHo - s'< s.

3. ,{oqinrnicrb yroqHeHHr BlrKJraAeHb oKpeMux nzpasin, HarrplrKna4 (4m.
c. 95): rpeAcraBJreHHr MHo)r{rrHrr norasnzris ra napanaerpin norenqifino
ne6esueqHoi rci6epararcz. ,{o4arrcoee fioro npaKTlrqHe oIrLIcaHH.l Ao3BoJIkIJIo 6
rroKparrlnTlr gacrocosHicm (2.17) i, rK nacriAor, nepexi4 Ao rIpeAcraBJIeHH.f,

KoprexeM (2.18).
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4. Aoqilsnicrr BpaxyBaHnf, Hacrar{oB rapuoHisoBaHr,rx B Yrpaiui
rraixnrapo4Hr.rx craH4apriu ISO/IEC 27032, ISO/IEC 27033,ISO/IEC 27034 npu

nepn$ircyeanni yraralruenoi 4z$epeHqiaruro-irpoeoi uo4eni ura6norry notesqifino

He6esue.rHoi ri6eparaKn Ha oqroei HopMarI4BHnx AoKyMeHtiu, HarIpI{KJIaA, ALIB.

c. 1 18.

Bucnoercr. 3agna.reHi y ni4ryry 3ayBaxeHHq He 3MeHlryfrcrr TeoperlrqHoi ra
npaguvuoi snauyrqocri Alrceprarlifinoi po6otu Oxpirvruyra Bono4Iauupa

Bacruronr,r.ra. 3araroM, BoHa xapaKTepl{3yerbct eryrpiunroro e4nicrlo' BrIKoHaHa

Ha AocrarHbo Br4coKoMy HayKoBoMy pinni Ta e saBeptneHolo npatlep. Y nifi
orpuMaHo uoni o6qpyHronani pe3ynbrarl4, IrIo B cyKyrHocri nupiuyrorb HayKoBe

3aBAaHrur s pospo6neHrrfl MeroAy uo6y4onz ua6nouis uotesqiftno ne6esuerlHllx

xi6eparax Ha KoMr'rorepni cucreMlr ra Mepexi eificxoBoro [pI{3HaqeHHs A[t
niAnvrqenHx pienr ixnroi :axralqenocri.

.{ucepraqiftHa po6om OxpiMrryKa BonoAurr,rupa BacurEoBuqa siAuosiAae

Br.rMoraM flopxgry npr4cyAxreHrur HayKoBI/rx cry[enin, satnepAxeHol'o [ocraHoBoro

Ka6iuery Minicrpie Vrpainra sia 24.07.2013 Ns 567 (si srraiuarrala). Tox if antop

3acJryroBye Ha [pHcyAXeHHJr HayKoBoro cryneHrl KaHAI{AaTa rexniqulrx HayK 3a

cneqiarur icrro 21 . 05. 0 1 - in$oprraaqiftna 6eguera AepxaBI4.

O$iqifiHl,Ifi ononenr
AorIeHr cneqiamnoi raQe4pu }lb 5
IC33I KIII irvr. Iropx Ciropcrroro
KaHAr4Aar rexni'IHrx HayK, AoIIeHT

Iliruuc KaHArrAara texniqHlrx
gaceiA'{Yro.

Bacram LIYPKAH

HayK, AOIIeHTa I{yprana Bacranx Bacunronu'{a

3acryuuuK HaqiIrIbHI4Ka

IC33I KIII iu. Iropq Ci
(r nau.ranrnoi po6ora)
KaHALIAaT rexni.rHlrx Ha Irop |I4PEHKO


