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ApPXMUTEKTYPa UndpoBbix ceTen Cisco
(Cisco Digital Network Architecture)

HaCTynuna HOBad dpa opraHn3auum ceTu

LincbpoBunsauma 6a3npyeTcst Ha OCHOBHbIX TEXHONOMMUECKMX
TpeHaax: MobUnbHOCTH, MIHTepHeTa BeLlen, 06/1auHbIX BbIUMCTIEHUSX
W aHanuTukwW. MpennpusaTns CTPeMATCS K NPOBEAEHUIO
LUMPOBMU3aALMM C MOMOLLbIO Pa3BUTUSI CETU, KOTOPasi MO3BONUT
obecneunTb NpeaocTaBieHne aHanUMTUUecKon MHhopMaumm B
peanbHOM BPEMEHMW, aBTOMaTU3aLMIO MPOLIECCOB, FapaHTUPOBaHHOE
KauecTBO 0OCMY)XUBaHUS, a Tak)xe 6e30MacHOCTb U COOTBETCTBUE
CTaHdapTam.

Uto npepcrtaBnsaetr co6on Apxurtektypa
uudcdposbix ceten Cisco?

ApxutekTypa unposbix cetent Cisco® (DNA) npeancrtasnset
CcO60M OTKPbITYO, MPOrpaMMHO-yNpaBnsemyto nnaTopmy,
KOTOpasi 06beAnHSIET BaXKHeWLMe MHHOBALUMK B 06NnacTu

CETEBbIX TEXHONOIMiA MPOrPaMMHOro 06ecrneyeHus], Takne Kak
BMPTYyanu3auus, aBToMaTnsauns, aHanntmka u o6auHoe XxpaHeHne
B OHY apXMUTEKTYpY. DTO NO3BONSET CO3AaTb NNaH OeNCTBUN

Ons uMdpoBu3aumnmn 6UsHeca n CnocobCcTBOBaTb BLICTPOMY
BHE[PEHWIO HOBLLECTB, CHUXXEHUIO PACXOA0B U pUCKa 3a cueT
BHeapeHus NT-ycnyr, KOTOPbIMK NErko U yao6HO Nonb30BaTbCA.

Tpe6oBaHus K opraHu3ayum
uucposon ceTu

BbiBOAbI U3 aHANUTHUUECKOM 06paboTKKN
AaHHbIX U PYHKLMOHAJIbHbIE BO3MOXHOCTHU

Hosble 6u3Hec-moaenu | YeckopeHue BHeapeHns MHHOBaLIWI

ABTOMaTM3aLMA M FapaHTUs KauecTBa
ﬁ CkopocTb, MpocToTa, MOHUTOPUHT | CHUKEHWE

3aTpaT 1 YPOBHA CMTOXHOCTH

besonacHoOCTb M COOTBETCTBUE CTaHAApTaM
[uHamMnuHasa 3awmnTa oT yrpoa B peanbHOM BPeMEHH |

HW3kui ypoBeHb pucka

ApPXMUTEKTYPa LUMdppoBbix ceTen Cisco

© v $ a @

[MoBbileHne OKOHOMUUHOCTb 3almnTa MHBECTULNIA CHWXEHHbIN pUCK OnTummsaums

r’MOKOCTU BrsHeca pecypcos
CHwxkaeT OKOHOMMSA A0 O6HapyxeHune
Breapetne M3AEePXKKN 2-X pas3 npw yrpo3 B 100 pa3 Ha 80%
HOBbIX CETEBbIX | pasgepTbiBaHNA | NPUOBPETEHUH ébicTpee’ SHepro-
CEepBUCOB Ha ceTu Ha 79%° NPOrpaMMHOro ahdhekTuBHEE.
85% 6bicTpee o6ecneueHus® CHIKeHMe
KCnnyatTaumMOHHbIX
pacxonos’

"Ha ocHose nnaTcopmbl Cisco APIC-EM ¢ IWAN (c uHTennekTyanbHbIM aganTepoM rnobanbHoi CeTH) — pacueT 0CHOBaH Ha M3MEHeHWW pabouero npolecca
0T 900 CTPOK KOHMMrypaLmm, 3afaHHbIX C MCNOMb30BaHKeM HTepdenca KoMaHaHoi cTpokK, Ao 10 GUI (TTIN) HaxaTwit MbilbHo.

Mnatcopma Cisco APIC-EM ¢ nogaepkoit PNP— Ha 0CHOBe CpefHei CTOMMOCTH YCTaHOBKM NPY pa3BepThiBaHUM 3aKa3umnKOM.

*MpuobpeTeHne nnatcopmbl Cisco ONE ans gomeHa goctyna u cet WAN.
“CornacHo rogoBoMy oTueTy no 6e30nacHoCTH koMmnaHun Cisco 3a 2016 rog,.

°*Pewenne Cisco Energy Management gns ynpasnenus Philips LED Systems.



ApxnTekTypa umdposblix ceTen Cisco

CeTeBble MPUNOXEHUA

. O6nauHoe ynpaBneHue

OTkpbiTble API-nHTepgericol | Cpena PaspaboTunkos

$¥) ABTOMaTM3auusA

AHanuTuka

OTKPbLITOCTb M MPOrpaMMMpPyemMocTb | Ha ocHoBe cTaHOapToB

= Buptyanusauyus

MNMoppepxka obnauHbix yecnyr | NMocTaBka NporpaMmmMHoOro

Cisco DNA:

@ O6nauHas peanusaums ynpasneH1s cepsucamu ans yHUMKaumm nonmTuk

M OpPKECTPaLum No BCEN CeTn

® ABTOMaTU3auus, obecneunsaroLlas NPOCTOTY Pa3BEPTbIBAHUS, KOHTPONS U

COMNPOBOXAEHMSA CETU U BbINOMHAEMbIX Ha HEV CEPBUCOB

@ lNoBcemecTHas aHanUTUKa, No3BONALLAsA MONYUUTb MHEOPMAaLMIO O

byHKUMOHMPOBaHuK ceTn, UT-nHdpacTpyKTypbl 1 BU3HeCa

® BupTyanusaums ona npegocTaBneHust opraHn3aumnsm csob6ofpl Bbibopa

n60oro cepauca B NHOOOM TOUKE, HE3ABUCMMO OT TOrO, ABNSIETCA N1

6a3oBasi nnaTopma PUsnUeCcKo 1nu BUPTyanbHOM 1 pacronaraeTcs nu

OHa Ha CO6CTBEHHOW TEPPUTOPUM UK B OBnake.

® OTKPBLITOCTb, PaCLUMPAEMOCTb M NMPOrPaMMUPYEMOCTb Ha BCEX YPOBHSX,

obecneueHne HTerpaumm TexHonorun Cisco v TpeTbux oUpM, OTKpPbITbIe

API 1 nnatdopma paspaboTku

UHHoBauum Cisco DNA:

®

ABTOMaTM3aLMA

MnaTtdhopma Cisco Application Policy Infrastructure Controller
Enterprise Module (APIC-EM): BbinonHseT yHKLMIO KOHTpOosnepa
Cisco DNA v nogaepxvBaeT pasnnuHble CepBUCbl aBToMaTU3aLmm
Cisco Plug and Play: cokpalyaeT cpoku pa3BepTbiBaHUs C 4 Hedenb
10 HECKOIMbKWUX AHEN MPU BO3MOXHOM CHUXXEHWUWU MEPBOHAYANbHbIX
nsnepxek passeptbisaHus (Day O deployment costs) go 79% no
CPaBHEHWIO C TPAANLIMOHHBIMW METOAAMM.

Cisco Easy Quality of Service (EasyQoS): 3ToT cepsuc nossonseT
CeTu AMHaMMueckn 06HOBNSATL ObLieceTeBble NapameTpbl QoS ¢
YUYETOM MOMUTHK Ha YPOBHE NMPUMNOXKEHUIA.

Cisco Intelligent WAN (IWAN): no3sonsieT o6ecrneuntb NoaKItoueHne

K ceTu HoBoro odhmca Bcero 10 Lwenukamu Mbillu.

obecneyeHus
_;- BupTtyanusauus
[ “wl
L ® Cisco lIOS® XE - ceTeBasi onepaLmnoHHas cuctema,

NpPenoCcTaBnseT OTKPbLITbIE, YNPaBAsgeMble MOAENSIMU UHTEPENChI
API ons pa3paboTKu NPUNOXKEHWUI CTOPOHHUMW OPraHM3aumsiMu,
obecneuvBaeT NPOrpaMMHO-oNpeaensemMoe ynpasneHve,
pasmeLLeHre NPUNOXEHUI U NepudepuiiHble BbluMCIeHUs

® Oynxkumonan Cisco Enterprise Network Functions Virtualization
(NFV): pasgensieT nporpamMmmHoe 1 annapatHoe obecrneueHmne
1 NpenycMaTprBaeT HECKO/bKO BapuaHTOB BHeapeHus (Bkouas
apganTuposaHHyto nnatopmy Cisco, cepsepbl UCS cepumn E u C)

AHanuTunka

® Cisco Connected Mobile Experiences (CMX) Cloud:
obecneuvBaeT 6U3HEC-aHANUTHKY U NMePCOoHaNM3aLuo, UCNonbays

AaHHble O NPUCYTCTBUU U MECTONONOXEHUN

besonacHocTb

OTM MHHOBALMM NO3BOMNSAOT UCMOMb30BaTb CETb Kak MOLLHbIN
3neMeHT obecneyeHns 6e30NacHOCTH

® Cisco StealthWatch®: o6ecneunBaeT MOHUTOPUHI U aHanU3
6€30MacHOCTU CeTH AN BbICTPOrO OBHAPYXXEHWS U COEPKMBAHNA
yrpo3

® Cisco TrustSec® u Cisco Identity Services Engine (ISE):
MCMOMb3yeT CErMEHTUPOBaHME ANs yIpaBneHust JOCTYMNOM K CETH,
YCUNEHWS MONMUTUK 6E30MacHOCTU U YAOBNETBOPEHWS HOPMATUBHbIX

TpebosaHuit (Hanpumep, PCI DSS)

Cnepyowun atan

[onoONHUTENBHYO MHDOPMaLMIO 06 APXUTEKTYPE
Lincbposbix CeTen Cisco (Cisco Digital Network
Architecture (DNA)) cMoTpuTe Ha canTe cisco.com/
go/dna.


http://www.cisco.com/c/en/us/solutions/enterprise-networks/digital-network-architecture/index.html

M3yuanTte pewenmns CiSCO B UTPOBOW
dopme BmecTe ¢ Cisco Game Plan

_iibl-lble KOpoTKMe Buneopo_nuxﬁ
: '|:b|Bav'r'ré OuKM
HQ;KMBaVITe CBOY pe3yrbTaThl Ha chone konner
i .. KOHKypupywre c npyl‘mvm KOMMaHUAMK B caoeﬂ# CTpaHe
. Passuaam'e CBOM 3HaHUS O pemeuugx _Cisco

. ﬂoﬁusam'ecn: nporpecca B csoeM Temne R

= [Monyuante Bosl-larpaxq:lel-lmr vl Harpanbl B npoqécce urpbl Pans,

B 6nmxanwem 6yayuem — Muccus:
DNA

OTnpaBnsAnTECb B HOBbIK MUP CETEBbLIX PELUEHUN C
Cisco Digital Network Architecture. lNyTewecTtBynTte
CKBO3b ranakTuky B rnouckax mHonnaHeTtHoro DNA wu
noMoramTe BaliMM 3aKa3umkam CTPOUTb COBPEMEHHbIE
LMdpOoBbIE CETW.

XOTUTe 6bITb YyCNELWHbIM B YC/TOBUSIX COBPEMEHHOM
KOHKypeHumn? Cisco Game Plan npenocTtaBuT Bam
HY>XHbl€ MHCTPYMEHTbI — Bceraa!

MNMpurotoBbrecb! BHumanue! Bnepep!

S il e el -

3aperncTpupynTeCh CErogHs Ha caTe www.ciscogameplan.com



KaTtanor peweHunn Cisco

OrnaesneHve

Y10 HOBOTO C6

CeTb Cisco Kak MOLLHbI CeHCOp
6e30MacHOCTU U CPENCTBO KOHTPONSA
pocTyna

C9

Me)xceTeBOW 3aKpaH cnepgyrowero
nokoneHusa Cisco Firepower (NGFW)
bnoknpoBka pekopaoHOro uncna
yrpos

C13
Camble npon3BoanTEbHbIE
B MUpe 6eCNpPOBOAHbIE TOUKMU
poctyna Cisco Aironet cepui
2800/3800

C15

KommyTtaTopbl

Cisco Catalyst cepumn 2960-CX
Cisco Catalyst cepumn 3560-CX
Cisco Catalyst cepumn 2960-Plus
Cisco Catalyst cepumn 2960-L
Cisco Catalyst cepumn 2960-X
Cisco Catalyst cepumn 3650
Cisco Catalyst cepumn 3850
Cisco Catalyst cepuun 4500E
Cisco Catalyst cpenn 4500-X
Cisco Catalyst cepumn 6500
Cisco Catalyst cepumn 6800
Mogynu v BcnomoraTtenbHble yCTPONCTBa

BecnpoBogHon gocTyn C36

Touku gocTyna Cisco Aironet

® BHyTpeHHMWe ToukM gocTtyna

m BHewHWe Toukm gocTyna

m AHTEHHbl M BcnoMoraTenbHble ycTpoicTea Cisco Aironet
BecnpoBogHble koHTponnepsl Cisco
[ononHuTenbHble cepBuUchl, NpegocTasnsemMble ceTbto Wi-Fin ynpaBneHue ceTbto
Cisco Virtual Beacon

MapLupyTrsaTopbl C50
Cisco cepun ISR 800

Cisco cepun ISR 4000

Mopaynu v BcnomoraTenbHble yCTPOWCTBa

Cisco Wide Area Application Services (WAAS)

APIC-EM C58

SDN koHTponnep APIC-EM

MHdbopmaLmoHHas 6e30MacHOCTb C61
MexceTeBoW 3KpaH HOBOr0 NOKONEHUS

YnpaBneHne 6€30MacHOCTbO

Mnatdopma 60pbbbl ¢ BpeaoHocHbIM kogoM Cisco AMP

BropkeTHble pelueHuns Cisco C65
BrogxeTHble kKoMMyTaTopbl Cisco

BropxxeTHble Toukn gocTtyna Cisco

BrogxxeTHble maplupyTusatopsl Cisco

TexHnueckas nogaepxka
MakeT ycnyr Cisco Smart Net Total Care

OAWH - NOCTaBLYMK YCYT MO 06yyYeHuto

[1ATb — apXUTEKTYPHbIX creumannsaummn

www.gkapac.com

Global Knowledge.




HoBble PYHKLMKM M BOSMOXHOCTU —

VIHCTPYMEHTHI

O6nauHble MHCTPYMEHTbI

Cisco Cloud—Based Predictive RF Tool

MHcTpymeHT Cisco Cloud—Based Predictive RF Planner Tool
(MHcTpyMeHT Cisco Ang paguMoyacTOTHOTO NIaHMPOBaHWUA Ha 6ase
06/1aUHOr0 CepBuCa) OCYLLECTBUT NPEABAPUTENbHYIO OLIEHKY
nnowankn 3aKkasumka OTHOCUTENbHO KONMUYECTBA U pa3MeLleHmsa
Touek 6ecnpoBogHoro goctyna Cisco. MOXHO nerko co3gatb
cneundumkaumio Ha Tpebyemoe obopyaoBaHmMe 6€3 QONOMHUTENbHbIX
pacxofoB v 3aTpaT BPpeEMEHU Ha hmanueckoe obcnefoBaHne mecTa.
= [IpeumyuiecTtsa:

Nerkas BblpaﬁOTKa npennomeHmﬁ no pagnoyacToTam

Mopnnepxka Bcex Touek goctyna Cisco — Aironet, Meraki

Mopoep>kka Bo Bcex bpaysepax

OI'ITVIMVISaLlVIﬂ Haunyuwero nokKpbiTMa TOUekK gocTtyna

Heckonbko moaenen nokpbitua (JaHHbie, fonoc, Mo3nMumoHnposaHme)

Yo6HbI MHTEpdENC (BbiABMXHASA NUHERKa A58 BO3MOXHOCTW BUAETb
TOUHYIO rpaHuLy 3HaUeHUa aHHOIO MOKPbLITUS; pacLUMpPSeMoe U
KOHTEKCTHOE MEeHI0 Ans Bbibopa HacTpoek 6e3 NULIHEro 3anonHeHns

3KpaHa)

CnpoekTupoBaTb 6ecnpoBOAHYIO ceTb?

HeTt Huueronpouwe!

Macwta6bupyemoe uHTennektyasjibHoe

o6nauHoe pelweHue.

© www.cisco.com/web/partners/tools/rf—planner—tool.html

Cisco Active Advisor

Cisco Active Advisor — 310 o6n1auHas cnyxba, koTopas
obecrneumBaeT oCHOBOMoNarawLwen MHopMaLmen 0 XM3HEHHOM
LUMKne B OTHOLWEHMN MHBEHTapu3auum ceTu. byayun gocTynHon
OTAENbHO UMK B COUETAHUU C OPYTMMU NPUIOXKEHUSAMU NSt
ynpasneHus ceTbto oT Cisco, Cisco Active Advisor nomoxeT
CHM3WUTb 06LUMI PUCK B CETU Ny TEM MHDOPMUPOBAHUS O

cTaTyce ncnonb3yembix Ha ceTu npoaykTos Cisco.

Cisco Active Advisor npegocTaBnseT cnegyrowyo

MHDOPMaLMIO, MOCTOSIHHO PACLLUUPSAS CBOU (DYHKLIUK:

® CTaTyc 4OroBopa O rapaHTUM U OKa3aHUM YCNyr TEXHUUECKON
NoaaePXKM

® PexomeHpgauum oTHOCKUTENbHO NpoaykTos Cisco

® VYBegomneHusa OT rpynnbl pearnpoBaHns Ha MHUMAEeHTb No 6e30MacHOCTH
MpopykTtos Cisco (PSIRT)

® YBEeOoM/eH1s O 3aBepLuatoLLeM 3Tane XXM3HEHHOrO UMK a annapaTHoro
1 NPOrpamMMHOro obecneueHns

©@ www.cisco.com/go/activeadvisor

BecnnaTtHbi 06n1auHblil cEpBUC,

KOTOPbIA yNpasnaeT XXW3HEeHHbIM LIKNOM

CeTeBbIX NPOAYKTOB KOMMaHun Cisco.

ABTOMaTMUECKM nposoanT
MHBEHTAPU3aLMIO CETU N HaxXOOMUT:

N

MpoayKThI, y KOTOPbIX [lorosoptl 0 rapaHTum 1 Mpepynpexaexue
3aKOHUUMCS CPOK OKa3aH11 YCNyT C UCTEKLLMM 0 6e30MaCcHOCTH
Cryx6oi CPOKOM

TMoBbICUTD CoxpaHuTb
pa6oTocnoco6HoCTL AeHbru

cemn v Bpems

)



Cisco ONE Software

bonee rmnbkoe, 3KOHOMUUECKM—BbBIFrOQHOE
PelleHne, KOTOpOoe yCKOPAEeT U obnervaeT
NPOLECC MOKYMNKM MHAPPACTPYKTYPHOro
NPOrpPaMMHOro 06ecrneyeHns

YTo, ecnv npuobpeTeHre NonHoro IT—pelueHns ans ueHtTpa o6padboTkm gaHHbix (LIOO), WAN
M QOMEHOB [OCTYNa 6blna 6bl HACTOMbKO NPOCTON, Kak 6yATO Gbl Bbl COBEPLUMAN BCErO OAHY
nokynky? C nnatdopmoin Cisco ONE Software 3HauMTeNbHO NpoLLle n3BnekaTb Bbirogy 13

CeTeBOn MHPPACTPYKTYPBI.

NMpouecc npuo6peTeHUss NPOrpaMMHOro o6ecneueHmus CTAaHOBUTCSI HAMHOTO npolye

MnaTtdopma Cisco ONE Software UeHHbI 1 TMbKuin cnocoot
nprMobpeTeHNs NPOrPaMMHOro obecneyeHns onsa LEHTPOB
06paboTkK aaHHbIX, ceTn WAN 1 gomeHoB gocTtyna. Ha kaxgom
3Tane XW3HeHHoro unkna npoaykTa, Cisco ONE Software
nomMoraeT 06/1erunMTb NOKYMKY, ynpaBneHMe 1 MoepHU3aLUmo ceTu
M MHAPaCTPYKTYPHOro NnporpaMmmHoro obecneuenus. Nnatdopma
Cisco ONE Software opranusosara gomeHamu (Data Center

(LeHTp 06paboTkm gaHHbIX), WAN 1 Access (qocTyn)) n Habopom
dyHKUmoHanbHocTen (Foundation, (Basosbin dyHumoran), Advanced
Applications (PaclmpeHHbiin dyHKumroHan) u Advanced Security
(mononHuTenbHas 6esonacHocTb)). Cisco ONE for Access npennaraet

Cisco ONE for Access

NOMHbIM HA6OP hyHKUMI ANS NPOBOJHOrO M 6eCNpPoBOAHONO AOCTYNa.
Cisco ONE for WAN obecneunBaeT NONHYO OYHKUMOHANbHOCTb ANs
dununanbHow ceTu n ceteson nepudepumn. Cisco ONE for Data Center
obecneunBaeT PYHKLUMOHANbHBIMU BO3MOXHOCTAMU ANst (OU3NUECKMX
1 BUPTYanuM3npOBaHHbIX LLEHTPOB 06paboTKM faHHbIX uepes

CeTeBble U BbIUMCIIUTENbHbBIE PECYPChI, @ TaKXXe NpefocTaBnseT
6e30nacHyto, MaclUTabmpyemyto NoaaepKKY UaCTHbIX U TMOPUAHBIX
o6nauHbix cpeq. HakoHel, Cisco ONE Advanced Security
obecneunBaeT WMPOKUM HaBOPOM BO3MOXHOCTEN 3alUnTbl OT Yyrpos
W MHTENNeKTyanbHbIM LEHTPaNM30BaHHbIM yNpaBieHUem NonmnTukamm
6e30MacHOCTH.

Cisco ONE for Access 3To NpoCTOE U 3KOHOMUYHOE peLleHne ANs pa3BepTbliBaHUS KOMMYTaTOPOB 1 TOUeK 6&€CNPOBOAHOI0 AOCTYNa

B punmanax n ronoBHOM opuce KomnanHui. [laHHoe pelueHne npegnaraetT 6€CKOMMNPOMUCCHbIV NONb30BaTENbCKMI OMbIT B OUEHb

6e30nacHON U MHOrOYHKLIMOHaNbHOM MHAPPACTPYKTYype JoCcTyna.

PeweHwne Cisco ONE Foundation gns KoMMyTaTOpOB NO3BONSAET:

® Bonee athheKTMBHO yrpaBnsaTb KPYNHOM MHDPACTPYKTYpOl Ha 6ase

KOMMYTaTOpPOB.

® CHU3NUTb pacxodbl U yNPOCTUTb Pa3BEPTbIBAHWE CETU U yNpaBneHue

® LleHTpanu3oBaTb 4OCTYM K CETU Uepes3 NPOBOAHbIE M HeCNPOBOAHbIE
ceTu.

® [lerko ynpaBnsATb NPOBOAHbIMU, 6ECMPOBOAHBIMM, a Takxe VPN ceTamu
nonb3oBaTenemn n ycTponcTBamu.

® Cnoco6CcTBOBaTH NOBLILLEHNIO 3HEPTO3INPEKTUBHOCTU NOAKIIOUEHHbBIX

YCTPOWNCTB.

PeweHne Cisco ONE Campus Fabric:
@ MoBbiwaeT yao6CcTBO PaboThl CO CMOXHBIMU CETEBBIMU apXUTEKTYPaMM.
® [MoMOoXeT BaM NMOArOTOBUTb Ballly CETb AN PACLLUMPEHUS BU3HECA U

MOBbILLEHNSI 0TKAa30yCTOMUMBOCTU KPUTUUECKM BaXKHbBIX MPUNOXKEHNNA.

Pewenune Cisco ONE for Access

Advanced Security

ISE
L . Advanced
Advanced Applications Campus Fabric Mobility Services

Foundation

BecnpoBogHas cBa3b
AP, WLC

MHbpacTpykTypa u
Basa OS

KommyTaTtopbl
Catalyst 2K, 3K,4K, 6K

Pewenune Cisco ONE for WAN

3awwTa o1 yrpo3 gna LAN 3awwTa ot yrpo3 gna WAN 3awuTa oT yrpo3 gna Liog

Cisco ONE Foundation gns 6ecnpoBofgHoOro gocTyna obecneunBaeT:

® MocTpoenune ceTen Wi—Fi 6usHec—knacca.

® Co3spaHue HafieXXHbIX Touek 4OoCTyna 6eCnpoBOAHbIX NOKaNbHbIX CETEN
(WLAN).

® bonee achbhekTMBHOE yNpaBneHne MOBUNbHBIMW YCTPONCTBAMU B CETU.

® MpepocTasneHne reonoKaunmoHHbIX CEPBMCOB ANs NONb30BaTENEN.

® 3awmLeHHbI JOCTYN ANS rocTen n COTPYAHUKOB.

Cisco ONE Advanced Mobility Services:
® MomoryT cosaaTtb NepPCoHanM3nPOBaHHbIA MOBUMBHBIM OMbIT ANs
nonb3oBaTtenemn n obecnevyat 4ONOMHUTENbHBIE CEPBUCH Ha Bawen

6eCnpoBOAHON CETU.

PeweHune Cisco ONE for Data Center

ASA, FS ASA 5585, FP, FS

. Data Center Enterprise

WAN Collaboration Cloud Suite
Foundation Foundation Foundation for WAN Foundation for Data Foundation
for Switching for Wireless Center Networking for Compute

BbluncnutenbHas
cuctema
X86, UCS

CeTeBas
MHPacTPyKTypa
Nexus 5K, 6K, 7K

WAN
ISR, ASR


http://www.cisco.com/c/en/us/products/software/one-access/index.html

m Cisco ONE Software (nporpamMmmHoe obecneueHue): kynu sce MpunoxeHus/MNnueHsum kak komnnekt MO

Komnnekr MO,
npeacTaB/ieHHbIA B KauecTee
pelieHus

WHHOBALMOHHbIM pa3paboTkam

MepeHoc IuueH3umn
JlocTyn K CyuecTBYIOWUM

HenpepbiBHOCTD,
Mopgnucka u Bapuantbl ELA

C—

Coo' \/

©® JlMueH3usa MOXET 6blTb KymnneHa Ha
6eccpoyYHoe Nonb30BaHue

- - - ¢ Moanueia Ha nuuerisuio Moxet

©® KNueHT nokynaeT BCe NULEH3NUU
B OAAHOM NakeTe 1 CBO6OAHO
NoAKMUaET TO, UTO eMYy HEO6XOAUMO

Cisco ONE for WAN

MpuobpeTeHHas NULEH3US MOXET
6bITb NEepeHeceHa B HOBOE
annapaTHoe 060pynoBaHue

npuo6peTaTbCcs Ha oNpeaeneHHoe Bpems

@ KopnopaTuBHOE NULIEH3NOHHOE
cornaleHve no3BonseT KIUeHTy
npuobpeTaTb BCe NULEH3UN ANS
HEeCKOMbKUX YCTPOWCTB B OAHOM
nakeTe 1 pacrnpegensitb
MX MO BPEMEHU

Pelwenune Cisco ONE ong WAN npenocTaBnseT 60ratble BO3MOXHOCTY ANsA hunmnanos NpeanpusaTuii n ceteron nepudepun. Ecnuv Bol xotnte

peann3oBaTb HOBble pelleHns ans punmanbHbix 0prucos 1 3awmTnTb IP WAN—CoeauHeHns, To 3TO NpaBuIbHOE peLleHme.

Cisco ONE Foundation for WAN nogkntouaeT n obecneunBaeTt
6€30MacHOCTbIO hunmansl NpeanpUaTUin, COXpaHss Nogd KOHTPoneM

pacxopgbl Ha ceTb WAN 1 npegocTaBnseT pelleHuns ans:

® [TOBbILLIEHNS NPON3BOANTENBHOCTU NPUMTOXEHNI.

® PasBepTbiBaHUA rMbpuaHbix cetert WAN € BbICOKOW HaEXHOCTbHO.

® ABTOMaTM3MPOBAHHOIO Pa3BePTbIBAHUS CETU NOCPEACTBOM
LieHTPann30BaHHbIX MOMUTHK.

©® [oBbILLEHNSA YPOBHSA 3aLUMLLEHHOCTH CETH.

Cisco ONE for Data Center

Cisco ONE WAN Collaboration nHterpupyeT ronoc, gaHHblie 1 BUaeo no
BCEM hunManbHbiM ohrcam Ans NoBbILLEHUS NPOAYKTUBHOCTU U OKa3biBaeT

nogaepXxkKy yaaneHHbIM nogpas3neneHnam B

® PacwuvpeHun MynbTUMEOUHbIX BO3MOXHOCTEN ounnanos 6onee
6e30nacHbIM BUAEO.

® Ynpoulenun nepexopa K IP—tenedoHnn B CBOEM CO6CTBEHHOM TEMME U
6rogxeTe.

® /lerkom nepexofe oT ucnonb3osanns TDM k SIP-TpaHKuHry

® LleHTpanu3oBaHHOM ynpaBneHun peLueHnsaMm 4 COBMECTHOM paboThl.

Pewenune Cisco ONE gns Ol Mo)eT nomMoub B MOCTPOEHUU MaCLUTabUPYyeMOro, HaeXxHOro 1 3dpeKTUBHOrO LieHTpa 06paboTKM AaHHbIX.
MoxkHO 6bICTPO, 60ee 6e30MacHO, U B COOTBETCTBUM C Ballen NONMTUKON NepemeLlaTb paboune Harpy3ku U pecypcbl MeXay pPasiMuHbiMm
o6nauHbIMM MOENSAMU. Tak)Ke MOXHO COKPaTUTb PacXOfbl U MOBBICUTb TMHBKOCTb MT—MHOPACTPYKTYPbl C BBICOKMM YPOBHEM 3aLUMTbl AaHHbIX

B UaCTHbIX, O6LLEAOCTYMHbIX U TMOPUAHBIX 06NaUYHbIX CPefax, a Takxe

Ha Cbl/l3l/ll-|eCKVIX M BUPTYyarnbHbIX CeEpBEpPax.

Cisco ONE Foundation gns Data Center Networking (Ceten LieHTpos

06paboTKM AaHHbIX):

® VYnyuwaeT BUAMMOCTb NPOLECCOB B (PUINUECKMUX U BUPTYalbHbIX CETSX.

® O6ecneuunBaeT rnobanbHblit 0XBaT B MacliTabax Bawero 6usHeca u
LleHTpOoB 06pPaboTKM faHHbIX.

® O6ecneuvBaeT aBTOMATU3aUMIO A5 YNPOLLEHUS yIpaBneHus
BbIUNCIIUTENBHBIMU U BUPTYanbHbIMW CETEBBIMU CpedamMy.

® [ob6aBnsieT Npou3BoANTENbHOCTb M MNOTHOCTb MOPTOB ANA
obecneueHns 6onblLen HaaexHOCTH.

o [oBblwaeTt IKcnnyaTauuoHHYHO 3P PEKTUBHOCTb C MOMOLLbIO
ynpaBneHns NPON3BOANTENbHOCTbIO M NOTPEBNEHNEM MOLLUHOCTHU

Cisco ONE Data Center Fabric (®a6puka LIOA):

©® [lo3BonsdeT co3gaBaTb MacwTabupyemble, MHTENNEKTYanbHble CETH 3a

cueT koHBepreHuun ceten LAN n SAN.

Cisco ONE Foundation for Compute (BbluncnuTenbHom CUCTEMBI):

©® [MoBbllaeT 6€30MacHOCTb B BUPTYanbHbIX cpenax.

® PasBepTbiBaeT 6a30BY0 aBTOMATUIALMIO ANA BbIUMCIUTENbHBIX
1 BUPTYasbHbIX YPOBHEN MHAPACTPYKTYPbI B UACTHBIX M TMBPUOHbBIX
cpegax.

® Vicnonb3yeT NporpaMMmMpyemMble KOHTERHEPbI MPUNOXEHWI ANS
KOHBEPreHTHbIX LleHTpoB 06paboTkM AaHHbIX.

©® MOHUTOPUT NPOM3BOANTENBHOCTL M 3HEpPronoTpebdneHve
BbIUNCIIUTENBHBIX U BUPTYarbHbIX CETEBbIX CPea.

® YnpasnseT Heckonbkumn UCS gomeHamu 13 EQnHoOn KoHCoNm
ynpasnexus.

Cisco ONE Enterprise Cloud Suite:

® Ob6ecneunBaeT MHCTPYMEHTaMK ANs CO34aHUsA, KOHTPONS,
YNOpPSiAOUEHMS U yNpaBneHns XM3HEHHbIM LIMKNIOM BaLLlei YacTHOM
obnauHon cpefbl. NpegycmaTpuBaeT KOMMNEKCHOE obecnevueHne

W ynpaeneHue annapaTtHbIM 060pyAoBaHWEM Kak komnaHuu Cisco,
Tak 1 Apyrux nponsBoanTenen.


http://www.cisco.com/c/en/us/products/software/one-wan/index.html
http://www.cisco.com/c/en/us/products/software/one-data-center/index.html

CeTb Cisco B KauecTBe CeEHCOpPa ncpenacTBa KOHTPOJI4 A4OCTYMNa

AKTUBUPYMTE ceTb Cisco

KakK MOLLHbI CEHCOP

6€30MaCHOCTU U CPEeACTBO KOHTPONA AOCTYyNa

B Hawe BpemMs KM6epﬂpeCTyﬂHOCTb — 3TOo rnobanbHas MHOYCTPUA, UTO NPUBOAUT K TOMY, UTO TPpaauLUKMOHHbIEe Noaxodbl

K o6ecneyveHnto 6e30MacHOCTU CTaHOBATCSA HeOOCTaTOUHBIMU MU He3PEK TUBHBIMU. OpraHVIBaLlVIFlM Heo6X0aUMO NPUMEHUTb

HOBbIN YPOBEHb 3aLLUMTbI, UCMOMb3YS CaMy CETb [/t 06HAPY XXEHUSA NOA03PUTENbHOrO NOBEAEHUS YCTPOWCTB, MOAK TFOUEHHbIX K

ceTu, n obecrneunTb cobnogeHne nonMTuk besonacHocTu. Pewerns Cisco «Network as a Sensor» («CeTb kak CeHcop»)

n «Network as an Enforcer» («CeTb kak CPeCTBO KOHTPO/A») 06ECMNeurBatoT NOSHYH NPO3PaUYHOCTb U MOBCEMECTHBIN KOHTPOSb

ans 60pb6bl C yrpo3amu 4o, BO BPEMS M NOCE MNOMbITKM aTakW.

O KubepnpecTynHOCTM Ha NPeanNnpPUATUSAX

mo6anbHble KOPNopaTUBHBIE CETH CTaNKMBalOTCA C

anvaemuen KnbepnpecTynHocTu. Mo aaHHbIM [040BOroO

oTueTa 6e3onacHoCTM komnaHum Cisco 3a 2016 rog, B 100%
NpoaHanu3MpPoOBaHHbIX KOMMEPUECKMX CeTSaX TpaduK HanpaenseTcs

Ha Be6—CaWTbl, Ha KOTOPbIX pa3mMeLleHo BpenoHocHoe 0.

KnbepnpecTynHOCTb SABNAETCA CEPbE3HBIM rNo6anbHbIM BUSHECOM,
COCTOSLLMM U3 OUEHb NPUOBINBHBIX MPECTYMHbIX CUHANKATOB.
3n0yMbILINEHHUKKM CO3at0T BPELOHOCHbIE MPOrpamMMbl, HEMOCPEACTBEHHO
OPUEHTUPOBAHHbIE Ha KOHKPETHbIE YSI3BUMOCTU OpraH13aLumu, KoTopble
YyacTo 0OB6HaPYXKMBAOTCS MOCPEACTBOM OBLUMPHOTO HAabNOAEHNS 32 CETMU
opraH13aumm 1 1enoBo NpakTUKK. STU NporpamMmMbl MOryT OCTaBaTbCsi B CETU
B TeUeHWe MecsiLeB, cobupas AaHHble 0 CETH, yCTPOMCTBAX 1 NONb30BaTeNsIX,
nepen TeM Kak HauaTb OCYLIECTBMSATb 3TIOHAaMEPEHHbIE AENCTBUS.

Cetb Cisco kak ceHcOp

Ewe 6onee ycnoxHAeT CUTyaumto TO, UTO KONMMUYECTBO NOTEHLUMANbHbIX TOUEK
NMPOHUKHOBEHUS B OPraHn3aLnmn paclumpseTcs n3-3a pocta MoOb6unbHOCTH,
06nauHbIX BbluMcneHun n MHTepHeTa Bewwei (IoT). HenpepbliHbI pocT
NOAKMOUYEHHbIX KOHEUHbIX TOUEK 3KCMOHEHLManbHO paclumMpseT HanpaBneHns
aTakv Ang BPeAOHOCHbIX Nporpamm. B cpeaHem opraHn3aumnm ncnonb3yoT
A0 40 oTAENbHbIX MHCTPYMEHTOB 6€30MacHOCTH ANS 3aLMTbl OT Yrpo3.
OpHako, MOUTU HEBO3MOXHO COOTHECTM CBEAEHMUS N3 MHOTUX PAa3PO3HEHHbIX

CUCTEM U PACKPbITb MCTOUHKUK U BEKTOP Yrpo3bl 6e30MacHOCTM.

BmecTo aTOro, Bawwm KnMeHTbl MOryT MCNOMb30BaTb CaMy CETb Kak
«CeHCOop» N «CpeCTBO KOHTPOMA» B AOMNOJIHEHUE K TPaANULUMOHHbBIM
cucTemam 6e30MacHOCTU U TEM CaMbiM Nyylle 06Hapy>X1MBaTb

M YCTPaHATb Yrpo3bl Ha CaMblX PaHHUX CTaanAaAX OCyWeCTBIEHNS aTaku.

[Mpn Takom 60NbLLIOM KONWMUECTBE NOAKIOUEHNUIA C BHELLHEN CTOPOHDI
nepumeTpa TpaguLMOHHOM KOPNOPaTUBHOM CETU TENEPb HYXXHO
obecneunBaTb 6e3onacHocTb Besfe. K cuacTbto, ceTb Cisco yxxe cogepxuT
BCce Heobxoaumoe. Mbl HasbiBaeM 3To pelueHune Cisco® Network as a
Sensor («CeTb Cisco kak ceHcop»). [IPOCTO akTUBUMPOBAB BCTPOEHHbIE

B Bawy ceTb Cisco dhyHKUMM 6€30NacHOCTH, Bbl MOXETE NPEBPATUTDL ee

B MOSTHOLEHHYO CUCTEMY MOHUTOPUHIa 6€30NacHOCTU C TLaTeNbHbIM

KOHTPONEM CeTU 1 BCeEX NOAKMHOUaeMbIX yCTpOVICTB/CMCTeM.

CeTb KakK ceHcoOp

Cisco I0S Flexible NetFlow
Cisco ldentity Services Engine (ISE)
Cisco StealthWatch

He BMAas ceTeBble yrpo3bl, Kak Bbl 6yaeTe oT HKUX 3awuwatbea? Cisco
Network as a Sensor peLlaeT 3Ty Npobnemy KapanMHanbHbIM 06pasoM.
Bbl nonyunte 06LWwumit KOHTPONb COCTOSIHUS CETU B (hOPMe pe3ynbTaTos
[eTanbHOro aHanu3a AaHHbiX 6€30MacHOCTH, BbinonHsieMoro Cisco
10S® Flexible NetFlow, KOHTEKCTHYIO MHDOpPMaLMIO OT NNaTdopMbl
Cisco Identity Services Engine (ISE), MOHUTOPUHT B pearnbHOM BpeMeHK

1 OnoBeLLeHns Ha ocHoBe TexHonoruu Cisco StealthWatch.

PelweHuve ycTaHaBnmBaeT 6a30Bblii Npoduib Ans Bawwen cetu. Ha

€ro OCHOBE OHO BbICTPO O6HaPYKMBAET BPEOHOCHbIE AeNCTBUSA

— aHOMarnbHble NepeMeLleHns JaHHbIX, NOL03PUTENbHbIN TPaguK,
COBpPEMEHHbIE Yyrpo3bl — B NIO6OM MecTe ceTeBoi cpedbl. Bol BuanTe
OBMXKEHWe Tpaduka, yCTPOWMCTBa, Nonyyatolime JOCTYN K Ballen ceTw,

a Tak)Xe noTeHUunanbHble BpeJOHOCHbIE AeNCTBUS Ha Ballen CeTu.

—% OB6Hapy>XeHMe Yrposbl Ha KoHeUHbIX YyCTPOMCTBax

O6Hapy»xeHue AHomanbHbix MoTokos Tpaduka

—¥ O6Hapy>XeHMe HapylueHnit NoIMTUKKM 4OCTyna nosib3oBaTens



- Network as a Sensor -
(CeTb Kak ceHcop)
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- Network as an Enforcer -
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Catalyst
3650/3850/4500E
6500/6800

Catalyst 3650/3850/4500E/6800ia

m CoBMECTMMOCTb C pa3nuMuHbiMi KOMMyTaTopamu cemeicTaa Cisco Catalyst

_ NEiAEw @ Full Flexible — O6ecneunsaeTt noanepxky nonHoro NetFlow gna MoHWTOpUHra

Lite -
Lite SGT, SGACL
Lite SXP
Full Flexible SGT, SGACL
Full Flexible SGT, SGACL
Full Flexible SGT, SGACL
Full Flexible SGT, SGACL
Full Flexible SGT, SGACL

Cisco NetFlow

BCero Tpadwmka 6e3 Bnusiina Ha CPU

@ Lite — o6ecneunsaet Bbibopky notoka NetFlow (Sampled NetFlow), cHuxas
061y BUOMMOCTb

Cisco TrustSec

® SGT — lMopaepxuBaeT TerMpoBaHWe NakeToB

® SGACL — noppepxvBaeT KOHTPOMb JOCTynNa Ha ocHoBe SGT

® SXP — wucnonb3dyeTcs gna obMeHa Taramu C yCTPOWCTBaMMU, C annapaTHOM

nogaepxkon SGT

Cetb Cisco Kak cpeacTBO KOHTpoOnNA

Kaxjoe ceTeBoe coeanHeHue, 6yab TO CO3[jaHHOe 06MauHbIMU CepBUCamMu,
MOBUMbHBIM NMoAKoUeHeM, MHTepHeTom Bewei (10T), uav ueM-To Apyrum,
npeacTaBnseT co60n NoTEHUManbHy0 TOUKY BXoAa Ana ataku. Bawa 3agava
COCTOWT B TOM, UTO6bI C6anaHcHpoBaTb JOCTYN K CETU, KOTOPLIA HEO6X0ANM
nonb3oBaTeNsM U yCTPOMCTBaM, C OQHOBPEMEHHbBIM COKPaLLeHUEM PUCKOB.

Xopoluas HOBOCTb COCTOMT B TOM, UTo Bawa ceTb Cisco® yxe cofepxuT
HeO6XO‘1MMbIe ANga 3TOro UHCTPYMEHTDI. Bam NPOCTO HY>XXHO aKTUBMPOBATb
ux, yTO6bI Balla CeTb MOrna cama KOHTPONMNPOBATb BbIMOMHEHME NONUTUK
6e30nacHoCTU. Hanpumep, Bbl MOXETE CAEPXKMBATL YrPO3bl C MOMOLLbIO
TexHonoruu Cisco TrustSec® u nnatdopmbl Cisco ldentity Services Engine,
KOTOpble pa3fenaT Bally CeTb Ha CermMeHTbl. B pamkax nporpaMmHo—
onpefensieMoro NoAxofa Kk CermeHTaLun CeTu Bbl MOXeTe obecneunsaTth
3aWnTy CErMeHTOB C NOMOLLbKO rPYNNOBbIX MONUTUK, NPEA0CTaBNALWMNX

[OCTYN NONb30BaTENAM Ha OCHOBE ponew n 6usHec-noTpebHOCTEN.

B pe3ynbTaTe Bbl HAAEXHO KOHTPONUPYeTEe CETEBOW AOCTYN, UCXOAA U3 ponen
M Nonb3oBaTenei, TEM CaMbiM 3HaUUTENbHO YMEHbLIAaa NPOCTPaHCTBO ANs
aTaku. 310 3HAUUT, UTO faxe B Cllyyae NPOHMKHOBEHMUSA B Ballly CETb Xakepbl HE

CMOryT cBOH60OHO MO HeW NepemMeLlaTbCs U He BbI3OBYT MaclITabHoro ywepba

CeTb Cisco o6ecneunBaeT NpoBepPKY COBMOAEHNS MONUTUK 6€30MacHOCTH
ceTu, NO3TOMY Bbl MOXETE BblTb YBEPEHHbI, UTO 3TWU NOAUTUKM Byay T
LieHTPanM30BaHHO NPMMEHeHbI No Bceit ceTu. Monb3osaTenu M ycTporcTBa
nonyvatoT AOCTYM B COOTBETCTBUM CO CBOMMM NpaBamu, a Bbl UMeeTe
BO3MOXHOCTb CAEPXKMBaTb aTaki ¥ NpefoTBpaLlaTb UX NOCNeACTBHUS.
Mnatdopma Cisco ISE cny>XuT MexaHU3MOM LeHTPan“30BaHHOTrO MPUMEHEHUS
MOMUTUK, KOTOPbIN B PEXMUME pearnbHOro BpeMeHu ynpaeiseT AOCTYNOM Ans

KOMMYTaTOPOB, MapLIPyTU3aTOPOB U YCTPONCTB 6e3onacHocTH Cisco.

CeTtb Kak Cpepncteo KoHTpons

Cisco TrustSec - nporpammHo-
onpefenaeMblin Noaxod K CermeHTaLmm
Cisco ldentity Services Engine (ISE)

-

—® OFDaHVMMBaPITe nocnegcTena NMNPOHMKHOBEHNA

nyTem cermeHtTaumm cetu

[MpumeHsanTe NonuTnky 6e30nacHOCTY Ans
3aLWNTbI MPUNOXEHWIA U OAHHbBIX

—® ABTOMATU3UPYITE yNpaBneHne 6e30MacHOCTbIO
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HoBble QYHKLUMKW 1 BOZMOXXHOCTM

COBpeMeHHbIe KOprnopaTuBHble CETWU A0MKHbl 06ecneunBaTb 6€30NaCHbIN, HaeXHbIK U MPO3pPayHbI 4OCTYN ANg

nto6oro nonb3oBaTens B Mto6om mecTe, B Nto60e Bpems U ¢ Mtob60Oro yCTponcTaa.

B aToM kaTanore npeacTaBneHbl HOBblE M akTyanbHble PeeHUs U NPOoAYKThl, MTOMOratoLne NpeanpusaTUsaM ntoboro

YPOBHSA OOUTHCA yCcnexa B LMGPOBYIO 3py.

0 [Mpn BO3HMKHOBEHMW BOMNPOCOB NoXanyicTa obpawantech k Bawemy npegctasutento Cisco unmn aBTopn3oBaHHOMY

naptHepy Cisco

KommyTaTopbl

MynbTururabutHoie kommyTtaTopbl Cisco Catalyst cepuu 3650

MynbTururabutHble kommyTaTopbl Cisco Catalyst cepum 3650

B pagy moaenen kommyTtatopos Cisco, noagepxusatoLLmnx TexHonorno Multigigabit (802.3bz), nossunuch Hosble npeactasuTenu — Cisco
Catalyst cepun 3650. 3T KOMMyTaTOPbI NO3BONAOT Bam gocTtnub ckopocTh oT 1 6/c go 10 ['6/c Ha TpagMUMOHHbBIX TuNax kabenen Catbe
(unu Bbie), NO3BONAA 3 MEKTUBHO NEPENCONb30BATH CYLLECTBYHIOLLYIO KabENbHYH MHPACTPYKTYPY, MOAAEPKMBATL NOAKTIOUEHNE
BbICOKOCKOPOCTHbIX 6ECNPOBOAHbBIX TOUEK AoCTyna cTanaapTos IEEE 802.11ac. [lononHuTensHo mGig NopTbl OTAENbHBIX KOMMYTaTOPOB
noaaepXXMBaloT paclunpeHHyto TexHonoruno PoE — Cisco Universal Power over Ethernet (Cisco UPOE), nossonss B TOM uncrne apdekTUBHO

pasBuBaTb loT akocucTeMy

Catalyst cepun 3650

MynbTurMrabuTHbole KommyTtaTopbl Cisco
C26

becnposogHon gocTyn

Noppnepxka 11ac Wave 2 B manbix u cpegHux ceTax (BHewHue TM)

HoBble 6ecnpoBoaHble Touku gocTyna Cisco Aironet cepun 1560 naeanbHO NOAXOAAT ANs pa3MeLleHus Ha ynuue, obnagatoT
KaueCTBEHHbIM BHELIHWM AM3alHOM M nogaepxunsatoT cTaHgapT IEEE 802.11ac Wave 2 B KOMNAKTOM U 1erkoM Ans ycTaHoBKM hOpM=
hakTope. ITU TOUKM QOCTYNa cneumanbHO CO3AaHbl AN MPUMEHEHUS Ha NPeanpUATUSIX, Y ONEPaTOPOB CBA3K, a TAKXKEe B CETAX
obecneueHns Ny6nMuHon 6€30NacHOCTH, TPEBYIOLWMX MaKCUManbHy NPOU3BOANTENBHOCTb, AOCTYMNHYIO cerogHs. boraTbii BbIGOP
MOfENEeN C BHELWHUMU U BHYTPEHHUMU aHTEHHaMM faeT 3aKa3unkam rmbKoCTb Npu co3aanHnm adhdhekTUBHON HecnpoBOAHON ceTn 6e3

yuiep6a B NPOCTOTE YCTAHOBKMU U HACTPOMKM.

Cisco Aironet 1560 Series @ C36
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PeweHue Cisco Virtual Beacon

Pewenue Cisco Virtual Beacon obecneunBaeT KOpnopaTMBHbIM 3aKa3umkaM NpPOCTOTY B CO3AaHNM U O6CNYXXMBAHUN MacLUTabMpyeMbix
pelueHnin Ha 6ase Maskos BLE (Bluetooth Low Energy). BupTyanbHble BLE Masiku paclumMpsioT BOBMOXHOCTM cucTembl Cisco Connected
Mobile Experience (CMX), 0ononHsas ee TaknuMu yHKLMAMM, Kak U3BELLEHUE O MPUBIMKEHUN, MOUCK NYTH B MOMELLEHUM, HaBUraLms.
YHukanbHoe pewenune Cisco Virtual Beacon o6beamHsieT MHHOBaumoHHoe 10, dyHKkumoHupytolee B «obnake» Cisco, cneunanbHO
paspaboTaHHble annapaTHble CPEACTBa, a TakxXe CPeacTsa paspaboTkm (SDK) ang ncnonb3oBaHUs B MOBUMNbHBIX MPUNOXEHW

BO3MOXHOCTEN HaBUraumm u 06HapyXXEeHUS NPUBIKEHNS.

Pewenune Cisco Virtual Beacon @ C48 -

MapuwpyTmnsaTtopbl

ISR4221 - mapuwpyTusartop ISR cepuu 4000 HauanbHOro ypoBHs ¢ nogaepxxkon IWAN

Cisco ISR4221 — HOBbIN MOAYMbHbIM MapPLLPYTU3aTOP HauanbHOro YPOBHS, 0becneumBatomin nogaepxky scex TexHonormin IWAN.

B ocHoBe mMapulpyTugdatopa nexuT ncnonb3dosaHne OC I0S XE, npegnaratowen wnpoyanmim Habop yHKLUMIA 1 BOZMOXXHOCTEN.
BonbwWMHCTBO HEGOMbLUMX yAaneHHbIX 0PUCOB TPEOYIOT UCMOMNb30BaHWS C OOHOM CTOPOHbI KOMMAaKTHOro U AOCTYMHOrO, @ C APYron CTOPOHbI
NonHoyHKLMOHanbHOro maplpytmaatopa ISR. ISR 4221 ygauHo coBmellaeT B cebe 3TH KauecTBa. B Hem npegycMoTpeHa yCcTaHoBKa [0
nsyx mogynen NIM — ana nio6oro WAN nogkntouenus. ISR4221 o6ecneunsaeT nponssoamTenbHocTb 35 unm 75 Méut/c (¢ Performance

NULEH3uen) Ana yenyr nepefaun gaHHbIX 1 yHKUMn 6e3onacHoCTH. ISR4221 noanepxueBaeT KOHTENHepU3aLmio, B TOM umicne ansa Snort IPS.

6 [Mpn BOSHMKHOBEHMM BONPOCOB NoXanyncta obpaljantect Kk Bawemy npegctasutento Cisco nnu aBTopnaoBaHHOMY napTHepy Cisco

MapwpyTtundaTopsbl ISR cepum 4000 @ C50

atliailie
ciseo

bropkeTHble peweHus Cisco

HoBbie mogenu ctekupyembix 10 GE ynpaBnsieMmbix KOMMYTaTOpOB

CTtekunpyemble ynpasnsieMble kommyTaTopbl Cisco cepuit 350X 1 550X — ngeanbHbli BbIGOP CTEKMPYEMBIX YMPaBNSEMbIX KOMMYTaTOPOB
4ns Manoro 6u3Heca, npegnaratolmnx 6oraTolii HA6OP BO3MOXHOCTEN, HEOOXOANMbBIX B COBPEMEHHbBIX CETSIX, MO OUEHb JOCTYMHOM LIEHE.
HoBble mogenu rotToBbl NPeAnOXUTb BapuaHTbl UCNonHerus ¢ 24 unu 48 noptamu Gigabit Ethernet unu Fast Ethernet ogHoBpemeHHO

¢ marucTpanbHbiMu nopTamu (Uplink) 10 Gigabit Ethernet. MomMrMO Npouero 3T KOMMYTaTOPbl MOAAEPXKMBAIOT Ha UacTy

nopToB TexHonoruto PoE ¢ 6topkeTom nuTaHus 60 BT Ha nopT, no3Bonsas obecrneunsaTtb NUTaHUe KOMMNAKTHbIM KOMMyTaTopam,

MPOU3BOAMTENbHBIM TOUKaM JOCTYMa Unu ceTeBbiM cucTemam oceelleHns (Connected Lightning)

Crekupyemble ynpasnsemMble Cc65
kommyTaTopbl Cisco cepuit 350X
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Me)xceTeBou aKkpaH cnegytouwero nokonexnus Cisco Firepower

PeweHwne Cisco Firepower — 370 nepBbli B OTPAC/N MOMHOCTbIO MHTETPUPOBAHHbBIN COBPEMEHHbI MEXCETEBOM
3KpaH, OPUEHTUPOBAHHbLIN Ha HENTpanu3auuto yrpod. Cpeam ero pyHKLMOHaNbHbIX BOBMOXXHOCTEW MOXHO BbIAENUTD
MeXaHW3Mbl ONpefeneHns NPUNOXEHU U rpaHyNAPHOro ynpasneHusa nx padotoi (AVC), COBpEeMEeHHOR CUCTEMDI
npenoTepaleHuns sTopxeHnn (NGIPS), cpeacTtsa adhdeKkTUBHOM 6OPbObLI C BPeaoHOCHbIM kogoMm Cisco AMP

n cpeacTtea dunbTpaunm Be6-3anpocos no kateropusam URL. Cisco Firepower obecneunBaeT HageXHY0 3aWnTy OT

YrpPO3 Ha BCEM MPOTSXKEHUN NX XKMBHEHHOTO LUKMK/a - 4O UX MOSBNEHMS, BO BPEMS M MOCE BOSMOXXHOM KOMOPOMETaL UK.

MepBbin B OTpPac/yM NMOJSIHOCTbIO UHTErPUPOBaAHHbIK COBPEMEHHbIA MEeXCeTeBOM 3KpaH,
OPUEHTUPOBAHHbLIA HA HEUTPaNU3aLMIO Yrpo3

Yennus pa3apaboTumkoB 60MbLIMHCTBA COBPEMEHHBIX MEXCETEBbIX
akpaHoB (NGFW) CKOHLEHTPMPOBaHbI Ha yrpasieHum
NMPUNOXEHUSIMU, @ He Ha Bopbbe C yrpo3amu.

YT106bI KOMMEHCMPOBATb Takon NEPEKOC, B HEKOTOPbIX PELLEHUSAX
Knaccuueckasi cucTema NpefoTBPaLLEHUs] BTOPXKEHWI AOMOMNHAETCS
HabopOoM oTAeNbHbIX peweHnin. OfgHaKO TakoM NOAX0L HE MPUHOCUT
Nnosnb3bl NMPW 3aLMTE OT COBPEMEHHbBIX NPOAYMaHHbIX aTak U
coBpeMeHHoro BpefnoHocHoro N0O. bonee Toro, nocne MHUMOEHTa

B cpepe UMb Takme peleHrsa He cnocobHbl MOMOUb B ONPeaeneHnm
06nacTV NopPaXxeHs, Nokanuaalumn ee rpaHnL 1 onepaTUBHOM

YCTPaHEeHUW NOCNEeACTBUIA UHLIMOEHTA.

3awmuanTte CBOIO OpraHM3aLuIo Ha BCEM NMPOTSHKEHUMN XXM3HEHHOI O LiMK/1a COBPEMEHHOM

ataku - 10, BO BPEMA u NMNOCIIE

Ckopee BCero, BaM Hy>X€H COBPEMEHHbIN MHTErPUPOBAHHBbI
MEXCETEBOW 3KPaH, OPUEHTUPOBAHHbBIM Ha HENTPaNU3aunto
Yrpo3, KOTOPbIA HE TOMNbKO 0OH6ECNeUMBaET rpaHynspHoe
ynpasneHve paboTon NPUNOXKEHUA, HO U HAOEXHO 3awmwaeTt UT-
MHAPACTPYKTYPY OT COBPEMEHHbIX aTak.

Pewenwne Cisco Firepower oyHKUMOHUPYET Ha H6ase
YHUPULUMPOBAHHbBIX LEHTPaNM30BaHHbIX MONUTUK yNpaBneHus
pPaboTON NPUMOXEHWI, 3aLUMTBI OT YIrPO3 U OBHAPYXKEHUS
BPEOOHOCHOr0 Kofla 1 obecneunBaeT 6€30MacHOCTb Kak CETEBOM

MHPACTPYKTYPbI, Tak U OKOHEUHbIX YCTPOWCTB.

Pewenue Cisco Firepower oCHOBaHO Ha caMOM MOMyNSPHOM MO Uncny
pa3BepTbIBaHUIA MEXCETEBOM 3KPaHE C KOHTPOMEM COCTOSIHUSA COEANHEHUN
Cisco ASA, npu 3TOM OHO 06ecneunBaeT rpaHynapHoe ynpasneHve
paboTon 6onee 4 000 KOMMEPUYECKUX NPUNOXEHWUI. EONHBI MHTEpdenc
yrNpaBneHvs NoARePKMBaeT YHUDULMPOBAHHOE NpeAcTaBneHue

MHOPMaLMK OT YPOBHSA CETU 40 YPOBHSI OKOHEUHOIO YCTPOWCTBA.

Cisco Firepower goyHKUMOHUPYET Ha 6a3e rMHKMX NONUTKK yNpaBneHns
[OCTYMNOM, NPeAoTBPALLEHUS aTaK U 3alMTbl OT BPEAOHOCHOrO KoAa,

a TaKXxe NoAgep)KMBaeT BCTPOEHHbIE cpeacTBa ANna MaeHTUdUKaumm
YS3BUMOCTEN, ONpeaeneHns obnacT NopaxeHus, nokanuaaumm ee rpamHuy

M 6bICTPOro yCTPaHeHUss NOCneacTBUA MHUMAEHTOB B cdoepe Mb.

CoBpeMeHHbI MexceTeBom akpaH Cisco Firepower — aTO yHUKanbHoe

pelueHne, NOCKOMbKY TOMbKO OHO CMOCOBHO:

BnokuposaTtb pekopaHoe umcno yrpos. O6HapyxxeHue 1 6rnokuposaHve
M3BECTHOIO N HEM3BECTHOro BPeAOHOCHOrO MO ¢ NOMOLLbIO NyuLlen B
oTpacnu TexHonorum Cisco AMP v cpeAcTB AMHaMUUECKOro aHanuaa.
Ynpasnexuve paboTtoi 6onee 4 000 kKOMMEPUECKMX MPUITOXKEHWUNA,

BO3MOXXHOCTb OMUCaHUS NMPUIOXEHWUI NOMb30BaTENEM.

m BoamoxHocTu Cisco Firepower

av

Hosbilh ypoBeHb
aHanuTUKK

Bnokuposka
pPEeKopAHOro u1Mcna yrpos

O6HapyeHune ya3BUMOCTe

M aTak U HernTpanuaaumsa nx

nocneacTBUiA 3a CUUTaHHblE
yachl, a He 3a MecsaUbl

Nyuwve B oTpacnu
XapaKTEPUCTUKM C
BO3MOXHOCTbO aBTOMaTU3aumum
1 NpuopuTe3aunmn peakumm

MoTpsicatowas ahpekTUBHOCTb
Ha BCEM MPOTHKEHUN
JKMBHEHHOTO LMKNa yrposbl —
0, BO BPEMSA 1 NOCNE

YckopeHue obHapyxeHus
1 HeNTpanuaaumm

BbiBecTn aHanuTuky Vb Ha HOBbIN yPOBEHD. [TONHOCTbBIO KOHTPONMPYWTE
cBOO UT-UHDPACTPYKTYpPy C MOMOLLbIO CUCTEMbBI NPEROTBPALLEHNS
BTOpXXeHui Cisco Firepower NGIPS. CpefacTBa aBToMaTMueckoro
onpepeneHns ypoBHS pucka 1 YPOoBHS NOTEHUMaNbHOro BO3OENCTBUS

NOMOTYT NPaBWNbHO 3adaTb NPUOPUTETbI 06PABOTKN COOBITUN.

YCKOpUTb OBHapyXeHWe MHUMAEHTa U HENTpanu3aumio ero NocneacTBui.
CornacHo exerogHomy oTueTy Cisco B cchepe VB menmaHHoe Bpemst
O6HapYXXeHUs1 MHUMAEHTa B OTpacnu coctasnseT okono 200 gHen.

Pewwenuns Cisco obecneunBatloT o6HapyXeHNEe MEHEE UEM 3a [I€HbD.

CHUM3UTb CNOXHOCTb. McnonbayinTe yHUDULMPOBaHHbIE CpeacTaa
yrpaBneHus 1 yHKUMOHaNn Koppensaumm yrpos Ans ynpasneHus OTIMUHO
WMHTErpUpPOBaHHbIMU OYHKLMSIMM Ge3onacHocTw, Bknouas AVC, NGIPS n
Cisco AMP.

[MoBbiCUTb OTAAUyY OT Ballewn ceTu. MNoBbiLanTe ypoBeHb 3alUULLEHHOCTU

1 NONb3YMATECH pe3ynbTaTammn CAENaHHbIX PaHee KanuTanoBNOXeHWUN
6narogapst BO3MOXXHOCTSIM MHTErpaumm ¢ CETEBBIMU PELLEHUSAMN U
nnaTopmamu 6€30MacHOCTH, BbiMyLEeHHbIMK Kak Cisco, Tak U CTOPOHHUMU

KOMMaHUAMMU.

ol

Py X

CHuxeHve MoBbileHWe oTaaum
CNOXHOCTU oT ceT
YHucmumposaHHoe [MoBbllLEHWE YPOBHS
ynpasneHue, pasBuTblit 3aLMLLEHHOCTH, 3aluTa
dyHKUMOHan KanuTanoBNOXeHWU

(MHTerpaums ¢ peleHnamMm
Cisco v gpyrux KomnaHmi)

OpueHTauuA Ha HeMTpanm3auuio yrpos

MonHasa nHTEerpauuna
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OCHOBHbIe BO3MO)XHOCTU U nNogaep)Xusaembie nnatcopmbi

—

CvcTema NpenoTBpaLLEHUS
BTOPYKEHUIA HOBOMO
nokonerus (NGIPS)

Bbicokast
OOCTYMNHOCTb

aBTOMaTmn3aumsa

i [m] [x]
APP

OnpepenexHve
NPUNOXeHUN 1 ynpaeneHue,
nXx paboTon

MapuwpyTusaums/
KOMMyTauus

——

\ (i

» n
I

AHanuTuka

n

3almTa oT BPEeOoHOCHOro
MO (Cisco AMP)

OunbTpaums
3anpocos no URL

-
- -
-

&S
-»

Cpenctea VPN

BcTpoeHHble cpeacTea
npounMpoBaHns
MonnTukKM, ncnonbaytoLme
[aHHble 0 NoNb3oBaTensXx,

a He TONbKO CeTeBow
agpecauumn

OpHa onepauynoHHasa cMcTema, ofHa cUCcTeMa ynpasneHusa

Cisco Firepower
9300

Cisco Firepower
cepumn 4100

c—
@ Cisco ASA 5545-X
— Cisco ASA 5525-X

- Cisco ASA 5516-X

— Cisco ASA 5508-X

Cisco ASA 5506-X

npOI'IyCKHaFl CNOCOBHOCTb MEXCETEBOIO 3KpPaHa - Bbicokas

YTO6bI BLINOMHUTL TPEOOBaHNSA 3aKa3uUMKOB K Pa3BEPTbIBAHUIO
COBPEMEHHOro MexceTeBoro akpaHa Cisco Firepower B pa3nmuHbix
cpenax (Manbih 6U3HeC, PuUnnan, LeHTPanbHbI OPUC, MHTEPHET-
nepumeTp, LIOL 1 apyrue BbICOKOMPOM3BOAUTENbHbIE CPEAbl) C
pa3HbiMK TpeBOBaHUSIMK K MPOWU3BOAUTENBHOCTH U MNOTHOCTU
NnopTOoB, NPENYCMOTPEHbI Cnefytolmne nnaTopmbl:

- Cisco ASA cepumn 5500-X/5500-FTD-X

- Cisco Firepower cepwuit 2100/4100/9300

Cisco ASA cepun 5500-FTD-X

B cemeiicTBo pewennin Cisco ASA cepun 5500-FTD-X BxogaT
BOCEeMb nnaTopm 6e30nacHOCTH, Anana3oH NPOMyCKHON
CNOCOBHOCTH COBPEMEHHOIO MEXCETEBOIO 3KpaHa CocTaBnsieT
oT 750 M6éuT/c go 4 F'éut/c. 3T nnaTtopmbl NpefHa3HaueHbl
LNS pelleHnst 3aayu 3aLuMTbl Manoro unu cpefHero dunuana nuéo
WHTEpPHEeT-NepuMeTpa LeHTpanbHoro oduca.

Cisco Firepower cepuit 2100 1 4100

B cemeiicTBO pelennii Cisco Firepower cepuin 2100 1 4100

BXO[AT MO YeTbipe NnaTtdopMbl MHOFOMYHKLMOHaMNbHBIX 3aLUUMTHBIX
YCTPOWCTB, OPUEHTUPOBAHHbIX Ha HeMTpanu3aumio yrpo3. [inanasoH
NPOMYCKHOM CNOCOBHOCTU 3TWX NNaTdopmM cocTasnseT ot 1,9 [6uT/c go
6onee uem 60 [6UT/c, NNaTHOOPMbI PEKOMEHAYIOTCA Ana obecneyeHus
6€30MaCHOCTU Pa3nUUHbIX KOMNOHEHTOB NT-MHPaCTPYKTYpbl OT
WHTepHeT-nepumeTpa Ao LIOM opraHusauuu.
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Cisco Firepower cepuun 9300

Cisco Firepower cepun 9300 — 370 MaclTabupyemas

(6onee 1 T6uT/Cc) MogynbHasa nnaTopma onepaTopckoro
Knacca, npefgHasHaueHHasi Ans onepaTopoB CBS3W, cpeq
BbICOKOMPOU3BOAMUTENbBHbLIX Bbluncnerui, LIO, kamnycHbix ceTen,
cpepn TOProBbiX NAOLWAAoK v ApYrux pasBepTbiBaHWMI, NPU KOTOPbLIX
TpebyeTca HM3Kas 3adepxka (MeHee 5 MKC) 1 BbicouaiLuas
nponyckHasi cnocobHOCTb. OTa Nnatopma NoanepPXKMBaeT
yCKOpeHue 06paboTKM MOTOKOB Tpadmka, MPOrpaMMHyHo
OpKecTpaLutio 1 ynpaeneHe yHKLMoHaNnoM 6e30nacHOCTH C
ncnonb3oBaHneMm REST API. Kpome Toro, oHa nocTaBnseTcs B
KOHpUrypaumsax, cooTBeTCTByOLMX TpeboBaHusm NEBS.

Mnatdopmbl Cisco Firepower hyHKLUMOHWPYIOT Nof ynpaeneHnem
nporpammHoro o6pasa Cisco Firepower Threat Defense (FTD),
KpOMe TOro, Ha psae Nnatdopm NogAepPKMBaIOTCA NPOrpaMmHble
o6pa3sbl Cisco ASA u Cisco ASA ¢ cepsucamu FirePOWER (Cisco
ASA 5500-X). Cuctema ynpasnenus Cisco Firepower Management
Center (B npowunom FireSIGHT) o6ecneunBaeT yHUpULUMPOBAHHOE
ynpasneHue Cisco Firepower NGFW, Cisco Firepower NGIPS,

a Takxe CpeAcTBaMu U NONUTUKaMM Nnatgopmbl 60pbbbl ©
BpenoHocHbIM kogom Cisco AMP.

bonee noppobHble CBEAEHUS O COBPEMEHHOM MEXCETEBOM 3KPaHe
Cisco Firepower ony6nukoBaHbl Ha Be6-canTe:

© http://www.cisco.com/go/ngfw



BbecnpoBofgHble Toukn gocTtyna Cisco Aironet cepun 2800/3800

Camble BblCOKOMPOWN3BOOANTENbHDIE 66CﬂpOBO,D,HbIe

TOUKKM OOCTYIa B MMPE

He Bce 802.11ac Touku gocTyna ognHakosbl. HoBble Toukm gocTyna Cisco Aironet cepun

2800/3800 o6napgatoT NMOMPYOLWMMKN XapakTepPUCTUKAMMK, Hapaay C YHUKaNbHOM TMO6KOCTbIO

N PYHKUMOHANbHOCTbIO

11ac Wave 2 — 310 TO/IbKO Hauano

= Touku gocTtyna (TA) Cisco Aironet cepuit 2800/3800
noagepxusatoT ctaHgapt 802.11ac (11ac), npeanaras CKOpocTH
BNNOTb fo 5.2 [6uT/c — 310, rpy60 roBops, B 4 pasa bbicTpee,
ueMm cyuiecTBytowme Ha poiHke T 11ac. 3tn T obecneumnsatoT
He TONbKO coBMeCTUMOCTb ¢ 11ac Wave 2, HO o6nagatoT BCeMu
YHWKanbHbIMKM 6€CNPOBOAHBIMU MHHOBALMAMU U TEXHONOMUAMM

Cisco

m [M6KOe ynpaBneHne pagno-pecypcamu n ABonHom moaynb 5 My
MozsonseT T[ UHTEeNNeKTyanbHO ONPEAEnaTb ONTUManbHbIN
pexuM paboTbl PagMo-NoOACUCTEMbI C YUETOM MOCTOSSHHOTO
aHanunda paguo-adupa. Ha atux T[ gocTynHbl cnegytowme
PEXWMbI:

o Pexxnm 2.4 1 5 ITy: OguH pagno moaynb 06CnyXXnBaeT KIMEHTOB B
nunanasoHe 2.4 Ty, gpyron — B guanasoHe 5 My

« [1BoMHOM pexum 5 Tu: Ob6a pagrno-moayns T dyHKUMOHUPYIOT B
nounanasoHe 5 My, no3Bonsa gocTuraTb PEKOPAHbIX 5.2 TouT/C
(2x2.6I6mnT/C)

« Pexxnm 6ecnpoBoHOro MOHUTOPKUHra 1 5 Muy: OauH paguno
MOAYb 06CNYXMBaAET KNNMEHTOB B Ananas3oHe 5 My B TO Bpems, Kak
OpYron ckaHMpyeT BeCb CNEKTP Ha NPeAMET aTak, MHTepdepeHLmit
M MOCTOPOHHUX YCTPONCTB

« Pexxnm obecneuenns kauectsa bB1BC: OguH pagno mogynb
ob6CcnyXunBaeT KNMEHTOB B AManadoHe 5 Ty B TO Bpems, Kak gpyron
aHanuaupyeT 6eCnpoBOAHYIO CETb C Lienblo obecneunTb
MaKCUMarbHY0 NPON3BOAUTENBHOCTb

o PEXWM yNyuLLIEHHOrO NO3ULMOHUPOBAHUSA: OnwuH panno moaynb

KIIMEHTOB.
= MNopaepxka Multigigabit Ethernet (mGig) ana Aironet 3800
O6ecneunBaeT HECKOMbKO CKOPOCTHbLIX PeXMMOoB Ethernet Ha
caMbix pacnpoCTpaHEHHbIX KaTeropusix kabens kateropum Cat 5e

— Hapsaay co cTaHgapTHbiMK 100 M6uUT/C 1 1 TeUT/C, nogaepXnBaeT

pexumbl 2.5 Teut/c n 5 reut/c

m AVC 6e3 notepu Npon3sBoamnTenbHOCTHU
Mcnonb3yeTca cneyunanbHbii annapaTHbIA yCKopUTenb ans

obecrneueHns NMMHENHbBIX CKOPOCTEN ANs CepBUCOB Ha 6aze AVC

m AHTEHHbIN SMART KOHHEKTOP

[ononHUTEenNbHbIN KOHHEKTOP ANS BTOPOW (hM3NUECKON aHTEHHbI
NOCTaBNAETCSA C MOAENSAMMU, UCMONbIYIOLWMMU BHELLIHWE aHTEHHDI.
OTOT KOHHEKTOP MO3BONSET NOAKMOUUTL [OMONHUTENbHbLIM HAabop
aHTEHH, obecrneunBas 3HaunTeNbHOE YNyUlLEHWE NOKPLITUSA B
60MbLUMX OTKPbLITbIX MOMELLEHMAX, TAKMX KaK KOHEePEHL-LEHTPDI,

OMBNMOTEKN, CTAAMOHDI UMK apeHbl. [pn 3TOM 06a Habop aHTEHH

06CnyXunBaeT KIMEHTOB B AManadoHe 5 [Ty B TO Bpems, Kak apyron aKTUBHbI.
obecneunBaeT ynyuylleHne Nno3MUMOHMPOBaHUS 6eCnNpPoOBOAHbIX
~N
M M6Koe ynpaeneHue paguo-pecypcamu
2.4 TTun 5 TTU Ha 0OAHOM 1 TOM Xe unnceTe 0O6cnyxmBaHue 0O6cnyxnBaHue 0O6cnyxmMBaHue BecnposogHo#
MossonaeT o6cnyxueaTh paguo-KaHansl B AnanasoHe nnuéo 2.4 My nuéo 5 My 51Ty 51Ty 51Ty MOHUTOPUHT
O6ecneunBaeT nocnegosaTenbHoe CKaHMPOBaHWE BCeX KaHanoB B 060MX YaCTOTHbLIX AMana3oHax
Bbibop pexxuma ocyLlecTBNSeTca B pyuHoM nnbo asTomatuueckom RRM pexume ﬂBOﬁHOVI pPEXnm 5 rru Pexum 6eCﬂpOBOﬂHOf0 MOHUTOPUHra
— Pamvo - 2.4 rru,glj — Pagyo -{XOR}AJ
= un I'Iaw;;in = 0O6cnyxmBaHue O6cnyxuBaHue
¢ c 2.4 TTy 50y
_ Pagno-5TTuy _QJ _ Pagno-5TTy ‘éjj
Pexum 2.4 TTun 5 My
U Namartb
il MNamsTb n MamaTb
¥ = L = OueHka 0O6cnyxuBaHue 0O6cnyxnBaHue YnyuweHHoe
a Ta Th Th
KayecTBa 50Ty 50Ty NO3NLUMOHUPOBaHWE
O6biutbie T[ Aironet 2800/3800 Pexunm obecneueHuns kauecTsa Pexnm ynyuLeHHoro no3numMoHMpoBaHus J




Camble Npon3BoanTENbHblIE HECNPOBOAHbIE TOUKM AOCTYMNa B MUpE

Cisco Aironet cepun 2800 ‘ j \ —i ] Clsco Aironet cepun 3800

O6napatoT BCcemu npenmyLiectsamm 11ac Wave 2

MoBbileHe a3 PEKTUBHOCTH
YCTPOMCTBO Nonb3oBaTenen

(D @w [ =]

Paguno-kaHanbl Bonbwee Bpems
C LUMPOKMM OManasoHoM XKW3HU BaTapeu

Bbicouaniwasa WiFi nponsBognMTenbHOCTb

Bbicouaiwas WiFi
NpPOW3BOANTENbHOCTb

OpnHoBpeMeHHast
nepegava AaHHbIX

[ononHutenbHble MHHOBauuu Cisco ans YCTaHOBOK C BbICOKOM-TMMOTHOCTbIO

UPDATE juPDATE YBenuueHue
[nbkoe ynpasneHue mGig*' MogynbHocTb*! CI|entL|nk Nnpon3BOANTENBHOCTH

paano-pecypcamu

Camo-onmmmswpyrou.l.aqcsq CceTb MoBbilLeHWe KauecTBa NONb30BaTENbCKUX YCIyT

[
L)
LAY lt
UPDATE Mmékuin DFS UPDATE OnTummnzaums
CleanAir Zero Impact AVC KOHHeKTop @HTEHHbI YnyuweHHoe poymuHra
Smart*? no3nuMoHMpoBaHue*?

J
*1 Tonbko TM Cisco Aironet cepun 3800 *2 Tonbko MOAENU C BHELLUHUMU aHTeHHaMK *3 B ganbHenLmnx nnaHax

CpaBHuTenbHas Tabnuua 6ecnpoBogHbix Touek goctyna Cisco 11ac Wave2
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Cisco Aironet cepun

N

Cisco Aironet cepun

Lo

Cisco Aironet cepun

Cisco Aironet cepuu

Cisco Aironet cepuu

Cisco Aironet cepuu

paguo-mopynen

(2.4 TTu v 5IMTw)

(2.4 TTu v 5ITw)

(2.4 TTu v 5MMw)

(2.4 TTu v 5IMw)

(XOR w 5IMw)

1810 1810W 1830 1850 2800 3800
CpefnHue nnu
pea CpepnHue unm
6onbLune
YnanexHble 6onbline
. o MpoxofHble CpefHue nnn CpefHue nnun npeanpuaTHs ¢
Lleneson cueHapwui COTPYAHWKMN UK npeanpuaTHs ¢
nomeLleHus Hebonblme oUCh HebonblMe oUCh TpeboBaHus
Manble oduchl obecneueHnem
NOMNOMHUTENbHbIX
- KPUTWUUHbBIX CEPBUCOB
yHKLMIA
KonuuecTso 1 T1n [BoitHOWM [BoiHow [soitHOM [soWHOM [soitHOM [BoitHOWM

(XOR v 5ITw)

O6Lwas nponyckHas

vt ol 1T6/c 1T6/c 1T6/c 2T6/c 5T6/c 56/c
4x4:4
Eoggieg;iga‘gmzx 2x2:2 2x2:2 3x3:2 SU-MIMO 4x4:3 4x4:3
ngmxgs SU/MU-MIMO SU/MU-MIMO SU/MU-MIMO 4x4:3 SU/MU-MIMO SU/MU-MIMO
MU-MIMO

LLinprHa kaHanoB

2.4 TTy:20 My 5 My

20/40/80 MTy

2.4 TTy:20 My 5 Mu;:

20/40/80 MTy

2.4 TTy:20 My 5 M

20/40/80 Mry

2.4 TTy:20 MIu 5 M

20/40/80 Mry

2.4 TTy: 20 My 5 Muy:

20/40/80/160 MTy

2.4 TTu: 20 My 5 Mu;:
20/40/80/160 MTy

1 x GE uplink

1 x GE uplink

MogynbHoCTb

Mopnepxka Ethernet 3 x GE downlink 3 x GE downlink 1xGE 2 x GE 2 x GE Tx GE .
1 x Multigigabit
1 PoE Bbixop 1 PoE Bbixop

Mbkoe ynpaenexve
paguo & - - - = ° )
OBYXPEXUMHbIN 5Ty
Mosbiwexne _ _ _ B . .
NPOU3BOAUTENBHOCTHU
ClientLink - - - - ° .
CleanAir - - - - ° °
AVC 6e3 notepu _ _ _ _ . °
NPOU3BOAUTENBHOCTHU
Smart KOHHeKTop _ _ _ _ . .
aHTEeHH

- - - - - °




Tunosow cueHapui pa3BepTbiBaHUs B CeTU 3aKa3uuka: Cetb Kak Mnatdopma

® [MO6KOCTb pa3BepTbIBAHUA M NPOCTOTa HACTPONKKN

MapuwpyTusaTop / CeTeBoit akpaH ® LLinpouaiiunit Habop BO3MOXHOCTEN U BAPUAHTOB KaCTOMU3aLMK
@ PaclumpeHHas nogaepxka u rapaHtus

® boratble BO3MOXHOCTH MHTerpaumm ¢ Cisco ISE

YpoBeHb Aapa

YpoBeHb pacnpegenenus

e i [ i ekl e
b = T it tiomm T -
e s i
[ — | i st 8
ISE

YpoBeHb focTyna

Mobility Express App

TunoBon cueHapuh pa3sepTbiBaHua B «o6nake» Cisco: Cetb Kak CepBuc

MpocToTa pa3BepTbiBaHus 1 ynpasneHus uepes VIHTepHeT
ONTUMU3NPOBaAHHbIN HABOP PYHKLMOHANbHBIX BO3MOXHOCTEN

O heKkTUBHBIN NpoLEeCcC NOCTaBKM OBHOBNEHUI U ynyulieHuit MO
OnTummnanposaHo ang knuesbix IT ycnyr, 6e3 TpebosaHui
MHTErpaummn co CTOPOHHUM 060pyAOBaHNEM

MapLupyTrsaTop / MX65 %
MexceTeBow akpaH

YpoBseHb sapa (Cisco)

SESEpRENTE AR

erea Meraki o B — e
AN A R
YpoBseHb MS 425 - =
pacnpegeneHnsa ;’" — e
BupTyanbHoe :-—-,::-.- : E E ’I
CcTeKknpoBaHue | .- - o e
| | =

S % ﬂ E BbICTpaﬂ yerenose (ZTP)
CTeKnpoBaHue

MS350-24X
YpoBeHb gocTyna

MR53  Fam® om® om  Yem e e -
) =) ) ) o~ ) -
PaclmpeHHoe o6nauHoe ynpasneHne ycTpoicTeamm
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KoMmyTaTopbl

KommyTatopbi L2 /L3

Nuuenka kommyTtatopos Cisco Catalyst

KoMMy' p
A0pa cetn
i —— -
Cisco Catalyst Cisco Catalyst Cisco Catalyst
Cepum 4500-X Cepum 6500 Cepun 6800
oy TP - @.. .
sgpa cetu : sreses pevee
Cisco Catalyst Cisco Catalyst Cisco Catalyst
Cepuu 3650 Cepwumn 3850 Cepuu 4500E
Cisco Catalyst
cepum 2960-X/XR
KommyTaTop I .
foctyna

“Cisco Ca
cepun 2960-Plus

KomnakTHbli =

Fevmn
Cisco Catalyst Cisco Catalyst
Cepun 2960-CX Cepum 3560-CX

Cisco Catalyst KoMnakTHble KoMMyTaTopbl L2 NoAxoasT Ans yCTaHOBKW Ha yPOBHE [OCTYyNa.
Cepun 2960-CX OTU KOMMYTaTOpbl 06€CNEeUnBaOT OCHOBHbIMU CETEBBIMU CEPBUCAMM C BAPUAHTOM YCTAHOBKM 3a C—)) CmcTp. 23
npegenamm KOMMyTaUMOHHOTO Wwkada

Cisco Catalyst KomnakTHble koMMyTaTopbl L3 noaxoaaT Ans yCTaHOBKM Ha ypOBHE JOCTyna. 3T KOMMyTaTopbl
c 3560-CX obecneunBatoT CeTeBbIMU CEPBUCAMM C PACLUMPEHHBIMU BO3MOXHOCTSIMIU C BAPMAHTOM YCTaHOBKW 3a C—)) CmcTp. 23
epun npepenaMi KOMMyTaLWOHHOTO Wkada.
Cisco Catalyst KoMMyTaTopbl ¢ hrKCUpOBaHHOM KOHUrypaunen L2 noaxoasT ans ycTaHOBKM Ha ypOBHe AocTyna. CMcTp. 24
Cepun 2960-Plus FE noppaepxuvBaeTcsa Ha BCeX KNMMEHTCKUX-NopTax. P
Cisco Catalyst KommyTaTopsbl L2 ¢ dhnkcuposaHHO’ KOHUrypaumen n knneHTckumum noptamu Gigabit Ethernet. MpeanbHo
c 2060-L NoAaxoAaT AN yCTaHOBKM Ha yPOBHE JOCTYNa NpeAnpuaT1a noboro yposHs. BoamoxHa ycTaHoBKa BHe C—)) CmcTp. 25.
Sl MOHTaXHbIX LIKadhoB 3a CUET NCMOMNb3OBAHNS MACCUBHOIO OXNaXXAEHUS.
co Catalyst KommyTaTOopbl ¢ hrkcupoBaHHO KOHUrypaunein L2 n L3 noaxoaaT ang yCTaHOBKM Ha ypOBHE focTyna CmcTp. 25
Cepumn 2960-X BO3MOXHOCTbIO CTekMpoBaHua.GE noaaepXnBatoTCs Ha BCEX KIMEHTCKMX NopTax. P
Cisco Catalyst KommyTaTopbl ¢ hmkcupoBaHHOM kOHbUrypaumein L2 n L3 nogxoaaT Ans yCTaHOBKM Ha ypOBHE JOCTYNa unv aapa.
Cepun 3650 MpepocTtasnaoT yHKUMOHAN 6€CNpOoBOHOrO KOHTPONNEPa ANA MCNONb30BaHNA B KAUECTBE MHTErPUPOBAHHON C—)) CmcTp. 26

nnaTopmbl 4ns NPOBOAHbIX/6ecnpoBogHbix ceTer LAN/WLAN.

Cisco Catalyst KoMMyTaTOpbl C hMKCUPOBaHHOW KOHUrypaLuei cnefytoLero nokoneHus ypoeHei L2 u L3 noaxoasT ans ycTaHoOBKM
c 3850 Ha YpOBHe AOCTYMa UK OCHOBHOTO Cnos (yposHe siapa). MpefocTaBnsoT hyHKUMOHaN 6€CNPOBOAHOMO KOHTPONNEpa @ CmcTp. 28
epuu ANs UCTONb30BaHUS B KaUeCTBE NHTErpMPOBaHHOI NNaTopMbl 4N NPOBOAHbIX/6ecnpoBofHbix ceTern LAN.

MogynbHble kKoMMyTaTopbl L2/L3 noaxoasT Ans yCTaHOBKM Ha YPOBHE AOCTYNa UM YPOBHE siapa.
Cisco Catalyst
c 4500E MpeBOCXxOAHbIE CTOMMOCTHbIE XapaKTEePUCTUKM AaHHbIX KOMMYTaTOPOB 06€CNeunBaloT 3amnTy CmcTp. 30
ep"" MHBeCTMLlMﬁBTeHeHMe AONUTENbHOrO BpEMEHMN.
Cisco Catal KommyTaTopbl ¢ (hukcMpoBaHHOM KOHurypaunei L3 noaxoasT ons yCTaHOBKM Ha ypOBHe Afpa.
yst
c 4500-X ObecneunBatoT OT/IMUHYIO PACLUMPSEMOCTb U NPOU3BOAUTENBHOCTb B CPefAax C MPOCTPAHCTBEHHbIMU @ CmcTp. 31
epun orpaHuyeHnsMu
Cisco Catal MopynbHble KOMMyTaTOpPbl L3 NOAXOAAT ANA yCTAaHOBKM Ha yPOBHE AApa.
yst > o
c 6500 MpenocTaBnAlOT WHWPOKKIA CMEKTP CETEBbLIX YCNYr 61arogaps MX MakCUManbHON NPOU3BOANTENBHOCTU U @ CmcTp.32.
EPpHUH YHKLMOHANbHOCTU.
Cisco Catalyst KommyTaTOpbl C MOAYNbHOW M OMKCMPOBaHHON KOHpUrypaunei L3 noaxoasT Ans yCTaHOBKM Ha ypOBHe CmcTp. 33
Cepun 6800 sappa. MpefocTaBnsioT ceTeBble CEPBUCHI, ONTUMU3MpoBaHHble ana 10/40/100 Gigabit Ethernet. p. 39
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Kak onpepenutb TexHUUeCKUe XxapakTepucTuku kKommytatopoB Cisco Catalyst no SKU

(apTukyny)

SKU (apTukyn npogykTta) kaxaoro kommyTtatopa Cisco Catalyst conepxuT obuiee onucaHme cneumpukaumnm npoayKTa..

Cisco Catalyst cepun 2960-CX/2960-Plus/2960-X
WS-C 2960 X-24TS-L
|

H Homep cepum

H Tun mogenu

CX : KomnakTHas mogenb

+ . FE mopenb

G : GE mopgenb

X GE mopenb ¢ noaaepxKkon cteknposaHus 12

XR ' GE mogenb ¢ NopaepxKoi pe3epenpoBaHms anekTponuTaHms/

CTeknpoBaHua
B Number of Ports <
8, 24, unn 48
H Downlink-nopTbi <
T : Data-only noptsl
L : TMopTbl C NoAAEpKKOi TexHonorM POE (C nonHoM MowwHOCTbIo 15.4 BT Ha 8 nopTos)
P Moptsl ¢ nonaepxkoit TexHonorum POE (C nonHoit MowHocTbio 15.4 BT Ha 24 nopra)

LP : Moptbl ¢ noppepxkoit TexHonorun POE (c nonHoi MoWHOCTbIO 15.4 BT Ha 24 nopTa)
FP : Mopt c nogaepxkoit TexHonorun POE (c nonHoi MowHocTbio 15.4 BT Ha 48 nopTos)

H Uplink Ports <
Q : GEnopt
T : GEnopt
C : GE/SFP nopt
S : cnot anst mogyna SFP
D : cnot ans moaynsa SFP/SFP+
H Cisco I10S <
LorLL : LAN Lite
S : LAN Base
| o IP Lite

Cisco Catalyst cepuu 4500E (waccwu)

WS-C 4507 R+E
4 1

B KonnuectBo cnotos <«
3,6,7 uwm 10

H Supervisor Engine Redundancy
(PesepeupoeaHue Cynepeusopa)

None : He nogaepxwuBaetcsa
R . MNoppepxwuBaeTcs

Cisco Catalyst cepuu 4500-X (waccw)

WS-C 4500 X-F -16 SFP+
B BeHTUNATOp oxnaxpeHus 4——|_

None : Bnyck Bo3ayxa -cnepeaun/sbinyck - c3agn
F : Bnyck Bosgyxa - caagu /Bbinyck - cnepeau

H Konuuecteo noptos ¢
16 vnn 32

Cisco Catalyst 6500 Series (waccw)

WS-C 6509-V-E

B KonuuecTBo cnotos ¢
3,4,6,9 um 13

<

<

B Tun waccu

None : [opW30HTanbHbI CNoT
\ . BepTvkanbHblii cnot

Cisco Catalyst cepun 3560-CX/3650/3850

WS-C 3850 -24 XU-S

B Homep cepun 4—'
H KonnuectBo noptoB <«
8, 12, 24, unn 48
H Downlink-nopTbi <
T : Data-only nopt
P . MopT ¢ nuTaHMem no POE (¢ NonHoit MowHOCTbIO 15.4 BT Ha 24 nopta) ™
PF/F/PW : TopT ¢ nuTaHuem no PoE (¢ nonHom MowHOCTso 15.4 BT H 48 nopTos)
U : MopT ¢ nuTaHnem no UPOE
S : cnot moaynsa SFP
X : mGig nopT vnu cnoT gns mogyns SFP/SFP+
H Cisco 10S <
L : LANBase
S : IPBase
E : IP Services

Cisco Catalyst cepumn 4500E (ceTeBas kapTa)
WS-X 4748 -RJ45-E

H NponyckHas cnoco6HoOCTb cnora:|_

46 @ 24 Téut/c
47 : 48T6ut/c

M Uutepdpenc nopta <
RJ45 : GE nopt
RJ45V+ : GE nopT ¢ nogaep)Koi TexHonorumn PoE+

U, UPOE : GE nopt ¢ nogaepsxkon TexHonorun UPOE
X : mGig nopT

SFP : cnoT ans moaynsa SFP

X2 : CnoT Ans mogyns X2

SFP+ : cnot ans mopynsa SFP/SFP+

Cisco Catalyst cepuun 4500-X (ceTeBas kapTa)
WS-C 4500 X-24 X-ES
-1

B KonuuecTtBo NopToB
16 unu 32

A

H Cisco I10S

IPB : IP Base
ES : Enterprise Services

Cisco Catalyst 6500/6800 Series (ceTeBas kapTa)
WS-X 6904-40G - 2T

B KonuuecTBO nopToB
4,8, 16, 24, 32, unn 48

M Uutepdpenc nopta <
TX : GE nopt
SFP : SFP: cnot gns mogyns SFP 10T
10T : T0GBASE-T nopTt
10G : cnot ans moaynst X2 unu cnoT ans moayns SFP/SFP+ slot
40G : cnot gns mogynst CFP

~\

J

*1 Mopenb LAN Lite He nopaepxuBaeT cTekupoBaHue. *2 WS-C2960X-24PSQ-L He nopaepxueaeTcs. *3 KoMnakTHble KOMMYTaTOPbl NOAAEPXKMBAIOT NMONHYO MOLHOCTbL 15,4 BT Tonbko Ha 8 nopTax. *4 KomnakTHble

KOMMYTaTOpbl NOAAEPKMBAIOT MOMHYIO MOWHOCTL 15,4 BT Ha 8 unu 12 nopTax.
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NepeBo NnpuHATUA peweHus npy Bbi6ope HoBoro KommyTtaTtopa

1. Kakoe HasHaueHue 2. Tpe Bbl 6GyneTte 3. Bam TpebyeTcs 4. Kakve untepdrenicbl 5. Kakoi Tun 6. Kakot doyHumMoHan
KOMMyTaTopa? pasmellaTb nogaepxka TpebytoTcs? KoMmyTaTopa Bbl Bam Hy>xxeH?
KOMMyTaTOp? KOHBEPrMpoBaHHOIo npegnounTaeTe?
NPOBOJHOIO U

6ecnpoBogHoro poctyna? C pacumup.
BO3MOXH.

Catalyst 6807-XL

MopaynbHbi e
Catalyst 6500-E

Ocrosrioi e (SUP2T / SUP6T)

Bbicokas nnoTHOCTb
(1/10/40 réwt/c) ®

C pacwmp. Catalyst 6880-X
BO3MOXH. Catalyst 6840-X

DUKCUPOBaAHHbIN ®

OCHOBHOW e Catalyst

cetv C pacwmu Catalyst 6500-E

BO3MOXH. (SUP2T / SUP6T)

MogaynbHblii e
CEEEGEH  C Catalyst 4500E

Huskas nnoTHocTb (SUP8-E)
(1/10 réut/c) ®

C pacLuup. N
BO3MOMXH.

Catalyst 4500-X

DUKCUPOBAHHDIN ®

Catalyst 3850
(Fiber)

o Catalyst 4500E
MopgynbHbi
(SUPB-E)

OcHoBHOW e

3
Q
o
=
(]
(]
3
[=%
3
Q
(1]
p=

C pacwwp. Catalyst 3850
BO3MOXH.

CTekupyembivi e

HOKyHKa Instant
HOBOroO Access

KOMMyTaTopa

OcHoBHOW @ Catalyst 3650

Catalyst 6800ia

C pacwm Catalyst 4500E

BO3MOXH (SUP8-E)
MopgynbHbii e
7 Catalyst 4500E
i i OcHoBHOW
(SUPBL_E)
Ethernet

C pacum Catalyst 3850

BO3MOMXH.
n creeenens
OCHOBHOM Catalyst 2
Catalyst
2960-Plus
Catalyst 4500E
(SUP8-E)

9

Cpacuwp. Catalyst 3850
BO3MOMXH.
CTexpyenE e
OCHOBHOW e Catalyst 3650

MogynbHbin
OCHOBHOII Catalyst 4500E

Gigabit (SUPSL-E)
Ethernet

C pacuu
BO3MOXH

Catalyst 3650

OcHoBHOW @ Catalyst 2960-X

Catalyst
2960-Plus

CTekupyembivi e

Fast
Ethernet

C pacum Catalyst 3560-CX

—
30Ha
OcHoBHOW ® Catalyst 2960
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Mpeumywecrea
nepen 06HOBNSIEMbIM
KOMMYTaTopoMm

/S—
- [lo 880 léut/c
Ha cnot
- 11.4-Tbps
KOMMyTaums

——
)

- MopTbl Ao

80 x 10-T6ut/c
unu
20 x 40-T6ut/c
—
= MynbTNpoTOKONbHasA
KOMMYTauyusa no MeTKam
+ Easy

Virtual Network

= CepBuCHblE MOAYNN

/S—
- BupTyanbHas

KommyTaumnoHHas
cucTema

——

- 3x nponyckHas
CMNoco6HOCTb
CTEeKMpoBaHuA

. MOﬂyﬂbele aAnINHKKN
- ®yHkumoHan Cisco

StackPower mGig

» BCcTpoeHHbIn
6ecnpoBOgHON
KOHTponnep
= 1.7x komyTau.
eMKOCTb
= 2X annuHKoB

- BCTpoeHHbIi
6ecnpoBOAHOM
KOHTponnep
- 6x NponyckHas
CMNOCOBHOCTb
CTEKMPOBaHMS
- NaaS/NaakE

- 3x nponyckHas
CMoCO6HOCTb
CTeknpoBaHua

- MofynbHble annuHKu

- Cisco StackPower
- OyHkumoHan mGig

- BcTpoeHHbin
6ecnposof.
KOHTponnep

- 1.7X KOMMyTaU.
eMKOCTb

+ 2X annnHKoB

- BcTpoeHHbii
6ecnpoBoH.
KOHTponnep

- 2X NponyckHas

CMNOCOBHOCTb

CTeKkMpoBaHua

- NaaS/NaakE

0

- NaaS/Naak

= doyHKUMOHanN
mGig

— @

LdepeBo NnpuHATUA peweHus ansa mogepHusauum Kommytatopa

5. Kakow 4. Kakoi Tun 3. Kakne 2. Kakor kommyTaTop
dyHKuMoHan KoMmyTaTopa Bbl UHTEpdenchbl Cisco
Bam HyxeH? npegnouvTaeTe? TpebytoTea? Bbl 06HOBNsETE?

Catalyst 6807-XL

Catalyst 6500-E
(SUP2T / SUP6T)

Catalyst 6880-X
Catalyst 6840-X

Catalyst 4500-X

Catalyst 6500-E
(sup2T

Catalyst 4500E
(SUP8-E)

Catalyst 4500-X

Catalyst 3850
(Fiber)

Catalyst 6800ia

. C pacwup.
BO3MOXH.

o OCHOBHOW

o CPpacwup.
BO3MOMXH.

e OcHoBHOWM

C pacup.
BO3MOMXH.

e OcHoBHOWM

o C Ppacuwp.
BO3MOMXH.

e OcHoBHOWM

e MogaynbHbii

® OUKCUPOBaHHbIN

o MopynbHbin

® OUKCUPOBAHHDIV

Catalyst 6500-E
o (W/o (SUP2T /
SUP6T)

. Catalyst 6500
(non-E)
. Catalyst 4500E
(w/o SUP7/8L-E)
. Catalyst 4500
(non-E)

EibICOKaR NNOTHOCTb

(1/10/40 réuTt/c)

Huskas NNoTHOCTb

1. Kakoe
Ha3HaueHue
KoMMyTaTopa?

Maructpanb
cetn

(1/10 rémt/c)

e Catalyst 3750

Catalyst 6500-E

(Any)

. Catalyst 4500E
(w/o SUP7/8L-E)

Catalyst 4500E o C pacwup.
(SUP8-E) BO3MOXH.

Catalyst 4500E o GEGEEGR
(SUP8L-E)

talyst 3850

Catalyst 3650

Catalyst 3650

Catalyst 2960-X

Catalyst 3560-CX

Catalyst 2960-CX

C pacwmp.
BO3M.

Catalyst 4500
(non-E)

e Catalyst 3750

e OcHoBHOWM

. C pacLuup.
BO3M.

e Catalyst 3560

®Catalyst 2960-S

e OcHoBHOW

o C pacimp.
BO3M.

e Catalyst 2960

. Catalyst 3560
(KoMnaKTHbIN)

e OcHoBHOW

. Catalyst 2960
(KOoMnaKTHbIN)

O6HoBNeHue
CyLleCcTBytoLLEro
KoMMyTaTopa
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MO Cisco I0S pna kommyTtatopoB Cisco Catalyst

Kommy TaTopsl Cisco Catalyst Bk touatoT B ce6s onepaLuonHyto cuctemy Cisco l0S,

KOTOpas SBNSETCS BbICOKOMPOU3BOANTENbHBIM MPOrPamMMHbIM O6ecneveHem ans
ceTeBov MHAPacTpyKTypbl. Habop dyHkumin LAN Lite uLAN Base obecneuvBaeT

dyHKLmoHan ypoBHa L2, a Habopbl dhyHkumm IP Lite, IP Base, IP Services, Advanced IP
Services, Enterprise Services n Advanced Enterprise Services — oyHKLMOHaN ypoBHA

L3, COOTBETCTBEHHO.

OnepauwmonHas cuctema Cisco I0S, npegnaraemas ¢ Cisco Catalyst cepun

3560-CX/3650/3850/4500-X/4500E, nocTaBnseTCa B O4HOM YHUBEPCANbHOM O6pase.
YHuBepcanbHbi Do6pasc oaep>XMUT NonHbin Habop dyHKLuiA Cisco I0S, KOTOpbIA MOXHO

aKTMBMPOBATb C MOMOLLIbIO COOTBETCTBYIOLMX NMLIEH3UA. Ha npeabiayLwmnx cepusx

kommy TaTopoB Cisco Catalyst 6610 M 0OCTaeTCsi HEOXOAMMbIM YCTaHOBUTb HOBbIN 06pa3
NPOrpaMMHOro 06ecrneyeHns [ns ToroMTo6bl UCMONb30BaTh HOBbIE PYHKLMK. TeM He
MeHee, B kommy TaTopax Cisco Catalyst cepuin 3560-CX 1/3650/3850/4500-x/4500E

MO>XHO Cpa3y e aKk TUBUPOBATb AOMOMHUTENbHbIE (PYHKLIMM C MOMOLLIbIO BbIGPaHHOM

vueH3un.

s A
m AKTuBaUMs DYHKUMIA nocpencTsom nuueraun (ons Catalyst cepun
3650/3850)

Universal
image
N "
S _
\. J

u MNoppepxka sepcuin Cisco 10S (Cisco Catalyst 2960-CX/3560-CX/2960-Plus/2960-L/2960-X/3650/3850/4500-X/4500E Series)

CewmeiicTeo

Catalyst 2960-CX
Catalyst 3560-CX
Catalyst 2960-Plus
Catalyst 2960-L
Catalyst 2960-X
Catalyst 3650
Catalyst 3850
Catalyst 4500-X
Catalyst 4500E

LAN Lite LAN Base IP Lite IP Base IP Services Enterprise Services
(LL) (LB) (IPL) (IPB) (IPS) (ES)

= MNopnepxka KnoueBoro L2 gyHkuMoHana BepCMﬂMM Cisco I0S

IEEE 802.1Q Trunking

DTP

ubLD

VTP

CDP

LLDP

LLDP-MED

STP (Spanning Tree Protocol)
Flex Link

EtherChannel

LACP

Link State Tracking

Resilient Ethernet Protocol (REP)
Per-Port Storm Control

u Mopaepxka knouesoro dyHkumoHana (Ynpaenenwue) sepcusamm Cisco 10S

SNMP

RMON

SPAN

RSPAN

TDR

Smart Ports

Smart Install (client)
Smart Install (director)
Cisco 10S IP SLA (responder)
Cisco 10S IP SLA (initiator)
Cisco I0S EEM

Wireshark

Netflow-Lite

Flexible Netflow
EnergyWise

GOLD (GOLD-Lite)

OBFL

m Mopaepxka knouesoro dyHkumoHana (QoS) sepcuamu Cisco 10S

Feature

SRR

Priority Queue

Auto QoS

DSCP

Weighted Tail Drop (WTD)
Dynamic Buffer Limiting (DBL)
Control Plane Policing (CoPP)

= MNopnepxka kntoueBoro L3 dyHkumMoHana sepcusamu Cisco |10S

IEI

[} [} [} Static Routing [ [} [}
° ° ° ° ° ° RIP - - ° ° ° °
° [} ° [} [} [} EIGRP Stub = = . ° [} [}
° ° [} ° [} [} EIGRP - - - - . [}
° ° ° ° ° ° OSPF for Routed Access = = ° ° ° °
° ° ° [ [ [ OSPF v2/v3 - - - - ° °
= [} o [} [} [} BGP = = = = [} [}
° . [} [} [} [} IS-IS - - - - . [}
- ° o ° ° ° Policy Based Routing (PBR) - - ° ° ° °
° ° [ [ [ [ VRF-Lite - - - - ° °
° [} [} [} [} [} PIM Stun = = ° ° [} [}
- . [} [} ° [} PIM - - - - ° °
- - - o? ° ° WCCP - - ° ° ° °
° ° . . . . SSO - o - o ° .
NSF = = = ° o °
m Mopaepxka kntouesoro gyHkumoHana (besonacHocTb) Bepcusmu Cisco 10S
IEE IPL_| IPB | IPS | ES |
[} ° SSH ° . ° ° . °
° ° ° ° ° ° SSL ° ° ° ° ° °
° ° ) ) [ ° SCP ° ° ° ° ° [
= [} [} ° [} [} HTTPS . o . ° [} °
° ° [} [} [} [} TACACS+ ° . ° ° ) [}
° ° ° ° ° ° RADIUS ° ° ° ° ° °
° ° ° ° ° ° Port Security ° ° o ° ° °
- o* - ° ° ° DHCP Snooping - ° ° ° ° °
- ° ° ° ° ° Dynamic ARP Inspection (DAI) - ° ° ° ° °
= = = ° [} o IP Source Guard = . o ° o o
- - - ° ° ° MAC Authentication Bypass for Voice ° ° ° ° ° °
- - - o ' ° Private VLAN Edge ° . ° ° ° °
- . ° ° ° - Private VLAN - - ° ° . [}
= = = ° ° ° Layer 2 - 4 ACL = ° ° ° ° °
. ° . . . . Router ACL - °° ° ° ° .
° o [} [} [} [} VLAN ACL = = o ° [} [}
° ° ° ° ° ° Time Range ACL - ° ° ° ° °
Web Authentification = o o ) [} o
TrustSec SXP - ° . . ° °
CEREEENEEIE  TrustSec SGT/SGACL - o® ° ° ° °
° . ° [} [} ° MACsec - - - ° ‘ . ‘ °
. [} [} [} [} [} NEAT = ° . . [} [}
- ° ° ° ° °
- ° ° ° ° °
- o° - o° . -
_ .’7 _ .'7 _ ."7
- o’ - o ' .
- - ° ° ° °

Per VLAN Policy

*1 Tonbko mopenu Catalyst 2960-XR *2 MNoppaepxka Catalyst 3650/3850 nnaHupyeTcs B 6yayLmnx Buinyckax M0 *3 Mogenu cepuin Catalyst 2960-CX/2960-X He noaaepxusatotcs *4 Mopenu Catalyst
3560-CX He nogaepxwusatoTcs *5 Mogenu cepuii Catalyst 3650/3850 He nopgaepxwuBatoTcs *6 Tonbko Ans mogenei cepuit Catalyst 3650/3850 *7 Tonbko ans mopenen cepum Catalyst 4500E
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KommyTtatop Cisco Catalyst cepumn 2960-CX

KomnakTHble koMMyTaTopbl L2 ypoBHS, cneumanbHo paspaboTaHHble Ans MOBbILLEHWSt MACLUITaBUPYEMOCTU U CHUXKEHUS 3aTpaT 3a CUeT KOHConuaaLmumn u
ONTUMU3aLUM KabeNbHOro Xo3sMCTBa NpeanpusTus. MoaaepxuBas yCTaHOBKY BHe KOMMYTaLMOHHOIO WwKada, Takine KOMMyTaTopbl 06eCneunBaloT BeCb
CNeKTP KOPMNOpaTUBHbIX CETEBbIX YCNYT B MNO60M TOUKe CeTh. M 06€CneunBatoT pacluMpeHHbIE BOBMOXHOCTH Ans 6€30MacHOCTU W yNpaBneHus, ABssch
YHKLMOHaNbHbIMK 3KBMBaneHToM kommyTaTopa Cisco Catalyst cepun 2960-x.

| OCHOBHble 0COBEHHOCTH:

e CTWNbHBIA, KOMMAKTHbIM, C NACCUBHON CUCTEMON OXNaxXAeHUs n 6eclyMHon paboTon.

e Pexum «rny6oKoro cHa»: 3KOHOMUst aHeprun B cpeaHem 60 %, makcumym 80 %.

e [pepnoutuTenbHas pabouas TemnepaTypa: -5°C o 45°C.

® PasnuyHble BapMaHTbl yCTAHOBKW: NOJ CTONOM, Ha NONKe, Ha cTeHe, Ha DIN-pelike nnv B CTOMKE C NOMOLLIbIO KPOHWTENHOB.

e [pocToTa T TeXHONOrMK: aBTOMaTMUECKOe pa3BepThiBaHua 1 06CnyxuBaHune, TexHonorus Plug-n-Play (PNP).
BuaumocTb Tpaduka: nogaepxka npotokona Cisco NetFlow-Lite po 4 yposHsa OSI, nogaepxueaetcsa Ha Bcex downlink n uplink-nopTax.

m KommyTtaTopsbl Cisco Catalyst cepun 2960-CX

Ao _ nks Upl CISCO o Web MAC (FE(EnG PoE KnueHtckue noptbl e Marmury | YeToRoRea®
- g o 5 U | W | T || e
255

WS-C2960CX-8TC-L 8 - 2 2 - LAN Base ° - - - - BHyTpeH. .
WS-C2960CX-8PC-L 8 2 2 = LAN Base o = 255 = 8 8 4

BHyTpeH. -

*1 TpebyeTcs MOHTaHbI NOTOK ¢ MarHuTom (CMPCT-MGNT-TRAY=). [locTyneH HOBbIM ONUMOHAMNbHbIA KPOHWTENH AN aganTepa nutanus (PWR-ADPT-BRKT=).
*2 TpebyeTcs KPOHLUTEMHbI Ans MOHTaxa Ha cToike (RCKMNT-19-CMPCT=/RCKMNT-23-CMPCT=). [JoCTyneH HOBbIM ONUMOHanbHbIA KPOHLITENH Ans agantep nutaHusa (PWR-ADPT-BRKT=).

KommyTatopbl Cisco Catalyst cepun 3560-CX

m KomnakTHble KOMMYyTaTOpPbI L3 YPOBHSA, cneynanbHO paspa60TaHHble ana noBbllWeHns MaCLLITa6VIpyeMOCTM W CHUXEHUA 3aTpaT 3a CUeT

KOHCONWUAAUMK 1 ONTUMU3aLMK KabenbHOro xo3sicTea npeanpusTus. OHU 06naaatoT BOIMOXHOCTSIMU PacLUMPEHUS YCNYT KOPNOPaTUBHOTO
Knacca gaxe BAaneke oT KOMMYTaLMOHHOrO wkada. M obecneunsatoT pacluMpeHHble BOSMOXHOCTM Ana 6€30NacHOCTY U yNpaBneHus, ABnsasch
PyHKLUMOHaNbHbIMKU 3KBUBaNeHTOM koMmmyTaTopos Cisco Catalyst cepun 3650/3850.

m OcCHOBHble CBOWCTBA:

® CTunbHblE, KOMNAKTHbIE, C NaCCUBHOM CUCTEMON OXNaXAeHUs N 6eCLIyMHOK paboTo.

® PexXuMm «rny6oKoro cHa»: 3KOHOMUU 3Heprum B cpeaHem Ha 60 %, makcumym 80 %, Tonbko 3,8 BT 4ns 8-nopToOBOro KOMMyTaTopa
«pexume rny6oKoro cHa».

MpepnoutuTtenbHasa pabouasa TemnepaTypa: -5°C go 45°C.

PasnuuHble BapnaHTbl yCTAHOBKW: MO CTONOM, Ha Nonke, Ha cTeHe, Ha DIN-peiike nnu B CTONKE C NOMOLLbIO KPOHLITERHOB.
MpocToTa IT TeXHONOrMM: aBTOMaTMUECKOEe pa3BepThiBaHNsa 1 06CNyxXMBaHue, TexHonorus Plug-n-Play (PNP).

BuanumocTb Tpachuka: nogaepxka npotokona Cisco NetFlow-Lite no 4 ypoBHs, noaaepxueaeTtcsa Ha Bcex downlink n uplink-nopTax.
OyHkuus PoE pass-through: nepsoe B oTpacnu Pewexne UPOE gna koMMyTaTopa, KOTOPbLIA MOXET NnponyckaTb o 146 BT k
YCTPOWMCTBAM NMUTAHUSA, NOJKNOUEHHbBIX K KOMMyTaTopy (WS-C3560CX-8PT-S)

e Hosas onuua DC-DC ans BkNOUEHUA NPU UCMONb30BaHWM B Noe3faax, aBTobycax U T. a.

m Cisco Catalyst cepun 3560-CX

AT Cisco 10S Web | MAC Max Instant P EiG MarmT YcTaHoBKa
AL - SEPP+ Auth | sec | VLANs | Access gg%* nuTaHusa B CTOVKY

WS-C3560CX-8TC-S 8 2 IP Base ° ° 1023 BHyTpeH.
WS-C3560CX-8PT-S 8 - 2 - - IP Base ° ° 1023 - 8 8 8 Brewnee' - -
WS-C3560CX-8PC-S 8 2 2 - IP Base ° ° 1023 - 8 8 8 BHyTpeH. -2 -3
WS-C3560CX-8XPD-S 6 2 = = 2 IP Base o . 1023 o 8 8 8 BHyTpeH. -2 -
WS-C3560CX-12TC-S 12 - 2 2 - IP Base ° o 1023 - - - - BHyTpeH. -2 -3
WS-C3560CX-12PC-S 12 = 2 2 = IP Base o . 1023 = 12 12 8 BHyTPEH. -2 o
WS-C3560CX-12PD-S 12 - 2 - 2 IP Base ° ° 1023 . 12 12 8 BHyTpeH. -7 -
m Cisco I0S nuueHsus gns kommytatopa Cisco Catalyst cepumn 3560-CX

L-C3560CX-RTU= ‘ IMuuensus Cisco IOS IP Services ans kommyTaTopa Cisco Catalyst 3560-CX Series

*1 TpebyeTcsa agantep NUTaHWS 1 WHYP MUTaHUSA, KOraa He UCMomb3yeTcst TexHonorust PoE. *2 TpebyeTcsa MOHTaxHbIil NOTOK ¢ MarHuToM (CMPCT-MGNT-TRAY=). [locTyneH HOBbI ONMUMOHamNbHBIA KPOHLITEMH Ans agantepa
nutanus (PWR-ADPT-BRKT=).
*3 TpebyeTca KPOHLWTENHbI AN MoHTaxa Ha cToitke (RCKMNT-19-CMPCT=/RCKMNT-23-CMPCT=). [locTyneH HOBbI ONLUMOHaNbHbIA KPOHLITEMH Ans agantep nuTadus (PWR-ADPT-BRKT=).

CpaBHeHue c KOMNaKTHbiIMKU KoMMmyTatopamu Cisco

m CpasHeHue Cisco Catalyst 2960-CG 1 KOMNakTHbIX KOMMyTaTopoB 2960-CX m CpasHeHue Cisco Catalyst 3560-CG 1 KOMNakTHbIX KOMMyTaTopoB 3560-CX
2960-CG 2960-CX Mapamep CrovcTE0 3560-CG 3560-CX
MopTs Uplinks 2 x GE/SFP 2 x GE and 2 x SFP Uplinks 2 x GE or 2 x SFP | 2 x GE and SFP/SFP+"
P Downlinks 8 x GE 8 x GE MopTbl Downlinks 8 x GE 8x GE or 12 x GE
- PoE - 124 W PoE+ mGig - N
Perpetual PoE = o’ PoE 124 W PoE+ 240 W PoE+
060pyaoBaHie DRAM, Flash 128 MB, 64 MB 512 MB, 128 MB POE pass-through | 1 x UPOE, 23.8 W | 2 x UPOE, 144.8 W"'
syias Security 802.1x 802.1x, SXP™ MuTaHKe nocT.Toka - o’
_ f PoE -
AVC NetFlow Lite CreknposaHne B FopU3oHTANbHbIA
nuTaHus
HenpepbisHoe _
nutanue PoE ®
NerkocTb B o 3
ynpaBnenmm Mpsimon gocTyn - °
[l L
[P Cisco I0S IP Base Only IP Base, IP Services
obecneu.
O6opynoBaH1e DRAM, Flash 128 MB, 64 MB 512 MB, 128 MB
Security 802.1x, MACsec Bé))%;x M%fc
o2 AVC NO NetFlow Lite
IPv6 BasoBbln PaclumpeHHbin
*1 B pagpaboTke. *2 He nognepxusaeTca SGACL. *3 Tonbko WS-C3560CX-8XPD-S n WS-C3560CX-12PD-S. *4 Tonbko WS-C3560CX-8XPD.
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KommyTtaTtopbl Cisco Catalyst cepuun 2960-Plus

DukcupoBaHHble KOMMyTaTopbl L2 ypoBHA ¢ KnMeHTCkumu nopTamu Fast Ethernet.

PaspaboTaHHble Ha ocHoBe cepuun kommyTaTopoB Cisco Catalyst 2960, ncnonbaytoT Fast Ethernet gna
KTIMEHTCKMUX MOPTOB U UMEIOT BABOE GONbLLYIO EMKOCTb NaMsATU U MOAAEPXKMUBAIOT HOBYIO ONEPALIMOHHYIO
cuctemy Cisco |0S 15.0(2)SE 1 Hosee.

OCHOBHble 0CO6EHHOCTH

e OcHalleHbl o6pasom Cisco IOS LAN Base (3a uckntouermem moaenen LAN Lite)

® OcHalleHbl oaaep» Ko anekTponuTaHusa PoE Ha knueHTckux noptax- (Mogenu PSE)

Brnok
nuTaHus

m Cisco Catalyst cepun 2960-Plus

SFP 7.7 Br 15.4 Bt
WS-C2960+24TC-S 24 - - 2 LAN Lite - 64 - - BHyTpeHHUI 1RU
WS-C2960+24LC-S 24 = = 2 LAN Lite = 64 8 8 BHyTpeHHuin 1RU
WS-C2960+24PC-S 24 - - 2 LAN Lite - 64 24 24 BHyTpeHHuit 1RU
WS-C2960+48TC-S 48 = = 2 LAN Lite = 64 = = BHyTpeHHU1 1RU
WS-C2960+48PST-S 48 2 2 - LAN Lite - 64 48 24 BHyTpeHHUI1 1RU
WS-C2960+24TC-L 24 = = 2 LAN Base ° 255 = = BHyTpeHHWi 1RU
WS-C2960+24LC-L 24 - - 2 LAN Base . 255 8 8 BHyTpeHHuit 1RU
WS-C2960+24PC-L 24 = = 2 LAN Base ° 255 24 24 BHyTpeHHUI1 1RU
WS-C2960+48TC-L 48 - - 2 LAN Base ° 255 - - BHyTpeHHUI 1RU
WS-C2960+48PST-L 48 2 2 = LAN Base . 255 48 24 BHyTpeHHui 1RU

Pekomenpauum no mogepHu3auyum yctapeswmnx mogenen Cisco Catalyst cepum 2960
Ha HOBble

C NoanepKKoi CTEKMPOBaHUS Be3 nopaepKku CTEKMPOBaHUS noaaepKKON CTEKUPOBaHUS
VcTapesluine mogenu AKTyanbHble MOfenu VcTapesline mogenu AKTyanbHble MOgenu

WS-C2960+24TC-S WS-C2960X-24TS-LL™?
WS-C2960+24LC-S
WS-C2960+24PC-S

WS-C2960+48TC-S
WS-C2960+48PST-S

WS-C2960+24TC-L

WS-C2960+24LC-L
WS-C2960+24PC-L

WS-C2960+48TC-L
WS-C2960+48PST-L
WS-C2960+48PST-L

) WS-C2960S-24TS-S”
WS-C2960S-F24TS-S? .
WS-C2960X-48TS-LL"™
WS-C2960X-24TS-L
WS-C2960XR-24TS-I
WS-C2960X-24TD-L
WS-C2960XR-24TD-I

WS-C2960X-24PSQ-L"
WS-C2960X-24PS-L
WS-C2960XR-24PS-I

WS-C2960X-24PD-L
WS-C2960XR-24PD-|

WS-C2960S-48TS-S™

WS-C2960S-F48TS-S™ WS-C2960S-24TS-L

WS-C2960S-F24TS-L WS-C2960S-24TD-L

WS-C2960S-F24PS-L

WS-C2960S-24PS-L
WS-C2960S-F48TS-L

WS-C2960S-F48LPS-L
WS-C2960S-F48FPS-L

WS-C2960S-24PD-L

m CpaBHEeHWE OCHOBHbIX XapaKTEPUCTUK

2960-SF
2960-Plus 2060-S 2960-X
[ ] [ ]

WS-C2960S-48TS-L

WS-C2960S-48TD-L

WS-C2960X-48TS-L
WS-C2960XR-48TS-|

WS-C2960X-48TD-L
WS-C2960XR-48TD-|

Cisco I0S 15.0(2)SE and higher ° WS- C29605-4BLPSL WS-C2960X-48LPS-L
Cisco 10S IP Lite - - o’ WS-C2960XR-48LPS-I
IPv6 ° ° ° WS-C2960X-48FPS-L
WS-C2960S-48FPS-L WS-C2960XR-48FPS-|
Full PoE ° [} [}
WS-C2960X-48LPD-L
PoE + - (] . WS-C2960S-48LPD-L WS-C2960XR-48LPD-1
Duplexed power supply S o o _ 2 N
WS-C2960S-48FPD-L WS-C2960X-48FPD-L
FlexStack - ° ° WS-C2960XR-48FPD-I|
.

FlexStack Plus

Mopaynb Cisco FlexStack Plus

TexHonorus Cisco FlexStack Plus o6paTHO coBMeCTUMa C TEXHONOTUEW

Mpu ocHaweHun onynoHanbHbiM Mogynem Cisco FlexStack Plus

(C2960XSTACK) mogenu LAN Base/IP Lite kommyTaTopos Cisco

Catalyst cepnn 2960-X nognepxxuBatoT NOAKIOUEHUE 0O BOCbMU

KOMMYTaTOpPOB B CTEK C MONoCoW nponyckaHus 80 MéuT/c.

m CCOK COBMECTUMbIX KOMBUHUPOBaHHbIX cTekoB (Cisco FlexStack u Cisco Flex-

Cisco FlexStack. lo ueTbipex KOMMYTaTOPOB MOTYT 6bITb CO€AUHEHDbI
BCcTekno 40 6ut/c, Toraa (v Tonbko Toraa), korga mogenb LAN Base
koMmmyTaTopoB Cisco Catalyst cepun 2960-X cTeknpyeTcs c Modenbto
LAN Base kommyTaTopos Cisco Catalyst cepuun 2960-SF/S.

m Mogaynb Cisco FlexStack Plus

Stack-Plus)
2960-SF/S 2960-X 2960-XR ApTwkyn
2960-SF/S LAN Base . - 8
2960-X LAN Base (] (] -

2960-XR IP Lite -

MponyckHas cNnoCcO6HOCTb CTEKMPOBaAHMSA

ApxutekTypa
[1Hamunueckas 6anaHcMpPoBKa Harpy3ku -

Bpems cxoaumocTu cteka

*1 Mouck EOL10043 Ha cisco.com. *2 CTekupoBaHue He nopgaepxusaetcs. *3 Mogenu LAN Lite/LAN Base He nogaepxwuBatoTcs.

80 Gbps
Hardware drop table

100 milliseconds



http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-2960-plus-series-switches/data_sheet_c78-728003.html

KommyTtaTtopbl Cisco Catalyst cepumn 2960-L

KommyTtaTtopbl Cisco Catalyst 2960-L 3T0 dhukcMpoBaHHble Mogenu o MoBbILWEHHOE BpeMs HapaboTku Ha oTkaa (MTBF), na-3a oTcyTCTBUA
KOMMYTaTOpOB HauanbHoro ¢ Gigabit Ethernet knueHTckMMKM NopTamu, KOTopblie OBWXKYLLMXCS yacTen

o6nafatloT MYHKLUWOHANbHBIMUA BOBMOXHOCTAMMU YPOBHA NPEANPUSATUS, U e Manas rny6uHa yCcTaHOBKM Ans yAOBHOro pasmelleHns

KOTOpble MOAXOAST ANs yCTaHOBKM B Ohucax v Ha pabouem mecTe. o [TOHWKEHHOe aHepronoTpebneHve 1 NoOJAepXKKa TEXHONOrU

m OCHOBHble 0COBEHHOCTH: aHeprocbepexeHus

© 6,24, unu 48 nopToBs Gigabit Ethernet ¢ Npon3BOAUTENBHOCTbIO TUHUK e [lpocTOTa M 4OCTYNHOCTb ynpasnexus uepes RJ45 nnu USB kKoHCcONbHbIE

®2unu 4 cnota SFP nopTbl

o [Mopgnepxka PoE+ c 06wmum 6roaxxetom o 370 BT © IHTYUTWBHbIN BE6-UHTEpPenc ans 6bICTPOro U HarnsigHOro ynpaBneHuns

e [laccuBHOE OxnaxpeHue ¢ paboTocnocobHOCTb NpK TemnepaType go 55° e boraTbit Habop Bo3MoxHocTel Cisco I0S

NS yCTaHOBKW BHE CTOEK M CNeunanbHbiX NOMeLLeHnit o PacwupeHHas rapanTus (ELLW)
A MopTbl Ethernet Uplink BromxeT Macc. p B xTx L)

pTAKYn 10/ 100/ 1000 MHTepq)ewcu PoE oxnam.qeuwe asmepel (b x

WS-C2960L-8TS-LL 1.73x8.45 x 10.56 in (4.4 x 21.5 x 26.8 cm) 4.45Ib (2.02 kg)
WS-C2960L-8PS-LL 8 2 SFP 67W Y 1.73x 9.45 x 10.56 in (4.4 x 24 x 26.8 cm) 5.64lb (2.56 kg)
WS-C2960L-16TS-LL 16 2 SFP - Y 1.73 x 8.45 x 10.56 in (4.4 x 21.5 x 26.8 cm) 4.53Ib (2.06 kg)
WS-C2960L-16PS-LL 16 2 SFP 120w Y 1.73 x 9.45 x 10.56 in (4.4 x 24 x 26.8 cm) 5.73lb (2.6 kg)
WS-C2960L-24TS-LL 24 4 SFP - Y 1.73 x 9.45 x 17.5 in (4.4 x 24 x 44.5 cm) 6.61Ib (3.0 k)
WS-C2960L-24PS-LL 24 4 SFP 195w Y 1.73x 10.45x 17.5in (4.4 x 26.5 x 44.5 cm) 7.63Ib (3.46 kg)
WS-C2960L-48TS-LL 48 4 SFP - Y 1.73x 9.45x 17.5in (4.4 x 24 x 44.5 cm) 7.211b (3.27 kg)
WS-C2960L-48PS-LL 48 4 SFP 370W N 1.73x 11.5x 17.5in (4.4 x 26.5 x 44.5 cm) 10.25Ib (4.65 kg)

KommyTtaTtopbl Cisco Catalyst cepumn 2960-X

CTekunpyemble kKoMmmyTaTopbl L2/L3 ¢ hukcnpoBaHHOM KOHbUrypaLmein ocHaLeHbl
KNMeHTCKuMu noptamu Gigabit Ethernet. O6ecneueHue ru6Koro u HageXXHoro
3NEeKTPONUTaHUS [OCTUraeTca ¢ MOMOLbO PyHKUMKU StackPower,ycTaHOBKM
HECKOMbKUX MOAYNEN 3NEKTPOMUTAHUS UMW BHELLHEN PE3EPBHON CUCTEMbI MUTAHUS.
m OCHOBHble 0COBEHHOCTHU:

o OcHalleHbl EguHbim o6pasom Cisco |0S (MoaaepxwvsaeT LAN Lite/LAN Base/IP Lite)*1
o MopaepxuBaloT yHKUMK ypoBHA 3, BKNtouas HSRP n VRRP (Mogens IP Lite)

o OCHaLLeHbl KNMEHTCKUMU MOpTaMu ¢ pyHKLUMen nutanus PoE+ (Mogens PSE)

o Moppaepxka PoE Ha Bcex noptax (WS-C2960X-48FPS-L/WS-C2960X- 48FPD-L/
WS-C2960XR-48FPS-1/WS-C2960XR-48FPD-I)

o Moaaep>xmMBaoT HECKONbKO MOAYNeMn MCTOUHUKa nuTaHus (mogens IP Lite)

o MopaepxusatoT Cisco FlexStack Plus (mogenu LAN Base/IP Lite)

m Cisco Catalyst cepun 2960-X

Uplinks PoE ﬂOprI
q Web b PoE Macc. Bnok Peseps. YctaHosKa
Aprikyn SFP/ | CiscolOS | PoE | 154 | POE* loxnapenme| nutanus | nurarus B CTOMKY
SFP+ 7.7 Bt 30Br

WS-C2960X-24TS-LL 2 LAN Lite - 64 - - - Ouke. AC - - 1TRU
WS-C2960X-48TS-LL 48 = 2 - | LAN Lite = 64 = = = = Ouke. AC = = = 1RU
WS-C2960X-24TS-L 24 - 4 - | LAN Base . 1024 - - - - Ouie. AC - . o 1RU
WS-C2960X-24TD-L 24 = = 2 |LANBase | e 1024 = = = = Ouke. AC = . e? | TRU
WS-C2960X-24PSQ-L 24 2 2 - |LANBase | e 1024 8 6 3 . Ouke. AC - - - 1RU
WS-C2960X-24PS-L 24 = 4 = LAN Base ° 1024 24 24 12 = Ouke. AC = (] o2 1RU
WS-C2960X-24PD-L 24 - - 2 |LANBase | e 1024 | 24 24 12 - Ouke. AC - . e? | 1TRU
WS-C2960X-48TS-L 48 = 4 - | LAN Base ° 1024 = = = = Que. AC = ° o’ 1RU
WS-C2960X-48TD-L 48 - - 2 |LANBase | e 1024 - - - - Ouke. AC - . ®? | TRU
WS-C2960X-48LPS-L 48 = 4 - |LANBase | e 1024 | 48 24 12 = Ouke. AC = . ®? | TRU
WS-C2960X-48FPS-L 48 - 4 - LAN Base ° 1024 48 48 24 - uke. AC - ° o2 1TRU
WS-C2960X-48LPD-L 48 = = 2 |LANBase | e 1024 | 48 24 12 = Ouke. AC = . e? | TRU
WS-C2960X-48FPD-L 48 - - 2 LAN Base ° 1024 48 48 24 - Ouke. AC - [ o2 1TRU
WS-C2960XR-24TS-I 24 = 4 - | IPLite ] 1024 = = = = 250 B AC . = e? | 1TRU
WS-C2960XR-24TD-I 24 - - 2 IP Lite ° 1024 - - - - 250 Br AC ° - o2 1TRU
WS-C2960XR-24PS-I 24 = 4 - | IPLite . 1024 | 24 24 12 = 640 Br AC ] = e? | 1TRU
WS-C2960XR-24PD-| 24 - - 2 IP Lite ° 1024 24 24 12 - 640 Br AC ° - o2 1RU
WS-C2960XR-48TS-I 48 = 4 = IP Lite ° 1024 = = = = 250 Br AC (] = o? 1RU
WS-C2960XR-48TD-I 48 - - 2 | IPLite . 1024 - - - - 250 Br AC ] - e? | TRU
WS-C2960XR-48LPS-| 48 = 4 = IP Lite [ 1024 48 24 12 = 640 Br AC ° = o2 1RU
WS-C2960XR-48FPS-I 48 - 4 - | IPLite . 1024 | 48 48 24 - 640 Br AC . - e? | TRU
WS-C2960XR-48LPD-| 48 = = 2 IP Lite (] 1024 48 24 12 = 1025 BTAC ° = o7 1RU
WS-C2960XR-48FPD-| 48 - - 2 IP Lite ° 1024 48 48 24 - 1025 BrAC [ - o2 1RU

® Tunbl 6nokoB NuTaHus ana cepum Cisco Catalyst 2960-XR

PWR-C2-250WAC 250 Bt AC moaynb nutaHus WS-C2960XR-24TS-I/WS-C2960XR-24TD-I/WS-C2960XR-48TS-I/WS-C2960XR-48TD-|
PWR-C2-640WAC 640 Bt AC mMoaynb nuTaHus WS-C2960XR-24PS-1/WS-C2960XR-24PD-1/WS-C2960XR-48LPS-I/WS-C2960XR-48LPD-|
PWR-C2-1025WAC 1025 Bt AC moaynb nuTaHns WS-C2960XR-48FPS-I/WS-C2960XR-48FPD-|

*1 O6HOBNEHWE He nogaepxusaeTcs. *2 Tpebyetca Moaynb Cisco FlexStack Plus (C2960X-STACK).



KommyTtaTopbl Cisco Catalyst cepuu 3650

Crekupyemble L2 /L3 kommyTaTopbl 3650 ¢ dhrkcupoBaHHOW KOHMrypaumen
noaaepXmMBatoT OYHKLMIO 6€CNPOBOAHOr0 KOHTPOoNNepa, hyHkuuio cTeka 160
61T / C M yCTaHOBKY HECKOMbKUX MOAYNEN 3NEKTPONUTAHUS ANS CO3AaHUs
rMBKOMN KOHUIrypaumm ¢ pesepsupoBaHMeM. 3Tv KOMMyTaTopbl NpeanaratT
eAuHble UHTENNeKTyanbHble CEPBUCH ANS NPOBOAHbLIX/ 6ECNPOBOAHbIX ceTemn
LAN- Hanpumep, cepBuChl KOHTPONS 3a kauecTBoM (QoS) 1 6e30MacHOCTbIO.

m OCHOBHble 0CO6EHHOCTU:
o OcHalleHbl EguHbim O6pasom Cisco |0S XE (c nonaepskon cepsncos LAN

Base /IP Base/IP)

o OcHaleHbl Unified Access Data Plane (UADP) ASIC, nocTpoeHHbie ¢
noaaep>KKomn

o MnaTtchopmbl Cisco ONE (Open Network Environment).

o OYHKLKUS BCTPOEHHOTo 6€CNpoBOAHOMO KOHTPONNepa, No3sonstoLwas
ynpaenaTb 4o 50 6ecnpoBoaHbIX TOuek AocTyna (noanepxusaetcs 8 IP
Base/IP Services).

o OcHalleHbl nopTamu nutanus PoE+ (Moaens PSE).

o OcHallleHbl NopTaMu C BOBMOXHOCTbIO TexHonorum MACsec (mogenu IP
Base/IP Services).

o [MopnepxwmeatoT Cisco StackWise-160

o HoeuHka!! Mogenu WS-C3650-24PDM n WS-C3650-48FQM meHee 12”
LIOMOB B rNyOUHY.

Mponyck. A N— MAC | Make. L Edise | I'|0Tb| Peseps. YcTaHoska
ApTukyn cnocob. Cisco 10S sec | VLAN - Brok nutaHus TaHMS B Ty
6ecnp kaH 15.4 Bt| 30Br 60 Bt
WS-C3650-24TS-L 20r6ut/c | 24 - LAN Base -1 255 250 BT AC ° - 1 RU
WS-C3650-24TS-S 20réut/c | 24 = 4 = - |IPBase [} 4094 = = = 250 BTt AC . = 1RU
WS-C3650-24TS-E 20reut/c | 24 - 4 - - |IPServices| o 4094 - - - 250 BT AC ° - 1 RU
WS-C3650-24TD-L 20réut/c | 24 = 2 2 - |LAN Base =1 255 = = = 250 Br AC [} = 1RU
WS-C3650-24TD-S 20réut/c | 24 - 2 2 - |IPBase ° 4094 - - - 250 BT AC ° - 1RU
WS-C3650-24TD-E 20réut/c | 24 = 2 2 - |IPServices| ® 4094 = = = 250 Bt AC . = 1RU
WS-C3650-24PS-L 20réeut/c | 24 - 4 - - |LAN Base - 255 24 13 - 640 BT AC ° - 1RU
WS-C3650-24PS-S 20réut/c | 24 = 4 = - |IPBase [} 4094 24 13 = 640 Bt AC . = 1RU
WS-C3650-24PS-E 20réut/c | 24 - 4 - - |IPServices| o 4094 24 13 - 640 BT AC ° - 1RU
WS-C3650-24PDM-L 20réut/c | 24 = 2 2 - |LAN Base = 255 24 13 = 640 Bt AC = ° 1RU
WS-C3650-24PDM-S 20réut/c | 24 - 2 2 - |IP Base . 4094 24 13 - 640 BT AC - ° 1RU
WS-C3650-24PDM-E 20léut/c | 24 = 2 2 - |IPServices| ® 4094 24 13 = 640 Bt AC = ° 1RU
WS-C3650-24PD-L 20réut/c | 24 - 2 2 - |LAN Base - 255 24 13 - 640 BT AC ° - 1RU
WS-C3650-24PD-S 20réut/c | 24 = 2 2 - |IPBase [} 4094 24 13 = 640 BT AC . = 1RU
WS-C3650-24PD-E 20réut/c | 24 - 2 2 - |IPServices| o 4094 24 13 - 640 BT AC ° - 1RU
WS-C3650-8X24PD-L &EIE | 20r6ut/c | 24 8 = 2 - |LAN Base = 255 24 14 = 750 BT AC . = 1RU
WS-C3650-8X24PD-S &EIR | 2076uT/c | 24 8 - 2 - |IP Base ° 4094 24 14 - 750 BT AC ° - 1RU
WS-C3650-8X24PD-E &EIE | 20r6ut/c | 24 8 = 2 - |IPServices| @ 4094 24 14 = 750 Bt AC [} = 1RU
WS-C3650-8X24UQ-L 20léut/c | 24 8 - 4 - |LAN Base -1 255 24 24 13 | 1100 BT AC ° - 1RU
WS-C3650-8X24UQ-S &EIE | 20r6ut/c | 24 8 = 4 - |IPBase [} 4094 24 24 13 | 1100 BT AC [} = 1RU
WS-C3650-8X24UQ-E &ES | 20T6ut/c | 24 8 - 4 - |IPServices| @ 4094 24 24 13 | 1100 BT AC ° - 1 RU

*1 TpebyeTca nuuensua Cisco I0OS IP Base/IP Services.

Pexkomenpgauum no mogepHu3auyum yctapeswmnx mogenen Cisco Catalyst cepun 3000

m Cisco Catalyst cepuit 3560-X/3650 *!

YcTapesLlune mogenu PekomeHaoBaHHble MOfEenu

WS-C3560X-24T-L/S/E WS-C3650-24TS-L/S/E

YcTapesLluive mogenu PekomeHOoBaHHble MOfEenu

WS-C3650-48PS-L/S/E

WS-C3560X-24P-L/S/E

WS-C3560X-24U-L/S/E

WS-C3560X-48T-L/S/E

WS-C3650-24TD-L/S/E
WS-C3650-24PS-L/S/E
WS-C3650-24PD-L/S/E
WS-C3650-8X24PD-L/S/E
WS-C3650-24PS-L/S/E
WS-C3650-24PD-L/S/E
WS-C3650-8X24PD-L/S/E
WS-C3650-8X24UQ-L/S/E
WS-C3650-48TS-L/S/E
WS-C3650-48TD-L/S/E
WS-C3650-48TQ-L/S/E

WS-C3560X-48P-L/S/E

WS-C3560X-48PF-L/S/E

M Cisco Catalyst cepui 3750-X/3850 *'

YcTapesLline mogenu
WS-C3750X-24T-L/S/E
WS-C3750X-24P-L/S/E

WS-C3750X-24U-L/S/E
WS-C3750X-48T-L/S/E

PekomeHgoBaHHble Mogenu
WS-C3850-24T-L/S/E
WS-C3850-24P-L/S/E
WS-C3850-24U-L/S/E
WS-C3850-24XU-L/S/E
WS-C3850-48T-L/S/E

WS-C3560X-48U-L/S/E

WS-C3650-48PD-L/S/E
WS-C3650-48PQ-L/S/E
WS-C3650-12X48FD-L/S/E
WS-C3650-48FS-L/S/E
WS-C3650-48FD-L/S/E
WS-C3650-48FQ-L/S/E
WS-C3650-12X48FD-L/S/E
WS-C3650-12X48UQ-L/S/E
WS-C3650-12X48UR-L/S/E
WS-C3650-12X48UZ-L/S/E
WS-C3650-48FS-L/S/E
WS-C3650-48FD-L/S/E
WS-C3650-48FQ-L/S/E
WS-C3650-12X48FD-L/S/E
WS-C3650-12X48UQ-L/S/E
WS-C3650-12X48UR-L/S/E
WS-C3650-12X48UZ-L/S/E

YcTapeslie mogenu
WS-C3750X-48P-L/S/E
WS-C3750X-48PF-L/S/E

WS-C3750X-48U-L/S/E
WS-C3750X-12S-S/E

WS-C3750X-24S-S/E

PekomeHgoBaHHble Mogenu
WS-C3850-48P-L/S/E
WS-C3850-48F-L/S/E
WS-C3850-48U-L/S/E
WS-C3850-12X48U-L/S/E
WS-C3850-12S-S/E
WS-C3850-24S-S/E

*1 nonck EOL10623 Ha cisco.com
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m Cisco Catalyst cepun 3650 (uacTb 2)

[Mponyck. . UpI|nks PoE I'Ioprbl
ApTukyn C':IOC‘{)B. SFP/ Cisco 10S MAC | Makc. PoE+ | UPOE | Briok nuTaHus Peacps. yCTquBKa
e SFP SFP+ QSFP+ sec | VLAN 15 4 B'r 30Br | 60 BT nuTaHus B CTONKY
WS-C3650-48TS-L 40 Iéut/c| 48 - LAN Base -1 255 250 BT AC ° - 1RU
WS-C3650-48TS-S 40 Téut/c| 48 - 4 = - |IPBase e | 4094 = = = 250 BT AC [} = 1RU
WS-C3650-48TS-E 40 Iéut/c| 48 - 4 - - IP Services ° 4094 - - - 250 Bt AC ° - 1RU
WS-C3650-48TD-L 40 Téut/c| 48 = 2 2 - |LAN Base -1 | 255 = = = 250 Bt AC [} = 1RU
WS-C3650-48TD-S 40 Téut/c | 48 - 2 2 - IP Base ° 4094 - - - 250 Bt AC [ - 1RU
WS-C3650-48TD-E 40 Téut/c| 48 = 2 2 - |IPServices | @ | 4094 = = = 250 BT AC [} = 1RU
WS-C3650-48TQ-L 40 Téut/c| 48 - - 4 - |LAN Base -1 | 255 - - - 250 BT AC . - 1RU
WS-C3650-48TQ-S 40Teéut/c| 48 - 4 - |IPBase e | 4094 = = = 250 BT AC [} = 1RU
WS-C3650-48TQ-E 40 Téut/c| 48 - - 4 - |IPServices | o | 4094 - - - 250 BT AC . - 1RU
WS-C3650-48PS-L 40Teéut/c| 48 - 4 = - |LAN Base -1 | 255 | 25 13 = 250 BT AC [} = 1RU
WS-C3650-48PS-S 40 Téut/c| 48 - 4 - - IP Base ° 4094 25 13 - 250 BT AC ° - 1RU
WS-C3650-48PS-E 40 Téut/c| 48 = 4 = - |[IPServices | ® | 4094 | 25 13 = 250 BT AC . = 1RU
WS-C3650-48PD-L 40 Téut/c| 48 - 2 2 - LAN Base =" 255 25 13 - 250 Bt AC ° - 1RU
WS-C3650-48PD-S 40Téut/c| 48 = 2 2 - |IPBase e | 4094 | 25 13 = 250 BT AC . = 1RU
WS-C3650-48PD-E 40 T6ut/c| 48 - 2 2 - IP Services ° 4094 25 13 - 250 BT AC ° - 1RU
WS-C3650-48PQ-L 40 Téut/c| 48 - = 4 - |LAN Base -1 | 2565 | 25 13 = 250 BT AC [} = 1RU
WS-C3650-48PQ-S 40 Téut/c | 48 - - 4 - IP Base ° 4094 25 13 - 250 BT AC ° - 1RU
WS-C3650-48PQ-E 40Téut/c| 48 = = 4 - |IPServices | ® | 4094 | 25 13 = 250 BT AC . = 1RU
WS-C3650-48FS-L 40 Téut/c | 48 - 4 - - LAN Base =" 255 48 25 - 1025 BT AC [ - 1RU
WS-C3650-48FS-S 40 Teut/c | 48 = 4 - - |IPBase e | 4094 | 48 25 - | 1025 BT AC . = 1RU
WS-C3650-48FS-E 40 Téut/c | 48 - 4 - - |IPServices | ® | 4094 | 48 25 - | 1025 BT AC ° - 1RU
WS-C3650-48FD-L 40Téut/c| 48 o 2 2 = LAN Base =7 255 48 25 = 1025 BT AC () = 1RU
WS-C3650-48FD-S 40 Téut/c| 48 - 2 2 - |IPBase e | 4094 | 48 25 - | 1025 BT AC ° - 1RU
WS-C3650-48FD-E 40 Téut/c| 48 = 2 2 - |IP Services e | 4094 48 25 - | 1025 BT AC [} = 1RU
WS-C3650-48FQM-L 40 Téut/c| 48 - - 4 - |LAN Base -1 | 255 | 48 25 - 975 BT AC - ° 1RU
WS-C3650-48FQM-S 40 Téut/c | 48 o 4 = IP Base [ 4094 48 25 = 975 BT AC = [ 1RU
WS-C3650-48FQM-E 40 Téut/c| 48 - - 4 - |IP Services ° 4094 48 25 - 975 BT AC - ° 1RU
WS-C3650-48FQ-L 40Téut/c| 48 = = 4 - |LAN Base -1 | 255 | 48 25 - |1025 BT AC . - 1RU
WS-C3650-48FQ-S 40 Téut/c| 48 - - 4 - |IPBase e | 4094 | 48 25 - | 1025 BT AC ° - 1RU
WS-C3650-48FQ-E 40Téut/c| 48 = = 4 - |IP Services e | 4094 48 25 - | 1025 BT AC [} = 1RU
WS-C3650-12X48FD-L EXEIR | 40 M6ut/c| 48 12 - 2 - |LAN Base -1 | 255 | 48 27 - | 1100 BT AC ° - 1RU
WS-C3650-12X48FD-S &XEIE | 40 M6ut/c | 48 12 = 2 = IP Base () 4094 48 27 = 1100 BT AC () = 1RU
WS-C3650-12X48FD-E GXEIR | 40 M6ut/c| 48 12 - 2 - |IPServices | ® | 4094 | 48 27 - | 1100 BT AC ° - 1RU
WS-C3650-12X48UQ-LEER | 40 F6ut/c| 48 12 = 4 = LAN Base =7 255 48 27 11 | 1100 BT AC () = 1RU
Ws-C3650 12X48U 40 Téut/c| 48 12 - 4 - |IP Base ° 4094 48 27 11 | 1100 Bt AC ° - 1RU
WS-C3650-12X48UQ-ESER | 40 M6ut/c| 48 12 = 4 - |IPServices | ® | 4094 | 48 27 11 |[1100 BT AC . = 1RU
WS-C3650-12X48UR-L EEIS | 40 réut/c | 48 12 - 8 LAN Base =" 255 48 27 11 | 1100 BT AC ° - 1RU
WS-C3650-12X48UR-SEE | 40 6ut/c| 48 12 = 8 - |IPBase e | 4094 | 48 27 11 [ 1100 BT AC . = 1RU
WS-C3650-12X48UR-E &EIS | 40 réut/c | 48 12 - 8 - IP Services ° 4094 48 27 11 | 1100 BT AC ° - 1RU
WS-C3650-12X48UZ-L &EIE | 40 M6ut/c | 48 12 = = 2 |LAN Base - | 255 | 48 27 11 [ 1100 BT AC . = 1RU
WS-C3650-12X48UZ-SEEIS | 40 Méut/c | 48 12 - - 2 IP Base ° 4094 48 27 11 | 1100 BT AC ° - 1RU
WS-C3650-12X48UZ-E &EI& | 40 M6ut/c | 48 12 = = 2 IP Services ° 4094 48 27 11 1100 BT AC [ = 1RU

\.

M Bnoku nutanus nutanus gna Cisco Catalyst 3650

PWR-C2-250WAC 250 W AC Power Supply Module
PWR-C2-640WAC 640 W AC Power Supply Module
PWR-C1-715WAC 715 W AC Power Supply Module
PWR-C2-1025WAC 1025 W AC Power Supply Module
PWR-C1-1100WAC 1100 W AC Power Supply Module
PWR-C2-640WAC 640 W DC Power Supply Module

m [lvuensun Cisco I0S Ha obHosnenwue MO gnsa Cisco Catalyst 3650
L-C3650-24-L-S Cisco I0S IP Base License for 24-port IP Base model
L-C3650-24-S-E Cisco |0S IP Services License for 24-port IP Base model
L-C3650-24-L-E Cisco 0S IP Services License for 24-port IP Base model
L-C3650-48-L-S Cisco |0S IP Base License for 48-port IP Base model
L-C3650-48-S-E Cisco I0S IP Services License for 48-port IP Base model
L-C3650-48-L-E Cisco |0S IP Services License for 48-port IP Base model

= Mopgynb Cisco StackWise-160 gns kommytaTopoB Cisco Catalyst 3650

C3650-STACK-KIT ‘ Cisco StackWise-160 Module

= [lononHuTenbHas [lueH3us Ha Touky JocTyna ans kommyTtaTopos Cisco 3650

Kon-Bo .qon T OBHOBNEHHbI OCHOBHOM apTUKyn

L-LIC-CTIOS-1A | | L-LIC-CT3650-UPG

*1 TpebyeTca nuueHsus Cisco |0S IP Base/IP Services.

PekomMeHgaumMm no mogepHU3auum ycTapeBluMX KOMNakTHbix mogenen Cisco Catalyst

m KommyTaTopbl cepum Cisco Catalyst 2960-C/2960-CX

YcTapesLive mogenu PekomefoBaHHas 3aMeHa

m KommyTaTopbl cepumn 3560-C/3560-CX Series*!

YcTapesLune mogenu PekomefoBaHHas 3aMeHa

WS-C2960C-8TC-S/L
WS-C2960C-8PC-L
WS-C2960CPD-8TT-L
WS-C2960CPD-8PT-L
WS-C2960C-12PC-L
WS-C2960CG-8TC-L"

WS-C2960CX-8TC-L
WS-C2960CX-8PC-L
WS-C2960CX-8TC-L
WS-C2960CX-8PC-L
WS-C2960CX-8PC-L
WS-C2960CX-8TC-L

*1 nouck EOL1069 Ha cisco.com

WS-C3560C-8PC-S
WS-C3560C-12PC-S

WS-C3560CG-8TC-S

WS-C3560CG-8PC-S
WS-C3560CPD-8PT-S

WS-C3560CX-8PC-S
WS-C3560CX-12PC-S
WS-C3560CX-12PD-S
WS-C3560CX-8TC-S
WS-C3560CX-12TC-S
WS-C3560CX-8PC-S
WS-C3560CX-8XPD-S
WS-C3560CX-8PT-S
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KommyTtaTtopbl Cisco Catalyst cepuu 3850

m CTekmpyemble kommyTaTopbl L2/L3 cneaytowero nokoneHusi ¢ hkCMpoBaHHOWM m OCHOBHblE 0COBEHHOCTH:

KOHUrypaumei ¢ doyHkumen 6ecnpoBogHOro KOHTponnepa. 3Tn KOMMyTaTopbl e OcHauwenbl Eannbim O6paszom Cisco 10S XE (¢ noanepxkon

OCHalleHbl (PyHKLMEN CTEKMPOBAHUA C CaMOii BbICTPO B OTPACIN NPOMNYCKHON
CcnocobHocTbo Ao 480 [6UT / ¢, NOAREPXKKON HECKONBbKUX MOAynen
3NEKTPONUTAHUS 1 HOBOW dDYHKLUMEN pacnpeaeneHns NuTaHna ans cos3gaHus
rMOKOM 1 MPOABUHYTOM KOHUrypaLmmn ¢ pe3epBMpoBaHMEM. DT KOMMyTaTOpbl
npepgnaraoT eAnHble MHTENNeKTyanbHble CePBUCH AN NPOBOAHbLIX/ 6€CNPOBOAHbIX
ceTelt LAN- Hanpumep, cepBuCbl KOHTPONS 3a kauecTsoM (QoS) 1 6e30MacHOCTbIO

cepsucos LAN Base /IP Base/IP u IP Services)

OcHaueHbl Unified Access Data Plane (UADP) ASIC, nocTpoeHHble ¢

noanepxkon Mnatgopmbl Cisco ONE (Open Network Environment).

DOyHKLMsSi BCTPOEHHOTO 6€CNPOBOJHOrO KOHTPONNepa, No3BonsioLas ynpasnsaTb

no 100 6ecnpoBofHbix Touek gocTyna (c noanepxkon |P Base/IP Services).

McnonbayeTtcsa TexHonorus Cisco Catalyst Multigigabit

(mGig) — KNMEHTCKME MOPThl HA HEKOTOPBIX MOAENAX.

OcHalyeHbl KNMeHTCKMMU mopTamu ¢ noaaepxkon PoE+ /UPOE (UPOE

NOpTbl NPeAyCMOTPEHbI TONbKO Ha HekoTopbix PSE Mmogensax ).

OCHaLLlEHbI KANEHTCKUMM MOPTaMU C BOSMOXHOCTbIO

TexHonornn MACsec (Mopenu IP Base/IP Services).

e OcCHalleHbl MarucTpanbHbIMU MOPTaMKU C BOBMOXHOCTbIO TEXHONOT UK
MACsec (peannsosaHHble He BO Bcex moaensax IP Base/IP Services).

e MoppepxuBatoT TexHonoruto Cisco StackPower

e MoppepxueatoT TexHonoruto Cisco Stackwise-480

m Cisco Catalyst cepun 3850

ApTukyn

Mponyck.
€nocob.
6ecnp.kaH

YcTaHoBKa
B CTOMKY

McTouHnk

nuTaHus

Uplinks™' F— PoE | PoE knueHTckve nopTbl ° |
/ SFP PoE [ PoE + [ UPOE
. osfP) 105 VLANS 15.4 Br

WS-C3850-24T-L 20Téut/c| 24 | - 4 2 LAN Base 350 BT AC 1RU
WS-C3850-24T-S 20Téut/c| 24 | - = = 4 2 - | IPBase [} 4094 = = = = 350 BT AC 1RU
WS-C3850-24T-E 20Téut/c| 24 | - - - 4 2 - | IP Services o 4094 - - - - 350 BT AC 1RU
WS-C3850-24P-L 20T6ut/c | 24 | - = = 4 2 - | LAN Base -2 255 | 24 24 14 = 715 BT AC 1RU
WS-C3850-24P-S 20T6ut/c | 24 | - - - 4 2 - | IPBase ° 4094 | 24 24 14 - 715BTAC TRU
WS-C3850-24P-E 20T6ut/c| 24 | - = = 4 2 - | IP Services . 4094 | 24 24 14 = 715 BT AC 1RU
WS-C3850-24U-L 20Téut/c| 24 | - - - 4 2 - | LAN Base -2 255| 24 24 14 13 715BTAC 1TRU
WS-C3850-24U-S 20T6ut/c| 24 | - = = 4 2 - | IPBase [} 4094 | 24 24 14 13 715 BT AC 1RU
WS-C3850-24U-E 20Téut/c| 24 | - - - 4 2 - | IP Services ° 4094 | 24 24 14 13 715 BT AC 1TRU
WS-C3850-24XU-L 40Téut/c| - | 24 | - = 8 8 2 | LANBase - 255 | 24 24 24 24 1100 BT AC TRU
WS-C3850-24XU-S 40Téut/c| - | 24 | - - 8 8 2 |IPBase ° 4094 | 24 24 24 24 1100 BT AC 1RU
WS-C3850-24XU-E 40Teéut/c| - | 24 | - = 8 8 2 | IP Services . 4094 | 24 24 24 24 1100 BT AC TRU
WS-C3850-48T-L 40Teéut/c| 48 | - | - | - | 4 | 4 | - |LANBase ? 255| - - - - 350 BT AC 1RU
WS-C3850-48T-S 40Teéut/c| 48 | - = = 4 4 IP Base . 4094 = = = = 350 Bt AC TRU
WS-C3850-48T-E 40T6ut/c | 48 | - - - 4 4 - | IP Services ° 4094 - - - - 350 BT AC 1RU
WS-C3850-48P-L 40Teéut/c| 48 | - | - | - | 4 | 4 | - |LANBase - 255| 48 28 14 - 715 BT AC 1RU
WS-C3850-48P-S 40T6ut/c | 48 | - - - 4 4 - | IPBase [} 4094 | 48 28 14 - 715 BT AC 1RU
WS-C3850-48P-E 40Téut/c| 48 | - = = 4 4 - | IP Services . 4094 | 48 28 14 = 715 BT AC 1TRU
WS-C3850-48F-L 40T6ut/c | 48 | - - - 4 4 - | LAN Base 2 255| 48 48 26 - 1100 BT AC 1RU
WS-C3850-48F-S 40Téut/c| 48 | - = = 4 4 - | IPBase ° 4094 | 48 48 26 = 1100 Bt AC TRU
WS-C3850-48F-E 40T6ut/c | 48 | - - - 4 4 - | IP Services ° 4094 | 48 48 26 - 1100 BT AC 1RU
WS-C3850-48U-L 40T6éut/c| 48 | - = = 4 4 LAN Base -2 255| 48 48 26 13 1100 BT AC 1TRU
WS-C3850-48U-S 40T6ut/c | 48 | - - - 4 4 - | IPBase ° 4094 | 48 48 26 13 1100 BT AC 1RU
WS-C3850-48U-E 40T6éut/c | 48 | - = = 4 4 - | IP Services . 4094 | 48 48 26 13 1100 BT AC TRU
WS-C3850-12X48U-L |40T6ut/c| 36 | 12 | - - 8 8 2 | LANBase 2 255| 48 48 48 36 1100 BT AC 1RU
WS-C3850-12X48U-S |40T6ut/c | 36 | 12 | - = 8 8 2 | IPBase [} 4094 | 48 48 48 36 1100 BT AC 1RU
WS-C3850-12X48U-E |40T6ut/c| 36 | 12 | - - 8 8 2 | IP Services ° 4094 | 48 48 48 36 1100 BT AC 1RU
WS-C3850-12S-S 20Téut/c| - - |12 - 4 2 - | IPBase [} 4094 = = = = 350 BT AC 1RU
WS-C3850-12S-E 20T6ut/c| - - 12 - 4 2 IP Services ° 4094 - - - - 350 BT AC TRU
WS-C3850-12XS-S 40 Téut/c| - = - 112 ] 4 2 IP Base [} 4094 = = = = 350 BT AC 1RU
WS-C3850-12XS-E 40Teéut/c| - - - 112 ] 4 2 IP Services ° 4094 - - - - 350 BT AC 1RU
WS-C3850-24S-S 20T6ut/c | - - |24 - 4 2 - | IPBase [} 4094 = = = = 350 BT AC 1RU
WS-C3850-24S-E 20T6ut/c| - - | 24| - 4 2 - | IP Services ° 4094 - - - - 350 BT AC 1RU
WS-C3850-24XS-S 40Teéut/c| - = - | 24| 8 8 2 | IPBase [} 4094 = = = = 715 BT AC 1RU
WS-C3850-24XS-E 40 Téut/c| - - - | 24| 8 8 2 | IP Services ° 4094 - - - - 715BTAC TRU
WS-C3850-48XS-S 40Teéut/c| - = - | 48 | - = 4 | IPBase [} 4094 = = = = 750 BT AC 1RU
WS-C3850-48XS-E 40Téut/c| - - - | 48| - - 4 | IP Services ° 4094 - - - - 750 BT AC TRU
WS-C3850-48XS-F-S | 40 T6ut/c| - - - | 48] - - 4 | IPBase ° 4094 - - - - 750 BT AC 1RU
WS-C3850-48XS-F-E | 40 M6ut/c | - - - | 48| - - 4 | IP Services ° 4094 - - - - 750 BT AC TRU
m CeTtesoit Mogynb ang Cisco Catalyst 3850
C3850-NM-4-1G CeTeBoit Mopaynb, oCHaLLeHHbIM cnoTamu Ans moayns SFP ans mopenen ¢ 12/24/48-noptamu 4/0/0
C3850-NM-2-10G CeTeBol Moaynb, OCHaleHHbIW cnoTaMu gns mopyna SFP+ gns mopgenen c 3/1/0, 2/2/0, 0/2/0
12/24/48-noptamu
C3850-NM-4-10G CeTeBoit Mogynb, ocHalleHHbI cnoTamu anst mopyna SFP+ ana mogenen ¢ 48-noptamu 4/0/0, 3/1/0, 2/2/0, 1/3/0, 0/4/0
C3850-NM-8-10G CeTeBoit Monyruj, OCHaLLEeHHbIM cnotamu ans mogyna SFP+ ons mGig mogenen u Mogenv nog 0/8/0
OMTOBOMNOKOHHbIV Kabenb ¢ 24-noptamu
C3850-NM-2-40G CeTeBoit Moqynt:, OCHalLeHHbI cnoTamu ans mogyns QSFP gns mGig mogenei u Mmogenv noa 0/0/2
ONTOBOMOKOHHbIN Kabenb ¢ 24-nopTamu
m bnok nutanusa ana Cisco Catalyst 3850

PWR-C1-350WAC
PWR-C1-715WAC
PWR-C1-1100WAC
PWR-C1-440WDC

Bnok nutanns 350 BT AC
Brok nutanua 715 BT AC
Bnok nutanus 1100 Bt AC
Briok nutanua 440 BT DC

PWR-C3-750WAC-R
PWR-C3-750WAC-F
PWR-C3-750WDC-R
PWR-C3-750WDC-F

Brok nutanus ¢ oxnaxpeHuem Front-to-Back 750 BT AC ans WS-C3850-48XS

Brok nutanmus ¢ oxnaxpaernem Back-to-Front 750 Bt AC ans WS-C3850-48XS
Bnok nuTaHusa ¢ oxnaxaexuem Front-to-Back 750 Bt DC gna WS-C3850-48XS
Brok nutanmus ¢ oxnaxpaernem Back-to-Front 750 Bt DC gns WS-C3850-48XS

*1 TpebyeTcs ceTesom moaynb ans Cisco Catalyst cepumn 3850 (kpome Moaeny noa ONTOBONOKOHHbIN Kabenb ¢ 48 nopTamu). *2 TpebyeTcsa nuueHauns 10S IP Base/IP Services. *3 [Ina cTaHgapTHOrO 6noka NUTaHms.
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m [lononHuTenbHasa NUUEH3nsa Ha Touku poctyna ans Cisco

3850 Series

ApTHKVA Kon-Bo OcHoBHOM 06HOBN.
PTUKY pon. TO apTuKyn

L-LIC-CTIOS-1A | 1 | L-LIC-CT3850-UPG

® lnuensus Ha mogudpukaumio MO ans Cisco I0S XE gnsa Cisco Catalyst 3850

L-C3850-12-S-E
L-C3850-24-L-S
L-C3850-24-S-E
L-C3850-24-L-E
L-C3850-48-L-S
L-C3850-48-S-E
L-C3850-48-L-E

Nuuensus Cisco I0S IP Services ans mogenu IP Base ¢ 12 noptamu
Iuuensus Cisco 10S IP Base gnst mogenu LAN Base ¢ 24 noptamu
INuuensus Cisco 10S IP Services ans mogenu IP Base ¢ 24 nopTtamu
Iuuensus Cisco 10S IP Services gnst mogenu LAN Base ¢ 24 noptamu
Nuuensus Cisco I0S IP Base gna mopenu LAN Base ¢ 48 nopTamu
INuuensus Cisco 10S IP Services gnst mogenu IP Base ¢ 48 noptamu
Nuuensus 10S IP Services ans mogenu LAN Base ¢ 48 noptamu

m Cisco Catalyst 3850 Series Bundle

CPTLY Mopgenb
WS-C3850-24P-S
WS-C3850-24U-S

WS-C3850-24XU-S
WS-C3850-48P-S
WS-C3850-48F-S
WS-C3850-48U-S

WS-C3850-12X48U-S

WS-C3850-12XS-S

WS-C3850-12XS-E

WS-C3850-24XS-S

WS-C3850-24XS-E

WS-C3850-24PW-S
WS-C3850-24UW-S
WS-C3850-24XUW-S
WS-C3850-48W-S
WS-C3850-48PW-S
WS-C3850-48UW-S
WS-C3850-12X48UW-S
WS-C3850-16XS-S
WS-C3850-16XS-E
WS-C3850-32XS-S
WS-C3850-32XS-E

C3850-NM-4-10G
C3850-NM-4-10G
C3850-NM-8-10G
C3850-NM-8-10G

Maket

. KonnuecTso NULEH3UI Ha TOUKU .
CeTeBoit Moayrb ! Cisco I0S
pgoctyna

IP Base
IP Base
IP Base
IP Base
IP Base
IP Base
IP Base
IP Base
IP Services
IP Base
IP Services

o oo oo oo o g o a

TexHonorus Cisco Catalyst Multigigabit (mGig)

m Bbi3oBbl Ana nposogHoi cetn LAN, cBagdaHHble ¢ BHegpeHuem 802.11ac
«Gigabit Wireless LAN»

CtaHnpapT IEEE 802.11 AC - 3T0 CBEPXBbICOKOCKOPOCTHOW CTaHpapT
6ecnpoBOAHbIX CeTeN, KOTOPbI 06ecneunBaeT MakCUManbHyo
TeopeTUuecKy NPonyCckHyt cnocobHocTb Ao 6,9 6ut/c. becnposopHas
ceTb LAN 6ykBanbHo BXOAUT B «anoxy Gigabit», Ho nepexoa Kk cTaHaapTy
11ac conpsiXeH C NOSIBIEHUEM «CTapbiX U HOBbIX» MPO6eM Ans NPOBOAHON
ceTu LAN. pyrumu cnoBamu, 3To BCe Te XXe cTapble Npo6neMbl, KoTopble
npoucxogunu npu nepexoge ot 11a/gk 11n.

Bo Bpemsa nepexofa ot cTaHgapTa 11a/g k ctaHaapTy 11n, 6bi10
0OueBMAHO, UTO KOMMYyTaTopbl Fast Ethernet (Makcumym 100 M6uT/

C) UMENu HeJOCTATOUHYIO NPOMYCKHYI0 CNOCOBHOCTb B KauecTse
KOMMYTaTOPOB AOCTyNa Ans pa3MeLleHns Touek AOCTyna. TOUHO Tak xe
cerofHa oueBUaHO, UTo KOMMyTaTopbl Gigabit Ethernet (1 GE, makc. 1000
M6u1T/C) He MMetoT JOCTAaTOUHOro NoTeHuMana npu nepexonge ot 11nk
11ac. BuacTHocTu:

° Bo3HWKaeT y3koe MeCcTO, €CNiM MarucTpanbHbii TOPT KOMMyTaTopa
A0CTyNna,C HECKONMbKMMWU OAHOBPEMEHHO NOAKIIOUEHHBIMU TOUKAMM
poctyna 11ac, ucnonbayet TexHonoruto 1 GE.

° Bo3HWKaeT y3koe MeCTO, eCnu KNMEHTCKMUIA MoOPT KOMMyTaTopa AocTyna,
C noakKntoueHHoM Toukon gocTtyna 11ac Wave, ncnonb3dyeT TEXHONOTUIO
Gigabit Ethernet

Takum 06pa3om, Takxe Kak 3To 6bino npu nepexoge ¢ 11a/gHa 11n,
3aMeHa KOMMYTaTOpPOB AOCTYMNa ABNSAETCSA HEO6XOAUMOW NS TOro, UTO6bI
MOMHOCTbIO PacKpbITb NOTEHUWan ctaHgapTa 11ac.

EnvHcTBEHHbBIN cywecTByowWwmMin ctaHgapT IEEE, koTopbit 6bicTpee,
yem gigabit Ethernet - a10 10-TuraéutHbin Ethernet (10 GE) ¢
MCMNONb30BaHUEM MEAHbBIX MU BONOKOHHO-OMNTUUYECKUX NUHUI CBA3M.
OpHako cyWwecTBYIOT ONpefeneHHble TPYAHOCTH, CBA3aHHbIE C
pa3BepTbiBaHWMEM KOMMYTaTOPOB C noaaepxkon 10 GE:.

e B 6onblwMHCTBE CyyaeB TpebyeTCcA NOBTOPHaa Nnpoknagka kabens:
MefHble kabenu, B HacTosILLee BpeMs YCTaHOBNEHHbIE Ha NPeanpUsaTUaX
no BCeMy MUpy, kateropum 5e coctanstoT 46 % n kateropum 6 - 28
%, cooTBeTcTBEHHO. 10 GE no MmegHbiM Kabensim He NogaepxxuBaeTca
onsi kateropuun kabenen 5e v orpaHMumMBaeTcs AnuHon 55 meTpoB
ansi kabenen kateropum 6. YCTaHOBKa ONTUYECKNX ONTOBONOKOHHbIX
M MefdHbIX kabenew kKaTteropumn 6 TpebylOT OFPOMHbIX 3aTpaT.

e HolHewHu ctanaapT 10 GE He nognepxusaeT PoE: 6n0oku nuTaHusa
M cunosblie kabenu moryT notTpebosaTbCcsa ANS TOUeK 4OCTyna.

m TexHonorus Catalyst Multigigabit Technology (mGig)

MHHOBauMoHHasa TexHonorusa Cisco Catalyst Multigigabit (mGig) 6bina
pas3paboTaHa NS peLleHus BCex aTUX Npobnem, BO3HUKaoLWmnX npu
pasBepTbiBaHuKn ceTn 11ac. TexHonorns mGig npegnaraeT cnegyowne
Tpu NpevmyLiecTBa:

e Multi-speed: kaTeropus kabens 5€ ¢c nogaepxxkon 100 Méut/c, 1 TéuT/
c,2,5T6uT/c n5r6uT/c; kateropus kabens 6a c nogaepxkon 10 Fémt/C,
COOTBETCTBEHHO.

o Tun kabens: pas3nuuHble TUNb Kabens NOAAEPXMUBAKOTCA B TOM unucne
kaTeropuu 5e, kateropuu 6 u kateropum 6A.

o TexHonorus PoE: noanepxusatotca PoE (15,4 BT), PoE+ (30 BT) u UPOE (60
BT) B oTnnumne oT HblHewHux 10 GE.

TexHonorns mGig ocHoBbiBaeTcsi Ha TexHonoruv NBASE-T Alliance,
co3pgaHHon komnaHuei Cisco B okTsibpe 2014 roga. bonbwoe

KONMMUecTBO NOCTaBLMKOB NpuHUMatoT yuactue B NBASE-T Alliance; a
cTaHgapTusauus |lEEE B HacTosiWee BpeMst akTMBHO npoaBuraeTcs gna 2,5
GBASE-T n ans 5GBASE-T.

M Mpenmywectsa mGig

Ka6enu kateropun 5e
nopaepxueatoT 2,5 Memt/c n 5 Mréut/c.
Kabenwu kateropuu 6a noafepxmBsaioT 10 lout/c.

11ac Wave 1 AP
Makc. 1.3 F'éut/c

mGig
KommyTaTop gocTyna mGig

LleHTpanbHbii KOMMyTaTOp)

11ac Wave 2 AP
Makc. 3.5 Méut/c Monnepxusatotcsa PoE (15,4 BT), PoE+ (30 BT)

1 UPOE (60 BT).

m TexHonorus Cisco Catalyst Multigigabit (mGig): CkopocTu u kabenu

1 Fut/c 2.5 [6uT/c 5 [6ut/c 10 réut/c
[ ] [ ] [ ] =

Cat 5e
Cat 6 ° o ° o(55m)
Cat 6a ° ° [} °
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KommyTtaTopbl Cisco Catalyst cepuu 4500E

MopgynbHble koMMyTaTopbl L2/L3 npeacTaBneHsbl B BUAE LWACcCK Ha m OCHOBHble 0COH6EHHOCTU:

3/6/7/10-cnoToB. 3T KOMMYTaATOPbI MOTYT OAHOBPEMEHHO MCMONb30BaTb ® LUMPOKWMI BEIGOP NMUHEIHBIX KAPT C PasnUUHbLIM TUNOB MHTepeincos - 10/100/1000 u
MOZYNU pasnuuHbIX NoKoneHwun, sknouas LLaccu, ynpasnsatowmii Mogyrnb mGig no mean u 1 G/10 G no BOMOKHYy.

Supervisor Engine v nuHelHble KapTbl. VX OTAMUHOE COOTHOLLEHUE e OcHaueHbl EguHbim O6pasom Cisco 10S XE (¢ noggepxkoi LAN Base/IP Base/
NPOU3BOAMTENBHOCTb -~ CTOUMOCTb 06ECTIEUMBAET 3ALUMTY UHBECTULMIA B Enterprise Services).

TeueHWe [NIUTENbHOTO NepUoaa BPEMEHMU. ® OcHalyeHbl Unified Access Data Plane (UADP) ASIC, NnoCTPO€EHHble C MOAAEPXKKOM

Mnatcpopmbl Cisco ONE (Open Network Environment) (WS-X45-SUP8-E).

e MoppepxusatoT SDN/OpenFlow 1.3.

® DyHKUMS BCTPOEHHOTO 6ECNPOBOAHOMO KOHTPONNEpPa, NO3BONAKLWAn yNpaBnaTb A0
100 6ecnpoBofHbIx Touek fgoctyna (c nopaepxkoi IP Base/IP Services Ha WS-X45-
SUP8-E).

o Mopnepxmeaet Cisco VSS (koMMyTaumMoHHas eMKocTb Ao 1,6 Téut/c).

o MoppepxusaeT Cisco TrustSec (MACsec/SGT/SGACL).

o KoMMyTauMoHHas eMKocTb 4o 928 Méut/c (WS-X45-SUPS-E).

o LnpuHa nonocsl o 48 I6uT/c Ha cnoT.

e lponyckHas cnocobHocTb npoTokona IPv4 go 250M nakeTtos/c (WS-X45-SUP7-E/
WS-X45-SUP8-E).

@ lMponyckHas cnocobHocTb NpoTokona IPv6 go 125M naketos/c (WS-X45-SUP7-E/
WS-X45-SUP8-E).

m lllaccu gns Cisco Catalyst 4500E e OcHauleHbl TexHonorven Cisco Catalyst Multigigabit (mGig) (WS-X4748-12X48U+E).

oo Makc.kon.nopToB(BKoUas NMHeRHble
Pe3epBipoBaHie KapTbi) p Néaﬁ'm“m C”gTb' VcTaHoBKa B
Mopaynb n > Moyt O uTaHue ana énoka CTOWKY
Supervisor CLIEGEE) GE SFP SFP+ [CERED) nUTaHus
i nnata
96 96 24

WS-C4503-E 1500 BT 2 7 RU
WS-C4506-E - 240 240 60 1500 BT 2 10 RU
WS-C4507R+E ° 240 240 60 1500 BT 2 11RU
WS-C4510R+E ° 384 384 96 1500 BT*' 2 14 RU

® Mopgynb Supervisor Engine gna Cisco Catalyst 4500E

K I'IponycxHaq CMOCOBHOCTb 3aperucTp. L3- MapLIprTbI Cosmecmmoe waccu
ApTukyn CLUPUELL SFP/SFP+ Cisco IOS

WS-X45-SUP7L-E 520 I'eut/c 225 Mpps 110 Mpps 4 IP Base 64K 3
WS-X45-SUP8L-E 520 éut/c| 225 Mpps | 110 Mpps 4 IP Base 64K 32K ° ° °
WS-X45-SUP7-E 848 6ut/c| 250 Mpps | 125 Mpps 4 IP Base 256K 128K ° ° ° °
WS-X45-SUP8-E 928 réut/c | 250 Mpps | 125 Mpps 8 IP Base 256K 128K ° ° ° °
m [lnHenHas kapTta ans Cisco Catalyst 4500E

e

N T __ e (BB

WS-X4648-RJ45-E 24 Téut/c - -
WS-X4648-RJ45V+E 24 Téut/c 48 = = = 48 = = =
WS-X4612-SFP-E 24 Téut/c - 12 - - - - - -
WS-X4624-SFP-E 24 T6ut/C = 24 = = = = = =
WS-X4748-RJ45-E 48 Ieut/c 48 - - - - - . °
WS-X4748-RJ45V+E 48 réut/c 48 = = = 48 = . =
WS-X4748-UPOE+E 48 réut/c 48 - - - 48 482 ° °
WS-X4748-12X48U+E 48 réut/c 36 = = 12 48 48 ° °
WS-X4712-SFP-E 48 éut/c - 12 - - - - ° -
WS-X4724-SFP-E 48 Ieut/c = 24 = = = = . =
WS-X4748-SFP-E 48 Iéut/c - 48 - - - - ° -
WS-X4712-SFP+E 48 Ieut/c = = 12 = = = [ =

m bnoku nutanus ans Cisco Catalyst 4500E

Kon-Bo PoE ycTpoicTs (B pexume
Beopb! MakcuM. BbIxogHasi MOLHOCTb (B peXXMMe pe3epBUPOBaHUS)
ApTukyn A pesepBUMpPOBaHMS)

 fwwe | PoE | PoEi54Br | PoE+30Br | UPOEGOBY

PWR-C45-1000AC 1 1000 BT + 40 Bt - - - -

PWR-C45-1300ACV AC 1 1000 BT + 40 BT 800 BT 48 24 12
PWR-C45-1400AC AC 1 1360 BT + 40 Bt - - - -

PWR-C45-2800ACV AC 1 1360 BT + 40 BT 1400 BT 84 43 21
PWR-C45-4200ACV AC 2 1360 BT + 40 Bt 1850 BT (110 V) / 3700 BT (220 V) 223 114 57
PWR-C45-6000ACV AC 2 2200 BT + 40 BT 1850 BT (110 V) / 4800 BT (220 V) 289 148 74
PWR-C45-9000ACV AC 3 1960 BT + 40 Bt 2500 BT (110 V) / 7500 BT (220 V) 384 232 116

® /lMueHsus Ha o6HoBnerue MO Cisco I0S XE ans Cisco Catalyst 4500E

L-C4500E-LB-IP Nuuensus IP Base
L-C4500E-IP-ES Nuuensusa Cisco I0S Enterprise Services anst mogynsa Supervisor Engine
L-C4500E-LB-ES Inuenaus Cisco I0S Enterprise Services

m KomnnekTol Cisco Catalyst 4500E

e EERL
WS-C4503E-S7L+48V+ WS-C4503-E | WS-X45-SUP7L-E | WS-X4648-RJ45V+E LANBase |C4500E-S3-UPOE - C4500E-3NR-8E-UPOE

C4500E-S6-UPOE - C4500E-6NR-8E-UPOE
C4500E-S7-UPOE C4500E-S7L-S8 C4500E-7R-S8E-UPOE
C4500E-S7-UPOE = -
C4510RE-S8-UPOE - -

WS-C4506E-S7L+96 WS-C4506-E | WS-X45-SUP7L-E | WS-X4648-RJ45-E x 2 LAN Base
WS-C4506E-S7L+96V+ WS-C4506-E | WS-X45-SUP7L-E | WS-X4648-RJ45V+Ex 2 | LAN Base
WS-C4507RE-S7L+96 WS-C4507R+E | WS-X45-SUP7L-E | WS-X4648-RJ45-E x 2 LAN Base
WS-C4507RE+96V+ WS-C4507R+E  |WS-X45-SUP7L-E | WS-X4648-RJ45V+Ex 2 | LANBase
WS-C4510RE-S7+96V+ WS-C4510R+E | WS-X45-SUP7-E WS-X4748-RJ45V+E x 2 | LAN Base
WS-C4510RE-S8+96V+ WS-C4510R+E | WS-X45-SUP8-E WS-X4748-RJ45V+Ex 2 | LAN Base

*1 Cnotbl 3, 4, 7-10 - 750 BT. *2 3aBUCHT OT PeXXMMOB paboTbl (Pexnm paboTbl ¢ peaepsuposatiem 1+ 1, Pexum paboTbl ¢ pesepenposatmem N + 1, KOMOMHMPOBaHHDIN PEXUM).
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KommyTtaTtopbl Cisco Catalyst cepuun 4500-X

KommyTtaTopbl L2/L3 ¢ dhmKcMpoBaHHOM KOHMUIypaLmen ocHaLleHbl cnoTamu Ans Moayns
SFP+. 3TW kOMMyTaTOpPbl 06eCneunBatoT Takol e YPOBEHb NPOU3BOANUTENBHOCTH, Kak
1 nocnegHue Bepcum mopynein Supervisor ans Cisco Catalyst cepun 4500E, npu aTom
CcoxpaHsia KOMNaKTHbI hopm-dhakTop B TRU. NMopToBasi EMKOCTb 3TUX KOMMYTaTOPOB
MOXET 6blTb pacLUMpeHa C MOMOLLbIO AOMOMHUTENbHBIX MOAYNEN.

T

® OCHOBHble 0COBEHHOCTH:

o OcHauleHbl Egqunbim O6pasom Cisco 10S XE (c nogaepxkoit IP Base/Enterprise
Services)

o MNogpepxusatoT SDN/OpenFlow 1.3

e MogpepxusaeT Cisco VSS (koMMyTupytowas cnocobHocTb 4o 1,6 T6ut/c)

e AnnapaTHoe obecneueHue ¢ noagepxkon Cisco TrustSec (MACsec/SGT/SGACL)
o KommyTaumoHHas emkocTb fo 800 6ut/c

e MponyckHas cnocobHocTb npoTokona IPv4 go 250M nakeToB/c

e MponyckHas cnocobHocTb npoTokona IPve po 125M nakeTtoB/c

o CeTeBOWM MOAyNb oCHaleH 8 nopTamu SFP+ (MOXeT He BXOAWUTb B KOMMNIEKT)

m Cisco Catalyst 4500-X

P P+ Uit i Brok nuTanus VeI
ApTukyn Cisco 10S MapLipyTbl CucTema oxnaxmneHus onwuectso | * —

WS-C4500X-16SFP+ 247 IP Base 64K 32K 12K TpuTOK BO3AYXaA CEpen/BbINyCK c3am 2 1RU
WS-C4500X-F-16SFP+ 16 24" IP Base 64K 32K 24K 12K TlpwToK BO3NYXa C3agM/BBINyCK cnepeay 2 1RU
WS-C4500X-32SFP+ 32 40" IP Base 256K 128K 32K 32K MpwToK B03AYXa Cnepeav/Bbinyck c3am 2 1RU
WS-C4500X-F-32SFP+ 2 40" IP Base 256K 128K 32K 32K TpuUTOK BO3YXa C3aAW/BbIMYCK CTIEpemM 2 1RU
WS-C4500X-24X-IPB 24 24 IP Base 64K 32K 24K 12K TpTOK BO3AYXa CEpeau/BbINyCK c3am 2 1RU
WS-C4500X-24X-ES 24 24 Enterprise Services 64K 32K 24K 12K TpUTOK BOSfIyXa CRepeay/BbINyCK C3amM 2 1RU
WS-C4500X-40X-ES 40 40 Enterprise Services 256K 128K 32K 32K TpuTOK Bo3yxa criepeaw/sbinyck c3ag 2 1RU

m CeTteBoit mopynb ana Cisco Catalyst 4500-X

ApTukyn Onwucanve Konuuectso SFP/SFP+

C4KX-NM-8SFP+ CeTeBoW MOfyNb OCHaLLeH cnoTamu anst modynst SFP+ ‘ 8

m brnoku nutanus ans Cisco Catalyst 4500-X

ApTukyn OnucaHue COBMeECTUMbIE apTUKYbI
WS-C4500X-16SFP+/WS-C4500X-32SFP+/
C4KX-PWR-750AC-R Bnok nuTaHus ¢ oxnaxpeHuem Front-to-Back 750 BT AC WS-CA500X-24X-IPB/WS-CA500X-24X-ES/WS-CA500X-40X-ES
C4KX-PWR-750AC-F Bnok nuTaHua ¢ oxnaxaeHnem Back-to-Front 750 BT AC WS-C4500X-F-16SFP+/WS-C4500X-F-32SFP+
WS-C4500X-16SFP+/WS-C4500X-32SFP+/
C4KX-PWR-750DC-R Bnok nuTaHua ¢ oxnaxgeHunem Front-to-Back 750 BT DC WS- CA500X-24X-1PB/WS-CA500X-24X-ES/WS-CA500X-40X-ES
C4KX-PWR-750DC-F Brok nuTaHus ¢ oxnaxpeHvem Back-to-Front 750 BT DC WS-C4500X-F-16SFP+/WS-C4500X-F-32SFP+

= /luueHsus Ha o6HoBnerue MO Cisco |I0S XE ans Cisco Catalyst 4500-X

Onwucanve CoBMeCTUMblE apTUKYIbI

L-C4500X-16P-IP-ES INuuenaus Cisco I0S Enterprise Services gns mogenu IP Base ¢ 16/24 noptamu | WS-C4500X-16SFP+/WS-C4500X-F-16SFP+/WS-C4500X-24X-IPB
L-C4500X-IP-ES Nuuenaus Cisco |0S Enterprise Services ans mogenu [P Base ¢ 24 noptamu WS-C4500X-32SFP+/WS-C4500X-F-32SFP+

*1 TpebyeTcs ceTeso Mogynb Ans Cisco Catalyst 4500-X.

BuptyanbHas kommyTaumMoHHaa cuctema Cisco (VSS)

BupTyanbHas kommyTaumoHHas cuctema Cisco (VSS) npeactasnset BupTyanbHas kommyTaumoHHas cuctema Cisco (VSS) nogaepxusaeTtcs Ha
co60W KNacTePHY TEXHONOTUIO AN PaboTbl ABYX KOMMYTaTOPOB KommyTaTopax Cisco Catalyst cepuit 4500-X/4500E/6500/6800.

Cisco Catalyst kak 04HOro BUPTyanbHOro NOrMUeckoro KoMmyTaTopa.

(DyHKLlVIOHaI'IbeIe BO3MOXHOCTWU KOMMYTATOPOB, Kak NMTOCKOCTU AaHHbIX, TakK

VM MaTpuua KOMMyTaluuu, BXOAALWMKE B knacTep, 6yayT PyHKUMOHUPOBATb C

npouseoauTenbHocTbio 100 %. YTo nossonseT goctuub Ao 200% ysennueHus

NPOM3BOANTENbHOCTHN KNacTepa B CPaBHEHUN C OTAEbHbIMW KOMMYTaTOpaMu.

J

B AononHeHune K yl'IyHLLIeHHOVI nPOn3BOAUTENbHOCTU AaHHAaaA TeEXHONOrna (

npefgnaraet cneaylowne npemmyllecTsa: Norvnueckunit obpas
Duanyeckas KOHMUrypaumns

e MpocTaga Tononorus (ceTb ¢ 6€CKONbLUEBON TONonornen 6e3
HeobxogumocTn B STP).

Mockonbky ABa hU3nUYECKOro KOMMyTaTOpa paboTaloT Kak OAUH NOrMUECKuit
KOMMYTaTOp, HET HEOH6XOAMMOCTM B NPOTOKONE PE3EPBUPOBAHNS MEXAY
(HU3NUECKUMMU KOMMYTaTOPaMu, HanpuMep, Takom kak STP.

e OpaunH aK3eMnnsp NNOCKOCTH ynpaBneHusa

BTopoit husnueckuint kommyTaTop 6yaeT npogomkaTtb paboTaTb B Cnyyae,
KOrfa ofijuH U3 PU3NUYECKNX KOMMYTaTOPOB Bbilen u3 cTpos. MNepeboes B
ob6cnyXuMBaHuUM He byaeT 6narofgaps aBTOMaTUUECKOM CUHXPOHU3aLUNUN BCEX
MPOTOKONOB NMOCKOCTU YyNpPaBneHUs MeXay OCHOBHbIM U pe3epBHbIM MOAYNeEM [lBa duanyecknx KommyTaTopa paboTaioT
Supervisor Engine. Kak OfiMH NOrNUYecKkuin KoMMyTaTop.

MHdopmaums o0 CoCTosHuK,
BK/IOYatoLLas TabnuLly MapLipyTU3aumm
® YnpaBnsemocTb ceTu 11 yNpaBneHns KoHdurypaumei
TpyaosaTpaTbl CETEBOro agMMHUCTPaTOpa CoKpallalTCcs, Tak Kak OT Hero/Hee OCYLLECTBNACTCA C NMOMOLLbIO OAHOTO

TpebyeTcs TONbKO HACTPOMKA U yNpaBneHWe OfHOro NOrMueckoro KoMmyTaTopa MO Cisco I0S 1 ogHoro aina KOH(DMpraL[MM_)
BMECTO BYX (PUBNUECKMX.
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KommyTaTto

MogynbHble koMMyTaTopbl L3
KOMMYyTaTopbl obecneunsatoT

Ha YPOBHe sifpa, 06ecneunBas MHTErPaLMIo PasnuUHbIX CETEBbIX CEPBUCOB, BKNOUAs yCnyru 6eCrnpoBOAHOM
CBA3K M 6e30MacHOCTH, a TakXKe U HeNPeB3OMAEHHbIN YPOBEHDb 3aLUMTbl UHBECTULUIA.

m OCHOBHble CBOWCTBaA:

e OcHaueHbl MO Cisco 10S (C noaaepxkont IP Base/IP Services/Advanced IP Services/ Advanced

Enterprise Services)
MopaepxusatoT Cisco VSS

MopaepxuBatoT pasnuuHble C

ASA, v ap.). CepeuCHble MOAY/M He MOAAEPKUBaOTCA COBMECTHO ¢ SUP6T.

MopnepxumsatoT Cisco TrustSec (MACsec/SGT/SGACL)
KommyTaumoHHas cnoco6HocTb fo 2,08 Téut/c
LLnpwuHa nonocobl go 80 Méut/c Ha cnoT
MpoussoauTenbHOCTb Ans npoTokona IPv4 no 780M nakeTos/cek (WS-C6513-E)
MpownssoauTenbHOCTL Ans npotokona IPv6 go 390M nakeToB/cek

pbl Cisco Catalyst Cepuun 6500

YPOBHS NpepacTasneHbl Habopom waccu ¢ 3/4/6/7/13-cnotamu. ITu
Beayuwyr B OTpacnm Npon3BoamnTENbHOCTb C BO3MOXXHOCTbIO pa3BepTbiBaHUA

(KommyTaumoHHas cnocobHocTb Ao 4 TeuT/c)

(WS-C6513-E)
epsicHbie Mogynu (CeparcHbIA MOAyNb 6ECNPOBOAHOM CeTH, CEPBUCHDBIA MOAY b

m laccu pna Cisco Catalyst 6500
Makc.kon-Bo nopToB (BMecTe ¢ MMHENHbIMKU KapTamu) o
Pe3epeunposaH. JI0TbI ANns
IPv4 M 5 YctaHoska
ApTukyn ERID i Supervisor 6nokos °
v MpouasopuTensHocTb SuEpnzri\:::or HMKHaT)T::TIe Engine GE SFP gll::gi 10GE=I} S)l(:%/+ Sgglé nuTaHua S
WS-C6503-E 150 Mpps 1 1 1 . 96 96 64 32 32 8/16 2 4 RU
WS-C6504-E 210 Mpps 1 1 2 o 144 144 96 64 64 12/24 2 5RU
WS-C6506-E 330 Mpps 1 1 4 . 240 240 160 80 80 20/40 2 12RU
WS-C6509-E 510 Mpps 1 1 7 ° 384 384 256 128 128 32/64 2 15 RU
WS-C6509-V-E 510 Mpps 1 1 7 . 384 384 256 128 128 32/64 2 21RU
WS-C6513-E 720 Mpps 2 = 11 ° 528 528 352 176 176 44/88 2 20 RU
m Mogynb Supervisor Engine gna Cisco Catalyst 6500
Komyrau. | OcHaweHn | OcHawen f
ApTukyn MSFC MaructpanbHbie NopTbl Cisco I10S Pva PV NetFlow

VS-S2T-10G
VS-S2T-10G-XL
C6800-SUP6ET
C6800-SUP6T-XL

2.08 Téut/c PFC4 MSFC5 3x 1GSFP | 2x10G X2 IP Base 512K per PFC4/4XL
2.08 Téut/c| PFC4XL MSFC5 3x 1G SFP | 2x10G X2 IP Base 512K 1024K per PFC4/4XL
6 TéuT/c PFC4 MSFC6 8 x 1G/10G SFP+ | 2x40G QSFP | IP Services 128K 512K per PFC4/4XL

6 TéeuT/c PFC4XL MSFC6 8 x 1G/10G SFP+ | 2x40G QSFP | IP Services 512K 1024K per PFC4/4XL

® /luHelHble KapTbl Ans KoOMMyTaTopoB cepuii Catalyst 6500 u Cisco Catalyst 6807-XL

A Dlvpi
WS-X6824-SFP-2T WS-X6824-SFP-2TXL 20 Iéut/c - 24 - - - - - -
WS-X6848-TX-2T WS-X6848-TX-2TXL 40 I'éut/c 48 = = = = = = =
C6800-48P-TX C6800-48P-TX-XL 40 I'éut/c 48 - - - - - - -
WS-X6848-SFP-2T WS-X6848-SFP-2TXL 40 I'éut/c = 48 = = = = = =
C6800-48P-SFP C6800-48P-SFP-XL 40 Iéut/c - 48 - - - - - -
WS-X6816-10T-2T WS-X6816-10T-2TXL 40 I'éut/c = = = 16 = = = °
WS-X6816-10G-2T WS-X6816-10G-2TXL 40 reut/c - - - - 1672 - - °
C6800-8P10G C6800-8P10G-XL 80 éut/c = = 8 = - 2 ° °
C6800-16P10G C6800-16P10G-XL 80 éut/c - - 16 - - 4 ) °
C6800-32P10G C6800-32P10G-XL 80 réut/c" = = 32 = - 8™ ° °
WS-X6908-10G-2T WS-X6908-10G-2TXL 80 éut/c - - - - 8% ° °
WS-X6904-40G-2T WS-X6904-40G-2TXL 80 Iéut/c = = = = 16" 4 ° °

m bnoku nutanus agns Cisco Catalyst 6500

ApTukyn

PWR-1400-AC™
PWR-2700-AC/4
WS-CAC-3000W
WS-CAC-6000W
WS-CAC-8700W-E
PWR-2700-DC/4
WS-CDC-2500W
PWR-4000-DC
PWR-6000-DC

MoWHoCT>
AC 1 1400 W ° - - - - -
AC 1 2700 W = . = = = =
AC 1 3000 W - - ° ° ° o
AC 2 6000 W = = [} ° [} [}
AC 3 8700 W - - . o o °
DC 2 2700 W = ° = = = =
DC 2 2500 W - - ° ° ° °
DC 3 4000 W = = o o [} °
DC 4 6000 W - - ° ° ° o

| | Monynm oxnaxpgeHua onga
WS-C6503-E-FAN
FAN-MOD-4HS=
WS-C6506-E-FAN

Cisco Catalyst 6500

Mogynb oxnaxnaenns ans WS-C6503-E WS-C6509-E-FAN Mopgynb oxnaxgeHus gns WS-C6509-E
Mopynb oxnaxaenus ans WS-C6504-E WS-C6509-V-E-FAN Mopgynb oxnaxpgenust ans WS-C6509-V-E
Mogynb oxnaxnenns ans WS-C6506-E WS-C6513-E-FAN= Mopgynb oxnaxpeHus ans WS-C6513-E

m KomnnekTbl Cisco Catalyst 6500

ApTukyn

VS-C6503E-SUP2T
VS-C6504E-SUP2T
VS-C6506E-SUP2T
VS-C6506E-S2T-6816
VS-C6506E-S2T-6904
VS-C6509E-SUP2T
VS-C6509E-S2T-6816
VS-C6509E-S2T-6904
VS-C6509VE-SUP2T
VS-C6513E-SUP2T

Komnnekt

Llaccu Mogynb Supervisor Engine IMHeiHble KapTbl Mopgynu oxnaxaeHus Cisco 10S
WS-C6503-E VS-S2T-10G - WS-C6503-E-FAN IP Services
WS-C6504-E VS-S2T-10G = FAN-MOD-4HS IP Services
WS-C6506-E VS-S2T-10G - WS-C6506-E-FAN IP Services
WS-C6506-E VS-S2T-10G WS-X6816-10G-2T x 2 WS-C6506-E-FAN IP Services
WS-C6506-E VS-S2T-10G WS-X6904-40G-2T x 2 WS-C6506-E-FAN IP Services
WS-C6509-E VS-S2T-10G = WS-C6509-E-FAN IP Services
WS-C6509-E VS-S2T-10G WS-X6816-10G-2T x 2 WS-C6509-E-FAN IP Services
WS-C6509-E VS-S2T-10G WS-X6904-40G-2T x 2 WS-C6509-E-FAN IP Services

WS-C6509-V-E VS-S2T-10G - WS-C6509-V-E-FAN IP Services
WS-C6513-E VS-S2T-10G = WS-C6513-E-FAN IP Services

*1 Cisco Catalyst 6807-XL nopaepxusaet 160 I6ut/c. *2 TpebyeTca npeobpasosatens SFP+ (CVR-X2-SFP10G) ans yctaHosku Mogyns SFP+.
*3 Mogynb X2 He nogaepxwveaeTcs. Mpeobpasosatens Four X SFP+ (CVR-CFP-4SFP10G) TpebyeTcs ans ycTaHoBKM Mogynst SFP+.
*4 TpebyeTcsa aKTWBHbI ONTUUECKMIA Kabenb Ans OKOHeuHol passoakn QSFP (QSFP-4X10G-AOCxM) ans yctaHoekv Moayns QSFP. *5 TpebyeTca Moaynb nogaun nutaHns (PEM-20A-AC+).
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KommyTtaTopbl Cisco Catalyst cepuun 6800

KommyTaTopbl L3, onTumnanposaHrHblie ana 10/40/100 F6uT Ethernet. NnHelika npoAyKToB BKNtOUaeT B cebs KOMMyTaTOpb!
c chukcmposaHHOM koHurypaumein Cisco Catalyst cepuit 6840-X/6880-X, mogynbHble kommyTaTopbl Cisco Catalyst cepun
6807-XL, n kommyTaTopbl Cisco Catalyst cepun 6800ia, paspaboTaHHble ans PeweHus Cisco Catalyst Instant Access.

m OCHOBHble 0COBEHHOCTH:

OcHauyeHbl Cisco 10S (C nogaepskon IP Base/IP Services/Advanced IP Services/ Advanced Enterprise Services)
MopnepxumsatoT Cisco VSS (C6807-XL MMeroT KOMMYTaUMOHHYH CMOCOB6HOCTb Ao 22.8 Téut/c)
MNoppepxusatoT Cisco TrustSec (MACsec/SGT/SGACL)

KoMMyTaunoHHas cnocobHocTb go 11,4 Téut/c (C6807-XL)

LLinpuHa nonocbl oo 880 M6uT/c Ha cnoT (C6807-XL)

MpoussoanTenbHoCTb Ans npotokona IPv4 no 300M naketos/cek (C6880-X)

Mpoun3BoanTeNnbHOCTL Ans npoTokona IPve go 150 M naketos/cek (C6880-X) —
OcHalyeHbl 2 marucTpanbHbimm noptamu 40 Gigabit QSFP ﬁﬁgﬁﬁ
(C6824-X-LE-40G/C6840-X-LE-40G)

*1

LWaccu gns Cisco Catalyst 6840-X

KommyTau.

Unicast.L3-wapupyro Crorsi ans
B P BPUIRY & YcTtaHoBka

ApTukyn SFP/ SFP/ NetFlow 610KoB 0
pTHKy Cnoco6HOCTb IPV4 A— B CTOMKY
C6816-X-LE 80 réut/c - 16 47 IP Services 256K 128K | 512K 2 2RU
C6832-X-LE 160 réut/c| 32 - 32 8"” IP Services 256K 128K | 1024K 2 2RU
C6824-X-LE-40G 160 réut/c 24 2 24 +87 2+6° |IP Services 256K 128K | 1024K 2 2RU
C6840-X-LE-40G 240T6ut/c| 40 2 40 + 82 2 +10° |IP Services 256K 128K | 1536K 2 2 RU

m Bnoku nutanus ans Cisco Catalyst 6840-X

C6840-X-750W-AC Bnok nutanns 750 BT AC
C6840-X-1100W-AC Brnok nutanust 1100 BT AC
C6840-X-750W-DC Bnok nutaHus 750 Bt DC
C6840-X-1100W-DC Brnok nutanvs 1100 BT DC

m Uaccu ans Cisco Catalyst 6880-X

Cnotbl ans Make. kon-Bo noptos . i - Cnotbl anst

o KomyTau. | (Bkniouasi nopToBble KapTbi) cast L3-mapLupyTel & YcTaHoBKa B

ApTuKyn MOPTOBbIX NetFlow 6nokoB ’
eMKOCTb *3 CTOMNKY

KapT nUTaHua

C6880-X-LE 2 Téut/c IP Services 128K 512K
C6880-X 4 2 Téut/c 80 20 IP Services 2048K 1024K 512K 2

4.85 RU

m [lopToBas kapTa ansa Cisco Catalyst 6880-X

SFP/SFP+ 3aperucTp. L3-MapiupyThl | MHoroagpecHbiit MapLipyT

C6880-X-LE-16P10G 80 réut/c 16 256K 128K 128K 128K
C6880-X-16P10G 80 r'éut/c 2048K 1024K 128K 128K

C6880-X-LE C6880-X
° -

m brnoku nutanus gns Cisco Catalyst 6880-X ® Mogynb oxnaxpgenusi ans Cisco Catalyst 6880-X

C6880-X-3KW-AC Bnok nutaHua 3000 BT AC C6880-X-FAN ‘ Mopynb oxnaxpeHwust ans Cisco Catalyst 6880-X
C6880-X-3KW-DC Bnok nutanus 3000 BT DC

m llaccu gns Cisco Catalyst cepun 6807-XL

CJ'IOTbI Makc. Kon-Bo NopToB (BKMoUasi MMHeRHbIE KapTbl) CroTbl ansi
ApTukyn Mopynb JTnHeHble X2/ 610K0B VEHEIE €
Supervisor SFP/SFP+ 10GB-T CFP/QSFP CTOMNKY
Engine Kaprl SFP+ nuTaHus
C6807-XL 2 160 | 80 | 80 | 20/40 | 4 | 10RU

® Mogynb Supervisor Engine gna Cisco Catalyst 6807-XL
OcHolueH

3aperucTp. L3-mapLipyTbl

VS-S2T-10G 2.08 Téut/c| PFC4 MSFC5 3x1G SFP | 2x10G X2 IP Base 256K 128K 512K per PFC4/4XL
VS-S2T-10G-XL 2.08 Teut/c| PFC4AXL MSFC5 3x 1G SFP | 2x10G X2 IP Base 1024K 512K 1024K per PFC4/4XL
C6800-SUP6T 6 Téut/c PFC4 MSFC6 8 x 1G/10G SFP+ | 2x40G QSFP | IP Services 256K 128K 512K per PFC4/4XL
C6800-SUP6T-XL 6 Téut/c PFCA4XL MSFC6 8 x 1G/10G SFP+ | 2x40G QSFP | IP Services | 1024K 512K 1024K per PFC4/4XL
m Bnok nutanus ana Cisco Catalyst cepum 6807 -XL m Mogynb oxnaxpaenus ana Cisco Catalyst cepun 6807-XL
C6800-XL-3KW-AC \ 3000 BT AC Bnok nuTanus C6807-XL-FAN \ Mopnynb oxnaxgeHnus anst Cisco Catalyst 6807-XL
m KomnnekTbl Cisco Catalyst 6807-XL
ApTHKYA Komnnekr
(PSS Supervisor Engine Mogaynb oxnaxaeHus Cisco I0S

C6807-XL-S2T-BUN C6807-XL VS-S2T-10G C6800-XL-3KW-AC x 2 C6807-XL-FAN IP Services
C6807-XL-S6T-BUN C6807-XL C6800-SUP6T C6800-XL-3KW-AC x 2 C6807-XL-FAN IP Services

m Cisco Catalyst cepvm 6800ia

Downlmks CISCO POE I'IOprI VcTaHoBKa
ApTHKyn SFP / PoE + | UPOE | [utaHue P::s?_mzﬂf‘:' RPS B CTOMK
SFP + 7. 7 BT 15 4 BT 30BT | 60BT ‘

C6800IA-48TD - Fixed AC - ° ° TRU
C6800IA-48FPD 48 - o 48 48 24 - Fixed AC - [} o 1TRU
C6800IA-48FPDR 48 2 - [ 48 48 24 - 1025 BT AC LN [ ° 1TRU

*1 Cisco Catalyst cepuu 6840-X/6880-X nogaepkusaet Cisco IOS IP Services/Advanced Enterprise Services. *2 Tpe6yeTcs kabenb [ns OKOHEUHOM Pa3BOAKM C NpsiMbiM nogkntoueHuem SFP+ (QSFP-4SFP10G-CUXM,
QSFP-4x10G-ACXM) unu akTUBHbI ONTUUECKMIA kabernb AN OKOHeuHol passoakn SFP+ (QSFP-4X10G-AOCxM) ana yctaHoeku Moayns SFP/SFP+.*3 Mpeo6pasosatens QSFP (CVR-4SFP10G-QSFP) TpebyeTcs
Ans ycTaHoBku Moayns QSFP. *4 WHTerpupoBaH ¢ LeHTpanbHbiM KOMMyTaTopoM Instant Access.*5  Tpe6yeTtcs Mogynb nuTtaHus ans C6800IA-48FPDR (PWR-C2-1025WAC).
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PyKkoBofACTBO NO nepexoay OT CTapbiX Mofenen K HOBbIM,
kommyTaTopbl Cisco Catalyst cepuin 4500/6500/6800

m lllaccum gna Cisco Catalyst 4500 m Laccu gna Cisco Catalyst 6500/6800
WS-C4503" WS-C4503-E WS-C6503"" C6807-XL
WS-C4506" WS-C4506-E WS-C6506™"° C6807-XL
WS-C4507R-E? WS-C4507R+E WS-C6509" C6807-XL
WS-C4510R-E™ WS-C4510R+E WS-C6509-NEB™™* WS-C6509-V-E

WS-C6509-NEB-A"" WS-C6509-V-E
m Mopynb Supervisor Engine ansi Cisco Catalyst 4500 WS-C6513°16 WS-C6513-E

m Mopynb Supervisor Engine gna Cisco Catalyst 6500/6800

WS-X45-SUP7L-E CoBpeMeHHble Mofenu CoBpeMeHHble Mofen
WS-X4516-10GE"™ WS-X45-SUPSL-E YcTapesiume mogenn (PFC4) (PFCAXL)
WS-X45-SUP7-E
WS-X45-SUP8-E 7 VS-S2T-10G or VS-S2T-10G-XL or
WS-SUP32-GE-38 C6800-SUP6ET C6800-SUP6T-XL
e 5 WS-X45-SUP7L-E
WS-X45-SUPEL-E WS-X45-SUP8L-E WS-SUP32-10GE-| VS-S2T-10G or VS-S2T-10G-XL or
3B™ C6800-SUP6T C6800-SUP6T-XL
e 6 WS-X45-SUP7-E
WS-X45-SUP6-E WS-X45-SUP8-E WS-SUP720-3B"® VS-S2T-10G or VS-S2T-10G-XL or
C6800-SUP6T C6800-SUP6T-XL
. VS-S2T-10G-XL or
m NuHerttbie kapTol gnst Cisco Catalyst 4500 WS-SUP720-3BXL™® | - C6800-SUPET-XL
YcTapesLuve Mofaenu CoBpeMeHHble Mogenu VS-S720-106-3C" VS-S2T-10G or VS-S2T-10G-XL or
C6800-SUP6T C6800-SUP6T-XL

WS-X4648-RJ45-E

- - "7
WS-X4148-RJ WS-X4748-RJ45-E

VS-S2T-10G-XL or

- - - 19 -
VS-5720-10G-3CXL COB00-SUPBT-XL

WS-X4648-RJ45V+E

- WS-X4748-RJ45V+E
WS-X4248-RJ45V® WS-X4748-UPOE+E m JluHeiHble kapTbl Ana Cisco Catalyst 6500/6800

WS-X4748-12X48U+E
YcTapesLume mogenu CoBpeMmeHHble Mogenu CoBpeMmeHHble Mofenu
WS-X4612-SFP-E (PFCAXL) (PFC4) (PFCAXL)

WS-X4624-SFP-E

WS-X4306-GB™ WS-X4712-SFP-E WS-X6148-FE-SFP™ WS-X6848-SFP-2T WS-X6848-SFP-2TXL
WS-X4724-SFP-E C6800-48P-SFP C6800-48P-SFP
WS-X4748-SFP-E y

S 8-S WS-X6148A-GE-TX'?' WS-X6848-TX-2T WS-X6848-TX-2TXL
wgﬁjg;izgiﬁzg WS-X6548-GE-TX?° WS-X6848-TX-2T WS-X6848-TX-2TXL
i QR0 R o n .

WA wi-ﬁ;ﬁéiﬁf WS-X6516A-GBIC® WS-X6824-SFP-2T WS-X6824-SFP-2TXL
WS-X4748-SFP-E WS-X6724-SFP" WS-X6824-SFP-2T WS-X6824-SFP-2TXL
wg'i‘iﬁ“:ﬁj“x*g WS-X6748-GE-TX C6800-48P-TX C6800-48P-TX-XL

-X4748-RJ45V+
WS-X4748-UPOE+E . _ _SFp- . _SFp-
WS-Xa7as- UPOE WS-X6748-SFP? WS-X6848-SFP-2T WS-X6848-SFP-2TXL

WS-X4506-GB-T" WS-xd612-SFP-E C6800-48P-SFP C6800-48P-SFP
WS-X4712-SFP-E WS-X6716-10T-3C™"° - -

WS-X4724-SFP-E :
WS-X4748-SFP-E WS-X6716-10T-3CXL™ | - -

WS-X4648-RJ45-E WS-X6716-10G-3C""° WS-X6816-10G-2T _

- - - 4
WS-X4548-GB-RJ45 WS-X4748-RJ4A5-E C6800-16P10G

WS-X4648-RJ45V+E WS-X6816-10G-2TXL

WS-X6716-10G-3CXL™ | -

~ AR 11 WS-X4748-RJA5V+E C6800-16P10G-XL
WS-X4524-GB-RJ45V WS-X4748-UPOE+E .
WS-X4748-12X48U+E WS-X6708-10G-3C™* C6800-8P10G =
WS-X4648-RJ45V+E WS-X6708-10G-3CXL'? | - C6800-16P10G-XL

WS-X4748-RJ45V+E
WS-X4748-UPOE+E
WS-X4748-12X48U+E

WS-X4548-GB-RJ45V"™ WS-X6908-10G-2T # C6800-8P10G -

WS-X6908-10G-2TXL™? | - C6800-16P10G-XL
WS-X4648-RJ45V+E
" C6800-16P10G
~ B 2 WS-X4748-RJ4EV+E WS-X6904-40G-2T % _ =
WS-X4548-RJ45V+ WS-X4748-UPOEE C6800-32P10G
WS-X4748-12X48U+E C6800-16P10G-XL

WS-X6904-40G-2TXL™?* | -
WS-X4648-RJ45V+E C6800-32P10G-XL

~ ~ e WS-X4748-RJ45V+E WS-X6816-10T-2T"22 = -
WS-X4648-RJ45V-E WS-X4748-UPOE+E
WS-X4748-12X48U+E WS-X6816-10T-2TXL? | - -

*1 CM. aHoHc EOL6869 Ha cisco.com. *2 CM. aHoHc EOL8168 Ha cisco.com. *4 Cm. aHoHc EOL8162 Ha cisco.com. *5 CM. aHoHc EOL9604 Ha cisco.com. *6 CM. aHoHc EOL8975 Ha cisco.com.

*7 Cm. aHoHc EOL9420 Ha cisco.com. *8 Cm. aHoHc EOL9424 Ha cisco.com. *9 Cm. aHoHc EOL8969 Ha cisco.com. *10 Cwm. aHoHc EOL7380 Ha cisco.com. *11 Cwm. aHoHc EOL6879 Ha cisco.com.
*12 Cm. aHoHc EOL9426 Ha t cisco.com. *13 Cm. aHoHc EOL3037 Ha cisco.com. * CM. aHoHc EOL6564 Ha cisco.com. *15 Cwm. aHoHc EOL6720 at cisco.com. *16  Cwm. aHoHc EOL8193 Ha cisco.com.
*17 Cm. aHoHc EOL7769 Ha cisco.com. *18 Cm. aHoHc EOL8147 Ha cisco.com.*19 Cm. aHoHc EOL9892 Ha cisco.com. *20 Cm. aHoHc EOL7770 at cisco.com. *21 Cm. aHoHc EOL9058 Ha cisco.com.
*22 Cm. aHoHc EOL10550 Ha cisco.com.




MoaynuuBcnomMmorartesnbHble YyCTPOUCTBA

m CucTema pesepsHoro nutanusa Cisco Redundant Power System (RPS) 2300

CoBmecTUMble cepumn

| Coswecrmwiecsom |
oo oo s e s
- - - - - - - - PSS

PWR-RPS2300 LWacew Cisco RPS 2300

C3K-PWR-750WAC Brok nutanms 750 W AC ans Cisco RPS 2300
CAB-RPS2300= 3anacHoit kabenb 14-pin RPS gnsa Cisco RPS 2300

CAB-RPS2300-E= 3anacHoi kabenb 22-pin RPS ansa Cisco RPS 2300

[
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® Mopgynu TpaHcusepos Cisco

T coecriecapm |
[ ] [ ) [ ] [ [ ] [ ) [ ) - [ ] [ )

CoBmecTuMblE cepum

GLC-GE-100FX 100BASE-FX SFP Mogynb

GLC-T T000BASE-T SFP Mopgynb = = ° ° ° ° ° ° ° °
GLC-SX-MMD 1000BASE-SX SFP Mogynb (DOM) ° ° ° ° ° ° ° ° ° °
GLC-LH-SMD 1000BASE-LX SFP Moaynb (DOM) ° ° ° ° ° ° ° ° ° °
GLC-BX-D 1000BASE-BX SFP Mogynb (1490 nm) ° ° ° ° ° ° ° ° ° °
GLC-BX-U 1000BASE-BX SFP Mogynb (1310 nm) ° ° o o ° 3 ° ° ° °
GLC-EX-SMD 1000BASE-EX SFP Moaynb ° ° - ° ° ° ° ° ° °
GLC-ZX-SMD 1000BASE-ZX SFP Mopgynb . o [} o ° [} o o o o
SFP-10G-SR 10GBASE-SR SFP+ Mogynb - ° - ° ° ° ° ° ° °
SFP-10G-LR 10GBASE-LR SFP+ Mogynb = ° = ° ° ° ° ° ° °
SFP-10G-LRM T0GBASE-LRM SFP Mopynb - ° - ° ° ° ° ° ° °
SFP-10G-ER 10GBASE-ER SFP+ Mogynb = ° = ° ° ° ° ° ° °
X2-10GB-CX4 10GBASE-CX4 X2 Mogynb - - - - - - ° - . o
X2-10GB-LRM 10GBASE-LRM X2 Mopgynb - - - - - - . - . [
X2-10GB-SR 1T0GBASE-SR X2 Moaynb - - - - - - ° - ° [
X2-10GB-LR 10GBASE-LR X2 Mogynb = = - = = = [ = ° [
X2-10GB-ER 10GBASE-ER X2 Mogaynb - - - - - - ° - ° o
X2-10GB-ZR 10GBASE-ZR X2 Mopgynb = = - - - - . - . [
CVR-X2-SFP TwinGig npeobpasosaTenb gns Mogyns X2 - - - - - - o - - -
CVR-X2-SFP10G SFP+ npeo6pasoBatent ans Mogyns X2 = = = = = = ° = ° o
CFP-40G-SR4 40GBASE-SR4 CFP Mopynb - - - - - - - - ° o
CFP-40G-LR4 40GBASE-LR4 CFP Moaynb - - - - - - - - . [
CVR-CFP-4SFP10G E('J:L;rx SFP+ npeo6bpasoBaTtenb ans Momyns _ B _ B B B _ B . o
CVR-QSFP-SFP10G ;SJ;ELSFM npeobpasoBatenb Ana Moayns _ _ _ _ _ _ _ _ A o
CVR-4SFP10G-QSFP QSFP npeo6pasoeatenb ans mogyns SFP+ - - - - - ° ° ° ° ®°

*1 Mogenb LAN Lite He nogaepxxusaeT cTekupoBanue. *2 Mogens IP Lite He nogaepxwuBaeTcs. *3 Cisco Catalyst 6880 u Cisco Catalyst 6807-XL He nogaepxuvsatoTcs.
*4 Cisco Catalyst cepumn 6880-X u Cisco Catalyst cepun 6800ia He nogaepxwusatotcs. *5 Cisco Catalyst 6800ia He nogaepXxvBaeTcs.

KommyTtaTopbl Cisco Catalyst nogaepxxusatoT cnefytolwme TUnNb NOpTOB
pna knueHTckux (Downlink)  marnctpanbHbix (Uplink) noaknioueHui
e Fast Ethernet nopT (FE)

e Gigabit Ethernet nopT (GE)

e Multigigabit Ethernet nopt (mGig)

© SFP (SFP)

o Kom6uHuposaHHbiit nopT (GE/SFP)

© 10GBASE-T nopT (10GB-T)

o CnoT X2 (X2)

o Cnot SFP+ (SFP/SFP+)

e CnoTt CFP (CFP)

e Cnot QSFP (QSFP)

CokpalleHns, 3akNtoUeHHble B CKOHKK, ABNAIOTCA
o6weynoTpebuTenbHbIMM TEPMUHAMM U UCMONBbIYIOTCS B pamMKkax
naHHoro katanora. KoOM6UMHMPOBaAHHbLIM NOPT - 3TO UHTepdeic,
nognepXxuBatolWmnii eauHoBpeMeHHo nn6o GE, nu6o SFP nogknioueHne
(akTMBUPYETCSA HE3aBMUCUMMO). AHanornuHo, cnoTel SFP+ MapkupytoTcs,
kak SFP/SFP+ B cBA3M C oOgHOBpEeMeHHOM nogaep»xxkon SFP. SFP/SFP+
MOAYNM MOryT 6bITb ycTaHOBNEHbl B cnoThl X2, CFP nnn QSFP, ncnonbays
cneuunanbHbli KOHBePTEP. B 6oNbWMHCTBE CNyyaeB KONMMUECTBO U TUN
MHTepdencoB KaX[oro NnpoayKTa MOXeT 6biTb ONpeAeneHo M3 apTukyna
faHHOro npoAaykTa

® Tunbl MOPTOB, NOAAEPXKUBAEMble (PUKCUPOBAHHBIMW MOLENAMM
kommyTaTopos Cisco Catalyst

® MarucTpanbbie noptbl (Uplink)
- nopr Gigabit Ethernet port (GE)

- cnot SFP module slot (SFP)

- Kom6uHMpoBaHHbIi nopT (GE/SFP)
- MopT 10GBASE-T (10 GB-T)

- Cnot SFP+ (SFP/SFP+)

- Cnot QSFP (QSFP)

e Knuentckue noptel (Downlink) ———
- Moprt Fast Ethernet (FE)

- MoprT Gigabit Ethernet (GE)

- MopT Multigigabit Ethernet (mGig)

- Cnot SFP (SFP)

- Cnot SFP+ (SFP/SFP+)
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becnpoBoaHOW OOCTYM

Toukn 6ecnpoBogHoro goctyna / KoHTponnepobl

HoBble Touku poctyna 802.11ac Wave 2 Cisco Aironet

Cisco Aironet 2800/3800 - Hosble Toukun gocTyna Cisco ctaHagapTa |IEEE 802.11ac
Wave 2, npegHa3HauyeHHble 4na cO3AaHMa COBPEMEHHbIX 6E€CNPOBOAHbBIX CETEWN
KOPMOPaTMBHOIO Kacca C BbICOKOW NNOTHOCTbIO. bnarogaps BO3MOXHOCTAM
cTtaHpapta 11ac Wave 2 Toukun gocTtyna Cisco cepun Aironet 2800/3800
obecneunBaloT CKOPOCTb Nepefaun gaHHbix 4o 2,6 Néut/c Havactote 5Ty, a
Tak>Xe No3BONAKT 3aHeVICTBOBaTb OOQHOBPEMEHHO ABa NpuemMo-nepenaTunka,
paboTatoLmx Ha yacToTe 5 ITL B 0AHOM TOUKe AOCTYNa C CYMMapHOW CKOPOCTbIO A0 5,2
[6uT/c, TeMm cambiM 06ecneunBas HEO6XOAUMYIO YHUBEPCANbHOCTb ANs ceTel
npeonpuaTuaun ceTten onepaTopa CBA3M M MPEBOCXOOA OXXUAaHUSA nonb3oBaTenew
6eCcnpoBOJHON CETU B YaCTU NPOU3BOAUTENBHOCTH U KauecTBa 6eCnpOBOAHBIX

ycnyr.

u MU-MIMO

Co ctanpgapTtom TInu Tlac Wave 1, ycTpoicTBO MOXeT nepefaBaTb OfHOBPEMEHHO
HEeCKONbKO NPOCTPAHCTBEHHbIX MOTOKOB , HO MPU 3TOM TakKue NOTOKM 6yayT
HanpaBneHbl TONbKO Ha 0AuH agpec. Ans UHAMBMAYaNbHO anpecyembix (unicast)
MakeToB TOMbKO OQHO YCTPOMCTBO (MU NMOMb30BaTENb) MOMyUaT AaHHbIE B KX AbA U3
MOMEHTOB BpEMEHMU.. Takas cxema u3BecTHa kak OAHONONb30BaTENbCKad cMCcTemMa
SU-MIMO unu Single-User MIMO (cO MHOXECTBEHHBIM BXOJOM U MHOXXECTBEHHbIM
BbIXOOM).

C nossnennem ctaHgapTa Tlac Wave 2 peanv3oBaHa HOBasi TEXHONOTUS -
MHO>eCTBeHHasi OjHoBpeMeHHas nepefava B pexvnme MIMO HeCKONbKUM KNIMEHTamu
(Multi-user MIMO i1 MU-MIMO). Ucnonbays 9Ty TEXHONOIMI0, TOUKa JOCcTyna
MOXET MCMOMb30BaTb CBOM @aHTEHHbI A5t NepeAaun AaHHbIX PasHbIM KNTMEHTaM
OAHOBPEMEHHO 1 B OHOM V1 TOM XX€ YaCTOTHOM 1anasoHe. TO Takxe NosbillaeT

3 PEKTUBHOCTb UCNONb30BaHNSA PafMoYacTOThl, KOra KNMeHTCcKkne ycTponcTea
nogaepxueatoT ctaHaapT Tlac Wave 2.

Toukun gocTyna Cisco cepun Aironet 2800 13800 nogaepxusatoT 4 x 4 SU-MIMO unu
MU-MIMO ¢ Tpems NpoCTPaHCTBEHHbIMM MOTOKaMM U LWUMPUHOW KaHana Ao 160GHz Ha

vacTtoTe 51Ty,

m Link Aggregation n NBASE-T

MHorue KoMMyTaTopbl NOAAEPXKMUBAKOT NMPOMYCKHYI CNOCOBHOCTb KaHanos Ao 16uT/c.
OpHako, ¢ HOBbIMM TOUkaMu focTyna 1lac Wave 2, cyliecTByeT BEPOSITHOCTb,
UTO TPadMK TOUKM JOCTYNa MOXET NPEBLICUTL 1 M6UT/C. XOTS nonb3osaTenu
eLe TONMbKO NOAXOAAT K OCO3HAHMIO 3TOM Npobnemsl (TexHonorun MU-MIMO

1 6eCnpOBOAHBIE KNMEHTbI C MOAAEPXKKOM 4 MPOCTPAHCTBEHHbIX MOTOKOB 11

ac Wave 2 noka He Tak CUnbHO pacnpocTpaHeHbl), Cisco yxe peanusosana
TexHonoruto arperaumun kaHanoe (Link Aggregation) gns Touek goctyna Cisco
cepuit Aironet 1850, 2800 1 3800. Arperauns kKaHanoB - 3TO EAUHCTBEHHbIN
Cnoco6, NonyunTb 6onee BbICOKY MPOMYCKHYIO CMOCOBHOCTb ANS TOUKHM
[OCTyMa, KoTopas He MOAAEPXKUBAET MYNbTUTUraBUTHBIE TEXHONOTUK Taku1e, Kak
NBASE-T, peann3oBaHHble Ha Toukax gocTyna cepuun Aironet 3800 ¢ pexxumom
aBToOnNpeAeneHus «auto-negotiation» goctynHoi ckopocTun 100/11/2,5r/5r n

10réut/c Ethernet Ha ocHoBe kauecTBa U ANUHbI Kabens Ethernet, ucnonbdyemoro
MeXxAay KOMMyTaTOpPOM U TOUKOM AoCTyna.

= SU-MIMO

[laHHble B KaXXObli MOMEHT BPEMEHM
MOTYT HanpaBnaTbCA TOMbKO K OAHOMY
KNUEHTY. [pOCTPaHCTBEHHbBIE NOTOKM
OrpaH1yeHbl KONMUeCTBOM NPUEMHUKOB
= \ Ha ycTponcTee kKnneHTte. Kakne-nnbo
AOMNOMNHWUTENbHLIE paguonepeaaTunki B
TOUKax AOCTYyna He UCMonb3yTC ANs
hOpPMMPOBaHWS NOTOKa.

‘ =

= MU-MIMO

[aHHble MOryT 6bITb HanpaBreHbl K
pasHbIM KNUEHTaM B napanenbHbix
notokax 1+ 1,1+ 1+ 7Tunue
KOM6uHauum noToka 1 + 2.
Mcnonb3yeTcs 4ONONHUTENbHbIN
paguonepefaTumk Ha Touke goctyna
(aHTeHHa Tx) ans dhopMUpoBaHus
noToka.

W

PeweHue Cisco Mobility Express

Pewenwne Cisco Mobility Express Solution cneunanbHo pa3paboTaHo, YTo6b!
NMOMOYb KOMMAHUAM C HEGOMNbLUIOM CETEBOM MHAPACTPYKTYPON , BHICTPO U

3 heKkTUBHO 06ecneunTb CBOMM COTPYAHMUKAM U KNMeHTaM 6eCnpoBOAHbIN AOCTYN
KOpnopaTWBHOrO Knacca.

Pewenwne Cisco Mobility Express Solution siBnsieTcs pelieHnem Ans nokanbHom ceTu

Wi-Fi, koTopoe:

e O6napnaeT NPOCTHIM UHTEPGENCOM AN Pa3BEPTLIBAHUS CETU MEHEE, UEM
3a 10 MUHYT

® MpeanbHo nogxoauT Anst He6oNbWKUX U CPeaHNX 6EeCNPOBOAHbBIX CETEW,
mcnonb3yowmx o 25 Touek focTyna n o6cnyxusatowmnx oo 500 knmeHToB

e loppepxuBaeTcs Toukamu gocTtyna cepuit Cisco Aironet

3800/2800/1850/1830

® MoxeT ynpaBnaTb APYrMMM TOUKaMu gocTyna, Taknumm kak Cisco Aironet
1700/2700/3700.

s N

. R
[—
I Aironet 1700/2700/3700
3-1Wwaroast KoH(Wrypaummn 6ecnpoBOAHON ceTu AT
\. J \. J

B pewenumn Cisco Mobility Express ogHa Touka gocTyna (AP), BbinonHsaeT

ponb KoHTponnepa 6ecnposoaHoit ceTn Cisco Mobility Express u

HasHauaeTCs B KauecTBe OCHOBHOM ToukW gocTyna (Master AP).

[lpyrve Toukn pocTyna noAKNoYalTCs K OCHOBHOMW T[l B KauecTee
BcrnomoraTenbHbix. OCHOBHas Touka JocTyna paboTaeT B KauecTBe KOHTponnepa
6eCcrnpoBOAHON CeTU AN yNPaBNeHUs U KOHTPONS 3a BCMOMOraTebHbIM1
TOUKaMu JOCTYnNa, a Tak)xe paboTaeT B KaueCcTBE TOUKM AoCcTyna Ans
06CNyXnBaHNSA KNMEHTOB. BcnomoraTtenbHble TOUKM fOCTyna — paboTaoT

KaK 06blUHbIe «/IerKOBECHbIE» TOUKM JOCTYMa AN 06CNYXNBAHUS KIMEHTOB.

OcHOBHasi Touka BcnomoraTtenbHble TOUKK

poctyna [ocTyna paboTatoT Kak
paboTaeT Kak 06blUHbIE «IETKOBECHDbIEN
KOHTponnep TOUKM focTyna

6ecnpoBoaHOM ceTn

Aironet 1850/1830 4 -




Mouemy Cisco?

Hapge)xHoCTb u yCTOﬁuMBOCTb

Cisco 6bln1a 0QHOM U3 NEPBbIX KOMMaHWit, KOTopas NpeaBvMaena, UTo 6ecnpoBoaHas
ceTb WLAN, B KOHEUHOM UTOre, NGO MOMHOCTbIO 3aMEHNUT UK 3aAMET CPaBHUMYIO
nosuuuto ¢ NnpoBoaHo ceTbio LAN. OTOT nepexoga, B NepByto ouepenb, 06ycnosneH
BO3MOXHOCTbIO 06ecneyeHnss 6eCnpoBOAHON CETbIO BBICOKOCKOPOCTHbIX
noakntoueHunin. MpopykTbl Cisco ons 6ecnpoBOAHON CBA3M SBNAIOTCSA NyuLLen
peanusaumen ctangapTa IEEE 802.11 ac, npeacTaBneHHbIMU Ha PbiHKE, CO
CKOPOCTbtO Nepefaun AaHHblix 0o 2,6 Fémt/c.

OpHaKo OAHOW TONMbKO BbICOKOCKOPOCTHOM CBA3W HE JOCTaTOUHO, UTO6b
060CHOBaTb MCMONb30BaHNe 6€CNPOBOAHbLIX CETel B bu3Hece. B gononHeHune k
obecneyeHmnto BbICOKOrO YPOBHSA HAaAEXHOCTN 6€3 pUCKoB ANna 6€30NacHOCTY,
TaKWx Kak yTeuka MHopMaLumn 1 Kpaxka AaHHbIX, OUeHb BaXKHO, UTOGbI
6ecnposogHas ceTb WLAN umena He06X0aMMYH0 HaAeXXHOCTb U YCTOMUMBOCTD,

a TaKkxe 6bina He NoaBepXKeHa BAUAHUIO Takx hakTOPOB, Kak yXyaLleHne unm
nonHas noteps ceas3n. Komnaxusa Cisco 3a 6onee uem 15 net paspaboTtana
LUMPOKMIA HABOP TEXHONOrMUECKMX peLleHunit bnarogaps KOTopbiM, NpoaykThl Cisco
Ana 6ecnpoBOAHOM CBA3M 06ecneunBatoT becnpelefeHTHYIO CTabuNbHOCTb.

o CTtabunbHoCTb 3aknajbiBaeTCA Ha 3Tane NnpoeKTUPOBaHUs annapaTHoOM
nnaTopMbl, BKIIOUas UCMOMb30BaHMeE creynanbHo pa3paboTaHHbIX
MUKPOCXEM.

® YMeHblueHUe BNUAHUSA MHTepdepeHLMn qocTuraeTcs cneymanbHbiMm
TEXHONOrUAMU U MEXaHW3MaMW Ha OCHOBE MH(OPMALIMK O «TUMe,
«MECTOHaxX0XAEHUU», «Ananas3oHe BO3AENCTBUA» U «CTeNeHN BO3AeNCTBUAY
MCTOUHMUKA MOMEX.

e ABTOMaTuueckas KannbpoBKa BbiMOMNHAETCS B MECTaxX, FAe pyuHas
HacTpoikaHeaoCTynHa. B ManoBeposiTHOM cnyyae Bbixofa U3 cTpos
6ecnpoBOAHOM TOUKM AOCTYNa, ee PYyHKLUM aBTOMATUUECKM BO3bMET Ha
cebsicoceaHsan becnpoBofgHas Touka gocTyna.

e [loBbilleHa NPOM3BOANTENBHOCTb U CTAOUNBHOCTb KTIMEHTOB, MCMOMb3YIOLMX
npegbigywmne 6ecnposofxbie ctaHgapTol IEEE 802.11 a/g/n

e KnueHTbl nogaepxuBaioline ABa 6€CNPOBOAHbLIX AKana3oHa aBTOMaTUUeCKU
HanpaBsOTCS B HAMMEHEE 3arpy>KeHHbI M CBOGOJHbI OT NOMeX Ananas3oH
B5Ty.

® KomnaHua Cisco o6ecneunBaeT COBMECTUMOCTb CBOMX 6E€CNPOBOAHBIX
peLlleHninc MoaesbHbIM PSAOM CTOPOHHUX Pa3paBoTUNKOB NOCPEACTBOM
cepTtudumkaumm Wi-Fi Alliance, a Takxe cneynanu3mpoBaHHbIX MpOrpaMm
cepTuduKkaumm.

VHUKasibHbIA B CBOEM poge ypoBeHb Bu3yaansaumm

PapgnoBonHb HEBUANMDI, M 3TOT haKT YAaCTO MOXET Bbi3biBaTb HEYAOGCTBO ANs
agMuHuMcTpaTopoB 6ecnpoBoaHbix ceTesbix LAN. MNMoTeHumanbHble Npo6nemsl,
CBsI3aHHble C PaAno 3MPOM, BKIOUaOT: «CHUXKEHWE CKOPOCTU Nepefaun

[aHHbIX 6€3 Kakon-Nn60 BUAMMOMN NPUUKHBI”, «BO3ZHUMKHOBEHWE MHTEpPdepeHLMmn

1 MOMEX, BO3AENCTBMNE KOTOPbIX OLEHUTb CMTOXKHO WU HEBO3MOXHO » U T. A.
[MoaTomy BU3yanusauus coctossHusa 6ecnposofHbix cetert WLAN - ogHa us
Ba)XKHbIX TEHAEHLMI Ha CeroAHsILLIHMIA AeHb. Toukn 6ecnpoBofHOro ocTyna

Cisco Mcnonb3ytT cneumanbHblii BCTPOEHHbIM NPOLeccop Ans NOCTOSHHOrO
aHanusa paguo acupa. B oTnnume ot nporpaMmHbix peLleHuit, UCnonb3yembix B
npoAyKLUUM KOHKypeHToB, CisCo NO3BONSET C BICOKOM TOUHOCTbIO U AeTanunsauunein
BM3Yyann3npoBaTb MHTEHCUBHOCTb, TWUM, MECTOPACMoOnoxeHue, o6nacTb u
CTeneHb BANSHWUS UCTOUYHMKA NOMEX, OCHOBbBIBASCb Ha BbICOKOTOUHO annapaTHoOn
06paboTke. C NOMOLLbIO ITOWM TEXHOMOTUM TaKXE MOXET 6blTb BU3yanuampoBaHo

1 KauecTBO NONE3HOro pagnocurHana . Busyanusauus sknouaeT B cebs
OTO6PaxeHNe akTUBHbIX MPOTOKOMOB U MPUNOXEHNUIA B 6€CNPOBOAHO NOKanbHOM
ceTu WLAN, uTo no3BonsieT caenatb ee «MoMHOCTbI0 MPO3PaYHOMN» 1 3HAUUTENbHO
MOBbLICUTbL €€ YNPaBnsieMoCTb.

m Onpepgenenve v rpaciuueckas BU3yanuaaums kauecTea pagnosont (AQ) Ha
NO3TaXHoW KapTe
5 = Fras sz ORI w
o |
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Cisco ClientLink 4.0

B cmelwaHHOM cpefie C HUBKOCKOPOCTHbIMK (Hanpumep, knueHTol IEEE 802.11 a/
g) 1 BBICOKOCKOPOCTHbBIMU KNMeHTamu (Hanpumep, knveHTol IEEE 802.11 n/ac),
npon3BoANTENbHOCTL BCel 6ecnposogHor cetn WLAN 6yneT onpepgenaTbes
caMblMy MegneHHbIMU knueHTamu. TexHonorusa Cisco ClientLink, peannsoBaHHas
B Toukax gocTyna Cisco cepuu Aironet, ucnonb3yeT paclmMpeHHble yHKLKUK
annapaTHO 06paboTKK CUrHana, Ans aHanu3a CUrHana B BOCXOAsILLEM KaHarne
CBSI3M OT KNIMEHTa C nocnefyoLen onTUMU3aLnein CUrHana B HUICXoasLem
KaHane CBsi31 C LieNbto NOBbILLIEHWSI NTPOU3BOANTENBHOCTU HU3KOCKOPOCTHbIX
knueHnToB. Cisco ClientLink 4.0, peanuaoBaHHas B Toukax gocTyna Cisco
cepwit Aironet 2800/3800, ncnonb3yeT UETBEPTYIO @HTEHHY ANS NOBbILLIEHNS
NPOU3BOANTENBHOCTHU KOMMYHUKALIMK KIIMEHTOB COBMECTUMbIX CO CTaHAAPTOM
IEEE 802.11n, nogaepXxuBatroLwmnx 0o TPEX NPOCTPAHCTBEHHbIX MOTOKOB, TaKMUX
Hanpumep, Kak iPhone, iPad 1 HoBelLWMe N3NTONbI, @ Tak)Ke CO CTaHaapTamu
802.11ac Wave 11 Wave 2. [lpon3BoANTENbHOCTb BCEX KTMEHTOB NOObIX
cTaHpapTos IEEE 802.11 yBenuunaeTcs 6€3 BHeApEHUs cneunanbHoro

annapaTHOro UM NPorpamMmMHoro obecneyeHunst Ha CTOPOHe KNMeHTa.
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TexHonoruga Cisco CleanAir

Cisco CleanAir sBnaeTcsa MHHOBaLUMOHHOM TEXHOMNOMMEN A4na 6€CnpoBOgHON
APXUTEKTYPbI, VICI‘IOI‘IbS\/POLLleI;I LLeHTpaI'IVIsOBaHHbII;I KOHTpOMNIep, n Nno3BongeT
co3AaBaTb CaMOBOCCTaHaBNMBAIOLWMECS, CAMOONTUMUIUPYIOLLMECS
6ecnpoBoaHble ceTr WLAN.

B TPagMUMOHHbBIX TEXHOMOINAX, CeTEeBbIM aAMUHUCTPATOPaM NpUXoanTcs
ncnonb3oBaTb I'IOpTaTMBHbIH KOMMbKOTEP CO cneynanbHblM CEHCOPOM And
onpepaeneHus ncTouHunka paguonomex. C Cisco CleanAir, Toukn gocTyna, co
BCcTpoeHHoit ASIC (cneunanbHo paspaboTaHHas MUKPOCXema) CryxaT B Pofu
M3MepuTenbHOro Nnpubopa n aHanudaTopa Ans 6eCNPoBOAHON CETU; U faHHbIe,
nonyyexHble oT Touek goctyna Cisco Aironet NpeacTaBnsOTCA B HAarNAGHOM

W MNOHATHOM BMae. OTo No3BONAET CETEBLIM agMUHUCTpaTOpamM onpenennTb
NPUUYMHY NPOBNEeMbl, a TaKXKe onepaTUBHO 1 3P MEKTUBHO ee YyCTPaHUTb. [laHHasn
TEXHONOrUA Takxxe NpeAnaraeT ynpasneHne 6€CnpoBOHbIMUA pecypcamu,
KOTOpO€E NO3BOSEeT aBTOMaTUUYECKN ONTUMU3NPOBATb MCNOMb30BaHMeE Anana3oHa
yacToT nocne o6Hapy>XeHUs pagno NoMexXK.

TexHonorus Cisco CleanAir MmoxeTb 6bITb peanu3oBaHa ans cnegyowmx
npoOayKTOB:

e Touku pgocTtyna Cisco cepuit Aironet 1570/1700/2700/3700/2800/3800:
Cco6UpatoT AaHHble NyTeM 06HapyXXeHWUa 1 Kknaccudukalymm paguonomex B
6ecnposopaHoit cetn WLAN.

e bBecnpoBogHoi koHTponnep Cisco: aHanu3upyeT cobpaHHble faHHble
[N BbISBNEHUA NPUUMHBI PaAMONOMEX U IUHAMUUECKM ONTUMUBNPYET BCIO
6ecnposogHyto ceTb WLAN.

e [Mnatdgopma Cisco Mobility Service Engine (MSE): oTcnexusaeT ycTponcTsa
B6ecnposogHon ceTu WLAN 1 cobupaeT MHOPMaL MO O MECTOMONOXEHUN
M OnanasoHe paguornomex.

e Cisco Prime Infrastructure: BuayanuaupyeT BCto 6€CNPOBOAHYIO CETb
WLAN.

J

*1 Toukmn goctyna Cisco cepumn Aironet 1700 nopgaepxwusatoT TexHonoruto Cisco CleanAir Express uepes M0 AireOS 8.0 unu 6onee Hosble Bepcuu. Aironet 1570/2700/3700 Series nogAepx1BatoT LUMPUHY KaHana Ao
80 Mry no ctaHpapTy IEEE 802.11ac. 2800/3800 - go 160Mry
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http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-3700-series/white-paper-c11-731150.html

Pewenus Cisco Connected Mobile Experiences (CMX)

Cisco Connected Mobile Experiences (CMX) - aTo peBontoLMOHHOE pelleHne
Cisco, koTopoe cobupaeT U aHanU3upyeT AaHHble 0 MECTOMOMNOXEHUU YCTPOUCTB
6ecnpoBofiHbix ceTeit WLAN (Wi-Fi) , Takmx Kak cMapTgOHbl 1 NnaHweTs. ATo
pewerune obecneumBaeT aDPEKTUBHYIO MOHETU3auuo 6ecnposogHor cetn WLAN
Ang pas3nnuHbiX 6U3HEC-CErMEHTOB U TUMOB 3aKa34uunKOoB, BKMOUaa PO3HUUHYIO
TOProBento, 06CNYX1BaHWE, TPAHCNOPT, 3APaBOOXPaHeHne, o6pasosaHme n
rocyaapCTBEHHbIE yupexXaeHus. ﬂaHHOe pelweHne yxxe umeet OT/IMUHbBIN ONbIT
BHEAPEHUS 3a pyOexom.

Cisco CMX npepgocTaBnsieT ycnyru, onucaHHble H1xe.

B Ananua MecTononoKeHms m [lpeanaraeT MHOXeECTBO METOAOB aHanK3a, BkNouas
OTa PyHKUMS aHOHUMHO OBHapPYXXMBAET U OTCNEXMBAET CUrHanbl ycTponcTs Wi- MHMOPMALIMIO O BPEMEHU HAXOXOEHUSI B TOM MU MHOW 30HE
Fi pns c6opa u Bu3yanusauum konmuectsa WiFi-nonb3oaTenei n ana aHannaa ux

AOBWMXEHNA.

Bo BHeapeHuun B asporopTy KoneHrareHa, 370 obecneunsaeT aHanus obuiero
MapLIpyTa ABUXKEHUS U MECTOHAXOXAEHNWA naccaxupos (To ecTb Wi-Fi-
rnonb3osaTenen) B0 BPEMA WX NPebbiBaHMA B adpONopTy, UTO B CBOKO ouepefb
CNoCoBCTBYET NyylleMy NOHUMaHUIO Pa3NUUHbIX MOAENEN X noseaeHus. B
pesynbTaTe 3TO NO3BONSET YNYULINTL pacnpeeneHne nepcoHana B COOTBETCTBUN
C aHanU30M MeCT HanbonbLlIero CKONMEHUs NoAeN U CXeMy PYHKLMOHUPOBaHUS
asponopTa B Uenom ansg noBblleHnd kKayecTBa O6Cﬂy)KIABaHIA§I KNUeHToB. 9Ta e ﬁﬂg‘wﬁs
hyHKLMS TakxKe CNOCOBCTBYET NyULLEMY MPUBNEYEHUIO KNTMEHTOB 3a CUeT 6onee
9hPEKTMBHOIO pas3meLleHns peknambl, 3aMeTHO NOBbILLAs 4OXOAbl MarasmHoB
6ecnoLwnuMHHoOn TOProeBnM 1 apeHnaTopoB MarasmHoOB.

[y — L

m [lpmBneuenne KnveHTos B ShdekTrBHOCTL O6CNyXKMBaHUS

BO3MOXHOCTb MPUBIEUEHUS HOBbIX U COXPaHEHUE CYLLECTBYIOLMX KIIMEHTOB, Cisco CMX CrocoBCTBYeT MyuLLemy NOHMMAHMIO MOAENH NoBeAeHHs Baluix
MyTem CO3AAHNA BEIFOAHbIX NPEANOXEHNIt, IMEET 60MbLIoe 3HaueH!e Ans KNMEHTOB BO BPEMSI HAXOXKEHMS MX B 30HE IE/CTBUS B 6ECTIPOBOLHOM CETH,
AanbHelwWwero pocTa Bo Bcex oTpacnax. Cisco CMX no3BonseT MOGUNbHbIM 1 nomoraeT Bam HannyuLmm 06pa3om COCTaBUTb MO3TaxHbIM nnaH. C Takoi

nonb3oBaTeNsiM NOAKNIOUATLCS C NOMOLLbto HecnpoBoaHbix ceTern WLAN. OTta
TEXHONOrMs NO3BOMAET Nyullle OLEHUTb U MOHATb, UTO UHTepecyeT Bawunx rocteit
MNW KNeHToB. [Ing Toro uto6bl 60nee aIhHEKTUBHO NPUBMIEUD MOBUMbHbBIX

aHanMTUUecKom MHopMaLmen, Bbl MOXeTE:
e Onpepenutb Hanbonee nocewlaemMble MecTa ANs pasmMeLleHns
peknambl, NPOAYKLUW UAK yCAYT.

nonb3osarenen, Bbl MOXeTE:
o OTKOppeKkTUpoBaTb CXeMy 06beKTa AN ONTUMMUIALUNU NOTOKOB NOAEN
e [lOBbICUTb JOBEPUE Y CYLLECTBYIOLWMUX KNTMEHTOB U NPUBNEUb HOBbIX B NepuoAbl Hanbonblwen Harpy3Kku
KNWNEHTOB, NPeAOoCTaBNAS UM NEPCOHANU3MPOBaHHbIe yCnyrumn e Ob6ecneunTb NepcoHanoM MecTanpefoCTaBAEHUS yCNyr M TOBapoB C
npeanoxenusa. YUETOM 3arpy3ku U BDEMEHM CYTOK
® [lOBbICUTb CTENEHb YAOBNETBOPEHHOCTU TOCTEN MyTEM NPEAOCTaBNEHUS © OUEHUTH PE3YNbTaT UBMEHEHUI NOSTAXHOr0 NNaHa.

6ecnpoBOAHOrO 4OCTYNa U KNOUYEBOW UHPOPMaLIMW BO BPEMS UX

HaxoxaeHusa B Bawen 3oHe pagnonokpbiTMa X
Cisco CMX npepnocTaBuT Bam v Balwmnm knveHTam BCO HEOOXOAUMYHO

MoBbiCUTb Yy3HaBaeMoOCTb 6peHHa CnomMolLlbto perncTpaymn B counanbHbIX
CeTax v MOTOKOBOrO BelaHus. AHaNUTUKY B peXnUMme peanbHOro BpeMmeHu.
e [loBbICUMTb CTENEHDb yOOBNETBOPEHHOCTH nocetutenen, noMmoras um

NPpUHUMaTb pelWeHna B 6onbluen cTenexun OPUEHTUPOBAHHbIE Ha NUX

notpebHocTH

m Cisco CMX pns Facebook Wi-Fi

CoBmecTHO ¢ Facebook Cisco Hauana npegocTaBnsTb HOBbIM CEPBUC B paMKax TONbKO MOBbIWAET CTeNeHb yaO6CTBa ANA NONb30BaTENS, HO TakXe npeanaraeT
Cisco CMX nopg HassaHuem Cisco CMX gnst Facebook Wi-Fi. B roctuHuuax psn 6U3HeC-NpPenMmyLLecTB, BKOUalowmx ¢ cebs 6onee TOUHoOe pacno3HaBaHne
1 MarasuHax, KoTopble BHEAPAOT Takyto yenyry, Wi-Fi nonb3osaTtenu KMMEHTOB U NX UHTEPECOB, 6narofaps yBeNMUEHUIO KONMUYeCTBa PerncTpaumi u
MOryT 6ecnnaTHO UCNOMb30BaTb 6€CNPOBOAHOM AOCTYN B UHTEPHET, MapKeTUHry, OCHOBAHHOMY Ha MH(OPMaLIMK O KNMeHTax, CO6pPaHHON aHOHUMHO
3aperncTpmMpoBaBLUMCH Uepes coumanbHyto ceTb Facebook. ,3To pewerue He nocpencTtesom Facebook.

m Cisco CMX Cloud

Pewwexwe Cisco CMX Cloud npouaseno pesonoumnio B chepe npeocTaBneHns e O6HapyxeHus Bcex Wi-FiycTponcTB Ha 06beKkTe U NpegocTaBneHms
6eCcnpoBOAHOro rOCTEBOro AOCTYNa U NONYUYEHUS aHANUTUUECKUX JaHHbIX Ha aHanUTUUeCKUX faHHbIX 06 UX NOSBNEHUU, BPEMEHU OXUAaHUS,

06bekTe, NPO3payYHo B3anMoAeNCTBY S C 6€CNPOBOAHON MHAPACTPYKTYPOK pacno3HaBaHMsA HOBbIX M BEPHYBLUMXCSA KNTMEHTOB, M OLlEHKM NepnojoB
Cisco. CMX Cloud npepacTtaBnsieT co6ou ycnyry Tuna Software-as-a-Service Hanbonblen 3arpy3kun

(SaaS) u npeanaraeT HalwMm 3aKka3umkam 6bICTPOE Pa3BepTbiBaHMe M yA06CTBO e [lpocToroBHacTPOWKE M MUCMONb30BAHWM PELLEHUSA ANA MPeAoCTaBNeHnsa
B ucnonbzosarHun. CMX Cloud ncnonbsyeT mofenb onnatbl N0 NOAMUCKE, UTO rOCTEBOro 4OCTyNa B MHTepHeT. C ayTeHTUdUKALMEN YUepesd CrieLnanbHbii
NO3BOMSAET BHAUNTENBHO CHU3NTb HAaUaNbHbIE MHBECTULMM B 060PyAOBaHNE nonb3oBaTeNbCKMUA NOPTan, MCNONb3OWNIA Pa3iMuHbie MeToAbl BKNtoUas
(kanuTtanbHble Bnoxexus [CapEx]) v IT pecypcel. UcnonsaosaHue CMX Cloud PErncTPaLmio B COLMAnbHBIX CETAX U CNYXBY KOPOTKNUX COOBLeHMit (SMS).

COBMEeCTHO ¢ 6eCnpoBoAHON MHPAcTPyKTypoit Cisco No3BonseT 3akasunkam

o ° OI'IOBeLLleHl/Iﬂ nnpueneyvyeHuna nocetutenemnk ycnyrammnpogyktam yepes
AOCTUraTb NOCTaBMEHHbIX 6usHec uenen 3a cuer:

rocTEBOW NOPTan UNM MOBUNbHOE NMPUMOXEHWNE, HA OCHOBE TEKYLLETO

. . . MEeCTONONOXEHNA KNUEeHTa.
m O6nauHoe pewenune Cisco Connected Mobile Experiences Cloud

AIR-CMX-SVC-CX" ‘ CMX Cloud Connect. | AIR-CMX-SVC-CPAX" ‘ CMX Cloud Connect ¢ Hanuu1eM aHanuTUUEeCKMX JaHHbIX.

CMX On-Premises CMX Cloud

INyuwee peleHne d ' Nyuwee
ons Connect, pelueHue ans
pacWMpPeHHbIX 6bICTPOrO

cueHapues pas3BepTbiBaHUS U

MCMNONb30BaHUA U npocToro

3P EKTUBHO MUCrnonb30BaHUA
KOHTpoOns

a3Hble CLleHapuKn - egMHOe NPOorpaMMHoOe obecrneyveHne

\
*1 TpebyeTca AIR-CMX-CLOUD.
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NInHenka npoaykToB ANnsa 6ecnpoBOHON CETH

Touku poctyna Cisco Aironet

m BHyTpeHHue Toukun gocTyna

Bce momenwu BHyTpeHHMX Touek gocTyna Cisco Aironet COOTBETCTBYIOT CTaHZapTam
IEEE 802.11, Bkntouas |[EEE 802.11 a/b/g/n v HoBewWwwi ctangapT IEEE 802.11 ac,
KOTOpble 06eCneunBatoT X MPOMYCKHYI0 CNOCOB6HOCTb A0 2,6 F6UT /C (HekoTopble
MOfEenu COOTBETCTBYIOT CTaHaapTy 802.11 AC Wave?2). loCTymneH LWMpPOKHit
MOAENbHbIV PSIA, B TOM Uncne:

(1) YnpaBnsemble KOHTPONNEPOM KOMNAKTHbIE MOAENU C O6TeKaeMbiM KOPMyCOM, CO
BCTPOEHHOW aHTEHHOM 1 NUTaHWeM uepes PoE (nuTaHue uepes Ethernet), umerowme
CTUNbHbIM BHELHWI BUA, YCTAHOBKA KOTOPbIX HE HAPYLUKUT 3CTETUKM oduca; (2) mogenu
ANS pasMelleHns n IKCnnyaTaLumun B CIOXKHbIX YCNOBUAX OKPYKatoLen cpefasbl , C
LUIMPOKMM BbIGOPOM HapY>KHbIX aHTEHH U C 3aLLMLLEHHbIM MeTanmyeCcknmMm Koprnycom
Ans PYHKLUMOHUPOBAHUS B LUMPOKOM AKanasoHe pabounx TemnepaTyp- MOryT
1CNoNb30BaTbCA Ha 3aBOAAX, CKNaaax U MarasuHax; v (3) BbICOKONPonU3BoaNTENbHbIE
Moaenu Ans AUCTaHUMOHHbIX NONb30BaTene U yaaneHHbix oprcos, npeanaraoLime

TOT e ypoBeHb 6€30MacHOCTU U CeTeBbIX YCNYT, UTO U B LLEHTpanbHOM oduce.

@ Cwm cTp. ¢ 36 no 37 gns nonyyeHus
6onee noapo6bHOM MHbopMaLuK.
® BHelHWe Touku focTtyna

BHeluHve mogenu Touek fgocTyna Cisco Aironet o6ecneumnBatoT BbICOKOCKOPOCTHYHO U
cTabunbHyto cpedy ans 6ecnposogHoi cetr WLAN v npeaHasHaueHbl Anst yCTaHOBKK Ha
OTKPbITOM NPOCTPaHCTBE-Ha ynu1Lax 60MblOoro ropoaa, B 3faHnm KoMnaHum, Ha 3aBofe
U1 MHOYCTPUanbHOM 30He.

OHM SBNSAIOTCA Mbine/BNaro3alyyLEHHbIMU, YCTONUMBBIMK K KOPPO3UM 1
cepTUMLMPOBaHHBI B COOTBETCTBUM CO cTanAapTom IEC IP67 n NEMA Type 4x.
LLIMpoKmit BLIBOP BHELHWX MOAENeN TOouek [OCTyna COOTBETCTBYET Pa3HOO6Pa3HbIM
NOTPEBHOCTAM KIIMEHTOB M 06eCneunBaeT CTabunbHyo paboTy B CaMbiX CYpPOBbIX
YCNOBMSIX.

OTpenbHble Moaenu Touek JOCTyna UCMOMb3YIOT KOMNaKTHbI An3aiH C NONMPOBaHHbLIM
KOPMYCOM, KOTOPbI OPraHWUHO BMUCHIBAETCS B OKPYXAIOLLYIO Cpefly NpU yCTaHOBKe,
apyrve obnagatoT nogaepkkorn PoE ans nutaHus kamep BugeoHabnogeHus. Takxe
MMEIOTCSt MOAENN CO BCTPOEHHbIM KabenbHbIM MOAEMOM AN NCMONb30BaHNs B

CyLecTByoLen kKabenbHON ceTu.

CM cTp. 42 gnsi nonyyexus 6onee
nogpo6HOM MHhopmaLuuu.

KoHTponnep 6ecnpoBogHou cetu Cisco

KoHTponnep 6ecnposoaHoit cetu Cisco (6ecnpoBoaHON KOHTPONNEp) - 3To
nnaTgopma, o6ecneunBatoLias LEHTPANM30BaHHOE YNPaBNEHUe HECKONbKUMK TOUKaMu
pocTtyna Cisco Aironet, B TOM uncne reorpauuyecku yaganeHHbM1M OT KOHTponnepa.
OTannaTcopma aBTOMaTU3NPYET ynpasneHne KoHgUrypawumen, Heo6xoAMMon Ans
pasBepTbiBaHWs/ao6aBneHns Touek goctyna Cisco Aironet, ymeHbluas Harpysky

Ha agMUHMCTpaTOpa CeTH, a Takxe obecneunsaeT PyHKLUMOHAN, HEOOXOANMbIA

ana co3fganus yctonunson 6ecnposogHon cetn WLAN. OyHKUMKU KOHTPONS

BKtOUaeT B ceba 6anaHCMpPOBKY Harpysku Touek gocTyna Cisco Aironet, a Takxe

6bICTPOE 1 ONepaTUBHOE pearupoBaHie Ha U3MeHeHUsl B 6eCnpoBOAHON cpefe.

CMm. cTp. c 45 no 46 ans nonyuyexus
6onee NoApPO6HOI MHOPMaLUK.

LononHuTenbHble CEPBUCHI,
npenoctaBnsemblie cetbio Wi-Fi

Mnatdopma Cisco Mobility Engine (MSE npegnaraeT Wwupokui Boi60p
AONONMHUTENbHbLIX CETEBbIX CEPBUCOB, TaKNUX Kak C60p MECTONONOXEHUSA

n
®

MOBUNbHBIX YCTPONCTB, KOHTPOMb UX NMPUCYTCTBUS B CETH, @ TaKXKe C NerkocTbio = A s B

nomoxeT co3faTh Ball MHAMBMAYaNbHbI NOPTaN ANS rOCTEBOro AOCTYNa, UTO . ) — & 2,606

NMOMOXET NPOU3BECTU 6naror|pm|THoe BneyaTneHue Ha KNIMEHTOB. : 5

Mcnonb3ys MSE nnu aHanornuHblil o6nauHbiii cepsuc, Bol MoXxeTe 3ageicTsoBaTh = ) . T b= =

dyHKkumio CMX (Customer Mobile Experiences) ans peweHuns 3agay aHanuT1km u B = I et e & o 687° © 78

o6ecrneyueHunsi rocTeBbIX YCIyT.

MSE peanusyeT aHan13 6eCnpoBOAHO’ CETU C LieNbio 06HapYXXeHWs aTtak nunm —
HEeXenaTenbHO akTMBHOCTHM C MoMoLLbio dyHKLUMKM Adaptive Wireless Detection BY__;
Protection System (aWIPS) . I  a a
A T = e 3,y 5, i @ @
! -3
| T — = ®
CM. cTp. 47 ans nonyyeHus — Giﬁ 1 o
60nee NOAPOBHOM MHIOPMALIUK. B 1 =l E— =
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I ukm goctyna Cisco Aironet

*1 AHTeHHbI 2 TX / 3 Rx.
*3

\ ’
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AHTEHHbI S .
4Tx /4 Rx u/i T

Cisco Aironet Cisco AirolneE3 Cisco Airo_net Cisco Airqnet

3700 Series 1850 Series 2800 Series 3800 Series

4 \f‘?‘\ —

AHTEHHI N\
3Tx/4Rx -

Cisco Aironet

2700 Series
AHTEHHbI
3Tx /3 Rx s

Cisco Aironet Cisco Aironet
1700 Series 1830 Series*?
AHTEHHbI J
2Tx/2Rx
Cisco
Aironet Cisco Aironet
700 Series 700 W Series

2 NoToKa

11n, SU-MIMO

m BHyTpeHHue Touku goctyna Cisco Aironet

Bce mopenu Touek goctyna Cisco Aironet cooTseTcTBytoT cTanaapTy IEEE 802.11n; a
HeKOoTOopble MOAENU Takxe COOTBETCTBYIOT cTaHAapTy IEEE 802.11 ac, obecneunsasn
BbICOKOCKOPOCTHYIO M CTabunbHyto cpeny ans 6ecnposopHoi cetn WLAN ¢
TEOoPEeTUUECKON MaKCUManbHOM NPONYCKHOM CNOCOBHOCTbIO 0T 300 MéuT/c go 2,6
[6uT/c. JlocTyneH LWmMpoKuit BoIGOp Mofenemn Ans pasnuuHbiX YCNOBWM YCTaHOBKM 1
TpeboBaHuit K CeTH.

® Mopgenb co BCTPOEHHOW aHTEHHO: 3T T[] oCHalleHbl o6TekaeMblM
KOPMYyCOM, CO BCTPOEHHOMN aHTEeHHOW 1 nuTaHnem yepes PoE
(nuTaHune uepes Ethernet), UMetoWMeE CTUNbHbBIA BHEWHW
BWA, yCTaHoBKa Takux T[]l He HapywunT acTeTnkn oduca.

® Mopgenb c BHEWHEN aHTEHHOW: 3TU T[1 UMEIOT 3aLUULLEHHbIN METaNNMUYeCcKum
KOPMNYC ¥ NOAAEPXKMUBAIOT LUMPOKUIA CNEKTP pabounx Temnepatyp Ans
Mcnonb3oBaHUa Ha habpukax, cknagax v MarasnHax, B CNOXHbIX YCNOBUAX
okpyxatouien cpefbl. [J0CTyneH WHUPOKWUI BBIGOP aHTEHH ANs 9TUX Moaenen,
KOTOpble NOJOMAYT AN Pa3MUUHbBIX YCNOBUI yCTaHOBKK (CM. cTp. 39-40 ans
nonyyeHns AONONHUTENbHON MHOPMaLUnKn 06 aHTeHHax Cisco Aironet.
CyulecTByeT [jBa TUNa MoAenen And BHYTPEHHUX Touek fJocTyna
Cisco Aironet:: aBTOHOMHbIE U MOJENN YPaBiseMble KOHTPONNEPOM.
Mopenu Ha OCHOBe KOHTpoOnnepa npefHa3HaueHbl Ans padboTbl
B COUETaHWU C KOHTponnepom 6ecnposoaHoi ceTu Cisco.

2 NoToKa 3 noToka 2 noToka

11ac Wave 1, SU-MIMO

3 noToka
11ac Wave 2, MU-MIMO

m OCHOBHble CBOWCTBA:

e CootseTvcTteue cTaHgapTy IEEE 802.11n (Bce moaenu)

e CootseTtcTteue cTaHgapTy IEEE 802.11ac Wave 1 (Cisco Aironet cepuit
1700/2700/3700)

e CootvsetcTBue cTaHpapTy IEEE 802.11ac Wave 2 (Cisco Aironet
1830/1850/2800/3800 Series)

e lMopnepyxka ABOMHOTO AnanasoHa 2,4 MMu/5 MMy (Bce mogenu)

e Mopgepsxka Cisco CleanAir Express (Mogenu ynpasnsemble KOHTPONNepom
Cisco Aironet 1700)

e MNoppepxka Cisco CleanAir (Mogenu ynpasnsembie KOHTPOMNIEPOM
Cisco Aironet 2x00/3x00, cm. cTp. 33 ana nonyyeHusa 6onee Nnogpo6HOMI
MHMOPMALUM O TEXHONOT M)

e MNoppepxka Cisco OfficeExtend (Mogenu ynpaensemblie KOHTPONNEPOM, 3a
UCKMIOUYEHWEM HECKOMbKWUX Moaenen)

e Moppepxka Cisco ClientLink (3a UCKNOUEHNMEM HECKONbKUX MOJENEN, CM.
cTp. 33 Ana nonyuyexus 6onee noapo6HON MHDOPMALMU O TEXHOMOTUK)

e Moppepsxka CiscoBandSelect (Moaenu ynpasnaemble KOHTPONNEPOM, 3@
UCKMIOUEHUEM HECKOMbKWUX MOAENE)

[na nonyyexue NONONHUTENbHOM MHGYOPMALMK O BHYTPEHHWX TOUKax AOCTyna
Cisco Aironet, noceTute Be6-cainT:

@ WWwWw.cisco.com/go/ap

*2 2,4 TTu: AHTeHHbl 3 Tx / 3 Rx ¢ 2 notokamu SU-MIMO. 5 uy: AHTeHHbl 3Tx / 3 Rx ¢ 2 notokamu SU-MIMO unm 2 notokamm MU-MIMO.
AHTEeHHbI 2,4 [Tu: 3 Tx / 4 Rx ¢ 3 notokamn SU-MIMO. 5 Tu: AHTeHHbI 4 Tx / 4 Rx ¢ 3/4 notokamu SU-MIMO unu 3 notokamm MU-MIMO.

IEEE 802.11ac

CTtaHpapT IEEE 802.11 ac aBnseTcsa npeemMHukoM cTaHgapTa I[EEE 802.11n,
KOTOPbIM Ha aHHbI MOMEHT SIBASETCS OCHOBHbIM CTaHAAPTOM Ansi NOCTPOEHUs
6ecnpoBoaHbix ceTen. 802.11ac, obnagas TeopeTUuecKkon MakCumMmanbHoOn
NpPOMNyCckKHOM CNoco6HOCTbIO B 6,9 [6UT/C, NnpeBOCXOAUT TpaauLumnoHHble 1 GE
nposogHble ceTn LAN, , Takxe npesocxoauT 802.11n ¢ TeopeTuyeckom
MaKCHManbHOM NPOMNYCKHOM cnocobHocTblo 600 M6uT/c. CTtanpapT 802.11ac
focTturaeT 6onee BbICOKOWM CKOPOCTU KOMMYHUKaLWUK 3a CUET CnefyoLmx Tpex

SNEeMEHTOB:

e Cnoco6 moaynaumu: yeenuueH c 64QAM go 256 QAM (11n).

e O6beguHeHue KaHanos: ysenuueHo ¢ 40 My makc. (11n) go 80 My makc. (11ac
Wave 1) unu no 160 My makc. (11ac Wave 2, AP2800/3800).

e [anbHelwee passntue TexHonornm MIMO (MHOXECTBEHHbI BXO[,
MHOXXECTBEHHbI BbIXOA): YBENMUUEHO MaKCUMManbHOE KONUUYeCcTBO
NPOCTPaHCTBEHHbIX NOTOKOB C 4 B 11N 40 8 U ynyulleHa TEXHONOrUs
OHOBPEMEHHOI Nepeaaun gaHHbix ¢ 1:1 go 1:n (MHorononbsosatenbckuin (MU)
MIMO).

Toukun poctyna Cisco cepun Aironet 1800/2800/3800 siBnsitoTCS TOUKaMu
pocTtynacTtaHpgapTa 802.11 ac Wave 2, B To BpeMs Kak Touku gocTtyna Cisco

cepuu Aironet 17700/2700/3700 nogaepxusatoT cTaHgapTt 802.11 ac Wave 1.
He BCe TOUkM [OCTYNa AOCTYMHbIE Ha PbiHKE M COBMECTUMbIE C 11ac 0ANHaKOBbI.

Komnanus Cisco BHegpwuna TexHonoruio Cisco High Density Experience (HDX) 8
Toukn goctyna Cisco cepuit Aironet 1570/2700/3700/2800/3800 ana nopaepxku
YBEMNUYEHHO NPON3BOANTENBHOCTH U MNOTHOCTU, NPEANONaraeMbiX B Takux CeTsX.
Cisco HDX o6ecneunBaeT TOHKY HaCTPOMKY NMPOU3BOAUTENBHOCTH,

noAaBneHne NomMex U MHTepepeHLn, aHanua cnekTpa 1 ONTUMU3aLMIO POYMUHTa

NS BbICOKOMMOTHbIX CETEeN ¢ 6OMbLINM KONUMUYECTBO 6ECNPOBOAHbLIX KNUEHTOB.

m CpaBHeHwue xapakTepucTtuk |[EEE 802.11n/ac

TeopeTmueCKaﬂ MakcumasnibHas NponyckHas

Cranpgapt/Konuuecteo

CMOCOBHOCTb
MNOTOKOB AA@HHbIX
1 noTok 72 Méut/c | 150 MéuT/c - -
IEEE 2 noToka 144 Méut/c | 300 MéuT/c = =
GlOPE il 3 noToka 216 Méut/c | 450 MéuT/c - -
4 NOTOKM 288 M6uT/c | 600 Méut/c = -
1 noTok - 200 M6wuT/c | 433 Méut/c | 866 MéuT/C
2 noToka = 400 Méut/c | 866 M6uT/c | 1733 MéuT/c
3 notoka - 600 MéwuT/c | 1299 MéuT/c | 2600 MéuT/c
IEEE 4 noToKkK = 800 Méwut/c | 1733 MéuT/c | 3466 MéuT/c
:0eilEle - 5 noTokos - 1000 Méwut/c | 2166 Méut/c | 4333 MéuTt/c
6 NoTokoB = 1200 MéwuT/c | 2599 Méut/c | 5200 MéuT/c
7 NOTOKOB - 1400 Méwut/c | 3033 Méwut/c | 6066 Méut/c
8 NMOTOKOB = 1600 MéuTt/c | 3466 MéuT/c | 6933 MouT/C
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UTo o3HauaeT «x», BKJ/IlDUEHHbIA B APpTUKYN?

[ ] ABTOHOMHbIe TOukM fgocTyna*1

e[ 1]

o b o o e | o | e ] | e 55 08 i | e | T il 045
E | E|JE] | E | E | E | 1+ ] E|]RJ|]EJ]E] E | E | E | E|E

m BH TpeHHIAe TOUKM nocrina Ha OCHOBeE Kopronnepa

m BHELWH®e TOUKM QOCTYMNa Ha OCHOBE KOHTponnepa'

| + [ e [ E [ E[ 1 | E |

E C E E M

B YHMBepcanbHble TOUKM 4OCTYNa Ha OCHOBE KOHTpOﬂﬂepa

CrpaHa | EC* | Eruner | laHa [McnaHgms| Wpak Poccus C/?\‘{)J;%BM‘;K ,&?t);g;?(ﬂa LUseriiapust | Tynuc | Typums | Ykpauda | O.A.9
UX_ | UXx UX UX UXx UX UX UX ux

UX | UX UX Ux

3aKa3umnKkn CaMOCTOSITENbHO HECYT OTBETCTBEHHOCTb 3a NMPOBEPKY Pa3pelleHns Ha Mcrnonb3osaHue T[1 B CBOMX CTpaHax. YTobbl NpoBEpUTb pa3peLLeHne, KOTOpoe
COOTBETCTBYET OnpefeneHHon cTpaHe, cM. http://www.cisco.com/go/aironet/compliance. *CtpaHbl EC: ABcTpus, Benbrus, bonrapus, XopsaTus, Kunp, Yexvs, Oanus,
OcTonus, OuHnsaHams, OpaHuwms, fepmanus, Mpeums, Benrpus, Mpnangus, Utanus, Nateus, Nutea, MNiokcembypr, ManbTs, Hugepnaxgbl, Monblua, MopTyranus, PymbiHus,
CnoBakusi, CnoseHusi, cnanus, LLBeunsi u Benukobputanus.

*1 He Bce Mogenu QOCTYMHbl ANs BCEX PEerynaTopHbiX AOMEHOB. He BCe perynsaTopHble AoMeHbl 6binv 00o6peHbl. Koraa oHu 6yayT ogo6peHsl, ApTukyn mogeny 6yaeT AOCTYNeH B CMCKE MUPOBbIX LeH
(Global Price List).

m Cisco Aironet 2800/3800

ME VnpaBnsemble Clean Office | Clientlink Band |EEE 802 51Ty GE PoE+
°

AIR-AP2802]-x-K9C ] J ° Required | BcTpoeH
AIR-AP3802I-x-K9C o’ ° ° = ° ° ° o ° o / ° e or DC | BctpoeH
AIR-AP2802E-x-K9C o’ ° ° - ° ° ° ° ° o/e 2 Required | BHelwHsis
AIR-AP3802E-x-KC o’ o o = . o . . o o/ 27 e or DC | BHelwHss

m Cisco Aironet 700

ABTOHOM- | Ynpaensiemble Clean Office Cllent Band IEEE 802 GE PoE
AIR-CAP702W-x-K9 - o’ BcTpoeH.
AIR-CAP702I-x-K9 - - - - [ - o’ [ BCTpOEH.

m Cisco Aironet 1700

ABTOHOM- | Vnpaensemsie |  Clean Office Client Band IEEE 802 GE PoE

AIR-CAP1702I-x-K9 0'2 | Bctpoet.

m Cisco Aironet 1830

Vnpasnsemble Clean Office Cllent Band |IEEE 802 GE PoE
° .

AIR-AP1832|-x-K9C ° BcTpoeH.
AIR-AP1832|-UXK9C o’ - - - - ° ° ° ° ° ° .B BcTpoeH.
AIR-AP18321-x-K9 - o - - - ° o ° o o 1 3 BcTpoeH.
AIR-AP18321-UXK9 = ° - - - ° ° ° ° ° 1 o'} | BcTpoeH.

m Cisco Aironet 1850

ME Vnpaensemble Clean Office Cllent Band IEEE 802 GE PoE

AIR-AP18521-x-K9C ° ° BcTpoeH.
AIR-AP1852E-x-K9C o = = = o ° ] ) 3 ° 03 BHelwwHsa
AIR-AP1852|-UXK9C o’ - - - - ° ° ° ° ° 2 6 ®3 BcTpoeH.
AIR-AP1852E-UXK9C o’ = = = - ) ) ) . . 2 o3 | BHewHss
AIR-AP18521-x-K9 - ° - - - ° ° ° ° ° 27 e BcTpoeH.
AIR-AP1852E-x-K9 - ) - - - ) ) ) . . 27 [y BHeLUHss
AIR-AP18521-UXK9 - ° - - - ° ° ° ° ° 276 03 BcTpoeH.
AIR-AP1852E-UXK9 - . - - - . . . . [ 27 o3 BrewwHss

m Cisco Aironet 2700

ABTOHOM- | Yripaensiembie Clean Office Cllent Band IEEE 802 [€3 POE
AIR-CAP2702I-x-K9 [ ° o BcTpoeH.
AIR-CAP2702E-x-K9 E 0% BHewwHsa

. B

m Cisco Aironet 3700

ABTOHOM- | Ynpasnsembie | Clean Office Client Band IEEE 802 GE PoE

AIR-CAP3702I-x-K9 B ° ° ° ° ° ° ° o~m BcTpoeH.
AIR-CAP3702E-x-K9 -3 ° ° ° ° [ ° ° [ ° o-m BHelwHsis
AIR-CAP3702P-x-K9 -3 ° ° - ° ° ° ° ° ° 1 o7 | BHewHss

m PeuweHrue Cisco Hyperlocation gna Cisco Aironet 3700

_ KO- Mopgynb runepnokauum ¢ paclump. BOSMOXHOCTAMU no| _ - 1= ‘
AIR-RM3010L-x-K9= 0beCHEUEHIIO 6E30NACHOCTH AIR-ANT-LOC-01= AHTeHHa runepnokaumu, Mogenb 1, BceHanpaeneHHas

*1 BkntoueH ognt NBASE-T nopt/mGIG. *2 TpebyeTcs Bbi6op 6noka nutaHus Cisco Aironet, koraa He ucnonbayeTcs PoE (cm. cTp. 40). *3 Mepexon K aBTOHOMHOM MOAENM MOAAEPKMBAETCS C MOMOLLBIO MPOrPaMMHOrO
obecneuenus.*4 BkntoueH nopT ¢ noggepkkon PoE GEx 1. *5 MogpepxusaeTcst Cisco CleanAir Express B Cisco AireOS 8.0 unu Hosee. *6 AUX kabenb x 1 BkntoueH. *7 MogaepxvBaeTcs B NPOrpaMMHOM
obecneueHnn Cisco Mobility Express. *8 MonHbi doyHKUMOHaN NogaepxusaeTca npu nutaHun uepes PoE+, AIR-PWRINJ4= unu AIR-PWR-C=. (Ecnu POE-MCTOUHMK nuTaHus, nopT USB oTknoueH).*9 MonHbii
chyHKUMOHAN NOAAEPKMBAETCA NpW NUTaHuK uepes PoE+, AIR-PWRINJ4= unu AIR-PWR-C=. (Ecnn TexHonorus POE - UCTOUHUK NuUTaHus, To paguo 2.4 My Cisco Aironet 1852E 6yaeT cMelyatbes Ha 2 X 3, € 3 X
4, a AUX v USB nopTbl oTktoueHbl). *10 MonHbii (hyHKUMOHaN Noaaepx1eaeTcs npu nutadum uepes PoE+, AIR-PWRINJ4=unu AIR-PWR-B=. (Ecnu POE-ucTouHMK nutaHus, paguo 2.4/5-TTy Cisco Aironet 2702
nepeiigeT Ha 3 x 3 ¢ 3 x 4, paguo 2.4/5-Ty Cisco Aironet 3702 nepeitneT Ha 3 x 3 ¢ 4 x 4).
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BHewHMe TOUKM gocTtyna

® BHewHune Toukn goctyna Cisco Aironet

BHelwHre Toukn gocTyna Cisco Aironet o6ecrneurBatloT BICOKOCKOPOCTHYIO U CTaBUMbHYO
cpepy ana 6ecnposogHorn cet WLAN n npefgHa3HaueHbl Anst yCTaHOBKM Ha OTKPbITOM
NPOCTPaHCTBE - Ha ynuuax 60MbLLOro ropofaa, B 3AaHWM KOMMaHUK, Ha 3aBoge unu
WHAYCTPUaNbHOM 30HeE.

OHw ABNAOTCA Nbine/Bnaro3alymLeHHbIMK, YCTORUMBBIMU K KOPPO3WUK U CePTUULIMPOBaHbI
B COOTBETCTBUM cO cTaHgapToMm [EC IP67 u NEMA Type 4x. LLnpokuit BIGOP BHELIHWX
Mogenen T[] COOTBETCTBYET Pa3HOO6Pa3HBIM NOTPEBHOCTAM KIIMEHTOB M 06ECNEUNBAIOT
CTabunbHyo PaboTy B CaMblX CYypPOBbIX YCOBUSX.

e Mopenu co BCcTpoeHHbIMU aHTeHHamu: Cisco Aironet 15321 u Cisco Aironet 15721C4
MMEIOT YNyUlEeHHOe BHelHee 0hOpMIEHNE, KOTOPOE CNUBAETCSA C OKPYXatoLen
cpepgomn.

® Mopenu ¢ BHELWHWMM aHTEHHaMuU: na pasHblX YCNOBWI YCTAaHOBKM AOCTYNEH
LWMPOKMIA accopTuMeHT aHTeHH ans T[] Cisco Aironet 1532E n Cisco Aironet
1572EAC/EC (CMm. cTp. 39-40 ans 6onee nogpo6HoN MHpopMaLmmn 06 aHTEeHHax
Cisco Aironet).

e Mopenu co BCTpoeHHbIM kabenbHbiM Mogemom: Cisco Aironet 1572IC BkntouaeT
KabenbHbI MofdeM, coBMmecTUMbI ¢ DOCSIS 3.0, MexayHapoAHbIM CTaHgapToM
KOMMYHUKALMOHHbIX YCNYT, NPefOCTaBNseMblX Uepes KoakcuanbHbli kabenb,
MCNOMb3yeMblit NSt KABENbHOTO TENEBUAEHUS U T.4.

m OCHOBHble 0CO6EHHOCTH:
e IEC IP67 BnarosaumuieHHocTb (Bce monenm)

NEMA Type 4X nbinesawmieHHoCTb, yCTOMUMBOCTb K Koppoaum (Cisco Aironet cepun
1570)

[ PaSpa60TaHbl ans paﬁOTbI B CNOXHbIX YCMOBUAX, MPU NCNOMNb30BaHMU KOpNyCa OT
CTOPOHHUX NPOM3BOANTENEN, CePTUDULMPOBAHHbIX Mo cTaHaapTy Class 1 Div2/Zone2.
Mnuucnonbsya moaenb Aironet 1552H

e [opnepxka GPS (Cisco Aironet cepum 1570) *'

MoppepxusaeT gBOMHOM AManasoH 2,4 [Tu/5 My (Bce mogenu)

e Moppepsxusaet Cisco CleanAir (Cisco Aironet cepun 1570, Cm. cTp.33 ans 6onee
noApo6HOM UHPOPMaLMK MO TEXHUUECKOMY 0630pY)

e MoppepsxusaeT ClientLink (Cisco Aironet cepun 1570, Cm. cTp. 33 ans 6onee nogpo6HoON
MHDOPMaLMK MO TEXHUUECKOMY 0630pY)

MonpepxusaeT Cisco BandSelect (Bce moaenw)

Mopnepxusaet Cisco High Density Experience (HDX) (Cisco Aironet cepuu 1570)

HassaHue mopgenu JEIET T Makc.sec
o (BbicoTa x LUnpuHa x Fny6uHa) :

Cisco Aironet 1532I 10.16 x 17.78 x 22.86 cm 2.27 xr
Cisco Aironet 1532E 10.16 x 17.78 x 25.40 cm 2.49 kr
Cisco Aironet 1572IC 29.97 x 20.07 x 20.07 cm 5.22 kr
Cisco Aironet 1572EAC 29.97 x 20.07 x 16.00 cm 6.12 kr
Cisco Aironet 1572EC 29.97 x 20.07 x 16.00 cm 6.12 kr

m Cisco Aironet cepun 1530

AIR-CAP15321-x-K9
AIR-CAP1532E-x-K9

° 2 °

Cisco Aironet 1532I

Cisco Aironet 1532E

Cisco Aironet 1572EAC/EC

Cisco Aironet 1572IC

PaS'beMbI BapwuaHTbl anekTponuTaHus AHTEHHbI

CllentLlnk
Clean Band
ApTUkyn BcTpoeHHas BHewHaa
2.0 | 3.0 | Select | GE | SFP | Kacens I'Iep HOCT Egg TD(I)JE UESE PPOS'J (mBOWHOM (mBOWHOIM BHePL:;':_I?a(()%":)l“H
[ManasoH) [uanasoH) A
o g

c" ‘ 2 ‘ 2+2

m Cisco Aironet cepun 1570

Clean Band
ApTukyn BcTpoeHHas BHelwuHsasa
2.0 | 3.0 | Select | GE | SFP | Kabens I'Iep HOCT EgE F;cl):;i UESE PF?IZ? (nBOIMHOI (nBOIMHOI BHS::;HH?SE;L)‘MH
[uanasoH) [LManasoH) A

AIR-AP1572ICn-x-K9™
AIR-AP1572EAC-x-K9 ° = ° ° 2 1 = ° °
AIR-AP1572ECn-x-K9" ° - . ° 2 1 1 - °

- . - - 4 2+2
- - ° - 4 2+2

*1 Tpe6yetcs GPS aHTeHHa (AIR-ANT-GPS-1).

*2 2.4 TTu: 3 Nepenatuuka / 3 MpuemHuka AHTEHHbI ¢ 3 noTokamu. 5 My 2 Mepenatuunka / 3 NpUeMHWKa aHTEeHHbI ¢ 2 NOTOKaMU.

*3 ecnu “n” = “1”, padbem [unnekc cunbtpa: 5-42/88-1000 M. Ecnu “n” = “2”, pasdbem dunnekc dunbrpa: 5-85/108-1002 M. Ecnu “n” = “3”, pasdbem Aunnekc dunbTpa: 5-65/108-1002 MIu.
*4 TMoppepxxka NuTaHWs uepes PoE.
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AHTEHHbI U BCoMoraTenbHblie ycTponcTea Cisco Aironet

ApTukyn (dBidBi)

\

\\%
AIR-ANT2420V-N

N
N

AIR-ANT2450V-N

N

AIR-ANT2455V-N

N\

AIR-ANT2480V-N

m BceHanpaBneHHas aHTeHHa Cisco Aironet 2.4 TTy

YcTtaHoBka/labapuTbl

12.70 x 2.54 cm

27.94 x 2.54 cm

31.75x 2.54 cm

49.53 x 2.22 cm

Koadp.
ycunexus

2.0
5.0
5.5

8.0

w

AIR-ANT2413P2M-N

m HanpaeneHHas aHTeHHa Cisco Aironet 2.4 Ty

YcTaHoBka/labapuTbi/Bec Koadp.ycunenus (dBi)

Monockosas(Matu)
19.81 x 19.81 x 3.05 cm
0.61 kr

,——'/.
AIR-ANT2524V4C-R

‘ -

AIR-ANT2544V4AM-R

C

/

AIR-ANT2547V-N

/

AIR-ANT2547VG-N

/

AIR-ANT2568VG-N

MoTonouHoe kpenneHue
18.42 x 18.42 x 2.54 cm
0.59 kr

HacTeHHoe kpenneHue
55.37 x 16.00 cm
0.67 kr

28.19x3.18cm 170 rp

28.19x3.18 cm 170 rp

37.59 x 3.81 cm 204 rp

m [IByxguana3oHHasi BceHanpasrneHHasa aHTeHHa Cisco Aironet

L

Koadp.

ycuneHus
(dBi)

2.0 (2.4 TTy)
4.0 (5My)

4.0 (2.4 TTw)
4.0 (5 IMw)

4.0 (2.4TTy)
7.0 (5 M)

4.0 (2.4 TTw)
7.0 (5 )

6.0 (2.4 Tu)
8.0 (5 M)

Be6-cawnt:

© www.cisco.com/go/antenna

[ns pononHuTenbHom MHdopmMaumm no AHteHHam Cisco Aironet, noceTute

m BceHnanpasneHHas aHTeHHa Cisco Aironet 5 Ty

ApTukyn
N\
Y

AIR-ANT5140V-N

AIR-ANT5175V-N

AIR-ANT5180V-N

YcTaHoBka/l[abapuTbl | Koad.ycunerns (dBi)

12.70 x 2.54 cm

29.59 x 2.54 cm

27.94 x 2.54 cm

4.0

7.5

8.0

m HanpaeneHHas aHTeHHa Cisco Aironet 5 My

ApTukyn

AIR-ANT5114P2M-N

YcraHoska/[abapuTbl/Bec Koadp.ycunenus (dBi)

Monockosas(MaTu)

19.81x 19.81 x 3.05 cm

0.61 kr

14.0

m [IByxgvana3oHHasi cMMMeTpuuHasi aHTeHHa Cisco Aironet

ApTtukyn

AIR-ANT2524DB-R

AIR-ANT2524DG-R

L
AIR-ANT2524DW-R

AIR-ANT2535SDW-R

LiseT/FabapuTbl/Bec

YepHas
16.84 x2.11 cm
36.85p

Cepas
16.84x2.11 cm
36.85 p

Benas
16.84x2.11 cm
36.85p

Benas
8.38x3.18 cm
48.19 rp

Koadp.ycunenus (dBi)

2.0 (2.4 Ty)
4.0 (5Ty)

2.0 (2.4 TTy)
4.0 (5Tu)

2.0 (2.4 Ty)
4.0 (5Ty)

3.0 (2.4 TTu)
5.0 (5Tu)

® [IByxavana3oHHas HanpaeneHHas aHTeHHa Cisco Aironet

ApTukyn

AIR-ANT2566P4W-R

AIR-ANT2566D4M-R

AIR-ANT2588P3M-N

AIR-ANT2513P4M-N

YcTaHoBka/abapuTbl/Bec

Monockosas(Matu)
16.00 x 27.94 x 3.05 cm
0.64 kr

Monockogas(Matu)
25.40 x 25.40 x 4.09 cm
1.36 kr

Monockosas(Matu)
30.48x17.78 x2.79 cm
0.45 kr

Monockosas(Matu)
30.48 x 17.78 x 2.79 cm
0.45 kr

Koadh.ycunerus (dBi)

6.0 (2.4 )
6.0 (5 Tw)

6.0 (2.4 Iwy)
6.0 (5Tu)

8.0 (2.4 ITu)
8.0 (5 M)

13.0 (2.4 ITw)
13.0 (5 IT)
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® Tabnvua COBMECTUMOCTM BCEHanpaBneHHoM moaenu aHTeHHbl Cisco Aironet 2.4 Ty
Koadp.ycunenus (dBi)

AIR-ANT2420V-N

AIR-ANT2450V-N 5.0 o S = = S () [}
AIR-ANT2455V-N 5.5 - - - - - - -
AIR-ANT2480V-N 8.0 al = = l = o [}

m Tabnuua COBMECTUMOCTU BCeHanpaBneHHo Mogenu aHTeHHbl Cisco Aironet 5 My
Koadp.ycunenus (dBi)

I
AIR-ANT5140V-N - 4.0 - - - - _ °
AIR-ANT5175V-N = 7.5 - = = - _ _
AIR-ANT5180V-N - 8.0 - - - = ° °

m Tabnuua COBMECTMMOCTU HanpaBneHHon Modenu aHTeHHbl Cisco Aironet 2.4 Ty

T
ApTtukyn
24Ty 1852E 2702E 3702E 3702P 1532E 1572E

AIR-ANT2413P2M-N ‘ 13.0 ‘ ‘ ‘ ‘ ‘ ‘ ‘

m Tabnuua COBMECTMMOCTU HanpaBneHHoOM Mogenu aHTeHHbl Cisco Aironet 5 My
Koadp.ycunenus (dBi)

Ao e
2.4TTy 51Ty 1852E 2702E 3702E 3702P 1532E 1572E

AIR-ANT5114P2M-N ‘ ‘ 14.0 ‘ ‘ ‘ ‘ ‘ ‘

m Tabnuua COBMECTUMOCTU ABYXANANa30HHON CUMMETPUUHON MOAenu aHTeHHbl Cisco Aironet
Koadp.ycunenus (dBi)

s I
24Ty 1852E 2702E 3702E 3702P 1532E 1572E
2.0 4.0 ° ° ° ° - -

AIR-ANT2524DB-R

AIR-ANT2524DG-R 2.0 4.0 . ° ° [} = =
AIR-ANT2524DW-R 2.0 4.0 ° . ° ° - -
AIR-ANT2535SDW-R 3.0 5.0 o o o o = =

m Tabnuua COBMECTUMOCTU ABYXAMANa30HHON CUMMETPUUHON Mofenu aHTeHHbl Cisco Aironet

Koadh.ycunenus (dBi)

Aonan I
24Ty 1852E 2702E 3702E 3702P 1532E 1572E

AIR-ANT2524V4C-R

AIR-ANT2544V4M-R 4.0 4.0 o o [} [} = =
AIR-ANT2547V-N 4.0 7.0 - - - - - °
AIR-ANT2547VG-N 4.0 7.0 - - - = ° °
AIR-ANT2568VG-N 6.0 8.0 - - - - - °

® Tabnuua COBMECTUMOCTU ABYXAMANa30HHON BCeHanpaBneHHom Mmofgenu aHTeHHbl Cisco Aironet
Koadp.ycunenus (dBi)

Ao e
2.4TTy 5Ty 1852E 2702E 3702E 3702P 1532E 1572E

AIR-ANT2566P4W-R

AIR-ANT2566D4M-R 6.0 6.0 . ° ° o = =
AIR-ANT2588P3M-N 8.0 8.0 - - - - . °
AIR-ANT2513P4M-N 13.0 13.0 = = = ° = °

m  Bnoku 1 nHxekTopbl NuTaHusa anst Cisco Aironet
CoBmecTUMblE MOAENU

T oo
[ ) L] L] [ ] ) [ ] L] - -

AIR-PWRINJ4= VH)XeKTop nuTaHus

AIR-PWRINJ5= VIHXXEKTOp MUTaHus . ° o’ °? . o’ - - -
AIR-PWRINJ-30= MHxekTop nuTaHms - - - - - - - ° -
AIR-PWRINJ1500-2= MHXEKTOp NUTaHns - - - - - - - ° °*
AIR-PWR-B= Bnok nuTtaHus [} - - - ° ° ° - -
AIR-PWR-C= Bnok nutaHus = ° o . = = = =
AIR-PWRADPT2-1530= Bnok nutanus - - - - - - - ° -

*1 MonHbIN yHKUMOHAN NOAAEPKMBAETCS MpH BKMOUeHUn ueped PoE+, AIR-PWRINJ4= unu AIR-PWR-C= (AIR-PWRINJ5 nogaepxvsaeT Tonbko npuem PoE). (Ecnv T nutaeTcs uepes PoE, USB-nopT oTkntouaetcs).

*2 TlonHbIN doyHKUMOHAN NOAAEPXMBAeTCA Npu BKIoUeHnn ueped PoE+, AIR-PWRINJ4= unun AIR-PWR-C= (AIR-PWRINJ5 nogaepxwveaeT Tornbko npuem PoE).

(Ecnm T nutaeTcsa uepes PoE, paguoceasb Cisco Aironet 1852E 2.4-GHz nepexoaut B 2 x 3 13 3 X 4, a TaKkKe BCromoraTenbHbii nopT v USB-nopT oTKtoueHsl).

*3 TlonHbl doyHKUMOHAN NOAAEPKUBAETCA NPy BKMOUeHWW uepesd PoE+, AIR-PWRINJ4= unn AIR-PWR-B= (AIR-PWRINJ5 nogaepxusaeT Tonbko npuem PoE). (Ecrm T nutaeTcsa uepes PoE, paguoceasb Cisco
Aironet 2702 2.4/5-GHz nepexoanTt B 3 x 313 3 X 4).

*4 Cisco Aironet 1572IC4 He nogaepxuBaeTcs.
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I becnpoBogHon kKoHTponnep Cisco

m bBecnposogHoit koHTponnep Cisco

BecnposopHoit koHTponnep Cisco - nnaTdopma Anst LeHTpanu30BaHHOIO yrpaBneHuns
Toukamn focTtyna Cisco Aironet, B TOM u1cne [ns reorpadouuecku pacnpenenenHbix
6ecnpoBOAHbIX ceTel. Pa3nuuHble BapnaHTbl UCMOMHERUS 6ECNPOBOAHbBIX KOHTPONEPOB
Cisco BkntouatoT moaynu paclumpenmns ansa Cisco Catalyst cepum 6500, nporpammHoe

KonunuecTtBo Touek goctyna

O6opynosaHue/ E
BupTtyanbHas
MalumHa BecnpoBogHoM BecnpoBogHON BecnpoBogHoOk
KOHTpOnnep BecnpoBOAHO BUPTYaNU3NPOB. KoHTponnep Cisco cepun KOHTponnep
Cisco cepun 2500 koHTponnep Cisco 5500 Cisco cepun 8500
Mogaynb
BecnpoBoaHoO cepBUCHbIN
mogzynb 2 Cisco (WiSM2)

- NogpobHee

OCHOBaHa Ha KonMuecTBe pearibHO UCMNOoMb3yeMblX 3aKa3uMKOM ToueK gocTyna Cisco
Aironet, uTo fenaeT ee 0AHMM U3 Hanbonee BbirOAHbIX M IKOHOMUUECKM 3PDEKTHBHBIX
peLueHnit Ha pbiHke. Tpebyemoe KONMMUECTBO YNpaBnseMbiX TOUEK OCTYNa MOXeT
6bITb Bbl6paHO Ha 3Tane yCTaHOBKU; N MOXET 6bITb yBenMueHo BrnocneacTsum npu

obecneueHne ans VMware ESX/ESXi v Linux Kernel-based Virtual Machine (KVM), HEOoBX0AUMOCTU.

n cneunanM3npoBaHHble annapaTHble KOMMMIEKCbl. [Mbkasa cuctema NMUEH3MPOoBaHUs

m BecnposopHoit koHTponnep Cisco cepun 2500 FabapwuTbl (BeicoTa x LLnpuHa x Tny6uHa): 4.39 x 20.32 x 17. 15 cM  MakcumanbHbi Bec: 1.59 kr

Moo - PapMouacToTHble MponyckHast Office Wireless n°p"" YcTaHoBKa B
MeTKU CMnoco6HOCTb Extend Mesh CTOWKe

AIR-CT2504-5-K9 5 75 1,000 500 1T6ut/c ° °

AIR-CT2504-15-K9 15 75 1,000 500 1T6ut/c . ° 4 - - i

AIR-CT2504-25-K9 25 75 1,000 500 1Téut/c ° ] 4 - - -1

AIR-CT2504-50-K9 50 75 1,000 500 1T6ut/c . . 4 - - -

® BupTyanuanpoBaHHbIn 6ecnpoeonHoﬁ KoHTponnep Cisco
yl'lpaBl'IQEMble TOUKK gocTyna

DT PapuouacTtoTHble MponyckHas Office Wireless VCTaHOBKaB
MaKcumyM MeTKu Cnoco6HOCTb Extend Mesh cToiike

ApTtukyn
L-AIR-CTVM-5-K9 3,000 32,000 25,000 500 M6uT/c

m BecnposogHon CepBVICHbIM moaynb Cisco 2 (WiSM2)
VI'IpaBﬂﬂeMble TOUKM gocTyna

T PaguouacToTHble MponyckHas Office
Makcumym MeTKM CMoco6HOCTb Extend

Wireless n°pr'

ApTUKY" VCTaHQBKa B

WS-SVC-WISM2-1-K9 100 1,000 15,000 20 reut/c ° . -
WS-SVC-WISM2-3-K9 300 1,000 15,000 5,000 20 reut/c [} ° = = = =
WS-SVC-WISM2-5-K9 500 1,000 15,000 5,000 20 rewt/c ° ° - - - -
WS-SVC-WISM2-K-K9 1,000 1,000 15,000 5,000 20 Téut/c o ° = = = =

m becnposopgHoit koHTponnep Cisco cepuun 5500 (5508/5520)
Ynpasnsiemble TOUKM [OCTYNa

AIR-CT5508-12-K9 12 500 7,000 5,000 8TB/c o o - 8 - 1RU
AIR-CT5508-25-K9 25 500 7,000 5,000 8TB/c o o = 8 = TRU
AIR-CT5508-50-K9 50 500 7,000 5,000 8b/c o ° - 8 - 1RU
AIR-CT5520-K9 0 1,500 20,000 25,000 20 léut/c o o = = 27 1RU
AIR-CT5520-50-K9 50 1,500 20,000 25,000 20 réut/c ° ° - - 27 1RU

m BecnposoaHoit koHTponnep Cisco cepun 8500 (8510/8540)

‘/npaenﬂeMble TOUKM gocTyna

ApTUKYA PO PagyouacToTHble MponyckHas Office Wireless VCTaH(zBKa
MeTKN CnocoBHoCTb Extend Mesh B CTOMKE
AIR-CT8510-300-K9 6,000 64,000 50,000 10 réent/c ° . - - 2 1RU
AIR-CT8510-500-K9 500 6,000 64,000 50,000 10 Féut/c [} o = = 2 1RU
AIR-CT8510-1K-K9 1,000 6,000 64,000 50,000 10 réemt/c ° . - - 2 1RU
AIR-CT8510-3K-K9 3,000 6,000 64,000 50,000 10 rént/c ° ° = = 2 1RU
AIR-CT8510-6K-K9 6,000 6,000 64,000 50,000 10 Féut/c ° . - - 2 1RU
AIR-CT8540-K9 0 6,000 64,000 50,000 40 reut/c ° ° = = 47 2RU
AIR-CT8540-1K-K9 1,000 6,000 64,000 50,000 40 reut/c ° ° - - 47 2RU

*1 TpebyeTcs KpOHLWTeNH Kpennerus B cToike (AIR-CT2504-RMNT). *2  MoxHo Takxe ucronb3osatb SFP-T ans ruraéut Ethernet
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m JlnueH3upoBaHMe QOMONHUTENbHBIX Touek gocTyna ans becnposogHoro m [lmyeH3npoBaHne [ONONHUTENbHbLIX Touek gocTyna ana becnposogHoro

koHTponnepa Cisco cepuu 2500* koHTponnepa Cisco cepun 5500*
L-LIC-CT2504-1A 2504 L-LIC-CT5508-1A 5508
L-LIC-CT2504-5A 5 2504 L-LIC-CT5508-25A 25 5508
L-LIC-CT2504-25A 25 2504 L-LIC-CT5508-50A 50 5508
L-LIC-CT5508-100A 100 5508
® JlnueH3MpoBaHWeEe OOMNONMHUTENbHbX TOYek gocTyna Ang L-LIC-CT5508-250A 250 5508
BUPTYanuanMpoBaHHoro becnposoaHoro kKoHTponnepa Cisco*? LIC-CT5520-1A 1 5520

L-LIC-CTVM-1A ‘ 1 ‘ -
L-LIC-CTVM-5A 5 - m JlMueHsnpoBaHue gononHMTenbHbix Touek gocTyna gna becnposogHoro
L-LIC-CTVM-25A 25 koHTponnepa Cisco cepun 8500*°

® [lMueH3vpoBaHWe JOMOMHUTENbHBIX Touek [ocTyna ang becnposogHoro mogyns

L-LIC-CT8500-1A 8510
H %3

yenyr 2 (WiSM2) L-LIC-CT8500-100A 100 8510

L-LIC-CT8500-500A 500 8510

L-LIC-WISM2-100A 100 6500/6800 L-LIC-CT8500-1000A 1,000 8510
L-LIC-WISM2-200A 200 6500/6800 LIC-CT8540-1A 1 8540

*1 TpebyeTtcs L-LIC-CT2504-UPG. *2 Tpebyetcs L-LIC-CTVM-UPG. *3 Tpebyetcs L-LIC-WISM2-UPG.
*4 TpebyeTcs L-LIC-CT5508-UPG unu L-LIC-CT5540-UPG. *5 Tpe6yeTcs L-LIC-CT8500-UPG wnum L-LIC-CT8540-UPG.

MNporpaMmHbie peanusauuu 6ecnposofHoro KoHTposnnepa Cisco

B oTnnumMe oT TpaaMLMOHHBIX NPOAYKTOB KOMMyTaTopbl Cisco Catalyst cepun (3arpy»aemblit CMMCOK ynpasneHus 4OCTYNOM) TEMNePb MOryT UCMONb30BaTLCSA U ANS
3650/3850 1 mogynb Supervisor Engine 8-E gns Cisco Catalyst cepun 4500E 6ecnpoBoOfHOM CeTun, Hanpumep, B yaaneHHOM ohnce KOMMNaHUM C OrpaHUUYEHHbIM
MHTErpUpyIoT hyHKLMIO 6€CNPOBOJHOrO KOHTPOMNEePa B CETEBYIO ONEPALMOHHYIO KONMYecTBOM Touek gocTyna - Ao 50 nnu go 100 B 3aBUCUMOCTH OT MOAENM

cuctemy Cisco IOS XE. BoraTble Bo3moxxHocTH Cisco I0S XE, Bkntouatouine ycTpoiicTea. Cm. cTp. 33.

Flexible NetFlow, paclumpeHHoe ynpasneHue kauecTsom o6cnyxusanus (QoS) n dACL
m CpaBHeHuMe nporpaMmmHoro obecneueruns becnposogHoro koHTponnepa Cisco

AireOS MexceTeBas onepaunoHHas cuctema (I0S)-XE

SSO ans knueHTa, N+1, cneunanbHbii apTukyn ans

HapexxHocTb o SSO ans TA, Multiple LAG, BO3MOXHOCTb CTEKMPOBaHUSA
pesepBUpOBaHHON KOHUrypaLmumn KOHTponnepa

KauecTtBo o6cnysxusarns (QoS) Mporpamtbint Alloy QoS (4-knacca 06cnyusaHus) AnnapatHbit QoS Ha ocHose MQC

BesonacHocTb [unHamnueckune ACLs, SGT/SG-ACL [nHamnueckue u 3arpyxxaemble ACLs, SGT/SG-ACL

PoyMuHr L2 n L3 FSR, IEEE 802.11r/k/u/v/w, Neighbor list L2 n L3 FSR, cTangapt 802.11r/k/w

CerTeBble ycnyru Static Netflow,AVC,Bonjour Flexible Netflow,AVC,Bonjour

T — Telnet/ SSH WHTepdenc KoMaHgHOM CTpOK_lF éf/ljll_:(asco 10S, Secure Shell, EEM/

\.

BapuaHTbl YCTaHOBKMU

BecnpoBofHbie pelweHuns CiSCo UCMonb3ytoT OAMH 13 ABYX OCHOBHBIX TUMOB YCTaHOBKM — B NepBoM cnyuae Touku gocTyna Cisco Aironet oyHKUMOHUPYHOT aBTOHOMHO (He
TPEB6YIOT BHELIHErO YNpaseHus), BO BTOPOM - Toukamu gocTyna Cisco Aironet monHOCTbIO ynpasnseT ueHTpanuaosaHHbin becnposoaHom koHTponnep Cisco. B
crnyyae yCTaHOBKM C UCMOMNb30BAHMEM KOHTPONNEPa BO3MOXHbI 4OMONHUTENbHBIE PEXUMbI Pa3BEPTHIBAHUS 6€CNPOBOAHON CETH.

(" \
Mobility Express (P30) FlexConnect KoHBepreHTHbIit gocTyn (P25) LleHTpanu3oBaHHbIN
3650/ ———
- —><—,>‘ 3850/ —

000000

[eeceee]

N @/ﬁ;@ @4 BM @@ﬁ;@

Ocpre [ Kpymiiotie | LieHTpanoroi ocbu

. J/

Takxe nopaepxusatoTcs: Pexum Mesh, Pexum FlexConnect + Mesh, Pexum OfficeExtend, Pexxum Monitor, Pexxum Rogue Detector n Pexxum Sniffer

m Tabnvua COBMECTUMOCTH PEXMMOB pa3dBepTbiBaHust becnpoBogHbix KoHTponnepos

Pexumbl pa3BepTbiBaHUA

-
Moty Express | FexCommect Offcebend

Toukun poctyna Cisco Aironet cepun 1830/1850 °

BecnposopHon koHTponnep Cisco cepun 2500 = ° = ° ° °
BvipTyanbHbiii 6ecnposofHoi koHTponnep Cisco - ° - - 'y -
BecnposopHon koHTponnep Cisco cepun 5500 = ° - ° ° °

Catalyst 3650/3850/Sup8E kak Mo6unbHbIN
koHTponnep (MC)

BecnpoBopgHoi cepBuUcHbIA Mmogynb Cisco 2
(WiSM2)

BecnposogHoi koHTponnep Cisco cepun 8500 - ° - ° °

*1 TpebyeTcs ucnonb3osaxue FlexConnect+Mesh
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[dononHuTtenbHble ycnyrn, npegoctasnsembie ceTbto Wi-Fi

n MHCprMeHTbI ang ynpasneHund ceTbio

Pewenue Cisco Mobility Service Engine (MSE)

Cisco Mobility Service Engine (MSE) - nnatdopma, npegnaratoLias WwWupoKui
CNeKTP MOBUNbHbLIX ceTeBbIx yenyr, Takux kak Cisco CleanAir, Cisco Base
Location Services, Cisco Connected Mobile Experiences Cisco (CMX), n
Cisco Wireless Intrusion Prevention System (wIPS). QanHas nnatdopma
peann3oBaHa, Kak MporpaMMHbI NPOAYKT M NOCTaBNAETCA B BUAE
BMPTYanbHOM MawuHbl Ans VMware ESX/ESXi unu kak cneumannavposaHHoe
annapaTHOe yCTPOWCTBO.

m Cisco Connected Mobile Experiences Cisco (CMX) penus 10
Cisco CMX 10 - pelleHune, KOTOPOE pacLUMpPsieT BO3MOXHOCTU 6ECMNPOBOAHBIX
ceTen Cisco v Mcnonb3yeT cnefyowmne MHHoBaLUuu:

® BbluMcneHne MecTONONOXeHUA BCEX 6€CNPOBOAHBIX YCTPOWCTB B
30He pgencTBua MSE , Bkntouass MOGUMbHbIE YCTPOWCTBA, 4ATUMKMY,,
HeneranbHble TOUKU AOCTYNa U UCTOUHUKM MOMEX.

o QopmupoBaHME pacWMPEHHOR aHaNnUTUKN Ha OCHOBE MHEPbOpMaLnK O
mecTononoxernuun (CMX Analytics).

e MnaTdopma anda roctesoro goctyna (CMX Connect).

e O6HapyxeHne wmasukos Bluetooth (BLE).

m Cisco Connected Mobile Experiences (MSE)
ApTukyn Onucaxune

L-MSE-7.0-K9
AIR-MSE-3365-K9

MporpamMmHbIi NpoayKT
AnnapaTHoe yCTPOWCTBO

® [uueHsum Ha Cisco Connected Mobile Experiences Cisco (CMX) penus 10
e basoBasa nuueHsunsa Cisco CMX Base
MosBonsieT onpegennTb mecTononoxexnme Wi-Fi knmeHToB, MagukoB
Bluetooth ¢ HU3KkuM aHepronoTpe6bneHuem (BLE), meTok RFID, CMX
Connect. O6ecneunBaeT B3aMMO4ENCTBNE CO CTOPOHHUMU PELLUEHUSIMU
nocpeactsom REST APIs.
e PacwwupeHHasa nuueHsunsa Cisco CMX Advanced
MpenocTtasnsaeT Bce bazosble ycnyrn CMX n AHanutnky CMX.
® JluueH3uns pexuma KoHTpona 6ecnpoBOAHOWM
cetun) Cisco wiPS Monitor Mode
MpenocTtasnaeT wIPS gns Touek goctyna Cisco Aironet B pexume
MOHUTOPUHra (6yaeT QOCTYNHO B 6yayLmx Bepcuax M10).
® JInueH3nsa paclUMPEHHOro aBTOHOMHOIO peXxuma
wIPS Cisco wIPS Enhanced Local Mode
MpepocTasnaeT dpyHkuno wIPS ans Touek goctyna Cisco Aironet B
aBTOHOMHOM pexume (byaeT gocTynHO B 6yaywmx sepcusax M0).

KonuuecTtso ynpaensembix Touek goctyna

5,000
5,000

10,000
10,000

OnpepeneHne MeCTOMNONOXKEHNS WIPS Pexum MoHUTOpa
CMX WIPS PacLuMpeHHbI aBTOHOMHbINA PEXWUM

m basosas nuueHnsua Cisco CMX
ApTuKyn

MoppepxMBaemMble TOUKN
poctyna

L-LS-1AP L-LS-1AP-N
L-LS-100AP = 100
L-LS-1000AP - 1,000

® [lMueHsus pexxuma MoHuTopuHra wiPS Cisco
ApTukyn

MoppepxMBaemMble TOUKK
poctyna

CMX 10.x?

L-WIPS-MM-1AP
L-WIPS-MM-100AP
L-WIPS-MM-1000AP

100
1,000

m PacwupeHHas nuueHsns Cisco CMX
ApTukyn

MopnepxMBaemble TOUKM
poctyna

L-AD-LS-1AP
L-AD-LS-100AP
L-AD-LS-1000AP
L-UPG-LS-1AP

L-AD-LS-1AP-N
- 100
1,000

L-UPG-LS-1AP-N

® JIMueH3uns pacluMpeHHOro aBTOHOMHOro pexvma wiPS Cisco

ApTukyn MopnepxMBaeMble TOUKU
poctyna

L-WIPS-ELM-1AP
L-WIPS-ELM-100AP
L-WIPS-ELM-1000AP

100
1,000

*1 TpebyeTca L-MSE-PAK. *2 TpebyeTtcsa L-MSE-PAK-N. *3 TpebyeTtca R-MGMT3X-N-K9.
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I PeweHue Cisco Virtual Beacon

HoBoe nokoneHue BbICOKOTOUHbIX CPEeACTB onpeaesieHUusi MeCTOMOJOXKEHUS YXKe AO0CTYMHO
3akasuukam Cisco

Cisco paspaboTana yH1KanbHOe U MHHOBaUWOHHOE pelleHne npobnemsl peweHune Cisco Virtual BLE Beacon o6ecneunBaeT BbICOKOTOUHOE
onpefeneHUsa MeCTOMONOXEHWS KTMEHTOB B 65eCNPOBOAHON CeTH. onpefeneHve MECTOMNONOXEHMS C MCNONb3oBaHMeM o6opyaosaHus Cisco
KomM6brHUpYs HHOBaLMOHHOE 06navyHoOe NporpaMMHoe obecneyeHue Beacon Point u CMX Cloud Beacon Center. [ins kaxgoro yctpoicTsa Cis-
(Cisco® Connected Mobile Experiences (CMX) Cloud Beacon Center), co Beacon Point BO3MOXHO co34aTb 4O BOCbMU BUPTYanbHbIX MasgkoB. ATO
16-3neMeHTHYI0 ynpaBnsieMyto aHTeHHYyto pelweTky Blutooth Low Energy Tak e NPoCTO, Kak OTMETUTb MeCcTo 6ynaBkoi Ha kKapTe. B Bawunx pykax
(Cisco Beacon Point) u nporpammHoe o6ecrneuerue gns pa3apaboTku YHUKanbHOE peleHne fna HaBuraumm u OHnanH-MapKeTUHra Ha OCHoBe
MO6UNbHLIX NpunoxeHuin (SDK) gna yctponcte iOS n Android BbICOKOTOUYHOIO NO3ULMOHUPOBAHUS.

OcHoBHble oco6eHHOCcTHU pewweHus Virtual BLE Beacon

CiscoBeacon Point - atonepsasaBoTpacnu BLE Toukac 16 ynpaBnsieMbIMW aHTEHHbIMU 31EMEHTaMU, KOTopas NO3BONsSieT co3haBaTb 40 8
BUPTYyanbHbIX MasikoB. UT-noapasgeneHuns pasmeLialoT TakmMe TOUKU ANa JOCTUXEHWUS KENAeMOoro MOKPbLITUSA, MPU 3TOM Kakgas Touka cnocobHa
ob6cnyxueaTb nnowanb 230 kKBaapaTHbIX METPOB M yCTaHaBNMBaeTCs Ha BbICOTax 4o 4,5 MeTpoB. BoTnnune oT TpaAMUMOHHOMO (hM3MUECKOro Masika,
CiscoBeacon PointumetoT IP-agpecawun moryT nerko ynpaBnsitbcsi ceteBbiMu UT-nonpasgeneHnam. Touku nuTatoTcs no ctaHgapTy Power over Eth-
ernet (PoE, 802.3af unn 802.3at) n nogknouatotca uepes MHTepHeT K CMX Cloud Beacon Center.

el RBeacon (
@ cl_[scl() : on Cente John.Smith@acme.com @ @ v

<€ Locations:

= - f He

CMX Classroom

| I8 9 CMX Clinic
} Conference Room& & CMX Restaurant
';_ - ® CMX Retail
M : " | vBeacon 6
[ ‘ @ Welcome to the Lobby
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CMX Cloud Beacon Center — 310 nporpaMmHoe o6ecneueHune, noctasnsemoe uepes o6nako Cisco u OCTYNHOE Ha OCHOBE NOANUCKU. MpunoxeHue
Beacon Center, nokasdaHHOe Ha PUCYHKe 2, NO3BOMSIET CO3AaBaTb BUPTyanbHbie Masiku B 1060 TOUKE 30Hbl MOKPbITUS NOCPEACTBOM UHTYUTUBHO
NOHATHOTO rpadPMuUecKoro nHTepdgenca. ADMUHUCTPATOPL MOTYT CO3AaBaTb COOBLEHUS O MPUBTUXKEHUN UNKU UCNIONb30BATb BCTPOEHHbIN

penakTop 30H U NyTen ANd aHanUTUKK U Hasurauuun. C TOUKM 3pEHUS MapKeTUHIa CTaHOBUTCSA BO3MOXHbBIM (DOPMUPOBATL B peanbHOM BPEMEHMU
nepcoHanu3npoBaHHbIM NONb30BATENbCKUA KOHTEHT HAa OCHOBE aHanW3a MeCTOMONOXEHUS C LENbIO MPUBNEUYEHNS BHUMAHUS KNTMEHTOB U UBMEPEHUS
3P PEKTUBHOCTU MAPKETUHIOBLIX KaMMaHW. OTO NO3BONUT NPEANPUSTUSAM COCPEROTOUNTHLCS Ha BOCTUXKEHUN BU3HEC—PEBYNBTATOB, BMECTO
NOCTOAHHOIO YBENUUEHUSA KONUUECTBA CEPBEPOB U (PUIUUECKMX MASKOB C BaTapenHbM NUTaHneM. Pa3BepTbiBaHME CUCTEMbBI MPOUCXOAUT B
CUMTaHHbIE MUHYTBl — MpeumMyLlecTBO ob6nauHoro pasmelernsi. SDK Cisco Virtual Beacon nognepxuBaeT MobunbHbie ycTpoicTBa iOS n Android.

Cisco Virtual Beacon — Kak pa6oTaeT peweHue

Touka Cisco Kak paboTaeT pelueHne
Beacon Point

1. Mo6unbHOe yCTPOMCTBO CryLuaeT
pagnoadhup B noucke pagromaskos BLE,
hopmupyembix Cisco Beacon Point

O6nako “ 2. Cisco SDK (MHTerpupoBaHHbiit
3aKa3umnKa B MOBWIbHOE MPUIOXKEHUE) OTrpaBnseT
nHdopmauuto B obnako Cisco.
A s’
3. O6nako Cisco oTnpaenseT fAaHHble
0 MECTONMOMOXEHWUN Ha KapTe 1 CaMoK KapTe
B MOGUMbHOE MPUMNOXEHE.

Oo6nako Cisco 4. MobwnbHOE YCTPONCTBO NMPU HEOBXOANMOCTH
4 B3aMMOLENCTBYET C 06/1aKOM 3aKa3uuka
@ [NS NONyUeHUst AOMNONHUTENBHOM MHAOPMaLIMK
@ 0 MONb30BaTeNe, MECTOMONOXKEHNS U KOHTEHTE.
KynuHapus
AnTeka 5. Korpga nonb3osaTenu okasblsatoTca psaom

3 C BUPTYyanbHbIM MassiKkOM, CTaHOBUTCH BO3SMOXXHbIM

2 OTNPaBNATb NEPCOHANM3UPOBAHHbIE YBEAOMIEHUS
6 mnn URL-cchinkn Ha nonb3oBaTenbCkoe YCTPOMCTBO

@ WA MOXET BblTb 3anyLLeH BbIOPaHHbINA CcLeHapuii

06paboTKu.

OneKkTpoHuKa 6. BupTyanbHble Masiku MoryT 6biTb CO3[aHbl
B Nt060I TOUKE 30HbI MOKPbITUS.

Opexpga

Mo6unbHoe npunoxenme ¢ Cisco SDK

CucTtemHblie Tpe60oBaHuUsA

LleHTp ynpaBnexus
CMX Cloud Beacon Center

ka Cisco Beacon Point

Mo6unbHoe npunoxeHue ¢ MpunoxeHne c nogaepxkoi Virtual Beacon SDKo6HapyxunsaeT BLE usnyuerune n s3anmoneincteyeT ¢ 06nayHbim
noaaepxkoi Virtual Beaco CepBuUCOM.

Pe3ome

TexHonorus BUpTyanbHbix MasskoB Cisco Ha ocHoBe peweHus Cisco CMX Cloud Beacon Center u BLE Touek Cisco Beacon Points nossonsiert
3aKkasumKam:

e lpepocTaBnNATb NEPCOHANU3UPOBAHHbBIE YCNYTM HA OCHOBE 6M30CTU NONb30BaTENEN K BUPTYanbHbIM Masikam U popmMupoBaThb
MHAMBUAYaNbHbIE MapLWPYThl

e ObecneunBaeT BLICOKOTOUHOE NO3ULUMOHMPOBaHME 6€3 YyCTaHOBKM MHOXECTBa (PU3UUECKUX MasKOB, TPEBYIOWNX PErynsipHoin 3aMeHbl
6aTapen

e VMcknoyaeT HEOHBXOAMMOCTb CNOXHbIX Kanuéposok BLE

e O6ecneunBaeT BaWeMy NPeanpUATUIO NPOCTOE B 3KCNyaTauum n macwtabupyemoe pelweHue Ha ocHoBe BLE maskos.

49



MapLupyTU3aTopbl C MHTErPUPOBAHHLIMU CETEBLIMW CEPBUCAMM

TlnHehka MaplpyTU3aToOpoOB C UHTErpMpoBaHHbiMu cepeucamm Cisco ISR

B HepaBHeM npolwnom gaxe Ang Heb6onblworo ouca Tpebosanach [ononHutenbHo Cisco ISR N03BONSIOT paclumpsATbh PYHKLMOHAM C MOMOLLbIO
yCTaHOBKa 60MbLLIOro KonnuecTBa Pa3HOOOpPasHbIX YCTPOUCTB, NULEH3U unu cneumanbHbix Mogynen. Bhegpenue Cisco ISR 3HaunTenbHo
BK/IOYad KOMMYTaTOpPbl, 6ECNPOBOAHbIE TOUKM AOCTYNA U PeLUeHnsa Ans ynpoujaeT NpoLecc KOHPUIrypPUPOBaHNA U CMOCOBCTBYET CHUXEHUIO 3aTpaT
ONTUMMU3aLUK pacnpefeneHHon KopnopaTMBHON ceTu. MapLipyTusaTopsbl Ha ceTeBoe 060pyAOBaHUE, @ TakXKe Ha IKCMNyaTaumio U TEXHUUYeckoe

C UHTerpupoBaHHbiMK cepsrucammn Cisco ISR aBnsiloTca no cytu “cynep 06CNyXNBaHUE CeTH.

MapLpyTusaTopamu”, KOTopble CNOCO6Hb 06beANHUTL B CE6E MHOXECTBO
CceTeBbIX YCNyr.
e A

2,
-

—_—
000000

MapuwpyTnzaums KommyTaums BecnposogHas ceTb
(Touku focTyna/KoHTponnep)

' — 9 n (_
== «3-
bBesonacHocTb VHUDMUMPOBAHHBIE Cisco ISR MoxeT 06beanHsaTb
(Mexceteot okpaH/ KOMMYHMKaLIMM OnTummnzauns WAN 3anaqy MapLIpyTU3aLIN 1 Apyrue
CvicTema npegoTepalleHus (YnpaeneHe Boizosamn/ CEepBKChI B O[HOM yCTponcTae!
BTOPXKEHM/VPN) CO0BLLEHNAMM)
\ J

->

4431

3945

3925

2951

2921

—

2901

Py 1941

891F/891-24X

91LO0HAUBHOUIMIHAD U 9100HauaLMTogenod| |

892FSP/897VA/899G —
881W/881-V

867VAE

DUKCMpOBaHHas KOHGUrypaums MogynbHbii (EHWIC/SM) *! MogynbHbiit (NIM/SM-X) *'

*1 OCHOBHble CNOTbI PaCLUMPEHUst MHTErpupoBaHbl Ha nnatcopme. Cm. cTp. 50-51 ans Noapo6HON MHPOPMALIMK NO COBMECTUMBIM MOAYNSIM PACLUMPEHHS.

BTopoe nokoneHue MapLipyTU3aTOPOB C MHTErPUPOBAHHLIMU CEPBUCAMM U (DUKCUPOBAHHOMN
KOHbUrypaumen noaxoaaT Ans UCNONb30BaHUA B HEH6ONbLIOM UMK AOMALLHEM OUCE U B MEXMALLUHHOM @ CMm. cTp.52

N BTOpOe NOKONeHne MoaynbHbIX MapLWpyTU3aToOpoB C UHTErPUPOBAHHbIMKU CEPBUCAMU,
Cisco cepuu ISR 1900/2900/3900 CM. cTp. 52
NoAXOAsALIEe ANS PA3MELLEHNA B Manbix 1 KPyMHbIX oducax
p Ay. puwpy P pvp! P » noaxoaaLy
Cisco cepuu ISR 4000 ANS MCMONb30BaHUS B TOUKaX, KOTOPLIE TPEBYIOT 06ecneyeHns yCnyramu ¢ yueToM 0CO6eHHOCTe ! @ CM. cTp. 53

ncnonb3yemblx MPUNOXEHNN.




Cisco 4221 — HoBuHKa cepuu ISR 4000

ISR4221 — MapuwpyTu3aTop HauasibHOro ypoBHS mia yaaneHHoro ocpuca IWAN

Cisco ISR4221 — HOBbIM MOAYNbHbI MApLIPYTM3aTOP HauanbHOro ypoBHS, obecneunBatoLmMii Nogaepxky scex texHonoru IWAN.

B ocHose MapuwpyTmzaTopa nexxuT ucnonbsosaHne OC I0S XE, npegnaratoLlen WnMpovanwmim Habop yHKLUUA U BOZMOXHOCTEN.

BONbLUMHCTBO HEBOMNbLWMX yAaNeHHbIX OPUCOB TPEBYIOT UCMONb30BaHUS C OQHOM CTOPOHbBI KOMMAKTHOIO M AOCTYMHOTO, @ C APYron

CTOPOHbI NONHOYHKLMOHaNbHOro MmapLpyTtnaatopa ISR. ISR 4221 ygauHo coBmellaeT B cebe 3TM KauecTBa. B HeM npegycMOTpeHa

ycTaHoBKa Ao asyx moaynen NIM — gns nto6oro WAN nopkntoueHus. ISR4221 obecneumBaeT nponssoanTensHocTb 35 unm 75 Méut/c

(c Performance nuueHsuen) ang ycnyr nepenaun gaHHbIX M yHKUMIM 6e30nacHoCTU. ISR4221 noaaepmBaeT KOHTEMHEePM3aLUmio, B TOM

uncne gnsa Snort IPS.

MapupyTusatopsl cepumn Cisco ISR 4000 — pesynbtaTt 20-neTHero onbita

Cisco no pa3paboTke pelleHnit Ans pacnpeaeneHHbix CeTen, CBA3bIBaOLLNX
ouchl NPeanpUATUIA Manoro U cpefHero 6usHeca. 3a cueT yBeNUUEHHOM
NPOU3BOANTENBHOCTU U HOBbIM (DYHKLIMOHAMbHBIM BO3MOXHOCTAM Cisco ISR 4000
NO3BONAET NpeanpuUAaATnUAaM:

® BbicTpO OTKpbIBATH HOBbIE YAaNeHHble 0UChI UK NErKO akTUBMPOBATb
AONONHUTENbHbIE yCyru

e O6ecneunBaTb ahPeKTUBHYIO paboTy punmanbHOro oduca, UCNonb3ys BCErO
O[1HO YCTPOMCTBO

e BbicBo60anTb pecypcsl IT Ang BHeApeHUs MHHOBaLUMIA, B TOM UMC/E C MOMOLLbIO
peLleHunit No aBToMaTh3aLmm NoOBTOPAIOLMXCS 3a4ay

m CpaBHeHue cepui

MoTpe6HOCTH
cbununanbHom cetn

Cisco ISR cepun

Cisco ISR cepun

Cisco ISR cepun 4000 peluaeT 3agauv COBPEMEHHOTO Omca KOMNaHUM, COXpaHas
Npu 3TOM BCE BO3MOXHOCTM NpeAblAyLLNX NOKONeHnit MappyTusatopos Cisco
ISR. [daHHas cepvs MapLpyTU3aTOPOB NPUHOCUT TEXHONOTUU BUPTYanu3aUum

B KOPMNOPaTUBHYIO CETb, UTO MO3BONUT NoapasaenerHuam IT 6picTpee BHeapaTb
HOBble yCnyru 1 ahPeKTUBHO Nepencnonb3oBaTh CyLECTBYOWME CETEBbIE

W BbIUUCNIUTENbHbIE pecypcbl. Bo3MoXxHOCTM BUpTyanuaauum Ha ISR 4000
obecneunBalT AOMONHUTENbHYI BbIYNCTUTENbHYIO MOLWHOCTb, KOTOPYHO MOXXHO
ncnonb3oBaTb, HaNpuUMep, ANd BbiINOMHEHWA 3a4ay pe3epBHOro KoONMpoBaHUa
[l@aHHbIX UM 06PaBOTKMU aHANUTUKU.

Hogas apxutekTtypa Cisco ISR cepun 4000 obecneunBaeT NPOU3BOAUTENBHOCTb
0o 26éut/c —no cytu, oT 4 po 10 pas 6bicTpee, uem ISR NnpenbiAyLLErO MOKONEHUS.
Cisco ISR cepwumn 4000 sBnseTcs nuaupytoLen Nnnat@opmMoi ANa BHeAPeHNs
apxutekTypbl Cisco Intelligent WAN, ncnonbaytoLiein TEXHONOT KU YHUBEPCANbHOTO
TpaHcrnopTa (DMVPN), KOHTPONS 1 ynpasneHns NpOU3BOANTENbHOCTbIO
npunoxenuin (PfRv3), knaccudukaumm ceTesbix NpUnoxeHuit (AVC), MOHUTOpHHTa
(Netflow), koHTpons u onTummaaummn kaHanos (WAAS), 6e30nacHOro npsmMoro
pocTyna k «O6naky» U v aBTOMaTU3aLuUK C MOMOLLbIO TexHonoruin SDN.
ApxutekTypa ISR 4000 He npocTO NO3BONSAET 06eCneunTb paboTy ceTu

orca, UCNonb3ys TONbKO OAHO YCTPOWNCTBO, HO Takxe 06beaAnHseT B cebe
BbIUNCIUTENBHbBIE 3afiaUM W 3afaun XPaHeHWUs AaHHbIX. TEXHONOrMK BUPTYanu3auum
[OCTYMHbI ANt UCTIONb30BaHKA, Kak Ha 6a30BOK NNaThopMe MapLpyT1u3aTopa
(cepBUCHbIE KOHTEWHEPSI), Tak v B BUAE crieunanbHbix mogynen (Cepsepsbl Cisco
UCS cepuu E), uTo o6ecneunBaeT HOBbIN yPOBEHb MHTErPaLu CEPBUCOB.

Cisco ISR cepuu

XapaKTepucTuku Mpeumyliectsa
PR 1800/2800/3800 | 1900/2900/3900 | 4000 [P
MakcrmanbHasi nponyckHas MpoussoanTenbHOCTb yBenuuunachb ot 4 no 10 pa3 no
pony o 50 MéuTt/c no 350 Méut/c | po 2 Téut/c P v P
CMOCOBHOCTb TOW e LeHe, kak 1 ISR G2
PazfeneHue niockocTen ynpasneHius, . MUHMMambHOE BO3AENCTBUE Ha MPOU3BOAUTENBHOCTD MPK
CEepBUCOB M Nepefaun AaHHbIX uo6aanem4m CeTeBOro ceps1ca 1 NoBblLLEHMW HAarpy3ku
Het H: bl 4Nst QOMOMHUTENbHBIX YCTPONCTB; obaBnanTe
OTKpbITbIE CEPBUCHDBIE VAol ANA A yere A
KOHTEIHEDH! - ° HOBblE BOBMOXHOCTH, 3anyckas BUPTYyanbHble MallHbI
P Ha nnatdhopme ISR 4000ee
BbluncnuTenbHble pecypcbl ¢ O O JlokanbHble BblUACTIUTENbHBIE PECYPCH ANt MPUNOXKEHWUN,
mogynsmu Cisco UCS cepwu E Pe3epBMPOBaHNS faHHbIX 1 aHaNUTUKK
OnepaumnonHas cuctema Cisco ° Bbicokasi 4OCTYNHOCTb ANA CeTeBbiX yCAyr npw
10S XE UCMOMb30BaHUN MHOTOSIREPHOM apXUTEKTYPLI 06PaBOoTKM
Knaccudmkauma n KoHTponb O O BuaumocTb 6onee uem 1000+ npunoxeHun ans
npunoxexuin Cisco AVC YNPaBneHus KaueCTBOM YCNyr W MNaHUpPOoBaHWs
YnyulweHne NpoOU3BOAUTENBHOCTU MPUNOXKEHUN U
KoHTponb 1 ynpasneHue
- ° ° BbIGOP MapLUpyTa C UCMONb30BaHNEM METOAa aHanuaa B
npunoxeHuamu (PR v3)
peanbHOM BpeEMEHU
YnyuweHue Npov3BOAUTENBHOCTU NMPUIOXEHUN U
OnTtumuzaums WAN (WAAS n Y P o [PUEES
< - ) ] CHWXeHne Harpyskn Ha WAN ¢ ontumusauueir Ha 4-7
Akamai)
ypoBHsix OS| 1 KILWMPOBAHNEM KOHTEHTa
Cuctema oGHapyxenus ° ° INupep oTpacnu cpeacTs 3alMThl OT Yrpo3
sTOpxeHun Sourcefire (IDS)
Cloud Web Security coBmecTHo ¢ . . BesonacHbit MpAMON AoCcTyn B MHTepHeT C
Advanced Malware Protection (AMP) 06ecneyeHnemM KopnopaTUBHbIX MOMUTHK
AnnapaTtHoe yckopeHue VPN - ° BbicokonpouasoauTenbHoe WndposaH1e
Mopgenb nuueHsupoBaHus “Pay- . PaclwupeHu1e BO3MOXHOCTEN PELIEHUs MO Mepe pocTa
as-you-grow” noTpe6HoCTeM!
. MporHo3upyembie pacxodbl OpEx, nepeHoc nuueHaun u
Mnatdgopma MO Cisco ONE B ° ° P Py F,) P P
3aumTa uHBeCcTUUnumn
Mpunoxenune IWAN App ana
. = [ ) () ABTOMaTU3aLMS NPOLIECCOB BHEOPEHUS!
koHTponnepa Cisco APIC-EM
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Cisco ISR cepun 800

MapLpyTr3aTopbl C UHTErPUPOBAHHBIMU CEPBUCAMKU U (DUKCUMPOBAHHOWM
KOHbUrypaumen noaxoasT Ans pa3meLleHuns B He6onbLlumnx dunuanax,
nomalHmx oducax 1 B cpegax Machine-to-Machine (M2M). B no6asnexune

K ycnyre mapLipyTu3aumnm o6ecneunBaoT MHOXECTBO AONOMHUTENbHbBIX
CEepBUCOB, BKMIOUAKOLMX KOMMYTaLUuMIo, 6€30NacHOCTb 6eCNpPOBOJHOIO
[ocTyna, yHMuuMpoBaHHble KOMMYHUKaLMK, a Takke ontumusauunio WAN. Bece
3TO MOXET 6blTb PeanM3oBaHo NPU NOMOLLM EAMHCTBEHHOTO MapLupyThu3aTopa
ISR 800.

m OCHOBHble 0COBEHHOCTU:

e VYHuBepcanbHbii 06pas MO Cisco I0S (CosmecTum ¢ IP Base/Advanced
Security/Advanced IP Services)

® BcTpoeHHbIit ynpasnsieMblit KOMMyTaTOp

BE G T

o BcTpoeHnHas 6ecnposoaHas IEEE 802.11n-Touka goctyna
o Moppepxka 4G LTE 6ecnpoeogHoro WAN

YcTaHoBka

CemeiicTBO o
B CTOUKY

ApTukyn

C819H-K9 1
C819HWD-E-K9 4 AGN 1 fa | Oa | Oa
C819G-4G-GA-K9 4 1 fa | Oa | Oa | Oa
C819GW-LTE-GA-EK9 4 AGN 1 [a [a Ha Ha
C866VAE-K9 3 1 1 IADSL/VDSL Annex B/J1 fa | Het | Oa Het
C866VAE-W-E-K9 3 1 |802.11n 1 IADSL/VDSL Annex B/J1 fa | Het | [a Het
C867VAE-K9 3 1 1 ADSL/VDSL Annex A Ha | Het | [da Het
C867VAE-W-E-K9 3} 1 802.11n 1 ADSL/VDSL Annex A fa | Het | Oa Het
C881-K9 4 1 fa | Ma [a Onumsa
C881WD-E-K9 4 11ac 1 [a [a [a Onuusa
C881G-4G-GA-K9 4 1 [a fa | Oa Ha Onuusa
C886VA-K9 4 IADSL/VDSL Annex B/J1 fa | Oa | [a Onuus
C886VA-W-E-K9 4 11n IADSL/VDSL Annex B/J1 fa | Oa | [da Onuus
C886VAG-LTE-GA-K9 4 IADSL/VDSL Annex B/J1| [a fa | Oa | Ma Onuus
C887VA-K9 4 ADSL/VDSL Annex A fa | Oa | [a Onuus
C887VA-WD-E-K9 4 11ac ADSL/VDSL Annex A Ha Ha Ha Onuusa
C887VAG-4G-GA-K9 4 ADSL/VDSL Annex A Ha Ha [a Ha Onums
C887VAM-K9 4 ADSL/VDSL Annex M fa | Oa | Oa Onuusa
C887VAM-W-E-K9 4 11n ADSL/VDSL Annex M fa | Oa | [a Onuus
C888-K9 4 G.SHDSL EFM/ATM fa | Oa | [Oa Onuus
C891F-K9 8 1 1 1 [Na/pna [a fa | Oa Onumsa
C891-24X-K9 24 0 2 2 Ha [a Ha [a
C891FW-E-K9 8 AGN 1 1 1 [a/na [a fa | [a Onuusa
C892FSP-K9 8 0 2 1 fa | Oa | [Oa Onums
C896VA-K9 8 0 1 1 ISDN |ADSL/VDSL Annex B/J1 [a [a [a Onuusa
C896VAG-LTE-GA-K9 8 0 1 1 IADSL/VDSL Annex B/J1| fa | Oa | Oa | [Oa Onuus
C897VA-K9 8 0 1 1 ISDN ADSL/VDSL Annex A Ma fa fa Onuwua
C897VAW-E-K9 8 AGN 0 1 1 ADSL/VDSL Annex A Ja | Oa | Oa Onuus
C897VAM-W-E-K9 8 AGN 0 1 1 ADSL/VDSL Annex M fa | Oa | [a Onuus
C897VA-M-K9 8 0 1 1 ADSL/VDSL Annex M Ha [a [a Onuus
C897VAG-LTE-GA-K9 8 0 1 1 ADSL/VDSL Annex A fa [a [a [a Onumsa
C897VAMG-LTE-GA-K9| 8 0 1 1 ADSL/VDSL Annex M | [a fa | Oa | Ma Onums
C897VAB-K9 8 0 1 1 ADSL/VDSL Annex A [a Ha fa Onuusa
- - +
giigAGW LTE 8 | AGN | 0 | 1 1 ADSLNEE’;'EQ’;”EX A*lme | ma | fa | Da Onuus
C898EA-K9 8 0 1 1 G.SHDSL EFM/ATM [a Ha Ha Onumsa
C898EAG-LTE-GA-K9 8 0 1 1 G.SHDSL EFM/ATM fa | fa | Oa | Oa Onums
C899G-LTE-GA-K9 8 0 2 1 Oa | Oa | Oa | Oa Onuws

TexHonorus Machine-to-Machine (M2M) (Me)xmawmHHas KOMMyHUKaLuUs)

Machine-to-Machine (M2M) -
B3aUMOJENCTBUE MEXAY YCTPOMCTBaMK 6e3 BMelaTenbCcTBa uenoseka. flaHHas

3TO TEXHONOrMA, KoTopas obecneumBaeT ceTeBoe hopM-hakTOPOM U COBMECTUMbI C 6ecnpoBofHoi ceTbto 4G LTE 2.0. Bonee Toro,
Cisco 819H/HG moryT pa6oTaTb npu TemnepaTypax mexay -23 n +60° C, npu
TEXHONOTUS y)XXEe UCMONb3YEeTCHA B LUMPOKOM CNEKTpe YyCTPONCTB, TakMx Kak BNaxHOCTW 00 95% v o6nafatoT BbICOKOM 3aLMTON OT BUGPaLMIA U yRapoB, YTo
TOProBble aBTOMaThl, CUCTEMbl HAGMIOAEHNS U CEHCOPHbIE UBMEPUTENbHBIE BaXKHO ANt MPOMBILLIEHHOTO UCMONb30BaHus. NoafepXKMBaeTCs LWMPOKUIA CNEKTP
npubOopbI; OXXMAaeTCs, UTO UX BHEAPEHWE NPOAOMKMTCA YCKOPEHHbIMU TemMnamu. MOHTaXHbIX onumit, Bkntouas DIN-peiiky, MOHTaX Ha Mo U CTEeHbI.
CaMble BaXkHble 3NeMeHTbI A8 CETEBbIX YCTPONCTB, Peann3yoLnX TEXHONOT U0
M2M, — KOMNaKkTHOCTb, MOBUMBHOCTb M HAAEXHOCTb. B cnyuae Toproebix
aBTOMaTOB, HanpuUmep, CeTeBoe YCTPONCTBO AO/MKHO BbiTb KOMMNAKTHBLIM, UTOObI
6blna BO3MOXHOCTb YCTaHOBUTb €ro BHyTPKU aBToMaTa. MoGMUIbHOCTb TakxKe BaXKHa
NoCKOMbKY fAelleBne UCnonb3oBaTh NoAkoueHne kK 4G ceTu, uem obecneumsaTb
KaX[blit TOProBbiit aBTOMAT BblgeNeHHbIM NPOBOAHbIM NOAKMOUeHWeM. B
3aBUCUMOCTM OT MECTA YCTaHOBKM, CETEBOE YCTPOMCTBO AOMKHO ObiTb HaJ€XHbIM,
uTOO6bI BbIAEPXKMBATL 60NblMe Nnepenafbl TemnepaTyp. Cisco 819H/G/HG 6binu

paspaboTaHbl ANs pelleHns aTux 3agau. O6e mogenu o6nanatoT KOMNAKTHLIM




Cisco ISR cepuun 4000

MOﬂyﬂbele MapLpyTU3aTOpPbl C UHTErPUPOBAHHBIMM CEpPBUCaMMN NOAXOAAT ANA NPUMEHEHNS B CETAX, KOTOPbIE
TPEBYIOT OKa3aH1si YCyr C yUeTOM OCOBEHHOCTEN UCMONb3yeMbIX B CETU NPUNOXEHWI. B fononHeHue K ycnyram
MapLpyT13aumu, AaHHble Mmodeny NnpeaoCcTaBNAoT AOMONHUTENbHbIE BO3MOXHOCTH BKIKOUaA KOMMYTaUMIO,
6e30MacHOCTb 6eCNPOBOAHbBIX MOAKMIOUEHN, YHUULIMPOBaHHbIE KOMMYHMKaLWK, onTumm3aumio WAN n
BUPTYanu3aLmio CEepBMCOB.

Mockonbky pecypchbl NNOCKOCTEN yNpaBneHus, faHHbIX U YCMYr U30MMPOBaHbI Ha annapaTHOM YPOBHE, BO3HUKAET
BO3MOXHOCTb MPeAoCTaBMsATb YCNYrK C YUETOM OCOBEHHOCTEN UCTONb3YEMbBIX B CETU MPUNOXEHWI C BbICOKOM
HaOe>XHOCTbO U NPU BbICOKUX Harpyskax.

m OCHOBHble 0COB6EHHOCTH:

@ YHusepcanbHbii 06pas MO Cisco I0S XE (CosmecTum ¢ IP Base/SEC/UC/AX)

O6opynoBaH MHOrosigepHbiM npoueccopom CPU v namatbio 4 76 (Cisco 4321/4331/4351; Cisco 4321
MOXeT pacwmpaTbes 0o 8 [6; Cisco 4331/4351 MoxeT pacwmpaTbes Ao 16 16)

O6opynoBaH MHorosaepHbIM npoueccopomM CPU, namaTbio 4 [6 ana nnockocTu ynpasneHus u 2 6 namaTbio
LN NNoCKOCTU nepefaun ganHbix (Cisco 4431/4451; namMaTb NNOCKOCTH ynipaBnexus pacwumpsaeTcs oo 16 16)
[lononHuTenbHbie ceTeBble CepBUCHI AOCTYMHBI NPK yCTaHOBKe Mogynen pacwupenus (cnotsl NIM/SM-X)
Monnepxka cepsepos Cisco cepun UCS E

m CpasHeHue komnnekTauui Cisco ISR cepun 4000

ByKBbI, BKIIOYEHHbIE Ipynnoeble nuueH3um/Mogynu
KomnnekTtauun
B apTrkyn 10S SEC 10S UC 10S APP CME/SRST PVDM4
° _ - - -

BesonacHocTb SEC

YHWUbUUMpOBaHHbIe koMMyHuKaumm (UC) Y - ° - - o
UC 1 6e3omacHoCTb VSEC . ° - - o
YnpaBneHve NpunoXxeHusmm AX ° = ° = =
Ynpasnexue npunoxenusimm n UC AXV ° ° ° - o'

m Cisco ISR cepun 4000

Y
ApTukyn Cisco 10S SM/ ISDN . W mm?m :
SMX PVDM FE GE B Voice | WAAS | AP | WLC 4G FwW IPS VPN |Call Control| ~ cTonky
P I8
ISR4321/K9 IP Base 2 - 1 - 22 =13 - -3 - - -3 -3 =S - -5 -6 °
ISR4321-SEC/K9 IP Base + SEC 2 = 1 = 2 - - -2 - - -2 - ° . ° - °
ISR4321-V/K9 IP Base + UC 2 - 1 - 27 - -3 -3 -4 - - - N - - ° °
ISR4321-AX/K9 IP Base + SEC + APP 2 = 1 = 27 =B =B =8 o = =8 =" ° ° ° i °
ISR4321-AXV/K9 IP Base + SEC + UC + APP 2 - 1 - 22 - -3 -3 [ - -3 -3 ° ° ° ° °
ISR4331/K9 IP Base 2 1 1 = 3~ -1 s -3 -4 = - -1 - -5 - -8 °
ISR4331-SEC/K9 IP Base + SEC 2 1 1 - 32| -7 - - - - B - . . . - .
ISR4331-V/K9 IP Base + UC 2 1 1 = 7 =13 =13 - - = B =13 -5 -5 -5 [ o
ISR4331-AX/K9 IP Base + SEC + APP 2 1 1 - 372 - -3 -3 ° - -3 -3 ° ° ° e °
ISR4331-AXV/K9 IPBase + SEC+ UC + APP | 2 1 1 = 32| - - - ° - - - . ° ° . °
ISR4351/K9 IP Base 3 2 1 - 37 e -3 -3 -4 - - e e - -8 -8 °
ISR4351-SEC/K9 IP Base + SEC 3 2 1 = g2 =" e -3 =" = =" =" . o o -6 o
ISR4351-V/K9 IP Base + UC 3 2 1 - 372 - -3 -3 - - -3 -3 -5 -8 -5 ° °
ISR4351-AX/K9 IP Base + SEC + APP 3 2 1 = 32| - - -2 ° - -2 - . ° ° e °
ISR4351-AXV/K9 IPBase + SEC+UC + APP | 3 2 1 - 32| -7 - - . - " - . . . . .
ISR4431/K9 IP Base 3 = 1 = a4 =13 -3 - - = -1 -1 -5 -5 - -6 °
ISR4431-SEC/K9 IP Base + SEC 3 1 - 47 - -3 -3 - - -3 -3 ° ° ° -6 °
ISR4431-V/K9 IP Base + UC 3 = 1 = 47 -1 s -3 - = - -1 - -5 - ° °
ISR4431-AX/K9 |P Base + SEC + APP 3 1 - 472 - - - . - - - . . . - °
ISR4431-AXV/K9 IPBase + SEC + UC + APP | 3 = 1 = a7 ® B =3 . = =" =" . o o o o
ISR4451-X/K9 IP Base 3 2 1 - 472 3 3 3 “ - -3 -3 -5 -8 -5 -6 °
ISR4451-X-SEC/K9 IP Base + SEC 3 2 1 = 47 = = - - - = = ° ° . - °
ISR4451-X-V/K9 IP Base + UC 3 2 1 - 47 3 -3 -3 “ - = 3 e - - ° °
ISR4451-X-AX/K9 IP Base + SEC + APP 3 2 1 = a4z =13 -3 -3 () = -3 -1 o [} [} -6 °
ISR4451-X-AXV/K9 IPBase + SEC+UC + APP | 3 2 1 - 47 = 2 -3 . - e -3 ° ° . ° °
ISR4451XWAAS-200G | IP Base + SEC + APP 2 2 1 - 47 = = s . - . = . . . - .

*1 Cisco 4321 He nopaepxwvBaeTcs. *2 BknioueH cnoT ans ycTaHoBki SFP-moayns vnu nopTa ABOMHOrO HasHaueHus. *3 TpebyeTcs Mofynb paclumpenus. *4 TpebyloTcs NMUEH3UM U MOAYNU PacluMpeHust.
*5 TpebyeTtcs nuueHaus SEC Cisco I0S. *6 TpebytoTcs nuueH3uu.

JITnuensupoBaHue Cisco ONE Software pna mapwpytusaropos Cisco ISR cepuu 4000

Cisco ONE Software — HOBbI TMGKMIA CNOCO6 NPUOBPETEHUSA MPOTPAMMHOTO
ob6ecneuerHns ona WAN maplipyTMsaTopoB. Ha KaxAom 3Tane >KM3HEHHOTo
unkna cetu Cisco ONE Software no3sonseT 3HaunTeNbHO YyNPOCTUTb NpoLecchl
npuobpeTeHus, ynpasneHus u mogepHusaumu MO ceTeBON MHDPACTPYKTYPLI U
obnapaeT cneayloWMMU NPEMUMYLLECTBAMK:

WAN Access

Policy & Threal Defense for
Access
Advanced
WAN
. hokilty
Collaboration Prebrui

Threat Defense
for WAN & Edge

- Threat Defense

for Data Center
BigData & || Data Cenl
Analytics' Fabric

EC5:
Infragtructure | Foundation
Automation & | for Nef
laas®

Networking WAN

® [TOCTOAHHbIN 4OCTYN KO BCEM TEXHONOTMUECKUM MHHOBaunsammu Cisco

e 3awmnTta nHeecTmunit B MO MHPPaCTPYKTypbl 3a CUET BCTPOEHHOro MeXaHnama
MUTpaunm NMLEH3U Ha HOBOe 060pyAOBaHNe

Foundation for
witching

Foundation
for Wireless.

i

Foundation for
WAN

2
H
g

e FoToBble KOMNNekTbl MO 4Ns OCHOBHbLIX CLLeHapUeB NPUMEHEHUs No
npuBneKaTenbHOM ueHe

Compute Switching  Wireless

® MMb6KMe MoJenu NMUeH3npoBaHWa ANd YNPOoLWEeHUs u pacnpeaeneHus |

NUUEH3UOHHBIX TPaT BO BpeMeHU. [lnarpama cnpasa AEMOHCTPUPYET
cyulecTBytowme komnnekTol MO gocTynHble ans ISR 4000

: Big ot Aummation & Teirstion Avstpics
o for Chovd
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MoaynuuBecnomoratenbHble YyCTPOUCTBA

m TexHonornyeckuin nakeT nuueHsuit Cisco |I0S

MopnepxmBaemble mogenu

ApTukyn

Onucaxne

SL-4320-SEC-K9 Cisco 10S SEC NMuuenaus pns Cisco ISR 4321

SL-4330-SEC-K9 Cisco 10S SEC Muuenans ansa Cisco ISR 4331 = =ll=l=l=l=]=]|-= = |=]Jol=|=1=
SL-4350-SEC-K9 Cisco I0S SEC Nuuenaua ona Cisco ISR 4351 - -l-1-1-1-1- - - -l -|e|-]-
SL-44-SEC-K9 Cisco |0S SEC Iuuenaus ans Cisco ISR 4400 Series = =l==l=l=]=1-= = |l=]=]= [}
SL-4320-UC-K9 Cisco I0S UC Nuuenansa ana Cisco ISR 4321 - -l-1-1-1-1- - - e |- |-|-|-
SL-4330-UC-K9 Cisco |0S UC nuenaus ans Cisco ISR 4331 = =l==l=l=]=1-= = l=]oll=]=]-=
SL-4350-UC-K9 Cisco I0S UC Nuuenansa gna Cisco ISR 4351 - -l-1-1-1-1- - - -l -|e|-]-
SL-44-UC-K9 Cisco 0S UC Mnuenaus ans Cisco ISR 4400 Series = =l==l=l=]=]|-= - l-|-|-|e|e
SL-4320-APP-K9 Cisco I0S APP Nnuenaus ons Cisco ISR 4321 - -l-1-1-1-1- - - - - -1-
SL-4330-APP-K9 Cisco I0S APP luuenaus ans Cisco ISR 4331 = =l=l=l=l=]=|-= = |=lol=]=]=
SL-4350-APP-K9 @EIE | Cisco |OS APP MnueHaus ans Cisco ISR 4351 - -l -1 -1-1-1- - - - | - - -
FL-4320-HSEC-K9 Cisco 10S HSEC Nuuenaua ang Cisco ISR 43217 - =l=1-=1=-1=-|-1- EO O R R R
FL-4330-HSEC-K9 Cisco I0S HSEC NMuuenaus ana Cisco ISR 43317 - L e e - |- - -
FL-4350-HSEC-K9 Cisco I0S HSEC Nuuenaus ana Cisco ISR 43517 - o e T R N I I I I I 3 R
FL-44-HSEC-K9 Cisco 10S HSEC NMuuenaua ans Cisco ISR 4400 Series™ - -l-1-1-1-1- - - -|l-|l-|e|e®
L-FL-CME-SRST-5 Cisco Unified CME or SRST 5 Muuenaus ™ 2 ° - o o o |0 | 0| 0|0 | 0o |0 0|0 0|0
L-FL-CME-SRST-25 Cisco Unified CME or SRST 25 [uueHans - o o 0|0 0o 0| 0 o o 0 0 0 o
L-FL-CME-SRST-100 Cisco Unified CME or SRST 100 /TuueHans 2 - -|-|e|e®e|e®e| e ®| e |- 0| 0| 0@
FL-CUBEE-5-RED Cisco Unified BEe 5 I1LeH31s pe3epBupoBaHHON KOHAMrypaLu NiueHaus 2 - e o o | 0o | 0|0 0 | 0 0 0|0 o |0
FL-CUBEE-25-RED Cisco Unified BEe 25 JTuLieHaust pesepsrpoBaHHOM KoHdMrypaLmm NiueHana = o o 0|0 0| 0|0 | 0 |0 0|0 o o
FL-CUBEE-100-RED Cisco Unified BEe 100 JTuueH31s pe3epBupoBaHHOM KOHdMrypaLmm NiuueHams - e o o | 0 0|0 0 | 0 0 0|0 o |0
FL-CUBEE-500-RED Cisco Unified BEe 500 JTuueHans pesepsrpoBaHHOM KoHAmrypauum NuueHams = -|l-|-|e®e|®e| e | e |-|-|®| 0|@
FL-CUBEE-1000-RED Cisco Unified BEe 1000 LieH31 pe3epB1POBAHHOM KOHMIypaLym JTuueHaus - -l-]-]-]-|®|®| e |-|-|e| e|@
L-FL-C800-APP NEM® | Cisco IOS APP fuuexaus ang Cisco ISR 800 Series™ ° = =l =l=]=]=1-= = = =l=]=]==
FL-4320-PERF-K9 Cisco I0S nueHans yeenuuenus npoussoputenbiocT ans Cisco ISR 4321 - S R N B B B - e -] -|-|-
FL-4330-PERF-K9 Cisco 10S [nuenavs ysennuerus npoussoavTensHocTn ans Cisco ISR 4331 = =l =l=]=]=1-= = = =lol=]==
FL-4350-PERF-K9 Cisco 10S IuueHaws yBenuuerus npoussoavTensHocTu ans Cisco ISR 4351 - -l-1-1-1-1- - - -l -|e|-]-
FL-44-PERF-K9 Cisco 10S /nuenaws yBenuuerns npouasoavTenskocTu ans Cisco ISR 4400 Series = =l =l=]=]=1-= = = -l -|-|e|e®
SL-44-APP-K9 Cisco 10S APP NMuuenans ansa Cisco ISR 4400 Series - e e e - |l-|l-|-|e|e

*1 TpebyeTcs NuueHsus SEC Cisco I0S . *2 TpebyeTtcs NnueHsus UC Cisco 10S. *3 [nsa Cisco ISR cepuu 800 noagepxusaeTtca Tonbko Ha Cisco 881-V. *4 Tpebyetca NuuenHsus APP Cisco 10S.

ISR cepuu 800 noppaepxupaeTcs Tonbko Ha Cisco 891F/892FSP/897VA/899G.

*5 [na Cisco

m Mopgynu pacumpenus ans Cisco ISR cepuun 1900/2900/3900/4000 Series (1 ua 2)

Ao . oor
NIM-ES2-4 EtherSwitch Mopynb (L2, 4-nopra GE) NIM ° ° ° ° °
NIM-ES2-8 EtherSwitch Mogyns (L2, 8-nopTos GE) NIM ° ° ° ° °
NIM-ES2-8-P EtherSwitch Mogynb (L2, 8-noptos GE/PoE+) NIM ° ° ° ° °
SM-X-ES3-16-P SM-X EtherSwitch Mogynb (L2/L3, 16-noptos GE/PoE+) SM - ° ° _ °
SM-X-ES3-24-P SM-X EtherSwitch Mogynb (L2/L3, 24-noptos GE/PoE+) SM - ° ° _ °
SM-X-ES3D-48-P | SM-X EtherSwitch Moaynb (L2/L3, 48-roptos GE/PoE+) SM - - ° _ °
NIM-VAB-A Mogynb VDSL2/ADSL/2/2+ (Annex A) NIM . . . . .
NIM-VA-B Mogynb VDSL2/ADSL/2/2+ (Annex B) NIM ° ° ° ° °
NIM-VAB-M Mopynb VDSL2/ADSL/2/2+ (Annex M) NIM ° ° ° ° °
NIM-1T Cepuitbiin WAN Mogynb (1-nopr) NIM ° ° ° ° °
NIM-2T Cepuithbit WAN Mopynb (2-nopta) NIM ° ° ° ° °
NIM-4T Cepuitbin WAN Mopynb (4-nopra) NIM ° ° ° ° °
SM-X-1T3/E3 T3/E3 Mogynb (1-nopt) SM - ° ° - °
NIM-1GE-CU-SFP | GE/SFP Mogynb (1-nopr) NIM ° ° ° ° °
NIM-2GE-CU-SFP | GE/SFP Mogynb (2-nopta) NIM ° ° ° ° °
SM-X-6X1G GE/SFP CepaucHbiit Mopynb (6-nopTos) SM-X _ ° ° _ °
SM-X-4X1G-1X10G | GE/SFP (4-nopra) or SFP+ (1-nopt) CepeucHbit MOAYNb SM-X - ° ° - °

m Cepgepbl Cisco UCS-E cepuum ans Cisco ISR cepumn 1900/2900/3900/4000

Cnotbl ans

CoBmMecTUMblE MOgenun

Commcrmesomn |
[ ] [ ] - [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ] = - - - -

ApTunkyn KECTKNX

ONCKOB

fnpa CPU

RAID

UCS-EN120E-54/K9 4 4T6 4T6 1 EHWIC

UCS-EN120E-58/K9 4 8T6 816 1 - |[EHWC| e | @ | - |@e | @ | @ | 0@ 0| 0| © ® | - | - |- |-|-
UCS-EN120E-108/K9 4 816 816 1 - |EHWC| @ (@ | - |@e | @ | @ | @ | @ | 0| @ | @ |- |-|-|-]|-
UCS-EN120E-208/K9 4 816 816 1 - |[EHWC| @ | @ | - |@o | @ | @ | @ | @ | 0| 0 @ | -|-|-|-/|-
UCS-EN140N-M2/K9 4 816 816 1 - NIM - - - N - - |e|e|e | @ | @
UCS-EN120S-M2/K9 2 476 16 16 2 o1 | SM' | -|-| -|-|e|e|e|/e|e|e| e | -0 e -|e
UCS-E140S-M2/K9 4 816 166 2 o1 | SM | -|-| -|-|e|e|e|e|e|e| e | -0 e -|e
UCS-E160S-M3/K9 6 8T6 3276 2 o1 | SM" | - | -| -|-|e| e e|e e e | e - 0| e - e
UCS-E160D-M2/K9 6 816 96 I'6 3 o1/5) SM' | - | - | - | -|-|-|-|e®e|e| @ |  @|-|-|@|-|6®@
UCS-E180D-M2/K9 8 816 96 16 3] o1/5) SM* | - | - | - | -|-|-|-|@®|e®e|® | @|-|-|@|-|@
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m Mopgynu pacumpenus ans Cisco ISR cepun 1900/2900/3900/4000 (2 13 2)

o T T e s
= = = = = = [ ] [ ] [ ] [ ] [ ]

NIM-4G-LTE-GA 4G LTE Becnposoaroit WAN Mogynb — Global NIM
NIM-4G-LTE-VZ 4G LTE becnposoatoit WAN Mogynb — Verizon NIM -l - -l - - - -] -] -|le|le|le|le]|e
NIM-4G-LTE-ST 4G LTE Becnposoaroit WAN Mogynb — Sprint NIM - - - - - - - - - e | el e | e @
NIM-4G-LTE-NA 4G LTE BecnposopHoit WAN Mopynb fns CesepHoit AMepukit | NIM = = - - - - - - - | e | ®oe| | o | e
NIM-2FXS UC Mogynb (2-nopta FXS) NIM _ _ _ _ _ _ _ _ - |l e|e|e| e e
NIM-4FXS UC Mogynb (4-niopra FXS) NIM o - e e e -] -]-]le|le|e|e]|e
NIM-2FXO UC Mogynb (2-nopta FXO) NIM _ _ _ _ _ _ _ _ - |l e|e|e| e e
NIM-4FXO UC Mopynb (4-nopta FXO) NIM o -l - -] -]-]ele|le|le]|e
NIM-2FXS/4FXO UC Mogynb (2-nopta FXS and 4-port FXO) NIM - - - - - _ _ _ _ o | o | 0| o | @
NIM-4E/M UC Mogynb (4-nopra E/M) NIM == -] -l-]-]le|le|le|e|e
NIM-2BRI-NT/TE UC Mogynb (2-nopra BRI) NIM oo e e e - -] - le]lele|ele
NIM-4BRI-NT/TE UC Mogynb (4-nopra BRI) NIM o o= -l -] -]le|le|le|el|e
NIM-TMFT-T1/E1 UC/WAN Mogynb (1-nopt T1/E1) NIM oo e e e - -] -l el ele]|ele
NIM-2MFT-T1/E1 UC/WAN Mogynb (2-niopra T1/E1) NIM oo - e - - - ele|le|e]| e
NIM-4MFT-T1/E1 UC/WAN Mopynb (4-nopta T1/E1) NIM - _ _ _ _ _ _ _ - |l e|e|e| e e
NIM-8MFT-T1/E1 UC/WAN Mogynb (8-noptos T1/E1) NIM o] - -] -]e|lele|ele
NIM-1CE1T1-PRI UC/WAN Mogynb (1-nopt T1/E1/G.703) NIM oo - - - - - - elele]le]e
NIM-2CE1T1-PRI UC/WAN Mogyns (2-nopra T1/E1/G.703) NIM oo - - - - e|le|le|le]| e
NIM-8CE1T1-PRI UC/WAN Mogynb (8-noptos T1/E1/G.703) NIM oo - - - - -l elele]l el e
PVDM4-32 DSP mopynb Bbicoko# MnoTHoCT (16-KaHanos) PVDM4? oo - e - - - e|le|le|le]| e
PVDM4-64 DSP Mopynb BbICOKOW NAOTHOCTH (32-KaHana) PVDM4? oo - - - -l elele]le]e
PVDM4-128 DSP Mogynb BbICOKOW NAOTHOCTH (64-KaHana) PVDM4"3 - - - _ _ _ _ . - e | el e | e e
PVDM4-256 DSP Mopynb BbICOKO# NNOTHOCTH (128-KaHarnos) PVDM4? oo - - - - elele]l el e
PVDM4-64U128 Factory Upgrade from PVDM4-64 to PVDM4-128 PVDM4'3 o o o . . . . . - e | el e | e @
PVDM4-64U256 Factory Upgrade from PVDM4-64 to PVDM4-256 PVDM4* - - - - - == -] -|e|le|le|le]|e
SM-X-PVDM-500 DSP Mopynb BbICOKO# NNOTHOCTH (768-KaHanos) SM-X = = = - - - - - _ - el e| -] e
SM-X-PVDM-1000 DSP Mopynb BbICOKO# NnoTHOCTY (1,024-KaHanos SM-X - - - - - - - - el el -] e
SM-X-PVDM-2000 DSP mopynb BbiCOKo# MNOTHOCTY (2,048-KaHanos) SM-X [ e e D e R P
SM-X-PVDM-3000 DSP Mogynb BbICOKOM NNOTHOCTY (3,080-KaHanos) SM-X - - - - - - - - _ - - 0| - °
N
Pewenus 4G LTE Wireless WAN
BecnpoBopHoi 4G LTE WAN moaynb No3BonseT onepaTuBHO NOAKIOUNTD N\
yAaneHHbin ouc uepes MobubHyto ceTb 4G LTE. Mpn 3TOM MOBUNbHDIN B Kanan 4G LTE -
PaAMOKaHan MOXeT UCMONb30BaTLCS B KAUECTBE OCHOBHOTO UM B kauecTse pesepeHoro ‘i‘ ’LA_I?S'C:S‘)
pe3epBHOro. [1ns NoBbiWeHUs 3PPEKTUBHOCTU MOJYNb PeKOMeHAyeTCs P51 N
MCNONb30BaTb COBMECTHO C pyHKUnoHanom WAAS, > P— ‘,\ TonoBHO# odrc
WAN '
s N\
" Si:ilggéziuosuoro — fonosron otpuc
'mmm Mo06. 4G
' ,\I_\TE ceTb _
I’lesslr,\r;bm = MepayHbi -,
= WAN > |
Mo6unbHbIN odnc
\ Y, )
J
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Cisco Wide Area Application Services (WAA

YTto Takoe Cisco WAAS?

Cisco Wide Area Application Services (WAAS) - aTo appeKTUBHOE peLieHne ans
ONTUMMU3ALIMM UCMOMNb30BaHUS KaHaNoB pacnpeneneHHon KopnopaTMBHON ceTn
WAN 1 yckopeHus paboTbl MPUNOXEHW MO TakMM KaHanam. [laHHoe pelueHne
HanpasneHHO Ha pelleHne KOHKPEeTHbIX 3aay, Bo3HMKatowmnx Ha WAN-kaHanax,
HanpuMep, onTumMmn3auuns paboTel npoTokona TCP.

m [lpon3BOANTENbHOCTb @aHanornyHas nokanbHon cetn LAN

Cisco WAAS nossonsieT ucnonb3osaTb npunoxerns yeped WAN Ha TOM e ypoBHe
npou3BOANTENbHOCTH, Kak 1 uepes LAN.

[ ] OI'ITI/IMVI3I/IDOBaHHaﬂ NPON3BOANTENBHOCTb: ONTUMKU3ALUNA TPAHCNOPTHOro
npoTtokona TCP

e Bonee agphekTUBHOE UCMONBb3OBaAHWE NONOCH: MUHUMU3MPYET OTNpPaBky/
nony4yeHue NoBTopAtoWmnxXca Cbpal’MeHTOB AaHHbIX, NCNONb3YyA TEXHONOIMUIO DRE
(Data Redundancy Elimination) 1 TeXHONOIMIO CKaTWs B pearbHOM BPEMEHH.

o YckopeHue paboTbl NPUNOXEHUI: obecneunBaeT yMeHblUeHne 3agepxku B WAN
C MOMOLLbIO cneunanbHbIX TeXHoNnorum KOWMPOBaHMA 1 ynpexaarLwero UTeHums.

NMoptdonuo npoaykroB Cisco WAAS

Cisco WAAS focTyneH B pasnunuHbIX BUAax C yueToM CTOALMX Lenew u
MaclwTaboB BHeapeHus. [laHHasa NpoayKums MOXeT 6biTb MCMONb30BaHa Ans

m [MonHas nogaepxka ans Citrix XenDesktop v XenApp

Pewenne VDI (MHdpacTpykTypa BUPTyanbHbIX pabounx CTONOB) CTaHOBUTCA

BCce 6onee NonynapHbIM peLleHnem ansa 3afay busHeca U C yueToM TpeboBaHui
6e30MacHOCTM M COOTBETCTBUS cTaHdapTam . OgHako B WAN ceTw Takune peluenus
CTaHOBATCSA KpaiHe UyBCTBUTENbHbI K JOCTYNHOW NONOCE U 3aAepXKKe.

Cisco WAAS nonyuuna ceptudukat cootBeTcTaus Citrix ona csomx pewexuit VDI
Citrix XenDesktop 1 XenApp v obnagaeT cnefyowymMmm npenMyLecTBamm:

® YBenuuuBaeT NPOU3BOAUTENBHOCTb BUPTYaNnbHOro pabouero ctona,
paboTatowero ueped WAN, go 70%

® [pakTuueckun yaBanMBaeT KONMUECTBO OQHOBPEMEHHbIX coefnHeHwui Citrix 6e3
3aTtpaT Ha pacwupeHne WAN kaHanos

® [lo 60 % cHwKeHna TpebosaHuin k nonoce nponyckannsa WAN

e [0 98 % onTumuzauuu ceTeBow neuvat uepes WAN

o Mopaepxka Citrix MSI (MHoronoTouHbin ICA)

[ins nogpo6Ho nHcopmauum o Cisco WAAS, noceTuTe crepyrowimin Be6-canT:

© www.cisco.com/go/waas

ontumuaaumn WAN unm yCKOpeHUs NPUNOXEHWH, UTo NO3BOMUT NOBLICUTH
NPOW3BOAUTENBHOCTb TPyAa COTPYAHUKOB KOMMaHWUM

Cisco ISR WAAS

c
Cisco ISR
cepumn 4000

Cisco WAAS Express
Cisco ISR cepmm
800/1900/2900/3900

MacwTtab cetun

Cisco VWAAS

C
- - Cisco UCS cepwm E

Komnnekcbl Cisco WAAS

Cisco VWAAS

c
Cisco UCS cepum C
(cToeuHble cepeepa)

- bonblue

AnnapaTtHbie Cisco WAAS

MporpamMmHble NPOAYKTb NOAXOAST AN yAaneHHblX oducos, BkatoueHbl B Cisco I0S ¢ Cisco ISR cepumn
800/1900/2900/3900, n akTuBMpYytoTCA No JInueHsun Ha ycnyru Cisco |OS unu finueHsun APP Cisco |OS.
MporpamMmHble NpoaykTbl noaxoAsT Ans opucos unu Llofl/wtab-kBapTup, Bkntouenbl B Cisco I0OS XE ¢ Cisco ISR
cepun 4000, akTuupytotcs no NiuyeHsun APP Cisco I0S.

MporpaMmHbie NPOAYKTH NOAXOAAT Ansa ocucos unu Llofl/wta6-kBapTnp, 3anyckatTcs B okpyxeHun VMware
ESX/ESXi, koTopoe noagepxupaetca Cepsepamu Cisco UCS cepun E Series n Cisco UCS cepun C.

AnnapaTHble ycTponcTBa noaxoaaT ans ocducos unv Llof/wtab-kBapTup.
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OnTuMu3sauma pa6otbl npunoxxeHun c Akamai Connect

Cisco WAAS cosmecTHo ¢ Akamai Connect - 3To Ha6op TEXHONOTUI
ontummnsaumnn WAN, ycKOpPEeHUs NPUNOXEHUIA U UHTENNEKTYanbHOro
K3WKnpoBaHUs Ha MapwpyTusaTopax Cisco ISR c TexHoNornueckum
naketom -AX (Application Experience)

[laHHOe pelleHne pacluMpsieT UCNONb30BaHNE LWWMPOKO-U3BECTHON

CDN nnatcopmbl Akamai Intelligent Platform Ha nocnegHiow munto,
CBS3bIBAOLLYIO YAANEHHbIM 0PUC C KOPNOPATUBHOM CETbHIO.

KawunposaHue Akamai Connect npo3payHo UHTErpupyeTcs ¢ Apyrumu
komnoHeHTamu Cisco IWAN Takumu, kak Application Visibility and
Control (AVC), Performance Routing (PfR), ontumusauuns WAN (WAAS).
OyHkumnoHan Akamai Connect gocTyneH Ha mapuwpyTusatopax Cisco ISR
nkomnnekcax Cisco WAAS. C nomouibto TexHonorum Akamai Connect
nonb3oBaTeNy NONyyYatoT MOMEHTaNbHbIA BOCTYN K NO6OMY KOHTEHTY,

no no6oi ceTu, He3aBUCUMO OT TOTO, rAe NPUNOXEHUE Pa3MeLleHo — B
LeHTpe 06paboTKM AaHHbIX, YaCTHOM «obnake», Ny6nMUHOM «obnake» unu
B UHTEPHETE.

m PesynbTathl B cekyHaax (C) ans npunoxeHui
Akamai Connect

Akamai Connect
2-1 XUT

Be3 Akamai
Connect

1-% xut

Mpwun. ERP 57c 18c 2c
[pyrve npun. 70 c 28 ¢ <lc
Mpun. kaTtanora 28 ¢ 13c <lc

m PesynbTaTbhl CKOPOCTU 3arpy3ki BUOEO KOHTEHTA

[ | BesAkamai Connect C Akamai Connect
KauecTBo no ymonuanuo 144 p 720 p (AsTomatunu. HD)
Bpewmst 3arpyaku (720 p HD) 14 cekyHp MrHoBeHHO

m Cisco IWAN c nuueHaunern Akamai Connect
Onucaxune

ApTukyn

SL-200-AKC Nnuensus no 200 WAAS coeguHeHuin
SL-750-AKC Inuensus no 750 WAAS coeguHeHuin
SL-1300-AKC Nnuensus no 1300 WAAS coeguHeHuin
SL-2500-AKC Inuensus no 2500 WAAS coeguHeHuin
SL-6K-AKC Inuensusa no 6000 WAAS coeanHeHwit

m CpaBHeHue xapaktepuctuk Cisco WAAS

n WAN

ONTUMKU3MPOBaHHbIE WAN LleHTp.pexxum ynp-s
YckopeHue AppNav
CoepuHerus(Make.) | OnTummsaums Ynpagnsiemble ycTp-Ba
75 ° - - -

L-FL-C880-WAASX"' 1.5 Méut/c
L-FL-C890-WAASX" 2 Méurt/c 75 ° = = =
L-FL-C1941-WAASX" 4 MéuT/c 150 ° - - -
Gisco WAAS Skcnpece L—FL—C290‘I—WAASXj' 6 Méut/c 150 ° = = =
L-FL-C2911-WAASX" 6 Méut/c 200 . - - -
L-FL-C2921-WAASX" 6 Méut/c 200 . - - -
L-FL-C2951-WAASX" 6 Méut/c 200 ° - - -
L-FL-C3900-WAASX" 10 Méut/c 500 ° = = =
Cisco 4321 15 Méut/c 200 ° ° ° -
Cisco 4331 25 MéuT/c 750 ° o ° =
Cisco ISR WAAS Cisco 4351 25 MéwuT/c 750 ° ° ° -
Cisco 4431 50 MéuT/c 1,300 . o ° -
Cisco 4451 150 MéwuT/c 2,500 ° ° ° -
LIC-200-VWAAS 20 MéuTt/c 200 . ° - -
LIC-750-VWAAS 50 MéuT/c 750 ° ° - -
Cisco VWAAS LIC-1300-VWAAS 80 Méut/c 1,300 ° ° = =
LIC-2500-VWAAS 150 MéuTt/c 2,500 ° ° - -
LIC-6K-VWAAS 200 Méut/c 6,000 ° ° = =
LIC-12K-VWAAS 310 M6uT/c 12,000 ° ° - -
LIC-50K-VWAAS 700 M6uT/c 50,000 ° ° = =
WAVE-204-Kg | TaMsT> 476 10 MéuT/C 200 ° . - 250 (200) - %
MamsaTb 8 TB *2 |20 Méut/c 400 ° ° ° 250 (200) -4
e M AAS | WAVE-594-kg | aMATe8TB 150 Mour/c 750 ° ° '.: 1,000 (800) 4
MNamate 12 T6 *3 | 100 M6uT/C 1,300 ° ° ° 1,000 (800) :
WAVE-694-K9 Mamsitb 16 6 200 MéuT/c 2,500 . . o,: 2,000 (2,000) - 5
Mamatb 24 TB *4 |200 Méut/c 6,000 ° () L) 2,000 (2,000) -

= Mopgynu ana annapaTHbix komnnekcos Cisco WAAS

WAVE-INLN-GE-4T
WAVE-INLN-GE-8T
WAVE-INLN-GE-4SX
WAVE-APNV-GE-12T
WAVE-APNV-GE-12SFP

GE Mopynb ans komnnekca Cisco WAAS*®
GE Mopgynb gns komnnekca Cisco WAAS
SFP Mopynb anst komnnekca Cisco WAAS

AppNav GE Mogynb gnsi komnnekca Cisco WAVE 694 WAAS
AppNav SFP Mogynb gnst komnnekca Cisco WAVE 694 WAAS -

8 -
- 4
12 =

*1 TpebyeTcsa MakcumanbHbiii paamep DRAM, noagepxusaemblit nnatgopmoit. *2 Tpebyetca MEM-294-8GB. *3 Tpebyetcs MEM-594-12IB. *4 Tpebyetcs MEM-694-24TB.
*5 Tpe6yetca Cisco AppNav 10 GE 6aHan (WAVE-APNV-10GE). *6 Tpe6yetcs Cisco AppNav GE nnn SFP Mogyrnb. *7 MokasaTenu Npou3soauTenbHOCTH 0CHOBaHbI Ha Cisco WAAS MO perms 5.1
*8 MakcumanbHoe KOn-BO yrpaBnsieMblX YCTPOMUCTB CHU3MNOCh A0 20 % B CETH M3 MapLLpyTU3aTOPOB, 060pynoBaHHbIx Cisco WAAS 3kcnpecc. *9 BkntoueHo B WAVE-294-K9 no ymonuaHnuto.
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http://www.cisco.com/c/en/us/products/collateral/physical-security/data_sheet_C78-729459.html
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58

DNA koHTponnep Cisco APIC-EM

ABTOMaTM3aLuUS

CpenanTe npouecc BHegpeHUsa u
HACTPOMKKU CETU U CEeTEBbIX NOJIUTUK
MPOCTbIM, YAO6HDbIM U HafEXHbIM

MporpammHo-onpepensemble ceTr SDN cTanu npuUmMHOn NoBCEMECTHOWM
uncposusaLlmm busHeca.

OCHOBHbIM KOMNOHEHTOM Lindpposusaumm ctaHosuTcs cosganme OTKPbITOM
nlporpammupyemoi ceTeBo MUHPPaCTPYKTYpPbl, KOTOpas cnocobHa
3HAUMTENbHO YNPOCTUTb NPOLECC B3aUMOAENCTBUSA BHYTPY KOMMNaHU1

M CHU3UTb TPYAO3aTpaThl HAa PYTUHHbIE UACTO NOBTOPSAIOLLME ONepauuu,
o6ecneunBas Npu aTOM eAnHble CETEBbIE MONUTHUKK, COOTBETCTBYIOLME
3agavam 6uaHeca.

CeTnBCEB6ONbLIEN CTENEHN YUNTHIBAIOT TEXHONOTMU M BO3MOXHOCTM SDN.

McTopuuecku kopnopaTUBHbIE CETU CTPOWUIUCH HAa OCHOBE YCTPOUCTB,

nporpamMMHasa nannapaTtHada CocTaBndarolas KOTOpPbIX 6bINN TECHO CBA3AHbI.
OT1 PyuHoro, Cno)Horo, AnnapaTHO-OpPUEeHTUPOBAHHOIO K

3aKpbITOE U XECTKO CBA3AHHOE C
060pya0BaHNEM

PyuHoe ynpaBneHue KaxabiM YCTPOMCTBOM

PeakTnBHasa 6€30MacHOCTb NepMMeTpa

KntoueBbiM 31€MEHTOB COBPEMEHHOTO
IT—FastIT—cTaHoBuTCA 9BONIOLMUS
ITnHdppacTpykTypbl M IT npoyeccos
CYyUYEeTOM AOCTYMHbIX CErofHA

SDN TeXHONOrum, B KOTOPbIX
NPOrpamMMHbIE U KOHTPOMbHbIE
YHKLMU CBA3aHbI C annapaTHOWM
nnaTopPMON 3HaUNTENBHO MEHbLLE.
Ytono3BongeT ceTu 6biTb OTKPHITOM
KHEeo6X0ANMbIM 6U3HECY UBMEHEHWAM, @ CETEBBIM MONUTUKAM YNPaBnsTh
CEeTEeBbIMU MPUNOXEHUAMU KPUTUUHBIMKU AN 6U3Heca. Mpu aTom IT nonyyaeT
LeHTpanM3oBaHHble MexaHU3Mbl yNpaBneHus U KOHTPONS CETH.

SIMPLE

©

OPEN

APIC-EM ato ocHoBHO SDNkoHTponnep komnaxuu Cisco gna
KoprnopaTtueHou kamnycHo LAN upacnpegeneHHon WAN cetu. APIC-

EM —3To kntoueBoi kKoMNoHeHT ApxuTekTypbl Lindposbix CeTent Cisco
(Cisco DNA), o6ecneunBatoLimin ynpoLeH1e 1 asBToMaTu3aumnto MHOXXeCTBa
ceTeBblX 3apay.

ABTOoMaTu3sauum, NMpocroTe, lIM6KOCTH

OTKpbITOE, Nporpammupyemoe,
[MporpaMMHO-0pPUEHTUPOBaHHOE

ABTOMaTM3aLMSA BUSHEC MOMUTUK
Ha BCEN CETU

Proactive, Context-Based Security

Everywhere

Bceobbemntolas 6M3HEC aHanUTUKa
B peanbHOM BPEMEHM

SND koHTponnep APIC-EM 310 nporpammHoe o6ecneyeHune, KOTopoe PyHKUMOHUPYET B BUE BUPTYanbHON MaLUHbBl UK Ha DUIUUECKOM

cepBepe. 3TanporpammHas nnatgopma coaepxut Hatop SDN npuNoXKeHUn, KOTOPble UCMONb3YIOT «CEBEPHbBINY NporpaMmMHbli REST-API
UHTepdenc Ansd B3aUMOAENCTBUSA C BHELUHUMU NPUNOXKEHUAMU M 06ECneunBaeT BbiNOMHEHWE KNIOUEBbIX 3aj4ay aBToMaTu3aLunm B KOPNopaTUBHOM

ceTu.Mnatdopma Takxe Nogaep>XKMBaeT psaf «toxHbIx» APl gna B3aumMogencTBmnsa c ceTeBbiM 060pyA0OBaHMEM, B TOM UMCNE UCMONMb3YOLWMUMCS

3aKa3umMkKamu cerofHs, no3sonsas Tem cambiM npumMmeHsTb APIC-EM, Kak Ans HOBbIX BHEAPEHUI, Tak U B CyLlecTByOWMX ceTax. Llenb nnatdopmbl
APIC-EM —o6ecneunTtb co3naHne HoBbIX SDN npunoXeHuit, KOTopbie B CBOIO ouepenb NO3BONSAT PaguKanbHO CHU3UTb ONepaLnOHHbIe 3aTpaThl U

o6ecneynTb HEOHXOAUMYIO BU3HECY CKOPOCTb USMEHEHUN.



Kniouesblie oco6eHHocTu APIC-EM:

e [llporpammHoe obecneueHne, paboTatowee Ha NtoH6om x86 cepeepe,
[OCTYNHOE B BUAE BUPTYanbHOM MaLMHbl UMW NPeayCTaHOBNEHO Ha CepBEP
e BCTpoeHHble NPUNOXKEHWUS, NO3BONSAIOLWME aBTOMATU3UPOBATb CNOXHbIE
M yacTo BCTPeyatoLwmecs 3afaun C NOMOLLbIO MHTYUTUBHO NOHSATHOrO
npouecca v rpadguueckoro uHTepdenca (GUIl)

Npeumyuwecrtea:

3HaunTenbHoe ynpoueHue BHEAPEHUS U HACTPOMNKHU

KoHTponnep aBToMaTusnpyeT BHeAPEHWE U KOHTPONb COOTBETCTBUSA
CceTeBbIX MOMUTUKW Ha BCEN CETU NPEeANpUATUS

3awuTa MHBECTULUIA

KoHTponnep noaaepxxuMBaeT akTyanbHble MOAen o60pynoBaHns

— HeT He06X0AMMOCTU B 3aMeHe UHPaCTPYKTypbl. He TpebyeTcs

AononHuTenbHoe ceTeBoe o6opyaoBaHue

Security QoS IWAN Network PnP

Cisco and Third Party Applications

Cisco APIC Enterprise Module
Network Info Policy

Database Infrastructure Automation

Network Devices
Catalyst, Nexus, WLC, ASR, ISR

OTKpbITOCTb, NPOrpPaMMUpPYEMOCTb M BO3MOXXHOCTH UHAMBUAYANIbHON HACTPOWKH

APIC-EM nonHoOCTblO NpOrpaMMupyemblii KOHTPONIep NOCPEeACTBOM OTKPbIThIX

nporpammHbix HTepdgencos (REST API). 3To nossonseT paspaboTunkam MO

cOo3faBaTb HOBble CETEBblE CEPBUCH M MPUNOXEHUSA, UTO NO3BONSET NPEANPUATUAM aKTUBHO Pa3BMBaTb BU3HEC N 6bITb 60Nee KOHKYPEHTHO-CNOCOBHbLIM.

Bbu3Hec-3apaua—ceteBas KOHdUrypauus

KoHTponnep aBToMaTMuecku aHanmManpyeT n npeobpasyeT Lenesyo GU3HEC-NONUTHUKY B HACTPONKKN CETEBbLIX YCTPOMCTB, 06ecneunBasi NpUMeHeHne equHon

MOMUTUKKN Ha BCEN CeTun

Mpuno)xxeHusn:

Cnepytowmne npunoxerHuns APIC-EM saBnstoTCA ONUMOHaNbHbIMU:

Mpunoxenue Enterprise Service Automation (ESA). MpunoxeHue
ESA ueHTpanuayeT v aBTOMaTU3UpPyeT NpoOLEecC AM3aiHa U ynpasneHuns
ceTeBON MHPaCTPYKTYpPON yaaneHHoro oduca, UCNonb3yst TEXHONOMMK

BMPTyanuaauuun cetesbix pyHKUmMA (NFV)

Mpunoxexue Intelligent WAN (IWAN). Mpunoxexue IWAN

aBTOMaTU3NPYyeT NPOLECC BHEAPEHUS apXMTEKTYPbl pacnpeaeneHHom

N3-0IdV

cetn Cisco IWAN Ha mapwpyTusatopax Cisco ISR

DMVPN
. . SLA QoS
Business Pohcy IWAN -
IT App SLA Application Security

X

[

).)@)

Path Selection

) NETWORK

BENEFITS

» U

¥

i3 ©

Simple Warkflow Zero Touch Network, Business Level Open
Provisioning Applications Policies Architecture
Monitoring
PnP Path Trace

MpunoxeHue Network PnP aBToMaTu3unpyeT npoLecc BHegpeHus
HOBbIX YCTPONCTB B ceTb (Zero Touch Provisioning) ons koMmyTaTopos,
MapLIpyTM3aTopoBs 1 6ecnpoBOAHbIX KOHTponnepos Cisco

Mporpammubiin unTepdenc (API)

APIC-EM ogHOBpeMeHHO NopgAepXMBaeT «CeBEepPHbIe» U KIXKHbIe»
nporpaMmMmHbie UHTepdenchbl.

CeBepHbIi MHTepdEec ocHoBaH Ha REST n no3BonaeT BHELWHUM
NPUNOXEHUSM B3aUMOAENCTBOBATb C CETEBLIMU ANEMEHTaMU, UCNONb3YS
HTTP/HTTPS komangbl (GET, POST, PUT u DELETE) gnsa sanpoca unu
nonyueHuns nHopmaummn n JSON (JavaScript Object Notation) HoTauuto
ONA KOAUPOBaHWUS/MHTEPNpeTauus AaHHbIX. OTO NONHOMOHKLMOHANbHbIN,

MpunoxeHune Path Trace 3HaunTEeNbHO yNpoLWaeT U YyCKOPSAET MOUCK
NPUUMH HapyLWEHNs CETEeBOM CBA3HOCTU Mexay ntobbiMu yanamu/
XOCTaMu B CETH.

6e30MnacHbIi, NPOCTON MEXaHMU3M MPOrpaMMUPOBAHUSA CETEBbIX
3NEMEHTOB, UX UHTEPMENCOB U CETEBBIX MOMUTHUK.

B KauecTBe «t0XXHOro» nporpammHoro nHtepdeiica APIC-EM ucnonbayet
nHTEpdenc komaHaHomn ctpoku (CLI) u npotokon SNMP. Ucnonb3oBaHue
CLl o6ecneunBaeT B UaCTHOCTU BO3MOXHOCTb B3aUMOAENCTBUS C
cyulecTBytowmnm o6opynoBaHmem Cisco. B 6yaywux sepcusax APIC-

EM nnanunpyeTcsi ucnonb3osBaTb OTKPbIThie APl B KauecTBe «0XXHOro»
nporpamMmMHoro nHtepdenca.
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CucremHblie TpeboBaHus:

Mnatcpopma APIC-EM 1 ee NpunoxeHUsa MOTryT 6biTb 3anyLyeHbl, Kak BUPTyanbHasa MallMHa noa ynpasneHuem runepensopa unm MoxeT yCTaHaBNUBaTbCA
HEMNOCPeACTBEHHO Ha MOAXOAAWMI NO XapakTepucTukamu cepeep. Tpeb6oBaHUa K hOpMaM YCTAHOBKM NPEACTABNEHbl HUXE:

Tpe6oBaHUs K ycTaHOBKe Ha pu3anueckui cepeep: TpeboBaHUS K BUPTYaJIM3UPOBAHHOM YCTaHOBKE:

e Cepsep: 64-bit x86 e VMware ESXiBepcuin: 5.1/5.5

e CPU (sagpa): 6 e Cepsep: 64-bit x86

o CPU (ckopocTb): 2.4 Ty e Virtual CPU (vCPU): 6

e O3Y:64T76 (OanH ysen), 326 (ans kaxgoro yana HA koHdurypauum) e CPU ckopocTb: 2.4 Ty

e [uck: 500 6 gOCTYNHOro AUCKOro NpocTpaHcTBa (Nnocne HacTpoiku RAID) o O3VY:64T76 (OaunH ysen), 3216 (ana kaxgoro yana HA kKoHgurypaumu)

e YposeHb RAID: AnnapaTtHblt RAID ypoBHa 10 e [uck: 5006 gocTynHOro AMCKOro npocTpaHcTea (nocne HacTpoiku RAID)

e [luckoBas ckopocTb: 200 M6/c e YpoBeHb RAID: AnnapaTtHbin RAID ypoBHsa 10

e CeTeBoapganTep: 1 unun 6onee e [InckoBas ckopocTb: 200 M6/c

e bpoysep: Chrome (44.0 unu Hosee) e CeTeBoMapganTtep: 1 unu 6onee

e pebyeTca we-gocTyn: Mcxoaswuin poctyn (HTTPS) ot nnatdopmbl e bpoysep: Chrome (44.0 unu HoBee)
Cisco APIC-EM B HTepHeT Ana aBTomMaTuuecknx ob6HosneHunin MO e Tpebyetca we-gocTyn: Ucxoaawun goctyn (HTTPS) oT nnatopmbl
APIC-EM Cisco APIC-EM B HTepHeT gna aBToMaTnuecknx obHosneHunn MO

APIC-EM

Mpumeuanue: Ecnu Bol ucnonbdyete npunoxexnne IWAN, Bam notpebyetca HTTP unn HTTPS npokcw ans B3aumogencteua APIC-EM cepsuca Plug-n-
play c ny6nuuHbiM 06nakom. MpoKCK MOXET 6bITb peanu3oBaH Ha Nt06OM KOMMEPUECKOM NPOAYKTE C COOTBETCTBYIOLUMU BOZMOXKHOCTAMM.

JTluueH3supoBaHue Kak npuo6pectun?
Cisco APIC-EM pgocTyneH ans 3arpy3ku 1 UCNonb3oBaHUsa Ha ocHoee RTU Cisco APIC-EM pgocTyneH B NnpefyCTaHOBNEHHOM BUE Ha (DU3NUECKUI
(Right-to-Use) nuueHsanu. CcepBep UnNu B BUPTyanua3MpoBaHHOM Buae. BupTyanusmpoBaHHasa Bepcus

[OoCTynHa ana 3arpyskun 6ecnnaTtHo c nopTtana Cisco Software Central
https://software.cisco.com unu canta coobwecTtsa padpaboTunkos Cisco
— Cisco DevNet. AnnapaTHas Bepcusa MOXeT 6biTb TpuobpeTeHa uepes
naptHepoBs Cisco (apTukynbl 4ns 3akasa NnpeacTaBneHbl HUxe)

ApTUKYJ BUPTYaANTIM3MPOBaAaHHON BEpPCUU

R-APICEM-SW-K9 Cisco APIC-EM Controller Software

R-APICEM-SW-K9= Cisco APIC-EM Controller Software (Spare)

ApTUKyn annapaTHOM BEPCUU

APIC-EM-APL-R-K9 Cisco APIC EM Controller Appliance 10C-64G-2T
APIC-EM-APL-R-K9= Cisco APIC EM Controller Appliance 10C-64G-2T (Spare)
APIC-EM-APL-G-K9 Cisco APIC EM Controller Appliance 20C-128G-4T
APIC-EM-APL-G-K9 Cisco APIC EM Controller Appliance 20C-128G-4T (Spare)

OononHuTtenbHble pecypcbl

B Balwem pacnopsiXeHUn MHOXeCTBO AOMNONHUTENbHbIX PECYPCOB ANA fanbHenwero nayveHunst KoHtponnepa APIC-EM, a Takxxe TexHonorunin cetesomn
nporpammupyemocTu, APl, 03HakOMUTENbHbIX [EMOHCTPALUUN.

OcHoBHasi uHdopmauus 06 APIC-EM gocTynHa no ccbinke:
Www.cisco.com/go/apicem

[ina napTHepoB NpeAcTaBneH oTAeNbHbIN pasaen Sales Resources)

Pecypcbl APIC-EM, Bkniouatmwmue oOKYMeHTaLuI0 No ycTaHoBke/HacTpoiike MO:

http://www.cisco.com/c/en/us/support/cloud-systems-management/one-enterprise-network-controller/tsd-products-support-series-home.html

CeTeBasi nporpaMMupyemMocTb, ucnonb3oBaHue API, 3arpyska MO APIC-EM 1 pykoBOACTBO N0O yCTaHOBKeE:

https://developer.cisco.com/

MpucoeanHanTecb 6ecnnaTHo Kk cooblecTBy padpaboTunkos Cisco DevNet n nonyunte gocTyn k 60onee uem 20 obyuatowmx nabopaTopun, 3arpyxxante
SDK/API, o6waiTech Ha hbopyme paspaboTunkos Cisco n MHOrO Apyroe.

becnnatHbie (Tpe6yetcss CCO noruH) aemoHcTpaumMoHHbie u o6yuatowme pecypcbi Cisco dCloud

https://dcloud.cisco.com/

OrpoMHbIf KaTanor JeMOHCTPaLui, TDEHWHTOB, «NeCOoYHUL» Ans Nto60oi CiSCo apXxUTeKTypbl — NOMTHOCTbIO NOArOTOBMEHbl K UCMONb30BAHUIO U JOCTYMHbI B
nto6oe Bpems. becnnatHo!



IHbopMaLIMOHHaS
6e30MacHOCTb

CoBpeMEeHHbIE MeXXceTeBble aKpaHbl/nnaTtdopma 60pbbbl ¢ BpeaoHocHbIM koaom Cisco AMP

NMpeumywectea Cisco

CoBpEMEHHbIM NaHALWadT yrpo3 HeNb3a CpaBHMBATL C cuTyaumein 10 netTu
naxe 2 roga Hazaf. OAMHOYKMW M HEGONbLUKE FPYNMbl, KOTOPblE NPOBOAUNU
OTHOCUTENbHO HEC/TOXXHble aTaku, MPUUYNHABLLKE OI'DaHMbIeHHbIﬁ yu.lepé,
BblITECHEHbl COBPEMEHHbIM, UHTENNEKTYyanbHbIM M NpEKPacHO d)IAHaHCMpyeMbIM
Cco06LWecTBOM Knb6epnpecTynHUKOB, CNOCOBHbBIM HapyLWNUTb PaboTy u
NPUUNHUTDL CEPbEIHbIN yLep6 KPYNHbIM opraHn3aunsm nu UT-uHdpacTpykType
B MacwTabe cTpaHbl. Takne aTakn TPyAHO O6HapPY»XMBaTb, BDEAOHOCHbIE
MOoOynu MOTYyT HaxXOOAUTbCA B CETAX XXEePTB B TeueHWe OONroro BpemMeHun, a onga
npoBefeHns aTak MOryT NpMBIeKaTbCsA HeOH6XOANMbIe peCypChbl MO BCEMY MUPY.
TpaHMLlMOHHbIe MeTOo[bl 3alUTbl, KOTOPble monaranmcb UCKMAOUYNTENDbHO Ha
obHapyxXeHne MOMeHTa aTakn u ee 6NOKMpoBaHuUs, 6onblue He paboTatoT.
TpebyeTca HOBad Moenb 6€30MacHOCTU, YUNTHIBAIOLLAS BECb XXU3HEHHbIN LUKN
aTaku: 0o, BO BpeMsa u nocne.

,Ell'lﬂ peanu3aunu Takown Mofaenu B Buae 3aKOHUYEHHbIX TEXHUUYECKUX peLueHmZ
Heob6xoanmMo cnegoBaTb TPEM Ha30BbIM MPUHUMNAM:

® MonHasa MHOPMUPOBAHHOCTb: HENMPEPbIBHOE NONyYeHne pedynbTaToB
rno6anbHOM aHaNUTUKK 1 yuyeT KOHTeKCTa Bsammoneﬁcmwn ANng NOBblLWEeHNsA
KauecTBa aHannsa n npuHUMaeMblX peUJeHIAFI.

o DoKyC Ha yrpo3ax: 06HapyXeHne, NOHWUMaHue U 6NOKUPOBaHUE Yrpo3 B
TeueHune BCero XM3HeHHOro unmkna ataku.

eBbiaeneHne cneunann3npoBaHHbiX NNaTPOpM ANa peleHns HeobXoauMbIX
noasafay: CHMXeHne ypoBHSA d)parmeHTauMM Cc ucnonb3oBaHuem
cneunanu3npoBaHHbIX NNAaTOOPM AN 3aWUTbhl CETU, MOBUMBHBIX U
CTauMOHapHbIX yCTpOI;ICTB M obnakos.

[lna o6ecneueHns NoNHOMacCLWTabHOM 3aLLMTbHl B TEUEHUE BCETO XKUBHEHHOTO
uMKna ataku TpebyeTcs MHTerpaumns pasnuuHbix TEXHONOTMI, (DOKYCUPYOLWNXCA
Ha pasnnuHblX acnekTax. B Habop peweHuin Cisco B cchepe UHPOPMaLMOHHOMN
6e30NacHOCTU BXOAUT MNOMHbIA HAabOp peleHnit Ana 60pb6bl C BPEAOHOCHbBIM
nporpamMmMmHbIM oﬁecneueHmeM, uenesBbiMiM aTakaMmn 1 COBpEMEHHbIMU
MOCTOAHHO NPUCYTCTBYOLWNMN YyrpoO3amMu. ot peweHnsd, NOCTPOEHHbIe Ha
npuHUMNax NONHOM MHAPOPMMUPOBAHHOCTHU, POKYyCa Ha yrpo3ax, He TONbKO
npencTaBneHbl B pa3H0171 peanudaunu (yCTpOlZCTBa, BUPTYyanbHble peweHunsd

M o6nauHbie CUCTEMbI), HO M NPeAnaralT CaMblil LUMPOKKUIA CNEKTP BaAPUAHTOB
OTpaxxeHuda u HeﬂTpanmsauMM aTakKk BoOTpacnu.

WSA + AMP
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OpweHTaums
MonHas MHhOPMUPOBaHHOCTb Ha HefiTpanuaaLmio yrpoa a3Hble NnaTopMbl

06N1aUHbIE 1 NOKaNbHBIE
aHanuTMuecKk1e NnathopMb

BUPTYanNbHbIE 1 06NauHble
MMbKMe oTKPLITbIE NNaTOPMbI,
MaCLLTaBPYEMOCTb, COMMacoBaHHOe
ynpaBneHne 1 KOHTPOnb

O © 6 & O

CeTb

KOHTEKCT # aBTomMaTn3auyuns

Mo6unbHoe O6nako

YCTPONCTBO

OkoHeuHoe
YCTPOMACTBO

BupTyanbHas
Harpyska

Bonee nogpobHble cBeneHus o pelweHusx Cisco B cchepe MHPOPMALMOHHOM
6e30MacHOCTM ONy6NUKOBaHbl Ha BE6-canTe:

http://www.cisco.com/go/security

o

AMP
Threat Grid

O6nauHas nnatgopma Cisco
ANS NU3yUYeHUs U NpefoCTaBneHns
MHopMaLMK 06 yrposax

AHanuTHKa yrpos B pexxmme pearnbH

BpeMeHun

‘llllllllll' 4EEEnw,

DMz

BupTyanbHble
BapWaHTbl UCMONHEHNS ISE

Security Manager

KoHTponnepbl 6ecnpoBoAHbIX ceTewn

Management Center
Defense Orchestrator

KommyTaTopbl Catalyst

WHTepHeT \
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CWS + AMP
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00000 KommyTaTtopbl Catalyst Touku gocTtyna
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Firepower NGFW
Firepower IPS |
+

VPN
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BHyTpeHHsA
AnyConnect
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I MexceTeBble 3KpaHbl cnegyroLwero NoKoONeHms
MexceTeBon akpaH cnepytouwero nokoneHuns Cisco Firepower

— Cisco ASA 5516-X
— Cisco ASA 5508-X

Cisco ASA 5506-X

Pewenwe Cisco Firepower — 3To NepBbiii B 0OTPACNY NOMHOCTHIO MHTEMPUPOBAHHbIN
COBPEMEHHbBI MEXCETEBOW 9KPaH, OPUEHTUPOBAHHbIN Ha HENTPaNU3aLMIo yrpo3 Ha 6ase
LIEHTPan130BaHHO 3aaaBaeMblx NONNUTUK. Cpeam ero hyHKLUMOHaNbHbIX BOSMOXHOCTEN
MOXHO BbIAENNTb MEXaHU3Mbl ONPERENeHNs NPUNOKEHU 1 TPAHYMAPHOrO yrpaBneHns
ux paboTom (AVC), coBpeMeHHO cucTeMbl NpenoTepalleHus sTopxeruin (NGIPS),
cpeacTsa ahheKTUBHOM 6OpbObI ¢ BpeaoHoCHbIM kogom Cisco AMP v cpeacTea
chunbTpaumm Be6-3anpocos no kateropusim URL. Cisco Firepower o6ecneuvBaeT
HaAeXHyI0 3aLUMTY OT Yrpo3 Ha BCEM MPOTSHKEHUM MX XXUSHEHHOTO LMKa = A0 UX
NOSIBNEHUS!, BO BPEMS W NOCNE BO3MOXHOM KOMMpPOMeTaLnu.

Bnoknposka pekopaHoro umcna yrpo3. ObHapyxeHue 1 6noknuposaHue
M3BECTHOr0 M HEM3BECTHOro BpeAoHOCHOro MO ¢ nomoLLbio nyuyllei B oTpacnu
TexHonoruu Cisco AMP 1 cpeacTB AMHaMUUECKOro aHanvsa. YnpasneHue paboTon
6onee 4 000 KOMMEpPUECKUX MPUNOXKEHUIA, BOBMOXHOCTb OMUCAHNS MPUNOXEHWU
nonb3oBaTenem.

Bonee nogpobHble cBEEHNS O COBPEMEHHOM MexceTeBOM akpaHe Cisco Firepower
ony6nukoBaHbl Ha Be6-caiTe:

http://www.cisco.com/go/ngfw
m Cisco ASA cepuit 5500-FTD-X/5500-X

KHasi Cnoco6HOCTb

ApTukyn

L

npOI'IyCKHaﬂ CMOCOBHOCTb MEXCETEBOrO 3KPaHa

I
8 - -

* Cisco Firepower
- 9300
___— Cisco Firepower
cepumn 4100
a Cisco ASA 5555-X
Cisco ASA 5545-X
X
- Bbicokas

e BbiBog aHanuTmkm UMb Ha HOBbIN ypoBeHb. [TONHOCTbIO KOHTPONUPYITE CBOLO
UT-nHdpacTpyKTypy C NOMOLLbIO CUCTEMbI NPeAoTBPaLLeHUs BTopxeHuit Cisco
Firepower NGIPS. CpeficTBa aBTOMaTUUeCKOro onpeaeneHns ypoBHs pucka u
YPOBHS MOTEHLUMANbHOro BO34ENCTBUS MOMOTYT NPaBUbHO 3aAaTb NPUOPUTETbI
06paboTKM COBBITUN.

YckopeHue 06HapyXeH!s MHUMAEHTa U HeTpanusaLms ero nocneacTsui.
CornacHo exerogHomy otueTy Cisco B ccpepe MB meanaHHoe Bpemst
06HapyXeHUs MHUMAEHTa B 0Tpacnu cocTasnseT okono 200 aHei. Pewerus Cisco
obecneunBaloT 06HapyxeH1e MeHee Uem 3a fieHb.

CHWxeHne cnoxHocTu. icnonbayiTe yHUULMpPOBaHHble CpeAcTBa ynpasneHns
M BCTPOEHHbI (hyHKLIMOHAN KOPPENSILIMK YrPO3 ANs YNPaBNEHUS OTINUHO
MHTErpUMpPOBaHHbIMU chyHKLMAMK Ge3onacHocTu, Bkntouas AVC, NGIPS v Cisco
AMP.

MoBbilLeHWe 0TAAUM OT BalLei ceTH. MoBbillaiTe ypoBEHb 3aLMULLEHHOCTH U
nonb3ynTech pedynbTatamu CAenaHHbIX paHee KanuTanoBnoxeHun bnarogaps
BO3MOXHOCTAM MHTErpauumn c CETEBbIMU peELLUEHUAMU U I'II'IaTdJOpMaMM
6e30MaCcHOCTH, BbiNyLEHHbIMU Kak CisSCO, Tak U CTOPOHHUMU KOMMaHUSIMU.

ASA5506-FTD-K9 750 MéwuTt/c 250 Méut/c 125 Méwut/c | 100 Méut/c - - 1(~) 1TRU
ASA5506W-x-FTD-K9 750 Méut/c 250 M6ut/c 125 Méwut/c | 100 M6éuTt/c 8 = = = = 1(~) 1RU
ASA5506H-FTD-K9 750 M6ut/c 250 M6ut/c 125 Méwut/c | 100 Méut/c 4 - - - - 1(~) 1RU
ASA5508-FTD-K9 1réut/c 450 MéwuT/c 250 Méut/c | 175 MéuT/c 8 = = = = 1(~) 1TRU
ASA5516-FTD-K9 1,8 Féut/c 850 MéuT/c 450 MéuT/c | 250 M6uT/C 8 - - - - 1(-) 1RU
ASA5525-FTD-K9 2 réwut/c 1100 M6éut/c 650 M6éut/c | 300 M6ut/c 8 =2 =*2 = 1 1(~) 1RU
ASA5545-FTD-K9 3 reut/c 1500 M6ut/c | 1000 Méwut/c | 400 M6uT/c 8 -2 -2 - 1 1(~) 1RU
ASA5555-FTD-K9 4 Téut/c 1750 M6éut/c 1250 M6ut/c | 700 Méut/c 8 =2 =*2 = 1 1(~) 1RU

m /lHTepdeincHble kapTbl Ana Cisco ASA cepuit 5500-FTD-X/5500-X

ApTukyn OnucaHune

ASA-IC-6GE-CU-B
ASA-IC-6GE-CU-C

ASA-IC-6GE-SFP-B
ASA-IC-6GE-SFP-C

WHTepdeicHas kapta (6 noptos GE)
MHTepdercHas kapta (6 noptos GE)
NHTepdercHan kapTa (6 noptos SFP)
IMHTEepdecHasn kapTa (6 noptos SFP)

m VicTouHukn nutanua ans Cisco ASA cepuit 5500-FTD-X/5500-X

Onucaxune

ApTtukyn

ASA-PWR-AC
ASA-PWR-DC

MCTOUHUK NUTaHWsl OT CeTU NepeMEHHOro Toka

MCTOUHMK NUTaHWS OT CETU NEPEMEHHOrO TOKa
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m Cisco Firepower cepuu 4100

I'IponyCKHaﬂ Cnoco6HOCTb I'Ioprl

J— 06pa3 oA Pazbembl anst MoBYnen | 1oty Moqua»(
SFP/SFP+| QSFP+ | QSFP28 MEAELLE] || BERLLY

FPR4110-NGFW-K9 12 Féut/c 10 réut/c 8 - 2 1(~) 1RU

FPR4110-ASA-K9 - - 20 lreut/c 8 réut/c 8 -2 - - 2 1(~) 1RU

FPR4120-NGFW-K9 20 rewt/c 15 réut/c - - 8 -2 - - 2 1(~) 1RU

FPR4120-ASA-K9 - - 40 réut/c 10 reut/c 8 -2 - - 2 1(~) 1RU

FPR4140-NGFW-K9 25 rewt/c 20 réut/c - - 8 -2 - - 2 1(~) 1RU

FPR4140-ASA-K9 = - 60 réut/c 14 réut/c 8 =8 = = 2 1(~) 1RU

m CeTeBble mogynu gnst nnatopmsbl Cisco Firepower cepumn 4100 | VIcTOUHWKM NuTaHus ans nnatdopmbl Cisco Firepower cepun 4100

ApTukyn Onucanune ApTrkyn Onucanue

FPR4K-NM-8X10G CeTesoit Mogynb (SFP/SFP+) FPR4K-PWR-AC-1100 VCTOUHMK NTaHms OT ceTh nepemeHHoro Toka, 1 100 BT

FPR4K-NM-4X40G CeTesoit Mogynb (4 nopta QSFP+) FPR4K-PWR-DC-950 VCTOUHMK NUTaHWs OT CETU NOCTOSIHHOTO Toka, 950 BT

m Cisco Firepower 9300

Pasbembl ans Moaynen
O6pas F O6pas ASA" McTouHmnk Mou'rka
QSFP+ | QSFP28 MUTaHua | B CTOUKY

FPR-C9300-AC 0T 25700 100 Téut/c | 0120 g0 90 T6uT/c | OT 75 po 225 Méut/c | ot 15 po 54 Méut/c -3 -2 -2 3 -3 2(~) 3RU
FPR-C9300-DC ot 2570 100 F6uT/c| 0T 20 f0 90 TeuT/c | oT 75 Mo 225 MouT/c | ot 15 A0 54 MewT/C -3 -2 -2 3 -3 2(~) 3RU
m Cynepsusop ans nnatdopmbl Cisco Firepower 9300 m Mogynu 6e3onacHocTv ana nnatgopmsbl Cisco Firepower 9300

ApTukyn OnucaHue ApTukyn OnucaHue

FPROK-SUP Cynepau3op (8 noptos SFP/SFP+, 2 cnota ans FPROK-SM-24 | 24-agepHbiit Mopynb 6e3onacHocTy (cootseTcTayeT NEBS)
ceTesbix MOaynei)

FPROK-SM-36 | 36-s4epHblii MOAyMb 6€30MacHOCTH

m CeTtesble mogynu ans nnatdopmbl Cisco Firepower 9300

ApTukyn Onucaxue | VICTOUHMKM NuTaHus ansa nnatdopmbl Cisco Firepower 9300
FPRIK-NM-8X10G CeTeBoit Mogynb (8 noptos SFP/SFP+)
FPROK-NM-4X40G CeTesoit Mopynb (4 nopta QSFP+) FPROK-PS-AC VICTOUHMK NMUTaHKUSA OT CeTV NepeMEHHOro Toka
FPR9K-DNM-2X100G CeTesoit Mopynb (2 nopta QSFP28) FPROK-PS-DC MCTOUHMK MUTaHMUSA OT CETV MOCTOSHHOIO TOKa

*1 NoppepxumBaeTcsa 3ameHa obpasa FTD Ha ASA 1 o6paTHas 3ameHa. *2 TpebyeTcs ceTeBo mofdynb. *3 TpebyeTcs cynepsu3op.

NuuensupoBaHue cbyHkuuoHana pns Cisco Firepower Threat Defense

CoBpeMeHHbI MexceTeBol akpaH Cisco Firepower noctasnsietcsa c Cpok AeNCTBMSA ONUMOHaNbHbIX MOAMNUCOK MOXET cOCcTaBnsATb 1 rod, 3 roga unum
6a30BoW 6ecnnaTHOM NUUEH3NEN AN UCMONb30BaHNUS (DYHKUMOHaNa 5nerT.

onpeaeneHns NPUNOXEHWN 1 ynpasneHus nx paéotoi (AVC). Ains paclumpeHus *NGIPS: achchbekTnBHas 3aWnTa OT yrpo3 n hopMUPOBaAHME NMOMHOTO KOHTEKCTa
BO3MOXHOCTE NNaTopMbl MPeAyCMOTPEHb ONLMOHaNbHble NOJNUCKM B3aMMOMENCTBUS NyTEM yueTa JeNCTBUI NoNb3oBaTene, ycTPONCTB U

Ha PYHKLMOHAN COBPEMEHHOM CUCTEMbI NPEAOTBPALLEHUS BTOPXKEHNI NPUNOXEHNI AN O6HAPYKEHUA MHOTOBEKTOPHbIX aTak M aBToMaTnaaumm
(NGIPS), nnatdopmbl 60pbbbl C BpegoHOCHBIM kogoM Cisco AMP v cpeacTts peakuumn Ha HUX.

dunbTpaumm 3anpocos no URL. locTynHbI% NO yMONUaHUto pyHKLMOHanN o AMP: 3aWnTa ceTeBON MHPPACTPYKTYPbl OT CAMOro COBPEMEHHOTO
ynpasnexus pabotoit AVC o6ecneunBaeT BOBMOXHOCTb onpeaeneHus 6onee BpenoHocHoro MO 1 BOBMOXHOCTb MCMONb30BaHUA necouHmubl Cisco Threat
4 000 KOMMepUECKNX MPUNOXKEHU U yNpaBNeHns Ux paboTo B COOTBETCTBUM Grid.

C YPOBHEM U peneBaHTHOCTbIO A4na 6usHeca. OyHKUUM yueTa ya3BUMOCTEN o OunbTpauns 3anpocos no URL: BOBMOXHOCTb (hunbTpaumm obpalieHmnin

W BCTPOEHHOW KOPPENALUU COBbITUI BKNIOUEHb B 6230BYI0 NMULIEH3UIO U Kk 6onee uem 280 MNH JOMEHOB BEPXHETO YPOBHS C YUETOM YPOBHSA pUCKa 1
AOCTYNHbl 6ecnnaTHo. 6onee uem 82 kaTeropui.

m CpaBHeHue nuueHsuin Cisco Firepower Threat Defense

Cumeonbl, Bxogswme B SKU (NGIPS _ Ounbtpaums 3anpocos no URL

Jnuensus NGIPS

Nuuexsua AMP AMP - ° -
Jnuensusa URL URL - - °
IMuuenauna NGIPS n AMP ™ ° ° -
INMuuensua NGIPS u URL TC ° - °
IMuuenauna NGIPS, AMP 1 URL T™MC ° ° °
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I VnpasrneHue 6e30nacHOCTbIO
Cisco Firepower Management Center

Cisco Firepower Management Center 750

BupTyanbHbit Cisco Firepower
Management Center

Cisco Firepower Management Center
2000

Cisco Firepower Management Center
4000

Yncno ynpaBnsembiXx CEHCOPOB - bonbue

Cisco Firepower Management Center — uHTennekTyanbHbli LEHTP,
06beVHSLWMI pasnuuHble NpoayKThl 6e3onacHocTu Cisco, KoTopble
(PYHKLMOHMPYIOT Ha pa3nunuHbix Nnatpopmax. OH obecneunsaeTt
nonHomacwTabHoe yHUPULMPOBAHHOE ypaBneHne MexceTeBbIMU SKpaHaMmu,
cpefcTBamMu ynpasneHns paboTon NPUNOXeHWH, cUCTEMaMU NPefOTBPALLEHUS
BTOPXEHWI, cpeacTBaMu hunbTpaumm 3anpocos no URL, a Takxe nnatdpopmon

obecneunBaeT LEHTPann3oBaHHOE ynpasneHne NoNMTUKaMmn n coop cobbiTuit
NS cnefyowmnx peLleHuni:

CoBpeMeHHbl MexxceTeBow akpaH Cisco Firepower NGFW

* Cisco ASA c cepsucamu FirePOWER

» CoBpeMeHHas cucTema npefoTepalleHuns sTopxxeHuit Cisco Firepower NGIPS
e PeweHue Cisco FirePOWER Threat Defense ans ISR

60pb6bl C BpegoHocHbIM kogoM Cisco AMP. Firepower Management Center

e Mnatcopma 60pb6bl ¢ BpeAoHOCHbIM kogom Cisco AMP

m Cisco Firepower Management Center

Yucno McTournk | MoHTax
ApTukyn YyNpaBnsiembIX o XpaHunuwa chopmMupoBaHus
cobbiTui IPS 9 XocTbl Monb3oBaTtenu o

CEHCOpPOB CO6bITUM coeanHeHun
FS-VMW-2-SW-K9 2 10 MAH 250 léant 50 000 50 000 -1 -1 -1 -1 -1 -1
FS-VMW-10-SW-K9 10 10 MnH 250 6ant 50 000 50 000 = = = = = =
FS-VMW-SW-K9 25 10 MnH 250 6ant 50 000 50 000 -1 -1 -1 -1 -1 -1
FS750-K9 10 20 mrH 100 6ant 2 000 2 000 2000 c/c 2 = = 1(~) °
FS2000-K9 70 60 MrH 1.8 T6anT 150 000 150 000 12 000 c/c 2 - 2 2 (~) °
FS4000-K9 300 300 MnH 3.2 T6aunt 600 000 600 000 20 000 c/c 2 = 2 2 (~) o

1 3aBMCUT OT NapaMeTPOB CPe/bl BUPTYanu3aLmi.

I bopb6a c BpeAOHOCHbIM KOAOM
Cisco AMP ons OKOHEUHbIX YCTPOUCTB

Cisco AMP anst OKOHEUHbBIX YCTPOWCTB NPEACTaBNSET CO60M MHTENNEKTYaNbHOE
pelueHne KOpropaTUBHOTO Krnacca Ans 3alMTbl OT BPeAOHOCHOTO KOAa.
DYHKUMOHWPOBaHWE peLleHns OCHOBaHO Ha cbope 60onblloro o6bema
TeneMeTpUUYECKUX faHHbIX, UX HENMPePbIBHOM aHanu3e ¢ UCMoMb30BaHUEM PasUUHbIX
noaxofoB (7 pasnuuHbIX anropUTMOB, BKKOUast, HO HE OrpaHUUMBAsICh UCMONb30BAHUEM
“necounHuLbl”). Mpu 3ToM 0becrneunBaeTca 0bHapPYKEHWE, OTCNEXUBAHUE, aHaANNS,
KOHTPO/b 1 61I0KMPOBaHNE COBPEMEHHOIO BPEJOHOCHOTO KOfia Ha PasnnuHblx
nnaTdopmax, BKKUas OKOHEUHbIX yCTpoitcTsa noa ynpasnexnem Windows, Mac OS,
Linux, MO61nbHble yCTPOICTBA 1 BUPTYarnbHble CUCTEMbI.

Cisco AMP ansi OKOHEUHbBIX YCTPOWCTB YNPaBnisieTCs C NOMOLLbIO 3PrOHOMUUYHOIO BE6-
nHTepdenca. [ina nogxkntoueHms K obnaky Unm nokanbHoOMy YCTPOWCTBY ynpaBneHms
Ha y3ne ycTaHaBnMBaeTCs He TPebyHoLnii 60MbLIOro o6bema pecypcos MOAyb
NoaKMOUEHMA, NPU 3TOM NPOU3BOAUTENBHOCTb OKOHEUHbIX YCTPOWCTB He CHUXaeTCs,
MOCKOMbKY MPUHSITUE PELLEeHWUst O HaNUMK Yrpo3bl MO GOMbLLEN UACTU BbIMONHAETCS B

AHanua pacnpocTpaHeHus Koaa

MHdbopmaTuBHbI

3ProHOMMUHBIN MHTEPENC Mexay yCTpouCTBamu

obnake, a He Ha OKOHEUHOM YCTPOMCTBE. AHanuns
[laHHOe peLLeHWe NULEH3NPYETCS C NOMOLLbIO MOAMMUCKM MO UNCNY OKOHEUHDBIX BbIMNOMHAETCS
YCTPOUCTB. ECnn B opraHn3aummn NnpuHATH CTporne TpeboBaHmns K 06ecneyeHmio

B obnake

KOHOMAEHLMANbHOCTU MHDOPMALIMK, NPENSTCTBYIOLME UCTIONb30BAHMIO
06LUEeA0CTYNHOro 06naka, MOXHO PasBEPHYTL B KOPNOPATUBHON MHDPACcTPYKType
M30MMPOBaHHOE OT MHTepHEeTa uacTHOe 06M1ako Ha 6a3e BUPTyanbHOro pelexus Cisco
AMP Private Cloud.

LLInpokas noaaepxka nnathopm: MOgynu NOAKMOUEHHs K obnaky AMP
= [luuensumposanue Cisco AMP ansi OKOHEUHBIX YCTPOMCTB *!

YUncno ycTpoincTe

FP-AMP-1Y-S1 | FP-AMP-3Y-S1 | FP-AMP-5Y-S1 o7 50 70 99

FP-AMP-1Y-S2 | FP-AMP-3Y-S2 | FP-AMP-5Y-S2 o7 100 fo 499 Windows Android
FP-AMP-1Y-S3 | FP-AMP-3Y-S3 | FP-AMP-5Y-S3 o7 500 o 999

FP-AMP-1Y-S4 | FP-AMP-3Y-S4 | FP-AMP-5Y-S4 oT 1000 g0 4 999

FP-AMP-1Y-S5 | FP-AMP-3Y-S5 | FP-AMP-5Y-S5 o7 5 000 0 9 999

FP-AMP-1Y-S6 | FP-AMP-3Y-S6 | FP-AMP-5Y-S6 | oT 10 000 o 12 499 m BApTYabHO® YEETHOS O6naKD Cisco AMP

FP-AMP-1Y-S7 | FP-AMP-3Y-S7 | FP-AMP-5Y-S7 | oT 12 500 go 14 999 .
R R
FP-AMP-1Y-S9 | FP-AMP-3Y-S9 | FP-AMP-5Y-59 | ot 17 500 o 19 999 FP-AMP-CLOUD-SW | 10,000
FP-AMP-1Y-510 | FP-AMP-3Y-S10 | FP-AMP-5Y-S10 | ot 20 000 go 22 499

FP-AMP-1Y-S11 | FP-AMP-3Y-S11 | FP-AMP-5Y-S11 | ot 22 500 go 24 999

FP-AMP-1Y-S12 | FP-AMP-3Y-S12 | FP-AMP-5Y-S12 6onee 25 000

1 TpebyeTcsa nuueHauns FP-AMP-LIC=
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I biompxeTHble peweHuna Cisco

biop)xeTHble kommyTaTtopbl Cisco

BiopkeTHble kommyTaTopbl Cisco NpeacTaBnsloT CO60M HEONOKMPYyEMble KOMMYTaTOpPbI o KommyTatopbl Smart Plus cepuu 220
c noptamu ans nogkntouerus 10-, 100-, 1 71000-M6UT/C ceTeBbIX KNMEHTOB. OTH MonyunTe gononHuTenbHble PyHKLUMK, 6€30MacHOCTb U NPOU3BOAUTENBHOCTD
KOMMYTaTOPbl MOTYT UCMONb30BATbCA ANst 3aMEHbI TEKYLLEro KOHLeHTpaTopa unm ynpaBnsieMoro KOMMyTaTopa ¢ JOCTYMHOW LIeHON, Kak Y KOMMyTaTopoB Smart
KOMMyTaTOpa paboueit rpynnbl B paMkax NOCTENEHHOrO Nepexofa K TeXHONorusam cepum.
1/10GE 1 npepocTaBneHns no Mmepe He06x0AMMOCTU MaKCUManbHOM CKOPOCTU 1- 1 © YnpaBnsiemble KOMMyTaTopbl cepuu 300
10 - [6uT/Cc ana pabounx CTaHUMI C BICOKMMM TPEBOBAHUSAMU, NPOAOMKAS NPU 3TOM o CTekupyemMble ynpasnsieMble KOMMyTaTopbl cepuu 350X
06CNYXMUBaTb APYTMX KNMEHTOB Ha TEKYLLMUX CKOPOCTAX. TeM CamblM, OHU NMO3BONSAOT MpeanbHoe coueTaHne JOCTYMHOCTH U PACLUIMPEHHBIX CETEBbIX (DYHKLMI
o6ecneunTb MHANBKUAYaNbHbLIN NOAXOA MPW NOAKNIOUEHWUN NONb30BaTENEN, yUnTHIBas [ng Manoro 6u3Heca, NPOCTbIE B UCMOMb30BaHUU NMOMHOCTbHIO YpaBnsieMble
MX TpeboBaHUs K nonoce npornyckaHus KOMMYyTaTOpbl MOTYT CTaTb OCHOBOM Ballei CeTU.
e CTekupyembie ynpaensieMbie KOMMyTaTopbl cepuun 500
Mo oT3biBaM ceTeBblX afMUHUCTPATOPOB, 3TW KOMMYTATOPbI MeanbHO NoAXoAsT Ans o CTeknpyemble ynpagsnsieMble KOMMyTaTopbl cepumn 550X
paboTbl ¢ rpacouKo, BUAEO U APYTUMU MPUNOXKEHUSMU, KOTOPbIE TPEBYIOT BbICTPON PaclunpeHHble tyHKLMH, BbICOKAs HAREXHOCTb 1 MPON3BOAMTENBHOCTb MO
nepeaaum no ceTn 6onblmx ainos. LieHe, CooTBeTCTRyOLLEN Baliemy 6lomkeTy. DTV CTeKMpyeMble yrpasnseMble
KOMMYyTaTOpbl, pa3paboTaHbl A1 UCMONb30BaHUS B CETAX, NPEAbABASIOWMX
e Heynpaensiembie kommyTaTopbl cepuun 95/110 BbICOKME (DYHKLIMOHaNbHble TpeboBaHUs K 060pyA0BaHUIo, U caenatoT Bawy ceTb
HanexHblit 1 NPOM3BOANTENbHbIA KOMMYTATOP MO AOCTYNHOM LeHe. lerkas roTOBOM K PELIEHMI0 BU3HeC-3afay Kak CerofHALHero Tak 1 3aBTPaLLIHEro AHs.
ycTaHoBKa 6e3 Kakoro-n16o nporpaMmMHoOro obecrneyeHns 1 He06XxoAMMOCTH
HaCTPOMKK.

o KommyTtatopbl Smart cepumn 200
HauanbHbli ypoBEHb YNPaBASEMbIX KOMMYTaTOPOB C NPOCTHIM ypaBneHnemM no
OueHb NpuBnekaTenbHoi LeHe. Co3naHue ceTu GU3HeC-Knacca ¢ NoaaepPKKon
Hanbonee BOCTPEOBOBaHHbIX OYHKLIWNA.

MosuumoHupoBaHue

KommyTaTopbl Catalyst
cepumn 2960-X

CTekupyemble ynpaensieMble CTeKkupyemble ynpasnsiemble
KommyTaTopbl cepum 500 KOMMyTaTopbl cepumn 550X

Ynpasnsemble KOMMyTaTopbl  CTekupyembie ynpasnsemble
cepun 300 KOMMyTaTOpbl cepumn 350X

q100HAuaLMtogenod]| ‘eHa] —>

KommyTaTtopbl KommyTaTopbi
SMART cepuu 200 SMART+ cepuu 220

9I9H19)KToiq

°
@
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s
]
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?
3]
)

Heynpaensemblie KOMMyTaTOpPbI
cepuu 95/110

DyHKUMOHanNbHOCTb, YHMBEpPCanbHocTb, MacwTtabupyemoctb —>

m Heynpasnsemble KOMMyTaToOpbl cepuu 95

Bnok BesseHTU- Crekupo- | YcTaHoBka

HasBaHue HoBoOM = | ApTukyn gns

SF95D-05 SF90D-05 | SF95D-05-xx 5 - - - - - - - - - BHewwHWit ° - -
SF95D-08 SF90D-08 | SF95D-08-xx 8| - = = = = = = = - - BHewWHWi [} = =
SF95D-16 SF90D-16 | SF95D-16-xx | 16 - - - - - - - - - - BHeLWHWit ° - -
SF95-24 SF90-24 SF95-24-xx 24 | - = = = = = = = - - BeTpoer ° - 1 RU
SG95D-05 SGI90D-05 | SG95D-05-xx | - 5| - - - - - - - - - BHewwHMit ° - -
SG95D-08 SGI0D-08 | SG95D-08-xx | - 8| - = = = = = = - - BHewwHuit [} = =
SG95-16 SG92-16 SG95-16-xx - 16 | - - - - - - - - - BcTpoen ° - -
SG95-24 SG92-24 SG95-24-xx - | 22| - 2 = = = = = = - BeTpoen ° - 1 RU
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® Heynpasnsemble KOMMyTaToOpbl cepun 95

Hassanue

MopTbl

) . MNopra |
HassaHune HoBo# = ApTukyn ans Brok | BesseHTu- | Crekupo- |YcTaHoBKa
SF95D-05 SF90D-05 | SF95D-05-xx 5| - - - - - - - - - - BHeLwHwi ° - -
SF95D-08 SF90D-08 | SF95D-08-xx 8| - = = = = = = = - - BHeLwHwit . = =
SF95D-16 SF90D-16 | SF95D-16-xx | 16 | - - - - - - - - - - BHeLwHwi ° - -
SF95-24 SF90-24 SF95-24-xx 24 | - - - - - - - - - - BcTpoeH ° - 1 RU
SG95D-05 SGI90D-05 | SG95D-05-xx | - 5| - - - - - - - - - BHeLwHwi ° - -
SG95D-08 SG90D-08 | SG95D-08-xx | - 8| - = = = = - - - - BHeLwHwit . - -
SG95-16 SG92-16 SG95-16-xx - 16 | - - - - - - - - BcTpoeH ° - -
SG95-24 S5G92-24 SG95-24-xx - 122 - 2 - - - - - - - BcTpoen ° - 1RU
m HeynpaBnsemblie kommyTaTopbl cepum 110
Hossannel | HeseEtre e e moeral Pk | o |Bessermr- | Crevspos | eraronca's
HOBOW Mofgenu ::II.I(-)ap,pe(I:t 3:Ka3;/ nopThl MUTAHUS | NATOPHbINA BaHue CTOMKY
SF110D-05 SF100D-05 | SF110D-05-xx 5| - - - - - - - - - - | BHewHwi ° - -
SF110D-08 SF100D-08 | SF110D-08-xx 8| - = = = = = - - - - | BHewHu# ° - -
SF110D-08HP SF100D-08P | SF110D-08HP-xx 8| - - - - - - 4 32Bt| af - | BHewHuit ° - -
SF110D-16 SF100D-16 | SF110D-16-xx 16 | - = = = = = = - - - | BHewHu# o = -
SF110D-16HP SF100D-16P | SF110D-16HP-xx 16 | - - - - - - 8 64 BT | af - | BHewHuit ° - -
SF110-16 SF100-16 SF110-16-xx 16 | - = = = = = - - - - BcTpoeH o - 1RU
SF110-24 SF100-24 SF110-24-xx 24 | - - - - - - - - - - BcTpoer ° - 1RU
SF112-24 SF102-24 SF112-24-xx = 22 = 2 = = = = = = = BcTpoeH ° = 1 RU
SG110D-05 SG100D-05 | SG110D-05-xx - 5| - - - - - - - - - | BHewHu# ° - -
SG110D-08 SG100D-08 | SG110D-08-xx = 8 | - = = = = = = = - | BHewHu# 3 - -
SG110D-08HP SG100D-08P | SG110D-08HP-xx - 8| - - - - - 4 32Bt| af - | BHewHui ° - -
SG110-16 SG100-16 SG110-16-xx - 16| - = = = = - - - - BcTpoeH o - 1RU
SG110-16HP n/a SG110-16HP-xx - 16 - - - - - 8 64 Bt | af - BcTpoer ° - 1RU
SG110-24 SG100-24 SG110-24-xx - 22| - 2 = = = = = = = BcTpoeH ° = 1 RU
SG110-24HP n/a SG110-24HP-xx - |22 - 2 - - - 12 100 Bt | af - BcTpoer - - 1RU
SG112-24 SG102-24 SG112-24-xx - | 22| - 2 - - - - - - - BcTpoeH o - 1RU
m KommyTtatopbl SMART cepumn 200 / kommyTaTtopbl SMART Plus cepun 220
HassaHue Hasaarjue ApTukyn ansa “ Bnok BesBeHTU- | CTeknpo- | YcTaHOBKa B
SF200-24 n/a SLM224GT-xx 24 | - - 2 - - - - - - - Bcrpoer -
SF200-24P n/a SLM224PT-xx 24 | - - 2 - = = 12 | 100Bt| af - Bcrpoer - -
SF200-24FP n/a SF200-24FP-xx 24 | - - 2 - - - 24 | 180BT| af - BctpoeH - -
SF200-48 n/a SLM248GT-xx 48 - - 2 - - - - - - - BcTpoeH ° -
SF200-48P n/a SLM248PT-xx 48 | - - 2 - - - 24 | 100Bt| af - Bcrpoer - -
SG200-08 n/a SLM2008T-xx = 8| - = = = = = = = 1 BHeLHI ° = -
SG200-08P n/a SLM2008PT-xx - 8| - - - - - 4 32Bt| af - BHeLHi ° - -
SG200-10FP n/a SG200-10FP-xx = 8| - 2 = = = 8 62 BT | af = BHewwHui o = 1RU
SG200-18 n/a SLM2016T-xx - 16| - 2 - - - - - - - BcTtpoer ° - 1TRU
SG200-26 n/a SLM2024T-xx = 24 = 2 = = = = = = = BcTpoeH ° = 1RU
SG200-26P n/a SLM2024PT-xx - | 24| - 2 - - - 12 | 100Bt| af - BcTpoer - - 1RU
SG200-26FP n/a SG200-26FP-xx = |24 = 2 = = = 24 | 180B1| af = BcTpoeH = = 1RU
SG200-50 n/a SLM2048T-xx - | 48| - 2 - - - - - - - BcTpoeH - - 1RU
SG200-50P n/a SLM2048PT-xx - | 48 | - 2 = - = 24 | 180Bt| af - BcTpoer - - 1RU
SG200-50FP n/a SG200-50FP-xx - | 48| - 2 - - - 48 | 375Bt| af - BctpoeH - - 1RU
SF220-24 SF200E-24 | SF220-24-xx 24 | - = 2 = = = = = = = BcTpoeH o = 1RU
SF220-24P SF200E-24P | SF220-24P-xx 24 | - - 2 - - - 24 | 180 BTt | af/at - BcTpoer - - 1RU
SF220-48 SF200E-48 | SF220-48-xx 48 | - = 2 = = - - - - - Bcrpoer ° - 1RU
SF220-48P SF200E-48P | SF220-48P-xx 48 | - - 2 - - - 48 | 375 Bt | af/at - BcTtpoer - - 1RU
SG220-26 n/a SG220-26-xx = 24 = 2 = = = = = = = BcTpoeH ° = 1RU
SG220-26P n/a SG220-26P-xx - | 24| - 2 - - - 24 | 180 Bt | af/at - Bctpoer - - 1RU
SG220-50 n/a SG220-50-xx = 48 = 2 = = = = = = = BcTtpoeH = = 1 RU
SG220-50P n/a SG220-50P-xx - | 48 | - 2 - - - 48 | 375 Bt | af/at - Bctpoer - - 1RU

m KommyTtaTopbl SMART cepun 250

HasBaHue
HOBOM
Mogenu

Hassanve
cTapon
mopenv

3aKkasa

ApTukyn gns

SF250-48 SF200-48 SF250-48-K9-xx

SF250-48HP | SF200-48P | SF250-48HP-K9-xx | 48
SG250-10P | SG200-10FP | SG250-10P-K9-xx -
SG250-26 SG200-26 SG250-26-K9-xx S
SG250-26HP | SG200-26P | SG250-26HP-K9-xx | -
SG250-26P | SG200-26FP | SG250-26P-K9-xx =

GE/ | 10 10GB-T
8| -2 2|-1]- -

MopTbl

-1 2 2 = = = 48 = 195 BT | af/at = =
8| - 2 - - - 8 - 62 BT | af/at | 2 .
24 | - 2 = = = = = = = = =
2 | - | 2 | - | - - 24 - 100 BT | af/at | - -
24 | - | 2 | - | - - 24 - 195B7 | af/at | - -

Moore| PORET IEEE | IEEE Bxo, Pass
PT | vowmocru | 802.3 | 802.3 chrough

BcTtpoeH
BcTpoeH

Bnok
nuTaHus

BrewHuit
BcTpoeH
BcTtpoeH

BcTpoeH

BesseHTH-

NATOPHbI

BaHue

Crekupo-

YcTaHoBka

B CTOWKY

1RU
1RU
1RU
1RU
1TRU
1RU
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® Ynpaensemble kommyTaTopbl Cisco cepum 300

- crapoii ApTukyn ans e/ 10 iR T o IEEE n?«;ﬁ, BN Pass- Brok Crekupo- Yr:rau?axa
mogenu Monenu 3aKkasza MolLiHoCT P through nUTaHus oxnaxpeHue BaHue B CTOMKY
SF300-08 n/a SRW208-K9-xx - - BHeLUHMI . 1RU
SF302-08 n/a SRW208G-K9-xx 8 = = 2 = = = = = = = = = BHeLuHui [} = 1RU
SF302-08PP SF302-08P | SF302-08PP-K9-xx 8 | - - 2 - - - 8 - 62 W | af/at - - BHewwHuit . - 1RU
SF302-08MPP | SF302-08MP | SF302-08MPP-K9-xx 8 = = 2 o o = 8 = 124 W | af/at = = Brewwnunin L] o 1RU
SF300-24 n/a SRW224G4-K9-xx 24 2 - 2 - - - - - - - - - BcTpoeH ° - 1TRU
SF300-24PP SF300-24P SF300-24PP-K9-xx 24 2 = 2 = = = 24 © 180 W | af/at © © BcTpoeH = = 1RU
SF300-24MP n/a SF300-24MP-K9-xx 24 2 - 2 - - - 24 - 375 W | af/at - - Bctpoen - - 1RU
SF300-48 n/a SRW248G4-K9-xx 48 2 = 2 = = = = = = = = - BcTpoeH 3 - 1RU
SF300-48PP SF300-48P | SF300-48PP-K9-xx 48 | 2| - 2 - - - 48 - 375 W | af/at - - BctpoeH - - 1RU
SG300-10 n/a SRW2008-K9-xx © 8 | - 2 = © o o © © o o o BHelwHui1 ° = 1RU
SG300-10PP SG300-10P | SG300-10PP-K9-xx - 8 - 2 - - - 8 - 62 W | af/at - - BrewwHuin ° - 1RU
SG300-10MPP | SG300-10MP | SG300-10MPP-K9-xx | - 8 | - 2 = = = 8 = 124 W | af/at = = BHelwHui1 o = 1RU
SG300-10SFP n/a SG300-10SFP-K9-xx - - 8 2 - - - - - - - - - BHewHui ° - 1TRU
SG300-20 n/a SRW2016-K9-xx - |18 - 2 = = = = = = = = = BcTpoeH . = 1RU
SG300-28 n/a SRW2024-K9-xx - |26 - 2 - - - - - - - - - BcTpoer ° - 1RU
SG300-28PP SG300-28P | SG300-28PP-K9-xx - 126 | - 2 = = = 24 = 180 W | af/at = = BctpoeH = = 1RU
SG300-28MP n/a SG300-28MP-K9-xx - 126 | - 2 - - - 24 - 375 W | af/at - - BctpoeH - - 1RU
SG300-28SFP | n/a SG300-28SFP-K9-xx | - - 126 2 = = = = = = = = = BcTpoeH = = 1RU
SG300-52 n/a SRW2048-K9-xx - |50 - 2 - - - - - - - - - BcTpoeH - - 1RU
SG300-52P n/a SG300-52P-K9-xx - | 50 = 2 = = = 48 = 375 W | af/at = = Bctpoen = = 1RU
SG300-52MP n/a SG300-52MP-K9-xx - |50 - 2 - - - 48 - 740 W | af/at - - ‘ BcTpoeH - - 1TRU
m CTrekupyemble ynpasnsemMble kommyTaTopbl Cisco cepum 350X

Hassawve | Haseane . fepw | PE |

HOBO# cTapoi ApTHicyn prs GE/ | 10 10637 60W| Power | IEEE | Input | Pass | oo Crexnpor | Yeranonia s
SF350-48 SF300-48 SF350-48-K9-xx 48 | - 2 2 - Bcrpoer 1RU
SF350-48P SF300-48PP | SF350-48P-K9-xx 48 | - 2 2 = = = 48 8 | 382 W af/at = = BcTpoer - - 1RU
SF350-48MP | n/a SF350-48MP-K9-xx 48 | - 2 2 - - - 48 8 | 740 W | af/at | - - Bctpoer - - 1RU
SG350-10 SG300-10 SG350-10-K9-xx = 8| - 2 = = = = = = = 2 ° BHewwHWi ° = 1RU
SG350-10P SG300-10PP | SG350-10P-K9-xx - 8| - 2 - - - 8| - 62 W | af/fat| 2 ° BHewHuit ° - 1RU
SG350-10MP | SG300-10MPP | SG350-10MP-K9-xx = 8| - 2 = = = 8| - |124W|af/fat| 2 ° BHeLuHMit ° = TRU
SG355-10P n/a SG355-10P-K9-xx - 8| - 2 - - - 8| - 62 W | af/fat| 2 ° BcTpoer ° - 1RU
SG350-28 SG300-28 SG350-28-K9-xx - |24 2 2 = = = = = = = = = BcTpoeH ° = 1TRU
SG350-28P SG300-28PP | SG350-28P-K9-xx - 24 | 2 2 - - - 24 4 | 195W | affat| - - Bctpoer - - 1RU
SG350-28MP | SG300-28MP | SG350-28MP-K9-xx - | 24| 2 2 = = = 24 4 | 382 W | affat| - - BcTpoer - - 1RU

m CTrekupyemble ynpaBnsemMble kommyTaTopbl Cisco cepum 350X

HasBaHue HoBoM eranon ApTukyn ons Bnok Crekupo- | YcTaHoBKa
mogenu P 3aKasa nNUTaHUs | oxnaxpeHue BaHue B CTOMKY
moaenu SFP | GB orts Budget 802.3 | Ports

SG350X-24 SG350X-24-K9-xx - |24 - - 2 2 - Bcrpoer °

SG350X-24P n/a SG350X-24P-K9-xx - |24 - = = 2 2 24 | 4 |195W af/at = = BcTpoeH = o 1RU
SG350X-24MP n/a SG350X-24MP-K9-xx - |24 - - - 2 2 24 | 4 |382W|affat| - - Bctpoer - [} 1RU
SG350X-48 n/a SG350X-48-K9-xx - 48] - | - - 2 2 - - - - - - BcTpoer - ° 1RU
SG350X-48P n/a SG350X-48P-K9-xx - |48 - - - 2 2 48 | 8 |382W|af/at| - - BcTpoeH - ° 1RU
SG350X-48MP n/a SG350X-48MP-K9-xx - |48 | - = = 2 2 48 | 8 | 740 W | af/at | - = BcTpoeH - [} 1RU
SG350XG-2F10 n/a SG350XG-2F10-K9-xx | - - | - -1 10| 2 - - - - - - - BcTpoer N ° 1RU
SG350XG-24T n/a SG350XG-24T-K9-xx = = || = - 122 - 2 = = = = = = BcTpoer - [} 1RU
SG350XG-24F n/a SG350XG-24F-K9-xx - - - - - 22 2 - - - - - - BcTpoer - ° 1RU
SG350XG-48T n/a SG350XG-48T-K9-xx = = | = - | 46 | - 2 = = = = = = BcTpoeH = ° 1RU

lNMpocTtas HacTponka u ynpaBfeHue

NuHelika 6logXeTHbIX NpoaykToB Cisco He TpebyeT rNy6oKMUX 3HaHUI Ans
HacTPOWKM 1 ynpaBneHns, NO3BONASA PELWNTb 3Tn 3agaun yepes WEB-
uHTepdenc. MpocToie rpaduueckue nonbaosaTenbckue nHtepdencs (GUIs)
nomoryT Bam nerko HacTpanBaTb, yNpaBnaTb M YCTPAHATb BO3MOXHblE
Henonagku Ha ceTu. (Heynpasnaembie kommyTatopsl Cisco cepun 95/110
rOTOBbI K UCMOMb30BAHUIO MPAMO U3 KOPOBKM, 6€3 HEOEXOAUMOCTH UTO-NNB0

HacTpausaTb.)

m YTunuta CeTeBoro o6Hapyxerus FindIT

Nerko HTerpupyemas c Bawum se6-6paysepom, YTunuta CeteBoro
o6HapyxeHua FindIT aBTomaTuueckun obHapyxunBaeT Ha ceTu nobble
YCTPONCTBA U3 NUHENKM BIOfXKETHbBIX NPOoAYyKToB CisCo, M NO3BONAET Nerko
npocMaTpuBaTh BaXKHY0 MHOPMaLMio 06 yCTPONCTBE MM NOAKAOYATbCA

K MHTepdency ynpasneHus um. Bol Takxke 6ygeTe aBTOMaTMUeCcku nonyvyatb
yBEAOMNEHNS 06 YCTPOMCTBAX, AN KOTOPbIX 3aKOHUMNCS CPOK AENCTBUA
rapaHTUU UM CEPBUCHONO KOHTPakTa. YTUANTA CMOXeT NPOMHMDOPMUPOBaThL
Bac v o Hannuuu o6HoBneHuit MO ans ucnonb3yembix Ha Bawen ceTun
YCTPOWCTB.
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HaszsaHue

m Crekupyemble ynpasnsemble kommyTaTopbl Cisco cepun 500 / CTteknpyemble ynpaensiemble kKommyTaTopbl Cisco cepun 550x

MopTbl

Hasganue . Briok BespeHTn- | CTeknpo- | YcTaHoBKa B
HOBOW mMogenu ;La‘:’)e%‘; APTUKYN [N sakasa riopTH MUTaHUS | NATOPHBIA | BaHWe CTOMKY
SF500-24 n/a SF500-24-K9-xx 2 2 - - - - - - - BcTpoer ° ° 1RU
SF500-24P n/a SF500-24P-K9-xx 24 | - | 2 2 = = = 24 | 180 Bt | af/at = BeTpoer = . 1 RU
SF500-24MP n/a SF500-24MP-K9-xx 24 | - | 2 2 - - - 24 | 375Bt | af/at - BcTpoer - ° 1RU
SF500-48 n/a SF500-48-K9-xx 48 | - | 2 2 = = = = = = - BcTpoer o ° 1 RU
SF500-48P n/a SF500-48P-K9-xx 48 | - | 2 2 - - - 48 | 375Bt | af/at - BcTpoeH - ° 1 RU
SF500-48MP n/a SF500-48MP-K9-xx 48 | - | 2 2 = = = 48 | 740 Bt | af/at = BcTpoeH = [} 1RU
SG500-28 n/a SG500-28-K9-xx - |24 2 2 - - - - - - - BcTpoeH ° ° 1RU
SG500-28P n/a SG500-28P-K9-xx - 124 2 2 = - - 24 | 180 Bt | af/at = Bctpoen - o 1 RU
SG500-28MPP | n/a SG500-28MPP-K9-xx | - |24 | 2 2 - - - 24 | 740 Bt | af/at - BcTpoer - ° 1RU
SG500-52 n/a SG500-52-K9-xx - |48 2 2 = = = = = = = BcTpoer = ° 1RU
SG500-52P n/a SG500-52P-K9-xx - 148 2 2 - - - 48 | 375Bt | af/at - Bctpoen - ° 1RU
SG500-52MP n/a SG500-52MP-K9-xx - |48 2 2 = = = 48 | 740 Bt | af/at = BcTpoeH = [} 1 RU
SG500X-24 n/a SG500X-24-K9-xx - |24 - - - 4 - - - - - BcTpoer - ° 1RU
SG500X-24P n/a SG500X-24P-K9-xx - |24 - = = 4 = 24 | 375Bt | af/at = BcTpoeH = ° 1RU
SG500X-24MPP | n/a SG500X-24MPP-K9-xx| - |24 | - - - 4 - 24 | 740 Bt | af/at - Bctpoer - ° 1 RU
SG500X-48 n/a SG500X-48-K9-xx - |48 - = = 4 = = = = = BcTpoeH = ° 1RU
SG500X-48P n/a SG500X-48P-K9-xx - |48 - - - 4 - 48 | 375Bt | af/at - Bcrpoet - ° 1RU
SG500X-48MP | n/a SG500X-48MP-K9-xx | - |48 | - = = 4 = 48 | 740 Bt | af/at = BcTpoeH - [} 1 RU
SG500XG-8F8T | n/a SG500XG-8F8T-K9-xx | - - - - 8 8 - - . . - BcTpoer - ° 1RU
SG550XG-8F8T | n/a SG550XG-8F8T-K9-xx | - = | = = 8 8 = = = = = BcTpoeH = ° 1RU
SG550XG-24T | n/a SG550XG-24T-xx - - | - - 22 - 2 - - - - BcTpoeH - ° 1 RU
SG550XG-24F | n/a SG550XG-24F-xx = = | = = = 22 2 = = = = BcTpoeH = [} 1 RU
SG550XG-48T | n/a SG550XG-48T-K9-xx - - - - 46 - 2 - - - - BctpoeH - ° 1RU
m TpaHcusepbl Cisco SFP/SFP+

ApTukyn Onucaxune

MFEFX1 TpaHcueep 100Base-FX SFP, Multi-Mode, 1310 HM , nogaepxka pacCTosHUN [0 2 KM

MFELX1 TpaHcueep 100Base-LX SFP , Multi-Mode, 1310 HM , nogaepxka paccTosHuiA o 15 kv

MFEBX1 TpaHcueep 100Base-BX-20U SFP, Single-Mode, 1310 1M , nopaepxka paccTosiHui Ao 20 KM

MGBT1 TpaHcusep 1000BASE-T SFP, ans mepgHoro kabens 5-i1 kateropuu, nopaepxka paccTosHuii fo 100 m

MGBSX1 TpaHcusep 1000BASE-SX SFP, Multi-Mode, 850 Hm , nogaepxka paccTosHuit o 500 M

MGBLX1 TpaHcusep 1000BASE-LX SFP, Single-Mode, 1310 HM , noaaepxka paccTostHuit o 10 km

MGBLH1 TpaHcusep T000BASE-LH SFP, Single-Mode, 1310 HM , nogaepxka paccTosHUi o 40 kM

MGBBX1 TpaHcueep 1000BASE-BX-20U SFP, Single-Mode, 1310 Hm , noaaepxka paccTosiHuit Ao 10 KM

SFP-H10GB-CU1M, SFP-H10GB-CU3M, SFP-H10GB-CU5M | TpaHcueep 1T0GBASE-CU SFP, kabenb Twinax, noaaepxka pacctosHui go 1, 3, 5 m

SFP-10G-SR TpaHcueep 10GBASE-SR SFP+, Multi-Mode, 850 HM , noaaepxka paccTosiHui 4o 400 M

SFP-10G-LR TpaHcueep 10GBASE-LR SFP+, Single-Mode, 1310 HM , noaaepxka paccTosiHui 4o 10 km

SFP-10G-LRM TpaHcueep 10GBASE-LRM SFP+, Multi-Mode u Single-Mode, 1310 HM , noafepxka pacctosHui o 300 m
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brog)xetHble Touku goctyna Cisco

BecnpoBogHble TOUKM AOCTYNa U3 BIOMKETHON NHelkKu Cisco coueTatoT B
cebe uepTbl BU3HEC - Knacca C HafieXHOCTbIO 1 MPOU3BOANUTENBHOCTbIO,
KOTOpasi CTaHOBUTCS BCe 6bonee un 6onee akTyanbHON gaxe Ans HebonbLUMX
ceTell . BO3BMOXHOCTb LleHTpann3oBaHHOM HacTPONKK Touek goctyna Single
Point Setup (SPS) nenaet pa3sepTbiBaHWE HECKOMbKUX TOUEK AOCTYNa Nerkum
1 3KOHOMUYUECKM IDDEKTUBHBIM.

o becnpoBogHbie Touku goctyna cepuu 100

100 cepus coBmelLaeT B cebe yaauHblii An3aiH, NpoCTOTY HAaCTPOMKU U
NPOW3BOAUTENBbHOCTb NPU AOCTYMHON LieHe

NMosuynMoHupoBaHue

o becnpoBopgHblie Touku foctyna cepuu 300

[MrabuTHaa ckopocTb Ans Balwmx Mo6unbHbIX ycTpoicTs. Mcnonbayinte
NPOCTY CUCTEMY yNpaBneHus ans ynpasnexus T 6e3 NOAKNIOUEHUs K
6eCnpoBOJHOMY KOHTpONNepy

o becnpoBopgHblie Touku goctyna cepuu 500

B Balwem pacnopsikeHun MakcrmanbHas NpoM3BOAUTENbHOCTb U paano-
noKpbITUE AN MOBUNbHbBIX YCTPONCTB U HOBbIX MPUNOXeHU. McnonbayiTe
NPOCTY0 CUCTEMY YNpaBneHus ans ynpasnenusa T[ 6e3 nogkntoueHns K
6€ecnpoBOAHOMY KOHTpONnepy

4+ amiag

Al

CIE60

WAP150

9q190HAauaLntogenod] |‘eHaln

WAP121 WAP131 WAP321

Bo3moxHocTu, MTM6KoCcTb

®

WAP371 WAP571 WAP571E
E
WAP361

f

——

WAP351

Aironet

WAPS551

WAP561

- bonblie

m BecnpoBogHble Toukn goctyna cepum 100

o HasBaHue Makc. Makc. kon-

HaseaHune HoBoM o

cTapou Monoca BO 6ecnpos.

mogenu

moaenu nponyckaHus KnueHTtoB
WAPT2T-xKS~ )/ 300 Mops | 16
XX
XWXAP131 K9~ | \WAP4410N-xx | 300 Mbps 16 o | o
WAPIS0KS g 867 Mbps 16 o | o

IEEE 802

- - BHewwHwuit
° - ° ° ° - 1 1" - |BHewHwui
° ° ° . ° - 1 1" - BHeLLHWi

[Ba guanasoHa Bnok
nuTaHus

2.4 5
L

m BecnposogHble Toukn goctyna cepum 300

o HasBaHune Makc. Makc. kon-

HasBaHune HoBOM o

cTapoW Monoca BO 6ecnpos.

mMogenu

mogenu nponyckanusi| Knuentos
WAP321-x-K9 n/a 300 Mbps 32 o °
WAP351-x-K9 n/a 300 Mbps 32 ° °
WAP361-x-K9 n/a 867 Mbps 32 [} °
WAP371-x-K9 n/a 1299 Mbps 32 ° °

PoE I'Ioprl

Bnok
S

° - ° ° - - 1 BHelwuHui
. - ° . - |5 1*2 1 |BHewwHui
. ° . - |5 17 1 | BHewwHuit
° ° . - | 172 - |BHewHwit

m BecnposogHble Toukn goctyna cepum 300

- HassaHue Makc. Makc. kon-

HaseaHune HoBoM o

cTapow Monoca BO 6ecnpos.

mopenu

mogenu nponyckanusi| KnuenTos
WAP551-x-K9 n/a 450 Mbps 32 [ °
WAP561-x-K9 n/a 450 Mbps 32 ° °
WAP571-x-K9 n/a 1299 Mbps 32 ° °
WAP571E-x-K9 | n/a 1299 Mbps 32 [} [}

. - ° . - - 1 17 - -
. - ° . - [ 17 - -
. ° . -] 2 27 - -
. ° . -2 27 - -
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Bbropg)xeTHble MapwpyTusaTtopbl Cisco

BiopxeTHble MaplpyTusatopbl Cisco

MapLupyTudaTopbl 3 610a4KeTHON NnHenkn Cisco OOCTYMHbI MO LeHe 1
crneumanbHO CNPOeKTUPOBaHHBIE ANt HEBOMbLIMX KOMMaHW, KOTOPbIE XOTAT
MCNoNb30BaTh (OYHKLMOHANbHOE U HaAeXKHOEe 060PYAOBaHNE, HO OrPaHUYEHDI

B 6t0keTe. Cisco npepgnaraeT WWPOKMIM aCCOPTUMEHT BHOAXETHbIX
MapLIpyTU3aTOPOB, UTOOLI YAOBNETBOPUTL NtoGbIE TPEOOBAHUS - OT MPOCTOro
noakntoueHns K IHTepHeTY [0 BbICOKOMPOU3BOANUTENBHOIO PeLleHns ans
0bcnyXnBaHus TpeboBaTeNbHbIX BU3HEC-KINMEHTOB.

Mo3uunoHnpoBaHue
RV130 SEIE RV130VY S RV320 RV325 SEE
GEWAN | with Web Filtering  with Web Filtering with Web Filtering  with Web Filtering
&
GE LAN ‘ I
RV130 RV130W RV042G RV320 RV325
RV134W -
ISR
GE WAN
&
FE LAN
RV315W
RV110W RV215W RV042
RV132W
MpouseBogutenbHocTb, BoamoxxHocTH, TMH6KOCTL, MacwTabupyeMocTb - Bbiwe
m BiopxkeTHble MaplpyTuadatopbl Cisco cepun RV
o WAN [opTbl LAN lMopTbi IPSec VPN TyHHenM BJ'IBC
Ha3BaHue HoBoM |Ha3BaHMUE 3G/ Mpounssogun- earen) Bnok
cTapou mogenu TENbHOCTb WUNbT| nuTaHnsa
ALE dﬂ ﬂ
CVR100W-x-K9-xx | H/A 1 - - - 4 - 5 Méwut/c BHeLLHHI
RV042 H/n 2 = = = 4 - 59 MéwuTt/c 50 50 = = = = = BHewHuin
RV042G-K9-xx H/A - 2 - - - 4 75 MéuT/c 50 50 - - - - - BHeLuHui
RV110W-x-xx-K9 H/A 1 = = = 4 = 5 Méwut/c 1 5) = () = ° = BHewwHuin
RV130-K9-xx RV180-K9-xx - 1 - 1 - 4 50 MéuT/c 10 10 - - - - - | BHewHuit
RV130-WB-K9-xx | RV180-K9-xx - 1 - 1" - 4 50 Méut/c 10 10 . - - - - | BHewHwit
RV130W-x-K9-xx mgngiz’%_xx S I A B R 4 | 50 MéuT/c 10 10 - | e | - | | - | BHewnmi
RO B R | - | 7 | - | 17| - | 4| someurc| 10 10 o | o | - | e | - | Brewwmn
RV132W-x-K9-xx /A 1 - 1 1" 3 - 3 Méut/c 5 5 - ° - ° - BrewHwi
RV134W-x-K9-xx i - 1 1 1" - 4 | 20 Méut/cs 5 5 - e | o | o | o | BHewnuit
RV215W-x-K9-xx /A 1 - - 1] 4 - 5 Méut/c 1 5 - e | - | ® | - | BHewnuit
RV315W-x-K9-xx H/n - 2 - 1] 8 - 100 MéwuT/c 50 50 - e | - | @ | - | BHewmnuit
RV320-K9-xx Hin - 2 - 1" - 4 | 100 Méut/c 25 25 ° - - - - | BHewHuit
RV320-WB-K9-xx | H/g - 2 - 1] - 4 | 100 MéuT/c 25 25 - - - - - | BHewwHuit
RV325-K9-xx H/a - 2 - 1" - 14 100 MoéwuT/c 25 25 - - - - - BrewHui
RV325-WB-K9-xx H/D = 2 = 1" = 14 100 Méwut/c 25 25 ° = = = = BHewwHuin
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T TpebGyeTca 3G/4G Mopiem

Hosble mogenu ¢ chyHKkuuen counbrpaumum Beb6-KOHTEHTa

Bal 6M3HEC M COTPYAHUKM MOCTOSIHHO MOABEPratoTCA Pa3nnUHbIM OHNalH
Yyrpo3am — TaknumMu Kak pULLIKHT, Ker-norrepbl, cneasiwee MO, BpeAoHOCHOE
MO u ppyrum.

Mcnonbays HoBble MaplupyTudaTopsl cepuin RV130/130W/320/325 ¢
dyHKUMen Beb6-dunbTpaummn, Bol cMoxeTe 06e30nacuTb BalnX COTPYAHUKOB
M nonb3oBaTenemn oT HeXenaTenbHOro KOHTEHTa 1 BPEOHOCHbIX caiToB. MNpu
9TOM KauyeCcTBO B3aMMOAENCTBMUA MNONb30BaTENEN C OHNaMH pecypcam HMKak
He cTpafaeT, a B 60NbWMHCTBE CNyyaeB HA060POT — MOXHO PacCcCuUnTbIBaTh
Ha 06Kt POCT NPOAYKTUBHOCTU COTPYAHUKOB U 3h(PEKTUBHOCTH CETH 3@
CUET CHUXKEHUS HeXenaTenbHOro KOHTEHTa B CeTH.

e lnvHamunueckasa Be6-dunbrpauyus
Mpoeepka URL c 6a3or B o6nake Cisco
KawnposaHue Be6-CainToB ANA YCKOPEHUS JOCTYNa K KOHTEHTY

e Cuctema knaccudmKaumm KOHTEHTa

Bonee 300 MMNNMOHOB KAaTErOPMPOBAHHbIX UHTEPHET-PECYPCOB C
CUCTEMOW penyTaunoHHbIX OLeHOK

Bonee 80 kaTeropwuit KOHTEHTa

O6HOBMNEHWE B pEanbHOM BPEMEHMU

o He Tpe6byloTcs 06HOBNEHUSA NULLEH3UN




I TexHuueckas nognepxka

Vcnyra Cisco «Smart Net Total Care»

Bawa IT-uHbpacTpykTypa - 3TO KNOUEBOE 3BEHO, CoeAnHALLee Ball 6U3HeC ¢ KMeHTamMu u
nocTasLynkamMu. Ycnex B bu3Hece TpebyeT NogaepXKaHus HenpepbiBHOM paboToCNOCOB6HOCTH CETEBON
MHd)paCprKTypb! npv oAHOBPEMEHHOM CHWMXXEHWUU 3aTpaT U Hanuunm noTeHunana angd pacwmpeHusa
ceTu no mepe pocTa 6usHeca. Cisco Smart Net Total Care MoxxeT nomoub Bam gocTunub aTuX uenew
nyTem npenocTaBneHuns ycnyr TEXHUYECKOMN nogaepXkn oT Npon3eBoanTeNnsa U AONONHUTENbHbIX
BO3MO)KHOCTelZ, TaKUX Kak:
® bBbicTpoe peleHve npobnembl
BbICTPbI NOUCK UCTOUHMKA NPOBIEMbI M ONTUMMU3ALMA MPOLECCOB YNPaBNeHUs MHUMAEHTaMU Ha
CeTW, UTo CoKpallaeT Bpems ee NpoCTos M NOBblLWLAeT KaueCTBO OGCI‘Iy)KMBaHMﬂ KNUEHTOB. S m a rt Net
® CHuxeHue pucka Total Care
[ocTyn K TexHnueckunm akcrepTam Cisco B COUETaHWU C YMHbIMU, NPOAKTUBHBIMU MHCTPYMEHTaMM 1
BO3MOXHOCTAMW CBOOAUT K MUHUMYMY PUCKU nepe60ﬂ B OGCI‘Iy)KMBaHVIM 6M3Hec—npoueccos.
® [osbileHne npoussoanTensHocTH MT-nogpasaeneHus
npOaKTMBHOe ynpaBneHne u aBTOMaTU3MPOBaHHbIE NPOLIECCbl CHMXXAKOT 3aTpaTbl Ha ynpaBneHne
CEeTbio Y BLICBOBOXAAKT BPEMS [N PELUEHUS CTPaTErMUecKnX 3aau pasBnuTusa CeTy.

nepxxka TAC 24 x 7 x 365 - ABaHCOBas 3ameHa 060pya0BaHy 0 ABTOMATHS
0Nb30BaHWe NPoayKTa, KOH(Urypaums, 3a HECKOMbKO uacos (y3HaBa YCKOPSAET CPOKU peLleHns npobnem
MoM1CK W pelleHne Nnpobnem 0 [0 MHOCTU NPEANOX allem pervoxe)

VnyuLuaeT PUCK MEHE[DKMEHT

AL
R

loHUMaHKe Kakue yCTPOMCTBA MOKPbLITHI Onpepenexve 060pyaoBaHus ¢ KoHTponb Toro, uto

CEPBWCHBIM KOHTPAKTOM, a Kakue - HeT NPUEANKAIOLLMMCS OKOHUAHUEM «CPOKA SKU3HWUY o6opygnoaHue Cisco ncnonbayeT

- CobntofeHre KOPropaTUBHLIX MONUTUK - YnpolieHue nnaHMpoBaHua 1 nogaepxxuaemyto sepcuio MO
BI0MKETUPOBAHUSI OBHOBNEHUS 060PYAOBaHUS

YRyJLlaeT Nnpon3BoanTENbLHOCTL NT-0oTaena

(O

[MonyueHne npegynpexaeHnin 0 NoTEHUManbHbIX
yrpo3ax 6e30MacHOCTU- TONbKO ANA
NpoayKTOB Ha Ballen cetun

CokpallaeT Bpems, Tpebyemoe Ha ynpasneHne YnyJlwaeT kauecTBO NNaHMpPOBaHUS
CEPBWCHBIMM KOHTPaKTaMu v UX Npoanexue 3a CUEeT aBTOMaTU3MPOBAHHOM MHBEHTapM3aLMK

VYcnyra Cisco «Smart Assist»

3
£
3
%
8

BeMJ9hUHX3 ]|

Ycnyra Cisco Smart Assist Service gononHsieT npegnoxeHue Cisco Smart
Net Total Care, fenas ero etwe 60nee MHTEPECHbIM ANA 3aKasuuka.

CsoncTeo/ Smart Net Total Care i
(SNTC) SHATASSIE
}:loc1'yn K AONOMHUTENbHbIM

OTaycnyraynpocTuT Bam AOCTYN K AONOMAHUTENbHBIM BO3MOXHOCTSAM,

npepocTtasnsemMbiM konnektopom Cisco n noptanom SNTC. B Hee BxoauT .

B : E:,:“"_I%”::O"Z”Cyiglz"oa'(e CamoobcnyxuBaHue Momouyp Cisco
nomoLb ¢ ycTaHoBKoM konnekTopa Cisco v gocTynom k nopTany Smart P
Net Total Care. OHa Takxe npeanaraeT o6yyeHne paboTe C KONNEKTOPOM g,?,‘%ewe patote ¢ nmopranom Camoo6Cnyusanme Moot Cisco
¥ nopTanom, Banuaaumnio MHBEHTapMU3aLUMOHHBIX AaHHbIX (ABaXdbl B rofd) 1

nognepxky Cisco TAC B cnyuae npobnem ¢ paboToi kKonnekTopa. Banupauus
AAepPXKY y p p p AT BT R TS CamoobenyxuBaHne [Baxxabl B rofg

Tex.nopgaepxka ans noprana u
KonnekTopa

Mopnepxka coobLiecTsa TAC
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MakeT ycnyr Cisco Smart Net Total Care momoraeT cokpaTWTb BPEMS MPOCTOSA C NOMOLLbIO H6bICTPOM, KBaNM(PULMPOBAHHO TEXHNUYECKON NOAAEPXKN, NPeoCTaBNsemMon
LleHTpom TexHuueckoin noaaepxku (TAC) Cisco, 1 pas3nuuHbix onuuit Ans aBaHCOBOW 3aMeHbl 060PyA0BaHUS. MHTErpupoBaHHbIE AONONHUTENbHBIE BO3MOXHOCTH
obecneunBaloT TekyLlen MHopmaumnen o6 MHCTanNMpPoBaHHOM 6a3e 3akasunka, CEPBUCHbBIX KOHTPaAKTaxX, a TakXke 0 NpeaynpexaeHusax 0 NoTeHUManbHblX yrposax
6€30MacHOCTM AN NoBbilleHns apheKTUBHOCTH obcnyxunsaHns NT-oTaenom 6G3Hec-nNpoLEeccoB B KOMNAHMUK.

TexHunueckue ycnyru u KoHTponb npoucwiecTeBumn

e Cisco TAC ® ABaHcoBaf 3aMeHa 060pyOBaHUA
B Cisco TAC paboTatoT cneumanucTbl Cisco, cepTuuumMpoBaHHbie Mo LWHMPOKOMY C nomoLLblo HalUX MHAWBUAYANbHBIX NNAHOB TEXHUYECKOW NOAAEePXKKK, Bbl
CNeKkTPy NPOAYKTOB, TEXHONOMI U apxuTekTyp Cisco. Mbl npepgocTaensem Bam MOXeTe 6biTb YBEPEHDI, UTO Balle 060pyAoBaHWe BCeraa CMOXET NOAAEPKMBATD
AOCTyn no TenedoHy, akcy unu aNeKTPOHHON nouTe 24 yaca B cyTku, 365 gHew Tekylne noTpebHOCTU 6usHeca . Cisco npeanaraeT HECKOMbKO YPOBHEN
B roAy U MOXeM NoMoub Bam ¢ ucnonb3oBaHneM NpoaykTa, ero HacTPoKoi, a 06CNYXUBAHWS C Pa3MUUHbIMU BapuaHTamu oTrpy3ku 060pyA0oBaHUS Ha 3aMeHy
TakXKe MOUCKOM U YCTPaHEHUEM HEUCNPaBHOCTEN. Bbllleflemy U3 CTpos.

B YpOBHM Nofaepxkun - ABaHCOBasi 3aMeHa 060pyfoBaHKS

Smart Net Total Care 24 x 7 x4 4-4acoBoit 0TBeT, 24 uaca B fleHb, 7 AHe B HEAENio BKKUas NpasaHUuUHble gHu*')
Smart Net Total Care 8 x 5 x4 4-UacoBOW OTBET, MECTHOE pabouee BPeMs MO BPEMEHN pPaboThi CEPBUCHOTO CKNapa, 5 AHe B Hepento*')
Smart Net Total Care 8 x 5 x (cneaytowumin pabouni

) OTnpaBka Ha cneayoLwuit paboumit ieHb, MECTHOE pabouee BPeMs Mo BPEMEHU paboTbl CEPBMCHOTO Cknaaa, 5 AHer B Heaenio
neHb

*1) YTouHANTe QOCTYNHOCTb AAHHOrO cepeuca aAna Bawero peruoxa

e Moppepsxka Ha mecTe (Onsite support)
Cisco CTpeMuTCsa npenocTaBnsdaTb I'IquJeCCMOHaﬂbeIe, OpUEeHTUPOBaHHbIE Ha KNWEHTa YyCNyru nogaep>XXkKn naxe Ha TeppuTopun 3aka3umnka.
Venyra Smart Net Total Care ¢ noanepxKkoi Ha MecTe BKNtouaeT B ce65 yCTaHOBKY 060PYA0BaHHS, OTIPYXEHHOr0 N0 NPOrpamMMe aBaHCOBO# 3aMeHbl.

® YpoBHM nogaepxku Ha mecte (Onsite support)

Smart Net Total Care Onsite 24 x 7 x 4 4- yacogoit OTBET, 24 uaca B fieHb, 7 AHEI B HEAEMIO BK0Uas NpasaHuuUHbIe aHW *')

Mo BpemeHn paboTbl CEPBUCHOTO ckiaga.

4-yacosoi oTgeT, ¢ 9:00 go 17:00, ecnu 3anpoc nonyueH fo 13:00, o6cnyxusaHue (B TOM uncne
3anyacTu, TPyA 1 Matepuansl) 6yayT NPeaocTasneHsbl B TOT e AeHb. [ns 3anpocos, NofyyYeHHbIX nocne
13:00, ycnyra 6yneT npegocTasneHa Ha cnefyowmin paboumnin AeHb i)

Smart Net Total Care Onsite 8 x5 x 4

. _ | Mo BpemeHu paboTbl cepBUCHOTO ckiapa.

Smart Net Total Care Onsite 8 x 5 x (Cnegytowu CnegytoLumin pabouuit femb, ¢ 9:00 go 17:00, ecnu 3anpoc nonyyeH Ao 15:00, o6cnyxveaHue

pabounit feHb) (B TOM umcne 3anuacTv, TPYA U MaTepuansl) 6yayT NPefoCTaBNeHbl B TOT e AeHb. [ns 3anpocos, nonyueHHbix nocne 15:00,
ycnyra 6ynet NpefocTaBneHa B nocneaytowmin pabounit jeHn.

o O6HoBneHue MO o OHnaltH Nnopgaepxka
Cisco npepocTaBnaeT 06HoBneHns MO onepaunoHHOM CUCTEMbI B pamKax Cisco npepocTaBngeT 4OCTYN K Be6-CanTy TEXHUUECKOW NOAREPKKMN, KOTOPbI
KYNNeHHOW NuueH3nn. Penuabl nporpamMMHOro o6ecneyeHns u Bca COMEPXUT 0BLWMPHYIO BUBNNOTEKY 3HaHWIt Cisco, nporpammHoe obecnevexune
BCroMoraTenbHasi [OKyMeHTauust gocTynHbl Ha Cisco.com Software Central B [NS 3arpy3Ku, a Takxke MHCTPYMEHTbI MOAAEPXKKHM, NPU3BaHHbIE MOMOUb
http://software.cisco.com/swcentral/home.html. nonb3oBaTensm peLwwmnTb Npobnembl CeTU BbICTPO U 63 OTKPbITUA 3anpoca B TAC

MpenynpexpeHus o NnoTeHUUanbHbIX yA3BUMOCTAX U AedekTax npoaykros Cisco

e MpepynpexpaeHus 06 UCNoNb3yeMoM 060pyAOBaHNS e MpeaynpexaeHns o NOTEHUMUaNbHLIX YSI3BUMOCTAX
OTv npenynpexagenna nHpopmMmupytoT Bac 06 ycTponcTBax, KOTOpbIe yxe Mpepynpexagenus ot Product Security Incident Response Team (PSIRT)
AOCTUIIIN UK CKOPO AOCTUMHYT OKOHUAHWSI CBOErO «CPOKa XXU3HWU» U ANsi KOTOPbIX 3TO NPeAynpexaeHns, KOTopble COOBLLAT BaM 06 ysiI3BUMOCTH B CUCTEME
peKoMeHAyeTCs O6HOBNEHME. 6€30MacHOCTH, CBA3AHHbIE C KOHKPETHBIMM YCTPOMCTBAMMU B CETU.

e lMpepynpexageHusa o6 ucnonbayemom MO e YBepgomneHusa o fedekTtax B o6opynosaHuun u o
OTu NnpegynpexaeHns MHPOPMUPYIOT Bac 06 UCTeKLLEM CPOKe 3KCNyaTauum unu 9T yBeoMneHus nHopMupytoT Bac o BaxHbix Npobnemax (kpome npobnem,
npo6nemax ¢ onpeAeneHHbIMU BEPCUAMU MPOrPamMMHOro o6ecrneueHus, KotTopble CBA3AHHBIX C YI3BUMOCTbHIO CUCTEMbI 6€30MACHOCTH), BbISIBNEHHbIX B
Bbl ucnonbayeTe. annapaTHOM uUnu NPorpaMMHOM obecneueHunn, KoTopble TpebytoT Bawwero

BHUMaHUS.

VYnpaBneHue cepBUCHbIMU KOHTPaKTaMu

]
® OTyeTbl NO NOKPLITUIO 06OPYAOBAHUA CEPBUCHBIMU KOHTPaKTaMmn [aHHas yHKLUMA AaeT BOSMOXHOCTb AOKYMEHTUPOBATbL U AaBaTb
[aHHble, cobpaHHble KONNEKTOPOM, MOTYT BblTb CONMOCTaBNEHbI KOMMEHTapuu No 060pyfoBaHMIO, KOTOPOE He TPebyeT NOKPbITUS CEPBUCOM.
C CEepPBUCHbLIMW KOHTPaKTaMM1 U pa3MeLleHHbIMW paHee 3aka3amu Bbl TakxXe MOXeTe 3anpocuTb PEKOMeHAaLun KacaTenbHO HEOBXOANMOCTH
Ha NOKYMKY C Liefblo BbiSIBNEHWSI NPOGENoB B CEPBMCHOM MOKPLITUM. NpPOoANeHUs CePBUCHbBIX KOHTPAKTOB UMW 3aMeHbl ONPeAeneHHbIX YCTPONCTB
MpocMoTp UHDOPMaLMK NO CEPBUCHOMY MOKPLITUIO MOXET MOMOUb Ha Apyrue 0o UCTeUeHUs cpoka AEeNCTBUS UX KOHTPAKTOB Ha 06CMYXUBaHHME.

o6ecneunTb NPaBubHbIM YPOBEHb CEPBUCA ANt YCTPOUCTB B Ballen CETH
(B cooTBeTCTBMM C Bawmmu noTpebHocTamu). CepBUCHOE NOKPbITUE U
ynpaBneHne nNpoaneHneM CEPBUCHbBIX KOHTPaKTOB

*1) YTOUHATE JOCTYNHOCTb AAHHOTO Cepevca Ans Bawwero pernoxa
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