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BCTYII

Koxen TtexHomoriunuii Oi3HeC-TIpoleC MiAAaeTbes 3arpo3aM Oe3meku 1
koH(pigeHmiiHocTi. CydacHi 3aco0uM  3axucTy 3AaTHI OOpOTHCS 3  aTakaMu
Ki0ep310UnHIIIB. AJie IbOT0 HEJOCTAaTHBO — TOMY (ipMa abo MIAMPUEMCTBO TTOBUHHI
3a0e3MeYnTH Taki YMOBU BHYTPIIIHBOT MOMITHKY 1 TOBEIIHKH CHiBPOOITHHUKIB, MIOOH
MIHIMI3yBaTH a00 3HAYHO 3MEHIIIUTH Il PU3UKH.

OCKIJbKY 1LIeH MpolLIeC CKIIaTHUM 1 moTpedye BUCOKOKBai(hiKoBaHUX (DaxiBIIiB,
KOMITIaHIi BIPOBA/KYIOTh CTPYKTYpHI MIAPO3IIIM, IO 3aCTOCOBYIOTH CHUCTEMY
ynpaBiiHHs 1HopmaliiHoo Oe3nekoro. Cucrema yrpaBiiHHA 1H(GOPMAIIITHOO
oesnekor0 (CYIb) — ocHOBa MOMITHKM 1 3acO0IB yHpaBIiHHS, IO CUCTEMATUYHO
KEepYyIOTh 1H(POpMaIiHHOI0 OE3MEKOI0 Ta YIIEPEIKEHHIM PU3UKIB Ha MiAMPUEMCTBI.

11 3axonu 6e3meKku MOXKYTh BIJMOBIIATH 3araJIbHUM CTaHJapTaM Oe3neku ado
OyTtu OpII chOKycOBaHMMU Ha neBHiM ramysi. Hanpuknan, ISO 27001 npencrasiise
HaOlp crnernudikaiiii 3 JeTaJbHUM OINKUCOM CTBOPEHHS, YMpaBIIHHS Ta peaii3arii
nomituku 1 3aco60iB ympabiiHHS CVYIb. ISO MiIicTUTh KEpIBHHULITBO 3 PO3POOKH
BIJIMTOBITHUX CTPATEriil CUCTEMU YIPaBIiHHA 1HPOPMAIIIHOIO 0E3MEKOIO.

OcHoBa cucTeMu ympaBiiHHS 1H(QOpMaIIHHOIO Oe3MeKOol0 OpIEHTOBaHA Ha
OLIIHKY PpU3HUKIB 1 ympaBiiHHA HuUMHU. [Ipouec ynpaBiiHHS puU3UKaMH Oe3leKu
JO3BOJIIE ~ OpraHi3allisiM  JIOCATTH  TO€JHAHHS  MAaKCUMAJIbHOI  €KOHOMIYHOT
€(EeKTUBHOCTI 3 BIJIOMUM Ta NPUUHATHUM PIBHEM PHU3UKY Ta HaJa€e KEpIBHUKaM
PI3HHMX PIBHIB 3pO3YMUIMI METOJ OpraHi3alii Ta pecypciB 3 0OMEKEHHM AOCTYIIOM
JUTsL  peamizailii ympaBliHHS pusukamu. Peamizarfiss  ympaBiiHHS — pU3HKAMH
iH(hOopMaIiiHOT Oe3MeKu TO03BOJISIE OpraHi3allisiM 3 PO3NOAUIEHUMU KOPIOPATUBHUMU
MepekaMu BUKOPUCTOBYBAaTH €KOHOMIYHO €(DeKTUBHUI KOHTPOJIb, 1110 3HUKYE PU3UK
710 IPUAHSATHOTO PIBHA.

VYnpapniaas iHOpMaLiiiHOWO O€3MEeKOI0 MOXKIIMBE 3a MIATPUMKUA OE3MEKH B
1H(MOpMAaIITHO-KOMYHIKAIIMHUX CHCTEMaX Ta Mepekax MEBHOTO Jliama3oHy 3ac00iB 1

3aXO0/I1B YIIPaBJIIHHS.



OCHOBU YIIPABJITHHS IH®OPMAIIMHOIO BE3IEKOIO

TEMA 1. 3ATPO3U IHOOPMAIIIMHOI BE3NIEKH

1.1 Xapakrepucruka ingopmauiiiHoi 0e3nexkn

[lin ingopmayitinoro 6Geznexoro PO3YMIIOTh 3axHUIIEHICTh 1H(OpMaIi 1
OIATPUMYIOUOi  1HPPACTPYKTypH BiJ BHIIQJKOBUX a00 HaBMHCHUX BILIUBIB
MPUPOIHOTO a0 MITYYHOTO XapaKTepy, 10 MOXKYTh 3aBJaTH HEMPUHHATHOTO 30UTKY
cy0’extaM 1H(GOpPMALIMHUX BIIHOCHMH, B TOMY YHCI BJIACHUKAM 1 KOpHCTyBauaM
1H(popMaIii 1 TIATPUMY0UO1 1HQPACTPYKTYPH.

3axucm inghopmauii — KOMIUICKC 3aXOJIB, CIPSIMOBAHMX Ha 3a0e3NedyeHHs
iH(popMamiiiHoi Oe3nekd. AHAMIZYIOUM MIAXOAM 10 NpodieM 1HPOpMaLIiHOI
0e3neKu, HeoOX1THO MOYMHATH 3 BUSABJICHHS CyO’ €KTIB iH()OpMaLIHUX BITHOCUH Ta
IHTEpeCiB IUX CYO’€KTIB, MOB’A3aHUX 3 BUKOPUCTAHHAM 1HQOPMAIIMHUX CHUCTEM
(IC). 3arpo3u 1HpopMaliiHOI O€3MeKH MOB’s3aH1 3 BUKOPUCTAHHIM 1H(OpMAILIITHUX
TEXHOJIOT1H.

[ndopmariitHa Oe3neka 3aJIeKUTh Bl yChOT0 KOMILJIEKCY 3aXO0[iB Ta Cy4YaCHUX
TEXHOJIOT1, KEepyBaHHS SKUMHU BIJOYBA€THCS 13 3aCTOCYBaHHSIM PI3HOMAHITHUX
1H(hOpMAIIIHHUX CUCTEM.

Indopmaniiina 0e3nexa — OGararorpaHHa, 0araToBUMIpHa AISUIBHICTb, B SKIH
yCOiX MOXE€ TNPHUHECTH TIIBKM CHCTEMHMM, KOMIUIEKCHMM miaxin. be3neka
BUKOPUCTaHHS 1HMOPMAIIHHUX CHUCTEM TIOJsSirae 'y 3a0e3MeueHH] JOCTYITHOCTI,
LUTICHOCT], KOH(IAEHIIMHOCTI Ta MATpUMUI 1H(OpMAIIiHUX pecypciB il
1H(DpaCTPYKTYpH.

Jlo  ocHOBHUX  CKJIamoBUX  iHGOpMAIIHOI  OE3MeKu  HAJICKUTh
KOH(]1AEHIIHHICTh, TOOTO 3aXKCT B1Jl HECAHKIIIOHOBAHOTO AOCTYITY A0 1H(pOpMaIlii.

[Ipn anamizi mpobOreMaTWKH, TMOB’sA3aHOI 3 1H(POPMAIIMHOI Oe3MeKoro,
HEOOX1IHO BpaxoBYBaTH cIeln(iKy TaHOTO acreKkTy Oe3IeKH, sika MoJisirac B TOMY,
mo iHdopMalliifHa Oe3mneka € CKJIaJoBa 4YacTWHA 1H(OOpPMAIIMHUX TEXHOJOTIA —

o0JacTi, 0 PO3BUBAETHCS OE3MPEIEICHTHO BUCOKMMU TeMnamMu. TyT BaKJIUBI HE
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OCHOBMH YITPABJITHHS IHOOPMAIIIMHOIO BE3ITEKOIO

CTUIBKH OKpeMi PIIIeHHs (3aKOHHU, HaBYaJIbHI KYpPCH, MPOTPaMHO-TEXHIUHI BUPOON),
110 3HAXOMSTHCSA HAa CY4aCHOMY PiBHI, CKIJIbKM MEXaHI3MH T'€Hepallii HOBUX PIIlICHb,
10 JO3BOJISIOTH KUTH B TEMITI TEXHIYHOTO MPOTPECY.

CKJIaHICTh MEXaHI3MIB HNPUUHATTS CyYaCHHX YIPaBIIHCHKHX PIIIEHb ILI0J0
3aXuCTy 1HdopMalii B HOBoMy iH(MOpPMalIHOMY CEpeJIOBHIIN IIOB’sS3aHa 13
3aCTOCYBaHHAM CTPIMKO PO3BUBAIOUMX 1H(MOPMALIWHUX CUCTEM, MPU3HAYECHUX IS
BEJIMKOTO 00cATy 00poOKH, OOMIHY Ta BUKOPHCTaHHS iX B CYy4aCHOMY >KHTTI KOXHOT
0COOHUCTOCTI, MIANPUEMCTBA, JIEPKABH, CBITI, a TAKOK IBUJIKUMHU TEMIIAMUA PO3BUTKY
TEXHIYHUX 3aCO0IB.

3arpo3y MOXHaA pO3MNIAJAaTH SK aTaKy Ta MOXJIUBICTh TOPYIICHHS
iH(popManiiiHOT Oe3MeKr 1 MOCSITaHHs Ha 3aBOJIOJIHHA 1H(QOpPMAIl€l0, a TOW, XTO
nocsirae Ha 1H(GOpPMAIIIO € 3TOBMUCHUKOM. 3arpo3a MpOsBIISIOTHCS Yepe3 HU3bKHIA
3aXHCT a00 3HAXO/DKCHHS BPa3JIMBUX MICIb Y CHCTEeM1 3axHUCTy 1H(OpMaIliHUX
CHCTEM.

OcHOBHUMU 3A80AHHAMU CUCMeEMU IHGopMayiliHoi be3neKu €.

- BUSIBJICHHA Ta YCYHEHHS 3arpo3 O€3MeKd HAHECEHHIO EKOHOMIYHOTO,
(1HaHCOBOTO, MaTEPIAIBHOTO Ta MOPAJILHOTO 30UTKY;

- CTBOPEHHSI ME€XaHI3MIB pearyBaHHs Ha 3arpo3H PO3BUTKY 1 (YHKIIIOHYBAHHIO
MIAIPUEMCTBA Ta HAI[lOHAJIbHIN Oe3ner;

- IPUUHATTS 3aXOJIB 100 3a0e3MneueHHsT 0e3MeKH MepCcoHaIy MiAMPHEMCTBA
Ta 1HILE.

[TonsTTs 1H(DOpMALiHHOT O€3NIEKH BKIIOYAE:!

v’ HajilHiCTh pOOOTH KOMII IOTEPA;

v’ 30epeKeHHs IIIICHOCTI JaHuX;

v’ 3axucT iHpopMarii BiJ HECAHKIIIOHOBAHOIO JOCTYILY;

v’ TaeMHUIIS €JIEKTPOHHOTO JINCTYBAHHSI.

Inghopmayiiini 3aepo3u moscyms 6ymu 06yMo61eH.

v IpupOIHUMH (PAKTOPAMHM;

v IIOJICHKMMH (DaKTOpaMH.
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Jlo npupoonix ¢paxkmopie BiTHOCATHCS TaKi JDKEPEN 3arpo3, skl 00'€THYIOTH,
00CTaBHHM, 1110 CTAHOBJISITH HEMEPEOOPHY CUITY, TOOTO Taki OOCTaBMHH, IO HOCSTH
00'eKTUBHUN 1 aOCONIOTHUN XapakTep, MOIIUPIOEThCS Ha Bcix. Jlo HemepeOopHOT
CIJIA B 3aKOHOJABCTBI 1 JIOTOBIPHIM MpakTUIll BIAHOCATH CTHXIWHI JMXa abo 1HIII
0o0CTaBMHM, 1110 HEMOXJIMBO TiepeAdaunTH abo 3amobirtu, abo MOXKIUBO
nependavnTy, ane HEMOXIIMBO 3aM00IrTH MPU CydyacCHOMY PIBHI JIFOJICBKOTO 3HAHHS 1
MoksmBocTed. Taki Jkepena 3arpo3 aOCOJIIOTHO HE MiJJAI0ThCSl MMPOTHO3YBAHHIO 1
TOMY 3aX0JIM 3aXHCTY BiJ] HUX TIOBUHHI 3aCTOCOBYBATHUCS 3aBXKIH.

CruxiiiHi Jpkepesna NOTeHIIHUX 3arpo3 H(opMaliliHii 0e3mneli, sk MpaBuJo,
€ 30BHIIIHIMU IO BIIHOMICHHIO JIO THX, IO 3aXMINAIOTHCS 1 MiJl HUIMU PO3YyMIIOTHCS
HacamIiepe]] MPUPOJHI KaTakiizmMu (MOXKEXKi, 3eMIETPYCH, MOBEHi, yparaHu, pi3Hi
HerepenoaueHi 00CTaBUHU, HE3PO3YMII SBHUIIA Ta 1HII (GOPC-MaKOPHI 0OCTAaBHUHH)

o nrwocvkux hakmopie gionocamucsa:

v/ 3arpo3d BHIAIKOBOTO XapakTepy (IMOMHJIKH OOpoOKH, Tepemadi, oOMiHy
iHpopMmartii);

v\ 3arpo3d HaBMHCHOTO xapakrepy (HECaHKI[IOHOBAaHMW JOCTYI 0
1H(popmarii).

HaBmucHi 3arpo3u mNpu3BOAATH JO IIKIAJIMBUX HACHIJIKIB KOPUCTyBayam
aBTOMATU30BAHUX 1H(OOPMALIHHUX CUCTEM 1 MOXKYTbh OYTH aKmu6Hi i NACUBHI.

Ilacueni  3aepo3u  CUpsIMOBAaHI Ha HECAaHKUIOHOBAHE BHKOPUCTAHHS
iHpopMaliiHUX pecypciB 1 HE BIUIMBAIOTh Ha (PYHKIIIOHYBaHHS CHUCTEMU
(mpociayxoByBaHH).

Axmueni 3acpo3u CIPSMOBaHI Ha MOPYIIEHHS HOPMAaJbHOrO MPOIECy
(yHKIIOHYBaHHSI CUCTEMHM 4epe3 BIUIMB Ha amapaTHi, MporpaMHi Ta iH(opMaliiHi
pecypcu. JlxepemamMu akTUBHHUX 3arpo3 MOXYyThb OyTu Oe3mocepenni  Ail

3JI0BMHUCHHKIB, TTPOTPaMHi BIPYCH 1 T.II.
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1.2 Kanacudgikauisi 3arpo3

3arpo3u indopmariiiHoi 6e3nekn Kracu(ikoBaHi 3a pi3HUMH 03HAKAMHU.

1. 3a acnexkTom ingopmauiiiHOi Oe3NeKH, HA AKWH CIIPSIMOBaHI 3arpo3u.

v 3aeposu kongioenyitinocmi (HeENpaBOMIpHHIA TOCTYI 10 iH(OpMaIrii).

v’ 3aeposa nopywenns Kowgioemyitinocmi TIONSATa€ B TOMY, IO
iH(dopMaIlisl cTae BIJOMOIO TOMY, XTO HE Ma€ MOBHOBAXKEHb AOCTYNy a0 Hei. BoHa
Mae MicClie, KOJIM OTPUMAaHO JOCTYM A0 AesKoi 1H(popMallii 0OMeKEeHOro AOCTYIly, 110
30epiraeTbCcsi B OOYMCIIOBAIBHINA CHCTEMI YM MEpEJaHOi BIJ OJHIEL CHUCTEMH [0
iHIoi. Y 3B’S3Ky 3 3arpo3010 MOPYIICHHS KOH(IIEHIIWHOCTI, BUKOPUCTOBYETHCS
TepMiH «BUTIK». [lomiOHI 3arpo3u BUHUKAIOTH BHACIHIJIOK IHOACHKOTO (hakTopy»
(Hanpukiaa, BUOAAKOBE JIEJETYBAHHS TOMY YM IHIIOMY KOPHCTYBaudeBl MPUBLICIB
1HIIIOTO KOPUCTYBaua), 300iB B poOOTI MPOTPaMHUX 1 anapaTHUX 3acO0iB.

v’ Jlo inghopmayii obmednceno2o 00Cmyny HaiedCumsb 0eprcasHa MmacmMHuysl
[2] i xougioenyitina ingpopmayis [3] (komepiiiiHa Ta€EMHHIL, MEPCOHANBHI aHi;
npodeciiiHi BUJIM TaeMHMIIb: JIIKapChbKa, aJIBOKATChka, OaHKIBChbKa, CIIY»KOOBa,
HOTapiajgbHa, TAEMHUIISI CTPaxyBaHHS, CIHIACTBA 1 CYJOYMHCTBA, JIMCTYBaHHS,
Tele(OHHUX TIEPETrOBOPIB, TOIITOBUX BIJNpaBieHb, Tenerpaguux ado IHIIUX
MOBIJIOMJIEHb (Ta€EMHHUIISI 3B’SI3KY); BIJJOMOCTI MPO CYTHICTH BUHAXOJy, KOPHUCHOI
MOJIEJ1 Y¥ TIPOMHUCIIOBOTO 3pa3ka J0 oimiiHoi myosikaiii (Hoy-xay) 1 iH.).

o 3aeposu yinichocmi (HempaBOMipHA 3MiHA JaHUX). 3arpo3u MOPYIICHHS
LUTICHOCTI — 3arpo3u, NOB’si3aHI 3 IMOBIPHICTIO MoAUQIKalii Ti€l YW 1HIION
iHdopmarrii, mo 30epiracThcsi B iHPopMaliiHiii cuctemi. [lopymeHHs IiicHOCTI
MOXe OyTH BHUKJIMKAHO PI3HUMH (paKTOpamMHu — BiJl HABMHUCHHUX [Ii MEPCOHATY 0
BUXOJY 3 JIaJy 00 THaAHHS.

° 3aeposu oocmynnocmi (3MIACHEHHS 1M, 10 YHEMOXJIUBIIOIOTH YU

YTPYAHIOIOTH JIOCTYNl JI0 pecypciB 1H(popmaniiiHoi cuctemu). llopyiieHHs
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JOCTYIHOCTI € CTBOPEHHS TaKUX YMOB, P SKHUX JOCTYII JI0 MOCIyru abo iHpopmarii
Oyne abo 3abyioKOBaHWM, a00 MOXKJIMBUN 3a Yac, SIKUM He 3a0€3MeYnTh BUKOHAHHS
THUX YU 1HIIUX O13HEC-IIIEH.
2. 3a po3TaliyBaHHAM JKepeJia 3arpo3:
v’ euympiwni (JUKepea 3arpo3 pO3TaIlOBYIOThCS BCEPEANHI CHCTEMHU);
v’ 306miwmni (IKepea 3arpo3 3HaXOIAThCS 11033 CHCTEMOIO).
BuyTpimHi 3arposu:

v/ BHUTOK iH(pOpMAIIiT;

<\

HEaBTOPU30BAHUM JOCTYII.

30BHILIHI 3arpo3M:

IIK1JITMBI TporpamMu (BipycH, TPOSIHHU, YePB’AKH 1 T.I1.);
aTaku XakKepis.;

Ddos-araxu;

TapriHT aTaku,

criam;

(bimmHr;

MpOMUCTIOBI 3arpo3u (stuxnet, flame, duqu);

HINUTYHChKE MporpamMmHe 3abe3neueHHs (spyware, adware);

D N N N N T N NN

botnets (6oTHETH ab0 30MO1-MepexKi).
3. 3a po3Mipamu 3aBIaHHS IIKOAM:
V' 3aeanvui (HaHeCeHHsI 30UTKY 00’€KTy O€3MEKH B IIIOMY, 3allOisTHHS
3HAYHOI IIKO/IN);

V' J1oxanvwi (3aM0iSIHHS IIKOIX OKPEMUM YacTUHAM 00’ €KTa OE3IeKH);

v’ npueammui (3aNOMISIHHS IIKOAYM OKPEMHMM BJIACTMBOCTSM €JIEMEHTIB
00’€exTa Oe3meKn).
4. 3a ctyneHeM BIJIMBY Ha iHopMaliliHy cucremy:

v’ nacueni (CTPyKTypa i 3MIiCT CHCTEMH HE 3MIHIOIOTHCS);

10



OCHOBMH YITPABJITHHS IHOOPMAIIIMHOIO BE3ITEKOIO

v’ axmueni (CTpYKTypa i 3MiCT CHCTEMH ITiIAETHCS 3MiHAM).

5. 3a npuUpPo/1010 BUHUKHEHHS

V' npupooni (00’€KTHBHI) — BHMKIMKAHi BIUIMBOM Ha iH(opMaIliiine
cepenoBHIle 00’ €KTUBHUX (DI3UUHUX MPOIECIB @00 CTUXINHUX NMPUPOAHUX SBHILL, IO
HE 3aJIe)KaTh B1JI BOJI JIFOJUHH;

V' wmyuni (Cy0’eKTHBHI) — BUKJIMKAHI BILTMBOM Ha iHdopmariiiny chepy
moauan. Cepesl MTYYHUX 3arpo3 B CBOIO YEPTY BUAUISIOTH:

— HEHAaBMHCHI  (BUIIQOKOBl1) 3arpo3d — MOMHJIKH  IPOrPaMHOIO
3a0€3MeueHHs, TepcoHany, 300i B poOOTI CHUCTEM, BIAMOBH OOYHCIIOBAJILHOI 1
KOMYHIKaIIITHOT TEXHIKH;

— HAaBMHCHI (YMHUCHI) 3arpO3d — HENPaBOMIPHHI OCTyN 10 1H(opMallii,
pO3po0OKa CHeliaJbHOrO0 MPOrpaMHOTrO 3a0€3MEUYEHHS, 0 BUKOPUCTOBYETHCS IS
3/11IICHEHHS] HE3aKOHHOT'O BTPYYaHHs, pO3pO0Ka Ta MOMIMPEHHS BIPYCHUX MPOTpaM 1
T.1. HaBMUCHI 3arpo3u 00yMOBJIEHI JIISIMU JTFOJICH.

OcHoBHI mpobnemu 1HQOpMaLIfHOI Oe3neKu IMOB’sA3aHl, Mepum 3a Bce, 3
HABMHUCHUMH 3arpo3aMd, TaK SK BOHHM € TOJOBHOI TMPHUYMHOIO 3JOYHHIB 1
IPaBOIOPYILIEHb.

[imicHicTh 1HGOPMAIIMHUX JaHUX O3HA4Ya€ 3/IaTHICTH 1HGOpMaIlii 30epiraTu
MOYATKOBUM BUTIIAN 1 CTPYKTYpy SK B TIporeci 30epiraHHs, Tak 1 MIiCis
HEOJIHOPa30BoI1 nepeaadi. BHocuTu 3MiHM, BUAAISATH 200 TOMOBHIOBATH 1H(MOpMAITiTO
BIIPaBI TUILKH BIIACHUK 200 KOPUCTYBAY 3 JIETAIBHUM JIOCTYTIOM JI0 JIAHUX.

Kongioenyiiinicms — XapakTepucTuka, 10 BKa3ye Ha HEOOXIIHICTh
OOMEXEeHHsI JOCTYIy A0 1H(OpPMAalIiHUX pecypciB A MEBHOTO Koya ocib. Y
mporieci Jii 1 omeparliii iHGOpMaIlis cTae JOCTYIMHOI TUIBKH KOPUCTyBadaMm, SKi
BKJIFOUCHI B 1HGOpMAIIiiTHI CUCTEMH 1 YCIIIIHO MPOUTIUIH 1IeHTUDIKAITIFO.

JoctymHicTh  1HGOPMAIIMHUX pecypciB  o3Hayae, 1m0 1H(opmarlsa, sKa
3HAXOAUTHCS Yy BUIBHOMY JOCTYIl, HAJA€ThCS TOBHOMPABHUM KOPUCTyBadam

PECYpCIB CBOEYACHO 1 0€3MEePEIKOHO.
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JIoCTOBIpHICTh BKa3y€ Ha MPUHAICKHICTh 1H(OpMaIlii AoBipeHi 0cobi abo
BJIACHUKY, SIKMM OJTHOYACHO BHUCTYIIA€ B POJIi JDKepesia iHpopmariii.

3abe3nedyeHHs 1 miATpUMKa iHGOpMaIliiHOT O€3MeKH BKIIIOYAIOTh KOMILIEKC
pPI3HOIUTAHOBUX  3aXOJiB, IO  3amo0iraroTh, BIJICTEXKYIOTh 1  YCYBalOTh
HECaHKIIIOHOBAHMUM JTOCTYII TPETiX 0c10. 3axoau iHdopmaIlliiinoi 6e3rneKku cpsMoBaHi
TaKOXK Ha 3aXHCT BiJl TMOIIKOKCHb, CIIOTBOPEHb, OJOKYBaHHsS a0O0 KOTMiIOBaHHS
iHdopmartii. [IpuHIIMIIOBO, TIIOOM BCi 3aBIaHHS BUPINIYBAJIUCS OJHOYACHO — TITBKH

TOM1 3a0€31euy€eThCs TOBHOILIHANM, HaIIMHUNA 3aXHUCT.

Knacugpikayia epaznueocmeii cucmem oe3nexu

3arpo3u 1H(OpMaLIiHOT OE3MEeKH NPOSABIAIOTHCA HE CAMOCTIHHO, a 4Yepes
MOXJIMBY B3a€MOJIII0 3 HAOUIBIN CIIaOKMMHM JIJAHKaMHU CUCTEMH 3aXUCTY, TOOTO uepes
(akTopu ypaznuBOCTI. 3arpo3a NPU3BOAMTH JI0 MOPYIICHHS AISUIBHOCTI CUCTEM Ha
KOHKPETHOMY 00’ €KTI-HOCII.

OCHOBHI Bpa3JIMBOCTI BUHUKAIOTh BHACIIJIOK [I1i HACTYITHUX (PaKTOpIB:

v’ HEJOCKOHAIICTh MPOrPAMHOTrO 3a0€3IeYEeHHs, aapaTHOl IaT(hOPMHU;

v pi3HI  XapaKkTepHCTHKM OyJOBH  aBTOMATH30BaHWX CHCTEM B
1H(popMaIiiHOMY MTOTOLI];

v\ yacTuHa nporeciB QYHKIIIOHYBAHHS CHCTEM € HEMOBHOIIHHOIO;

v/ HETOYHICTh MPOTOKOJIB 0OMiHY iH(OpMaIiero Ta iHTepdeicy;

v CKJIaJH1 YMOBH €KCIUTyaTalii 1 po3TallyBaHHs 1H(pOpMaIIii.

HaityacTimme axepena 3arpo3u 3alyCKaroThCsA 3 METOI0 OTPUMaHHS HE3aKOHHO1
BUTOJM BHACIZOK 3aloissHHSA IIKoAU 1H(opMmarlii. AJjie MOXJIUBI 1 BHUIIAJIKOBI
3arpo3u 4epe3 HeIOCTaTHI MIpH 3aXUCTY 1 JIIi MaCOBOTO 3arpo3IHBOTO (HaKkTopy.

IcHye moain Bpa3nuBoCTe 3a KiIacamu:

— 00’ €KTHUBHI,

— BUIIA]IKOBI,

— CyO’€KTHBHI.
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Skmo ycyHytd abo, SK MIHIMYM, MOCIA0WTH BIUIMB BPa3MBOCTEH, MOXKHA
YHUKHYTH MOBHOITIHHOI 3arpO3H, CIIPSIMOBAHO1 HA CUCTeMY 30epiranss iHdopmariii.

Takum uywmHOM, Kiacudikariis morpo3 Ib po3moainsgeTbcs 3a XapakTepom
3arpo3u, BUJOM BIUIUBY, JPKEPEJIOM Ta 00’ €KTOM 3arpo3Hu.

JIoCIiTHUKY BUAUISIIOTH TPU OCHOBHUX BUIM MOTPO3 OE3MEKU:

v’ 3a2posu poskpummsi,
v’ 3a2posu yinicnocmi;
v’ 3a2po3u 810M0O6U 6 00CIY208)6aHHI.

3arpo3za po3KpMTTH MOJSITaEe B TOMY, 110 1HpOpMaIlisl CTa€ BIJOMOIO TOMY,
KOMy He Bapto Oyno O ii 3HatH. Y TepMiHaxX KOMII IOTEpHOI O€3MeKH 3arpos3a
PO3KPUTTSL Ma€ MICII€ 1I0pa3y, KOJU OTPUMaHUN JOCTYM /10 MEBHOI KOHQI1ICHIIHHOT
iH(popmaii, mo 30epiraerbes B IC, abo nepenaerbes Bl OAHIET CUCTEMH 0 1HIION.

3arpo3a uisticHocTi BKiIO4Yae Oynb-1Ky HaBMHUCHY 3MiHY (Moaudikamiro abo
HaBITh BHJAJICHHS) NaHuX, 10 30epiratotbess B IC, abo mepemaroTbecs 3 OAHIET
CUCTEMM [I0 1HINOi. 3a3BHYAail BBAXA€ThCS, IO 3arpo3l PO3KPUTTS MiAAAIOThCS
O1IBIIIO0 MIPOIO JAEP’KaBHI CTPYKTYPH, a 3arpo3i HUIICHOCTI — A1JIOB1 a00 KOMEpIiiH1
CTPYKTYPH.

3arpo3a BiAMOBM B 00CJYrOBYBaHHiI BHHHMKAa€ IIOpa3y, KOJIM B pe3yjbTaTl
NesaKuX J1id OJIOKyeTbCsl 1OCTym 10 neBHoro pecypcey IC. PeanbHe 0J10KyBaHHS MOXeE
OyTH MOCTIMHMM, TaK M00 3aMMTYBAaHUM peCcypc HIKOJUW He OyB OTpUMaHMM, abo
OIOKyBaHHS MOXX€ BUKJIMKATH TIJIBKMA 3aTPUMKY 3alUTYBaHOTO PECypCy, TOCHTHb
TpUBAIYy IJI TOTO, MO0 BiH CTaB HENMPUAATHUM. Y TaKMX BHUMAIKaX KaXyTh, IO
pecypc BUYEPIIaHUM.

Kpim Toro, mpomonyetrhcsi HacTtymHa kiacudikaris mnorpo3 Ib [25]. Xoua
€IMHOI 1 3araabHONPUIHATOL Kiacudikaii morpos Ib He icHye i, mBUIIIE 32 yCe, He
Oyne B3arajii, TOMY IO 3TOJOM 3 SIBISIOTHCS HOB1 3arpo3u, SIKi BCE CKJIAIHIIIE
11eHTH(IKYBaTH.

Haiinommpenimnii dos araku (BiMoBa B 00CITyroByBaHHI).
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OCHOBU YIIPABJITHHS IH®OPMAIIMHOIO BE3IEKOIO

1. Ping-of-Death.

[Tocunae ICMP-naker, po3mipom Oinbine 64 KO, mo Moxke NmpU3BECTH [0
nepenoBHEHHs Oydepa onepariifHoi CUCTEMH 1 BUBEJICHHS CUCTEMHU, II0 aTaKyeThCs,
3 nafy.

2. SYN Flood .

Hyxe mBuako nocuiae Benuky KuibkicTh TCP SYN-makeTiB (ki 1HIIIIOIOTH
3’€IHAHHS), 3aJUIIAl0YM JKEPTBY YEKAaTH BEJIMYE3HY KUIbKICTh 3’€/IHaHb 1
BUKIIMKAIOYM TaKUM YHHOM I[IOCHJIEHE 3aBaHTaXXCHHS pEeCcypciB 1 BIIMOBY BiJ
CaHKI[IOHOBAHUX 3’ €JIHAHb.

3. Land/Latierra.

[Tocunae miapo6nenut SYN-makeTr 3 1IEHTUYHUMH BUXITHOIO aJpecor Ta
KIHIICBUM MTOPTOM TakK, [0 CUCTEMa PyXa€eThCs M0 HECKIHYCHHIH MeTIIi, HaMaratounch
BukoHaTu TCP-3’e€1HaHHS.

4. WinNuke.

[Tocunae OOB/URG-man1 mns TCP-3’egnanns i3 moprom 139 (NetBIOS
Session/SMB), mo npu3BoauTth 10 3aBucanass OC Windows. Haitbinbmiomy BITUBY
nignaerbest OC Windows 95, miznimn Bepeii OC Windows MarOTh IpOTH 1i€T aTaku
BIIMOBITHUM 3aXHUCT.

Hajinommpenimi npouecu cKaHyBaHHS

1. Ping sweeps.

[IpoTsiroMm 1BOro MPOCTOrO TMpOLECYy CKaHyBaHHS Jiana3oH [P-ampec
aHaJTI3y€eThCS YTHUIIITOIO PING (Tak 3BaHEe MIHTYBAaHHS) 3 METOIO BU3HAYCHHS aKTHBHHX
koM 'totepiB. Ciijl 3ayBaKuTH, 10 OUIBIIICTh CKJIAJHUX CKaHepiB Oyje
BUKOPUCTOBYBATH 1HII IpOTOKOIH (Taki, sk SNMP sweep), 11100 BUKOHYBaTH Ty XK
camy Jifo.

2. TCP-ckaHyBaHHS.

3ounyBanHs Bigkputux TCP-mopTiB y molrykax CcepBiCiB, $KI MOXe
BUKOPUCTOBYBaTH MOPYIIHUK. CeaHCH CKaHyBaHHA MOXYTh BHKOPHUCTOBYBATHU

3BuuaiiHi TCP-3’ennanns abo mnpuxoBaHi (stealth) ceancu ckanyBaHHs, IO
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BUKOPHUCTOBYIOTh HAMOJOBHHY BIAKPHUTI 3 €QHAHHS (11 TOTO, HIOOM 3aXHCTUTH IX
BiJl peectpailii B xypHasiax) abo FIN-ceancu ckaHyBaHHs (HIKOJIM HE BIJKPUBAIOThH
MOPT, aJie TECTYIOTh, SIKIIO IIOCh MNPOCTYXOBY€EThCs). CeaHCH CKAaHYBAaHHS MOXKYTh
OyTH MOCII0BHUMHU a00 BUNIAJAKOBUMH, a00 3KOH(IrypoBaHi 3a MEPeNTiKoM MOPTIB.

3. UDP-ckanyBaHHs.

Ili ceancn ckaHyBaHHS € ckianHimmmMu, Tomy 1o (User Datagram Protocol)
UDP- npairtoe 6e3 BCTaHOBJICHHS BIPTYaJIbHOTO 3’ €JHAaHHSI. METO]I TOJISATaE B TOMY,
mo6u nocnatu «cMmitTeBuiny UDP-maker q0 HamidueHoro mopty. bijbimicTs maimH
Oyayte pearyBat 3a jgomomoror ICMP-noBimomienns «destination port
unreachable», ske Bka3zye, [0 Ha JaHOMY TIIOpPTy HEMa€ CepBIiCy, SKHA
mpociIyXxoByeThcsl.  OmHak  Garato  KOMIT'IOTEpiB  «moriuHaioTe»  ICMP-
MOB1IOMJICHHS, TOMY BU He 3MoxkeTe 3AiiicHioBaTH mBUake UDP-ckanyBaHHS.

4. InenTudikania OC.

[nsxom nocunands Henpunyctumux (ado nuBHux) ICMP abo TCP-nakeTtiB
nopymiHuk Moxke 11eHTudikyBatu OC. CrannapTu 3a3BUYail BCTAHOBIIOIOTh, SIKUM
YIHOM KOMII FOTepU TOBHHHI pearyBaTH Ha JIETalbHI MaKeTH, TOMY MAaIllMHA MalOTh
TEHJICHIIII0 OYTU OJHAKOBUMH Yy CBOIM peakilii Ha MpUITyCTUMI BXigH1 AaHi. OmHaK
CTaHAApTU YIYCKAIOTh (SAK MPaBUJIO HABMHCHO) PEaKilil0 Ha HEMPUITYCTHMI BXIJIHI
naHi. TakuM 4MHOM, YHIKaJdbHI peakuii koxHoi OC Ha HENpUIyCTHMI BXIJHI JIaH1
(OopMyIOTh CHUTHATYpY, SKy Xake€pH MOXKYTb BHUKOPHUCTOBYBAaTH HJisi TOro, 100U
3pO3yMITH, MiJ YWiM YHOPABIIHHAM (QYHKLUIOHYEe oOpaHuid koM 'torep. Lled Tun
TISTIBHOCTI Ma€ MICIE Ha HWXKHBOMY pIBHI (HaueOTO mpuxoBaHux ceaHciB TCP-

CKaHyBaHH:), HA IKOMY aHaJI130BaH1 CUCTEMHU HE PEECTPYIOTh MOJII.

1.3. Cyuacsi 3arpo3u

Hocismu 3arpo3 indopmariiiHii Oe3meri € Jpkepena 3arpo3, SKUMHU
BUCTYNAalOTh SK CyO’eKTHUBHI (0COOMCTOCTI), Tak 1 OO’€KTUBHI O0OCTaBUHH
(KOHKYpEHTH, 3J0YMHII, KOPYIIIOHEPH, aJAMiHICTPATUBHO-YIPABIIHCHKI OpraHw,

iHe). Jl>xepena 3arpo3 nepeciiiyloTh OpU bOMY HACTYMHI LIIi: O3HAMOMIIEHHS 3
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BIJIOMOCTSIMU 5IK1 OXOPOHSAIOTb, iX MOAU(IKALIS B KOPUCIUBUX LIISAX 1 3HUILEHHS AJIs
HAHECEHHS MPSAMUX MaTepiaIbHUX 30U TKIB.

Bci mxepena 3arpo3 indopmariiitHiii 6e3meri MokHa pO3ITUTH Ha TPH OCHOBHI
TpyIu.

OOymMoBJIeHi aisiMu cy0’eKkTa (aHTPOIOTeHHI JKepena) — cy0’ €KTH, Mii sSKUX
NpU3BOAATH 10 MOpYLIEHHS Oe3neku iH(opmaiii, kBamipiKylOTbCS K YMHUCHI a0o
BUIIAJIKOB1 3JI0YMHHU.

Jlxepena, Ail SKUX MOXYTh MPU3BECTH 0 MOPYUICHHS Oe3mexku iHpopMmarlii
MOXYTh OYyTH $K 30BHIIIHIMM Tak 1 BHYTpIIHIMHA. JlaHi [Kepeila MOKHA
3MPOTHO3YBATH, 1 BYKUTU aJICKBAaTHUX 3aXO/1B.

OOyMoBJIeHI TexXHIiYHMMHU 3aco0aMu (TEXHOTEHH1 JKepena) — Ll JpKepena
3arpo3 MEHIIl MPOTrHO30BaHi, 0€3MOCEePEIHhO 3aJIe)KaTh BiJl BJIACTUBOCTEH TEXHIKH 1
TOMY BHUMararoTh 0coOnuBO1 yBaru. [laHi jxepena 3arpo3 iHpopmailiitHiil Oe3nerti,
TaKOX MOXKYTh OYTH SIK BHYTPIIIHIMHU, TaK 1 30BHIIIHIMHU.

Cruxiiini 1kepesa — ma"a rpyna o0’elHye OOCTaBUHH, IO CTaHOBISATH
HerepeOOpHy cuily (CTHXiMHI Juxa abo 1HIIl OOCTaBUHHU, 10 HEMOXKJIHMBO
nependoaynuTd abo 3amo0irtd, abo MOXKJIMBO TMepeadayuTH, ajie HEeMOXJIUBO
3ano0irtu). Ili oOcTaBuWHU, M0 HOCATH OO €KTUBHMUM 1 aOCONIOTHUN Xapakrep,
MOIIUPIOETbCST Ha Beix. Taki jpkepena 3arpo3  aOCOMIOTHO HE MiAAal0ThCs
IPOrHO3YBAaHHIO 1, TOMY 3aXOAM NPOTH HUX MOBUHHI 3aCTOCOBYBATHCS 3aBXKIU.
CruxiiiHi Jpkepena, sk TpaBuio, € 30BHIIIHIMU MO BIAHOLIEHHIO 0 1H(GOpMAaLIiTHUX
JDKepeNl 10 3aXMILAIOThCS 1 MiJI HUMH, SIK MPaBUJIO, PO3YMIIOTHCS MPHUPOIHI
KaTaKJII3MHU.

3arpo3a Oe3neni KOMII'IOTEPHOI CHCTEMM — II€ TIOTCHIIIHHO MOXJIMBA OIS,
HE3aJIC)KHO BiJ TOro, HABMHMCHA YM HI, IO MOXKE 3JIHCHUTH HeOakaHWH BIUIMB Ha
caMy CHCTEMY, a TaKOX Ha 1H(pOpMaIIito, 10 30epiraeThCs B Hil.

BpazauBicTh KOMI'IOTEpPHOI cHCTeMHM — 1€ SKach il HeBJajia
XapaKTEPUCTHKA, 10 YMOXJIMBIIIOE BUHUKHEHHS 3arpo3d. [HaKIie KaXydu, came

Yyepes HasiBHICTh BPa3JIMBOCTEH Y CUCTEMI B11I0YBaOThCS HEOaKaH1 MOII.
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ATaka Ha KOMII'IOTePHY CUCTeMY — II€ Jisl, [0 BUYMHSETHCS 3JIOBMUCHUKOM 1
MOJIATAE B MOLIYKY W BUKOPUCTAHHI 3arpo3u abo 1HIIOI Bpa3UBOCTI. TakKUM YHHOM,
aTaka — 11¢ peamizamis 3arpo3u. Ciija 3ayBaKHWTH, IO TaKe TIyMAdyeHHS aTaku (3a
Y4YacTIO JIIOIUHY, sIKa Ma€ 3JIMi Hamip), BUKJIIOYA€ MPUCYTHIM y BU3HAYEHHI 3arpo3u
€JIeMEHT BHUIIAJKOBOCTI. AJle, $K TIOKa3ye JOCBIJ, 4YacTo OyBa€ HEMOMIJIHBO
PO3PI3HUTH HABMHCHI W BHWITAIKOBI [ii, 1 HajiliHA CHCTeMa 3axXHCTy TOBWHHA
aJIeKBaTHO pearyBaTH Ha KOXHE 3 HUX.

Binpi netanbHO po3rIITHEMO 0COOIMBOCTI 30BHIIIHIX 3arpo3.

1. XakepchbKi aTakm.

OTpuMaBIIM  AOCTYNl 1O CHCTEMH, BOHM HaNpaBlieHI Ha KPaAlLKKy
KOH(iIeHIIHMX  JAaHUX a00  BCTAHOBIIOKOTh  WIKIMBI  OpOrpamMu  Ta
BUKOPHUCTOBYIOTh ''B3JlaMaHI" KOMIT'IOTEPH [UIsl PO3CWIKH cramy. B mporpamu
3aKpaJaloThCs MOMUIKH, 110 pOOUTH X ypa3JIMBUMHU JJIsl aTaku. XaKepaM 11 JIa3iBKU
J03BOJISIIOTh TMPOHUKHYTH B CHUCTEMY, a Ti, XTO MHIIE BipyCH, BHKOPHUCTOBYIOTH
MOMIJIKK B KOJI1 JTOJIATKIB, 100 3a0€3MeYnTH aBTOMATHYHUN 3aIyCK Ha KOMIT FOTEPI
HIK1JIUBUX MPOTpam.

Xaxkepu — 1e €JIEKTPOHHI 'B3JIAMHUKH , SIKI MPOHUKAIOTH B KOMIT IOTEPHY
CUCTEMY, BHUKOPHCTOBYIOUM OCOOJMBI ypas3nuBi JIa3iBKH Yy MPOTPaMHOMY
3a0e3neyeHHi. 3aXUCTUTUCS BI HUX MOXKHA 3a JJOTIOMOTOI0 OCOOJIMBOTO JTONATKY —
MEPEXKEBOTr0 €KpaHy 3 TMaKeTHOWw (iuIbTpariero, M0 BXOAUTH JIO CKIIATY
AHTUBIPYCHUX MPOrpam i poOOUTH KOMIT I0T€pP HEBUJIUMUM JIsI XaKEPIB.

JI7st 3aXUCTY BiJl LIKIITTMBOTO KOy 1 XaKePChKUX aTakK:

v BCTaHOBJIIOETHCS AHTHBIPYCHA MIPOrpama;

v' BcranoBmoeThes onosiaeHns OC Windows (Update), mio Biamosigae 3a
Oe3IeKy;

v/ yBara npu poOoTi 3i CIlaMOM B €JIEKTPOHHIH IOIITI i CMCTEMaX MUTTEBHX
IIOB1JOMJICHD,

v 30epexenns pesepsHoi korii (BackUp) nanux.
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2. TexHoJiorisi iHQppacTPyKTypH BiIKPUTHX KJIIOYiB.

TexHosoris 1HPPACTPYKTYpH BIAKPUTHUX KIIOYIB JO3BOJIAE TIEPEBIPITH 1
3aCBIIYYBAaTH CIPABXKHICTh KOpHCTyBada. [HPpacTpykTypa BIAKPUTUX KIIOYIB abo
PKI 3aGesneuye enuHy imeHtugikaiito, ayTeHTHQIKALII0 1 aBTOPHU3AIIIO
KOPUCTYBauiB CUCTEMHM, JOJIaTKIB 1 MPOIECIB 1 pa30M 3 IIMM TapaHTy€ JIOCTYIHICTb,
IiTicHICTh 1 KoH(piaeHMiHICcT 1HOpMarii. [adpacTpykrypa PKI sBuse coboro
cucteMy udppoBux cepTudikartis, HocisiMu sikux € USB-kitoui abo cmapT-KapTu.

[Ipy BUKOpWCTaHHI I1HAMBIAYaJIbHOTO CEKPETHOTO TMapoiii 1 3aco0iB
KpUnrorpadiuHoro 3axucty, HuppoBi cepTu(ikati OTPUMYIOTh POJb E€IEKTPOHHUX
nacnoptiB. BukopucTaHHs B KOPHOpPATUBHIM Mepexi TEXHOJOTii 1HPPACTPYKTypu
BIIKDUTHX KJIIOUIB 3HAYHO IIJBUILYE O€3MEKy BCIEI MEpexi B IUIOMY, TaK SK
JI03BOJISIE BIIMOBUTHUCS BiJl BUKOPUCTAHHS MapoOJIbHOT ayTeHTH(IKAIl KOPUCTYBaUiB
BCEpEeAMHI, a TakoXk 3abesneuye Oe3MeYHUil JOCTYN BIJJAJICHUX KOPUCTYBadiB B
cuctemy. OcHoBHuMMH HocisiMu 1H(popmanii € USB-kmoui Ta cmapT-KapTH.
KopuctyBauam He TpeOa 3amamM’iTOBYBaTH CKJIJIHI IMAPOJIi 1 IEPIOJUYHO IX MIHSATH —

JOCHUTb MIAKIIOYUTH €IEKTPOHHUH KITtou a00 cMapT-KapTy 1 BBecTH PIN-koz.

3. CucremMu 0JHOPA30BHUX MAPOJTIiB.

Cuctemu OararodaktopHoi ayTeHTH(dIKallli 3acHOBaHI Ha TEXHOJOTII
oaHOopa3oBux mapoiiiB (one time password) OTP mpusHaveHi qis ayTeHTHIKALIT
MOOUTIBHUX KOPHUCTYBAUIB, SIK1 BIJIPI3HIETHCS MPOCTOTOK Y BUKOPUCTAHHI, YCTAHOBII
1 aAMIHICTPYBaHHI.

Jlana TexHOJIOTisl 3aCHOBaHa Ha TOMY, L0 MapoJib KOPUCTyBava HE MOCTINHMA 1
3MIHIOETHCA 3 TIMHOM 4acy CHEUIaIbHUM NPUCTPOEM (anmapaTHUM abo0 MPOrpPaMHUM)
— TOKEHOM. JlaHe pilIeHHsS MUPOKO BUKOPHUCTOBYETHCS B CHUCTEMax BiJJAJIEHOTO
JOCTYIy, B TOMY YHCJI CHUCTeMaxX KIIEHT-OaHK, NIl ayTeHTHdIKaIii KOPUCTYBayiB
pu AOCTYII 3 HeJoBIpeHux cepenonuiia (Inrepuer-kade, 6i3HeC-IEHTPH, 1 T.11.).

OTP-TokeH — MOOITBPHUN TEPCOHATBHUN MPUCTPIH, IO HAIECKUTH TMEBHOMY

KOPUCTYBaueBl 1 TEHEpPYe OJIHOPA30Bl Mapoii, $AKI BUKOPUCTOBYIOThCS IS
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ayreHtudikamii naHoro kopuctyBada. OTP-rokenun MaioTh HEBENHMKHI po3Mmip 1
BUITYCKAIOThCS Y BUIJISI: KUIIEHBKOBOTO KaJNbKYyNIATOpa; Opesoka; cMapT-KapTH;
npuctporo, komOiHoBaHoro 3 USB-xirouem; croemiaqpHOTO — MPOTPAMHOTO
3a0e3neyeHHs ISl KUIIEHBKOBUX KoMl toTepiB. Sk mpukian pimens OTP, moxna
npuBectu JiHIAKY RSA SecurlD, ActivCard Token, xkomOGinoBanuii USB-kitou
Aladdin eToken NG-OTP.

CrtpykTypa cucreMu:

V' cepBep ayrentudikarii (0a3 JaHUX aKayHTIB, IPUB’SI3aHKUX JIO MPHUCTPOIB,
CHUHXPOHI3allisl 32 4acoM);

v\ KaHaJ nepejaui;

v' ¢opma s BBeIeHHS ayTeHTH(DIKAIMHUX TaHWUX (3a3BUYail TPH TIOJIS
(Login, OTP, PIN));

v' xmienrceka yactuna (OTP Gperok i iu.).

4. BioMeTpUYHI CHCTEMH.

biomempuuni cucmemu — 1ne BuMipHi (i3ionoriydi abo MOBEAIHKOBI JaHi
moauHu. bioMeTpuyH1 JaHi yHIKQIbHI JJI8 KOXHOT JIFOAMHU 1 1X MOXHA
BUKOPHCTOBYBAaTH I BCTaHOBIEHHS o0coOM a0o0 TMepeBipKu ACKIapOBaHHUX
0COOMCTHUX JTaHUX:

v' s inenTudikarii KopucTyBada (3aMiCTh BBEICHHS iIMEHI KOPHCTYBaya);

V' nas oqHO(aKTOpHOT ayTeHTH]IKALlT KOPUCTyBayYa;

v/ cmijpHO 3 maposieM abo ayTreHTH(IKaIiii TOKeHOM (TakuM, SIK CMapT-
KapTa) g 3a0e3nedeHHs ABOPaKTOPHOI ayTeHTH(IKAIIi1.

biomeTpuyHi naHi IIISTHCA HA TPYIH:

1. Dizionociuni 6Giomempuuni XapakTEPUCTUKU — 3aCHOBAaHI Ha JIaHUX,
OTPUMAHUX NUJISTXOM BUMIPIOBAHHS AaHATOMIYHUX XapaKTEPUCTHK JIFOJIMHU, TAKUX, 5K
BIJIOUTOK MabIls, opMa 06augdst a00 KUCTI, CITKIBKA OKA.

2. lloseoinkosi Giomempuuni XapaKTEPUCTUKHU (IMHAMIYHI) — 3aCHOBaHI Ha

JTaHUX, OTPUMAHUX IMUISXOM BUMIPIOBAHHS I JIOAUHU. XapaKTEPHOIO PUCOIO IS
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MOBEIIHKOBHUX XapaKTEPUCTHK € TX MPOTSKHICTH B 4aCl — BUMIPIOETHCS AI€I0, 110 MA€
MOYaToK, CepeIMHy 1 KiHenb. Hanpukiman, roigoc, miamnuc.

5. Kpunrorpagiunuii 3aXucT JaHHX.

Kpunrtorpagis — obGnactp 3HaHb, 1[0 BUBYAE TaHomuC (Kpunrorpadis) i
METOAU MOro po3kpuTTs (kpuntoaHani3). Kpumnrorpadis BBaKaeTbCs PO3I1TIOM
MaTEeMaTHKH.

Mema xpunmoepaghiunoi cucmemu TONSATaE B TOMY, 100U 3amudpyBaTu
BHUXITHUN TEKCT (MMUPPTEKCT, KPUIITOTpama).

OpepxyBay, IKOMY BiH NIPU3HAYEHU, IOBUHEH OYTH 3JaTHUI pO3MIMpPYyBaTH
(«memmdpyBaT») 1el MHUPPTEKCT, BIAHOBUBIIU, TAKAM YHMHOM, BIJIMOBIIHUNA HOMY
BiIKpUTHI TeKCT. [lpu 1bOMY 37TOBMHCHHUK TOBHHEH OyTH HE3IaTHUN PO3KPHUTU
BUX1JTHUHN TEKCT.

IcHye BimMIHHICT MiX po3mudpyBaHHs (Aemr@poBaHUEM) 1 PO3KPUTTIM
mudprekcry. Lupoko BIZOMUM ICTOPUYHHMM MPUKIAJOM KPUIITOCUCTEMHU € Tak
3Banuit mmdp Lle3aps, mo mnpencraBisie 3 cebe MPOCTy 3aMiHy KOXHOI OYKBH
BIJIKDUTOTO TEKCTY TPEThOi HACTYIHOI 3a HEl OykBowo an(aBiTy (3 LUUKIIYHUM
MepEHECEHHsIM, KoJIM 11e HeoOxiaHo). Hanpuknan, «A» 3amiHtoBanocs Ha «Dy, «By»
Ha «E», «Z» Ha «C».

Bci memoou wugpysanns noodinsromocs Ha 081 epynu.

v mmdpy 3 CEKPETHUM KJIF0OYEM (CUMETPUYHA CXEMA);
v’ mmdpH 3 BIAKPUTAM KITFOUEM (aCHMETPUYHA CXEMA).

[epmmii TMN mKU@piB Mae HAa yBa3l HAasIBHICTh 1HPOpMaLi (KJIr04a), BOJOAIHHS
KO0 J03BOJISIE SIK 3amudpyBaTd, Tak i1 po3mmdpyBatu nosigomieHus. [udpu 3
BIIKPUTHM KIFOUEM — BiAKPHUTOTO 1 3aKPUTOTO THUITY; OAWH BUKOPHCTOBYETHCS IS
mudpyBaHHs, THIIHN 17151 PO3MHU(PPOBKHU TOB1IOMIICHb.

OcHo6HI HaNPAMKU WUDPYBAHHSL

v’ mmdpyBaHHS JaHUX Ha JIOKaJbHUX JHMCKOBHX CHCTeMax (KITi€HTCHKE

mudpyBaHH);
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v’ kpunrorpadiunuit anroput™m (mmudp) — MareMaTHYHHE Crocid 00poOKU
1H(opMarii 111 IPUXOBYBaHHS ii 3MICTY.
OcHo6ni meHOeHyii 3acmocy8anHs Wuppy8anHs.
v’ mudpyBaHHsa okpeMux (aiiis;
v’ mu@pyBaHHsS OKPEMHUX PO3IiIIB Ha )KOPCTKOMY JAMCKY, BIpTyaIbHHX JUCKIB;
v' mudpyBaHHS KOPCTKUX TUCKIB I[LTKOM.

6. Enexrponnuii mignuc (EII).

EJieKTpOHHUIA mianmuc — TOCTIAOBHICTh CHMBOJIIB, OTPUMaHa B peE3yJbTari
KpUINTOrpadiuHOro NEPeTBOPEHHS BUX1IHOI 1H(OpMaIii 3 BAKOPUCTAHHSIM 3aKPUTOIO
kioua EIII, ska mo3Bosisie MiATBEPKYBATH IUTICHICTh 1 HE3MIHHICTh IIi€i
1H(popMarlii, a TaKoXkK 1 aBTOPCTBO 32 YMOBH BUKOPUCTaHHA Bijikputoro kiroya EIT 1
foro ceprudikara.

Hudposuii ninnmuc 3ade3neuye:

v\ BHXiZHI JDKepena JOKYMEHTa. 3aleKHO Bij jeraneil BH3HAYEHHS
«JIOKYMEHTa» MOXYTh OYTH MiJIMACaHI TaKl TMOJIA SIK aBTOP, BHECEHI 3MiHU, MITKa
yacy T.1.;

v\ 3axWcT Bim 3MiH JOKyMeHTa. IIpu Oyab-SKOMY BHIAAKOBOMY a0o
HAaBMHCHOMY 3MiHI JOKyMeHTa (200 MianuCy) 3MIHUThCS xemn (xem-QyHKiis abo
rem-QyHKIis — QyHKLIs, 0 NEPETBOPIOE BXIAHI JIaHl OyJb-SKOr0 po3Mipy B JaHi
(bikcoBaHOTO PO3MIPY), OTXKE MIAMKUC CTaHE HEINCHUM;

v\ HEMOXXJIMBICTh BiJMOBHM BiJ aBTOpCTBA. Tak SK CTBOPUTH KOPEKTHHH
MIJMUAC MOXHA JIMIIE 3HAIOUM 3aKPUTUM KIIIOY, a BIH BIJIOMUU TUIBKH BJIACHUKY, TO
BJIACHUK HE MOYE BIIMOBUTHUCS B1JI CBOTO IMIJIMUCY i TOKYMEHTOM.

JInst mianucy JOKyMeHTa 3 MOYaTKy OOUMCIIOEThCS 3HAUEHHS Xell-(DyHKIIT A1
JIOKYMEHTA, a TIOTIM II€ 3HaYeHHS 3a CIHeIlaJbHUM KPUIITOAITOPUTMOM I ITUCYEThCS
CEKpPETHUM KIIFOUEM aBTOpa JOKyMEHTA.

Jlns  mepeBipKM  COPAaBXHOCTI JOKyMEHTa HEOOXIAHO 3a JIONOMOTOK0

BIIKDUTOTO KJIFOYa TIEPEBIPUTH MIAMHUC, MOTIM OOYUCIUTH HOTO XEeUI-3HAYEHHS 1
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MOPIBHATH 3 TIANUCAHUM KOHTPOJBHUM TMIiAMUCOM. SIKIO o0uaBa 3HAYCHHS

301raroThesl, TO MIAMUC BIPHUM, 1HAKIIIE JOKYMEHT HEIIMCHUM.

1.4. IndopmauiiiHi pu3nku

CyuacHl CHCTEMH CIELiaJbHOTO MPU3HAUEHHS XapaKTepU3YIOThCS HasBHICTIO
B cBoeMy ckiaal iHpopmariitHux cucteM (IC). Peanii yacy nUKTYIOTh HEOOX1HICTD B
yMOBaxX OOMEXEHOI MOXJIHMBOCTI (piHaHCYBaHHS po3poOku IC oTpumatu OIIHKY
PO3YMHOI JOCTaTHOCTI 3axuieHocTi Takux [C Bing pusukiB. KiiacuuHe Bu3Ha4YeHHS
PU3HKY BU3HAaUYa€e HOTo sSIK KOMOiHaIlit0 WMOBiIpHOCTI noii Ta ii HacmiakiB [[SO Guide
73: 2002]. Cepen pi3HOBUIIB pU3HKIB YKpaiHCHKI Ta 3apyOi’kKHI aBTOPU BHUILISIOTH
onepatliinuii puszuk BianosiaHo A0 bazens 11 (bazens Il - nokymenT bazenscbkoro
KOMITETY 3 OaHKIBCHKOT'O HATJISAIY, III0 MICTUTh METOJUYHI peKoMeHallli B 00JacTi
OaHKIBCHKOTO PETYIIOBaHHS), IO BU3HAYAETHCS PU3UKOM MPSIMHX a00 HETMPSMHUX
BTpaT, JUKepeIaMu SIKUX MOXYTh OyTH HEBIJINMOBIJIHI 400 HEMPaBWIBHO OpraHi3oBaHi
BHYTPIIIIHI MPOIIECH, JIIOJCHKI pecypcH 1 cucTeMu abo 30BHimHI nmoxaii. Hacmigkom
BUHUKHEHHS TaKUX TMOJIA € 3HWKEHHS BIPOTIIHOCTI, MOBHOTHU Ta aKTyaJbHOCTI
CTBOPIOBaHOI 1 1H(popMaIlii, 1o 0OpoOIIETHCS.

Orxe, 1HQOpMaUIHUNA pHU3UK MOXKE OYTH BHU3HAYEHUH $AK pI3HOBUJ
OTEepaliifHOTO PU3UKY, IO B1IOYBAETHCSA B PE3YNIbTATI HEQJEKBATHUX 1 TOMHIIKOBHX
BHYTPIIIIHIX TPOIIECIB, A1 mpaiiBHUKIB a00 30BHImHIX nofdiid. Ctangapt [SO27000:
2018 Bkazye: iH(MOpMaIIHHUN PU3HK — I1€ TTOTEHIIIIHa MOXKIIUBICT TOTO, IO 3arpo3a
OyzZe BUKOPUCTOBYBATH Ypa3JIMBICTh aKTUBY a00O TPyNH aKTUBIB, 3aBJAIOYM LIKOIU
oprasi3artii.

Pusuk BukiMKae 1HUMIEHT iH(doOpMalliiiHoi Oe3neku — oaHe abo cepis
HebakaHMX a00 HECHoMiBaHUX MOJiN 1H(OpMAaIIHHOT OE3MeKH, MO0 MalTh 3HAYHY
UMOBIPHICT,  MOpYIIEHHA Oi3Hec-omepaiiii abdo CTaHOBIATH 3arpo3y s
iHpopmariinoi 6e3neku [SO / IEC TR 15446: 2017]. TakuM 4rHOM, TPUCTYIAIOYH

70 aHanmizy 1HGOPMAIIMHUX PU3HKIB, HEOOXITHO BU3HAYMTH TEPENiK 00 €KTIB 1 iX
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Bpa3IMBOCTEH, Ha fAKI CHOPSMOBAHI aTakH, peaui3yloud 3arpo3u. lHdopmariiini
PU3UKH CIIPSIMOBAHI HA HACTYITHI BUJIM aKTUBIB: 1HpOpMAIlis, MEpekKeBe, CUCTEMHE 1
MPUKJIaHE porpamMHe 3a0e3MeueHHs], IepCOHaNbHI KOMIT I0TePH, HAKOMUUIYBaJbHI 1

IpyKyBaJIbHI PUCTPOI, MEPEXKEB] cepBepa, ILTI03H, IHTEpEHCH, CepBiCH.

1.5. Burik indopmauii

CporojiHi OUTBIIICTh MIANMPUEMCTB BUKOPUCTOBYIOTH OaraTOpPIBHEBI CHUCTEMH
00poOKkM 1HQOpMalLlli — KOMIT FOTEPH, XMAPHI CXOBHILA, KOPIIOPATHUBHI MEPEXI 1 T. .
Bci i cuctemu He TUIBKM TIEpENarOTh JaHi, ajie 1 € CEPEeOBUILIEM iX MOXKIHUBOIO
BUTOKY. BUTIK cekpeTHOi 1HpopMallii — MPOoLeC HEKOHTPOJIbOBAHOTO PO3TOJIOIICHHS
KITFOUOBHX JTIAHHX.

Komepuiiina Ttaemuuusi — iHdopmalis TMpo OpraHizaiiio IisUIbHOCTI
MIAIPUEMCTBA, TEXHOJIOTI PO3pOOKHM MPOAYKIi, JaHl PO TPOIIOBI MOTOKH,
IHTeJIeKTyaJlbHa BJIACHICTH Ta 1HIII B1JIOMOCTI, BOJIOJIIOYH SKHUMH OTPUMYIOTHCS
(hiHaHCOBI1 BUTO/IH.

Ipuunna 1 — Ilepconan

KoxeHn criBpoOITHUK TIAMPUEMCTBA € MOTEHIIMHOIO 3arpo30i0 sl Oe3IeKH
iH(opmMmariii. YacTo roau 3a0uparoTh poOOTY A0JI0MY — MEPEMIITYIOTh poOoul (aiian
Ha CBOi (uem-Hocii, mnepemaaroTh iX 10 HE3axXWIIEHWM KaHajaM 3’ €JIHaHHS,
00roBOPIOIOTH 1H(OPMAILitO 31 CIIIBPOOITHUKAMU KOHKYPYHOUHMX KOMITaHi.

Jii nepconany OyBalOThb HABMUCHUMH 1 HEHaBMUCHUMH. HeHaBMUCHI il — 1€
HACJI0K HE3HAHHS PETJIAMEHTY POOOTH 3 KOMEPIIIHHOO 1H(HOpMAITI€TO.

Pusuk BuTOKYy iH(pOpMaIii BiJg NEpcoHaNy € 3aBXId, 1 HOro He MOXKHA
BUKJIIOUNUTU TOBHICTIO. Ciy)k0a Oe3leKd MOXe BXKUTH 3aXO[liB, II0JI0 OOMEXEHb
B3a€MO/IIi MpaIliBHUKIB 3 KOHQIACHIIIHHOW 1HPOPMAIIIE€I0 Ta BIPOBAIUTH IpaBUia
PO3MEXKyBaHHS JOCTYITY.

[IpaBuna — mepesnik 4iTKUX TpaB 1 0OMEXKEHb, IO TMOBUHHI JOTPUMYBATHUCS

KOXKHUM CHIBpOOITHUKOM. [X OCHOBHMI NPUHIUI — KOXKEH MPAIliBHUK B3a€EMOJIE
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TUIBKK 3 TUMH JaHUMH, K1 TOTpiOHI Anst oro poOoTtu. Takum 4MHOM, HPOCTHIA
MEHEKEp HE 3MOXKE J13HATHUCS TEXHOJIOTIIO PO3POOKM MPOJYKIN Ta 1HIII BaXKJIMBI
JlaHi, 110 0a)ka€ 3HATH 3JIOBMHUCHHK.

[TuTaHHSAMH KOHTPOJIO POOOTH TMEPCOHANY 3 CEKPETHHUMH MaTrepiajiaMu
MOBUHEH 3aliMaTUCs YIOBHOBa)XEHUU CIIBpOOITHMK abo0 Bigaul Oe3mekwu. Ixue
3aBJIaHHS 1I€ CTEXKUTHU 3a TISUIBHICTIO MPAI[iBHUKIB MPOTATOM YChOTO POOOUYOTo JHS 1
OTIEPaTUBHO BUSBJISATU BC1 BUITQJIKH BUTOKY 1H(GOpMaIIii.

Ha mpakTtuii BUSBUTH JIOAMHY, IO 371MBA€ KOMEPIIHHY TAEMHHIIIO, MOKHA 32
TaKUMHU O3HAKaAMHU:

— Cnispobimuux 6e3 nonepeodtceHHs 3ampumyemvcs nicis pooomu HaA CEOEMY
poboyomy micyi.

B takomy BuUmazky € HMOBIPHICTB TOTO, 1110 BIH HAMAra€ThCsi OTPUMATHU JOCTYI
JI0 CEKpeTHO1 1H(popMaIlii B MOMEHT, KOJIM IIOPYY HIKOTO HEMAE.

Ha takoro npamiBHHKa MOTPIOHO 3BEPHYTH yBary i MPOCTEKUTH, YU HE € HOTO
METOI0 Ji3HaTHCs TaeMHI BimomocTi. KoHTpooBaTu yac nepebyBaHHs MIEpcoHaTy Ha
poOoYOMy MiCIl JOMOMAararTh cHeniaigbHl cucteMu oOJiKy noctymy. [lounHaTH
pPO3CIIAYBaHHS MOTPIOHO JMIIE B TOMY BHUNAAKY, SKIIO CTaldW BiAOMI KOHKPETHI
¢dakTi BUTOKY 1H(POpMAIIii, 10 3aXUIIAETHCS.

— Cnigpobimuux 30epicac Ha C8ill NePCOHANbHUL KoMmn tomep abo cmapmgou
3aHa0mo 6bazamo eieKmpoHHUX OOKYMEHMI8 KOMNAHIIL.

Takuii BapiaHT BUTOKY MOKHA BIJICTEKUTH B KOMIAHISAX, [0 BUKOPUCTOBYIOTh
cucteMu 3axucty ¢ainoBoi cucremu. CyTb iX poOOTHM TMOJSITa€ B CTBOPEHHI
3arajibHOTO CepBepa, IO i€ B paMKax OfHi€i koprmopaTuBHOi a00 Wi-Fi-mepexi. ITix
yac KOXXHOTO BIJAKPUTTS, KOIIIOBAHHS Ta MEpPEMILIEHHS JaHUX Ha CIy>KO0BOMY
KOMIT 10Tepi BCs 1H(OpMAIIisl PO MPOIECH HATXOIUTh Ha cepBep. TakuM YUHOM,
aaMiHICTpaTop OE3MEeKN MOXKE BUSBHUTH, 3 IKOTO KOMIT IOTEpa 1 B SIKi KUTLKOCTI OyJia
nepemilieHa ceKpeTHa iHpopMarlis.

— Cnispobimuux 6e3 HeoOXiOHOCmMI KONiloE Naneposuti  OOKyMeHmooobie

eeKMPOHHUM (CKanye 00Kymenmu abo gpomozpaghye).
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3rifHO 3 HOpMaMmMH JOKYMEHTYBaHHSA, Bce (i3uyHi manku 1 daimm 3
KOMEPIIIMHOI TAaEMHHUIICIO ITOBUHHI 30epiraTucs B 3axXWIICHIA YacTHHI apXiBy.
JlocTyn 10 TOKYMEHTIB MOKJIMBHUI TUIBKH JJIsl YIIOBHOBA)XCHUX MpalliBHUKIB. Bci
JaHl TPO OTPUMAHHS JOKyMEHTAa 3 TAEMHUICIO [JI1 KOPHWCTYBAaHHsS TOBHHHI
JTOKyMEHTyBaTuCsl (13 3a3HA4eHHSAM IMEHI TMpalliBHUKAa 1 TOYHOTO Yacy BHAadl
JIOKYMEHTA).

Ao K CEKpeTHUH JIOKYMEHT IMOTpanuB B PYKH HEZOOPOCOBICHOTO
CHIBpPOOITHHUKA, BIACTEKUTH HOTO HECAHKI[IOHOBAHE KOIIIOBAaHHS MOXHA Ha CKaHEpl
abo Kcepokci, 10 30epirae 3BIT MO0 AISTILHOCTI 32 OCTaHHIM Yac. Takox 1CHYIOTh
dakcUMUIBHI amapat, TOCTYI M0 SKUX MOMJIMBUN TUIBKW IMICIs MPaBUIBLHOTO
BBEJICHHS Mapy «ACHTU(PIKATOP KOPUCTYBaya-Naposb.

— IlpayisHux pecynapHo nopywlye 3a2aibHi 6UMO2U Oe3neku npu pobomi 3

KOMePYIUHOW0 MAEMHUYETO.

SKio TmepcoHanm PEryJsIpHO HamaraeTbcs OOIWTH cuUcTeMy 3a0O0pOHHU,
nepersiiaroyd  3a00poHEH] pecypcH, a00 BHUKOPHCTOBYE OCOOMCTY TEXHIKY JUIS
00pOOKHM CEKpETHHUX JTaHWX, HEOOXITHO BIPOBAAUTH JOJATKOBI CUCTEMH KOHTPOJIIO
kopucTyBadis. Hampukman, DLP-cuctemu. Ix 3aBmanHs monsrae B MOHITOPHHTY BCiX
JUCTYBaHb KOPUCTYBAYiB 3 KOMEPIIIHHOI MOIMITH Ta IHIIUX €JIEKTPOHHUX CKPUHBOK,
SKI 3apeecTpoBaHl B CHCTeMI. TakoX MOMIYJb 3axXUCTy 3a00pOHSAE YCTAaHOBKY
ctoponnsoro I13, a Bci fii crniBpoOITHUKA 32 KOMIT IOTEPOM BUIHO aJAMIHICTPATOPY
Oe3IeKH.

— Cnispobimuux 6y8 SUKpUmMuil 8 KOHMAKmax iz CayicO08ysmu KOHKYPYIOUUX

KOMNAHIU.

VY BeNUKUX KOMIIaHISIX MPaliBHUKU YacTO CHUIKYIOTHCS 1032 pOOOYUM YaCOM.
Takum 4MHOM, BOHH OTPUMYIOTH Oulbie 1H(OpMaIi OAWH MPO OJHOTO 1 MOXYTh
Ii3HATHCS PO 3B’SI3KH KOJIETH i palliBHUKA KOHKYPYI04oi opraHisaii. FIMoBipHicTh
3BUYAWHUX JIPY>KHIX BIIHOCHH MK JIFOABMH TEX MOXJIMBA, ajile Kpalle OMOBICTUTH

KEpIBHULITBO KOMIIaHIi Mpo 1ie, 1100 YHUKHYTH HENOTPIOHMX Mi03p.
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IIpuyuna 2 — [Ipodaemu mixdopy Kaapis

Yacra 3MiHa mepcoHaly, MacmTaOHI 3MIHM B opraHizaiii poOOTH KoMMaHii,
3HIDKEHHS 3apOOITHUX IJIaT, CKOPOUYEHHS CIIBPOOITHUKIB — BCE II€ € YaCTHUHOIO
(IJIUHHOCTI» KajpiB. Take SBHUINE YacTO CTa€ MPUUYMHOI BHUTOKY CEKpPETHOI
1H(opMmarii.

Kpuza, Hectawa KomTiB 1 BHAA4l 3apIuiaT 3MYIIYIOTh KEPiBHHUIITBO
MOTIPIIYBaTH YMOBH poOOTH mepcoHany. B pe3ynbrari miABUILY€ETHCS HEBIOBOJICHHS
MpaliBHUKIB, AKI MOKYTh 3BUIBHUTHUCS 200 K MPOCTO MOYATH MOIIUPIOBATH CEKPETHI
naHi KoHKypeHTaM. [IpoGiema 3MiHM MEepCOHAy OCOOJIMBO BAXKIIMBA JIJII KEPIBHUX
nocaj, ajpke BCl Kepyroui MOBUHHI MaTH JIOCTYTI IO CEKPETHOI IOKyMEHTAITI1.

3arpo3y MOUMUPEHHS TAEMHUII MOXKYTh HECTU HE TIJILKHU T1 CHIBPOOITHUKH, SK1
3BUIBHWJIMCSI, aJie 1 TOTOYHI MPalliBHUKH, PIBEHb MOTHUBALIIT SIKUX 3HUKEHUH.

st 3anoOiranHss mpoOJieMU CITiJIT CTBOPUTH JJIsl MPAIiBHUKIB MaKCHUMAaJIbHO
KOMGpOpPTHI yMOBH poOOTHU. Y paszi ceplo3HOI KPU3U PEKOMEHAYEThCS 310paTu
NEepCoHan Il OOTOBOPEHHS MOXJIMBUX NUISXIB BHXOAY 31 CKJIQJHOI CHUTYyaIlii.
BaxxnuBo moBIAOMIISITH CHIBPOOITHUKIB MPO BCl 3MIHM B HapaxyBaHHI 3apOOITHUX
TJ1aT 3a3/aJ1erijib, a He 3a (PaKTOM BUILIATH OKJIamdy.

Yacom HectipusTiuBy aTMocdepy B KOJIEKTHUBI CTBOPIOE OAWH CIIBPOOITHUK.
BcranoBneHHsT cucTeM  aBTOMAaTU30BaHOTO  MpodailiMHTy  sIKI  aHalI3yIOTh
JUCTYBaHHS TPAIIBHUKIB B €JIEKTPOHHIM TOIITI 1 MECEH/Kepax Ta CTBOPIOIOTH iX
ncuxosoriyHi  noptpet. CucremMa BU3HAYa€ TMO3UTHMBHI 1 HEraTUBHI CTOPOHU
XapakTepy JIOAUHH, 110 J03BOJIIE€ TPUIMATH BIpHI YIIPABIIHCHKI PIILIEHHS.

na ycynenna «nauHHoCmi) BPAUi6HUKIE 8ANHCIUGO GUKOHYBAMU HACMYNHI
PpeKomeHoauii:

— Hanazooumu cucmemy Haumy Kaopis.

Bci mepenoBi opramizamii  MarmTh CICMiadbHUN BiAAUI, IO 3aldMaeThCs
NUTAHHSMU HaiiMy, 3BUIBHEHHS 1 MIATPUMKH CHiBpoOITHUKIB. He cmig mrykaru
mpaliBHUKa Ha BaKaHCIlO, IO 3BUIBHWIACA a00 3'IBUJIACh SIKOMOTa IIBHIIIC.

Xopommii HR (¢daxiBeup 3 migbopy kaapiB Human resources) 3000B’s3aHui
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MPOCIyXaTH KiJIbKa MPETeHJICHTIB Ha MOCaAy, MOUIMPUTH 1HGOPMAIliI0 MPO BIIBHY
BaKaHCIIO0 Ha MOMYJISIpHUX [HTEepHET-MaliJaHuYuKaX, MPOBECTH MiJICYMKOBUIM KOHKYPC,
pE3yNbTaTH SIKOTO BU3HAYATH KaHAUJATYPY, KA HAWOUIbIIE MIAXOIUTh.
— Bnposaodorcenus cucmemu 6UHA20pPOO.
3a ycnixu B po0OTi, IEpEBUKOHAHHS TIJIAHIB 1 YKJIAJIEHHS BUT1IHUX KOHTPAKTIB
CHiBpOOITHUKIB MOTPiOHO 3a0xouyBaTu. [IpukiagamMu 3a0X04eHHS MOXKYTh OyTH
MiJBUILIEHHS. 3apOo0iTHOT TJIaTH, MOKpPAIEHHS yMOB pPOOOTH, MPOCYBaHHS 110
Kap €PHUM CXOAaX.
— Haoanusa ecim cnispoOimHUKam MOMCIUBOCMI NPOQDeCiiH020 3POCMAHHA,
niosuwenHs Keanigixayii.

Xopolri KOMIaHii 3aBXAW BIANPABISIOTh CBOIX CIHIBPOOITHHKIB Ha KypCH
HiABHUINCHHS KBadidikamis abo > 3aKyNOBYIOTh OHJIAMH-TPEHIHTH IS  OLIbII
3pyYHOTO TMPOXOJKEHHS HaBuaHHS. TakoX pEKOMEHIYETbCS OpraHi30BYBaTH
TPEHIHTH BiJ MPOBIIHUX MPOGECIOHATIB TaTy3l.

Ipuuuna 3 — Bigpsig:kenHst

PoGounii mpouec ¢ipMu BKIIOYAE AUIOBI 3YyCTpidl, MOI3AKM B 1HOI (Uil
KOMITaHii, kpaiHu. CriBpOOITHUKH, SIKI YaCTO BUIXKKAIOTh Y BIAPSIKEHHS, MOXYTh
HEHABMHCHO CTaTH OCHOBHOIO TMPUYMHOI BUTOKY CEKpeTHOi 1H(opmarrii
MIIITPUEMCTBA.

Y moi3gmi Takud MpaniBHUK 3aBXKIA Mae Mpu  coll ocoOuctuid abo
KOpIIOpaTUBHUI HOYTOYK/cMapTdoH, 110 00poOJise 3axuIlieH] JOKYMEHTH. TexHika
MOKe OyTH 3ajlMlleHa B TPOMaJChbKOMY MicCIll, 37amMaHa a0o BUKpajeHa. Skmio 3a
CHIBpOOITHUKOM BEIETHCS CTEKEHHS a00 K BiH 3YCTPIYa€ThCsl 3 KEpPIBHUKAMU
KOHKYPYIOUOi KOMIMaHii, 3ary0jieHuid HOyTOYK MOK€ CTaTh TOJIOBHUM JIXKEPEIOM
PO3TOJIONICHHS CITY>K00BO1 1H(hOpMaIIii.

Jlnst 3amo6iranHs MOMIOHUX BUITAJIKIB BaXKJIMBO BUKOPHUCTOBYBAaTH CHUCTEMU
mudpyBaHHs xopctkoro aucka Tux IIK, mo BuaaroTbes criBpoOITHHKaAM Ha 4ac

TioBHUX 3ycTpiuei. HaBiTh B pe3ynbTari KpaabKKH 1 HECAHKIIOHOBAHOTO JOCTYITY
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iHpopMmariia Oyne HagiiHO 3axuWileHa, 1 31amatd ii, 0e3 3HaHHSA Kioya, Oyze
HEMOKJIUBO.

IIpuyuna 4 — CniBnpaus 3 iHINMMU KOMIIAHIAMHA

binbmiicTh aBTOMaTH30BaHUX CHCTEM 3aXHCTy 3JaTHI OOMEXKHTH AOCTYH [0
ciIy>k00B0i 1H(MOpMaIlll TUIBKM B paMKax OJHI€i Oy/iBiIl a0 OJHOTO MiANPHEMCTBA
(sx110 Ki7ThKa (D1Ti BUKOPUCTOBYIOTH 3arajJbHUN CepBEp 30€piraHHs TaHUX ).

VY mporieci CHIIBHOTO BHKOHAHHS TMPOEKTY JeKUIbKOMa (ipmamu, ciayx0Ou
0e3neKr He MOXKYTh B MOBHIN Mipi MMPOCTEXKHUTU 32 THUM, SIK PEaNi3y€ThCS TOCTYII 10
CIIy’00BOi TAEMHUIII KOKHOTO 3 MIIPUEMCTB.

SIK 1 B momepeIHbOMY BHIIQJKy, BUKOPUCTAHHS KPUITOKOHTEHHEpa (CUCTEM
mupyBaHHS KOPCTKOrO IUCKA) JO3BOJUTH 3aXUCTUTU TAEMHY 1H(POPMAILIIO Bij

37I0MY.

IIpuunna S — Bukopucranns ckiaaguux IT-indpacrpykryp

Benuki kopmnopailii BUKOPUCTOBYIOTb KOMIUIEKCHI ~CHCTEMH  3aXHUCTY
CIIyKOOBHX BIJOMOCTEH. ABTOMAaTHM30BAaHI CHUCTEMH MAalOTh Ha YyBa3l HAasBHICTb
JNEKUTbKOX BIJAUIIB O€3MeKH 1 poOOTy MOHAJ I’SITU CUCTEMHHUX aJMIHICTPATOPIB,
3aBAAHHS SKUX MOJIATAE TUIHKU B MIATPUMIN 30€pEKCHHS KOMEPIIIIHOT TAEMHHIII.

CKIJIaIHICTh CUCTEMH TEXK € PU3UKOM BUTOKY, a/I)K€ OHOYACHA POOOTa KIJIbKOX
mofed Moke OyTh HesnmarokeHoro. Hampukman, oauH aaMiHICTpaToOp MOXKe
BIIPOBAJAUTH a00 BHMJIAJUTH TMpaBHJIa PO3MEKYBaHHS JOCTYIy, a 1HIIMN — 3a0yTH
BHECTH JIaH1 IIpaB JOCTYIY J0 CEPBEPIB.

[Ipu BUKOpUCTAaHHI CKIAJHUX CUCTEM 3aXUCTy 1H(POpMAIlii BaKIMBO IPAMOTHO
pPO3MOAUIATH BCl OOOB’SI3KM 1 KOHTPOJIOBATH iX CBO€YAaCHE BUKOHAHHS. B iHmIOMY
BUIAJKY — CTBOPEHA CHCTEMa MOKE€ HAIIKOJUTH KOMITaHii.

Hampukinaza, MokHa po3MeXyBaTH JOCTYI CIIBPOOITHUKIB CITyKOu O€3MeKu 110
MEeBHUX 3BITIB 1 omneparii B cucteMi. MakCuMalibHEe YKCJIO MOBHOBAXEHb HAJIMHIIIE

JOBIpUTH KepiBHUKY [B-cmyxOu.
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IIpuvuna 6 — ITos10MKH TeXHIKH

Homunku 6 pooomi I13

Bcimski 3001 B po0oTi mporpaMHOro 3abe3medeHHs] BUHUKAIOTh MOCTiiHO. B
MOMEHT MOSIBM YPa3iIHBOCTI 3aXHUIICHI (Pailfii pU3HKYIOTh CTAaTH NEPEXOIJICHUMHU
xakepoM. BaxiMBO BYacHO BHUSIBJISITH BCl HEMOJAJAKH B pPOOOTI BCTAHOBIECHUX
MpPOTrpaMHUX 1 amapaTHUX KOMIIOHEHTIB. 3a Tpaime3faTHICTh 1 B3aEMOJII0 BCIX
MOJIYJIIB 3aXHCTY BIMOBIAAIBHUN aIMIHICTPATOp OE3MEKHU.

B pesynbTaTi 30010 B 0a31 JaHWX BTPAYa€ThCA 3HAYHA KITBKICTh BaXKJITHBOI
JTOKyMeHTaIlli. BiTHOBIEHHS ®KOPCTKUX JTUCKIB — 11€ CKJIAJIHE 3aBIaHHS, 110 HE Ja€
rapaHTii MOBEpHEHHS BTPAYEHUX BIJJOMOCTEH.

3007 6 pooomi cepeeprozo 001a0HAHHA

besneunimie 36epiraty Bcio iHGOPMAIIIIO 3 BUKOPUCTAHHAM XMapHUX CXOBHIIL
Cloud-mrardopmMu miABHIIYIOTh MBUAKICT 00poOKH iHGOpMalii. 3 iX J0MOMOror
KOXKEH CIIBPOOITHUK 3MOXE OTPUMATU JIOCTYM A0 MOTpiOHMX (ailmiB 3 OyAb-SKOro
npuctporo. Cuctema mudpyBaHHS BUKOPUCTOBYETHCS BIJAJIEHUM CEPBEPOM, TOMY
HeMae HEOOX1THOCTI 3aXUILATH KaHAJW Tiepeaayi.

300i Ha cepBepax MocTayalibHUKa MOCIYT MOXKYTh TPAILIATUCS YEPE3 MPUPOAHI
KaTakiIi3Mu abo depe3 MacHMBHI XaKepChKi aTakd. SIK MpaBWIIO, BIACHUKH XMapHHUX
miaTpopM 3aBkaAM 30epiraloTh apXiBOBaHI pe3epBHI KoMl BMICTY aKaHTIB
KOPHUCTYBauiB, TOMY 3001 IIBUJIKO BHJIYYalOThCSI O€3 BTPATH BAXKIMBUX JIOKYMEHTIB.

Ilonomka mexHiunux 3acooie 3axucny

Jnst 30epekeHHs KOMEpLIMHOI TAaeEMHMII PEKOMEHAYETbCA 3axullaTH He
TIJIBKH OTI€paIliiiHI CUCTEMHU 1 TaJKETH, aJie 1 BeCh MepUMeETp 0(hiCHOTO MPUMIIICHHS,
a TaKO 30HY KOHTPOJTIO BYJMYHUX KOMYHIKaIlii. JIJIs uX 1ijieli BUKOPUCTOBYIOTHCS
3ariaymikd Ha BIKHA, YIIUTBHIOBAUYl apXITEKTYPHUX KOHCTPYKIIH (s 3amoOiraHHs
MPOCITyXOBYBaHb), MPUCTPOI JJIsi €KpaHyBaHHS 1 3alTyMJICHHS (IIJI1 HEMOXJIUBOCTI

NEPEXOIUICHHS PallOXBUIIb), 1HIII TaJKETH.
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Yepe3 mMOJOMKY OIHOTO 3 TaKWX TPUCTPOIB BHUHHUKAE KaHal BUTOKY
iHpopMaIllii, Mo cTae JOCTYMHUM 3JOBMHCHHUKOBI IS MEPEXOIUICHHS CEKPETHUX
TaHUX.

VY pa3i MojaoMKH KOMIT IOTEpIB 1 1HIIMX 3ac001B 00pOOKH JaHUX, IX HEOOXITHO
BIJIDEMOHTYBAaTH B CEpPBICHOMY IIeHTpl. BHHOC Trajpkera 3a MeXi NMPUMIMICHHS 1
nepeaada Horo CTOPOHHIHM JIFoAMHI (HaBITh SIKIO BiH HE 3alliKaBICHUN B OTPUMAaHHI
CIIy’)kOOBO1 TAa€MHHUII) € MOJJIMBOIO TNPUYMHOIO BHUTOKY. JlemaprameHT Oe3rneku

KOMIIaHII HE MOKE KOHTPOJIOBATHU T'a/[PKCTHU, IMIOKH BOHM 3HAXOIATHCS 34 MCKaMU

dipmu.

Ipuyuna 7 — BUTIK 3 TeXHIYHMX KaHAJIIB Nepeaavi JaHUX

Kanan BuTOKY MaHMX — 1€ (i3U4YHE CEpeloBHUIIE, BCEPEAMHI SKOTO HE
KOHTPOJIIOETHCA MOMUPEHHS TaeMHOT iH(opmarti. Ha Oyap sskoMmy MmiInpUeEMCTBI, 110
BUKOPHUCTOBYE KOMII FOTEPH, CEPBEPHI CTIMKM, MEPEXi, € KaHaJIM BHUTOKY. 3 IX
J0TIOMOTO10 3JIOBMHUCHUK MO>K€ OTPUMATH JIOCTYII 10 KOMEPLIHHOT TAEMHUILI.

Icnuyomos nacmynni Kanaau 6UMOKY:

MosBHuii. KoHKypeHTH 4YacTO BHUKOPUCTOBYIOTh MPOCIYXOBYBaui Ta 1HIII
3aKJIaJIKH, 3a JOTIOMOTOIO SIKUX BiJIOYBA€ThCS KpaJI’KKa TAEMHHUIII.

BiOpoakycTnunuii. el kaHam BUTOKY BUHUKAE B TIPOLECI 3ITKHEHHS 3BYKY 3
apXITEeKTYPHUMHU KOHCTPYKIIISIMU (CTiHAMH, MIJJIOTOr0, BikHaMu). BiOparriiiHi XBui
MOXHa 3YMTAaTH 1 TEPEBECTH B MOBHOI TEKCT. 3a JOMOMOIOK CIPSIMOBAaHUX
Mikpo(doHiB Ha BizacTaHi 10 200 METpiB BiJ NMPUMILIEHHS 3JIOBMUCHUK MOXE 3YUTATH
PO3MOBY, B sIKiif pirypye ciyx0o0Ba iHhopmarris.

EnexrpomarniTHuii. B pe3ynbrari poOOTH BCIX TEXHIYHMX 3aCO01B BUHHKAE
Mar”iTHe moJsie. Mixk amapaTHUMH €JIeMEHTaMU MEePeIaroThCsS CUTHAIM, M0 MOXHA
BBa)XaTH CIICMiaIbHUM OOJaJHAHHSIM Ha BEJIHMKHUX BIJACTaHSAX 1 OTPUMATH CEKPETHI
JTaHl.

Bizyanbumii. [Ipukiag nosBu Bi3yaabHOTO KaHATY KPAAKKHU — I1€ IPOBEICHHS

Hapas 1 KOHPEPEHIIiil 3 HEMPUKPUTUMHU BiIKHAMU. 3 CYCIIHBOTO OyAMHKY 3JI0BMUCHUK
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MOXX€ JIETKO TMEperisiHyTH BClo 1HQopmarito. Takok MOXIUBI BapiaHTH
BUKOPUCTAHHS BIJCO3aKIAJ0K, SKI MEpelarTh KapTUHKY TOro, IO BiIOYyBa€ThCS
KOHKYPEHTaM.

Jna  3axucmy — mexHIUHUX  KAHA1I8  6UMOKY  PEKOMEHOYEMbCA
GUKOpUCMOBYeamu:

— Tennogizop. 3a 1OIOMOTOI0 TaKOTO JeBaiica MOXKHA MPOCKaHyBaTH BCi CTIHHM 1
YaCTHHHU 1HTEP €py Ha HASBHICTb 3aKJIQTHUX MIPUCTPOIB ()KYUKiB, BiJIecOKaMep).

— Ilpucmpoi, wo 3aznywaromes nooayvy cueHaiy padioyacmom.

— 3acobu 3axucmy apxXimeKmypHUx KOHCMpYKYil — YIIUIbHIOBaYl JJis BIKOH,
JBepel, MIIJIord 1 cTedi. BOHM 130J0I0TH 3BYK 1 YHEMOXJIMBIIOIOTH
3UWTYBaHHA BIOpalIHUX XBUJIb 3 TOBEPXHI OyIiBIII.

— Tlpucmpoi ons expaunysanus i 3auiymienHs. BOHU BUKOPUCTOBYIOTHCS IS
3aXUCTY €JIEKTPOMArHITHOTO KaHAJIy BUTOKY.

Takox ¢ 3a3eMJIMTH BC1 KOMYHIKAIlii, [0 BUXOAATh 332 MEXI1 MPUMILIEHHS 1
KOHTPOJHOBAHO1 30HU (TpyOu, kaberi, JiHii 3B’ A3KY).

IcHye KinbKka Ji€BUX CHOCOOIB, IIO AOMOMOXYTh 3HU3UTH PU3HK BUTOKY 1
po3roJomeHHs iHpopmamii. IlianpueMcTBO MOXE BUKOPUCTOBYBATH BCl METOAM
3aXUCTy a00 TITBKH KiJIbKa 3 HUX, aJ[KEe CUCTEMa O€3MeKH TOBUHHA OYTH €KOHOMIYHO
BUTIHOIO. 30UTKHU BiJ BTpPaTH CEKPETHOI 1HpOpMallii HE MOXYTb OyTH MEHILE
BapTOCTI BIPOBAKEHHS Ta MIATPUMKHU CUCTEMU OE3MEKH.

Mudpysannsa. [llugpysanns — 1e NOpPOCTHUl 1 JI€BUA METOHA 3aXUCTY
KoMepuiiHO1 TaeMHMI. CydacHi alropuT™MH MU(pyBaHHS BUKOPUCTOBYIOTH CBITOBI
cragaapta B obOmacti kpunrorpadii (mmdpu AES, I'OCT), aBoctoponHiii 0OMiH
KJtoYaMud (3 HOro JOMOMOIOI Xakep HE 3MOXe 3JlaMaTh MmU(p HaBITh MICIs
OTPUMAaHHS JIOCTYITy J0 KaHaJIy Tepenadyl), eMnTUIHI KpUB1 IJIs TeHEepalii 3aXucTy.
Takuit migxig poOUTh 37I0M MHU(PPOBAHOTO ITOBIJIOMJICHHS HEMOXXJIUBHM IS
CTaHJIAPTHUX KOMIT FOTEPIB.

[lepeBarn BuUKOpUCTaHHS IM(PYBaHHI 3 METOK 3amOOIraHHsS BUTOKY
KOMEpIIiHHO1 1H(pOopMallii:
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Ilpocmoma  3acmocysanna.  Peamizaumiss  mudpyBaHHS  MPOBOJUTHCS
cnemiansHuM [13. Tlporpama moBuHHa OyTH BCTAHOBIIEHa Ha BC1 KOMIT IOTEpH 1
MOOLUTBHI TPUCTPOi, B SKUX IUPKYJIIO€ cekpeTHa iHpopmanis. Pobory momartka
HAJIAIITOBYE CUCTEMHUH aaMiHICTpaTop abo aaMiHicTpaTop Oe3neku. Takum yuHOM,
3BUYATHOMY KOpHCTYyBadeBl aBTOMATHU30BAaHUX CHUCTEM HE TMOTPIOHO BUMUTHUCS
BUKOPHUCTOBYBAaTH CHCTEMY 3axucTy. Bci daitmm mmdpyrorhes 1 aemmdpyroTbes
ABTOMATUYHO B paMKaX KOPIOPATUBHOI MEPEXi.

VY pa3i HeoOXiTHOCTI Tepeaadi BaXJIMBUX €IEKTPOHHUX JOKYMEHTIB 3a MEXK1
KOMEpLIHHOT Mepexl BOHH OyyTh 30epiraTucs Ha (pen-Hocli, XMapHOMY HocCii a0o
B KIIEHTCHKIM TOWITI BUKJIOYHO B 3ammdpoBaHoMy Burisiai. Hemomixk — 06e3
crietiasibHOTO I13 mpaIiBHUK HE 3MOKe TEPETTIIHYTU BMICT (pailiy.

Bucoxuii cmynine naditinocmi. 3 BUKOPUCTAHHAM MOTYKHUX O0UYHCIIIOBATBHUX
QIrOpuTMIB  KpUOTOrpadgii  3JOBMHUCHUKOBI  CKJIAAHO TEPEXOMUTH  CEKPETHI
MOBIIOMIJIEHHS a00 Tpadik ¢ipmu, a po3mu@poBka, Oe3 3HAHHS BIIKPUTOTO 1
3aKpUTOTO KJII0Ya, HEMOKIIMBA.

Biaznauumo, 1mo mudpyBaHHsS € HE €JMHUM BapiaHTOM 3aXHCTy TA€EMHHMII Bif
BCIX MOXJIMBHX aTak. [lpamiBHMKM 37aTHI 0e3 MpoOJeM NPOYUTATH BMICT
CJIEKTPOHHUX JIOKYMEHTIB B paMKax KOMEPIMHOI Mepexi, TOMYy PpPH3HUK
HECaHKI[IOHOBAHOTO PO3TOJIONICHHS TPeTiM oco0aM 3aluIaeTbes. BukopucTaHHs
kpunrorpadii € HEBiJ €EMHOI YacCTUHOK (PYHKI[IOHATY KOXKHOI KOMILIEKCHOI
CUCTEMU OE3IEKH.

KonTpousb nepconany

Skmo TexHIYHI 3aco0M JIETKO KOHTPOJIIOBATH, TO IIEPCOHAT € OJHUM 3
HallHeOe3MeyHIuX JKepea BUTOKY. JIroachkuil (hakTop MPUCYTHIN 3aBXKIU, 1 HABITh
CHIBPOOITHUKM BiAAUTy O€3MEeKH He 3aBXKAM MOXKYTb BCTAHOBHUTH, BIJ SKOTO
MpaliBHUKA MOXE BUXOAUTHU 3arpo3a.

SIx mpaBuiIO, MONIYK 3J0BMHCHHKA CEpe] MEePCOHATy BUKOHYETHCS BXKE TO/I,
KOJI CTaJIA BiJIOMI TIEPIIl BHUITAJIKHM Mepeaadl TaHuX KOHKYpeHTaM. AJIMiHICTpaTopu

0e3MeKr TEepeBIPsIOTh MOXIMBICTh MEPEXOIJIEHHS 1H(pOpMalii TeXHIYHUMHU
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KaHaJIaMH BUTOKY, 1, SKIIO BCl KaHadW HAJIWHO 3axWIeHi, Mifo3pa TMaaae Ha
IpaIliBHUKIB.

JisnbHICTh  CHIBPOOITHUKIB OpraHi3aiii KOHTPOJIOETHCS 3a JIOMOMOTOIO
cucteM oOsiky poOouoro uacy. lle kommiekcHe amapatHe 1 MpOrpaMHe
3a0e3neveHHs], M0 JAOKYMEHTY€ TOYHUNU yac mpuOyTTs Ha poOOTy, Yac OISy,
JISUTBHICTh TIEPCOHANy 3a KOMII IOTEPOM, 3alHCy€ JHCTYBaHHS KOPHMOPATUBHOI
MIOIITH, TIPOBOJIUTH BIJICOCIIOCTEPEKEHHS 1 TIepeaae BCl I JaHl KEPIBHULITBY GipMH
abo KepiBHUKY Binnauny Oesmeku. [lami Bcs oTpuMaHa iHQopMali aHami3yeTbes 1
BUSIBJISIETHCS] YUCJIO MPALIBHUKIB, SIKI MOTJIA MOIIUPIOBATH KOMEPLIIIHY TAEMHULIIO.

HopMu 1okyMeHTYBaHHS Ta nepeaadi KOMepUiiiHOI TAa€EMHUII

3axumaty Tpebda HE TUIBKM EJIEKTPOHHI JTOKYMEHTH, a U BCIO JIPYKOBaHY
JOKYMEHTAIlil0, 0 MICTHTh CEKpeTHI BigomocTi. Biamosimno po 3akony "llpo
30epiranHs 1 OOpOOKY BIJIOMOCTEH, IO MICTITh KOMEPIIIHHY TaeEMHHIIO'", CIIiJI
BUKOHYBATH TaKi BUMOTH:

— 30epiraTi BCl JOKYMEHTH 3 KOMEPLIHHOIO TAEMHMIICIO BUKIOYHO B OKPEMHX
3aKpUTUX TMPUMIMICHHSAX, [0 OXOPOHSAIOTHCS IUIOA000BO CHCTEMaMHU
B1/ICOCTIOCTEPEIKEHHS 00 OXOPOHIISIMHU.

— Jloctyn 10 ciay»KOOBOi Ta€MHUIIl MOXKYTh MAaTH TIJIbKU CIIBPOOITHHKH, SIKUM
BOHA MOTpiOHA B MpoIeci poOOTH.

— 3amnuc npo BUIYYEHHS JOKYMEHTa 3 apXiBy BHOCHUTBCS JIO PEECTPALIMHOIO
KypHany. Bka3zyeTbcsi TouHa Aata, rpud JOKyMEHTa Ta IHILIAIA OCOOH, sIKa
3100y7a Konito (aitiry. AHaJIOr14Hi J1i MPOBOASTHCS MPU MOBEPHEHH1 00’ €KTA.

— JIOKyMEHT, 1110 MICTUTh KOMEPIIIHY TAEMHHITIO, HE MO’KHA BUHOCUTH 32 MEXI
odicy 0e3 MoBIIOMIIEHHS PO 1€ KEPIBHUKA JeNapTaMEHTy Oe3IeKH.

— Jlma mepemadyi  TaEMHUX ~ JOKYMEHTIB MDK  (QUISIMH  MIINPUEMCTBA
BUKOPHUCTOBYEThCS (Pesibl’erepchbka MoITa — 3aXMilleHa Kyp €pcbka mepeaaya

JOKYMEHTIB OCOOJIMBOT BaXJIMBOCTI.

33



OCHOBMH YITPABJITHHS IHOOPMAIIIMHOIO BE3ITEKOIO

KoHTpoabHi 3anuTanHs

[onsTTs iHpOpMaliitHOT 6e3meKu.

OcHoBHI 3aBiaHHA 1H()OPMaIITHOT O€3MeKH.
dakTopu 00yMOBJICHHS 1HPOPMAIIHHUX 3arpo3.
[Tpuknanu BHYTpIIIHIX 3arpo3 Oesmneri iHpopMarlii.
[Tpuknaau 30BHIMIHIX 3arpo3 6e3rer iHdopMairii.
o Take xakepchki aTaku? [puxiagm.

MeToau 3aXHCTy BiJl XaKepPChKUX aTakK.

[Ilo Take TexHOJOTIs IHPPACTPYKTYPU BIAKPUTHX KITFOUIB?

© 0o N o g~ w DN E

Oco0muBicTh cucTeMH O0araTopakTOpHOI ayTeHTH(IKALII].
10. OcobnuBicTh O10MeTpuuHUX cucTeM. [Ipukiaam.

11. CyTb 610METPUYHOTO 3aXUCTY JaHUX.

12. Metoau kpunTorpadigHOro 3aXUCTy JaHUX.

13. IIpu3HayeHHs €IEKTPOHHOTO MIIMHUCY.

14. Ayrentudikaris Ta i1eHTU(IKALIS.
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TEMA 2. IHOOPMAIIIHHA CUCTEMA
MNEPCOHAJIbBHUX JJAHUX

2.1. HopmaTuBHi JOKYMEHTH 3aXUCTYy JAHUX

B VYkpaini po3po0ieHo 1 BIpOBaKEHO HACTYITHI 3aKOHOJIaBYl Ta HOPMATHBHI
JOKYMEHTH IOAO0 3aXUCTy iH(opMarlii, TEXHIYHOro 3axucTy iH(opmaIlli, 3aXUcTy
MEPCOHAIBHUX JAHUX, EJIEKTPOHHOTIO LHU(POBOrO MIANHUCY, TEXHIYHOIO 3aXUCTYy
1H(dOopMmaIi:

o 3axoH Ykpainu «IIpo 3aXuCT nepCOHANBHUX TaHUX);

« 3akoH Ykpainu «IIpo iHpopmariron;

« 3akoH Ykpainu «IIpo goctyn o my6siuHoi iHbOpMAaIIiiy;

o 3akoH VYkpainm  “IIpo  3axuct 1H@opmauii B  1HQOpMaUIAHO-
TeJEKOMYHIKaIlIMHUX CUCTEMax

« 3akoH Ykpainu “IIpo TenexomyHikaiii’;

« 3akoH Ykpainu «IIpo dineH3yBaHHs BUAIB TOCMOAAPCHKOL TISIIBHOCTI»;

o Konmemnisi texuiyHoro 3axucty iHdopmaiii B VYkpaiHi. 3aTBepaKeHO
noctanoBoro Kabinery MinictpiB Ykpainu Big 08.10.97 Nell26;

o IlocranoBa Kabinery MinictpiB Ykpaiam Big 25.05.2011 Ne616 «IIpo
3arBepKeHHs [lomoxkenns npo JlepskaBHuil peecTp 6a3 MEepCOHANIBHUX JaHUX Ta
MOPAJIOK MOTO BEACHHS»;

o+ IlocranoBa Kab6inery MinictpiB Ykpainu Big 29.10.00 Nel1755 «IIpo Tepmin
Iii JTieH3ii Ha MpOBaJKEHHS MEBHUX BHUJIB TOCMOAAPCHKOI MISUIBHOCTI, PO3MIPH 1
IIOPAZOK 3apaxyBaHHs IUIATH 34 11 BUAAYY».

o IlocranoBa KabGinety MinictpiB Vkpainu Bim 16.11.2016 Ne821 «Jlesxi
MUTaHHS JIIEH3yBaHHS TOCHOJAPCHhKOT ISUIBHOCTI 3 HaJlaHHS TMOCHAyr Yy Tay3i

kpunrorpadiunoro 3axucty iH(opMarii (KpiM MOCIYT E€JIEKTPOHHOTO IH(PPOBOTO
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OIANUCY) Ta TEXHIYHOTO 3aXUCTy 1H(OpMAIi 3a MepermikoM, L0 BHU3HAYAETHCS
Kabinetrom MiHicTpiB YkpaiHu».

o IlocranoBa KabGinetry MinictpiB VYkpainu Bim 21.06.17 Ned37 «IIpo
3aTBEPKEHHSI KPUTEPIiB, 32 SIKUMHU OIUHIOETHCS CTYIIHb PU3MKY BiJ MPOBAIKEHHS
rOCTOIapChKO1 AISTILHOCTI, IO MiJIsTae JIIeH3yBaHHIO, Y cdepl HalaHHS MOCHYT y
ramy3i KpunrtorpadiuHoro 3axucty iHpopmanii (KpiM TOCIYr eJIeKTPOHHOTO
MppoBOro MAMKMCY) Ta TEXHIYHOTO 3aXUCTy iH(opMarii 3a mepeaikoM, 1o
Bu3HauaeThesi Kabinerom MiHicTpiB YKpaiHH, 1 BCTaHOBIIOETHCS MEPIOJUUHICTD
MPOBE/ICHHS MJIAHOBUX 3aXOMIB JAEP:KaBHOTO HArsiAy (KOHTPOJIO) AJMIHICTpAIi€r0
Jlep>kaBHOI CTy>K0H CHEIiaIbHOTO 3B 3Ky Ta 3aXHUCTY 1H(OpMaILii».

o IlonoxxeHHd Npo TEXHIYHUU 3axHCT 1H(OpMauli B YKpaiHi. 3aTBEpaKEHO
VYkazom Ilpesuaenta Yipainu Big 27.09.99 Ne1229.

o IlocranoBa Kabinery MinictpiB Ykpainu Bix 13.03.02 No281 «IIpo neski
MUTaHHA 3aXUCTy 1H(pOpMaIlli, OXOpOHA K01 3a0€3MeUyEThCS AEPKABOIOY.

o IlocranoBa KabGinety MinictpiB Ykpainu Big 29.03.06 Ne373 «IIpaBuna
3a0e3nedyeHHs] 3axucTy 1HpopMalii B 1HGOpPMALIMHUX, TEJIEKOMYHIKAI[IHHUX Ta
1H(OpMaIIHO-TEIEKOMYHIKAI[IHHUX CHCTEMaX).

o IlocranoBa KabGinery MinictpiB Ykpainu Big 12.04.02 Neb522 «Ilopsimox
MIJKJIFOYEHHS 10 TI100aJbHUX MEPEXK Nepeaadl JaHUuX».

o [lomoxeHHS PO TOPSAIOK HAJAHHS BIJIOMOCTEH 3 C€IMHOTO JepP>KaBHOIO
peecTpy pUANYHUX 0ci0 Ta (Pi3UYHUX OCI0 — MiANpPHUEMINB, 3aTBepKeH0 Hakazom
JlepxaBHOTO  KOMITeTy YKpaiHM 3 THTaHb PEryJISITOPHOI TONMITHKKA  Ta
nignpuemMauTea 20.10.2005 Ne97, 3apeectpoBano B MiHICTEpPCTBI FOCTHINT YKpaiHU
28 sxoBTHsI 2005 p. 3a No1294/11574.

o IlonoxxeHHs mpo JAepKaBHY €KCIEepTU3y B cdepl TEXHIYHOTO 3aXUCTy
iH(dopMaIrii, 3aTBep/KeHe Haka3oM AamiHicTparti [lepskaBHoi ciry>k0u crieriaaibHOTOo
3B’S3Ky Ta 3axucty 1Hdopmaiii VYkpainu 16.05.07 Ne93, 3apeectpoBaHo B

Miwnicrepctsi toctutiii Ykpainu 16.07.07 3a Ne820/14087.
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o IlonoxxeHHA TpPO JAepKaBHUM KOHTPOJIb 32 CTAHOM TEXHIYHOTO 3aXHUCTY
iH(opMmariii, 3aTBepkeHe Haka3oM AamiHicTpaiii JlepkaBHOi cly>XOH CIeliaJbHOro
3B’s3Ky Ta 3axucty iHdopMmamii Ykpaiam 16.05.07 Ne87, 3apeectpoBaHO B
Minicrepctsi toctutiii Ykpainu 10.07.07 3a Ne785/14052.

o IlpaBuna mpoBeaeHHs poOIT 13 cepTudikalii 3aco0iB 3axucty iHdopMaIii,
3aTBEepKEHI HakazoM JlepkcnokuBcTaHAapTy Ta AamiHicTpanii Jepikcnen3s’ 3Ky
Big 25.04.07 Ne75/91 ta 3apeectpoBani y MiH tocti 14.05.07 Ne498/13765.

o Ilopsamox ¢opmyBaHHA peecTpy OpraHizaTOpiB JI€p:KaBHOI EKCIEPTH3U Y
cepl TEXHIYHOrO 3aXUCTy 1H(OpMaILli Ta peecTpy €KCIEpTIB 3 MUTAHb TEXHIYHOIO
3axucTy 1H(popmarlli, 3aTBepKeHu HakazoMm AxamiHicTparii Jlep:kaBHOi ciryxOu
CHEIIaIbHOTO 3B S3Ky Ta 3axucTy iHpopMarlii Ykpainu 16.04.08 Ne64.

o IlopsaoKk OHOBIEHHS AaHTUBIPYCHHUX NPOrpaMHUX 3ac00iB, II0 MaroTh
HNO3UTUBHUM €KCIIEPTHUI BUCHOBOK 3a pe3yJIbTaTaMU JEPKaBHOI €KCIEPTU3H B cepl
T31, 3arBepmxeHud Haka3oMm AnmiHicTpamii JlepkaBHOI CiIy’)XOH CIeLiaIbHOTO
3B’sI3Ky Ta 3axucTy iHbopmarlii Ykpainu 26.03.07 Ne45.

« TumvacoBe MoJgoKeHHS PO KaTeropiroBaHHs 00’ekTiB Big 10.07.95 Ne35.

o JACTY 3396.0-96. 3axuct indpopmamii. TexHiuHM 3axuct 1H(OpMaIi.
OCHOBHI TTOJIOKEHHS.

o JACTY 3396.1-96. 3axuct indpopmamii. TexHiuHMi 3axuct 1H(OpMAaIi.
[Topsimok mpoBeeHHS POOIT.

o JACTY 3396.2-97. 3axuct indpopmamii. TexHiuHMi 3axuct 1H(OpMaIi.
TepmiHu Ta BUBHAUCHHS.

o HJ T3I 1.1-002-99 3aranbHi MONOXEHHS WIOA0 3aXUCTy iHGOpMaIli B
KOMIT FOTEPHUX CUCTEMaX BiJl HECAaHKI[IOHOBAHOTO JOCTYITY.

o« HJI T3I 1.1-003-99 Tepminonoriss B Taimy3i 3axucty iHdopmarii B
KOMIT FOTEPHUX CUCTEMAaX BiJ HECAHKI[IOHOBAHOTO JIOCTYITY.

o HJI T3I 1.4-001-2000 TumnoBe Mon0KEHHS MPO CIAYkKOY 3aXUCTy 1HPOpMaIlii

B AaBTOMATU30BaHIN CUCTEMI.
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o HJI T3I 2.5-004-99 Kpurepii OImMHKK 3aXWIIEHOCTI iH(pOpMAIli 3aXUCTy
iH(opMallii B KOMII FOTEpPHUX CHCTEMax B1J] HECAHKI[IOHOBAHOTO JIOCTYITY.

o HJI T3I 2.5-005-99 Knacudikaiiis aBTOMaTH30BaHUX CHUCTEM 1 CTaHIAPTHI
¢dyHKIIOHaTBHI POl 00 3aXHUCTy iH(pOpMAaILlli B KOMII IOTEPHUX CHCTEMax Bif
HECaHKIIIOHOBAHOT'O JOCTYITY.

o HJI T3I 2.5-008-2002 Bumorwu i3 3axucty KoHGIAEHIIHHOI iHQOpMaIlii Bif
HECaHKIIIOHOBAHOTO JOCTYNy IIiJl 4ac OOpOOJICHHS B aBTOMATH30BAaHUX CHCTEMax
KJjacy 2.

« HJ T3I 2.5-010-2003 Bumorwu i3 3axucty iHhopmanii WEB-cTopiaku Bin
HECAHKI[IOHOBAHOT'O JIOCTYITY.

« HA T3I 3.6-001-2000 Texniunuii 3axuct iHpopmarii. Komm’rotepHi
cuctemu. Ilopsgok CTBOpPEHHs, BIPOBA/DKEHHS, CYIPOBOKEHHS Ta MOJAEpHi3alii
3ac001B TEXHIYHOTO 3aXHUCTY 1H(OpMaIIii Bil HECAHKI[IOHOBAHOTO JIOCTYIIY.

o HJ T3I 3.7-001-99 Meroauuni BKa3iBKA OO0 PO3POOKH TEXHIYHOTO
3aBlaHHS Ha CTBOPEHHS KOMIUIEKCHOI CHUCTEMH 3axucTy 1Hpopmalii B
aBTOMaTH30BaHiil cucteMi (31 3miHot0 Nel, 3arBepmxkenoro Hakazom JICTC3I Cb
VYxpaiau 18.06.02 Ne37).

o HJI T3I 3.7-003-05 Tlopsimok mpoBeaeHHs poOIT 13 CTBOPEHHS! KOMIUIEKCHOT
CUCTEMHU 3aXHUCTy 1H(popMallii B iHPOpMaLIITHO-TEIEKOMYHIKAILIIHINA CUCTEMI.

o« HJI T3I 1.1-005-07 3axuct iudopmarii Ha 00’ekTax iHDOpMaIliitHOT
nismbHOCTI. CTBOpPEHHST KOMIUIEKCY TEXHIYHOTO 3axucTy iHdopmarii. OCHOBHI
MOJIO’KEHHSI.

o« HJ T3I 2.1-002-07 3axuct iudopmariii Ha 00’ekTax iHMOpMAIIHHOT
JisIbHOCTI. BUnpoOyBaHHS KOMIUIEKCY TEXHIYHOro 3axucTy iHdopmaiii. OCHOBHI
MOJIOXKEHHS.

o« HJ T3I 3.1-001-07 3axuct iudopmarii Ha 00’ekTax iH(DOpMAIIHHOT

nisibHOCT1. CTBOPEHHS KOMIUJIEKCY TEXHIYHOTO 3aXUCTY 1H(hOpMaIlii.
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« HA T3I 3.3-001-07 3axuct indopmamii Ha 00’ekTax iH(pOpMaIiiiHOT
nisibHOCTI. CTBOpPEHHS KOMIUIEKCY TeXHIYHOro 3axucty iHdopmaiii. I[lopsgox
PO3pOOIIEHHS Ta BIPOBAXKEHHS 3aX0/I1B 13 3aXUCTy 1H(OopMarii.

B 3akoni Ykpainu “IIpo ingopmamiro” Big 02.10.92 p. Ne 2657-XII
(octanns penakiis Bix 21.12.2019) [34] Bu3HaA4alOThCS OCHOBHI TEpPMIHHM Ta
MOJIOKEHHSI Tpo 1HPOpMAIlI0, SKUW PEryjaloe BIAHOCHHU IIOJAO0 CTBOPEHHS,
30UpaHHs, OTpUMAaHHs, 30epiraHHs, BUKOPUCTAHHS, MOUIUPEHHS, OXOPOHHU, 3aXUCTY
iHpopMartii. Po3risiHeMo Taki OCHOBHI TEPMIHHU:

v' JIOKYMEHT — MaTepialbHHI HOCIH, 10 MiCTHTh iH()OPMAIIi0, OCHOBHUMH
GYHKIISIMU SIKOTO € 11 30€peKeHHsI Ta MepeAaBaHHs y yaci Ta mpocTopi;

v’ 3axdcr iHpopmamii — CyKymHICTP MPaBOBHX, aJMIHICTPATHBHHUX,
OpraHizamiifHuX, TEXHIYHMX Ta IHIIUX 3aX0JiB, IO 3a0e3MeuyloTh 30epe’KeHHs,
IUTICHICTH 1H(OpMaIIii Ta HAJISKHUHN TTOPSIIOK JOCTYITY 10 HET;

v indopmamisi — Oyap-ski BimomocTi Ta/abo maHi, MO0 MOXYTh OyTH
30epexeH1 Ha MaTepialIbHUX HOCISX a00 BiJOOpakeH1 B €JIEKTPOHHOMY BUTJISIL;

v cy0’€KT BJQJIHMX MOBHOBA)K€Hb — OpraH JEp:KaBHOI BIAId, OpraH
MICILIEBOTO CAaMOBPSIIYBaHHS, 1HIIUNA CyO’€KT, 110 3IIACHIOE BIAJHI YIPaBIIHCHKI
GbyHKIIT BIAMOBIIHO J0 3aKOHOJABCTBA, Y TOMY YHCJIi Ha BUKOHAHHS JEJICTOBaHUX
MMOBHOBAKEHb.

OCHOBHUMM NPUHUUNIAMHY iH(POpPMALIHHUX BiTHOCHH €:

— rapaHTOBaHICTh MpaBa Ha IHPOPMaLIIIo;

— BIJIKPUTICTb, JOCTYIHICTH 1H(QOpMaLllii, cB0001a 00MiHY 1HPOpMaILII€LO;

— JIOCTOBIPHICTH 1 MOBHOTA 1H(MOpMAITii;

— CB00O/1a BUpPaKEHHS MOTJISI/IIB 1 IEPEKOHAHB;

— MPaBOMIPHICTh OTPUMAaHHS, BUKOPUCTAHHS, TOMIMPEHHS, 30epiraHHs Ta
3axucTy 1HpOpMAaIIii;

— 3aXMIIEHICTh 0COOM BiJ] BTpyYaHHS B ii 0COOMCTE Ta CIMEITHE KUTTSI.

OCHOBHUMM HANIPSIMAMH J€PKABHOI iHpopMaNiiiHOI MOJTITUKH €:

— 3a0€e3MeUeHHs IOCTYIy KOXKHOT0 TpoMaisiHuHA 10 1H(opMaii;

39



OCHOBMH YITPABJITHHS IHOOPMAIIIMHOIO BE3ITEKOIO

— 3a0e3MeyYeHHs] PIBHUX MOXJIMBOCTEH IIOJO0 CTBOPEHHS, 30HpaHHS,
OTpUMaHHs, 30€piraHHs, BUKOPUCTAHHS, TIOITUPEHHS, OXOPOHH, 3aXUCTy 1H(OopMaIIii;

— CTBOpeHHS yMOB it (opmyBaHHi B Ykpaini 1H(OpMaLiHHOTO
CYCIILJIbCTBA;

— 3a0€3MEeUCeHHS BIIKPUTOCTI Ta MPO30POCTi AISIIBHOCTI CY0’€KTIB BJIATHUX
MOBHOBA)KEHB;

— CTBOpPEHHs 1H(QOpMAIIHHUX CHUCTEM 1 Mepex 1H(opmaIlli, pPO3BUTOK
€JIEKTPOHHOTO ypsyBaHHS,

— NOCTIIIHE OHOBJICHHs, 30aradeHHs Ta 30€epiraHHd HallOHAJIbHHUX
1H(pOpMAaIIHHUX pecypciB;

— 3abe3rneueHHs iHhopMaliitHoi Oe3meku Y Kpainu;

— CIOpUSIHHS MDKHApPOJAHIM cmiBmpaii B 1HQopMaliiHiii cdepi Ta
BXO/DKCHHIO YKpaiHU JI0 CBITOBOTO 1H(QOPMAIIHOTO IIPOCTOPY.

Kosxen rpomazisiHuH Mae mpaBo Ha iH(opMaiiito, 1o nepeadadyae MOKIUBICTh
BUIBHOTO OTpPUMAaHHS, BUKOPUCTaHHS, IMONIUPEHHs, 30€piraHHs Ta 3axUCTy
1H(popmarlii, HeoOX1HOT 171 peasti3allii CBOiX Mpas, CBOOO/I 1 3aKOHHUX 1HTEPECIB.

Peanizamiss mpaBa Ha 1H(pOpMAIl0O HE TMOBMHHA MOPYIIYyBaTU TPOMAJICHKI,
MOITUYHI, €KOHOMIYHI, COIllaJibHI, JTYXOBHI, €KOJOTIYHI Ta 1HII MpaBa, CBOOOIH 1
3aKOHHI 1THTEPECH 1HILUX TPOMAJISH, PaBa Ta IHTEPECH IOPUANUYHHX OC10.

[IpaBo Ha iHdopmaliito Moxxke OyTH oOOMEKeHEe 3aKOHOM B IHTepecax
HaIllOHAIBHOI OE€3MEeKU, TEPUTOPIAIBHOI IUIICHOCTI a00 T'POMAJCHKOrO TMOPSAKY, 3
METOI0 3amoOiraHHs 3aBOPYIICHHSIM UM 3JI0YMHAM, JUISI OXOPOHH 3J0POB’S
HaceJeHHs, IS 3aXHCTy pemyrtamii abo mMpaB IHIMMX JIOJEH, Ui 3amoOiraHHs
posroJionieHHI0 1HGopMallii, ojaepkaHoi KOH]ifeHIIHO, abo Il MiATPUMAHHS
ABTOPHUTETY 1 HEYTIEPEKEHOCTI MPABOCY IS

[IpaBo Ha iH(OpMAIII0O OXOPOHSETHCS 3aKOHOM. JlepkaBa TrapaHTye BCIM
cy0’extaM 1HGOpMALITHUX BIJHOCHH pPIBHI MpaBa 1 MOJIMBOCTI JOCTYIY JAO
iH(dOopMarrii.

3a 3micToM 1H(DOpMaIIisi TOAUISIETHCS HA TaKi BUJIU:
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Indopmania npo ¢isuuny ocoly (mepcoHanbHl AaHi) — BIJOMOCTI 4HU
CYKYITHICTh BIIOMOCTEH Tpo (i3u4Hy 0co0y, sika igeHTH(]ikoBaHa ab0 MOXe OyTH
KOHKPETHO 17IeHTH(iKOBaHA.

Indopmanis JAOBIIKOBO-EHIIUKJIONEIMYHOTO Xapakrepy —
CHUCTEMaTH30BaHi, JOKYMEHTOBaHI, MYyOJIYHO OroJiomieHl abo I1HIIUM YUHOM
MOIIMPEH] BIAOMOCTI MPO CYCHiIbHE, NEp>KaBHE XKUTTS Ta HABKOJUIIHE MPHUPOIHE
CepelIOBHUIIIE.

Indopmania nmpo craH AoBKLIA (ekojioriyHa iH(popmalis) — BIIOMOCTI
Ta/ad0 AaHl TPO: CTaH CKJIAJAOBUX JIOBKUUISI Ta MO0 KOMIIOHEHTH, (HaKTOpH, IIO
BIUIMBAIOTh 200 MOXYTb BIUIMBATU HA CKJIAJO0BI JOBKIIISA, CTAH 3/10pOB’S Ta O€3MeKH
JOJIeH, YMOBH JKUTTS JIFOJEH, CTaH 00’€KTIB KYJbTYPH 1 CIOPY[ TIEI0 MIPOIO, KOO
Ha HUX BIUIMBA€ a00 MOK€ BIUIMHYTH,

Indopmania npo ToBap (poboTy, mociayry) — BiIOMOCTI Ta/abo daHi, 110
PO3KpPUBAIOTh KUIBKICHI, SIKICHI Ta IHILI XapaKTEPUCTHUKU TOBApY INpO BILIUB TOBAPY
(poboTH, TOCIIYTH) Ha >KUTTS Ta 310poB’s moauHu. [IpaBoBuit pexxum iH(opmartii
mpo ToBap (poOOTy, MOCIYTy) BU3HAYAETHCS 3aKOHAMHM YKpaiHU MPO 3aXHUCT MpaB
CHOKMBayiB, MPO pEKJIaMy, IHIIMMH 3aKOHAMH Ta MDKHApPOJHHUMH JOTOBOpPaMU
VYkpainu, 3roga Ha 000B’SI3KOBICTh sIKUX HajaHa BepxoBHoto Panoto Ykpainu

HaykoBo-Texniuyna indopmanis — Oyab-sKi BIJOMOCTI Ta/ab0 ndaHl PO
BITYM3HSIHI Ta 3apyOi’H1 JOCSITHEHHS HAayKHU, TEXHIKM 1 BUPOOHHIITBA, OTPMMaHI B
pe3ynbTaTi HAyKOBO-AOCIIIHOT, JOCTTHO-KOHCTPYKTOPCHKOI, POEKTHO-
TE€XHOJIOTIYHOI, BUPOOHMYOI Ta TPOMAACHKOI MAISVIBHOCTI, IO MOXYTh OyTH
30epexeH] Ha MaTepialIbHUX HOCIsIX a00 BiJOOpaXkeHi B €JIEKTPOHHOMY BUTJIS/II.

[IpaBoBUii peXUM HAayKOBO-TEXHIYHOI 1H(OpMaIli BHU3HAYAETHCA 3aKOHOM
VYkpainu «[Ipo  HaykoBo-TexHiuHYy  iHGOpMAIO», IHIIUMH  3aKOHAMU  Ta
MDKHapOJIHUMH JIOTOBOpaMH YKpaiHu, 3rojia HajgaHa Bepxosaoto Pagoro Ykpainu.

IMogaTkoBa iHopmania — CyKynmHICTh BIIOMOCTEH 1 JAHUX, IO CTBOPEH1 a0

OoTpuMaHi cy0’ekTamu 1HGOPMAIIHUX BIIHOCHH Yy TPOIIECI MOTOYHOI AISUTBHOCTI 1
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HeoOX1/IH1 [Tl peani3aliii NOKJIaJeHNX Ha KOHTPOJIIOI0Yl OpraHu 3aBJaHb 1 QyHKIIIHN y
opAJIKY, BcTaHOBIIeHOMY [logaTkoBUM KoJileKCOM YKpaiHH.

IIpaBoBa indopmania — OyAb-sKi BIJOMOCTI MpO MpaBO, HOTO CHUCTEMY,
JDKepenia, peaiizaimiio, OpUAnYHI (AaKTH, MPaBOBIMHOCHHHU, TIPABOIOPSIOK,
IIPaBOIMOPYIIEHHS 1 00poThOYy 3 HUMH Ta iX mpoduUIakTUKy Tomo. JDkepemamu
npaBoBoi iH(popMamii € Konctutymiss YkpaiHu, iHIII 3aKOHOJABYl 1 IIiJ3aKOHHI
HOPMATHUBHO-TIPAaBOBI aKTH, MIXKHAPOJHI JOTOBOPU Ta YrOJId, HOPMHU 1 NPUHIHUIIU
MDKHApPOJHOTO MpaBa, a TAKO)XK HEHOPMATUBHI MPaBOBI aKTH, MOBIJOMJICHHS 3ac001B
MacoBoi 1H(opMalii, MyOaiyHl BHUCTYIHM, 1HINI JyKepena iH(opMamli 3 MpaBOBHX
UTaHb.

CratuctuyHa iHdopmanisa — 10KyMeHTOBaHa iH(pOpMAIlisl, 110 JA€ KUIbKICHY
XapaKTEPUCTUKY MacOBHUX SIBUI Ta MPOIIECIB, Kl BIIOYBAlOTHCA B EKOHOMIYHIM,
COIaNIbHIN, KyJbTYpHIH Ta 1HIMHX cepax KUTTA cycniabcTBa. [IpaBoBHil pexum
JepKaBHOI CTaTUCTUYHOI 1H(dOpMali BU3HAYAeThCs 3akoHOM Ykpainu «lIpo
JIEp’)KaBHY CTAaTUCTUKY», IHIIMMUA 3aKOHAMHU Ta MDKHApOIHUMHU JOTOBOPAMHU
VYkpainu, 3rofa Ha 000B’SI3KOBICTh SIKUX HajaHa BepxoBHoto Pagoro Ykpainu.

Couiosioriuna indgopmanis — OyIb-iKi JOKYMEHTOBaHI BIJOMOCTI MpO
CTaBJICHHS JI0 OKpeMHUX Oci0, Momiil, sBuIl, mporieciB, ¢akrtiB Tomo. [IpaBoBuii
PEXUM COIIOJOTIYHOI 1H(OpMaILll BU3HAYAETHCS 3aKOHAMU Ta MIXKHAPOJIHUMU
JIOTOBOpaMH YKpaiHu, 3roja Ha 00OB’SI3KOBICTh SIKMX HajaHa BepxoBHoro Pasoro
VYkpainu.

Hoctyn o iHdopmanii — mnoauIgeTbcs Ha BIAKPUTY 1H(POpPMALIIO Ta
iH(pOpMaILito 3 0OMEKEHUM JOCTYTIOM.

1. Ingpopmauicro 3 oomesrncenum oocmynom € xKoHdiJieHIlIliHA, TaEMHA Ta
cayx6oBa iHpopMmaiis. Kondigenmiitnoro € indopmaiiis npo ¢(izuuny ocoly, a
TaKOX 1H(pOpMaIlisi, JOCTYH 0 K01 00MekeHO (Pi3udHOI0 a0 PUIUYHOI 0CO00I0,
KpIM Cy0’€KTiB BIaAHUX TMOBHOBaKeHb. KoHpineHuiiiHa iHpopmMalis Moxe
MOIIMPIOBATUCS 3a OakaHHSM (3r0JI0K0) BIJMOBIMIHOT OCOOM Y BHU3HAYCHOMY HEIO

MOPSIAKY BIJAMOBIAHO J0 MependauyeHuX HEH YMOB, a TaKOXX B 1HIIWX BHUIIAJKax,
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BHU3HAUEHUX 3aKOHOM. BigHOCHHU, OB’ s13aH1 3 MPaBOBUM PEXKUMOM KOH(D1IEHIIHHOT
1H(opMallii, peryarorThCs 3aKOHOM.

3riIHO 3 BU3HAYCHHSIM 1H(POPMAIIHOI O€3MeKH, BOHA 3aJICKUTh HE TIIBKU BiJ
KOMIT IOTEpIB, ajie 1 BiJ MiATPUMYIOYOi 1HQPACTPYKTYpH, M0 SKOi MOKHA BIIHECTU
CHUCTEMH €JICKTPO-, BOJIO- 1 TEIUIONOCTauYaHHsI, KOHAUI[IOHEPH, 3aCO0M KOMYHIKaIIii 1,
3BUYaiiHO, 00cnmyroByrounid mnepcoHan. Llg iHdpacTpykTypa Mae camocCTiiiHy
I[IHHICTb, aj€ Hac I[IKaBUTUME JIMIE TE, SK BOHA BIUIMBAE HA BUKOHAHHS
1H(GOPMAIIHHOIO CHCTEMOIO 3alIPOIIOHOBAHUX 1H (PYHKIIIH.

3akon VYkpainm 'IIpo 3axmcr iHdopmanii B  iHdopmaniiino-
TeJiekoMyHikaniitHux cucremax' Ne80/94-BP Bix 05.07.1994 p., unHHUE (OCTaHHS
pemakiis Big 19.04.2014) [35].

VY npomy 3aKkoHI HaBe/IeHI HIXKYE TEPMIHHU BXXKUBAIOTHCS B TAKOMY 3HAYCHHI:

— OosokyBanHsi iHdopmanii B cucremi — 1ii, BHACIIIOK SKHX
YHEMOKIJIUBIIIOETHCS TOCTYM 110 1H(GOpMAaIIii B CUCTEMI;

— BUTOK iHopmanii — pe3ynbrar Aid, BHACHIAOK SKUX 1HGOpMaIlis B
CUCTEMI CTa€ BIIOMOIO UM JIOCTYMHOK (P13MYHUM Ta/ab0 IOPUIUYHUM 0c00aM, 1110 HE
MaroTh Ipasa AOCTYILY 10 HET;

— BJacHHMK iHdopmanii — diznyna abo ropuandHa ocoba, Kl HaJIeKaTh
npaBa Ha iHGOpMaIlilo;

— BJACHMK cUcTeMH — (i3M4Ha abo IOpUANYHA 0Cc00a, AKid HAJIEKUTH
MPaBo BJIACHOCTI HA CUCTEMY;

— pocryn a0 iHdgopmanii B cHCTeMi — OTpUMaHHS KOPHUCTYBadyeM
MOXKJIMBOCTI 00pO0IATH 1HPOPMAIIiIO B CUCTEMI,

— 3axucT iHdopmanii B cucTeMi — JISUIBHICTH, CIHpsSIMOBaHa Ha
3amo0iraHHs HECAaHKIIIOHOBAHUM JIisIM 11010 1H(GOpMAaIlii B CUCTEMI;

— 3HUIIleHHS iHdopMalii B cucTeMi — /i1, BHACTIIOK SIKUX 1H(POpMAIIis B

CHCTEMI 3HUKAE;
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— indopmaniiina (aBTomMaTH30BaHa) CHCTEMa — OpraHi3aliHO-TEXHIYHA
CHUCTEeMa, B SIKIM pealli3yeThCs TEXHOJOTiS 00poOKkM 1H(oOpMallii 3 BUKOPHUCTAHHIM
TEXHIYHUX 1 MPOTPAMHUX 3aCO0i1B;

- iHopmaniiiHO-TeJleKOMYHiKaLiliHA cucreMa  —  CYKYIHICTb
1H(popMaIitHUX Ta TEIEKOMYHIKAIIIHHUX CUCTEM, SIK1 B IIporieci 00poOku iHdopmarrii
JUIOTH SIK €JIMHE II1JIE;

— KOMILJIEKCHA CHCTeMa 3axucTy iHdopmamii — B3aeMOIIOB’si3aHa
CYKYIHICTh OpTaHi3allifHUX Ta 1HKEHEPHO-TEXHIYHUX 3aXOiB, 3aCO0IB 1 METOMiB
3axucTy iH(popMarlii;

— KopucTyBa4 ingopmauii B cucremi (1ayi — kopuctyBau) — pizuyna abo
IOpUIUYHA 0c00a, sIka B YCTAaHOBJICHOMY 3aKOHOJABCTBOM IMOPSAKY OTpHMalia IIPaBo
JocTymy 110 iHdopMallii B CUCTEMI;

— kpunrorpagiuynmnii 3axuct inopmauii — BuJ 3aXucTy iHPOpMaIlii, 110
peanizyeTbcsl NUITXOM TEpeTBOpPEHHs 1H(OpMallii 3 BUKOPUCTAHHSM CHEII1aIbHUX
(KTIOYOBMX) JAHUX 3 METOI0 IPUXOBYBAHHSI/BITHOBJICHHS 3MICTY 1H(OpMaIlii,
MIATBEPAXKEHHS 11 CIPaBXXHOCTI, HIIICHOCT1, aBTOPCTBA TOILIO;

— HeCaHKIiOHOBaHi aii moxo indgopmanii B cucremi — aii, 110
IPOBANIATHCS 3 MOPYLIEHHSIM MOPSAKY AOCTYMY N0 i€l iH(popMaIllli, yCTaHOBJIEHOTO
BIJIITOBITHO JIO0 3aKOHOJJABCTBA;

— o0podka indopmanii B cucremi — BUKOHaHHS OJiHI€] ab0 KIUIBKOX
oriepalliid, 30KkpemMa: 30MpaHHsI, BBEICHHS, 3alMCYBaHHS, TICPETBOPEHHS, 3UNTYBaHHSI,
30epiranHs, 3HUILEHHS, peecTpallii, NpUiiMaHHSA, OTPUMAaHHA, TEpeJaBaHHS, SKi
3IMCHIOIOTHCS] B CUCTEMI 32 JOTIOMOTOI0 TEXHIYHUX 1 MPOTPAMHUX 3aC001B;

— nopyuleHHsi isticHocti ingopmanii B cucremMi — HECaHKIIIOHOBaH1 JIii
11010 1H(OopMaIlii B CHCTEMI, BHACHIIOK SKHX 3MIHIOETHCS i1 BMICT;

— NOPAAOK aoctynmy A0 iHdopmanii B cucreMi — yMOBH OTPUMAaHHS
KOPHUCTYBaueM MOXKJIMBOCTI OOpOOISATH 1HPOpMALIIIO B CUCTEMI Ta MpaBuiia 00poOKu

1iei iHbopmarrii;
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— TeJIeKOMYHiKaliliHa cucTeMa — CYKYIHICTh TEXHIYHUX 1 MPOTrpaMHHUX
3aco0iB, TPU3HAYEHUX JJI1 OOMIHY 1HQOpMAIli€l0 MIIIXOM IepeJaBaHHs,
BUIIPOMIHIOBaHHS a00 MpUiiMaHHs 1 y BUIJISIAI CHUTHATIB, 3HAKIB, 3BYKiB, PyXOMHX
ab0 HEepyXOMUX 300pa)ke€Hb UM B 1HIIHH CIIOCIO;

— TexXHiyHMid 3axucr indopmanii — Bua 3axucrty iH(opmariii,
CIpsSIMOBaHUM Ha 3a0€3MeUeHHs 3a JOIMOMOTOI0 1HKEHEPHO-TEXHIYHUX 3aX0/1iB Ta/abo
OPOrpaMHUX 1 TEXHIYHUX 3ac0o0iB YHEMOKJIMBJICHHS BHUTOKY, 3HHUILIEHHA Ta
Os0KyBaHHS 1H(pOpMAIIil, MOPYIIEHHS LUTICHOCTI Ta PEXUMY JOCTYITY A0 1H(OpMAIlii.

BignosiganbHicTs 3a 3a0e3nmedeHHst 3axucry iHdopmaumii B cucremi
NOKJIAJa€EThCSl HA BJIACHUKAa CHCTEMHU. BiiacHUK cuctemu, B sAKild 0OpoOISIOTHCA
nep>kaBHI 1H(pOpMaIliiiHi pecypcu abo iHpopmarlis 3 00MEXEHUM JTIOCTYIIOM, BUMOTa
IIOJ0 3aXUCTY SKOi BCTAaHOBJIEHA 3aKOHOM, YTBOPIOE CIIy:KOy 3axucTy iHpopMarii
abo mpu3Hayae 0oci0, Ha SKUX TMOKJIANA€Thea 3a0e3MeUeHHs 3aXUCTy 1Hpopmarlii Ta
KOHTPOJTIO 32 HAM.

Bumoru 10 3a0e3neueHHs 3aXUCTy JEepKABHUX 1H(POPMaLIMHUX pecypciB ado
iH(popmanii 3 OOMEXKEHHUM JOCTYNOM, BHUMOra IIOJO 3aXUCTy SKOI BCTaHOBJICHA
3aKOHOM, BCTaHOBIIOIOThCsA KabineTom MiHicTpiB YKpaiHu.

CrieniaJibHO YIOBHOB)KEHHH IIEHTPATILHUN OPTaH BUKOHABYOT BIAJH 3 MMUTAHb
oprasi3ailii CeIiaJbHOro 3B 43Ky Ta 3aXHUCTY 1H(GOpMAIlii:

— pO3po0Isie MPOMO3HUINT M0N0 JEPKaBHOI TMOMITHKUA Yy cepi 3axXUCTy
1H(opMmaiiii Ta 3a0e3neuye ii peaizaliliro B MeKaxX CBO€1 KOMIIETEHIIIT;

— BH3HAYA€ BUMOTH Ta MOPSAIOK CTBOPEHHSI KOMIJIEKCHOT CHCTEMH 3aXHCTY
Jep>kaBHUX 1H(MOpMAIIHHUX pecypciB abo 1H(opmallli 3 0OMEKEHUM JOCTYIIOM,
BHUMOTA MO0 3aXUCTY SKOi BCTAHOBIIEHA 3aKOHOM,;

— OpraHi30BYy€ IPOBEJCHHS JEPKaBHOI €KCIIEPTU3U KOMIUIEKCHUX CHUCTEM
3axucty 1H(opMallii, eKCrmepTU3u Ta MIATBEPKCHHS BIJIMOBITHOCTI 3aco0iB

TEXHIYHOIO 1 KpUNTOrpadivHOro 3axucty iHhopmarlii;
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— 3MIACHIOE  KOHTPOJh 32  3a0€3MEUCHHSM  3aXHCTy  Jep>KaBHUX
iHpopMariitHux pecypciB abo iHdpopmarlili 3 0OMEKEHUM JOCTYIIOM, BUMOTa IIOJ0
3aXHCTY SIKOi BCTAHOBJICHA 3aKOHOM;

— 3MIUCHIOE ~ 3aXOIM  [IOJ0  BUSABJICHHS  3arpo3W  JIEpKaBHUM
iHpopMaliiiHuM pecypcaM BiJi HECAHKI[IOHOBAHUX i B iHMOpMaliiHUX,
TEJICKOMYHIKAIMHUX Ta 1H(OPMaLIHHO-TEIEKOMYHIKAIIIMHUX CHUCTEeMax Ta Ja€
peKoMeHaIlli 3 MUTaHb 3an00iraHHs TakKii 3arpo3si.

Jlep>kaBHI OpraHu B MeXaX CBOIiX IMOBHOBAXEHB 3a MOTOJKEHHSIM BiIIMOBITHO
31 CIeMiaJIbHO YIIOBHOBAXKEHUM IIEHTPAIBLHUM OpPraHOM BHUKOHABYOI BJIAJIN 3 MHUTaHb
oprasizailii CremiaJibHOro 3B’SI3Ky Ta 3aXUCTy 1H(opmallii ado MiANOPsSAKOBAHUM
HOMy pErioHaJIbHUM OpPraHOM, BCTAHOBJIOIOTh OCOOJIMBOCTI 3aXHCTy Jep KaBHHUX
iH(dopMmaIiiHuX pecypciB abo iHdopmalli 3 0OMeXEHUM JOCTYIIOM, BUMOra 00
3aXHUCTY SIKOT BCTAHOBJICHA 3aKOHOM.

3a 3aKOHOM OCOOJMBOCTI 3aXUCTy 1H(OpMAIlli B cUCTEMax, 110 3a0e3MeUyI0Th
0aHKIBCHKY JIsUTbHICTH, BCTAHOBIIOIOThCS HalionansHuM OaHKOM Y KpaiHu.

OcoOu, BUHHI B MOpPYIICHHI 3aKOHOJABCTBa IMpO 3axUCT iHopmarlii B
CUCTEeMax, HECYTh BIAMOBIIATbHICTh 3T1HO 13 3aKOHOM.

Hepoicasnuii cmanoapm Ykpainu JJICTY 3396.0-96 unanuii Big 01.01.1997 p.
BKJTIOYAE

- 3aXHCT iHpOpMAaIlii;

— TEXHIYHUI 3aXUCT 1HPOpMAIlii;

— OCHOBHI MTOJIOKEHHS.

[le#i craHmapT BCTAaHOBIIOE 00’€KT, METY, OCHOBHI OpraHi3amiiHO-TeXHIYHI
NOJIOKEHHS 3a0e3MedeHHs] TeXHIYHOoro 3axucty iHpopmaii (T3I), HenmpaBomipHuii
JOCTYIl JIO SIKOi MOXE 3aBAaTH IIKOJAM TPOMAJsiHaM, OprafizamisMm (IOpUANYHUM
ocobam) Ta JiepKaBi, @ TAKOXK KaTeropii HOpMaTUBHKUX JOKYMEHTIB cuctemu T31.

Bumoru crangapty 0OOB’SI3KOB1 JUIsl MIANPUEMCTB Ta YCTAHOB YCix (opm
BJIACHOCTI 1 MIAMOPSIKYBaHHS, TPOMAJSIH — Cy0’€KTIB MiAMPUEMHUIIBKOT TISTTHHOCTI,

OpraHiB JIEp>KaBHOI BJIaJid, OPraHiB MICIIEBOTO CaMOBpPsIyBaHHS, BINCHbKOBUX YaCTUH
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yCiX BINCHKOBUX ()OPMYBaHb, MPEJCTABHUIITB YKpaTHU 32 KOPJOHOM, SIKI BOJIOIIFOTh,
KOPUCTYIOTBCSI Ta PO3MOPSKAIOTHCA 1HQOpMAIli€r0, IO MJIArae TEeXHIYHOMY
3aXUCTY.

3akon Ykpainu [Ipo kpunrorpadiunumii Ta TexHiyHuii 3axuct ingopmartii.
Ileit 3akoH BH3HAYa€ TMPaBOBI Ta OpraHizamiiiHiI 3acagu KpUITOTpadidyHOTO Ta
TEXHIYHOTO 3aXMCTYy Ba)JMBOI JJIA JEpP’KaBHU, CYCIUIbCTBA 1 0cOOM 1HQOpMaIlii, 10
00po0sieThest 200 03BYUYyEThCS Ha 00’€kTax 1H(MOpPMaliHOI MisUIBHOCTI Ta B
1H(OpMaLIHO-TEIEKOMYHIKAIIHUX ~CHCTEMAaX, OXOpOHa SKOi 3a0e3medyeThes
JIEP’KaBOI0 BIAMOBIAHO 10 3aKOHOJABCTBA, PETYJIIOE BIAHOCHHH MK CyO’€KTaMH y

ik cdepi.

2.2. KongineHuiiHicTh MepCcoHAJIbHUX TaHUX

HeoOxigHicTe 3a0e3nedeHHs Oe3NeKH NEPCOHANbHUX [IaHUX B Hall 4ac —
o0’exTuBHA peanbHicTh. CydacHa JIOAMHA HE MOXE CaMOCTIMHO NPOTHAISITH
MOCATAHHIO HAa MOro pUBaTHE XUTTSA. [[iABUIIIEH] TEXHIYHI MOXKIMBOCTI 100 300pY
Ta 00poOKHU TepcoHaNbHO1 1H(POpMAIlii, PO3BUTOK 3aCO0IB E€JIEKTPOHHOT KOMEpIIii 1
COITIaJTLHUX MEPEeX POOJATh HEOOXITHMM BXKHUTTSA 3aXOdIB  IMOJ0 3aXHCTY
MEPCOHANBHUX JTaHUX.

PosrnssHeMo — AekuIbKa TOPUKIALIB 3  TMOBCAKAEHHOTO  JKUTTH, KOJIU
MOPYUIYIOThCSl MpaBa JIIOJAWHU Ha KOH(IACHIINHICTh MEpCOHANIbHUX AaHMX. byBae
TaK, M0 Npu O(POPMIIEHHI JUCKOHTHOI KAPTKH B Mara3uHl MOKYIElb BKa3zye Taki
BIJIOMOCTI: TIpi3BHUIIlE, HOMEp Tele(OoHy, EJICKTpPOHHA ajpeca, a TOTIM OTPUMYE
ITOBIJIOMJICHHS 1 JJUCTH aOCOJIOTHO 3 IHIIMX MarasWHiB, B SIKUX HaBITh HIKOJIM HE
OyBaB. ToOTo marasus, 6e3 3roAu MOKYMIs, MEpenaB Horo AaHi TPETIM ocodam.
Sxmo razera apykye I[1Ib 1 cymu Burpamry nepeMoxiiB gotepei 0e3 iX Bigoma, 4u
o0'eTHAHHSI CIIBBJIIACHUKIB 0ararokBapTUpPHOrO OyAMHKY BHBIIIYEe Ha i i3l
CIIUCKH OOpXKHUKIB 1 CcymMy ix OOpry — Iie¢ NpHKIaAN «HEHIKIJIIUBUX» BUTOKIB.

Kpanixkka mnepcoHampHUX JaHUX MOXKE 3aBAaTH IPaBOBIACHUKY  BIIYYTHOT
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MaTtepiaabHOI IIKOAM, SKIIO MOBA e Mpo KPEAWTHI KapTKU a0o 1H(pOpMAIIO Mpo
0aHKIBCBbKI 3a0Ia/KCHHS. 3JIOBMUCHHUKH, SIKI BOJOIIIOTH JOCTAaTHIMH TEXHIYHHUMU
3HaHHSAMH, BUKPAJAIOTh PEKBI3UTH OaHKIBCHKUX KapT (CKIMIHT) a00 IMITYIOTh CaliTH
(iHAHCOBHX YyCTaHOB, MIOOM 3MYCHUTH KOpPUCTyBaua IIOKa3aTH CBOIO OCOOHUCTY
iHpopMmariro (dimmur). HacmpaBni, 4acTo HaBITh BaXKO BCTAHOBHUTH JIKEPEIIO
BUTOKY TMEPCOHAIBHUX JIAHWX BHACHTIJIOK BHCOKOI 1H(OpMaTH3aIii Cy4acHOTro
CyCH1JIbCTBA.

JlepxaBa Ha 3aKOHO/IaBUOMY PiBHI BUMarae BiJ oprasizaiii ta ¢pi3uuHux ocio,
AK1 00pOOJIAIOTH EPCOHAJIBbHI JIaH1, 3a0€3MEYUTH 1X 3aXUCT. 3aKOHOJABCTBO Y KpaiHU
B 00JacTi 3aXWUCTy INEPCOHAJIBHUX JaHUX IPyHTyeThcsi Ha KoHctutymii Ykpainu,
MDKHApOJIHUX JOTOBOpax YkKpaiHu, 3akoHy Ykpainu «lIpo 3axucTt mepcoHambHUX
naHux», 3akoHy Ykpaimm «IIpo 3axuct 1Hdopmamii B 1H(pOpMaUiHO-
TEJICKOMYHIKalIMHUX CUCTEMax» Ta IHIIUX HOPMATUBHUX JIOKYMEHTAX.

MeToro YKpaiHChKOTIO 3aKOHOAABCTBA Y c(epl 3aXUCTy MEPCOHATBHUX JaHUX €
3a0e3nedeHHs] 3axWUcTy ImpaB 1 CBOOOJ TIpoMaJsHWHA MNOpu 0o0poOul  ioro
NEPCOHAIIBHUX JaHUX, B TOMY YMCJI1 3aXUCTy IIPaB HAa HEJOTOPKAHHICTh MPUBATHOTO
KUTTS, OCOOMCTY 1 CIMEIHY Ta€MHUILIIO. 3aKOHOAABCTBOM PETYJIOIOTHCS BITHOCHHH,
MOB’s3aHl 3 OOpPOOKOI TEPCOHAIBHUX JaHUX, M0 3AIMCHIOEThCS JepKaBHUMH
OpraHaMHM BJIaJM, OpPraHaMy MICIIEBOTO CaMOBPSIIyBaHHS, IOPUIUNYHIUMH O0CO0aMU Ta
(G13UMYHUMH 0COOAMH.

BignoBimno 10 3akoHy, NEpCOHABHI JaHI — Oynab-ska iH(opmaris, 3a
JIOTIOMOTOI0  SIKOI MOXHa OJHO3HAuHO 1AeHTU(IKyBaTu ¢i3uyHy ocoly. o
NepPCOHAIBHUX JTAHUX BITHOCATHCS: MPI3BUIIE, 1M s, IO 0ATHKOBI; PiK, MICSIb, J1aTa 1
MICIIC HApOJUKEHHS, ajJpeca; CIMEHHUN, coIlladbHUi, MaWHOBHUH CTaH; OCBITA,
npodecis, 10X0au, 1HIIA 1HPOPMALIis, IO HAIEKUTH Cy0 €KTY.

OmneparopaMu NEPCOHAIBHUX JaHUX € JEpKaBHUM OpraH, OpUAUYHA a0o
¢bi13uaHa ocoba, K1 opraHizyroTh 1 (a00) 3A1MCHIOIOTh 0OPOOKY MEPCOHATBHUX JaHUX,

a TaKO>X BU3HAYAIOTh L1 1 3MICT OOPOOKH MEPCOHAIBHUX JaHUX.
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OO0OpoOka nmepcoHaNbHUX AaHMX — Jii (omepartlii) 3 MEPCOHATHPHUMU JaHUMH,
BKJIFOUAlOUM 301p, CHUCTEMaTH3allil0o, HAKONMWYEHHs, 30epiraHHs, YTOYHEHHS
(OHOBJIEHHA, 3MiHYy), BHUKOPUCTAaHHs, TOIIUPEHHA (B TOMY 4YHCII Tmepenady),
3HE0COOJICHHSI, OJIOKYBaHHS, 3HUIIICHHS IEPCOHATBHUX JaHUX.

Indopmaniiina cucrema nepconanbuux aanux (nanti ICIII) — indopmariitna
CUCTEMA, IO TMPEJICTABIISIE COOOI0 CYKYIMHICTh MEPCOHATBHUX JaHUX, 110 MICTATHCS B
0a3l JaHMX, a TakoXX 1HGOPMAIIMHUX TEXHOJOTIAX 1 TEXHIYHUX 3acobax, IIo
J03BOJISIFOTH 3IHCHIOBATH OOpOOKY TakWX MEPCOHAIBHHUX JAaHUX 3 BUKOPHUCTAHHAM
3aco01B aBTOMaTH3allll 400 0€3 BUKOPUCTAHHS TaKUX 3ac00iB [7].

Perynsropamu Ha3uBalOThCS OpPraHd JEp>KaBHOI BIAJH, YHIOBHOBAXKEHI
3MIMCHIOBATH 3aXOH I0JI0 KOHTPOJIIO 1 HATJISAMY MO0 JOTPUMAHHS BUMOT 3aKOHY
VYkpainu «IIpo 3axuct nepcoHaIbHUX TaHUX.

VYkpaiHa B mNHTaHHI 3aXUCTy TMEPCOHAIBHUX JaHUX CIHUPAEThCS Ha
MIDKHApOJHUN JTOCBiJ. AJle B J€pKaBl MOKK HEMA€E JOCTATHHOI 3aKOHOAABYO1 0a3u 1

CHUCTCMU, 3,Z[aTHO.1. C(i)CKTI/IBHO I[IpanroBaT B Cy4aCHUX YMOBAx.

2.3. 3axucT nepcoHa bHOI iHdopmamii

1. Ilpasoégi 3acadu 3axucmy nepcoHaAIbHUX OAHUX.

VY 2005 pomi Ykpaina patudikyBana Kousenmiro 1981 pokxy Pamu €Bponu
Nel08 «ITpo 3axucT ocib y 3B'SI3Ky 3 aBTOMAaTH30BaHOIO OOPOOKOIO MEPCOHATBHUX
nanux». Cepesl OCHOBHHX 3000B's13aHb JIEpKaBU 32 3a3HAYEHUM JOKYMEHTOM € TaKOX
MPUIHATTS ~HOPMATHBHO-TIPABOBHMX  aKTIB, 110 TOBWHHI CIPUSATH  3aXUCTy
NEepPCOHANBHUX NaHuX. Y 3B's3Ky 3 nuM BepxoBHorw Panoro Ykpainm 01.06.2010
poKy npuiiHATO 3akoH YKpainu «IIpo 3axucT nepcoHanbHUX AAHUX», 0 BU3HAYUB:

- TIOHATTS TEPCOHATBHUX JAHWUX — 1€ BIJJOMOCTI YM CYKYITHICTH BiJIOMOCTEM
npo ¢izuuHy ocoOy, sika igeHTu(ikoBaHA abo0 Moke OyTH 1IeHTH(]IKOBaHA

(manpukan: iHGOpMAaIlis PO MpaIliBHUKA € 0a3010 MEPCOHATBHUX JAaHUX, OCKUIBKH
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ocobucTa crmpaBa, TPYJOBI KHWXKKH, KOMII Macmopra, JOKYMEHTIB MpPO OCBITY
30epiratoThCs Ta 00POOJISAIOTHECS POOOTOABIIEM);

- TOHATTS BJACHUK Oa3W MEepCOHANBHUX NaHUX — (i3MuHa abo IOpUANYHA
oco0a, sKii 3aKOHOM a00 3a 3roJI0k0 Cy0'eKTa MEPCOHATBHUX JAHUX HAJIaHO MIPaBO Ha
00poOKy WX JaHUX; KA 3aTBEP/KYE METY 0OpOOKHM MEPCOHAIIBHUX JaHUX Y ITii 0a3i
JTaHUX, BCTAHOBJIIOE CKJIAJ ITUX JaHUX Ta MPOIEAYPY iX OOpOOKH, SKIIO IHIIE HE
BHU3HAYECHO 3aKOHOM;

- TIOHATTA PO3MOPATHUK 0a3M MEPCOHATBHUX NaHUX — (pi3uuHa abo IOpUINYHA
ocoba, sKa € BIACHUKOM 0a3M NMEpPCOHAJIbHUX JlaHUX, ab0 3a 3aKOHOM Ma€ IpaBo
00pOoOJISITH 11 JaHi;

- HEOOXI1JIHICTh peecTpallii 0a3u MepcoHANLHUX JaHUX B JlepaBHOMY peecTpi
0a3 nepcoHaIbHUX JaHUX;

- BUMOTH 710 0OpOOKH MEePCOHATBHUX JJAHUX BJIACHUKA Ta PO3NOPSATHUKAMU 0a3
NEPCOHATBHUX JaHUX, SK 3arajibHi BAMOTH JI0 OpraHi3alliiHuX Ta TEXHIYHUX 3aXO0/I1B
13 3aXMCTy MEPCOHAIBHHUX JAHMX MiJ 4yac iX oOpoOKM B 0a3l MEPCOHAIBHHUX JAHHUX
(3roma cy0'ekTa TEpCOHATBHUX JaHUX, MOPSAOK BUKOPUCTAHHS 1 MOIIMPEHHS
MEPCOHAJIBHUX JAaHUX Ta MOPSAOK JOCTYMY IO MEPCOHANbHUX JAaHUX TPETIX OciO Ta
1H.);

- HEOOXIJAHICTh KOHTPOJIO 3a JAOTPUMAHHSAM 3aKOHOAABCTBA IMPO 3aXUCT
MEePCOHATBHUX JIAHUX,

- BIJMOBIJANBHICTh 32 MOPYIIEHHS 3aKOHOJABCTBA IMPO 3aXHUCT MEPCOHATBHUX
TaHHX.

3 MeTor0 3a0e3MeueHHs BAKOHAHHS TPOMasTHaMH1, OpraHaMu Jep>KaBHOI BIIaJu
Ta MICIIEBOTO CaMOBPSAYBaHHS, MIAIPUEMCTBAMHU, YCTAaHOBAMH, OpraHi3allisMH,
He3aIeKHO Bim (opm ix BrmacHocTi, BuMor 3akoHy VYkpainu «lIpo 3axwmcr

IIEpCOHAIIBHUX JaHux» BepxoBHoro Panoro Ykpaiuu:
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- puitHATO 3aKkoH YKpainu «[Ipo BHECEHHs 3MiH 10 JESKHX 3aKOHOJIABYHMX
aKkTiB B YKpaiHl 1070 MOCUJICHHS BIJIMOBIAAIBHOCTI 3a MOPYIICHHS 3aKOHOJABCTBA
PO 3aXUCT nepcoHanbHux gaHux» Ne 3454-VI Bix 2 yepus 2011 poky;

- BHeceHo 3minu g0 Koxmekcy VYkpaiHu 1ipo  aaMiHICTpaTHUBHI

IIPABOIOPYIICHHS.

2. Peecmpayis 6a3 nepcoHanvHux OaHux.

2.1. baza mepcoHalbHUX AaHMX MIJJISTa€ JEp>KaBHIA peecTparii IUIIXOM
BHECEHHS BIJIOBIHOTO 3alMCy YIMOBHOB&)KEHHUM JEp>KaBHUM OpPraHOM 3 IHMTaHb
3aXUCTy NEPCOHATBHUX JaHUX /10 Jlep:kaBHOTro peecTpy 0a3 NepCOHAIbHUX JIaHUX.

2.2. Peectpauis 0a3 NEpCOHANBHUX JAHUX 3IIACHIOETHCSA 3a 3asBOYHHUM
MPUHIIMIIOM IIIJITXOM TOB1IOMJICHHS.

2.3. 3asgBka Tpo peecTpaiito 0a3uW MEPCOHATBHUX JaHUX MOJAETHCA
BJIACHUKOM 0a3u MEPCOHAIbHUX JIaHUX JO0 YHNOBHOBA)KEHOTO JEPYKABHOTO OpPraHy 3
MUTaHb 3aXUCTy NMEPCOHATBHUX JaHUX.

3asiBKa IOBUHHA MICTUTH:

- 3BEpPHEHHS NPO BHECEHHs 0a3M MepCOHANbHUX JaHuX 10 JlepkaBHOTO
peectpy 0a3 mepCcoOHANBHUX JTaHUX;

- IH(OpMallit0 PO BIACHUKA 0a3H MEPCOHAIBHUX JaHUX;

- 1H(pOpMalIiI0 TPO HAWMEHYBaHHS 1 MICLIE3HAXOKEHHSI 0a3u NEPCOHATBHUX
TaHUX;

- iHpopMallitO TPO METY 0OPOOKHM MEPCOHATBHUX JaHUX Yy 0a31 MepCOHATbBHUX
TaHUX;

- IH(OpMaIIiI0 PO IHIIUX PO3MOPSIAHUKIB 023U MEPCOHATBHUX JaHUX;

- TATBEp/UKEHHA 3000B'A3aHb LIOJ0 BHUKOHAHHS BHMOI  3aXHUCTY
NEPCOHATBHUX JAHUX, BCTAHOBJIEHUX 3aKOHOJABCTBOM IPO 3aXUCT MEPCOHAIBHHUX

aHUX.
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2.4. YNIOBHOBAXEHUW JAEpKABHUI OpraH 3 MHUTAHb 3aXHCTYy MNEPCOHAIbHUX
JaHUX B MOPSIKY, 3aTBepkeHoMy KabGinerom MinicTpiB YkpaiHu,:

- TOBIIOMJISIE 3asBHMKY HE III3HINIE HACTYMHOrO poO0Yoro maHs 3 JHSA
HAJIXOJPKEHHS 3asIBKH MPO i1 OTpUMaHHI;

- TIpuiiMae PIMIeHHS MPO PEECTpallifo 0a3u MepCOHATBHUX JAaHUX MPOTITOM
JeCSATH POOOUYNX JHIB 3 JHS HAIXOHKCHHS 3asBKHU.

BrnacHuk 0a3u MepcoHAJIbHUX JaHMX BHUIAETHCS JTOKYMEHT BCTAHOBJIEHOTO
3pa3ka Mpo peecTparlito 0a3m TmepcoHaIbHUX JaHuX B JlepkaBHOMY peectpi 0a3
NEPCOHATBHUX JIAHUX.

2.5. YnoBHOBaxeHn! JlepkaBHUM OpPraH 3 NHUTaHb 3aXUCTy NEPCOHAJIBHUX
JAaHUX BIJMOBJISiE B peecTpaiii 0a3u MEepPCOHANBHUX JaHUX, SKIIO 3asBKa PO
peecTpallio He BIJINOBIAa€ BCTAHOBJICHUM BUMOTaM.

2.6. BiacHuk 0a3u MNEPCOHAIBHUX JaHUX 3000B'S3aHUM MMOBIAOMIISITH
YIOBHOBXECHHUM JIep>KaBHUN OpraH 3 MUTaHb 3aXUCTy IMEPCOHAIBHUX JaHUX TPO
KOXKHY 3MIHY BIJJOMOCTEW, HEOOXIJHUX ISl peecTparllii BIANOBIAHOI 0a3u, HE MI3HIMI
SK TIPOTATOM JIECATU POOOUMX JHIB 3 THS HACTAHHS TAaKUX 3MiH.

2.7. YnoBHOBaxeHHn! JlepkaBHUM OpPraH 3 NHUTaHb 3aXUCTy NEPCOHAIBHUX
JAHUX TPOTATOM JeCATH PoOOYMX IHIB 3 JHS HAJAXO/KCHHSI TMOBIJOMIICHHS TPO
3MIHY BIJIOMOCTEH, HEOOXITHUX JUIsl peecTpauii BIANOBIIHOI 0a3u, MOBUHEH
NPUMAHSTH PIIIEHHS [IOAO0 3a3HAYEHUX 3MiH 1 MOBIAOMHUTH TIPO II€ BJIACHHUKY Oa3u
NEPCOHATBHUX JIAHUX.

3. llopsiook 06pobKu nepconanbHux 0aHux y 6azax nepcoHaibHux OaHux.

3.1. I[Topsmox 06poOKH MTepCOHATBLHUX JaHUX BCTAHOBJIIOE 3arajbHI BUMOTH JI0
OpraHi3allifHUX Ta TEXHIYHMX 3aXOJIB 3aXUCTy MEPCOHAIBHUX JaHMX IIiJI Yac iX
00poOkM y 0a3zax MepCcOHATbHUX JaHWUX BIIACHUKAMHU Ta PO3MOPSTHUKAMH 0a3
nepcoHadbHUX JdaHuX. OOpoOKka TepcOHATBHUX JaHUX MOXKE 31HCHIOBATHUCS
MOBHICTIO a00 YacTKOBO B iH(opmaIlliiiHii (aBToMaTu3oBaHii) cucteMi Ta / abo y

dbopMi KapTOTEKH IEPCOHATBHUX JTaHUX.
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3.2. 3axucT TEpPCOHATBHUX JaHWX TMOKJIAJAEThCS Ha BIIACHWKA 0asu
NEPCOHATBLHUX AaHUX. Po3mopsaHuK 0a3u nmepcoHaNbHUX JAHUX 3I1ACHIOE 00pOOKY
MEePCOHAILHUX JaHUX BIAMOBIAHO 110 3aKOHY a0 Ha MIACTaBl YKIAIEHOTO 3
BJIJACHUKOM 0a3u MEPCOHANIBHUX JAHUX JOTOBOPY B MUCHMOBIN (popmi 3 METOIO 1 B
o0cs31, BU3HAUeHUMHU goroBopoM. Ha aii BmacHuka 1 / abo posmopsnHuka 6asu
MEPCOHAILHUX JTaHUX TOMIUPIOIOTHCS YCI BUMOTH MO0 3aXHCTY TEPCOHATBHUX
JTAaHUX B1J HE3aKOHHOT OOPOOKH, a TAKOXK BlJl HE3aKOHHOTO JIOCTYIY J10 HUX.

3.3. BrnacHuk abo po3mopsiAHUK 0a3u MEpPCOHANBHHUX JAHUX JIa€ CYO'€KTy
NEPCOHANBHUX JaHUX 1HPOPMAIIO MPO METYy OOpOOKU MEPCOHANBHHUX JaHUX 0
MOMEHTY OTPUMAaHHS 3TOJH Bijl Cy0'€KTa IEPCOHATLHUX JTaHHX.

3.4. BracHuk 0a3u nmepcoHabHUX JaHUX 30epirae mepcoHalbHI IaHl y CTPOK
He OulbIlIe, HDK 1€ HEOOXITHO, BIAMOBIIHO J0 METHU iX OOpOOKH, SKIIO 1HIIE HE
nependadeHo 3aKOHOJaBCTBOM.

3.5. BnacHuk 6a3u nepcoHaJIbHUX JaHUX BU3HAYAE!

- MeTy 00poOKH, CKJIaj MepCOHATBLHUX JaHUX y 0a3i MepCoOHAIbHUX JIaHUX Ta
i1 MiCIIe3HAXOKEHHS;

- TIOpSAOK BHECEHHS 3MiH, OHOBJICHb, BHUKOPHUCTAHHS, TIOIMIMPEHHS,
3HEOCOOJICHHSI, 3HUIIICHHSI IEPCOHATBHUX JAHUX Yy 0a31 MepCOHATbHUX JaHUX;

- BIMOBIIAJIbHY 0CO0Y a00 CTPYKTYpHHU HiAPO3aLT,

- TIOPSAIOK 3aXHUCTy TIEPCOHAIBHUX JaHUX, B TOMY YHCII BiJl HE3aKOHHOI
00poOKM Ta HE3AaKOHHOTO JIOCTYITY /10 HUX.

3.6. BigmoBigansHa ocoba ab0 CTPYKTYpHUM NIAPO3AUT BIJAMOBIIHO 10
MOKJIAJICHUX 3aBIaHb:

- 3a0e3nevye O3HAMOMIIEHHS MpAaliBHUKIB BJIACHUKA 1 PO3MOPSAIHUKA Oa3u
MEPCOHAILHUX JIJAHWX 3 BUMOTaMH 3aKOHOJIAaBCTBA PO 3aXUCT MEPCOHATBHUX JIAaHUX,
30KpeMa IIOJO0 IXHbOrO OOOB'A3KY HE JOMYCKaTH PO3TOJOLIEHHS OyIb-IKUM
CrocoOOM TEePCOHATBHUX JAHUX, 110 iM OyJid JOBIpeHi, ado 110 CTad iM BIIOMI Y

3B'SI3KYy 3 BUKOHAHHSIM CITy>KOOBHX, TPO(DECIMHUX YU TPYAOBUX 00OB'SI3KIB;
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- 3a0e3medye opraxizaiilo 0OpOOKM TMEPCOHATBHUX JAHWX MPAliBHUKAMH
BJACHUKA 1 pO3MOpsAIHMKA 0a3u TNEepCOHAIBHUX JIaHUX BIJMOBIIHO JIO 1X
npodeciitHux, ciy’)k00BUX ab0 TPYIOBUX OOOB'S3KIB B 00Cs31, HEOOXITHOMY IS
BHUKOHAHHS TaKUX 00OB'SI3KIB;

- OpraHi3oBy€ poOOTy 3 0OpOOKHM 3amuTIB MO0 JOCTYIY 10 TMEPCOHATBLHUX
JaHUX Cy0'€KTIB BIIHOCHH, MOB'I3aHUX 3 00POOKOIO MEPCOHATBHUX JaHHX;

- 3abes3neuyye JOCTYNl CyO'€KTIB MEpPCOHAIBHMX JaHUX [0 BJIACHUX
MEPCOHAILHUX JTAHUX;

- 1H(OpMye KepiBHUKA BJIACHUKA 1 pO3MOPSAHUKA 0a3u MEPCOHAIBHUX JTaHUX
PO 3aX0/1, HEOOX1THI TSl IPUBEACHHS CKIaAy MEPCOHATBHUX JaHUX Ta MPOLETypH
iX 0OpoOKH y BIJIMOBITHICTD JI0 3aKOHY;

- iH(popMye KepiBHHMKA BJIaCHUKA 1 pO3MOPAIHUKA 0a3u MEPCOHATBHUX JTaHUX
PO MOPYIIICHHS BCTAHOBJICHUX MPOIEAYP 3 00pOOKH NIEpCOHATBPHUX JTaHUX.

3.7. BnacHuk 6a3u epCOHAIBHUX JIaHUX BeJie O0JIIK:

- (¢akrTiB HaJaHHsA Ta TMO030aBJICHHS MPALIBHUKIB IpaBa JOCTYIYy MO
NEPCOHATLHUX JIAaHUX Ta X 00pOOKH;

- cnpo6 1 ¢akTiB HECAHKIIOHOBaHUX Ta / ab0 HE3aKOHHUX i 3 00pPOOKHU
NEPCOHATBHUX JIAHUX.

3.8. BnacHuk 0a3u MNEPCOHAIBHUX JAHUX MOXKE PO3MEXKYBATU PEKUMHU
JOCTYITY MPaIiBHUKIB 10 00OpOOKH NMEPCOHAIBHUX JaHUX B 0a31 MEPCOHAIBHUX JTaHUX
BIJIMTOBITHO JI0 X MPOQEeCiHHUMU, TPYJOBUMH UM CITY>KOOBUMU 00OOB'sI3KaMU.

3.9. 3HuIICHHS TEPCOHATBHUX JaHUX 3A1MCHIOETHCSA CIIOCOOOM, IO BUKIIHOYAE
MOTAJIBIITY MOYKJTMBICTh TTOHOBJICHHSI IINX MEPCOHATILHUX JaHUX.

3.10. BnacHuk 0a3u NEpCOHANBHUX JaHUX O0O0pOOJIse TEepCcOHAIbHI J1aHi B
ckJazai iH(popMaIiifHOi (aBTOMATH30BaHO1) CUCTEMH, B SKIA 3a0€3MeUyeThCs 3aXHUCT
NEepPCOHAIBHUX JAHUX BiJ HE3aKOHHOI OOpPOOKH, a TaKOXX BiJl HE3aKOHHOTO JIOCTYITY

JI0 HUX BIJIMOBIHO O BUMOT 3akOoHY YKpaiHu «IIpo 3axucT nmepcoHaqbHUX JaHUX)
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Ta BIAMOBIJHO 0 BUMOT HOPMAaTHBHO-3aKOHOJIABYMX AaKTIB 3 MHUTAaHb TEXHIYHOTO
3aXHCTy 1H(pOpMaIii.

4. 3abe3neuenmns  3axucmy NepPCOHANbHUX  OAHUX 6  IH@oOpMayitiHill
(asmomamuzo8aritl) cucmemi.

4.1. BrnacHuk 0a3u NEPCOHAIBHUX JAHUX IOBUHEH CTBOPUTH YMOBH IS
3axucTy B 1HGOpMAIiHINA (aBTOMAaTH30BaHIN) CHCTEMI MEPCOHAIBHUX JaHUX 1
3a0€3IMeUNTH 3aXUCT IIUX EPCOHANBHUX JTaHUX B1J] HE3aKOHHOI 0OpPOOKH, a TAaKOX BiJl
HE3aKOHHOTO JIOCTYITY J0 HUX.

4.2. YMOBU IJIsl 3aXHUCTYy TEPCOHAIBHUX JaHUX 3aJ€KaTh BiJ] KOHKPETHUX
pealbHUX 3arpo3, MPUPOAN MEPCOHATBHUX AaHUX, M0 OOPOOJISIOTHCS, TEXHOJOTI]
00poOku 1H(popMalii 1 TUIY 1HQOpPMAIIHHOT CUCTEMH, B paMKax sIKOT 00pOOJISIOThCS
MEPCOHAJIBbHI JIaHI.

4.3. 3abe3neueHHd yMOB JUIsl 3aXUCTy B 1H(oOpMauiiiHii (aBTOMaTHU30BaHIN)
CUCTEMI TIEPCOHAJIBHUX JAaHUX HE BHUPINIYETHCA peali3alll€l0 MEBHOI CYKYIMHOCTI
3aXO0/I1B, a 11€ MOCTIMHUMN MPOIIEC, KU BKIIOYAE:

- PO3POOKY MOJITHKU 3aXUCTy MEPCOHATBHUX JAHUX Bl HE3aKOHHOI 00pOOKH,
a TaKOX BiJl HE3aKOHHOTO JOCTYIy JI0 HUX, BUXOJSYN 3 XapaKTEPUCTUK MisUTBHOCTI
oprasizaiiii, IiJied, MPOIECiB 1 Mpolenyp, ICTOTHUX Jis YIPaBIiHHA PU3UKOM
HeOakaHUX MOJ1N 010 0OPOOKHU MEPCOHATIBHUX JAHUX 3 YPaXyBaHHAM CEPHO3HOCTI
HAaCJIJIKIB Takux HeOaxxaHux mnoiid. IlomiTuka 3aXuCTy MepCOHATBLHUX JAHUX BiJ
HE3aKOHHOI OOpOOKH, a TaKOX BiJI HE3aKOHHOTO MOCTYIy O HUX, MOBHHHA OyTH
Y3roJI’)KeHa 3 3arajlbHOI0 MOJITUKOK 1H(GOpMaliitHoi Oe3neku opraHizami 1 3
KOHTEKCTOM CTPATET1YHOTO yMPABIIIHHS PU3UKAMU OPTaHi3allii;

- BIPOBADKCHHS TOJITUKA 3aXUCTy TEPCOHANBHHUX JaHWX BiJ HE3aKOHHOI
OoOpoOKH, a TakKOX BiI HE3aKOHHOTO JIOCTYNmy JO HHUX 1 3a0e3nedeHHs

(YHKIIOHYBaHHS 3aXO0M1B, IPOLECIB 1 MPOLEAYP 3aXUCTY MEPCOHAIbHUX JAHUX;
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- OLIIHIOBaHHS Ta, O MOXJIUBOCTI, BUMIP MPOIYKTHUBHOCTI MPOIIECIB 3aXUCTY
MEepPCOHAIBHUX JIAaHUX BIAMOBIAHO 0 MPUMHATOT MOJITUKH, MM 1 MPAKTUYHOIO
JOCBiY, TATOTOBKA MPOTIO3UIIIH II0/I0 KOPUTYIOUHMX 3aXO0/1B;

- BXKMBAHHS KOPUTYBAJbHUX 1 3aMOODKHMUX [N IIOAO0 3aXUCTYy MEPCOHATBHUX
JaHUX Ha MIiJACTaBl pe3yibTaTiB BHYTPIIIHIX MEPEBIPOK, MEPIOJUYHHMA TEpersia
MOJTITHKY 3aXUCTY MEPCOHANBHIUX JAaHUX, TOCTIHHE BIOCKOHAICHHS 3aXO0/I1B;

44. YV pa3l, koau oOpoOKa TMEpCOHANBHUX [JAHUX 3IIACHIOETHCS B
iHdopMarliiiHid (aBTOMAaTH30BaHIN) CHUCTEMi, CTBOPIOETHCS KOMIUICKCHA CHCTEMa
3axucty 1H(opmMari BianmoBigHO a0 [lpaBun 3abe3neueHHs 3axucTy iHGopmarlii B
iH(QOpMaIiHUX, TEJIEKOMYHIKAIMHUX Ta 1H(GOpPMAIIITHO-TEIEKOMYHIKaIITHIX
cucrtemax, 3atBepkenux [loctanooro Kabdinery MinictpiB Ykpainu Bij 29 Gepe3us
2006 p Ne373.

4.5. KowmmiekcHa cuctema 3axucty 1Hpopmalii 3abe3neuye 3aXUCT
NEPCOHATBLHUX JaHUX BiJ HE3aKOHHOI 0OpOOKH, a TaKOX BiJ HE3aKOHHOTO JIOCTYITY
710 HUX, BIAMOBIHO /0 IJIaHY 3aXUCTY 1HPOpMAIIii B CUCTEMI, IO MICTUTD:

- 3aBJaHHS 3aXHCTy MepcoHaIbHOI 1H(opMarlii, kmacudikaiii mepcoHaIbHOI
1H(popmarii, onuc 0codIMBOCTEN TEXHOJOT1i 00poOKH 1H(DOpMaIi;

- MOJIEJTb 3arp0o3 JUIsl MIEPCOHATBHUX JJAHUX B CUCTEMI;

- BUMOTH IIOJI0 3aXKUCTY NMEPCOHAIIBHUX JaHUX Ta MPaBUia TOCTYITY A0 HUX;

- TepesliK AOKYMEHTIB, 3TIJJHO 3 SKMMHU 3AIMCHIOETbCA 3aXUCT 1H(popmalii B
1H(MOpMaIlIHINA CUCTEMI.

4.6. JIns 3aXUCTy NEPCOHATIBHUX JaHUX BAKIIMUBO, IIOOU OpraHi3alliifHi 3aX0u
1 BUKOPUCTOBYBaH1 3acO0M 3aXHUCTy, [0 BU3HAYAIOTh PIBEHb 3aXUCTY, BIIMOBIIAIH
peabHUM KOHKPETHUM 3arpo3am, JIaHUX, [0 00poOJISIIOTECS, 1 mporecamM, oOpoOKH
JaHUX, 110 BUKOHYIOThCS. [IoBHHHI OpaTucst 10 yBaru WMOBIpHI PU3UKH HeOaKaHUX
MoJ/iN 1 CepHO3HICTh HACIIJKIB TaKWX HeOaxkaHWX MoAid. UuM BUILE PUBUKU, TUM

CYBOPIIII 3aX0/I1 3aXUCTY MOBUHHI OYTH pealii3oBaHi.
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4.7. Skmo oOpoOka MepCOHANBPHUX NAaHUX 3AIHCHIOETHCA B 1H(OpMALIiHIN
(aBTOMAaTH30BaHI) cHUCTEMI, B SKill CTBOPIOETHCS KOMIUIEKCHA CHCTEMa 3aXHCTY
iHpopMmarllii, OIiHKAa PHU3UKIB HeOaXaHUX MOAIM AN TMEPCOHAIBHUX JAHUX, IO
00poOJISIOTHCS B aBTOMATHU30BaHIN CUCTEMI, € CKIIAJJOBOI0 YACTHHOIO OLIIHKU PU3UKIB
BIJIMOBIAHO JI0 peKOMEH Al 3riqHo 3 HopMaTuBHUM gokymentom HJI T3I 1.1- 002-
99 "3aranpH1 MONOKEHHS OO0 3aXUCTY 1H(pOpMallli B KOMI'TOTEPHUX CHCTEMaXx BiJl
HecaHKIlIoHOBaHOro aocTymy". 3arBeppkeHo Hakazom JICTC3I Cb VYkpainu Bifg
28.04.1999 No22.

4.8. 1o ocHOBHUX (haKTOPIB, 110 BIUIMBAIOTh HA PIBEHb HEOOX1THOTO 3aXUCTY,
BIJHOCSTHCH.

- yBara, 1o NpUIUBIETBCS CYCIUIBCTBOM JI0 00pOOIIOBAaHUX JTaHUX;

- piBEHb NOIH(POPMOBAHOCTI MEPCOHATY BJIACHUKA Ta / ab0 pO3MOpSIHHUKA
0a3u MepcoHaIbHUX JaHUX MIOAO0 1H(POpPMAIIHHOI OE3MEeKH, 3aXUCTy MEPCOHATBHUX
JTaHUX, TTOBary J10 aBTOPCHKUX MPaB, TOIIO;

- TUO 1H(QOpPMaLIMHO-TEIEKOMYHIKAIlIMHOI CHCTEMH, B paMKax sKOi
00pOOIISAIOTHCS TIEPCOHATBHI JIaHi.

5. Obpobra nepconanvHux OaHux.

5.1. BrnacHuk 6a3u mepcoHaIbHUX JaHUX 3A1MCHIOE 0OpOOKY MEePCOHATBHUX
JaHUX B KapTOTEKaX B MOPSAIKY, OMTMCAHOMY B pO31iJii 4, 3 ypaxXyBaHHSIM HACTYITHUX
BHMOT:

- IOKYMEHTH, 110 MICTSITh IEPCOHAJBHI JJaH1, GOPMYIOTHCS y CIIPABH 3aJIEKHO
BiJl METH 0OPOOKH MEPCOHATIBHUX JIaHUX;

- COpaBW 3 JOKyMEHTaMH, IO MICTSTh MEPCOHAIBHI JaHl, TOBHHHI MaTH
BHYTpPIIIHI ONUCH JOKYMEHTIB 13 3a3HayeHHSIM MeTH OOpoOKM 1 Kareropii
MEPCOHANILHUX JTAHUX;

- KapTOTEKH 30epiraroThCsl B MpUMIIIeHHIX (madax, ceidax), 3aXUuIleHnX Bij

HECaHKIIIOHOBAHOT'O JOCTYITY.
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5.2. JIBepi B mpumimenHsx (madax, ceiidax) moBuHHI OyTH oOmagHaHI
3aMKOM a00 KOHTPOJIEM JOCTYITY.

6. Bionosioanbuicmv 3a  nopywieHHsi  3AKOHOOABCMBA  NPO  3AXUCH
NEePCOHANbHUX OAHUX.

6.1. 3 meTor0 3a0€3MeYeHHs] BUKOHAHHS IPOMaJITHaMH, OpraHaMu JIepKaBHOT
BIaJM Ta  MICIEBOrO  CaMOBpAIYBaHHS, MIANPUEMCTBAMH, YCTaHOBaMH,
OprasizaiisiMu He3aJIeXKHO B (hOpM BIacHOCTI BUMOT 3akoHy Ykpainu «lIpo 3axuct
MEPCOHAIBHUX JaHUX», BepxoBHO Panoro YkpaiHu npuidHATO 3aKOoH YKpaiHu
«IIpo BHeCeHHS 3MIH /IO JESIKUX 3aKOHOJIABUMX AaKTIB YKpaiHU IIOAO0 MOCHUJICHHS
BiJIMOBIAAILHOCTI 3@ MOPYIICHHS 3aKOHOIaBCTBA MPO 3aXKCT MEPCOHATBHUX JTaHUX »
Ne3454-V1 Big 2 uepBHs 2011 poky, skuM BHeceHO 3MiHU 10 Koaekcy Ykpainu npo
aJAMIHICTPaTUBHI MTOPYIIEHHS.

6.2. 1 munas 2012 poku 3a nopyLIeHHs y cepi 3aXUCTy NEPCOHATBHUX JaHUX
Ha TPOMAJISIH, MMOCAJIOBUX OCI0, TPOMAJIIH-CY0'€KTIB IMIAMPUEMHHIILKOL ISUIBHOCTI
MOKJIaJIa€ThCs aAMIHICTPATUBHA BiAMOBIJATBHICTD.

6.3. Jlo aamiHicTpaTHBHOI BIANOBIAAIBHICT TPOMAISHU, MOCATOBI OCOOH,
IrpOMaJIIHU-CYO'€KTIB MIAMPUEMHUIBKOIL TISTTBHOCTI MPUTATYIOTHCS 3a HACTYITHI BUIU
IISHD:

- HEnoB1AOMJIEHH a00 HECBO€YacHE MOBIJOMIIEHHS CYyO0'€KTa MepCOHaIbHUX
JAaHUX PO HOTo MpaBa y 3B'S3KY 13 BKJIIOUEHHSIM HOTO MEPCOHATIbHUX JaHUX 10 0a3u
NEPCOHANTBHUX JaHUX, METY 300py LUX JaHUX Ta 0cCi0, SKUM IIl JIaHl MepeaaroThes,
TATHE 32 COO00 HaKJIaJeHHs mTpady 3rIHO YUHHOTO 3aKOHOJIaBCTBA;

- HEMOBIIOMJIEHHS  a00  HECBO€YacHE  TOBIIOMIICHHS  CIEIIaIbHO
YIIOBHOBXEHOTO I[EHTPAJBbHOTO OpraHy BHMKOHABUOi BJIAJW 3 TIHTAHb 3aXHUCTY
MEePCOHAIbHUX JTaHUX TPO 3MIHY BIJJOMOCTEH, MIO TOMAIOTHCS s JACp>KaBHOI
peecTpallii 6a3u MepPCOHATIBHUX JAaHUX, TATHE 32 COOOI0 HAKJIAJCHHS IITpady 3TiaHO

YUHHOI'O 3aKOHOJaBCTBA,
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- YXWJIEHHS BiJ Jep>KaBHOI peecTpaiii 0a3u NepCOHANbHHUX IaHUX TATHE 3a
co0010 HaKJIaJIeHHs Tpady 3rTHO YUHHOTO 3aKOHO/IaBCTBA;

- HEJOTPUMAHHS BCTAHOBJICHOTO 3aKOHOJABCTBOM TIPO 3aXHCT TMEPCOHATBLHUX
JAHUX TIOPSAKY 3aXHCTY MEPCOHANBHUX JAaHMX Yy 0a3l MepCcoHaNbHUX JaHUX, IO
MPU3BEJIO 10 HE3aKOHHOTO JOCTYMY /10 HUX, TSATHE 3a CO0OI0 HaKIaJACHHA IITpady
3T1HO YMHHOI'O 3aKOHOJABCTBA;

6.4. He3akonnuii 30ip, 30epiraHHs, BUKOPUCTAHHS, 3HHUIICHHS, IMOITUPEHHS
koH(pimeHmiHO iHpopMarii mpo ocoby ab0 He3akOHHA 3MiHAa Takoi iH(opMaIii,
KaparoThCs (3r1IHO YUHHOTO 3aKOHO/IaBCTBA):

- wrpadamu;

- BUIIPAaBHUMU pOOOTaMH;

- apenToM abo OOMEKEHHSIM BOJII.

Ti cami nii, BYUMHEHI MOBTOPHO, a00 SIKIIO BOHU 3aBJajd ICTOTHOI IIKOIH
mpaBaM, CBOOOJlaM Ta 1HTEpecaM oOco0u, — KapawThcs (3riJHO YMHHOIO
3aKOHO/aBCTBA):

- mrpadamu;

- BUIIPABHUMU pOOOTaMH;

- apemToM ab0 OOMEXEHHSIM BOJI.

7. CmeoperHs yM0o8 0/is1 00pOOKU NePCOHANbHUX OAHUX HA NIONPUEMCNEL.

7.1. 3 MOMEHTy NpUKHATTS 3akoHy YKpaiHu «lIpo BHECEHHs 3MIH 0 JEIKUX
3aKOHOJIABUMX AaKTIB YKpaiHM TOCUJICHHS BIJIMOBIJATBHOCTI 32 TMOPYIICHHS
3aKOHOJABCTBA MPO 3aXUCT nepcoHanbHux aaHux» No 3454-VI Big 2 yepBusa 2011
poKy HopMH 3akoHy Ykpainu «IIpo 3aXuCT mepcoHambHUX JaHUX)» MEPECTAIOTh OyTH
CYTO JICKJIApaTUBHUMH, & TICPETBOPIOIOTHCS B JIIEBUM MPABOBUM IHCTPYMEHT B pyKax
JIEp>KaBH, TaK K MOPYIIEHHS 3aKOHOJABCTBA Yy cPepi 3aXUCTy MEPCOHATBHUX JaHUX
BEJIC /10 aJIMIHICTPATUBHOT a00 KPUMIHAJIBHOI BiAMOBIAIBLHOCTI.

7.2. Ha BukoHaHHsS BUMOr 3akoHy YkpaiHu «IIpo 3axucT nepcOHaIBHUX

JAHUX» Ta 3 METOI0 HENOMYIIEHHS MPaBOMOPYIICHD ¥ cPepi 3aXUCTy MEePCOHATBHUX
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JaHUX Ha MiJMPUEMCTBI HEOOX1AHO CTBOPUTH CUCTEMY YIPABIIHHS MEPCOHATLHUMHU
JTaHUMH, 10 O0'€IHye OpraHizamliiHi Ta TEXHIYHI 3aXOAM IOJ0 CTBOPCHHS YMOB
po0OOTH 3 TEPCOHATBHUMHU JTAHUMH.

7.3. Ha erami CTBOpEHHSI CUCTEMHU YIPABJIIHHS MEPCOHATBHUMHU JAHUMU Ha
MiAIPUEMCTBI HEOOX1THO 3A1MCHUTH HACTYIIHI OpraHi3aliiHi 3aX0/u:

- BU3HAYUTH MeETy OOpoOKM 1 CKJaJ TMEepCOHATbHUX JaHuX Yy 0asl
NepCOHAIBHUX JaHMX. SIK MpaBWiIo, Ha MIANPUEMCTBI MOxke OyTH Tpu Oasu
NEepPCOHANBHUX JaHUX — 0a3za MpaliBHUKIB, 0a3a KOHTpareHTiB (KIi€HTIB), 0a3a
3aCHOBHHKIB;

- po3pooutu 1 3arBepautu [lopsaok 0OpOOKH MEpCOHANBHUX JaHUX y 0azax
NEPCOHAIBHUX JIaHUX MIJIPUEMCTBA;

- TPU3HAYUTH OKPEMOTO BHUKOHABIA a00 CTPYKTYpHUH  MIiAPO3Aii,
BIIMOBIJAILHUNA 3a BIJIOMOCTI, IO MICTSITh NEPCOHAIBHI JaHi, SKI 3a0e3rnedarhb
CTBOPEHHS 1 (DYHKI[IOHYBaHHS Ha MIANPUEMCTBI KOMIUIEKCHOT CHUCTEMHU 3aXHUCTY
iH(dopmanii B iHQopMallliHIi (aBTOMaTHU30BaH1i) CUCTEMI BiJl HE3aKOHHOI 00pOOKHU
Ta HE3aKOHHOTO JIOCTYIY, a TAKOX KOHTPOJb 32 BUKOHAHHSIM BUMOT 3aKOHOJIaBCTBA
I0JI0 3aXUCTY MEPCOHANBHUX JIaHUX;

- TIPOBECTH pEECTpallito 06a3 MEepCOHAIBHUX JaHUX, M0 (YHKIIOHYIOTH Ha
MIAIPUEMCTBI, B Jlep:kaBHOMY peecTpi 0a3 NEPCOHANBHUX TAHHX;

- 3a0e3ne4nTH 0OPMJIICHHS MMCbMOBOI 3r0/Id Cy0'€KTIB MEPCOHANBHUX JaHUX
Ha 0OpOOKY iX MEpPCOHAIBHMUX JNAaHUX y 0azax MepCOHATBHUX JAHHUX MIAMPUEMCTBA,
AKIIO CTBOPEH1 YMOBH 010 3aXUCTY 1H(POpMaIii;

- 3a0e3neynTd  OMOPMJICHHS MHCHBMOBOTO 3000B'S3aHHS  MPAIliBHHUKIB
HiJIpPUEMCTBA HE JOIMYCKATH PO3TOJIONICHHS MEPCOHAIBHUX JaHMX, IO iM JOBIpEHI
abo cTanu M BIIOMI y 3B'SI3KYy 3 BUKOHAHHAM MPO(eCiHHUX 1 TPYJOBUX BITHOCHH;

- CTBOPUTH KOMILJIEKCHY CHUCTEMY 3axHUCTy 1H(dopmallii, mo 3ade3neyye 3aXucT

NEPCOHANLHUX IaHUX B 1H(OpMaliliHiii (aBTOMAaTU30BaHiil) cucTeMi,
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- po3poOWTH 1 3aTBEPAMTH HEOOXIJIHI TMOJOXKEHHS, IHCTPYKLii Ta 1HIII
pO3MOpSAIYl  TOKYMEHTH, BIJIMOBIAHO J0 sKUX Oyae 3a0e3redyBaTHCs 3aXHCT
MEPCOHANBHUX JIaHUX Yy 0a3aX MEePCOHANBHUX JTaHUX IMMiANPUEMCTBA.

7.4. CTBOpeHHsI KOMIUIEKCHOI CMCTEMa 3aXHCTy 1H(opMallii, Mo 3a0e3MeYuTh
3aXHUCT TEPCOHANBHUX JaHUX B 1HGOpMariitHii (aBTOMATH30BaHIi) CHUCTEMI BIij
HE3aKOHHOT OOpOOKHM, a TaKOoX BiJ HE3aKOHHOTO JOCTYNYy /A0 HUX 3A1HCHIOETHCS
BianoBigHO a0 IlpaBun 3a0e3medyeHHs] 3axucTy 1HQopmalli B iH(QopMaIiiiHuX,
TEJIEKOMYHIKAIIMHUX Ta 1H(pOpMaLIHHO-TEEKOMYHIKAIITHIX cCUCTEMAX,
3arBepkeHux [locranoBoro Kabinety MinictpiB Ykpainu Big 29 6epesnst 2006 poxy
Ne373 Ta IHIIMMU HOPMATUBHO-3aKOHOAABYMMH JOKYMEHTaMH B raiy3l TEXHIYHOTO

3axucTy iHpopmarlii.

2.4. €BpomneiicbKka cUCTEMA 3aXHCTY NMEPCOHAIBLHUX JAHUX

[Ipobyiema 3axMCTy MEPCOHATBHUX JAHUX 3 KOKHUM POKOM CTAa€ BCE OLIBII
aKTyaJlbHUM HE JuIIe B YKpaiHi, a 1 B ychoMy CBITI. I3 CTpIMKUM pPO3BUTKOM
cydyacHUX 1HGOPMAIIMHUX TEXHOJOTIH, iAeHTHdIKamis (I3UYHOI OCOOMHU €
HEOOX1THOI0 10 HaJaHHS 0araThOX MOCIYT: HAJaHHS KPEAWTIB, BUILJIATA JTOMOMOTH,
orJiaTa KOMyHaJIbHUX MOCTYT, po0oTa 3 OAHKIBCHKMMHU YCTaHOBaMHU, OILJIaTa TOBapy
yepe3 iHTepHeT Tomo. OCKUIbKM OUIBIIICTh MOAIOHMX MOCAYr HAJA€ThCS Yepe3
MepexKy Ta BUJAIEHUN AoCcTyn 1 0€3 0COOMCTOT MPUCYTHOCTI, MOXKHA 13 YIIEBHEHICTIO
CKa3aTH, 0 BUMOTH JIO0 3aXUCTy Ta O€3MeKH MEePCOHAIBHUX JaHUX MalOTh OyTH
OUJIBIII dKOPCTKUMHU.

Posrmsmaroun MOHATTS TEpCOHANbHI JaHi, HEOOXIJTHO CcKa3aTd, IO IIe
iH(dopmanis, 1o 31aTHa 1AeHTHdIKYBaTH 0co0y. TakuMu gaHUMU €: Mpi3BULIE, 1M'S,
no OaTbKOBI; JdaTa, piK, MICsIb, MICIE HApPOJKEHHS; aJpeca peectpaiii ado
MIPOIMMCKHU; HOMEP MAacropTa 1 KapTKU COINIAIbHOTO CTPAaxXyBaHHS, BIJIOMOCTI IMPO

COIllaJIbHUM Ta CIMEHHUI CTaH; BIACHICTh HA MalHO, OCBITa, podecis, T0XO0IH.
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OcranHiM YacoMm 3'sBWJIOCS 0Oarato I1HIIMX TEPCOHAIBHUX JaHHUX: HOMEpPA
KpEIUTHHUX 1 1e0eToBUX OaHKIBChbKUX KapT, PIN-koau, JOTiHM Ta mapoJi B pi3HUX
cepBiciB (Hampukian, ocobuctoi momtH), gani GPS-mpuiimaua 31 cmapTdoHy, 110
J03BOJISIIOTH BIJICTEKUTH NIEPEMIILIEHHS! KOPUCTyBaya Ta 1HIIE.

370YMHU TIPO KPaIDKKYy JaHUX OyJaM MOIMpEeHl B Apyrid mojoBuHl XX
cromittss B CIIIA. Haityacrimn BUMaaKH CTOCYBajHCs BHKOPUCTAHHS MEIUYHUX Ta
IHIIMX JaHUX Uil OTPUMAaHHS peleNnTypHHUX MpenapaTiB nuisixom oomany. B €Bpori
KPaJADLKKH TEPCOHATbHUX JaHUX HailyacTille BHKOPHMCTOBYBAJHUCS IJIsl HaJCHUJIAHHS
(PIKTUBHUX PaxyHKIB 1 OTPUMaHHS JEPKABHUX JAOTalld YU JOMOMOTH.

Jlst 60poThOM 13 MIaxXpaiicTBOM B 0aratboxX KpaiHax Ha 3aKOHOJIaBUOMY PiBHI
PO3pOOIISIIHCS HOBI BUMOTH O€3MeKH 10 KOMIaHii, 1110 MPaioTh 3 MePCOHATLHUMHU
nanumu. lleli mporec HOCUTH TOCTIMHUN XapakTep, OCKUIbKK 1H(OpMaIlliiiHi
TEXHOJIOT1l PO3BUBAIOTHCS 1, pa3oM 3 HUMH, 3'SIBISIOTHCS BCE HOBI BUMOTH WIOJO
3a0e3nedeHHs Oe3neku 1HGopmarii. 3 1HIIOrO OOKy, TaKMM PO3BUTOK IITOBXAE
3JIOYMHIIB HA BUHAX1Jl HOBUX METO/IIB PO3KPAJaHHS IaHUX.

Ockiibku YKpaiHa NIATPUMYE KypC €BpPOIEUCHKOTO PO3BUTKY, PO3TIISTHEMO
PO3BUTOK CHUCTEMH 3aXUCTy mnepcoHanbHOi 1HQopMmauii B €C. €Bponeiicbke
3aKOHOJIABCTBO B)KE OIIBIINE JBOX JCCATHIITH YJIOCKOHATIIOE CHUCTEMY 3aXHUCTY
nepcoHabHUX AaHux. B 1995 poui Ha Teputopii €Bponu BBeAeHA JUPEKTUBA, IO
3000B's13y€ KpaiHu, K1 BXOAATh 10 ckiany €C, 3a0e3neunT 3aXUCT MePCOHATBHUX
naHux rpomansH. KokHa eBpomeicbka KpaiHa yXBajuja CBOI 3aKOHW IPO 3aXHUCT
MEPCOHAJIbHUX JaHMWX, 110 HalvacTiiie He 30iranucs 13 3akoHamu iHmmMX kpain €C.
barato MikHapoJHMX KOMIIAHIM, IO NEpPeAaloTh JJaHI dYepe3 KOPJOH, CTaau
3a3HAaBATH BEJIMKI TPYIHOUII, 110 MOB'S3aHi 3 JHOTPUMAaHHSIM 3aKOHIB PI3HUX KpaiH.
Came Tomy B 2012 porri Oysi0 BUPIIIIEHO CTBOPUTH 3araJIbHUM PETJIAMEHT TI0 3aXUCTY
nepcoHanbHux gaHux Ha Teputopii €C (General Data Protection Regulation —
GDPR), 110 npwuiiinoB Ha 3MiHy iCHYHOUYOI KOJIMCH JUPEKTUBH [3].

[Ticnst mexiapbKOX POKIB MEPETOBOPIB PETJIAaMEHT OyJI0 3aTBEPKEHO 25 TpaBHS

2016 poky. Y TtpaBHi 2018 poky HaOyn0 YMHHOCTI HOBE IOJIOKEHHS IMPO 3aXHUCT
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JaHUX. Y 4YHCIl HOBOBBEACHb — 3a00poHa Ha 30lp MEPCOHATBHUX JAaHUX
KOMITaHISIMH 1 JAEp)KaBoio 0e3 J03Boiy 3 00Ky (i3zumuHoi ocobu. BukmroueHHs
JOIYCKAIOThCS TUTBKA B TOMY BUNAJKY, SKIIO B KpaiHi ICHYIOTh 3aKOHO/JABYl aKTH,
110 3000B’I3YIOTh 710 Tiepenadi iHdopmariii.

[TpoTsirom aBOX poKiB, A0 25 TpaBHa 2018 poky, yci KoMIaHii, 1110 30€piraroTh,
MepeaaroTh 1 00POOIISIIOTE OCOOUCTI TaH1 €BPOIICHINB, 3000B's13aH1 Oy 3a0e3neunTu
0e3reKy Takux JaHuX BIANOBIAHO A0 mojoxkeHb GPDR. Bapro BimzHauuTt, 110 1€
TaKOX CTOCYEThCS KOMIMaHiH, o mepedyBaroTh 3a Mexkamu Kpain €C, 1o mpaioTh
13 IEpCOHAIBHUMHU JTaHUMHU IPOMA/JISIH €BPONENCHKUX KpaiH (HanmpukKiIaa, YKpaiHu).

KpiM €BpomnenchKoi CUCTEMHU 3aXUCTY NMEPCOHANbHUX JaHMX, KOKHA KpaiHa
MpOMIILIA CBIM NUIAX CTBOPEHHS CUCTEMH 3aXUCTY MEPCOHAIbHUX AaHuX. Hanmpukinan,
y Himeuunni mnepmwuii 3akoH y cdepi 3aXUCTy NEPCOHANBHUX JaHUX OyB
npuiiHsaTuii me B 1970 poui. A yepe3 ciM pOKIB 3'ABUBCS mHepiiuil ¢eaepanbHun
3aKOH, IO 3aXWIA€ TIepCOHaNbHi AaHi rpoMansH Himewunnu. Moro mepernsaymu B
1990 poui, agantyBaBIIM M HOBI peaiii. ['0JOBHOIO METOIO 3aKOHY CTaB 3aXHUCT
HEJOTOPKAHHOCTI MPUBATHOTO KUTTSI MPU BUKOPUCTAHH] IEPCOHATLHUX JaHUX.

[Tpuknagom Moxe ciayxutu 1 @Dpanuiga. Y mnporeci CTBOPEHHS CHUCTEMHU
¢dpaHIly3pke CYCIHIIBCTBO TMPOWIIO Yepe3 CHpolOy TOTATbHOTO KOHTPOJO 3a
rpoMajJisiHaMu, aje 3ymMulo 30epertd AeMoKpatuyHi npuHuunu. B 1978 poui ypsan
npuitHaB 3akoH "[Ipo 00poOKy maHuX, aitiax qaHUX Ta 1HIMWBIAyaTIbHUX CBOOOIAX"
y SKOMYy, KpiM BU3HAa4eHHS OCHOBHUX TIIOHSATh, BCTAHOBJICHO TIOKapaHHSA 3a
nopymieHHs. [IpaBomopymHuKH mWTpadyrOThCS, a TaKoX MOXYTh OTPUMATH
TIOPEMHHUN CTPOK J10 5 pokiB. DpaHIlisi CTPOrO CTEKUTH 33 3aXUCTOM IPaB 1 CBOOO
CBOIX TpomaAsH. byzap-ski mnopylieHHss B 001acTi NEpPCOHAJBHUX JaHUX
BUCBITNIIOIOTHCS B mipeci. DpaHilis — mpekpacHUi MPUKIA] KpaiHH 3 PO3BUHYTOIO
CHUCTEMOIO 3aXWUCTy TMEepPCOHANBbHOI 1H(opMallii, mo O0a3yeTbcsi Ha SKICHOMY
3aKOHOJIABCTBI 1 aKTUBHO OOPETHCS 3 MOPYLUICHHSIMHU, HAKJIaJal0uu BEJIUKI IITpadu.

B Awurmii npodinsHuii 3akoH OyB npuiiHaTuii y 1984 pori, B aKoMy KpiMm

OCHOBHMX TIIOJIOK€Hb, BKa3yBaJUCi BHMOTM JO0 CTPYKTyp, IO 30UparoTh 1
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o0poOmsitoTh  TepcoHaNBbHY  iHGOpMariito. KoxHUIT 3 Takux KOpPUCTYBadiB
3000B's13aHHUM MOBIAOMHUTH Mpo iHPOpMaIito, o 30upae, 1 B AKuX HusIX. s mporo
ypAI CcTBOpHB criemianbHuil "Peectp 3axucty manux". HeBukoHaHHS 1i€i BUMOTH
KapaeTbes 3aKkoHOM. OcoOMMBO KOpCTKO ¥ BenmukoOpuTanii kapaloTh 3a BTpary abo
BUTIK MEPCOHATBHUX JIAHUX.

[le oqauM npukiagom Mosxe Oyt [lonbia. 3akoH Mpo 3aXUCT NEPCOHATBHUX
JaHUX, M0 aJlallTy€ TMOJbChKE 3aKOHOJABCTBO pErJIaMEHTY II0JI0 3aXUCTY
MEePCOHAILHUX JaHMX YCixX ocib y Mexkax €C Ta €Bponeichkoi eKOHOMIYHOI 30HU
(RODO), nadys umnHOCTI 25 TpaBHs 2018 poky. Cepell HOBOBBEJCHb 3aKOHY IIPO
3aXMCT JaHUX — 3a00poHa Ha 301p MEPCOHAIBHUX JAHUX KOMIIAHISIMHU 1 JEP>KaBOIO
0e3 103BoIty 3 00Ky (P13MUHOT 0COOM. BUHATKM 10OMyCKalOTHCS JIMILIE B TOMY BUMIAJKY,
SKIIO B KpaiHi ICHYIOTh 3aKOHOJABUl TOJIOKEHHS, 1[0 3000B’SA3YIOTh JI0 Iepenadl
iHdopmarti. Iorvwa € oouiero 3 nepuiux kpain y €8poneticbKomy cor3i, sIKka 3Mo2a
NOBHICMIO A0anmy8amu HAYIOHAIbHY NPABo8y CUCMEMY 00 NOJOHCEHb NPO 3AXUCH
nepconanvHux danux. Hampukian, KOXXHUN TPOMAJITHUH Ma€ MOKIIMBICTh OTPUMATH
neTanbHy 1HGOpMaIliIo MPo 1T 00pOOKH CBOIX AaHUX (PIHAHCOBHMMH YCTaHOBaMH Ta
cnoco01 iX BUKOPUCTaHHS, BKIIOYAIOYM MPABO HA OTPUMAaHHS MOSICHEHHS, Ha SIKIH
mijicTaBl OaHK BUPIIIUB BIIMOBUTH Yy BHaul KpeauTy. OpraHi3oBaHO TaKOX SKICHHMA
3aXUCT MEPCOHANBHUX JTAHUX y CEKTOP1 OCBITH, MEIMYHIN ramys3i, Ha BCiX poOOYMX
MICIIAX Y J€P>KaBHUX Ta IHIIUX YCTAaHOBAX.

Takox BaxIMBUM IS JepxkaB CBpPONEUCHKOTO COK0O3y € Te€, M0
MIATBEPAXKYBATH JI03BUI HA OOpPOOKY MEPCOHAIILHUX JaHUX MOXKHA He 3 13 pokiB, a
mutie 3 16 pokiB. Ha kommnanii 3 €BponeiChbKUMH MPECTAaBHUIITBAMHU HAKJIATA€ThCS
psl 0OOMEXEHb. IM HEMOXHA BUKOHYBaTH OOMIH JaHUMH 3 IHIIUMH IAPO3I1IAMH,
SKIIO HE BUKOHYIOTHCS TMPAaBWJIA MO 3aXUCTy JaHUX. Takok HEMOXHa Tepe/laBaTH
iHdopmariito Baaai CIHIA Tta inmmm kpainam. [lpuknagom mns YkpaiHu Takox €
HAcTyIHI aepxkaBu — JIuta, JlaTsis, EcToHisl.

Cnin 3azHauntn, mo B €C HoBuii GPDR pernameHT mpuBIB 10 MacoBOIO

nepexoay 1H(QOpMaLIiHUX CTPYKTYP €BPONEUCHKUX MIANPUEMCTB Y XMapHI CXOBHUIIIA.
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[Ilo6 xpare 3po3yMiTH TPUYUHHA TaKOi MAacoOBOi1 Mirpailii, HEOOXiTHO 3HATH, IO B
GPDR yci mianpueMcTBa IIAThCS Ha JIB1 OCHOBHI KaTeropii:

- KOHTPOJIEPH JaHUX — 1€ MANPUEMCTBA, ISUTBHICTh AKUX MICTUTBH y c001 301p
NEPCOHANBHUX JIaHUX, iX Mepeaady, a TakoX poOOTy 3 HUMH.

OCHOBHI BUMOTH J0 TaKWX KOMIIaHIM MOJSITal0Th Y JOTPUMAHHI MPaBUJI, IO
CTOCYIOTBCS 3TrOJIM TPOMAJISiH Ha 30epiraHHs, oOpoOKy 1 mepenady iX mepcoHaIbHUX
JaHUX;

- 00po6moBayl JaHUX — 1€ MANPUEMCTBA, 10 30epiraloTh MEepPCOHANIbHI JaHl
Oe3nocepeHbO Ha CBOIX cepBepax. Taki koMmmaHii 3000B's13aH1 3a0€3MEUUTH BUCOKUI
piBeHb 1H(OpMaIIHHOT Oe3MeKu JAaHUX — Bl OOMEXKEHHsS (DI3UYHOTO JOCTYIY 0
oOnagHaHHs, 1€ 30epiraeTbcs 1H(OpMAIsA, A0 KOPCTKHUX BHUMOI IX PE3EpBHOIO
KOMIIOBAaHHSI Ta HaJAroJKeHHS OpaHamayepiB. 3a0e3MedeHHs HUX CTaHIapTIB —
CKJIaJIHUH 1 KOIIITOBHUHU MPOIIEC.

Jlns 6araThoX KoMmaHiii BUTpaTH Ha BianoBigHicTe BuMoram GDPR y skocTi
oOpoOmnoBaua JaHUX € JyXKE€ BEIUKUMH, TOMY OUIBIIICTh €BPONEHCHKHUX
MIAITPUEMCTB IEPEBOJIATH CBOI 1HPOPMaLIIifHI CHCTEMH B XMapHI1 CXOBHILIA.

3axuCT MepCOHAIBHUX JAHUX YKPATHIIB 3HAXOJUTHCS Ha KPUTHUYHO HU3BKOMY
piBHi. Jlume y 2011 pori B Ykpaini HaOyB unHHOCTI 3akoH Ykpainu «lIpo 3axwucr
MEPCOHANIBHUX JaHux» [3], 3rJIHO 3 HOpMamHu AKOro (pi3uyH1 1 IOPUIUYHI OCOOU
(mianmpueMcTBa, YCTAaHOBHM 1 oprasizaiii BCiX (opM BIACHOCTI), OpraHu Jep>KaBHOI
BJIa i a00 OpPraHu MICLIEBOTO CaMOBpsIyBaHHS, (I3UYHI OCOOM — MIAMPHUEMIIL, IO
00poOJISAIOTh MEPCOHANIBHI JIaHl, TOOTO BIAOMOCTI 200 CYKYMHICTh BIJOMOCTEW MPO
¢izuuny ocoly, ska ineHTH(ikoBaHa a00 MoOke OyTH 1IeHTH(IKOBaHOIO (CT.2
3aKkoHy), MOBUHHI 3apeecTpyBaTH Oa3W MEPCOHANBHUX [JIaHUX Yy CIeliaIbHOMY
peectpi 6a3 naHux, poOOTy SIKOTO KOHTpOJIoe JlepkaBHa ciy»k0a 3 MUTaHb 3aXUCTY
NEPCOHANBHUX JIaHUX.

SAKIo Ha MIAIPUEMCTBAX CTBOPIOIOTHCS BIJOMOCTI MPO MPAIIBHUKIB, KIIIEHTIB
Ta 0Ci0, 3 SKUMHU KOMIAaHis CHiBpOOITHUYAE ab0 MPOJa€e aBiaKBUTKH, TYPUCTHYHI

NOCJIyTH, TMPOBOAWTH OMNHUTYBAHHS, TO Take MIANPUEMCTBO  3000B’s13aHE
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3apeecTpyBaTH Taky Oa3y AaHuUX. Y BUNAAKY X HEBHUKOHAHHA a00 HEHAJIEKHOTO
BUKOHAHHS (PI3UYHUMHU 1 IOPpUAMYHUMH Oco0aMu BUMOT 3akoHy Ykpainu «Ilpo
3aXUCT TMEPCOHANBHMUX JIaHUX» MepeAdadyeHo TOoKapaHHS 1 aJaMIHICTpaTUBHA
BIJIMTOBIIATILHICTD 32 MOPYIIEHHS 3aKOHOJIABCTBA MPO 3aXUCT MEPCOHATBHUX JTAHUX)
[3]. KpuminanbHa BiAMOBIAAIBHICTh BIATIOBIHO JI0 JAHOTO 3aKOHY mepeadadeHa y
BUIIAQJIKy HE3aKOHHOTO 300py, 30epiraHHs, BUKOPUCTAHHS, 3HHUILEHHS, MOIIMPEHHSA
KoHpiaeH 11iHOT 1HGopMaIlii mpo oco0y ad0 He3aKOHHOI 3MIHM TaKoi 1H(pOopMaIrii.

Yci nepcoHalbHi JaHl YKpaiHIliB, MOYWHAIOYU 3 HOMEpPa MOOUTFHOTO TenedoHy
1 3aKIHYYIOYM aJpecol0 MPOKMBAHHS, ChOTOJHI He 3axuiieHi. Hampuknaa, 6araro
KOPHCTYBauiB HEOHOPa30BO ojepkyBanu CMC Bij pi3HHUX CIIyKO TaKCi, Mara3uHis,
y SKHX HIKOJIM He OyBajM — II€ O3Hayae, [0 Balll OCOOMCTI AaHi OyJlo MpOAaHO.
XapakTepHO Te, W0 CIeliajJbHE 3aKOHOAABCTBO, pO3po0OsieHe B YKpaiHi I
30epexeHHs 1 3aXUCTy IEPCOHANBHUX JaHUX, (DAKTUYHO JI€ TIIBKA B TOMY BUITQJIKY,
KOJIM BUTIK 1H(QOpMaLli MOXOAUTh 13 SIKMXOCh JEPKABHUX YCTAHOB 1 MIANPUEMCTB.
BianoBinaneHICTh MOKE HACTaTH, TUIBKU SKIIO BJIACHUK IIMX JIAHUX 3BEPHYBCS B
MpaBOOXOpPOHHI opraHi. [[yke HeOe3neyHa cuTyailis 3apa3 iCHye y BUKOpPUCTaHH1 0a3
MEePCOHANBHUX JaHUX cucTeMu MiH3apaBy YKpaiHH, IO JIETKO BHKpAacTH, 00 BOHH
IPAKTUYHO HE 3aXHUIIEHI.

[IpoGnema B VYkpaiHi mie 30UIbIIYETHCA TUM, IO TPOMAJISIHH JTOOPOBLIBHO
nepenarTh CBOI JaHi MpU OJIep KaHH] PI3HUX JUCKOHTHUX KapT Ta IHIIWX BUMAAKaX,
HE 3aMUCIIOIOYUCH MPO MOKIIUBI HACHIAKH. Bylb-IKUii BUTIK MEPCOHAIBHUX JAaHUX
MIPUHOCHUTh CEpHO3HI (PIHAHCOBI HENMpUEMHOCTI. Bu Oynere 3AMBOBaHI, SIKIIO Ha
Bare iM'st 6yo ohopmMIIeHO KpeauT. AJjie BiMOBIIAIBHICTh HeCTH BaM. J[oOpe, SKIIo
JOBENIETHCS IOBECTH, 1[0 HE BU Opajv KPEIuT, aje MOPAIbHO BU MOCTPAXKIAETE.

3a manmmu Kommasii Searchinform, mpoBimHOTO BHpOOHHMKA 3ac00iB BIJ
BuTOKiB nanux y CH/I, — Ginbine 32% ykpaiHChKHX BUTOKIB 1H(GOpMAIIiT MOB'S3aHO 3
nepcoHaIbHUMHM JaHUMU. [IpokoHTposoBaTH B YKpaiHi, SIK came 30epiraroThCsl Ta

00pOOISIOTECS TIEPCOHANBHI JaH1, JOCUTh CKJIAIHO 1 Maiyke He MOJKIIMBO.
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TakuM 4YMHOM, CHUCTeMa 3aXHUCTy MEPCOHANBHUX JAaHUX B YKpaiHi moTpedye
JIepKaBHOTO MOHITOPUHTY Ta peopMyBaHHS Ha 3aKOHOAABUYOMY piBHI. B ymoBax
HEYXWJIBHO 3pPOCTAIOYOro piBHA KiOEP3JIOYMHHOCTI Yy CBITI Ta HHU3BKOTO pPIBHA
iHbOpMaLIiHOT KYJIBTYpPH TPOMAIsH, @ TAaKOX BIJICYTHOCTI PO3YMiHHS HUMH BCIX
MOXJIMBUX KiOep3arpo3, HEOOXIJHO Ha JepKaBHOMY pIBHI 3a0€3MEUUTH 3aXUCT
IpOMaJISiH BiJl BUTOKY MEpCOHAIBHUX AaHuX. Bect 00poThOy 3 KiOEP3TOUYUHHICTIO 3
BUKOPHUCTAHHSM MEPCOHATBHUX JTaHUX MOXHA TUTHKH Ha OCHOBI CUCTEMHOTO T1IXOy
HA YCIX PIBHSIX.

[Ipobiiemoro Oe3reku MEPCOHAIBHUX JAaHUX TMOBHHHO 3alMaTUCSA HE TIIbKU
BIJIOMCTBO OMOYJICMEHA, ajie i CTPYKTYpH, MOB's13aH1 3 O€3MEKO00 1 MPABOOXOPOHHOIO

TUSITBHICTIO JiepkaBu [3].

KoHTpobHI nMTaHHA
. Buau xondenenuiinoi ingpopmariii?
. 3axoau popMyBaHHA PEKUMY 1HPOPMALIIMHOT OE3MEKH.

. lI1lo He HaNEeXUTh 10 OCHOBHUX aCMeKTiB iH(popMaIliiftHoi 6e3nexn?

1
2
3
4. Illo He HaNEeXUTh 10 30BHILIHIX 3arpo3 IHPOpMaLIiHOI Oe3MeKu?
5. IIlo BXOUTH 10 KOMIUIEKCHOI CHCTEMH 3aXUCTY 1Hpopmarrii?

6. Inopmariitna 6e3nexa — 1e?

7. Konu nomiasHO HE pOOUTH KOMHUX AiH 11010 BUSBICHUX PU3UKIB?

8. SIxa kareropis € HaOUIbII PU3UKOBAHOIO 3 OIVISAly HA MMOBIpHE IIaXpancTBO Ta
MOpYyLIeHHS Oe3neKu?

9. Illo BimHOCATH 0 MEPCOHANTBHUX JaHUX?

10. Cuctema ynpaBiiiHHS IEPCOHATIBHUMU JaHUMH.
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TEMA 3. 3AXUCT IH®GOPMAIIII B MOBLJIBHUX
HPUCTPOAX

3.1. Indopmauniiina 6e3nexa MOOITBHUX TA TUCTAHIIHHUX

TeJIeKOMYHiKaIii

[Mupoke 3acTocyBaHHS MOOUIBHUX MPUCTPOIB 1 TEXHOJIOTI] XMapHUX CXOBHII
BUCYBAa€ IIJIBUIICHI BUMOTHM JIO0 Oe3Mekr MOOUIBHHUX 1  JUCTaHIIHHUX
TEJIEKOMYHIKalllid, 30epeKEeHHS 1 3aXUCTy KOPHOPAaTUBHUX JaHUX, B TOMY YHCI1 Bix
HECaHKI[IOHOBAHOI'0 MOIIMpPEeHHs wl€i 1HPopMauii. [Ipu BUKOpUCTaHHI TEXHOJOTII]
XMapHUX CXOBHII 32 MOJEJUII0 Ha BIIJAJICHUX CEpBepax 1 LIEHTpaxX OMNpallOBaHHS
JAHUX MpoBaiiepa 30epiraeTbcsi KPUTUYHO BaXKJIMBA IS MIANPUEMCTBA 1H(POpMAILIis,
Hampukiaa (QiHaHcoBUM 3BIT. barato KepiBHUKIB AyONIOIOTH il Ha CBOIX
NEPCOHATBHUX MOOUIBHUX MPHUCTPOSX, IO 3HIKYE PiBEHb 1H(OpMaIlIiHOT Oe3neKu
MIAIpUEMCTBA. B 11boMy BuUNaaky noTpiOHO nepeadadynTy 3aX0au U010 3aXUCTy abo
3HUINECHHS WX JaHUX MpH BTpaTi abo Kpaaikii MoOuTbHOTO mpuctporo. [lepenayda
iHhopMmalii MO HE3aXMIIEHUX KaHajaxX 3B'S3Ky TaKOXX MOXE MPUBECTH 0
KaTacTpo(pIYHUX HACIIIKIB.

3a cratuctukoro 2019 p. cmocrepiramocss mMoAaiblle IOCWICHHS 3arpo3
iHdopmaniiiHid Oe3meni i1 BJIACHUKIB AK OCOOMCTUX, TaK 1 KOPHOPATUBHHX
MOOUIBHUX TPUCTPOiB. AHANITHKM I1i€] KOMIMAaHIi BiJ3HAYalOTh HU3bKUN PIBEHb
iH(hopMaIiiiHOT Oe31eKH KOPIOPATUBHUX KOPUCTYBAUiB HABITh y BUNAJKAX HE CAMHX
ckJagHuX arak. Yucino Hebe3neunux nporpam 3a 2019 pik B 4 pa3u nepeBUIIUIO iX
YUCJIO 3a TMOMEpPeAHl M'ATh POKIB, a caMi NPOrpaMH CTadd BUTOHYCHIIIUMH 1
ckaagHimumMu. Oco0auBy HeOe3MeKy CTaHOBIISTH IIKIUIUBI IPOrPaMHU JIJIsl IPUCTPOIB
1a OCHOBI omeparriitnoi cuctemu Android.

3a BIIKpUTUMH JAaHUMHU, JHIIE 3a mepiil Tpyu kBaptamu 2019 poky KiTbKIiCTh

MIKIJIMBUX Tporpam st MOOUTbHUX npucTpoiB Ha ocHOB1 OC Android Habnusunocs
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no 750. IMopsn 3 SMS-TposiHCBKUMHU TporpaMaMu OCOONMBY HeOe3MeKy s
KOPIHOPAaTUBHUX KOPHUCTYBaudiB MpeacTaBisiioTh DDoS-ataku. 3pocinu gk iX 4ucio,
Tak 1 moTyxHictb. Ha nymky ¢axiBiiB, "OCHOBHY TpyIly PU3UKYy B HalIii KpaiHi
CKJIaayTh KoMmaHii HadTOra3oBOi ramys3i, €HEpPreTHKH, a TaK0Xk CEKTOPU BaXKKOTO
MaIMHOOYIyBaHHs, IHKUHIPUHTY Ta J0OYBHOI MPOMHUCIIOBOCTI".

MoOinpHI 3ac00M YacTO BHKOPUCTOBYIOTHCS T03a KOHTPOJIHOBAHOI 30HU
KOPHOPAaTUBHOTO 3B'A3Ky. BoHU € 00'ekTamMu KpaaiKKU 1 3apakeHHS IIKIJJIMBUMU
mporpaMaMyd 3 METOI0 BHKpPAJEHHS TPOIIOBUX KOIITIB abo0 MiHHOI i1H(popMarlii,
3M1MCHEHHS] XAKepChKUX aTakK, CHPSIMOBAaHUX Ha HAHECEHHS €EKOHOMIYHOi abo
MopaibHOi mKoau Kommadii. II{o6 3axucTuTHCS Bi TakuxX 3arpo3, HEJAOCTaTHbO
AHTUBIPYCHHUX MpPOTpaM, 1[0 BCTAHOBIIOIOTHCS Ha MOOUIbHI MPUCTPOI. YOe3NneunuTu
MOXE€ TUIbKH KOMIUIEKCHa cHcTeMa 3abe3reueHHs 1HQopMmariiiHoi Oe3neku
KOPIIOPATUBHOTI'O KJacy.

OpHuMm 3 pilieHb 3axXucTy TpadiKy MOOITBHUX NPUCTPOIB € MOCTYra oneparopa
3B's13Ky "MoOutbHuii VPN". B 1ipomy Bumajky Bech Tpadik MOOUIBHUX MPHUCTPOIB
MEepeacThCsl MO 3aKPUTUX KaHajax omeparopa 3B'A3Ky 1 He MoTpamisie B [HTepHeT,
10 BUKIIIOYAE PU3HK MEPEXOIUICHHS HEIO 3TOBMUCHUKAMH.

Jly1st MOO1TEHUX KOPUCTYBaviB iHPOpMalliiiHa Oe3nexa 3a0e3neuyeThes:

- TOTOBUMHM PIIICHHSIMU, SIKI BCTAHOBIIOIOTHCS HAa MOOUIBHUM amapar, moou
0OMEXUTH MOXKJIMBICTh BUTOKY 1H(OpMAIIii;

- 3aco0amMu, MO0 HAJAIOTh 3aXHUILIEHE B3aEMOJISA CIIBPOOITHUKIB 3 0¢icoM
KOMIIaHIi;

- 3aco0amu, IO MO3BOJSIIOTH peali3yBaTd BIpTyalbHE poOouYe MicIe Ha
MOOUIBHOMY TEpMIHaJdl 3 MOXJIMBICTIO IEHTPAII30BAaHOTO YOPABIIHHSA HOro
0€e3MeKoI0;

- e(eKTHUBHUM 3aCTOCYBaHHSIM BJK€ ICHYIOUMX CEpPTH(IKOBAaHUX 3ac00iB

3aXHUCTY.
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Sk BIANOBIAL HA CEPHO3HY 1 OOTPYHTOBAHY CTYpOOBAHICTh 3 IPUBOIY OE3MEKU
MOOITPHUX TPHUCTPOIB 3'IBUIUCS HOBI KOMILJICKCHI 3aXHCTH BCHOTO IEPUMETpa

1HpOopMaLIHOT IHPPACTPYKTYPHU 3 YpaxyBaHHIM MOOUIBHOCTI.

3.2 3arpo3u BTpaTH KoH}igeHuiiiHol iHdopmanii

3 MOOLIbHMX NIPUCTPOIB

[lepm1 3a Bce, BCIM KOpHUCTyBadaMm, SKi KOPHUCTYIOThCS MOOUIBHUMHU
TeneoHaMu, a OCOOIMBO cMapT(OHAMHU, AYyXKE BAXKIUBO PO3YMITH, IIO TOU
NPUCTPIN, KU BOHU HOCSATh y ceOe Yy KHIIEHi, II¢ TOBHOILIHHUI KOMIT'IOTEp 3
(GYHKITI€EIO TOCTIHHOTO MOCTYMy A0 Mepexi [HTepHeT, MikpodoHoM, Kameporo, GPS-
HaBIraTOPOM 1 MPUETHAHUM JI0 HHOTO OAHUM a00 JeKiIbKOMa PI3HUMU TaMaHISIMHU.
To6To, € ByacHMIi MOOUIBHHMN paxyHOK Yy omeparopa 1 JOJAaTKOBO IpHUB’sA3aHa
OaHKIBChKa KapTa. Bci 11 paxyHKH MOXKYTh OyTH BUKOPUCTaHI 3I0BMUCHUKAM.

Xouy 3BepHyTH Bamy yBary Ha Te, 1m0 /i1l cMapT(OHIB XapaKTepHi Tl K cami
3arpo3u, IO 1 JJIsg MEPCOHATBLHUX KOMIT IOTEPIB, OCKUIbKH TeiaedoH, MO CyTi, 1 €
KOMIT't0TepoM. Lle 0OyMOBIIOE 1 MOMKIIMBICTH 3aIyCKy ' TPOSHCBKUX' Iporpam, i
MIMUTYHCTBO 3a Bamu, 1 kpaaikky KoHGIIEHIIHHOT iHhOopMaIlii, KpaJKKy TpOIIei 3
Bammx MOOUTbHUX paxyHKIB.

"Tposincbki'' mporpamu.

PosrnssuemMo mpobnemy paemo mwupuie. SIKUMH MOKIMBOCTSIMH  BOJIOJIIOTH
TPOSIHCBKI MPOTpaMu JjIsl MOOUIBHUX NMPUCTPOiB? Ha *kanb, HaM BJaCTUBO HE JyMaTH
mpo Oe3mneky MOOUTBHUX TPHUCTPOiB. | SKImI0 HA KOMIT'IOTEpl BUKOPUCTAHHS
AHTUBIPYCY € BXKE€ HOPMOIO, TO Ha MOOUIBHMX NPHUCTPOSIX 1€ BCE X € LIOCh
ex3orTnyHe. CpOrojHI ICHYE BeJlIMYE3HA KUIBKICTh 3arpo3: BIPYCH, TPOSIHCHKI
MporpamMu, MEpexeBi XpoOaKku, peKiaMHI MOJYJI OpIEHTOBAHI Ha aOCOJIFOTHO Pi3HI
m1aTGpopMu Jisi MOOLITBHUX MPUCTPOIB.

IInuryncski nmporpamm. Lli mporpamMu BiTHOCSTBCS 10 KJAcCy JETadbHUX

MIMATYHCBKUX IIPpOrpam. 3BepHiTI) yBary — <«JICTAJIBHUX» HIIMATYHCBKUX IIPOTpaM.
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o maetscs Ha yBazi? lle mporpamu, 1o MOXKHa BUIBHO Hpuadatu. Y mporpam €
TEeXHIYHA MIATPUMKA, BIACHUM calT, oQIlIMHUN BIIACHUK, MPOTpaMy MOKHA JIOCHUTH
MPOCTO BUAAIWIM 3 Mpuiany. Tinbku moaymaiite, moaiOHy MporpamMy MOXHa BUTBHO
npunbaTv, BCTAHOBUTH Ha TPUCTPIM KOpUCTyBadya 1 CIOKIMHO 3a HUM
cTexuTd. ToOTO TepexorumoBaty 1HGOpPMAILF0 TPO BCl 3MIMCHEHI JI3BIHKH,
MOKa3yBaTH BMICT SMS-JIUCTYyBaHHs, IMOKa3yBaTh 1H(oOpMalio mOpo BiABIAYBaHI
caliTu, 3HIMATH 3a JOTIOMOIOI0 KamepH Tesle(oHYy OTOUYIOUy CHUTYyallil0, BU3HAYATH
Bame wicnieposramyBanHs, ckanyBath bluetooth um Wi-Fi oTouenns, BkiouaTH
MIKpO(OH 1 3amucyBaT iH(OpMAIliI0 PO BCE HABKPYrH. BcTaHOBIEHHS MOAIO0HOTO
JI0JaTKy Ha TeneOoH KOpPUCTyBaya, IO CyTi, I03BOJISIE€ IIMUTYBAaTH 32 HUM BCIOIM,
ajpke TeseoH mpakTUYHO 3aBkau 3 HaMu. CIiJIKyBaTH MOKHA HE JIMIIE B TUTaH1 M1
B camoMy TesedoHi, ane 1 3a 6e3mocepe/lHiM OTOYCHHSIM KOPUCTYBadya — pealbHUM
KUTTSM, JIe BIH niepeOyBaeTe, 10 0a4uTh, 110 TOBOPUTH.

Icropisi po3BUTKY MOOLILHHMX BipyciB

Jleno mpo icTopito po3BUTKY MOOLIBHUX BipyciB. Ilepini MoOLIbHI BipycH HE
MOKHa OyJIO HaBITh Ha3BaTH MOBHICTIO Bipycamu, L€ OyJind OUIbIE HIKIIJIUBI SMS-
MOBIIOMJICHHS, TOOTO Ha TeleoOH KOpUCTyBaya MPUXOAUIO TE€BHE SMS-
MOBIJIOMJICHHS 1 SIKIIIO WOTO BIAKPUTH — 1€ MPU3BOJUIIO A0 30010 POOOTH TeiaedoHy i
MOIJIa TIPU3BECTH JIO0 3aBHCaHHA TenedoHy, Oylia CHOpPOMOXKHA «OOHYIUTH
TeneOHHY KHUTY, 3M1ACHUTH MIEBHUHN NI3BIHOK, TOOTO Teie(OH BUKOHYBAB NIEBHY HE
NnoTpiOHY KopucTyBauy pyHkiito. Jlani 3’aBuiuck peasibHi Bipycu 1 xpobaku. [lepii
BIpyCH 3’SIBWIIMCH WI€ JUIsl KOMYHIKaTOpiB Ha omepamiiiaux cucrtemax Palm OS,
Windows CE, Windows Mobile. [lani im Ha 3aminy npuiiiioB Symbian, i SKOTO
TaKOX OyJI0 CTBOPEHO JOCHUTH OaraTo HIKIJJIMBUX MPOTrpaM, MOBHOLIIHHUX XpOOaKis,
[0 MaJX MOKJIUBICTh PO3MOBCIOKYBATUCHh BIJ OJHOTO TPUCTPOIO JO 1HIIOTO
BUKOPHUCTOBYIOUH bluetooth 3’eHaHHS 1 BUKOHYBATH LIKIUIUBI 1.

[{ixaBo, 110 TOJI PO3MOBCIOMKEHHSI XpoOakiB OyJI0 B OCHOBHOMY IMOOY/I0BaHO
Ha MeTojaxX comianbHOl 1mkeHepii. Hampukmang cmaptdon Ha 6a3i Symbian,

3apakeHU XpoOakom, 1110 PO3MOBCIOKYEThCs uepe3 bluetooth. Paniyc nii bluetooth
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nepenavi 10-15 mMeTpiB, mpu IbOMY aBTOMAaTUYHOI Niepeaydi He BigOyBaeThes. ToOTO
3apakeHui cMapThOH CKaHyBaB OTOUYEHHS 3HAXOJUB 1HIII TeJIePOHH 13 YBIMKHEHUM
bluetooth i Hamaragscst im po3siciatu komii ce6e. [1{o  BigOyBasOCh HA CTOPOHI sKa
npuiiMana? 3BUUaiHUN KOpuUCTyBau mnepedyBaB y MeTpo 4 kade 1 OauuB Ha
TenedOH1 MPOMO3UIIi0 NTPUHHATH neBHUM (aitn. Ll cutyaris Oyna He BUCBITIIEHA y
3MI 1 3BMYaifHOI LIKABOCTI BUCTAYaJIO MIOOM MPHUUHATH (ails, TuM OiiblIe BiH MIT
I[IKaBO Ha3uBaTHCh. JItoMHa npuiiMana aitn, BiAKpuBajia HOTo 13 MIKaBOCTI 1 SKIIO
npuiiMarounii mpuian OyB Ha 0a3li Symbian, xpoOak akTHBI30BYBaBCs, 3apakaB
MPUCTPIN 1 MOTIM 3apaxkaB IHIIUX, BAKOHYIOYH HOBY PO3CHIIKY.

[lepmri Moaudikaiii BipyCy HpOCTO PO3MHOKYBAJIUCh 1 HAHOCWJIM TIEBHY
IKOAY, OJIOKyIouM Jesiki JoAaTku y cmapT@oHi. bimbm mi3Himn moaudikamii
XxpoOaka B)X€ HaMmarajauch 3apoOJsITH KOIITH 3JOBMHMCHHUKAaM, TOOTO BIpYC
PO3MOBCIOJKYBAaBCS Tak caMo uepe3 bluetooth, ane Bxke MaB HOBY (yHKIiIO —
BIJITpaBKa SMS Ha TUIaTHI HOMEpH. JIJIsi LbOro 3JIOBMUCHUKH PEECTPYBAIM KOPOTKI
IJIaTHI HOMEPH TMPHU  BIAMNPABIN SMS-TIOBIIOMJIEHD, 32  BIANpPaBIEHHS SKUX 3
KOpHCTyBada 3HIMAIOThCA TEBHI KOIITH. | TposHChKa mporpama 3 Barmioro
3apaXKCHOTO TPUCTPOIO BIAMpAaBIsia SMS-MOBITOMIICHHS, a 3JOBMHUCHHKH TaKHM
YHHOM OTPUMYBAJIU 3UCK.

Y nopanpmioMy MOOUIBHI HOPHUCTPOI MOYaIM BOJOJITA BCE OUIBILIONO
MOKJTHBICTIO 3’€THAHHS 3 [aTepner. 3 MOYaTKy e
oymu WAP Tta GPRS 3’eananns, notiM 3’sBuimck 3G Mepexi, gani moBHouinHi Wi-
Fi Toukn. B TemepimHiii yac € ayxke 0araTo MiCIb A€ HE IMiIKIIOYAIOUUCH depe3
cBoro GSM-onepaTopa MOKHa OTpUMATH JOCTYI 10 r100anbHOT Mepexi uepes Wi-
Fi, o mpucyTHiit npakTHYHO BCIOIM: B 0dicax, METpo, Kade, BAOMA 1 T.J.

Matoun noctyn no [HTepHeT Xxpobaku OTpUMaiu MOXJIMBICTH, MEpII 32 BCE,
OUTbLI IIBUIKO PO3MOBCIOMKYBAaTUCh 4YEpe3 ENEKTPOHHY IMOIITY, BeO-cailTh 1
HAHOCUTU OUIBIII CYTTEBY IIKOAY, aJ)K€ BOHU BXKE MOIJIM HE TUIBKW BIANPaBIATH
MJIaTHI SMS-TIOBITOMIICHHSI, aJie ¥ KPacTH JaHl KPEIWTHUX KapTOK MPO aKayHTH B

COLIIAIbBHUX MEpeXkax, eNIeKTPOHHINA momTi 1 T.4. Bipycu st MOOUTbHUX MPUCTPOIB
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OTpUMAaJIM BCl Ti BIACTUBOCTI, IO MPUTaMaHHI KJIACHYHUM IIKIJJIMBUM IpOrpaMam
JUTSI TIEPCOHAIBHUX KOMIT FOTEPIB.

Jlisg Toro moOW TpPOBECTH AaHAJNOTII0, MOXKHA 3a3HAYUTH, IO ICHYe Oarato
"TposHCBKHX" Tporpam, L0 3apa)kalodyu TeJaeoH, MEePETBOPIOIOTh Horo Ha Oota i
dbopmyroTh 1My 00T-Mepexy. ICHYIOTh 00T-HETH Ha OCHOBI MOOUIBHHX HPHUCTPOIB.
Tax, y 2012 pomi y Kurai 6yB BusiBieHuil 60T-HeT, 10 ckiaaascs 13 1,5 MinmbiioHa
3apakeHuX NOpUCTpoiB. KokeH 13 1HUX TMPUCTPOiB MIr abo BiAIpPaBUTH SMS-
MOBITOMJICHHSI HA TeBHUN HOMep, abo mpoBectu DDoS-araky, CITAM-po3scunxky.
Taxum unnom DDOS-ataku Ha caliTh MOXYTh MPOBOAUTHCH HE TUIBKH 3 3apaKEHUX
KOMIT'IOTEpIB, aje W 3 3apakeHux cMapToHiB, fAKI 1O CyTI € TUMHU
CaMUMHU KOMII FOT€paMHU, ajie sIKl MU MTOCTIITHO HOCUMO 3 CO0O0I0.

Knacuyni Bipycu 11t MOOUIBHHMX  NIPUCTPOIB, B  OCHOBHOMY, HE
po3po0stoThes. TlepeBakHO N1 MOOUTBHUX MPUCTPOIB PO3POOIISIOTH TPOSHCHKI
nporpamMm, — peKJaMHi  MOAyJdi,  Oekmop — mporpamu  (SKi  JTO3BOJISIOTH
00iliTH aBTEHTU(IKALIIIO).

BapTto po3ymiTu, 110 MIKIJIUBI IpOrpaMu CTBOPIOKOTHCS JJIS BCIX OMEpaIiitHuX
CHUCTEM, Ha SIKI MOKHa BCTAaHOBUTH JOJATKOBE MporpamHe 3abesmeueHHs. ToOTo
Akio y Bamr TeneoH MokHAa BCTAHOBUTH I0AATKOBI MPOTPaMH, 3HAUYUTh TYJIU MOXKE
NOTPANUTH IIKIAJIMBA Tporpama. Ko BOHAa HE MOTPAanmUTh TYAH CAMOCTIHHO,
aBTOMATUYHO, TO MpOorpaMa MOXke 3poOUTH 1ie 3 Bamioro 1onoMororo yepes METoau
colianbHOI 1HXeHepli. Hanpukiazn, Bam 3anponoHyroTh BCTAaHOBUTH LIIKaBY Ipy, a L€
BUSABUTHCA 1 Ipa, 1 WIKIJIMBA mporpaMa. AOo B3arayi BoHa He OyjJe MacKyBaTHCh IiJl
Ipy, @ TMPOCTO TOYHE HAJCWIATH SMS-TIOBIIOMJICHHS HA KOPOTKI HOMEpH. TiTbKH
IPUCTPOI 3 MOBHOIO 3a00POHOI0 Ha BCTAHOBJICHHS AoAaTkoBoro I3 € 3axuieHumu.
Bipycu, y mmpokomy ceHci, A onepaitiiiHoi cuctemu i0S (MoGinbHa onepartiiina
cucreMa Bijg Apple), Ha kab, iICHYIOTh 1 Y IOCHTh BEJIMKIH KITBKOCTI.

TyT ckopillle CTOITh MUTAHHS SKUM YMHOM Il LIKIJJIMBI MPOTPAMU MOXKYTh
MPOHUKHYTH Ha Barm MoOinpHUMI mpuctpiil. | B mipomy mmani ciyx6a App Store

JiACHO OLIBIN 3axullieHa HiK ciyx0a Google Play Market. Ane TyT € 1 3BOpOTHS
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CTOpOHa. Sk mpaBmiI0, KOPUCTYBayl MOOUTBbHUXIIPUCTPOiB iPhone He roToBi A0 TOTO
10 X MpUIaaIu MOXKYTh 3apakaTuch Bipycamu. ko aist Android-mpuctpoiB xoua 6
YacTHHA 103€PiB KOPUCTYIOThCA aHTHBIpYCaMH, TO Y pa3l BUHUKHEHHS €Mi/ieMii BOHU
MOXYTh OyTH 3axuiieHi HabaraTo mBuame. KopuctyBaui xx omepamiiiHoi cuctemMu
10S npucTpoiB 3MylIeHI OyAyTh YeKaTH MOKHU Ciry:xOa Apple BUITyCTUTh OHOBJIICHHS
OTIepaIliifHOI CHCTEMH, IO YCYHE BPA3JIUBICTh.

[Ile omuH acmekT 3arpo3 JjIsi KOPUCTYBadiB MOOUIBHUX TeIe(OHIB IMOJATAE Y
Mozieni poOOTH 3 TMJIATHUMH IOCIyTaMH, IO MOXYTh OyTH HE 30BCIM 3pO3yMili
kopuctyBauy. To6To Bac M0OXyTh BBECTH B OMaHy MHOINPOCHBIIM HAaOpaTH MEBHHIMA
HOMEp, HaJICIaTh SMS-MOBIIOMIIEHHS. Y BCIX LUX BUMAAKaX 3 MOOILJILHOTO PaxyHKY
3HIMAIOTHCS TIEBHI KOIITU. TaKoX Tyke MOMYJSIPHOIO € TTOCIyra SMS-TiAMICOK, KOJIH
KOpUCTYyBauy MPONOHYIOTh MIANMCATUCh Ha IEBHUHM CEpBIC 3a JOMOMOIOK SMS-
noBizomiieHb. Lle Moke OyTu Bce IO 3aBrojHO: MiANKMCKA HA OH-JIAWH Ipy, EBHUN
caiT, OyAb-SIKHUWA CEepBIC, SKU BHMAarae peryJsipHy oOIUiaTy. Y NOAAIBIIOMY
KopucTyBad Moxke 3a0yT mpo 1e. OCKUIbKM BiH JIMILIE OJHUH pa3 MOTOJKYEThCS, a
MOTIM 1HILIIOBAHHS 3HATTS KOWITIB Oyjae BiAOYyBaTHUCh BXKE OMEPATOpPOM. 3 BalIOro
pPaxyHKy MepiouyHO Oy/i€ 3HIMATHUCh TIEBHA CyMa KOINITIB 1 BU IbOTO MOETE HABIThH
HE TIoMiYaTH. [HKOJIM MM TIPOCTO HE TaM’ SITaEMO Ha IO IMiAMUCAIKCS, a, MOXKJIUBO, 1
B3araji LbOro He poousim — 60 1e 3poduna "TposiHcbka nporpama’. Tomy BapTo OyTH
oy’)ke oOepeXHUM TMiJ Yac BUKOPUCTAHHS KOPOTKHX SMS-TIOBIIOMIIECHB MIPH
3aMOBJICHHI TOCIYT 4uepe3 HuX. He A3BOHITH Ha He 3HAHOMI HOMEPH 1 YBaKHO
KOHTPOJIIONTE MOCYTH, Ha K1 Bu mianucyereck. IHKOIM MiiMKUCKa HA TIOCIYTY MOXeE
KOIIITYBaTH 5 TPUBEHB, a BKE 3a T€, MOOU BIJMUCATUCH MOTPIOHO 3aIMIaTUTH 25 TPH.
Tomy, BapTOo OyTH siIkOMOTra OUIbII YBaXHMMU 1 HE KOPUCTYBATHCh MiAO3PUIMMHU

cepBicamu.
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KoHTpo/IbHi 3anuTAHHS
1. 'onoBHA XapaKTEPUCTUKA TPOSIHCHKOI IPOTPaAMHU.
2. InuryHcebki nporpamu — 1e?
3. Sxi 3arpo3u yepe3 BUKOPUCTAHHS MOOIJTBLHUX MPUCTPOIB?
4, SIk TpOHUKAITh Ha MOOUTBHUH Tele(OH BIPYCHI TPOTpaMu?

5. Slka mikona Bif BipycCiB?
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TEMA 4. YIIPABJIIHHSI IHOOPMAIIHHOIO BE3IEKOIO

4.1. Meroam 3axucry iHpopmanii

Cucrema ympaBiiHHS 1HGOpPMAIIHHOIO OE3MEKOI0 TPYHTYETHCA Ha TPHOX
byHIaMEHTAIbHUX MPUHIMIAX YIIPABIIHHS:

* IPUHIUIT PO3IMKHYTOTO KEpyBaHHS;

* IPUHITUIT KOMITEHCAIlIi;

* IPUHIIUIT 3BOPOTHHOTO 3B'SI3KY.

3a MPUHIUIIOM PO3IMKHYTOTO YIPaBIIHHS CTBOPIOIOTHCS BIACHI MOJITUKH
0e3MeKy, BUKOHAHHS SIKUX KOHTPOJIOETHCS BIAMOBIIAIbHUMHU 0cobamu. B nanuii yac
OUIBIIICT, KOMIAHIM BUILISAE U1 0COOU, BIAMOBIIAIBLHOI 32 pO3POOKY 1 peasizalio
nonituk Ib, mozuiito CISO (Chief Information Security Officer) — kepiBHMKa BiaaiTy
IT-6e3meku abo mupekropa no IT-6esnexku. Ak mpaBwmio, CISO ouonroe kepyroda
pazaa 3 muTaHb iHOpMaIliitHoi Oe3MeKH.

[IpyHMn kommneHcanli Mae Ha yBasl, 10 B pa3l BUHUKHEHHS OyAb-SKHX
BIIXWUJICHb BiJ PO3pO0JICHOI MOJITHKKA Oe3neku abo 30BHIMIHIX ¢dakTopiB (a 1e
HEMHUHYYE, OCKITBKH KOMITaHii pO3BUBAIOTHCS, 3'SBJISIFOTHCS HOBI 3aTPO3H, IPUXOISATh
1 UIyTh HOBI CHIBPOOITHHMKH, 3'IBJIIIOTHCS HOBI MPOTpamMHi MPOAYKTH) HEOOX1THO
HEeraifHO BHOCHUTH BiJIMOBI/IHI KOPEKTHBH B aJITOPUTM YIIPABIIHHS, 110 KOMIICHCYBAJIH
0 HeraTUBHMI pe3ybTaT 30BHILIHIX BIUIMBIB.

Tomy m1st KOMIIaH1H Ty’Ke BaXXJIMBO HE TITBKU PO3TISAATH THIUACHTH, 110 BXKE
B1IOynHcCs, ane 1 OyayBaTH CUCTEMY MPOAKTHUBHOIO 3aXHCTY, 3/1aTHOI BIIOUTH aTaku
JI0 TOTO, SIK 3'ABJISATHCA MPOOJIEMH, 1 HaBITh IO TOTO, SIK CTaHE B1JIOMO MPO MOTEHITIHHI
mpoOJIeMu Ta CJIa0Ki MiCIIs.

Jly’xe BaXKJIMBO TOTPHUMYBATHCS TIPUHITUITY 3BOPOTHBOTO 3B'SI3KY, IO JO3BOJISIE
ynpasisita [b o 3aMkHyTOMY KOJTy. 32 UM MIPUHITUTIOM OyIYIOThCSI 6arato CUCTEM

Ib.
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HasiBHICTh JTaHKM 3BOPOTHBOTO 3B'SI3KY B CUCTEMI yMpaBIiHHS 1H(HOPMAaLIHHOIO
0€3IeKOI0 JT03BOJISIE HE TUIBKM BUSBUTH OKpPEMY 3arposy, aje 1 BiJjpearyBaTh Ha
IITAR Ps7 TIOMIN, HA TEPIIMA TOTJISA HISK HE TMOB'S3aHUX MiXK c00010. Y IIbOMY
MOXXYTh JIOTIOMOTTH TMPOAYKTH, IO 3a0e3MeUyioTh IMEHTPATi30BaHE 31CTABJICHHS
JTAHUX JKypHaATIB IMOJIA 3 MEpPEKEBUX NPHUCTPOIB 1 CHCTEM OE3MEKH B PEKUMI
peabHOTO Yacy, aBTOMATHYHO 3ICTABIIAIOYM JaHI 1 BHIUIAIOYM TOMIl 1 3arpo3u
Oesrierri, M0 BUMAararoTh IPUHHATTS pilrydux 3axojiB, Taki sk Check Point Eventia
Analyzer.

[TobynoBa cuctem Ib 3 ypaxyBaHHSM IMepepaxOBaHWX MPHUHIIMITIB TO3BOJISE
BUKOPUCTOBYBATH 1CHYIOY1 METOAM ONTHUMI3AII JIJIsl MOKPAIIEHHS PI3HUX MTOKAa3HUKIB
AKOCT1 CUCTEMH, TAKUX SIK CTIMKICTh YIpPaBJiHHA, IIBUIAKICTh PEAKIll HA ICHYIOYl Ta
HEeB1JI0Mi 3arpo3u

Po3pobka koMmIuieKkcy oprasizaliifHuX 3aco01B 3axucTy 1HopMallii MOBUHHA
BXOJIUTH B KOMIIETEHIIIIO CITY>KOU Oe3MeKH.

Haituacrime ¢axiBiil 3 6e3mnexu:

¢ PO3POOJIAIOTH BHYTPIIIHIO TOKYMEHTAIIIF0, III0 BCTAHOBIIIOE TIpaBujia poOOTH
3 KOMIT'FOTEPHOIO TEXHIKOIO Ta KOHPIAEHIIIIHOI0 1H()OpMaIIi€to;

e MIPOBOJIATH IHCTPYKTAXK 1 IEPIOUYHI TIEPEBIPKU TIEPCOHATTY;

o IHIIIIOIOTH MIAMUCAHHS JOJATKOBUX YTOJ 10 TPYAOBUX JOTOBOPIB, Ji€
BKa3aHa BIJIMOBIJAIBHICT, 3a PO3TOJIONICHHS a00 HEeMmpaBOMIpHE BHUKOPUCTAHHS
B1JIOMOCTEH, 110 CTaJIM B1JOMi IO pOOOTI;

¢ PO3MEXXOBYIOTh 30HHU BIJMOBIJAIBLHOCTI, 1IOOM BUKIIOYUTH CUTYallli, KOJIU
MacHUBHM HAWOUIBII BAXKIWBHUX JaHUX 3HAXOMATHCS B PO3MOPSKEHHI OJHOTO 13
CIIBPOOITHHKIB;

¢ OpPraHi3yloTh pPOOOTY B 3arajbHHMX IMporpaMax JOKYMEHTOOOIry 1 CTeXaTb,
o0M KPUTUYHO BaXKITMBI (pailiin He 30epiraiucs mo3a MepeKeBUX JHUCKIB,;

e BIPOBAKYIOTh MPOrPaMHI MPOIYKTH, IO 3aXUIIAIOTH JaHi BIJ KOMIIOBaHHS
a00 3HUIIEHHS Oyab-SIKUM KOPUCTYBaye€M, B TOMY UYHCIl TOM-MEHEHKMEHTOM

oprasizariii;
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e CKJIAJIAIOTHh IUJIAHU BIJHOBJICHHS CHCTEMH Ha BUMNAJAOK BHUXOAY 3 JIaay 3
AKUXOCH IPUYHH.

Axmo B xommnaHii Hemae BumiiaeHOi [b-cy)0u, BUX0IOM CTaHE 3aIlpOIICHHS
daxiBig 3 Oe3MeKu Ha ayTCOPCHUHT. BimmaneHuil CHiBpOOITHHK 3MOXKE MPOBECTH
aymut IT-iHdpacTpykTypu KommaHli 1 JaTH peKOMEHAaIii Mo ii 3aXucTy BiA
30BHIIIHIX 1 BHYTPILIHIX 3arpo3. Takoxk ayrcopcuHr B Ib nmepenbadae BUKOpUCTaAHHS
CrieLiaJIbHUX MpOorpaM JJIsl 3aXUCTy KOPIOPAaTHUBHOI 1H(popMariii.

Ha npakTtuiii BUKOPUCTOBYIOTH KiJIbKa TPYH METO/IB 3aXUCTY, B TOMY YHCIIL:

* TEpemkoJa Ha NUIAXy NependadyBaHOTO BHKpajada, IO CTBOPIOIOTH
(b13MYHUMH 1 IPOTPAMHUMHU 3aCO0aMU;

* ypaBmiHHs, a00 HaJaHHS BIUMBY Ha €JIEMEHTH, [0 3aXHUIIAE€THCS CUCTEMH,

* MacKyBaHHS, a00 MEpPETBOPEHHS JaHWX, 3a3BHYail — KpUNTOrpadiuHUMHU
crocobamu;

* perjameHTamis, abo po3poOKa HOPMATHMBHO-NIPABOBUX aKTiB 1 HaOOpy
3aX0/iB, CIPSIMOBaHUX Ha Te€, IMIOOU CIIOHYKAaTH KOPUCTYBauiB, SIKI B3a€EMOIIOTH 3
0a3aMu JaHUX, JIO0 HaJIEKHOI ITOBEIIHKY,

* IpuMycC, a00 CTBOPEHHS TaKMX YMOB, MPHU SIKUX KOPUCTYBA4 Oy/e 3MYyIICHUN
JTOTPUMYBATHUCS MTPABUJI TTOBOJKEHHS 3 TAHUMU;

* CIIOHYKaHHs, a00 CTBOPEHHS YMOB, III0 MOTHBYIOTh KOPHUCTYBadiB [0
HaJIEKHOTO ITOBEIIHIII.

KoxeHn 3 MeroaiB 3axucTy 1HGOpMAIli peani3yeTbcsi 3a JAOMOMOTOI PI3HUX
Kareropiit 3aco0iB. OCHOBHI 3ac00M — OpraHi3alliifHi Ta TEXHIYHI.

PersamenT moao 3a0e3neuyenHsi ingopMmaniiiHoi Oe3meku — BHYTPIITHIN
JIOKYMEHT OpraHi3aillii, 1110 BpaxoBy€e 0COOJUBOCTI O13HEC-TIpoIieciB 1 iHPopMaIliitHOT
1H(MPACTPYKTYPH, a TAKOXK aPXITEKTYpPy CUCTEMHU.

3axuctutd 1HGOPMAIIIO BiJ HECAHKIIIOHOBAHOTO JIOCTYIy MOXHaA 3a
JOTIOMOT'OI0  alapaTHO-MPOrPAMHUX, MPOTrPaMHUX, OIOMETPUYHMX, TEXHIYHUX 1
aaMIHICTPAaTUBHUX 3aCO0IB.

Anapammuo-npoepamui 3acobu:
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* cremiagbHl KpunrorpadivyHi Iuiatd, 1m0 BOYAOBYIOTHCS B KOMI'IOTEp, 3a
JIOTIOMOTOI0  IKMX 1H(pOpMaIlito MOKHa 3amudpyBaTH, CTBOPUTH EJIEKTPOHHUN
OiANUC, a TakoX ayTeHTU(]IKyBaTH KopucTyBaua (ayTeHTU(]IKaIiss — TpoOIEC
imeHTudikaiii KOpuCTyBayiB, MPUCTPOIB a00 OyAb-sIKOI 1HINOI OAMHUIN, 10 Oepe
y4acTh B 1H(pOpMaIIHHOMY OOMIHI, Iepe] MoYaTKOM SKOTO Tpeba MaTu JI03BiI Ha
JOCTYT 10 JAHUX);

* SmartCard — wmarHiTHa KapTka Juisi 30epiraHHsi CEKpPETHOro KIroya,
mUQppyBaHHS TapOJIeH;

» mpuctpoi ActivCard nns BBeAeHHS MapoJieid, J€ Mapoyib HE BBOJIMUTHLCA, a
pPO3paxoBYEThCS (AMHAMIYHUI TMapoiib), a Takok SmartReader nns 3untyBaHHS
napoJieil. B mux npucTposx BcepeanHl BMOHTOBAHO MIKPOITPOLIECOD, Y MaM'sIT1 IKOrO
30epiraeTbcsi cekpeTHuil koxA. Ilaponb, 10 BBOJUTHCS KOpPUCTyBaueM (YOTHUpPHU
1idpu), B KOMIT'IOTEP1 IEPEPAXOBYETHCS, TOOTO CTBOPIOETHCS CHEIIAIbHUMN KO/,

IIpoecpammi 3axo0u:

e BOymoBaHi y mporpamu (GyHKIII 3axucty nanux. Hampukian, cucrema
Netware micast TpbOX CHpoO KOpUCTyBada BBIUTH B MEpPEXKY 3 HENPABUIBHUM
napoJieM 0JI0Kye 11eHTU(IKATOp HbOTO KOPUCTYBaya, 1 TUIbKH aJMIHICTPaTOp MEPExi
Mae€ 3MOT’y PO30JIOKYBaTU JTOCTYIT;

* crnemiaiabHl Kpunrorpadiudi po3poOKu. 3a NPUHLMIIOM MOOYIOBU 1CHYIOUI
3aco0u 3axucTy iH(pOopMallii MOXKHA TTOJUTATH Ha JBA THUIIH:

* 3ac00M, B OCHOBI POOOTH SIKMX JIeXKaTh CHUMETPUYHI aITOPUTMH JIs
MoOYJOBU KJIIFOUYOBOI CUCTEMH 1 CUCTEMH ayTEHTHU(DIKaIlli;

* 3aco0M, OCHOBY pOOOTH SKHX CKJIQJal0Th ACUMETPUYHI QJITOPUTMH, IO
3aCTOCOBYIOTHCS 111 TUX CaMMX IIIJICH.

VY 3acobax mepmioro THUMY OOOB'SI3KOBOIO € HASIBHICTH IIEHTPY PO3MOALTY
KJIIOUIB, IO BIJMOBIAA€ 3a IX CTBOPEHHS, PO3MOBCIOKCHHsS Ta BWIydeHHs. [Ipu
IIbOMY HOCIi KJIIOUOBOi 1H(opMaIlii nepeaaroTbcsi aOOHEHTaM 13 BUKOPHUCTAHHSIM
G13MYHO 3axXMINEHUX KaHamiB 3B'sa3Ky. Kirodi MarTh 3MIHIOBATHCS JOCHTH 4acTo,

KUIbKICTh a0OHEHTIB Mae OyTH 3HA4YHOIO, TOMY III 3acOOM HETHYYKi Ta JOpOri.
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[MutanHs ayTteHtudikamii BUPIMIYETbCS JOBIPOI0 KOPUCTYBAuUiB OJWH OJHOMY,
nudpoBuil mianuc HeMOXJMBUN. LleHTp po3moauly KIIOYiB KOHTPOJIOE BCHO
iHpopMarllito. 3axucT iHPOopMaIlii ayKe HU3bKUH.

Y 3acobax Apyroro THIY K04l A MU pPyBaHHS aBTOMAaTHYHO T€HEPYIOThCA,
PO3MOBCIOJIKYIOTHCS 1 BUITYYalOThCS JJISI KOSKHOTO ceaHCy 3B'a3Ky. DyHKIIIT ciryxou
PO3MOBCIO/IKEHHST KIIIOUIB BUKOHYE cepTUQIKAMIMHUNA IeHTp, A€ KOPHCTyBad
PEECTPYEThCS, BCTAHOBIIOETHCA HOro ayTeHTUdIKaIlisg, TICAs dYOoro Kol
BUJTy4aloThCs. B Takux 3acobax MOKIMBUMHU € OopraHizailis Hu(poBOro mamucy Ta
Horo mnepeBipka. I[IpOTOKOJS BCTAHOBJIEHHS AayTEHTUYHOrO 3B'A3KY BIANOBIAA€E
NEBHOMY CTaHAapTy. AyreHTU(ikalis € mpocTor Ta cyBoporo. [lpu mpocrtiii
ayTeHTU(]iKalii BiI0OyBaeTbcsi OOMIH MapojsIMU MK aOOHEHTaMH, SKI BCTAaHOBHJIU
3B'SI30K, 13 MOJAJBIIOI0 MEPEBIPKOIO BIAMOBITHOCTI IIUX MapojiB eTaqoHHUM. [Ipu
cyBoOpiii ayTeHTU(iKaIli KOXKeH abOHEHT Mae€ JBa KpunTorpapiyHuUX KoYl —
CEKpETHUH, BIIOMHM TIIBKM JaHOMY aOOHEHTy, Ta BIAKPUTUH — TOU, IO
nepenaeTbesi B 0aHK. BUKOPUCTOBYIOUM CEKPETHUN KIIIOU 1 CHELIaIbHUM alrOPUTM,
aboHeHT Qopmye 1UOPOBUIN MIANMUC — TMOCTIIOBHICTh OITIB, SIKa OJHO3HAYHO
BIJIMOBIJA€ JOKYMEHTY, IO mianucyerbes. llepeBipka BIAMOBIAHOCTI MIAMHCY
BUKOHY€TBCS 32 JOIIOMOTOI0 BIAKPUTOTO KITIOYA.

biomempuuni 3acoou:
®  BI3epYHKHU CITYATKU OKA;
e  BiIOWTKHU HAJIbIB; *
®  TeOMETpIs PyKH;
®  JMHaAMIKa MIiJIUCY.
AOominicmpamueHi 3axo0u.
— CHCTEMY €JIeKTPOHHHUX MEPEIyCTOK JIJIsl IEPCOHANy 1 BiJBIlyBayiB;
— CHCTEMU BiJIEOCTIOCTEPEKEHHS Ta BiJleopeecTpallii, mo, Jal0Th 3MOTY BECTH
117101000BHH Bi3yaJIbHUI HATJIAT SIK 32 IEPUMETPOM 00'€KTa, TaK 1 BCEPEAHHI

3 MOYKJIMBICTIO 3aMUCy iH(opMaliii Ha BiieoMarHiTopoH abo KOMI'TOTep;
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— ¢ po3nonin goctymy a0 iHpopmamii. TyT HEoOXiAHHM € 4YiTKe BU3HAYCHHS
0ci0, sSIK1 MalOTh IIPaBO Ha Ty 4M 1HIY iHQopMaito. Hanpukiaa, nporpamictu
HE TIOBMHHI MaTH JIOCTYITy 10 0a3 MaHWX, a KOPUCTyBa4l — JI0 MPOTPAMHOTO
3a0e3IeYeHHS;

CHUCTEeMAaTUYHHUH aHaJi3 MEPEKEBOTO MPOTOKOIY POOOTH, OJIOKYBaHHS CIIPOO
BBEJICHHS TAPOJIIB JIEK1JIbKA pa3iB;

perenbHM MmiaAdIip CHIBpOOITHUKIB, HABUYaHHS, CTaXyBaHHS, TPCHYBaHHSI.
Kanguaar moBHHEH MaTh XOPOIIl XapaKTEPUCTUKH 3 TOMEpenHIX poOounx
MICI[b, HE MaTH HaxXWIy IO 3JO0BXXMBAaHHS HAPKOTHKAMHU Ta ajKOTOJIEM, HE
MaTH BaroMMx 3a0OpProBaHOCTEN, HE BHUSBIATH JOOPO3UUIMBOCTI 10

HalMAayiB.

TexHiuHi 3ax01H.

[loainsroThCs HA TaKi TPYIIN:

1) 3ax0aM 3aXUCTY BiJl IPOCIYXOBYBaHHS, [0 BKIIOYAOTh:

- BCTAaHOBJICHHSI (PUIBTPIB HA JIHISIX 3B'S3KY;

- 00CTEeXXEHHSI MPUMIILIEHb 13 METOI0 BUSBIICHHS M1ICIyXOBYIOUUX MPUCTPOIB;
- BUKOPUCTAHHS 3BYKOMOTJIMHAIOYUX CTIiH, CTEN1, MJJIOTH;

- 3aCTOCYBaHHS CHUCTEM BIOpOAKyCTUYHOTO i aKyCTUYHOTO 3alllyMJICHHS JIJIs

3aXHCTy MOBHOI 1H(OpMaIlii Bl TPOCIyXOBYBaHHS 32 IOMTOMOTOI0 aKyCTUYHUX
Mi1KpO(OHIB, CTETOCKOIB, JIA3ePHUX Ta 1H(OPAYEPBOHUX CUCTEM BIIOOPY
1H(hopmaii;
2) 3aX0J¥ 3aXKCTY BiJ €JICKTPOMArHiTHOIO BUIIPOMIHIOBAHHS, KYIH BXOJISTh:
- BUKOPHUCTAHHSI ONITOBOJIOKOHHOTO Ka0elTto;
- 3aCTOCYBaHHS 3aXMCHOI IUTIBKUA HA BIKHAX;
- KOPUCTYBAHHS 3aXUIICHUMH TUCILICSIMU;

- 3aX0HU 3aXUCTy BiI[ ITOHOBJICHHA BUJIYUYCHUX JIAHUX.
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4.2 Opranizauiiini 3acodu 3axucty iHpopmauii

Ha Bepmuni CVYIb 3naxonutees aupekrop 3 Ib, sikuii odoinoe kepyrouuid
koMmiTeT 3 Ib — KonerianpHuil opraH, MpU3HAYEHHUI AJI BHUPIIMICHHS CTPAaTEriuHUX
NIMTaHb, MOB'I3aHUX 13 3a0e3neueHHsM Ib. upekrop 3 Ib Hece BiAMOBIAaIBHICTH 3a
BCl mporiecu ympabiiHHS Ib, B 4uCIO SKUX BXOATH: YIPaBIIHHS IHIUACHTAMH 1
MOHITOPUHT ~ O€3MEKH, VYIpaBJIiHHSA 3MiHaMM Ta KOHTPOJb  3aXMIIEHOCTI,
iHppacTpykTypa Oe3rmeku (MOJITUKH, CTAaHAAPTH, THCTPYKIIIi, IPOIEAYpHU, TUTAHU Ta
MpoTrpaMu), YIpaBIiHHS PU3UKAMHU, KOHTPOJb BIAMOBIJIHOCTI BUMOTaM , HaBUaHHS
(mporpama miJIBUILIEHHS 0013HaHOCTI).

CTBOpEHHS JaHOI CTPYKTYPH YIPAaBIIHHS € METOIO BIIPOBAKEHHS CTAaHAAPTY
ISO 27001/17799 B opranizamii. OguH 3 OCHOBHUX IPHUHIIUIIB TYT — «IIPUXHIIbHICTb
KepiBHHUIITBaY». lle o3Hawae, MO Taka CTPyKTypa MOXxe OyTH CTBOpEHa TUIBKU
KEPIBHUIITBOM KOMIIaHI1, SIK€ PO3MOJAUISIE MOCAaU, BIAMOBIIAIBHICTE 1 KOHTPOJIOE
BUKOHAHHS OOOB'S3KIB. [HIIMMHM clIOBaMH, KEpIBHHMIITBO opraHizamii Oymye
BIJIMOBIIHY BEPTHUKAIb BJIAJIA, a TOUYHINIE MOAUMPIKYE ICHYHOUY JUIsl 3a70BOJICHHS
noTpeO opranizauii B 6e3neni. CYIb moxe cTBOproBaTuCs TIJIBKU 3BEPXY BHU3.

[HIIIMM OCHOBHHMM MIPUHITUIIOM € 3aJIy4eHHS 70 Tporiecy 3abe3nedyeHHs Ib Bcix
CHiBpOOITHHUKIB OpraHizalii, Ikl MaloTh CIIpaBy 3 1H(GOPMALIHHUMU PECYypCcaMu — «Bij
TUpPEKTOpa 70 NMpudupanbHuill». HeoOi3HaHICTh KOHKPETHUX JIIOJIEH, K1 MPAIOI0Th
3 iH(opMaIli€ro, BIACYTHICTh MporpaMu HaB4YaHHs 1o Ib, — o1Ha 3 OCHOBHUX MPUYHH
HEMpane3JaTHOCTI KOHKPETHUX CUCTEM YIIPaBIiHHS.

He MeHII BaXJMBO 1 Te, 110 B OCHOBI OyAb-KOTo IUIaHyBaHHS 3axoniB 3 Ib
NOBMHHA OYTH OI[IHKAa PU3MKIB. BincyTHICTh B opraizamii ImpoLeciB YIpaBIiHHSA
pU3MKaMHU TPU3BOJIUTH 10 HEAJCKBATHOCTI MPUHHATUX PIIICHb 1 HEBUIIPaBIaHUX
BUTpar. [HIIMMM croBamH, OIIIHKA PHU3UKIB € TUM (yHIAaMEHTOM, Ha SKOMY
tpuMaetbes CYIb.

Hacrinpku x GyHIaMEHTAIBHUM TPHUHIIMIIOM € «BIPOBAKEHHS 1 MIATPUMKA

CVIb BnacHuMH pykamu». 3aJlyde€HHs 30BHIIIHIX KOHCYJIBTAHTIB Ha BCIX eTamax
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BIIPOBAKEHHSI, eKCIuTyaTaii Ta BaockoHaneHHss CYIb B 6araTtrbox BUMagKax IiJIKOM
BUIIPABJIaHO. BTkl TOrOo, 1€ € OJHUM 3 MEXaHi3MIB KOHTpPOJIO, OIMCAaHUX B
craanapti ISO 17799. Ilpote ctBopennss CYIb pykamu 30BHIIIHIX KOHCYJIbTaHTIB
HEMOXJIMBO 3a Bu3HaueHHsIM, ToMy mo CVYIb — me cykymHicTh oprasizamiiHux
CTPYKTYP, sIKa (OPMYIOTHCS KEPIBHUIITBOM OpraHizallii 1 mpolecis, 10 peam3yoThCs
il ciBpOOITHHKAMH, SKI HAJIEKHUM YUHOM MOiH(OPMOBaHI Mpo CBOI OOOB'S3KH 1
HAaBYEHI HaBMYKaM IMOBOKEHHS 3 1H(opmamiero Ta ii 3axucty. CYIb komtye
YUMaJIMX TPOIIEH, aje Hi 3a AKi rpolIi He MO>KHA KYITUTH JIOCBIJ 1 3HAHHSL.

BukopucTaHHsS CHCTEMHOTO MiAXOAY JO03BOJUTH YHUKHYTH 3aiBUX BUTpPAT Ha
JIOOTpAIIOBaHHs, @ MOXJIMBO, 1 MOBHOTO MepedyyBaHHS CUCTeMU 1H(opMaIiiHol
Oe3neku B MaiOyTHROMY. [loOy0Ba (piHAHCOBHX 1 MaTEMAaTUYHUX MOJIEIEH CUCTEM
Ib, orinka 3arpo3 Ta iX HacHIiaKiB, Kiacudikailig iHbopmailii, 00K aKTUBIB — BCE I1€
MOBUHHO BHKOPHUCTOBYBAaTHUCA IMpPU po3poOlii cucreMu iH(opmaIiiiHoi Oe3neKu.
[IpaBunpHa OLIIHKA PU3UKIB JI03BOJISI€ ICTOTHO 3HU3UTH BUTPATH Ha 1H(POpPMALIHY
Oe3IeKy.

IcHye BenMka KUIBKICTh PEKOMEHJAlI Ta JTOKYMEHTIB, IO PErIaMEHTYIOTh
MUTAHHS TOO0YI0BU CUCTEM 1H(POpMAIIIITHOT OE3MEKH.

MOXITMBICTh IEHTPATI30BAHOTO YIIPABJIIHHS € HAWBAKIIUBIIIOW BUMOTOIO JUIs
edekTUBHOI 1 Oe3nepepBHOI poboTH cructeMHu 1H(MopmarliiiHoi 6e3neku. Hanpuknan,
texHotyoris Check Point SMART, mo peanidye 1eHTpani3oBaHe YIpaBIliHHS,
JI03BOJISIE JIETKO KEepyBaTH HAWUCKIQIHIIIMMU CUCTEMaMH, ICTOTHO 3HIDKYIOUM SK
BUTpPaTH Ha aJMIHICTPYBaHHSA, TaK 1 KUIbKICTh MOMMJIOK, IIO JOIYCKAIOThCS
nepcoHanoM. BHKOpPUCTaHHS K «KJIAITUKOBOTO» METOJY MOOYJOBH CHUCTEMH
iHdopmariiiHoi  Oe3neku  poOuTh i1 B MIJCYMKY HEKEpOBaHOW,  CJ1abo
KOHTPOJILOBAHOIO 1 MAPHOIO.

Cucrema ympasmiHHs 1HMopmariiiiHoto Oesnekoro (Information Security
Management System) € 4aCTHHOIO 3arajibHOi CUCTEMH YTNPAaBIIIHHS, 1110 0a3y€ThCS Ha
aHaI31 PU3HKIB 1 MPU3HAYEHOT JUT MPOEKTYBAHHS, peati3allii, KOHTPOJIO, CYIPOBOIY

1 BJJOCKOHAJIEHHS 3aXOJlIB B 00iacTi iHdopmaliiHoi 6e3neku. CucteMy cKiIagaroTh
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OprasizaifiiiHi CTpyKTypH, MOJITHKA, Aii 3 IUIaHyBaHHs, OOOB'S3KH, MPOILEIYpH,
IPOLIECH 1 pecypcCH.

OCHOBHMMH LIISIMH 1H(POPMAIIIHOT O€3MeKH €:

* KOH(]IACHLINHHICT 1HQOpMaIlii, TOOTO HEOOXIAHICTh BBEIACHHSI OOMEKEHBb
JOCTYITY JI0 JaHOi iHdopMallii 1JIg MEeBHOTO KoJia 0OcCi0;

* HEMOXIIUBICTh HECAHKI[IOHOBAHOTO JOCTymy 10 iH@opmarlii, ToOTO
03HaMOMJICHHS 3 KOH(I1ICHIIIITHOIO 1HPOpMAIli€I0 CTOPOHHIX 0Ci0;

* MUTICHICTH 1H(OpPMAIIiT Ta TTOB'I3aHUX 3 HEIO MPOIIECIB (CTBOPEHHS, BBEICHHS,
o0poOKa 1 BUBEIEHHS), IO MOJSArae B ii ICHyBaHHI B HECHOTBOPEHOMY BUIJIAI
(HE3MIHHOMY MO BIJIHOIIEHHIO JI0 JIEIKOTO (PIKCOBAHOTO ii CTaHy);

* JIOCTYyHHICTHh 1H(oOpMaIlii, ToOTO 31aTHICTh 3a0e3NeyyBaTH CBOE€YACHUU 1
Oe3MepenIKoHUM TOCTYI 0C10 /10 IIKaBUTh iX;

e MiHIMI3aIis pU3HKIB 1HQOpMAaIHHOI O€3MeKr NUIIXOM BUKOHAHHS
KOMIICHCAI[IMHUX 3aXO0/IIB;

* 00JIIK YCIX IIPOIIECIB, MOB'I3aHUX 3 PU3UKAMH.

JIocsITHEHHsI 3alaHMX 11 3A1MCHIOETBCS B XOA1 PINIEHHS HACTYIHUX
3aBJ/IaHb:

* BBEJICHHS B CUCTEMY TEpMiHiB iH(hOpMaIliitHOT Oe3neKu;

* kiIacudikamii iHpopMaliiHUX pecypciB NIANPUEMCTBA;

* BHU3HAUYEHHS BIJIACHUKIB TIPOIIECIB, BIAMOBIJAIBHUX 3a 1HGOpPMAIITHY
Oe3IeKy;

* pO3pOOKHM CHEKTpa pHU3UKIB I1HQOpMAIiiHOT Oe3meKku 1 MNpPOBEACHHS iX
EKCIICPTHUX OIIHOK;

* BU3HAYEHHS IPyNU AOCTYNY 10 iHGOpMALIITHUX PECYpCIB;

* pO3pOOKHU CUCTEMU YNPABIIHHS pU3UKaMU 1HPOPMAIIHOT Oe3meKu (METoIH 1
iX oIiHKa);

* CKJIQJIJaHHS TMIEPEITIKIB aJIMIHICTPATUBHUX 1 TEXHIYHUX 3aXO/1B JJIs1 MiHIM13aIli

Ta KOMIICHCAIlIi pU3HUKIB;
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* 3MIMCHEHHS 3aXOMAiB 1H(GOPMAIITHOI Oe3MeKu 1 MePIOJUIHOTO0 KOHTPOJO 32
CTaHOM PH3HKIB;

* 3a0e3neueHHs Gi3nyHOi Oe3neKu 1 6e3MeKn MepcoHaty;

* pO3pOOKH BUMOT 70 1HPOPMAIIHOI CHCTEMHU 3 TOYKU 30py 1H(pOpMaIiiHOT
Oe3MeKu;

* KOHTPOJIIHTY 1HPOpMAIliitHOT Oe3MeKn Ha MiANPUEMCTBI.

Buainsiorbes 4otupu cTajii peasnizallli CMCTeMHU yIpaBiIiHHA 1HGOpMAIIHHOIO
0e3MmeKoro:

1) dbopmyBaHHS NOJIITUKY B TalTy31 PU3UKIB;

2) aHami3 O13HEC-TIPOIIECIB;

3) aHaI13 pU3HUKIB;

4) popMyBaHHS HUTHOBOT KOHIIEIIII].

®opMyBaHHSA TMONITUKM B Taly3l PU3UKIB BU3HAUa€ MPUHIMIM YIPABIIHHA
HUMHU JJI BCHOTO MIANPUEMCTBA B LuUtoMy. Lli mpuHuunu 0a3yroTbCAd Ha LUIAX
HiANPUEMCTBA, MOrO CTpATerii, TAKO)K HAa BUMOTH, IO NPEI'SBISIOTHCA 3aKOHOM 1
cTaHjapTaMu B 00sacTi iHdopmariiHoi 0e3neku. @akTopoM ePEeKTUBHOCTI CUCTEMHU
yOpaBiiHHSA 1H(opManiiiHol0 Oe3nekoro € ii modyaoBa Ha 0asi MDKHApOIHUX
cragaaptis SO / IEC 17799: 2005 ta ISO / IEC 27001: 2005.

Cranpgapt ISO / IEC 17799: 2005 Bu3Hauae NpPUHLUNU 1 SIBIsE COOOMO
JOBIAHUK MO PO3poOIli, BIPOBA/HKEHHIO, CYMPOBOJY 1 TIOKPAIICHHS CHCTEMH
yOpaBiIiHHSA 1HGOpPMALIITHOIO O€3MeK0I0, a TAKOXK ONHCYE MEXaHI3MU BHU3HAUYEHHS
L1JIEH KOHTPOJIIO 1 HOro 3aco01B B HACTYHUX 00JIaCTAX:

* moyiTUKa Oe3neku (BCTAHOBJICHHS TNPUHIIMIIB YIOPaBIiHHA 1 3aco0iB
3a0e3neveHHs 3aXUCTy 1HpopMalliii);

* yMOpaBJiHHS OE3MEepPepBHICTIO Oi3HEC-TPOIECIB (3aro0iraHdsl BTPYYaHHIO B
JJI0B1 omeparlrii 1 3aXUCT IporeciB o0poOku iH(opMarii Bi HACTIAKIB CEPHO3HHUX

HecCIpaBHOCTEHN abo kaTacTpod);
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* JOTPUMaHHS MPaBOBUX HOPM (BHHATOK TMOPYIIEHb KPUMIHAJIBHOTO Ta
IMBUILHOTO IpaBa, BCTAHOBIIEHUX 3aKOHOM 3000B'sI3aHb, PETYISATUBHUX a0o0
KOHTPAKTHHUX 3000B's3aHb, a TAKOK BUMOT 3 OE3MEKN);

* Oprasi3allis akTHUBIB 1 pecypciB (YIpaBIiHHS 3aXUCTOM 1H(pOpMAIIil BCepeauHi
oprasi3ariii);

* (izuyna Oesmeka 1 Oe3neka HABKOJMWIIHBOTO CEPENOBHUINA (3armobiraHHs
HECaHKIIIOHOBAHOTO JIOCTYITy, TOIIKOJ)KEHHSI Ta MPOHUKHEHHS B CIYKOO0BI
npUMilIeHHs1 200 BTpy4aHHS B I1I0BY 1H(POPMAIIIIO);

* kacudikailisi Ta yrpaBliHHS aKTUBaMH (BUSBJICHHS 1 3aXUCT 1H(POpMAIiHHUX
aKTHBIB);

* 3aXHUCT MEPCOHANY (3HIKEHHS PU3HKIB, MOB'SA3aHUX 3 MIOMIJIKOIO OTepaTopa,
KPaJi’KKOI0, IIaXpaiCTBOM a00 3JIOBKMBAHHSAM BUKOPUCTAHHS O0JIaIHAHHS);

* YIOpaBIiHHS JOCTYNOM (KOHTPOJIb JOCTYITY 10 iH(opMmariii);

* yOpaBiIiHHS 3aco0amMu 3B'SI3Ky Ta €KCIUTyaTall€l0 YCTaTKyBaHHs (KOPEKTHE 1
6esrneune GyHKIIOHYBaHHA 3ac001B 00poOKHU 1H(opMaIlii);

* po3poOKka Ta OOCIYroBYBaHHSI CHUCTEM (BIPOBAKEHHS 3aCO0IB 3aXHCTy B
1H(pOopMaIiiiHI CUCTEMN).

Cragmapr ISO / IEC 27001: 2005 BCTaHOBIIOE BHMOTH JIO CHCTEMH
yOpaBIiHHA 1HQOPMAIIHHO OE€3MeKO MIANPUEMCTBA, SIBJISIE COOO0 JOBIAHHMK IO
BU3HAYCHHIO, MIHIMI3aIlli Ta yIpaBiiHHS HeOe3leKaMu 1 3arpo3aMu, SKUM MOXKE
MiJi1aBaTUCs 1HPOpMaIlis, 1 po3poOJIeHUH 3 METOIO 3a0€3IeUeHHsI J0TIOMOTH Y BUOOPI
e(eKTUBHUX 1 aICKBATHUX 3ac001B JJIs1 MOr0 3aXUCTy. 3acTocyBaHHs cTtanaapty [SO
/TEC 27001: 2005 Ha manpueMCTBI TO3BOJISE:

* BCTAHOBUTH BUMOTH 1 LIJIi B 00J1acT1 1H(OpMaIiiHOT Oe31eKH;

* rapaHTyBaTH BIIEBHEHICTh B TOMY, IO YTMpPaBIIHHS pU3HKaAMU B 00JacTi
iHpopMariiinoi Oe3reku € eEeKTUBHUM, a TaKOXK Te, IO MISUIBHICTH IIIIPHEMCTBA
BIJIMOBIa€ 3aKOHOJIABCTBY Ta 1HIITUM HOPMATUBHUM JOKYMEHTAaM;

* peayli3yBaTH NPOLEC KOHTPOJIO 3a BIPOBAIKEHHSIM CHCTEMHU YTPABIIHHS

1H(hOopMaLIiHOIO OE3MEKO10;
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* imeHTU(}IKyBaTH 1 BIACTEXKYBaTH ICHYIOUl TMpPOLIECH  YMPaBIIHHS
1H(opMarliiiHo0 0e3MeKOI0;

* KePIBHUIITBY MiAMPHEMCTBA BU3HAUUTH CTaH MPOLIECIB YIPABIIHHSA 3aXHCTOM
1HbOpMaIlii;

* BHYTPIIIHIM 1 30BHIIIHIM ayJIUTOPISIM BCTAaHOBUTH PIBEHBb BIJIMOBIIHOCTI
MOJIITUKU OE3MEKU perIaMeHTaM;

* 3a0€3MeYUTH MapTHEPIB 1 MOCTAYaIbHUKIB BIJAMOBIIHOW 1H(OPMALIIEID TIPO

CTaHAAPTH, IPOLICTYPH Ta TOJIITHIII i ITPUEMCTBA.

BriacHuk 30BHIIIHE CepeIOBHUIIIE
l BUKOPHCTOBY CTBODIOE
> IMOCUIIIOE — 33X0/IHU v
CTBOPIOE
3arpo3u
3MEHILYIOT
BILIUBAE
\ 4
v
3MEHIIYIOTh PU3HKH [¢ .
- IPU3BOJIAT BPa3JIMBICTh
BTpaTH
Iadopmari

Puc. 4.1. Mogens cucremu iHbOpMaIIiitHOT O€3MeKH MiAIPUEMCTBA

Mopnens cucremu iHPOpPMALIMHOI OE3MEKH MIAMPUEMCTBA — II€ CYKYMHICTh
30BHIIIHIX 1 BHYTPIMIHIX (aKTOpiB, iX BIUIMB HAa CTaH 1HQOpMaLIiHOI Oe3neKu
MiAIpUEMCTBA 1 3a0e3meueHHs 30epirands pecypciB. Ha puc. 4.1 mpencraBieHo
MOJICNIb CUCTEMHU 1H(pOpMAIiHOI Oe3MeKku MIANPUEMCTBA, B SKIM MpeaCcTaBJICHI
HaNPSMKH BIUIMBY MK HACTYITHUMH (DaKTOPaMH:

 3arpo3amu iH(MopMaIiiHii Oe3merli, 0 XapaKTepU3yIThCs WMOBIPHICTIO
BUHUKHEHHS 1 peai3allii;

* Bpa3JuUBICTIO cUCTeMHU 1H(OpPMAIIiiHOT Oe3IeKH, 10 BIUIMBAE HA WUMOBIPHICTD

peanizariii 3arpo3u;
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* pU3WKaMH, IO BiIOOPaKAIOTh 3aBJAHHS IIKOAW B Pe3yibTaTl peam3artii
3arpo3u iHGopMalliiHii Oe3merri.

[Hdopmariis Ta MaTepianbHl peCypcH, 110 HEOOX1THO 3aXUINATH, HA3UBAIOTHCS
o0'ekTaMu 3axucTy. Jl0 HUX BIAHOCATHCA:

* MOBHA 1H(poOpMaIis;

* iHQopMaIlis, 1m0 30epiraeTbes 1 00pOOIIAETHCS 3a JOTIOMOTOI0 3aC001B 3B'A3KY
y BUTJIS1 PI3HUX HOCIIB,;

* TOKYMEHTH Ha MarepoBUX HOCIAX;

* TEXHIYHI 3ac00M 3B'sI3Ky Ta 1H(OpMaTH3alii;

* TMPUMINICHHS, TNpPU3HAYEHI [JI1 OOTrOBOpPEHHS, OOpOoOKM 1 30epiraHHs
1H(popmaii;

* iH(OpMaIIiifHI CUCTEMH B IIJIOMY, BKIIFOUAIOUU CUCTEMU 3B'SI3KY;

* TOKyMEHTAIlis Ha TeXHIYHI Ta MporpamMHi 3aco0u 3B's13Ky 1 iHpopMaTH3aIlii;

* POTrpaMHI1 3acO0Mu.

3arpo3su, 3 IKUMU MOXK€ 31TKHYTHUCS MiPUEMCTBO, KJIACU(PIKYIOTHCS 32 CBOEIO
MPHUPOJIOIO iX BUHUKHEHHS, TOOTO 3arp0o31 BUITaJKOBOTO 200 HABMUCHOTO XapaKTepy,
1 M0 TOMY, SIK BOHU CTaBJIATBbCS /0 3aXUILAETHCSA, TOOTO 30BHIIIHI 1 BHYTPIIIHI
3arpo3u.

JI>)xepenaMu 30BHIIIHIX 3arpo3 €:

* TISUTbHICTh KOHKYPEHTIB MO MEPEXOIJICHHIO BXKIMBOT 1H(OpMAIIii;

* HABMUCHI Ji1 0 pyWMHYBAaHHIO, 3HULIEHHIO a00 Moaudikaii iHpopmarii;

* HEHAaBMMCHI Jii CHiBPOOITHUKIB CTOPOHHIX OpraHi3auiid, 10 MpU3BEIU [0
B1JIMOBH B POOOTI €JIEMEHTIB CHCTEMU;

* CTUXI1MHI JTUXa 1 KaTacTpodu, aBapii, eKCTpeMalbHl CUTYaIIil.

Jlo mxepen BHYTPIIIHIX 3arpo3 HAJICKATh:

* BIJICYTHICTh KOOPAMHAIII ISIIHOCTI MiJPO3AUTIB MiANPUEMCTBA B cdepi
3axucTy iHpopMarlii;

* HABMUCHI JIi1 IepCcOHay IO 3HUIIEHHI0 a00 Moaudikarii iHpopMmarii;
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* HEHaBMHUCHI MOMWJIKH MNEPCOHANTy, BIIMOBM TEXHIYHHUX 3ac00iB 1 3001 B
1H(popMaIitHUX CUCTEMAX;
* MOPYIICHHS BCTAHOBJCHHUX PErJaMeHTIB 300py, HAaKONMUYEHHs, 30epiraHHs,

00poOKH, TIepeTBOPEHHS, BIIOOpaXkeHHs 1 mepeaadl iHpopmarii.

IHopyumieHHst MOKYTh OyTH J€KiJIbKOX BUAIB.

Opeanizayitino-npagosi nopyuienHs — TOPYIIEHHS, TOB'I3aHi1 3 BIJICYTHICTIO
€IWHOT y3TO/PKEHOT TOJITUKUA MIANpHEMCTBa B cdepl 3axucty iHdopmarii,
HEBUKOHAHHSM BHMOT HOPMAaTHUBHUX JOKYMEHTIB, PEKUMOM JOCTYITy, 30€piranHs Ta
3HUIIECHHS 1H(pOpMaIIii.

Opeanizayivuni 6udu nopyuieHb BKJIIOYAIOTh HECAHKIIIOHOBAaHE OTPUMAaHHS
J0CTyly A0 ©0a3 1 MAacuBiB JaHUX, HECAHKIIOHOBAaHMM JOCTYyH 10 AaKTHUBHOTO
MEpEXKEBOro 0O0JIaJIHAHHS, CEPBEPIB, HEKOPEKTHE BOYOBYBaHHS 3acO0IB 3aXHCTY 1
MIOMUWJIKM B YIPaBJIiHHI HUMH, MOPYIIEHHA B aAPECHOCTI PO3CWIKM 1HQOpMaLli npu
BeJIeHH1 1H(OopMaIifHOTO OOMIHY.

Diz3uyni  6uou  nopyuiewb ~ —  TOWIKO/DKEHHS — amapaTHUX  3aco0iB
ABTOMATU30BAHUX CUCTEM, JIIHIH 3B'A3KYy Ta KOMYHIKalIMHOTO 00JIaJHAHHS, KPAII KK/

Ilo paodioenexmpounum udam NOpyuieHb BITHOCSATHCS  BIPOBAHKEHHS
EJIEKTPOHHUX TPHUCTPOIB TepexoruieHHs 1Hdopmarlli, oTpuMmaHHsa 1H(opmarlrii
LUISIXOM NEPEXOIUIEHHS 1 AemnpyBaHHs 1HPOPMaLIMHUX MTOTOKIB, (hoTorpadyBaHHs
MOHITOpPIB, HAB'AI3yBaHHS HENpaBAWBOI 1H(GOpMaIlll B JOKAIbHUX OOYHMCIIIOBAIBHUX
Mepekax, iepeadl JaHuX 1 JIHISIX 3B'S3KY.

Jns nmpotuaii 3arpo3aM 1 TNPUNUHEHHS TOPYIIEHb Ha MiJANPUEMCTBAX
OpPraHi30BYEThCSl TMPOILIEC YIPABIIHHSI pPHU3UKAMU, SIKUH € OCHOBOK CHCTEMHU
1H(pOopMaIliiHOT O€3MeKH M IMPUEMCTBA.

[ToOGynoBa epexkTBHOI cUCTeMH 1H(POpPMAIIHHOI OE3MEeKn — 1€ KOMIUIEKCHUHN
MpoIIeC, CTIPSMOBAHMI HA MIHIMI3AIlil0 30BHINIHIX 1 BHYTPINIHIX 3arpo3 Mpu 0OJIKY

00OMeXeHb Ha pecypcH 1 Jac.
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3 TOYKM 30py MPOIECHOTO MIAXOAYy cucreMy iHpopMaliiHoi Oe3nexu
HiAMPUEMCTBA MOKHA YSIBUTH SK IPOIEC YIpaBiaiHHSA pusukamu (puc. 4.2), 1o
BKJIFOYA€ B ce0e HACTYITHI CKJIaI0BI.

1. Onuc 6i3Hec-npoueciB. BukoHyeTbcsi KOpuUryBaHHS Ta aHami3 Oi3Hec-
IpolLeciB. 3a KPUTEPISIMU, 1110 BU3HAYAIOTHCS B XOJ1 (OPMYBaHHS MOJITUKH B Tally3l

PHU3UKIB, 311MCHIOETBCA 1IeHTH(IKAIIs O13HEC-TIPOIIECIB.

Onuc 0i3HecC MpoIECiB

\ 4

306ip pU3HKIB

A\ 4

v

Oninka OmuiHKa Bpa3auBOCTI Orminka
3arpo3 30UTKIB

v

[nanyBanHs
3axX01B

|

Peanizamis
3aX0/I1B

A 4
Orinka
e(heKTUBHOCTI

Puc. 4.2. Monens niporiecy yrpaBiiHHS PU3UKAMU ISl CHCTEMH

1H(popMarliiiHoi 6e3nexu

2. 30ip pwusukiB. IlpoBoguThCs i1 BHUSBICHHS CTYMEHS CXWIBHOCTI
HIIMPUEMCTBA 3arpo3aMm, 110 MOXKYTh 3aBJaTH ICTOTHOI IKomau. s 1poro

3MIMCHIOETHCSL aHaMi3 MOro Oi3HEC-TPOIECiB 1 ONMUTYBAHHS EKCHEPTIB MPEAMETHOL
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obnacti. Pe3ynprarom (BHXOAOM) NaHOTO MPOIIECY BBAXAE€ThCA KiacH(iKaliiiHuiA
NepeiK BCiX MOTCHIIIHHUX PU3HKIB.
Jlo cTanmapTHUX pU3MKIB iH()OpMaIITHOT O€3MEKH BITHOCATHCA:

* BIUTYYCHHS KOH(DIIESHIIHOI 1H(POpMaITii 3 TOKaTbHUX MICIIh;

* HaBMHCHA 3MiHa 1H(OopMaIlii 3 METOIO 3HUIIICHHS;

* KOITIFOBaHHSI BAXKJIMBUX JOKYMEHTIB 1 Tiepeada KOHKYPEHTY;

* HE3aKOHHE TPOHUKHEHHS B KOPIIOPATUBHY MEPEKY;

* 3HUILEHHS Yepe3 TEXHIYH1 TPUINHH.

3. Ouinka pu3ukiB. Bu3Ha4arOThCA XapaKTEPUCTHUKU PHU3HKIB 1 peCypcu
iHdopmariitHoi cucteMu. OCHOBHUM pe3yjibTaTOM (BHUXOJOM) JaHOTO MPOIECY €
MepesiK BCIX MOTEHIIIMHUX PU3HUKIB 3 X KUIbKICHUMHU 1 SIKICHUMH OI[IHKAMHU IITKOJIH 1
MOXJIMBOCTI peaiizaiii, a JJOJaTKOBUM — TIEpeNliKk PpPHU3UKIB, [0 HE OYyIyTh
B1JICJIIIKOBYBATHCS HA MIAIPHEMCTBI.

[Ipoliec OLIHKY PU3HKIB CKJIAIa€ThCS 3 HACTYITHUX KPOKIB:

* onuc 00'€KTy 1 3aX0/I1B 3aXUCTY;

* ;IeHTU(iKalisg pecypey 1 BU3BHAUYEHHS MO0 KUIbKICHUX TTOKa3HHUKIB;

* a”aJi3 3arpo3 iHpopMaIiiHoi 0e3neKu;

* OIIIHKA BPa3JIMBOCTEH;

* OI[IHKA ICHYIOYHX 1 MepeadadyBaHuX 3ac00iB 3a0e3neueHHs iHpopMaIiiHoi
Oe3mneKu.

4. IlsianyBaHHs 3aX0iB. MeTO0 TUIaHYBaHHS 3aX0/11B IO MiHIMI3allll PU3UKIB
€ BU3HAUEHHS TEPMIHIB Ta MepesiKy poOIT M0 BUKIIIOUEHHIO 00 MiHIMI3allii 30UTKY B
pasi MiHIMI3aIli1 pU3UKY.

BuainstoThcst HACTYIHI BUAM 3aX0/11B 3 1HGOPMaIIHHOT 0e3MeKH:

* Oprasizarriiiti,

* PaBOBI;

* OpraHizalifHO-TeXHIYHI;
* IPOTPaMHI;

* IH)KEHEPHO-TEXHIYHI.
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5. Peanizanisa 3axoniB. Ilix peanizaiiero 3axo/iB MO0 MiHIMI3aIlll PU3UKIB
MaIOThCS Ha yBa3l BUKOHAHHS 3aIJIAHOBAHHMX POOIT, KOHTPOJIb SIKOCTI OTPUMaHHX
pe3ynbTaTiB 1 TepMiHiB. Pe3ymbraroM maHOTO TpOIECYy € BUKOHAHI pPOOOTH TIO
MiHIMI3aIlil pU3HKIB 1 9ac iX MPOBEICHHS.

6. Ouninka edexTuBHoOCTi. OIllHKa €PEKTUBHOCTI CHUCTEMHU YHPABIIHHS
1HpOpMaIIHHOIO OE3MEK0I0 — CUCTEMHHMI MPOIIEC OTPUMAHHSA Ta OI[IHKU 00'€KTUBHHUX
JAHUX TPO TMOTOYHUM CTaH CHUCTEMH, Jii 1 mojii, 1o BiIOyBalOThCA B HiH, IO
BCTAHOBIJIIOE PIBEHb 1X BIJIMOBIAHOCTI IEBHUM KPHUTEPISM.

[itamu mpotiecy e:

* OI[IHKA MIOTOYHOTO PiBHS €()EKTUBHOCTI CUCTEMHU;

* JIoKaJTi3a1ist "By3bKUX" MICI[b B CUCTEMI;

* OIIIHKA BIJAMOBIJIHOCTI CHUCTEMHU IMIANPUEMCTBA ICHYIOUMM CTaHAapTaM B
oOnacTi iHhopmarliitHoi Oe3nexu;

* BUpPOOJICHHSI PEKOMEHJIalllid Ta PEerjaMeHTIB II0J0 3a0e3leueHHsT Oe3MeKH
00'€KTIB 3aXUCTY.

Pesynprati mpormecy MOXYyTh BHUKOPHUCTOBYBATHCS B IIUIAX ayauTy MAJis

MIATOTOBKH MiANpUeEMCTBA 10 cepTudikaiii 3a crangaptom [SO / IEC 27001: 2005.

4.3. TexniuHi cHCTEeMH 3aXHCTY JaHUX

Cuctema 3axucty iHpopmarii, 1o 00poOIIETHCS 3 BAKOPUCTAHHSAM TEXHIYHUX
3aco0iB, OyIyeTbCs 3a TEBHUMHU TMpuHUUNamu. lle 0O0yMOBIIEHO HEOOXiTHICTIO
MPOTUIIT 1IJI0T HU3KH 3arpo3 Oe3reku iHpopMaiii.

OCHOBHMUM TPHUHLMIIOM MPOTHU.lI 3arpo3am Oe3neku 1HDopmamii, €
NPEBEHTUBHICTh BXKUTHUX 3aXO0/11B 3aXUCTY, TaK SIK YCYHEHHS HACIIJKIB MPOSBH 3arpo3
BHUMarae 3Ha4yHuX (pIHAHCOBUX, YACOBUX 1 MaTepiabHUX BUTPAT.

Judepenuianiga 3axo/1B 3aXUCTy 1HPOpMaLlli B 3aJI€KHOCTI BiJ] 1i BaKJIMBOCTI
Ta YacCTOTH 1 MMOBIPHOCTI BHHHKHEHHS 3arpo3 OE3MeKH € HACTyIMHUM OCHOBHHUM

MPUHITUTIOM MPOTHIIT 3arPO3aM.
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Jlo mpUHIUMIB MPOTUIIT 3arpo3aM TaKOK BIIHOCHTHCSI HMPUHIMUI JOCTATHOCTI
3aXOJIIB 3axUCTy iHOpMaIllii, 1o J03BOJISIE pealidyBaTH e€(PEKTUBHUN 3aXHUCT 0e3
HaMIPHOTO YCKJIATHEHHS CUCTEMH 3aXUCTy iH(hOpMaIIii.

[Ipotumis 3arpo3am Oe3meku iHMOpMAIll 3aBXAM HOCUTh arpeCHUBHUMN
XapakTep M0 BIJIHOIIEHHIO JO KOPUCTYBadiB 1 OOCIYrOBYIOUOIO IE€PCOHATY
aBTOMATHU30BAaHUX CHCTEM. 3a pPaxXyHOK HakJIaJdaHHSI OOMEXKEHb OpraHi3aIliiHOTO i
TEXHIYHOrO Xapakrepy. ToMmy, OAHMM 13 NPUHLUIIB MPOTUJIT 3arpo3aM € MPUHIUI
MaKCHUMaJbHOI JAPYKHOCTI CHUCTeMH 3a0e3nedeHHs iH(opmaniiiHoi Oesneku. [lpu
IbOMY CJIiJi BpaxyBaTH CYMICHICTb CTBOPIOBAHOI CHUCTEMH HPOTHIIl 3arpo3am
Oesnekn 1H@QoOpMalii 3 OMNEpaliiHOI Ta MPOrpaMHO-aapaTHOI CTPYKTYPOIO
aBTOMATU30BAHOI CUCTEMU 1 C(HOPMOBAHUMU TPAULISIMU YCTAHOBHU.

BaxxnuBicTh peanizalii HbOro NpUHIMITY 3aCHOBaHA HAa TOMY, 10 A0AaBaTH J0
(YHKIIIOHYIOYOi HE3aXUIIEHOI aBTOMATHU30BAHOI CHCTEMH 3ac00aMU  3aXUCTY
iH(popMalii CKIaaHINIEe 1 KOWITOBHINIE, HDK MOYATKOBE MPOEKTYBaHHS 1 MOOyA0Ba
3aXUIIEHOT CUCTEMHU.

3 NpUHLMITY JEKOMMO3MUIIi MEeXaHI3My BIUIMBY 3arpo3 Oesneku iHdopmarii
BUILJIMBAE MPUHIIMIT CAMO3aXUCTy 1 KOHPIAEHIIHHOCTI CUCTEMH 3aXUCTy 1H(QopMalli,
IO TMOJSTa€ B 3aCTOCOBHOCTI MPUHIMINB MPOTHUIII 3arpo3am 10 caMOi CHUCTEMHU
3aXMUCTy 1 JOTPUMAHHS KOH(DIJCHLIMHOCTI peai30BaHUX MEXaHI3MIB 3aXHUCTY
iHdopmarllii B aBTOMaTU30BaHii cuctemi. Peainizaliiss JaHOTO MPUHIIUITY T03BOJISE
KOHTPOJIIOBATH IIJIICHICTh CUCTEMHM 3aXUCTy 1H(QOpMAIlii, yIpaBiasaTH OE3MEKOI0 yepes
aaMmiHicTpaTopa Oe3NeKH, BIJHOBIIOBATH CUCTEMY 3aXHUCTy MpHU ii KOMIPOMETalli 1
BIIMOBaX yCTaTKyBaHHSI.

3aco0u 3axucTy iHpOopMallii, IPUCYTHI B JaHUH Yac Ha PUHKY, YMOBHO MO>KHA
PO3IUTMTH Ha JIEKUIbKA TPYII:

v\ aKTWBHi 1 TacWBHI TeXHI4Hi 3aco0M, IO 3a0€3MEYYIOTH 3aXUCT Bil
BUTOKY 1HGoOpMalii 1o pi3HUM (I3UYHUM [apaMerpaM, [0 BUHUKAIOTh MpU

3aCTOCyBaHHI 3ac00i1B ii 00poOKH;
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v\ mporpamHi Ta NpOrpaMHO-TEXHIYHI 3aco0M, M0 3a0e3MeuyroTh
PO3MEXYBaHHS JOCTynmy 10 iH(opMaiii Ha pI3HUX PIBHAX, 1ICHTU(IKAII Ta
ayTeHTHU(IKAIII0 KOPUCTYBAayiB;

v\ mporpaMHi Ta MpPOrpaMHO-TEXHIYHI 3aCO0HM, IO 3a0€3MeYylOTh 3aXUCT
iH(opMarIii 1 miATBEPKEHHS 11 CIIPaBXKHOCTI MPHU Tepeiadl 1Mo KaHallax 3B'sS3KY;

v\ mporpaMHo-amapaTHi  3aco0m, 10  3a0e3MeuyioTh  IUTICHICTH
IPOrPAMHOTO MPOAYKTY 1 3aXUCT BiJl HECAHKIIIOHOBAHOTO HOTO KOMIIOBaHHS;

v' mporpamHi 3aco0M, 110 3a0€3Me4y0Th 3aXUCT BiJ BIUIMBY IIPOrpam-
BIPYCIB 1 IHIIUX LIKIJIMBUX IPOrpaM;

V' (isuKo-ximMiuHI 3aco0M 3aXHCTy, II0 3a0€3MeUYyIOTh IIiTBEPKEHHS
ABTEHTUYHOCTI IOKYMEHTIB, O€3MeKy iX TpPAaHCIOPTYBAaHHS 1 3aXUCT Bl KOI1IOBaHHS.

OxpemMO BUIISAIOTHCS 3aXUIIEHI 3arajJbHOCUCTEMHI IPOrpaMHi IPOAYKTH, L0
BUKJIIOYAIOTh MOKJIMBICTh BUKOPUCTAHHS JIEKJIAPOBAHUX MPOTPAMHUX MOXKJIMBOCTEH.
Takux cuUCTEM MOKH IIE HE JTyKe Oararo.

Cromu X BIJHECEHI 1 CHEemiaibHI MPUCTPOI — MIKMEPEKEBl €KpaHu: st
3a0e3MeyeHHs] 3aXHCTy KOPIOPATUBHUX MEpPEeX BiJ BTOPTHEHHS 3 TJIOOATBHUX
iH(hopmaiiiHuX Mepex Tuny Internet.

B manmii wac 3acobu 1 cucrteMu, MPU3HAYCHI IJIs 3aXHCTy iHQopMmarii Ta
MIATBEPXKEHHS i1 CIIPaBX HOCTI MPH Mepeaayl Mo KaHallax 3B'A3Ky 1, B MEpIIy Yepry,
KpunrorpadiuHi IpUCTPOi, BUPOOIISIIOTHCs O1bi Hik 700 3akopaoHHUMH (DipMaMH.
Jlns 3axucty KoH]iAeHIIHOI 1H(OpMallii, 10 MepesaeTbcsl MO KaHajlax 3B'S3KY
MOXYTh BUKOPUCTOBYBATHCS CKpemOiepu (0OpoOJsoTh 1 MHUQPYIOTh CUTHAN) 1
mmparopu (MEPETBOPEHHS N-PO3PSTHOTO Kooy B k-pospsyanuit kon). s 3axucty
KOH(D1IeHLIHOI 1H(OopMaIlli B KaHajlaX pajloCUCTEeM 3B'S3KY MPU3HAYEHI MPUCTPOI
¢dipmu Simens (Himeyunna), Grundy & Pirtners (Benukobpuranis).

Psan ¢ipm Bumyckae kpuntorpadiuai mpucTpoi OpieHTOBaHI Ha poOOTY B
Mepexax, Hanpukiaa, mmdparop ScaNet ¢ipmu Dowty Network Systems
(BenukoOpuranis), mudparop Datacryptor-64 dipmu Racal Datacom (CIIIA) ms

KOPHUCTYBaulB MEPEXI 3 MAKETHOI KoMyTali€ero no npotokony X.25 MKKTT. ®dipma
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NFT (Hopserist) po3pobuna cepiro KpUNTOMOAYIMIIB 31 mBHUAKOCTIMU 10 10 MOit/c,
NpU3HAYEHUX I 3aCEKpEeUyBaHHS MOTOKIB 1 3aCTOCYBaHHS B JIOKAJIBHUX MEpEexkKax.
®dipma Xerox (CHIA) cTBopmiia 010K BHCOKOSKICHOTO MUMPYBaHHS JaHUX XErox
Encription Unit, mo 3a0e3meuye 3axuCT OCOOJMBO CEKpeTHOI iH(opmarlii, B
nokanbHiK Mepexi. @ipma PE Systems (CILIA) nocrasnse cucremy GILLAROO mst
nepeaadi muGpoOBOro MIAMKCY Ta 3aXHCTY CEKPETHOi iH(opMalii, mepeaaHoi B
Mepexax 1 kananax 3B'sa3ky. @ipma Calmes Semiconductor Inc. (CLLIA) BupoOiisie
kpinronpoueccop CJI34C168 nns Grouynoro mmdpyBaHHS Ha mBHAKOCTI a0 300
Ko6i1/c. 3a ocTaHHIi Yac 3amporOHOBaHI HOBI aJITOPUTMU MIKU(DpYyBaHHS, HAPUKIA]
NEWDES 1 FEAL, po3paxoBaHi Ha mm(pyBaHHS MOTOKIB 31 HIBUJIKOCTSIMH JO
1 I'Git/c.

OcTtaHHIM YacoM Bce OUIbII MIUPOKE MOIIMPEHHS HAa PUHKY MPOTPaMHO-
amapaTHuUX 3aco0IB 3axHUCTy 1HQopMalii OTPUMYIOTh CHCTEMHU 3amoOiraHHs
HECaHKI[IOHOBAHOI'O KOIIIOBAHHS MPOrpaMHUX MpoaykTiB Tuity "HASP-kirouiB".

OcHOBOIO 0araThbOX CyYaCHMX CHCTEM OXOpPOHHU MPHUMIIIEHb 1 3aXHUCTY BiJ
HECAHKI[IOHOBAHOTO JIOCTYyNy 10 1HGOpMaIlli CIyKaTh €IEeKTPOHHI 1IeHTU(IKAIlIiHI
npuctpoi. [lpukiagoM Takoro mNPUCTPOO € aBTOMATUYHHMM 1A€HTU(IKATODP,
BupoOnenuit  amepukancbkoro  gipmoro DALLAS  SEMICONDUCTOR.
Inentudikarop Moxke OyTH BOyJOBaHUN B OpENIOK, BI3UTHY KapTKy, nepemycrka. B
3aJIEKHOCTI Bl BaplaHTy 3acTOCYBaHHS AaBTOMATHYHUN 1ACHTH(IKATOP MOXKe
BUKOPHCTOBYBATHCS 3 PI3HUMU JOJATKOBUMH MPUCTPOSMU: €JICKTPOHHUMH 3aMKaMH,
KOMIT' FOT€paMH.

HasBHicTh B i1eHTH(DIKATOP1 3MIHHOT MaM'sITi JO3BOJISIE BAKOPUCTOBYBATH HOTO
JUISL IAPOKOTO KJIACy JOJATKIB, HANPUKIIA, JJIs 30epiraHHs 0COOMCTUX, MEPIOTUIHO
3MIHIOBaHUX KJIIOYiB MU(pPyBaHHS KOPHCTyBaua; IJis 30epiraHHs iHGopmarii mpo
cTaH 0c000BOTO PaxyHKY KOPUCTyBada JUIsl PO3PAXyHKOBUX CHCTEM; NJIsi 30epiraHHs
iH(popMaIii Tpo JO3BOJICHUI Yac MPOXOJy B MPONYCKHUX cHcTeMax. BukopucranHs
imeHTudikaTopa pa3oM 3 EIEKTPOHHUMH 3aMKaMU Ja€ IIMPOKI MOMJIHBOCTI TIO

KEpYBaHHIO JIOCTYIIOM KOPHMCTYBauiB B PEXKUMHI NPUMIIICHHS: LIEHTpPaJi30BaHE
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OlepaTHBHE CTEKEHHS 3a MPOXOJOM B TMPUMIILIEHHS, IUCTAaHI[IHE KepyBaHHs
JIOITYCKOM, THYYKE BCTAaHOBJICHHS MPaBUJI JOMYCKY B MPUMIIICHHS (HAIpPHUKIad, 1O
MEeBHUX JHSX 1 TOJMHAX).

[Ile kinbka CIiB MPO HOBITHI TEXHOJOTII, IO 3aCHOBaHI Ha BUKOPHCTAHHI
(b13UKO-XIMIYHMX BJIACTHBOCTEM MarepialliB 1 3a0e3MedyroTh IMiATBEPKESHHS
aBTEHTHUYHOCTI JOKYMEHTIB, O€3MeKy iX TpaHCHOPTYBAHHS 1 3aXUCT BiJ KOMIIOBAHHS.
Ile cremiayibH1 TOHKOIUTIBKOB1 MaTepiaiy 31 3MIHHOIO KOJIbOPOBOIO TaMOIO Ha OCHOBI
TexHojorii Advateg, o HAaHOCATHCSA HAa JOKYMEHTH 1 IpeaIMeTH ado rojorpadiaHux
MITKA. BOHM J03BOJISIIOTH OJIHO3HAYHO 1IEHTU(IKYBaTH JOCTOBIPHICTH 00'€KTa 1
KOHTPOJIIOBATH HECAHKIIIOHOBAHUM JTOCTYM 10 HUX. KpiM TOro, Ha OCHOBI TE€XHOJOT11
Advateg po3po0iieHi crienianbHl KOHBEPTH, MAKETH 1 1HIIWNA MaKyBaJIbHUA Matepiad,
IO JI03BOJISIE TApaHTYBAaTU KOH(IACHIIINHICTh JOKYMEHTIB 1 MaTepiaibHUX 3ac0o0iB
pu iX TPAaHCIOPTYBaHH1 HABITH 32 3BUYAWHMMU IMOIITOBUM KaHaax.

['pyna TexHIYHUX 3ac001B 3aXUCTy 1H(OpMaIlli NOEAHY€E anaparHi 1 IpOrpaMHi
3acobu. OCHOBHI:

* pe3epBHE KOMiIOBaHHS 1 BiJijlajieHe 30epiraHHs HalOUIbIl Ba)KJIMBUX MaCHUBIB
JAHUX B KOMI'IOTEPHIN CUCTEMI — Ha PETryJsipHiiA OCHOBI;

* 1yOJIFOBaHHS 1 pe3epBYBaHHS BCIX IMJICUCTEM MEPEX, 110 MalOTh 3HAYCHHS
JU1sl 30€peKEHHS TaHUX;

* CTBOPEHHS MOKJIMBOCTI TEPEPO3MOJUISITH PECYpCH MepeXl B BHMAAKaX
MOPYLIEHHS PaLe3JaTHOCTI OKPEMHUX E€JIIEMEHTIB;

e 3a0e3MeyeHHs] MOXJIMBOCTI  BUKOPHCTOBYBATH  PE3E€PBHI  CHCTEMH
€JICKTPOIKUBIICHHS;

* 3a0e31eueHHs Oe3MEeKHU BIJT IMOXKEXK]1 200 ITOIIKOIKEHHS 00J1aJTHAaHHS BOJIOIO;

* YCTaHOBKA MPOTPaMHOTro 3a0e3MeUeHHs, 1110 3a0e3meuye 3aXucT 6a3 JaHux Ta
1H1I101 1H(pOpMAIIii Bl HECAHKI[IOHOBAHOTO JIOCTYILY.

B koMmiiexkc TEXHIYHMX 3axO[1B BXOMIAThL 1 3aXOAXd INOAO 3a0e3leueHHs
(G13M4HOT  HEIOCTYMHOCTI 00'€KTIB KOMITIOTEPHUX MEpEeX, HANMPHUKIad, Taki

OPaKTUYHI CIOCOOU, SIK 00JaHAHHS TPUMIIIICHHS KaMepaMu 1 CUTHAITI3AIIETO.
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4.4 Mexanizmu iHdopmaniitHoi 6e3nexku

[cHYIOTH HACTYIIHI KOHIENTYalbHI MeXaH13MHU 1H(OpMaLiiHOT Oe3MeKu:
— Inmentudikaris Ta ayreHTHdIKAITIS;
— KoHTpo:b 1 ynpaBIiHHS 10CTYIIOM;
— TIpoTokodrOBaHHS 1 ayIuT;
— IludpyBanns;
— KoHTpo:as 1mimicHOCTI;
— EkpanyBaHHA.

Jns HagifiHOTO 3aXMCTY 1H(OpMAaIli HeoOXiTHa KOMIUIEKCHA peai3allis BCIX
MepepaxoBaHUX MEXaHI3MiIB. JledKl 3 HUX MOXYTh OyTH peani3oBaHl B OLIbII MOBHIN
MIpl1, IHIIl — Hi. 3aXUCT IHTEJIEKTYyaJIbHOI BIACHOCTI, B MEPIIY YEPry, 3aJICKUTh BIJ
peanizanii MmexaHi3my iieHTudikaiii 1 ayreHTrudIKaIii.

Ioenmudghikamop — yHixanpHui HaOIp CHUMBOJIIB, IO BiANOBiAa€e 00'eKTy abo
cy0'eKTy B JaHIH CHCTEMI.

Idoenmudgbikayia — po3mizHaBaHHS ydYacHMKA Tipouecy 1HbopmariitHoi
B3a€EMO/IIi Mepe] TUM, K J0 HbOrOo OyAyTh 3aCTOCOBAaHI acHeKTH 1H(POpMaLIiHOI
Oe3mneKu.

Ilapons — cexpeTHUd HalIlp CHUMBOJIB, 1110 JO3BOJSIE TIATBEPIUTH
BIJIMMOBIAHICTD CYy0'€KTA NP/ IBICHOMY 1ICHTHU(DIKATOPY.

Aymenmucpikayin — 3a0e3MEUCHHS BIEBHEHOCTI B TOMY, IO YYaCHUK
1H(hopMaIiiHOT B3aEMO/I11 11€HTU(IKOBAaHUHN BIPHO.

Ilpoghine — HaGip ycTaHOBOK 1 KOH]ITYpaIliii A 1aHOoTOo Cy0'eKTa 4 00'€KTa,
10 BU3HAYa€ WOro poOOTy B 1HPOPMAILIIIHOT cCUCTEMI.

Aemopuszayia — dopmyBaHHS NpodUI0 TpaB AJiI KOHKPETHOTO Yy4YacHHUKa
1H(pOpMaIiHOT B3aEMOIII.

Cy0'ekT MOK€ MIATBEPIUTU CBOK ABTEHTHUYHICTh, MPEA'SIBUBIIM MPUHANMHI
OJIHY 3 HaCTYIHUX CYTHOCTEH:

® I10Ch, 1110 BiH 3HA€ (AP0, KpUNTOrpahiYHUIN KITH0Y 1 T.11.);
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® 1I0Ch, YAM BiH BOJIOAI€ (€IEKTPOHHHM KIIIOY, CMapT-KapTa 1 T.I1.);
® III0Ch, III0 € YACTHHA HOro caMoro (CBOi OiOMeTpHUHI JaHi).
Ayrentudikaiiis OyBae 0JHOCTOPOHHBOIO (3a3BH4Yail CyO'€KT JIOBOJIUTH CBOIO
CTIPaBXHICTh CHCTEMI) 1 TBOCTOPOHHBOIO (B3a€MHOI0). Po3ristHeMo i 0cOOIMBOCTI.
1. Inentudikauia Ta ayrenTudikamis
Haniitna ineHtudikaiis 1 ayTeHTU(IKALIsT HE MOXJIMBA dYepe3 IIy HU3KY
npuuuH. B iHbOpMaliiiHoi cucTeMi MIX CTOpOHAMH MOXKE HE ICHYBaTH JOBIPEHOI
MapuipyTy: 1€ O3Hayae, 110 B 3arajilbHOMy BHUNAAKY JaHi, MepelaHi cy0'€eKTom,
MOXYTh HE€ 30Iratucs 3 JaHUMH, OTPUMAHMMH 1 BUKOPUCTAHUMH IJis MEPEBIPKU
ABTECHTUYHOCTI.
Maiixe Bci ayTeHTHdIKAIIHI CYTHOCTI MOXHA Ji3HATHCA, BKpacTh ado
M1IPOOUTH.
€ mpoTupiyds Mk HAIIMHICTIO ayTEeHTU(IKAIIl1, 3 OJTHOTO OOKY, 1 3pyYHOCTAMHU
cy0'ekta 3 iHmoro. Tak, 3 MipKyBaHb O€3MEKH, HEOOXITHO 3 MEBHOI YaCTOTOIO
MIPOCUTH KOPUCTYBaya MOBTOPHO BBOJIUTU ayTEHTH(IKALIINHY 1HPOPMALIIIO.
YUuMm HamiiHIIM] 3aci0 3aXUCTy, TUM BiH KOIITOBHIIIIE.
2. TlapoabHa ayTeHnTHdiKaLIA
['omoBHa mepeBara mapoiabHOI ayTeHTHdikaili — mpocrora. Hepomixk —
Halcnabmumii 3acid nepeBipku aBTEHTHYHOCTI.
OCHOBHI IOPYIIEHHS NPU CTBOPEHH1 1 BUKOPUCTaHH1 MapOJIiB:
¢ TIPOCTHUU MAPOJIb;
¢ BHUKOPWCTaHHS CTaHJAPTHUX 3HAYCHb 3 OyIb-sIKOI JOKyMEHTAIlii, 10
HIKOJIM HE 3a0yTH;
¢ 3ammWC MapoJist Tam, Jie Horo MOKHA MTPOYUTATH, MIATIASHYTH 1 T.1I.,
¢ TIepeJaBaHHS MapoJisl IHIIOMY CHIBPOOITHUKY.
3axomu, 10 T03BOJISIOTH M ABUIIMTHA HAIAHICTH MAPOJILHOTO 3aXUCTY:
® HaKJAJaHHS TEXHIYHMX OOMEXEeHb (JOBXKHMHA, BUKOPUCTAaHHS OYKB,
udp, 3HaKiB);
® YNpaBJiHHA TEPMIHOM JIii MapOITiB;
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e 00MEXeHHs JOoCTymy A0 ¢ailily mapois;

e 0OMEXEHHS Yucia HEBAAIUX CIIPOO BXOY B CUCTEMY;

® HaBYaHHS KOPUCTYBayiB;

® BUKOPHUCTaHHS MPOTPAMHUX T'€HEPATOPIB MApOJIiB, SIKI IPYHTYIOUUCH Ha
JESIKUX TPaBHJIaX, MOXYTh CTBOPIOBATU CKJIaJHI, aje JITKI JUIs 3armamM’iTOBYBaHHS
napoJii;

®  OJHOPA30BI MAPOJII.

3. OnHopa3oBi mapoJi

Maemo ogHocTOopoHHIO (pyHKIIIO f (QyHKLIS, OOUHCIUTHA 3BOPOTHIO SKOI 3a
OPUMHATHUN dYac HE TNpeNCTaBiseTbes MOXIUBUM). Ll  dynkmis Bimoma 1
KOPHUCTYBAu4€Bl, 1 cEpBepy ayTeHTU]IKALIIi.

Maemo cexpeTHuit k104 K, BiToMHii TUTBKH KOPUCTYBAYEBI.

Ha eranmi mnoyaTkoBOro aiMiHICTpyBaHHs KopucTyBadya (QyHkmis f
3aCTOCOBYETHCS 10 Kitouy K n-pa3, micist 4oro pe3ysbrar 30epiraeTbCsi Ha CepBepi.

[Ticns mporo mpoueaypa HEpeBIPKM aBTEHTHMYHOCTI KOPUCTyBaua BUIJISAAE
HACTYITHUM YHHOM:

— CepBep HaJCHIIae Ha MPU3HAYCHY JIJIsl KOPUCTYBada CUCTEMY YKcio (n-1);

— KopucTyBau 3actocoBye ¢yHKIito f 1o cekperHoro kmwoua K (n-1) pa3 i
HaJICUJIa€ PE3YNbTAT 110 MEPEX1 Ha cepBep ayTeHTU]iKalii;

— cepBep 3acTocoBye (PyHKINNO f 70 OTPUMAHOTrO BiJi KOPUCTYBavya 3HAYCHHSIM 1
MOPIBHIOE PE3YJIBTAT 3 paHIlle 30€peKEeHOI BETNYUHOIO.

VY pazi 30iry CrnpamXHICTb KOPUCTyBada BBa)Ka€ThCS BCTAHOBJIICHOIO, CEPBEP
3amam'siTOBy€ HOBE 3HAa4Y€HHs (HaICTaHUN KOPUCTYBAa4eM) 1 3MEHIIIYE Ha OJUHUIIIO
JYUIBHUK (n).

Ockinbku  QyHkIis f HEOOOPOTHA, TEPEXOIUICHHS Mapoysl 1 OTPUMAHHS
JOCTYITy 10 cepBepa ayTeHTu(dikalii, He JO3BOISIOTH Mi3HATUCS ceKpeTHUH Kirod K 1
nepeadoaunTH HACTYITHUA OJHOPA30BHM MapoJIb.

[HmmMiA miaxig g0 peanizailli 0JHOPa30BUX MApOJIiB MOJSITae€ B TeHEpallii HOBOTO

napoJsl 4Yepe3 HEeBEJIMKUI MPOMIXKOK Yacy (HampuKiIa, KoxxHi 60 cekyHn), s 40ro
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MOXXYTh BHUKOPHCTOBYBATHCS TMporpamMu abo smart-kaptu. g 1poro HeoOXigHO
BUKOHAHHS YMOB:

1. CepBep ayrenTu(ikallii TOBUHEH 3HATH AJTOPUTM TeHepallii MmapoiB i
acoliioBaHi 3 HUM MapaMeTpu;

2. ["'omMHHMKY KITIEHTA 1 cepBepa MOBUHHI OyTH CHHXPOHI30BaHI.

AyTtenTtudikariisi 3 BAKOPUCTaHHSIM TOKEHIB MOKJIMBA B TAKUX BUIIAKAX:

— Ha 3anuT cuctemMu TOKEH Mpe'sBisie il ceKpeTHe 3HAaYSHHS, 0 CITYXKUTh JIJIs
MiATBEPKCHAST aBTEHTHYHOCTI. OOMH pa3, TEPEXONMUBINU II0 BiAMOBIIb,
3JIOBMHUCHHK MOJK€ IMITYBAaTH BIANOBI/Ib TOKEHA.

— Token 1 cuctema MarOTh 3arajibHy, CHHXPOHI30BaHy CHUCTEMY TIeHeparii
OJIHOpPA30BUX MapoJiiB. Ha 3amuT cucteMu TOKEH BUJA€ MApOJib, NIMCHUN IS
JaHOTo NMPOMIXKKY yacy. Cucrema reHepye B Liei yac CBIM BaplaHT Maposis, 110
1 IOPIBHIOE 3 OTPUMAHUM.

— TokeH 3apeecTpoBaHMil B cucTeM1 (BOHA 3HA€ MOTO CEKpEeTHHM mapametp). s
ayTeHTUdiKailii BoHa (opMye BUMAJAKOBY BEIUUUHY, SIKY TOKEH IEPETBOPIOE 3
BUKOPUCTaHHAM CcBOro mapamerpa. Cucrtema BHUKOHYE  aHaJIOTiuHE
MIEPETBOPEHHS 1 MOPIBHIOE PE3yJIbTaT 3 OTPUMAHMM BIJ TOKeHa. B 1pomy
BUIIAJIKy MEPEXOIUICHHS 3allUTy 1 BIAMOBIJI HIYOTO HE JAa€ 3JOBMHUCHUKY. |
CUHXPOHI13allisl TOKEHA 1 CUCTEMH He MOTpiOHA.

BapianTu BUKOpUCTAaHHS TOKEHA CIUIBHO 3 TAPOJIEM:

e [lapons cmy>KuTh AJsl AOCTYITY 10 TOKEHA, 110 O€3 mapoJis He JieE.

e Ilaponb pa3om 3 mapaMeTpoM TOKEHa CIy>KaTh OCHOBOIO Jii BUPOOJICHHS
OJIHOPa30BUX MAPOITIB.

e TokeH reHepye BIAMOBIAb CUCTEMI HA 3aMUT 3 BUIAJKOBOIO BEIMYHHOIO Ha
OCHOBI CBOTO MapamMeTpa 1 mapoJisi KOpucTyBaya.

4. AyrenTudikaiis 3a 10noMoror 0ioMeTpU4HUX JaHUX
biomeTpis siBisie COO0I0 CYKYNMHICTh aBTOMAaTU30BAaHUX METOMAIB 1AeHTH(IKAIIT
1 ayTeHTUdiKalii Jto1ei Ha OCHOBI iX (P1310JIOTTYHUX 1 TOBEIIHKOBUX XapAKTEPUCTHK.

Jlo uucna ¢i3i0J0TIYHUX XapaKTEPUCTUK HaJIEKaTh OCOOIMBOCTI:
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e BiJOMTKIB IANBIIIB,
® CITKIBKH Ta POTiBKH OUEH,
® TeoOMETpis PYKH Ta OOIHYYS.

J1o MOBEIIHKOBUX XapaKTEPUCTUK BITHOCATHCS:

¢ JIMHaMiKa MiAIUCy,
¢ CTHJIb pOOOTH 3 KJIaBIaTypoOIo.

Jlo XxapaKTepUCTHK, IO BKIIOYAIOTh (PI310JIOTIIO 1 MOBEAIHKY, BITHOCITH aHai3
0COOJIMBOCTEM roJI0Cy 1 po3Mi3HABaHHS MOBH.

VY 3aranpHOMY BUTJIAI poOOTa 3 010METPUYHUMH JTAHUMH OpPraHi30BaHa TaKUM
yuHOM. Cro4aTKy CTBOPIOETBCS 1 HIATPUMYEThCA 0Oaza JaHUX XapaKTEPUCTHUK
MOTEHIIIHUX KOpucTyBayiB. [ 1boro 610MeTpHUUHI 1aHI KOPUCTYyBaya 3HIMAIOTHCH,
00poOJISIIOThCS, 1 pe3yabTaT oOOpoOKM (3BaHUM OIOMETPUYHUM  I1AOJIOHOM)
3aHOCUTHCS B 0azy AaHuXx. [Ipu npoMy BUXIAHI aHI, Takl K pe3yJbTaT CKaHYBaHHS
najiblls ab0 POTiBKH, SIK IPaBUIIO, HE 30€pIraroThCS.

Hanani nns inentudikaiiii Ta oJHOYacHO ayTeHTU(diKallil KopucTyBada mporiiec
3HATTS 1 OOPOOKHM TMOBTOPIOETHCS, MICIS YOTO MPOBOJUTHCS MOIIYK B 0a3l JaHUX
1abJIOHIB.

VY pasi ycHimHOro moiryKy OCOOMCTICTh KOPHCTYBada 1 MOro JOCTOBIPHICTH
BBAXKAIOTHCS BCTaHOBIEHUMHU. [[1s1 ayTeHTHdIKAIT JOCUTH 3pOOUTH TOPIBHSIHHS 3
OJIHUM O10METPUYHUX 11a0JI0HOM, OOpaHHUM Ha OCHOBI MOMEPEIHHO BBEJACHUX JaHUX.

3a3Buuaid, OIOMETpII0 3aCTOCOBYIOTH Pa3oM 3 IHIIMMHU ayTEHTU(IKATOPOM,
TaKUMH SK  smart-kapti. [Homi OloMeTpuyHa ayTeHTU]IKALis CIYXUTh JUIs
aKTHBI3allli smart-kapT — B LIbOMY BUINAJKy O10METpUYHHI 11a0JI0H 30epiraeTbcsi Ha
TIN XKe KapTi.

biomeTpis cxmibHA TUM K€ 3arpo3am, 1o 1 1HIII MeTOu ayTeHTudiKaii.

biomeTpuunuii 11a0J0H MOPIBHIOETHCA HE 3 PE3yJIbTATOM IMEPBICHOT 0OPOOKHU
XapaKTEPUCTHK KOPUCTyBadya, a 3 0a30l0 [aHUX, 10 3HAXOJUTHCS B MICII
MOPIBHSHHS.

biomeTpuuni MeToaM HE € OUIBIT HAMIMHUMHU, YUM 0a3a TaHUX Ma0JI0HIB.
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Crix BpaxoBYBaTH PI3HUIIIO MK 3aCTOCYBaHHSIM 010METpii Ha KOHTPOJIbOBAHIH
TEepUTOPii 1 B "MOJIHOBUX" YMOBaX.

biomeTpuyHi nmaHi JIFOAWHW 3MIHIOIOTHCS, Tak 10 0a3za mabioHIB moTpedye
CYIIPOBO/TY.

Asle TOJIOBHa HeOe3leKa IoJisirae B TOMY, IO SIKIIO OlOMETpUYHI JaHi
BUABIIATECA CKOMIIPOMETOBAHi, JOBEACTHCA SAK MIHIMYM TPOBOJUTH ICTOTHY

MOJICPHI3aIIiI0 BCI€ET CHCTEMH.

4.5 Meroan BU3HAYEHHS piBHS iHpopManiiiHOrO pU3HKY

Jlo omHOrO 3 METOJIB BU3HAYEHHS PIBHS 1H(QOPMALIMHOIO PU3UKY HAJIEKHUTh
ananiz iHgopmayitinux puszukie. AHa3 1HOGOPMAIIMHUX PHUBHKIB — MPOIIEC
KOMIUJIEKCHOI OIIIHKH 3aXUIIEHOCTI 1HPOPMALIIHOI CUCTEMH KIJTbKICHUMHU 1 AKICHUMU
noka3Hukamu. OJIHIEI0 3 OCHOBHHMX MpoOjeM aHamizy 1H(OpMaliiHUX PU3UKIB €
olliHKka BapTocTi (IiHM) pu3MKiB. Ha maHuii MOMEHT HE ICHY€ €IUHOI METOJUKH.
[IpyyriHM 1IHOTO — BIACYTHICTH JOCTATHBOTO OOCSTY CTATUCTUYHUX JaHHWX IIPO
MMOBIPHOCT1 peani3aiii KOHKPETHOI 3arpo3W, HEOJHO3HAYHICTh OLIIHOK BapTOCTI
iH(opMaIiiHOTO pecypcy (MaTepiaibHUX 1 HeMaTepialbHUX). Y IMX yMOBax
MOIIUPEH] AKICHI METOAM OI[IHKM PU3UKIB, 3aCHOBAaH1 HAa €KCIIEPTHUX OLIHKaX. Takuit
X1 YCKIIQJHIOE MOJKJIMBOCTI MOJCIIOBAHHS PH3WKOBOI CHUTYyallli 1 HE JI03BOJISE
TOBOPUTU MNP0 OO'€KTUBHICTH pe3yibTaTy. Y JTepaTypl BHU3HAYalOTh HACTYIIHI
YUHHUKH, 110 BIUIUBAIOTh HA BEJTUYNHY PU3HKY.

1. Mipa Ts:KKOCTI HACHIAKIB, 10 MOXHA BHUMIPSITH Y BiJICOTKOBOMY
BIJIHOIIIEHH] BiJl BAPTOCTI PECYpPCy, SKIIO BoHA (pikcoBaHa. Hampukian, sKiio 30UTOK
B Mexax 10 10% BapTocTi pecypcy, TO TSDKKICTh HACHIIKIB HU3bKa, B iHTEpBami 11-
30% - momipna, 31-80% - kputHuna, 61bI1e §1% - KaTacTpodiuHa.

a) TpynoButpaTu, HEOOXiAH1 JJIs1 BUMIPABJICHHS HACIIIKIB IHIIUACHTY 1 3aJIeXkKHI1
BiJl BapTOCTI OJHOTO IHIUICHTY 1 KUIBKOCTI 1HIIMJCHTIB 3a OIlIHIOBAaHWUU TMEPIO/I.

TpyaoBuTpatu Ha BUIIPABICHHS HACHIAKIB OJHOIO IHIMACHTY CKJIAJAlOThCS 3
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TPYJOBUTPAT HA JIaTHOCTYBAaHHS, OKYMEHTYBAHHS, BUIIPABIICHHS, TMOBIIOMIICHHS
PO Pe3yJIbTATH.

0) MatepianbHi 30MTKH (BTpaueHa BUTOJ1a).

B) Penyrariiinuii 30MTOK.

2. Oninka iiMoBipHOCTI peaJizamii 3arpo3u paHXyeThCS 3a MIKaIo00 Bia 1 10
5 (my’ke HA3bKA, HU3bKA, CEPe/IHs, BUCOKA, Ty’Ke BUCOKA). IMOBIpHICTh 3aJIC)KHTh BiJ
PIBHS BPa3JIMBOCTI PECypCy A0 3arpo3u Ta e()eKTUBHOCTI YIIPaBIIiHHS.

* BpaznuBicTh mporiecy, A SKOro KI4oBa iHPopMallis € abo BX0oaoM, abo
BuxoaoM. lllkana BKJIIOYa€ 3HAYEHHS HU3BKUW, CEpe/HIi, BUCOKMU. BpaszmupicTb
O3Haya€ HasIBHICTh MEPEAYMOB JJIsi CTBOPEHHS 1HILIOT 3arpO3H.

* YacTka IHLMIEHTIB, CIIPOBOKOBAHUX 3arpo30i0, 1 COPUYMHUIU 30UTKH, B
3arajbHId KUIBKOCTI I1HIIUACHTIB, CIPOBOKOBAHMX JaHOI 3arpo30i0, 3a MUHYJIUN
nepion. Illkama Bkitouyae 3HaueHHS ayxke HU3bKUH (0-19%), Husbkuii (20-39%),
cepenniit (40- 60%), Bucokwuii (61-80%), myxe Bucokuii (81-100%).

* EdexTuBHICTh KepyBaHHS PaHXXYEThCS 3a MIKajgow Big 1 1o 5 3rigHo 3a
kiacudikatopoM piBHIB 3putocTi yHiBepcuteTy Carnegie Mellon. BiamosinHicTh
MOHATh €()EKTUBHICTh YIPaBIIHHS 1 PIBHS 3pLIOCTI KOMIAHII HABEJEHO B TaOJIHIIl
(Tabm. 4.1).

[Ipobnema i1HdopmarliiiHoi Oe3meku Uil 3aCTOCYBaHHS 3a3HAYEHOI BUIIE
KU TIATBEPKYEThCS TOCTiKeHHsIM KommaHii PricewaterhouseCoopers (PwC)
Ha OcHOBI aHamzy 21 migmpuemcTBa 1 68 mnpoektiB. Opranizauii 3 HH3BKOIO
e()EeKTUBHICTIO IEPEBAKHO BOJIOAIIOTH 1-2 piBHAMHU 3pinocTi. OpraHizailii 3 BUCOKOIO
edeKkTuBHICTIO BoOJIOAIIOTE 3, 4, 5 piBHaMHu 3pinocti. Kpim TOro, aHamtukamu
kommnaHii PwC BUSIBIIEHO, 10 MiJABUIIIEHHS PIBHS 3PUIOCTI JA€ iICTOTHE MOKpPAIICHHS
pe3ynbTaTiB mpoekTiB (30% KoMmaHii MOKpAIIUIN CBOI pe3ybTaTH OUTBII HIK Ha
25%) [13].

['pannyHi 3HAYEHHS Yy BCIX IUX BUIAJKaX MiAOUPAIOTHCS [JI KOXKHOTO
BUTAJKY 1HAUBINyanbHO. OIlIHKA OYIKyBAaHWUX BTPAT BiJ KOHKPETHOI 3arpo3w, Ha

yBa3l 3aCTOCYBAaHHS €KCIEPTHUX OIIHOK 1 IIKaJ, M0 MICTSATh JIHTBICTUYHI 3MiHHI,
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MOXe OyTh 3HiiiCHEHa 3a JOMOMOTOI Teopii HEUITKMX MHOXHH. Bimomo
3aCTOCYBaHHS METOJy HEYITKUX MHOXXHH IPH OIIHII €(PEKTUBHOCTI 1HBECTHUIIIHHUX

pOeKTiB [24].

Taomurg 4.1
OmiHka piBHS 3pUIOCTI 3a KiacudikatopoM yHiBepcutery Carnegie Mellon
PiBenn
' . Kpurepii
3pUIOCTI
1 [IpobGiiema hopmanbHO HE BUCYBAETHCS
2 [IpoOnema BUPIITY€ETHCA HA OCHOBI TPAKTUYHUX J1H.
[MutanHs m0/10 €(hEKTUBHOCTI 3aXUCTY HE PO3YMIETHCS.
Cepito3HUX TIOPYIIIEHb HE B1AOYBaIOCs
3 YacTkoBe BIIPOBAIKEHHS CTAHIapTaM 1 peKOMEHIALIISIM.
[Ipuainserbcs yBara muTaHHAM JTIOKYMEHTYBaHHS
4 AKTyasbpH1 IMTaHHS BUMIPIOBAHHS TApAMETPIB, IO
XapaKTepU3yOTh PeXKUM 1HPOPMAIIAHOT OE3TEKH.
3acTocyBaHHS KUTBKICHUX METOJIIB aHaIi3y PU3HKIB
5 CraBiaTbCs 1 BUPIIIYIOTHCS Pi3HI BapiaHTH ONTUMI3alllHHUX
3aja4 B 00JacTi iHPopMaIliiiHO1 Oe3neKu

4.6 YnpasJiiHHs pu3uKkamMu iHpopMmaniiinoi 6e3nexu

(cimetictBo crangapri I1SO / IEC 27000)

B ocHoBi opranizaiii, miaHyBaHHS W 3JIMCHEHHS NPAKTHYHHUX JIH IIOAO
3a0e3nedeHHs] Oe3MeKr € aHaji3 KOHUEIII 3arpo3u, OI[IHKa XapakTepy peaibHHX 1
MOTEHIIINHUX BHYTPIIIHIX/30BHINIHIX HEOE3MEeK 1 3arpo3, KPU30BUX CHUTYyalliid, a
TAKOX IHIIUX HECHPUATIMBUX (akTopiB. CucTemMa peasbHUX 1 MOTEHIINHUX 3arpo3
HE € TIOCTIHHOIO; 3arpo3d MOXYTh 3’ABISATHUCS W 3HUKATH, HApPOCTaTH U

3MEHIITYBATUCS, TIPU I[LOMY 3MIHIOBATUMETHCS iXHS 3HAUMMICTh 7151 O€3MEKH.
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Jpyre BumanHs ckacoBye Ta 3amiHtoe nepiie Buganss (ISO 31000: 2009), uro
OyJI0 TEXHIYHO MEePETISTHYTO.

OCHOBHI 3MiHH B MOPIBHSIHHI 3 TIONEPEIHIM BUJAHHSIM:

* - OTJISIJ] IPHWHIIMITIB YMPABIIHHS PU3HKAMHU, M0 € KIFOYOBUMH KPHUTEPISIMH
Horo ycmixys;

* - BUJIIJICHHSI OKPEMOTO KePIBHUIITBA 3 OOKY BHIIIOTO KEPIBHUIITBA 1 IHTETpaIlis
yOpaBJIiHHS pU3UKaMU, TOYMHAIOYUH 3 YIIPABIIIHHS OpraHi3alli€lo;

* - AaKUEHTYBaHHSI Ha ITEpaTHUBHY MNPUPOJY YIPAaBIIHHI pPHU3IUKAMHU,
Bi/I3HAYAIO4M, [0 HOBUU JOCBIJ, 3HAHHA 1 aHaI3 MOXYTb IMPUBECTH 10 MEPErIIsIay
€JIEMEHTIB TIpolIecy, 11 1 3ac001B KOHTPOJIIO Ha KOXKHIHM CTafll mporiecy;

* - panioHami3alisd KOHTEHTY 3 HaJaHHAM OUIbLIOI yBaru MIATPUMII MOJEI
BIJIKDUTUX CHCTEM Y BIIMOBIIHOCTI 3 PI3HUMH NMOTpeOaMu 1 KOHTEKCTaMHU.

[le#t MOKyMEHT MpU3HAYEHHUM 7SI BUKOPUCTAHHS JIIOJBMU, SIKI CTBOPIOIOTH 1
3aXMIIAI0Th LIHHOCTI B OpraHizalisX HUIAXOM YIPaBIiHHSA PU3UKAMH, MPUNHHATTA
pillIeHb, TOCTAHOBKH 1 IOCATHEHHS I1J1eH 1 MABUIIICHHS €()eKTUBHOCTI.

barato opranizaiiii CTUKalOTbCA 13 30BHIIIHIMU 1 BHYTPIIHIMU (PakTOpamu 1
BILJIMBAMH, SIK1 3aBa)KAIOTh BIIEBHEHO JOCITATH CBOIX ITIJICH.

VrpaBniHHS pU3MKaAMU HOCHUTH ITEPaTHMBHUN XapakTep 1 Jomomarae
oprasizaiisiM BHU3Ha4yaTH CTpaTerito, JOCAraTd METH 1 NpuiMaTth OOIPYHTOBaHI
pIIIICHHS.

VYrpaBiaiHHS pU3MKaMH € YacTUHOK YIPaBIiHHA 1 JiJgepcTBa 1 Mae
OCHOBOIIOJIOXKHE 3HAUYEHHSI IJIs1 YIPaBJIiHHS OpraHi3alli€ro Ha Bcix piBHsX. Lle cnpuse
BJIOCKOHAJICHHIO CUCTEM YIIPaBJIiHHS.

VYrhpaBniHHsS pU3MKaMH € YacTHMHOIO BCi€i JISUIBHOCTI, TOB'I3aHOI 3
OpraHi3alli€ro, 1 BKIF0Ya€ B3aEMOJIIIO 3 3allIKaBIICHUMHU CTOPOHAMM.

VYrpaBiiHHS pU3MKAMU BpPAaxOBY€ 3O0BHIMIHIA 1 BHYTPINIHIA KOHTEKCT
oprasizailii, BKJIIOYaIOYW MOBEAIHKY JIFOJAUHU 1 KYyJIbTYpHI (PaKTOPH.

VYrpaBniHHS pU3MKaMU 3aCHOBAHE HA TMPUHIIMAIAX, CTPYKTYypi 1 TpoIeci,

BUKJIAJICHUX B IbOMY JIOKYMEHTI, sIK Toka3aHo Ha puc. 4.1. I{i KoMOHEHTH MOXKYTb
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BXK€ ICHYBAaTH MOBHICTIO a00 YacCTKOBO BCEpEIMHI OpraHizamii, mpore iX MOxe
3HaAOOUTHCS aJanTyBaTH a0O0 TMOKpaIIUTH, IOOM YIpaBIiHHSA pHU3MKaMU OyJio
e(eKTUBHUM, JIEBUM 1 TIOCITITOBHUM.

VropaBiaiHHS ~ O€3MEKOI0  BEJIMKUX  Opradizaiiid, [0 BUKOPHUCTOBYIOTbH
iH(opMarliiiHi Ta TeJIEKOMYHIKaIliHI TEXHOJIOT11, pEKOMEHIYEThCS 3/I1MCHIOBATH Ha
ocHoBl ctanmaptie BS 7799/ISO 17799 ISO/IEC 27001. Ha chorogHi akTUBHO
BUKOPHUCTOBYEThCS cTaHmapT ISO 17799 1 BimOyBaeTbcsl MOCTYIOBHM MEpeXia 0
crangapTiB cepii 27001. YnpapiiHHs 6€3MEK0I0 HAIIIIEHO HA 3aXUCT YCIX CKIaJ0BUX,

[0 COPHSIOTH 3IMCHEHHIO O13HEC-TIPOLEeCY, SKUW OpPraHi30BaHO Ha MIANPUEMCTBI

(puc. 4.1).

CTBOpeHHﬂ 3aXUCTy

A\ 4
[nTerpyBaHHs Hocriiine CrpykrypyBaHHs
BJIOCKOHAJICHHS
\ 4 A 4
HocrtynHa JIronceki
1H(pOopMaIris (dhakTopu
\ 4 \ 4 \4 v

A 4

KepyBaHHs |« 7Y » MoHiTOpuHT
IIpoexTyBaHHA BnpoBamxeHHs 3BITHICTH OriHka pu3uKy
A 4 \4
Brockonanenns AHauni3 pu3uKy
A 4

OO6pobka nanux

Puc 4.1. [lpuniunu, CTpyKTypa 1 MPoIieC YIpaBIiHHS OE3MEeKOr0

Cepis 27001 sBnsie cobO0Or0 MOJEIh CHUCTEMHU MEHEKMEHTY B cdepi
inpopMmaririnoi 6esneku (CMIB, Information Security Management System, ISMS).
Sk 1 Oynp-ska cydacHa cuctema mMeHemxkmenTy, CMIb — 1ie Habip opranizaiiiHux

3aXOMIB 1 MPOLEIYyp YIPABIIHHS 1 BOHA HE €, MO CyTi, TEXHIYHUM CTaHAapTOM. B
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OCHOBI CTaHAapTy TOJIATa€ TMPOLECHUH MAXIA A0 Ppo3poOKM, peaizaiii,
eKCIUTyaTallii, MOHITOPUHTY, aHami3y, cynpoBoAay Ta mnokpamandio CMIb
opranizaiii. Bin ckiagaeTbcsi 31 CTBOPEHHsSI Ta BHUKOPHUCTAaHHS CHCTEMHU IIPOIECIB
VOpaBIiHHSA, II0 B3Aa€EMOIOB’S3aHI y Oe3lepepBHOMY IUKII TUIaHyBaHHS,
BUKOpPUCTaHHs, mepeBipku Ta mnokpam@anHsi CMIb (puc. 4.1, yactunHa Oi3Hec-
mporiecy). JlogaTkoBo B TpyIli CTaHAAPTIB PEKOMEHIOBAHO IEpETiK MEXaHi3MiB
3aXHUCTy 1H(POpMAaIlil IPOrpaMHO-TEXHIYHOTO PIBHSA, III0 MOXYTh BUKOPHUCTOBYBATHCS

Ha PI3HUX CTaAISIX 3AiliCHeHHs O13Hec-Tporecy (puc. 4.2, yacTUHA TeXHOJIOT1).

Bumoru 0izHecy ®dopwmarnizoBaHi
Ta 3aKOHOJIaBCTBA OizHec-TIponecH

Cdepa BUKopucTaHHSA

[InanyBaHHs

30BHILIHIA .
MOJIepHi3aIlis
ayauT JICpHIzaN
BayTtpimHiit )
YnpasiiHHA ayauT YpasiiHHA
IToxpaiueHHs pU3HKaMH iHIeIeHTaMK Buxopucranss
MOJIEpHI3aITis
BizHec-npouecu ITepeBipka
HopmartusHi
. Txie
OKYMEHTH
JloKyMenTH ITomiTuka IIpouenypa Crangaptu JIOKYM
Mepeski I'IIpI/IBaTHi‘ lH.q)paCprKTypa H.pI/IBaTHi. Cucremu - letexrypanns | Konrentna
eKpaHn BlpTyaJ.'[LHl BprMToro Blp’I’ya.T.ILHl 3a0€e3meueHHs ) U-[I/l(i)pyBaHHﬂ Bineo HaF.HﬂIlV aTak i (bianpauiﬂ
Mepexki KITFO4a Mepexi 6e3neku 06'ekTin | Ta EINLL Ta CHTHAMBAMIA | | ooromapyg
AmnapaTrHe Ta nporpaMHe 3ade3ne4eHHs! pi3HUX BUPOOHHKIB
TexHoJorii

Puc. 4.2. 3aranpHa cxemMa yrnpasiiiHHs 0€311eK0t0 O13HeC-TIPOIIeCiB Ha OCHOBI

TeJICKOMYHIKaIIii

B Vkpaini Ail0Thb HACTyNmHI CTaHAApPTH MO TEXHIYHOMY 3aXHUCTY
1H(DOopMaIi:
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— JCTY 3396.0-96. "3axuct indopmamii. TexHiynuil 3axuct iH(OpMarii.
OcHogH1 nonoxenHs". Lleit ctanaapT BCTaHOBIIOE 00'€KT, METY, OpraHi3aliiHi
MOJIOKEHHSI ~ 3a0e3ledyeHHss TexHiuHoro 3axucty iH(opmamii  (T3I),
HEMPAaBOMIPHUM JOCTyH 10 SKOI MOXXE 3aBJaTd IIKOJU TpOMaJsSHAM,
opraHizaiisiMm (FOPUAMYHUM ocobaM) 1 JepXkaBi, a TaKoX Kareropii
HOPMAaTUBHUX JOKYMEHTIB cuctemu T3I.

— JCTY 3396.1-96. "3axuct iudopmanii. TexHiynui 3axuct iHpopMallii.
[Topsamox mpoBeneHHs poOiT". CTaHAapT BCTAHOBIIOE BUMOTH 0 TOPSIKY
MIPOBEACHHS POOIT 3 TEXHIYHOI'O 3aXUCTy 1H(POpMALIii.

— JICTY 3396.2-96. "3axuct iudopmarii. TexHiyHuN 3axucT iHpOpMAIIii.
Tepminu i1 Bu3HaueHHa". J[aHWi cTaHIapT BCTAHOBIIIOE TEPMIHU 1 BUSHAUYECHHS
MOHSATH y c(hepi TEXHIYHOTO 3aXUCTy 1H(OpMaIi.

Cepen MDKHApOJHUX CTaHJAPTIB Mpo 1HPOpMaIliiHy Oe3reKy HalOUIbII BIJOMUM
€ Opurancbkuii — BS 7799, po3poOnenuii bpuTaHCHKMM IHCTUTYTOM CTAaHAAPTIB
(British Standards Institution — BSI). Crammapt BS 7799 cknanmaetbcs i3 aBOX
YaCTHH.

Cepis crannapTiB 3 MeHEIKMEHTY 1HpopmariitHoi 6e3nexku 1SO / IEC 27000
po3pobisieTsest TexHiuHuM KomiteToM [SO / TEC JTC 1 migkomiteTrom SC 27.

Cuctema MmeHemxkMmeHTy iH@opmartiiiinoi Oe3neku (CMIB) mictuth B co0i
BUMOTH IIOAO peajizaiii Ta BIOCKOHAJCHHS CHCTEM YIIPaBIIHHSI 3aXHCTOM

iHpopmartii i rpyHTyeThest Ha Mojeni PDCA (Plan-Do-Check-Act):

o CTBOPEHHSI — 1IeHTU(DIKAIIsl aKTUBIB, MEHEKMEHT PU3UKIB;

° BIIPOBADKCHHS — €Tall peaii3aiii BIAMOBIIHMX 3aXOIiB 3 yIpaBIIiHHSI
0€e3MeKoI0;

o nepeBipKka — MOHITOPHUHT 1 aHaJi3;

o Jlisl — MATPUMAaHHS B pOOOYOMY CTaHI1 1 MOKPAIICHHS.

Buxoasun 3 1pOro BHIHO, IO KPIiM PO3POOKH TPAaBWI YOPABTIHHS 1
3a0e3reueHHs O€3IeKH, He MEHIII BaKJIMBO 3a0€3MEUYUTH ITUKIIIYHICTh BCIX IIPOIIECIB 3
yIpaBJIiHHS 0€3MeKO0, 00U BC1 MPOLEIypH MOCIIIOBHO MPOXOIUIN €Tanyu MOIENI
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PDCA. Came 11¢ TOBOPUTH MPO BIAMOBIAHICTH CUCTEMHU yMpaBIiHHS cTaHmapty [SO
27001 1 cBITUUTH PO TOTOBHICTH 0 cepTudikarii CMIb.

Buxonanus Bumor ctanaapty ISO / IEC 27001 romoBHUM YMHOM J03BOJISE
MIHIMI3YBaTH PU3HMKHU BTPAT aKTHBIB MIANPHEMCTBA / OpraHizailii, a 0TKe CKOPOTHTHU
(b1HaHCOBI BTpATH.

Crapmapt ISO / IEC 27001 mnpusHaueHuid s ceptudikamii cuctem
1H(popMariitHoT Oe3MeKHy.

Ceptudikamiss  CUCTEMH  MEHEIKMEHTY  iHpOpMaIiifHOIO  Oe3MeKoro
(ceprudikaumis CMIb) — edexTuBHE ynpaBiiHHS Ol3HEC-TpollecaMu OpraHizaiii,
iHQOpMAIIHHUMU pU3UKAMHM, a TaKOX CBIJIOLUTBO MPO CTIMKUNA PO3BUBUTOK 1
HaJIMHICTh KOMIIaHi1, 110 B CBOIO YEPTy Jla€ MO3UTHUBHE CTABIICHHS O13HEC-TIAPTHEPIB.

CMIb Bignosigno no cranpapty ISO / IEC 27001 — me yactuHa 3arajibHOI
CUCTEMHU MEHEKMEHTY KOMITaHii.

CimetictBo cranaaptiB [SO 27000 Bxitodae B cebe HACTYIHI JOKYMEHTH, IO
CTOCYIOTBCS CUCTEM MEHEIKMEHTY |b:

ISO / IEC 27001 Information security management systems. Requirements —
CucteMu MEHEIKMEHTY 1H(OopMaliiiHo0 O6e3nexoro. Bumoru.

ISO / IEC 27000 Information security management systems. Overview and
vocabulary — Cucremn wmeHemkMenTy iH(opmaniiHoi Oesmeku. Ormsan i
TEPMIHOJIOT151.

ISO / IEC 27003 Information Security Management Systems. Guidance —
Cucremu MeHeKMEHTY 1H(popmalliiinoi 6e3nexku. KepiBHULTBO.

ISO / IEC 27004 Information security management. Measurement —
BumiproBanHst €eKTUBHOCTI CUCTEMHU MEHEPKMEHTY 1H(hOpMalliiftHOi Oe3meKu.

ISO / IEC 27006 Requirements for bodies providing 