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HHEPEJIIK YMOBHUX CKOPOYEHb

API - Advanced Mobile Phone Service

CLI - Command Line Interface

FTP - File Transfer Protocol

GSM - Global System for Mobile Communications
HTTP - HyperText Transfer Protocol

IETF - Internet Engineering Task Force

IP - Internet Protocol

IPMI - Intelligent Platform Management Interface
JMX - Java Management Extensions

LAN - Local Area Network

MIB — Management Information Base

NTP - Network Time Protocol

ODBC - Open DataBase Connectivity

OID - Object identifier

Osl - The Open Systems Interconnection model
POP — Post Office Protocol

RRD - Round-robin Database

SCCM - System Center Configuration Manager
SCE - System Center Essentials

SCOM - System Center Operations Manager
SCSM — System Center Service Manager
SCVMM - System Center Virtual Machine Manager
SLA - Service Level Agreement

SMS - Short Message Service

SMTP - Simple Mail Transfer Protocol

SNMP - Simple Network Management Protocol
SSH - Secure Shell
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Universal Serial Bus
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BCTYII

AKTyasibHicTh TemMH. Ekcrutyararniis, oOCIyroByBaHHS Ta MOJANbIINN
po3BUTOK IT-iHPpacTpykTypu € myxke BaKIUBUMM 3aBJaHHSIMH JUIsl 3a0€3MEUCHHS
6e3nepebiiinoro pododoro mporiecy. EdekTuBHICT pi3HOTO POy OpraHizaiii JyxKe
4acTo Oe€3MOoCepelHbO 3aJeKUTh BiJ] BUKOPUCTOBYBAHMX I1HCTpyMeHTIB Ta IT-
1HGPACTPYKTYPH, K 3 TOUKU 30py IPOMOHOBAHUX MOCIYT, TaK 13 TOUYKH 30PYPIIICHb,
0 BUKOPUCTOBYIOThCS TMpalliBHUKaMu oprauizaiii. HaBite npu HeBenukux [T-
pIIIEHHSIX MOTPiOeH MeBHUM 00csir podoTH, 1100 3a0€3MeUUTH TOCTYIHICTh CUCTEM
Ta mociayr. Tomy icCHye HEOOXIJHICTh MOCTIHHOTO KOHTPOJIO CTaHy IMOKAa3HHKIB 3
BUKOPHUCTaHHSAM 3ac001B MOHiITOpUHTY B IT-iHDpacTpykTypi.

Metow pobdoru € morMOJIeHE BUBYEHHSA, aHajll3 Cy4aCHUX CHCTEM
MoHiTOpuHry IT-iHppacTpykTypu Ta 3aBIaHb CHCTEMHOIO ajMiHICTpaTopa
opranizaiii (Imapo3auny).

006’ektom pobGotu € cucrtema wmoHiTopunry IT-indpactpykrypu. /e,
BIJIMTOBITHO, MPEJAMETOM € aHaJI3 ICHYIOUHX MPOTPaMHUX 3ac001B MOHITOpUHTY IT-
1H(paCTPYKTYpH.

BignosigHo 10 mocTaBiieHoi 3a1a4i B kBajiikamiitHiid poOoTi cTaBHIIMCS 1
BUPIITYBAJIUCS HACTYITHI B3a€MO3aJICKH] 3aBAAHHSA

1. BuBueHHs, aHaJ13 Ta HOPIBHSUIbHA XapaKTEPUCTUKA CyYaCHUX
nporpaMHuX 3ac00iB MOHITOpUHTY I T-iHpacTpykTypH.

2. Anamni3 icHytouux (hakTopiB Ta BUMOTH JIO arapaTHHUX 3aco0iB.

3. [InanyBanHs po3ropTaHHs cucteMu MOHITOpUHTY [ T-iHdpacTpykTypH.

4. Po3poOka airoputMmy pO3TOpPTaHHS cuUcTeMu MoHIiTopuHry [T-

1H(MpaCTPYKTYpH.



PO3/1T 1
MOHITOPUHT IT-THOPACTPYKTYPHU

1.1. llpu3HayenHss Ta  3aBJaHHA  cucreM  MoHitopunry IT-

iHppacTpyKTYypH.

CucremMa MOHITOPUHTY — Tpyna NPUCTPOIB Ta MporpamMHe 3a0e3MeUeHHs, 110
3a0e3neuye cucTeMaTHyHU 30ip 1 00poOky iHdopmarlii, sika Moxe OyTH
BUKOpPUCTaHA JJIsl MOJIIMILIEHHA MPOUECY MPUUHATTA PIIIEHHS, a TaKoX, MOOIYHO,
TSt 1HOpPMYBaHHS TPOMAJICHKOCTI 200 MPSAMO SIK IHCTPYMEHT 3BOPOTHOTO 3B'SI3KY 3
METOIO 3/IIICHEHHSI MPOEKTIB, OLIHKU NporpaM abo BUPOOJIEHHS MOJITUKH.

Cucrema MmoniTopuHry IT-iHQpacTpykTypu mnpu3Hau€Ha JUIsi MOHITOPUHTY
CTaHy, aHaJi3y IMpane3JaTHOCTI Ta YNPaBIIHHSA AamapaTHUMU 1 MPOrpaMHUMU
3aco0amu  (QyHKIIOHANBHUX 1 TexHojoriyHux miacucteM [TC, wMepexamu,
migMepekamMu, TEXHOJOTIAMM, OOJaJHAaHHSAM MpoBaiiiepiB  1HdoOpMaiiiHo-
KOMYHIKAIIITHUX MTOCIIYT.

OCHOBHMMHU 3aBJAaHHSIMU CHCTEM MOHITOPUHTY € HaJaHHS aKTyalbHOI
iHdopmari syt a”amizy crany IT-iHQpacTpykTypu Ta UIBHJIKOTO BHUSIBJICHHS
BUHUKJIMX Tpo0JeM 1 IX OnepaTUBHOTO YycyHeHHS. CHUCTEMU MOHITOPUHTY
J03BOJISIIOTH KapAMHAJIHO 3MEHIIUTH BUTPATH Ha 00ciiyroByBaHHs | T, aBToMaTH4YHO
BUKOHYBaTu pyTuHHI nii IT-¢axiBmiB, IT-(haxiBisM BYacHO MOMITUTH 3HUKEHHS
OPOIYKTUBHOCTI 1 BU3HAUUTH ‘“‘ciiabki micus” B IT-iHdpactpykrypi. [locTiiinuii
MOHITOPHUHT Joromarae miarpumysaTi Bci [T-cepBicu B pobouomy cTaHi, a TaKOX
YHUKHYTH TIPOCTOIB B poOOTI UMM 30epirae HeoOX1AHUI PIBEHbB 1X SIKOCTI.

[HCTpyMEHTH MEpEeXEeBOrO MOHITOPUHTY HAJAlOTh IMHPOKUNA  CHEKTP
CKaHYBaHHs Ta aHami3y AJis PI3HUX TUIIB HOPHUCTPOiB Ta mociyr. L{poro Bpanocs

JOCSIT'TH, BAKOPUCTOBYIOUH P13H1 THUIH MTPOTOKOJIB, 10 MPAIIOIOTh HA PI3HUX PIBHSIX

OSl.



1.2. ®yukuii Ta 3a7a4i cHCTEMHOI0 aJMiHicCTpaTopa opraHi3aumii.

Oco0a, BiAMOBiMaJIbHA 3a MOHITOPUHT, TOBMHHA BHW3HAYUTH, YU BCl
KOMITOHEHTH Tepe0yBaloTh y MeXaxX HEOOXIIHMX MapamMeTpiB 1 YU HE NEPEBHUIICHI
MOpPOTOBI 3HAYCHHS. TakuM YMHOM, MOHITOPHHT BKIIIOYAE PEECTPAIIII0 TaCUCTEMHHIA
3anuc mporeciB abo omepanii B IT-iHGpacTpykTypi. ChemianbHe NporpamHe
3a0e3Me4eHHs JIJI1 MOHITOPUHTY Ta CHUCTEMH CIIOCTEPEXKEHHS CIY>KUTh SIK  3aci0
koHTpoto. ko IT-mponecu He OyayTh TmpairoBaT 6e3nepediitHo, CHCTEeMHUI
aJMIHICTPaTOp MOKE BTPYTUTHUCS B MPOLIEC, AKIIO 11€ HEOOX1AHO, 1 BUIIPABUTHU BCi
noMuwiku. g Toro, mo6 mMaTu 3MOry NMpPaBUJIBHO aHAII3yBaTH pPE3yJbTaTH, CHIA
PETYJIIPHO MPOBOJUTH MOHITOPHUHT.

Paniiie poias MOHITOPUHTY 3A1MCHIOBAJIA aJAMIHICTPATOPH, a iHpOopMallis mpo
CTaH CHUCTEM Yy KpaloMy BHUNAAKy 30upanaci HUMH X Y OyAb-IKUX
HECIEeUIaII30BaHUX MpOrpaMax, y TIpIIOMY K B3arajl HisIKk HE HAKONMMYyBaJlach 1 HE
oOpoOmtoBanach. Bei BiIOMOCTI Mpo cucteMy Oylu MpUB’s3aHl 10 MPAKTHYHOTO
JIOCBIAY poOOTH 3 IHPPACTPYKTYPOIO Y KOHKPETHOTO (DaxiBIIsl 1 MOBHICTIO T'yOUITUCS
TICJISI TOTO SIK BIH 3QJIUIIIUB pOOOYE MiCIIE.

Ha moyatkoBOoMy eTami CHCTEMHOMY  aJMIHICTpaTOpy  HEOOXiTHO
opraHizyBatd MOHITOPUHI [T-1H(dpacTpykTypu Ha piBHI OONaJHAHHS, CEPBICIB 1

nonatkiB (puc. 1.1).
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Puc. 1.1. ApxiTektypa cucremu MoHITOpUHry I T-1H(pacTpykTypu

IT-MOHITOPHHI TapaHTye BUSABJICHHS MpoOJeM Ha paHHIX CTalisX 1 TaKUM
YUHOM, 3a0IMaJKy€ BEJIMYE3HI BUTPATU. 3arajom, 1€ JOCATAETHCS 3a JOMOMOTOIO
1ICTOPUYHOTO MOHITOPUHTY Ta MOHITOPUHTY y peaJibHOMY 4aci. PI3HUI MK JBOMA
METOJaMH TIONIATA€ B TIEPIOAI CHOCTEPEKEHHS, SKHH BHUKOPHUCTOBYETHCS Y
BIJIMIOBITHOMY MOHITOPHHTY.

“[cTopyuHMIT” MOHITOPUHT — TPOLIEC Yy SKOMY aJMiHICTpaTopy MHOTpiOHA
akTUBHa poOoTa, TOOTO MEepCNeKTUBHI Ta IUIaHyBajdbH1 1ii. JloBrocrpokona
CTaTUCTHKA aBTOMATHYHO TE€HEPYETHCS, 00 3a0€3MeYNTH MOXKIIUBICTh TUTAHYBAHHS
MOTY>KHOCT1 Ha JIOJATOK /10 (paKTUYHOTO 3aBAaHHS MOHITOpUHrY. Ile Takox Moxke
NiATPUMYBaTH TUIaHYBaHHs OO/KeTy oprasizaiii, cepen iHmoro. Kpim Toro,
CUCTEMATHUYHI MPOOJIeMH MOXKXHA BUSBUTH Ha PaHHIX CTadIsX.

MOHITOPUHT y pealbHOMY Yaci — MpoIeC y SAKOMY aJMIHICTPAaTOp MOBUHEH

pearyBaTd Ha B)Xe BHUHHUKII mpoOnemu. [IocTiiHUN MOHITOPUHT CIIYkO 111010
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(GYHKIIIOHATIBHOCTI TapaHTye BHSABICHHsS MpoOsieM Ta 1HGOPMYBaHHS MOXKJIMBHUX
MOTEPIUINX KOPUCTYBaUiB. BCl MOMUIIKU pEECTPYIOTHCS Ta BUIPABISAIOTHCSA 10 TOTO,

K KOPUCTYBa4 HaBITh IOMITUTH iX 200 0OMEKHUTHCS M.

1.3 Meroan oOTpUMAHHA [JaHUX cucreMamMud MoHiTopuHry IT-

iHppacTpykrypmn.

[TocTynoBo 3’siBisi€TbCs O€3J11Y HamiB- 1 MOBHICTIO aBTOMAaTU30BAHUX CUCTEM
MOHITOPUHTY, 3aBJIaHHSM SIKMX € aHalll3 CTaHy cHCTeMH Ta 301p iHdopmarlii B
KOJIEKII1i, K1 3r0JJOM MOKHA MEPETISIHYTH MPU HEOOX1THOCTI.

[cHYIOTH crieniaibHI MPOrpaMu JJIsi MOHITOPHUHTY, SIKI B 3aJaH1 TPOMIXKKH 4acy
LHUKIIYHO €MYJIIOI0Th Jli KOPUCTyBauya — 3alyCKaloTh CIHEIalbHUI “‘CKpUIT-
CIieHapiil”’, a MOTIM HaJCUJIAIOTh MOBIAOMIICHHS PO YCIMiX BUKOHAHHS Jii abo mpo
BUHUKJII B MPOIEC MOMUIKH. Takui BUJ MOHITOPUHTY HA3UBAETHCS MOHITOPUHTOM
B1Jl IMEH1 KiHIIEBOT'O KOPUCTYyBaya.

Benukuit oOcsar iHdopmarlii, skuii 30UpaEThCS y TMPOIECI MOHITOPUHTY
MoTpiIOHO Jech 30epiraT, TOMY 3a3BHMYail BUKOPUCTOBYIOTh KOHQIryparliiiny 0a3y
JaHUX OO0 €KT MOHITOPUHTY $KOi TpeICTaBlieHWHd sAK Habip KoH)IirypariiHux
onuHullb. Bcl MepekeBl MPUCTPOI, BC1 cepBepy — 1€ OAUHUII, SKI 30€piratoThCs B
LIEHTpaJli30BaH1i 0a3i JaHUX. 32 JOMOMOTOI TaKOTO MPEICTABICHHS € MOKIIUBICTh
IHTErpyBaTl CHUCTEMY MOHITOPHUHTY IS BI3yaJbHOTO MPEICTABICHHS y BUIJISII
niarpam abo rpadikis.

Maiike BCli CHUCTEMH MOHITOPUHIY BOJIOJIIOTh CTaHJAPTHUM HaOOpOM
BUKOHAHHS CEpBICHMX 1. Hampukiasn, € MOXIMBICTh OUUCTHTH KOIIUK SKIINO BiH
3aMOBHUBCS a00 aKTUBYBATH apX1BYBAHHS JJI BUBHAUEHUX (DaiiIIiB, KOJIM Mail>ke BECh
JTUCKOBUI MPOCTIp 3alHATHI.

MOHITOPUHT 3HAYHO BUAO3MIHIOETHCS 3 IJIMHOM dYacy. SIKmio paxime Oyna

HEOOX1HICTh BIICTEKYBAaTH CTaH TUIBKHU (PI3UUYHUX CEPBEPIB, TO TENEP HA KOKHOMY

3 HUX MOKe OyTH III€ KUJIbKa BIpTyaJbHHUX.



[Ipu po3poO6iil, BIPOBAHKEHHI CUCTEM MOHITOPUHTY CIOYaTKy HEOOX1JTHO
BU3HAYUTH 00’ €KTH 3a SIKUMH TUIAHYETHCS HATJISAAY, a TaKOX KPUTHUYHI TMOMIl Ta
MOKa3HUKH, Kl OyJIyTh BU3HAYATH KUIBKICTh MOBIJOMJICHB IMPH MOJOMIIl, YaCTOTY
CKaHyBaHHS Ta 1HIIN HACIIKY 1 mapameTpu. JJist BeMUKUX 1HPPACTPYKTYp, Ha KIITAJIT
JaTa-1eHTpy, nepea (iHaJIbHUM BOPOBAKEHHSM 3a3BHYail PO3TOPTAIOTh TECTOBUMA
MalaHYMK, HA TKOMY MOXKHA OI[IHUTH JIOIIbHICTh 3pO0JICHHX PIllIEHb 1 yXBaJCHUX
MOPOTOBUX 3HAYEHbB ISl TAPAMETPIB.

BrpoBamxeHHs TECTOBUX MaiJaHUYHKIB € 0COOJIMBO BaXJIMBUM PIIIEHHAMIIPH
BUKOPHUCTAHHI CEPBICHOTO MIX0Y 110 AisuibHOCTI [ T-miapo3ainiB, Koau BCl Mpoliecu
NEeperiasgaloTbess 3 TOYKU 30py, IO HajgaeTbes miapo3aiioMm IT-cepsiciB. s
KOKHOT'O CEpPBICY KOPIIOPATUBHOI CUCTEMHU 110 MOKJIMBOCTI 33/Ia€ThCSI IEBHUI PIBEHB
AKOCT1 Horo HagaHHSA. SIKMH OMHMCY€TbCA B CHUCTEMI MOHITOPUHIY SIK HaOIp
B3a€MOIIOB si3aHUX KOMMOHEHTIB IT-iHdpacTpykrypu. B pesynbrari dhopmyeThes
yroja mpo piBeHb sKocTi cepriciB (SLA). 3riHo K01 cucTeMa 3IIHCHIOE30epiraHHs
1301p 1Hopmarlii npo skicTh HaganHs [T-cepBiciB. Ha 0a3i HakonuueHoi iHdopmarii
(dbopMyIOThCS 3BITH 3a MEBHHI Tepio yacy. AHai3 3BITHOI iH(oOpMaIlii 1onomarae
3I1MCHIOBATH:

- MoaepHizauito [T-indpacTpykrypu;

- peopranizarito aismbHOCTI I T-Tiiapo3ainy;

- ieperuisan piBHs HagaHHs [T-cepsicy.

1.4 TlopiBHflIbHA XAapaKTEePHCTHKA CYYAaCHMX IMPOTrpPaMHHMX 3ac00iB

MoHiTopuHry IT-indppacrpykrypn.

CyuacHi nporpamMHi 3ac00M MOHITOPUHTY OPIEHTOBAH1 Ha CIIOKUBAYIB P13HOTO
piBHs. 3a3BUYail BENMYE3HY KIIBKICTh PI3HOMAHITHUX (DYHKIII BHKOPHUCTOBYIOTH
mume y Benwkid [T-iHbpacTpykTtypi, a uisi MalleHBKUX OyBa€ JIOCTaTHBO
BIJIMPABJICHHS OIOBIIIEHHS Ta CHUIbHOTO aHamizy. Cepesl OCHOBHMX

(GyHKII MOHITOPUHTY MO’KHA BUJIJIMTH HACTYIHI: CIIOCTEPEXKEHHS, 30epiraHHs
10



iH(opMmariii, moOymoBa 3BITIB, Bi3yai3allis, MOUTYK CJIAOKUX MICI[b Ta aBTOMaTH3aIlis
CIICHapIiB.

CriocTepekeHHsl — OCHOBHA (DYHKITIS, sTKa BKIIIOYA€ B ceOe mepiouaauii 30ip
MOKA3HUKIB 3 BY3J1IB yCTaTKyBaHHs, CEPBICIB.

30epiranHs iHbopmaiii — 18 (QYHKIIA € JONOBHEHHSA A0 (QyHKIIT
CIIOCTEpeXKeHHs. 3iiicHIOEThCsT 30ip 1HGopMalli 3a OCHOBHUMHU TMOKAa3HUKaMU
KOXKHOT'0 00’€KTa MOHITOPUHTY, JJIs 30epiraHHs 3a3BU4ail BUKOPUCTOBYIOThCS 0a3u
TaHHX.

[ToOGynoBa 3BiTIB — 3/IIICHIOETHCS SIK HA OCHOB1 MOTOYHUX JJaHUX CTEKEHHSI, TAK
1 110 JOBTO TpUBaJIO 30€pekeHuX AaHuX. Hanpukiiaa, HaBaHTa)XEHHS Ha CEpPBEP MOXKE
MOTIEPEANTH TOBIOTPUBAIMNA MOHITOPUHT, SIKIIO CIOXXHBaHI PEeCypcd BECh 4ac
30UTBIIYIOTHCS, 3HAUYUTh HEOOX1HO 30UIBIIUTH KUIBKICTh 3ac00iB a00 MepeHecTu
YacTUHY 3aBJaHb Ha 1HIIUNA cepBep, BUOIp SKOr0 TEXK MOKHA 3IIMCHUTH Ha OCHOBI
JOBrOTPUBAJIOTO 3BITY.

Bizyamizaiiis — 3BiTH B Bi3yaJIbHOMY MpEACTaBJICHHI: Y BUTIIAAI rpadikiB Ta
niarpaM. /fonomararoTh JIeTKO cipuiiMaTu 1HPOpMallii, a TAKOXK MOKIMBUNA BUOIp AJIs
Bi3yali3alli JEKUIbKOX HaMBaXUIMBIIIMX 1HAMKATOPIB, TOMI SIK B 3BITax OYIyTh
peACTaBJIeHI BC1 TOKa3HUK.

[Tomyk cnaOKux MiICIb — HA OCHOBI AQHANITUYHHUX JAHUX MOHITOPUHTY
MO>KJIMBO JI13HATUCS, SIKE MiCII€ IHPPaCTPYKTYpH HAMOUIBII CUJIBHO 3HUXKYE 3arajibHi
MTOKA3HUKHU MPOTyKTUBHOCTI.

ABTOMatu3allisi creHapiiB — (yHKIsS, siKa 3BUIbHSE aIMIHICTPATOPIB BiA
PYTUHHUX 3aB/IaHb.

3aBAsSKA HASBHOCTI KOIITIB [JIsi peami3aiii BHIE BKa3aHUX (YHKIIIH
aaMiHICTpaTopy OuIbIlle HE MOTPIOHO MEPEBIPATH BPYUYHY CTAaH KOXKHOI CKIIAAO0BOI
CUCTEMH, MPOOJEMHU BUPIMIYIOTHCS 1 TMOJOMKH YCYBAIOTbCS O1IbII ONEpPATHUBHO,
J1arHOCTHKA 3JIACHIOETHCS 0araTOBUMIPHO 1 TOYHO, a TaKOXX MOXKHA IUIaHYBaTH

po3MUpeHHs 1HPACTPYKTYPH.
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BukopucTaHHs cCTEM MOHITOPUHTY Ta YIPABIIIHHS 103BOJISE:

ONTUMI3yBaTH BUKOPHUCTAHHS 1H(POPMAIIIHHUX PECYPCIB;

- miABUIUTU AKICTh IT-cepBiciB 1 MIBUAKICTE yCYHEHHS 300iB B poOOTI
oOJjaZHaHHSI Ta MPOrpaMHOro 3a0e3NeyeHHs, MIHIMI3YyBaTH Yac MPOCTOIO
CEepPBICiB;

- 3a0e3ne4ynTH HaAIMHICTh, Oe3meKy 1 y3rojpkeHe (YHKIIOHYBaHHSA BCIX
koMmroHeHTiB [T-iHppacTpykTypu;

- moJsiermuTH MojepHizaito [T-indpacTpykrypu;

- B KUIbKa pa3iB NIABUIIUTHU €(eKTUBHICTh podotu [ T-niapo3aimy.

JIJ1st HOPIBHSUIBHOI XapaKTEPUCTUKU PO3TISTHEMO HACTYIIHI HAOUIBII IIMPOKO

BUKOPUCTOBYBaHI CydYacHi mporpamHi 3acobu Monitopunry: Microsoft SCOM,

Zabbix, Cacti, Nagios.

1.4.1. Microsoft SCOM.

System Center Operations Manager — cucrema HacCKpi3HOrO MOHITOPUHTY Bi
Microsoft, y TomMy uYuCiIi aKTHBHOTO CIIOCTEPSIKEHHS 3a CTaHOM MEpex
(cnoctepexeHHsT 3a Oynb-SIKHMHU MEPEKEBUMH MPUCTPOSIMH, IO MIATPUMYIOTH
SNMP, axx 10 piBHSI MOPTIB, @ TAKOK BUSBJICHHS BIPTyaJIbHUX JIOKAJIBHUX MEPEXK 1
KOMYyTaTOpiB B TakuxX Mepexax). B ocTaHHIX Bepcisx 3’sBUJACS MOXJIHUBICTb
CTEKEHHS HE TUIbKA 3a CHCTEMaMH, IiJ YNPaBIIHHSIM OINEpaliiHUX CHUCTEM
cimeiicta Windows, aste i 3a reTepOreHHUMU CepeIOBUIIaMH, 110 BKIoyaroTh UNIX
i Linux. SCOM mnpusHadyeHuii TOJTOBHUM YHHOM JUIsI OpraHi3alliii 3 4UCIOM MAIIHH
oinbie 500 1 yrciiom cepsepiB Oinbie 30. JlJig MEHIIMX OpraHi3aiiid iICHy€e IPOIyKT
SCE, mo Bkmouae B cebe yactuHy (yHkuioHany npoaykrie SCOM 1 SCCM, ane
MPU3HAYEHUH ISl MAJIUX 1 CEPeHIX MiAMPUEMCTB.

Microsoft Takoxx Hamae MOXIMBICTh iHTEerpanii npoaykry 3 SCSM, 3aBisku
YOMY 3’SIBIISIETbCS MOXKJIMBICTh ABTOMAaTMYHOTO CTBOPEHHS IHLUJEHTIB Ha OCHOBI

noBimoMiieHsr SCOM.
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[Ilo cTocyeTbest MUIBHOTO CIIOCTEPEIKEHHS 32 BIPTYaJIbHUMU CEPEIOBUIIIAMH,
€ 3acobu mus iHTerpamii 3 makerom SCVMM, saxuit 6yne nepemaBatu SCOM
1H(OpMaIliIo PO BipTyaldbHI MAIlIMHU, CITY>KOU, MPUBATHI XMapH 1 BY3JH.

OcHOBHI IEpeBaru:

- BUHATKOBAa TMPOAYKTUBHICTh 1 TMpare3fgaTHICTb JOAATKIB s
nporpaMuux cepenosuill Microsoft;

- 3a0e3nedye HaCKpi3HE YIPaBIIIHHS CIy>KOaMu JIJIsl CepBICiB BaIlOTO
IEHTPY OOPOOKHU JTaHUX;

- CIpUs€ MOMIMNIICHHIO €(EKTUBHOCTI 1 YIPABIIHHSA CEpeloBULIAMU
LEHTPIB OOPOOKHU JTAHUX;

- yHI()IKOBaHMH KOHTPOJIb B PaMKax MPUBATHHUX 1 3araJIbHOJOCTYITHUX
XMapHUX CEPBICIB;

- migrpumka Windows PowerShell 2.0.

Orxe, SCOM — me MOHITOPHHT BHCOKOI JOCTYITHOCTI 3 CIIPOIICHOIO
1H(PACTPYKTYPOIO, IIT0 BUKOPUCTOBYETHCS B OPTaHi3allisX 3 BEIMKUM IMAPKOM MallliH
miJ] YHOPaBIIHHSAM PI3HUX CIMEWUCTB OIEpaIiiiHUX CHUCTEM, IO BKJIOYae Oe3nmiy
PI3HOMAaHITHHX 3aCO0IB CTEXKEHHS, B TOMY YHCII 32 MEPEKEBUM OOJaAHAHHSM, a
TaKOX PO3IIUPEHUMH 3acOo0aMu TIPeICTaBICHHS 310paHoi iHpopMaIlii.

OpHak y 1aHOi CUCTEMH € PSJT HEAOIKIB 3 TOUKHU 30py BUPIIICHHS KOHKPETHO1
TEeXHIYHOI 3a/1a4i:

- CHCTEMa MOHITOPHUHTY OXOILTIOE 03114 3arajbHUX MOKA3HUKIB CUCTEMH,

ajyie HeTpUJaTHA IS CTEKEHHs 3a crienudiganMu mapamerpamu (puc.

1.2);
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Puc. 1.2. Iarepdeiic Microsoft SCOM

- pobora 3 omnepamiiHUMH CcUcTeMaMHM T03a cimeiictBa Windows
HeCcTaOlIbHA;

- HEWMOBIpHA TPOMIZJKICTh 1 CKIAJHICTh HAIAIITYBAHHS MPOIYKTY “TIijI
cebe”: cucTeMa MIBUIIE MIIXOIUTh JIJI1 MOHITOPUHTY 3arajlbHOTO CTaHy
1 300py OCHOBHHMX BIJOMOCTEH MpPO BEJIMKI CTPYKTYpH (HampHKIamu,

BEJIUKOI KUIBKOCT1 KITIEHTCHKUX 1 CEpBEPHUX MAIIMH B JOMEHI).
OcranHill He0J1K 00YMOBITIOE BIIMOBY BIJI ITI€T CUCTEMU a/Ke € HEOOX1THICTh
po3ropTatv TIOOATbHUM CepBiC, BCTAHOBIIOBAaTH areHTa Ha BCI BIJICIIIKOBYEMI
MallliHU 1 HAJAIITOBYBAaTH O€3]liU MapamMeTpiB - CKAaCOBYBaTH MMOKAa3HUKH, IO
30HUparoThCs 3a 3aMOBUYBaHHAM. CHUCTEMA BITHOCUTHCS JI0 MPOAYKTIB JIJIT KOHTPOJTIO
3aragbHOTO cTaHy Benukoi IT-cTpykTypu 06€3 crmocTepekeHHs 3a KOHKPETHUMH

cnienuiYHIMHA TTOKa3HUKAMH.
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Takox ICTOTHMM HEMOJIK CHUCTEMH TMOJIAra€ y BHUCOKIH BapTOCTI JaHOTO

MPOrPaMHOIO MPOAYKTY.
1.4.2. Zabbix.

Zabbix — BiBHO TOIIMPIOBaHA CHCTEMa JUII KOMIUIEKCHOTO MOHITOPHHTY
MepeXKeBOro OONaJHAHHA, CcepBepiB Ta CepBiciB. I BHKOPHCTOBYIOTh THCSUI
kommaniid, Hampukian, DELL, Salesforce. 3a nomomororo Zabbix wmoxHa
3niicHIOBaTH po3mnojauieHuid MoHitopudr o 1000 BysmiB, ae koHbIiryparis
MOJIOJIIMX BY3JIIB KOHTPOJIOETHCA CTapmIMMHU B iepapxii. [Iporpama miarpumye
oe3miu miardopm (Linux, Mac OS, Windows) i noctymnHa gepe3 BeO-iHTEepdeiic. 3
HOro J0MOMOro MOKHa OTPUMATH JOCTYH JO JJTaHUX MOHITOPUHTY 3 OYyJb-SIKOTO
[IK. Takox NpOAyKT BKIIOYAE LEHTPATI30BaHUN MOHITOPUHI JIOT-(pailiiB,
MOJKJIMBICTh CTBOPIOBATH Mamu Mepex (puc. 1.3) (BpyuHy 3a m1abJI0HOM ), BAKOHAHHSI
3aMuUTIB B PI3HUX 0a3ax JIaHMX, F'eHepallito 3BITIB 1 TCHACHII, BAKOHAHHS CLIEHAPIiB
Ha OCHOBI MOHITOPHUHTY, HIATPUMKY IHTEJIEKTYyalbHOrO 1HTEep(ENcy ynpaBliHHS

wiaropmamu (IPMI).

ZABBIX Monitoring Inventory Reports Configuration Administration Q  QSuppot HsShare  ?

Dashboard Problems Overview Web Latestdata Graphs Screens Maps Discovery Services

Ma ps Minimum severity Information

1

Zabbix Proxy Zabbix Proxy Zabbix Proxy
IN: 2.8 Kbps CPU load: 0.1 CPU load: 0.1 IN: 2.8 Kbps IN: 2.8 Kbps CPU load: 0.1
OUT: 17.66 Kbps OUT: 17.66 Kbps OUT: 17.66 Kbps

IN: 2.8 Kbps ‘ IN: 2.8 Kbps
IN: 6.89 Kbps — o 766 N IN: 6.89 Kbps = ~ . OUT: 17.66 Kbps
OUT: 15.98 Kbps | | Z. - =5 OUT: 15.96 Kbps

Zabbix Proxy
127.0.0.1 CPU load: 0.1 127.00.1

|

Zabbix Proxy Zabbix Praxy Zabbix Proxy Zabbix Proxy

CPU load: 0.1 CPU load: 0.1 CPU load: 0.1 CPU load: 0.1
u

Puc. 1.3. Mana mepesx B Zabbix
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Zabbix Hajae THYYKI MOXJIMBOCTI JIJIi HAJIAIITYBaHHIO YMOB-TPHUTEPIB, SKi
CIpallbOBYIOTH MPHU aBapii YU HEMOJIAJKaX, CUCTEMA MOYMHAE OIMMATH YEPBOHUMHU
KBaJIpaTHKaMU, OIMOBIIIAI0YM aJMIHICTpaTOpa MPO MOKIIMBI MOJOMKHU. Takox, mpu
BKJIFOUEHHI TpUTepa, BeO-iHTepdeiic Mae 3ByKOBY CUTHATI3ALIIIO.

Zabbix mocuTh caMOCTIHHHME 1 caM 3MOK€ BIANPaBUTH IOBIIOMIICHHS Ha
nomrty, B Jabber abo SMS-nosigomiiess 3a gonomororo GSM-MoneMy, abo HaBiTh
cripoOyBaTH CAaMOCTIHHO MITHATH “BIABIINI CEpPBIC, BUKOHABIIY 3a3/1aJIeT11b TIEBHI
i1, SKi 3aIyCKalOThCS MPHU CIpallbOBYBaHHI MEBHUX Tpurepis. /s BimoOpaskeHHs
JIOTIYHOT CTPYKTYpPH MEpeXi MOKHAa BpPYYHY CTBOPIOBAaTHM Mald MEpExi, 0
B1I00paKal0Th CaMe PO3TAIIYBAHHS BY3JiB MEPEXKI 1 3B’SI3KH MIK HUMH, IPUUOMY
MOTOYHUM CTaH BY3JiB Oy/ie BiI0Opa)kaTUCs Ha MaIll.

ABTOMAaTUYHE BUSBIICHHS:

- aBTOMAaTW4YHE BHSBJIEHHS 3a aianazoHoMm |P-aapec, moctynHum
cepsicaM 1 SNMP nepeBipka;

- aBTOMATUYHUN MOHITOPUHT BUSIBJIIEHUX MIPUCTPOIB;

- aBTOMATHUYHE BUIAJICHHS BIJICYTHIX XOCTIB;

- pO3MOJILI IO TPyIax 1 MabJI0HaMH B 3aJICKHOCTI BiJl TOTO, IO
MIOBEPTAETHCS Y IKOCTI pe3yNbTary.

VY Zabbix € e 6araTo pisHEX (QYHKIIIH, SKi TO3BOJISIOTH I1I€ OLIBIIE CIIPOCTHTH
CIIOCTEPEIKEHHS 32 MEPEKEI0, TaKl K MOHITOPUHI CTaHy BeO-CalTy 3a JIOMOMOTOIO
ABTOMATHYHOTO BUKOHAHHS CIIEHApII0 Ha KINTANT 1MITalii MpU3HAYEHUX IS
KOpPHUCTYyBaua A1l Ha caiTi. Y MiJICYMKY 1I€ OJIHA 3 HAUMOTYKHIIIUX 1 OOLIMPHIIINX
CUCTEM MOHITOPHUHTY.

Opnak BapTO BIA3HAYUTU TPOMI3AKICTh CEpBICY, BIACYTHICTb IOBHOI
JOKYMEHTOBAHOCTI MOXKJIMBOCTEH IPOEKTY, a TAKOK HEOOX1IHICTh YCTAHOBKH areHTa
3a0e3neveHHs Ha BCl MAIIMHH.

B sxocTi me ogHOr0 MiHyca BapTO BiJ3HAYNTHU CKIIAHICTD JEIeTyBaHHS MPaB
— TIPUCTPIN 3 CEPBICOM HAMYACTIIIE KEPYETHCS OMEPAIIITHOI CUCTEMOIO CIMEWNCTBA
*NiX, Mo POOUTH TPYIOMICTKHM B3a€MOJIO 3 JTOMEHHUMH KOPHCTyBayaMH i
npasamu 3 Active Directory (Windows cucremn).
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1.4.3. Nagios.

Nagios — cucrtemMa MOHITOPHUHTY 3 BIJKPHUTUM BUXITHUM KOJIOM, TPU3HAYCHA
JUTSL CIOCTEPEKEHHS, KOHTPOJIIO CTaHy Ta OMOBIIIEHHS aIMIHICTPATOPA, AKIIO IKACh
ciyx0a MPUIUHUTH CBOIO poboTy. CrioyaTKy po3po0IieHa jisl OnepamiiiHiuX cucTeM
Ha 0a3i Linux, 3apa3 oxHakoBO J00pe mpairoe Takox i mig Sun Solaris, FreeBSD,
AlIX 1 HPUX. 3a nonomororo 1i€i nporpaMu TOCTYIHI KOMIUIEKCHE CIIOCTEPEKEHHS
3a Bcieto [T-1HPpacTpyKTyporo, BUSBICHHS MPOOJIEM BiJipasy MICASAiX BUHUKHEHHS,
MOKJIUBICTh JIIJTUTUCS OTPUMAHUMU MPU CHOCTEPEKEHH] TAHUMU 13 3aIl1KaBICHUMU
oco0aMu, MOHITOPUHT O€3MEKU CUCTEMH, SIK HACIIJOK, CKOPOUEHHS 4acy MPOCTOO 1
KOMEPIIHHUX BTpaT.

AJie TONTOBHUMH MPUYUHAMU BiIMOBH BiJl BHKOPUCTAHHS CUCTEMH €:

- “3araJpHHN’ XapaKTep MOHITOPHUHTY IMOKa3HUKIB (puc. 1.4);

Q @ &nagiosadmin

Toctical Overview Host Status Summary Service Status Summary Status Summary For All Host Groups
Y up Down Unreachable Pending ok Warning Unknown Critical Pending Host Group Mosts Services
- - i
pe ]
Unhandled Problems Al Unhandled Problems Al 1 Crtcn
Open Host Problems
All Service Problems 64 i R LA .. -
All Host Problems
™ Network Outages
> Toes
Host Deadpool (host-deadpoo .
v Details — o3
Top Alert Producers Last 24 Hours =
e}
) -
—_—ee e e )
e
e
=]
1 i
——————— e L)
18 Coisinl ||
1
"
. - (1 Omen
. I
2 . . o -
2 Creusl
2 boar G
™ 1
Dis
Host Service % Utilization Details
v Monitoring Process
Process Info
Performance
Event Log
Nagios XI 5.4.10 » Check for Updates About | Legal Copynght © 2008-2017 Nagios Enterprises, LLC

Puc. 1.4. Monitopunr noka3uukis B Nagios
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- mpobiieMa B3aeMoii 3 cepBepamu i ynpasaiaasm Windows;

- “MepekHa” CIIPSMOBAHICTh MOHITOPHHTY.

1.4.4. Cacti.

Cacti — 6e3K0ImTOBHUH JOJATOK MOHITOPHHTY, IO TI03BOJISIE 30MPaTH CTATHYHI
JaHl 3a TIEBHI 4acoBl 1HTepBald 1 BigoOpakatu ix B rpadiuHOMY BHUIIISAL 3a
noromororo RRD tool yrusnitu, mpusHadeHoi A1 poOOTH 3 KpyrOBUMH Oa3aMu JaHUX
(RRD), sixi BHUKOpPUCTOBYIOThCS [HJisi 30epiraHHsa 1Hopmailii mpo 3MiHI 300py
BKJIFOYAIOTh CTAaTUCTUKY IO 3aBaHTAXKEHHIO Mpollecopa, KUIbKICTh BHUIICHOI
ONEpAaTUBHOI  MaM’sTi, KUIBKICTIO  3alylI€eHUX  MpPOLECIB, BUKOPUCTAHHS
BX1JTHOT'O/BUX1THOTO TpadikKy.

Cacti pospobnenuii B iH(ppacTpykTypi Apache-PHP-MySQL, no3Bosie
HaJaITOBYBaTH 30ip 1 BIIOOpa)K€HHS JaHWUX MOHITOPUHTY Ha OCHOBI BeO-
iHTepdeiicy, 3 103ep-hpeH opranizaiicro. € MOXKIHUBICTh TOMUCYBAHHS BJIACHUX
areHTiB 300py JaHUX.

[atepdeiic  BimOOpakeHHS  CTaTUCTUKH, J0310paHOi 3  MPHUCTPOIB,
NpENCTaBICHUA Yy BUTIIAAlI JEepeBa, CTPYKTypa SKOTO 3aJa€TbCi CaMUM
KOpHUCTyBaueM. Sk mpaBuiio, Tpadiku rpynyrOTh 3a IEBHUMH KPUTEPISIMU, IPUIOMY
OJIMH 1 TOM ke Tpadik Moxe OyTH MPUCYTHIM B PI3HHUX TiJIKax jepeBa. € BapiaHT
neperisiAy 3a3fajleriib CKIaAeHOro Habopy rpadikiB, 1 € pexuM MONEpPeIHLOTO
nepernsany. KoxkeHn 3 rpadikiB MOkKHa pO3IJISIHYTH OKPEMO, MPHU IIbOMY BiH Oyre
IpeICTaBlICHUI 3a OCTaHH1 J€Hb, TUXKIECHb, MICSLb 1 pik. MOXKIMBO caMoMy o0OpaTH
4acOBHH BIJPI30K, 32 IKUH Oy/ie CTBOPEHO rpadik.

[Tepesaru Cacti:

- BHCOKAa MIBHUJKICTh PO3TOPTAHHS MPU MIHIMAIBHOMY JTOAATKOBOMY
porpamMyBaHHi;
- mpocToTa 1 3pydHICTh I1HTepdelicy mneperysiny rpadikiB 1 ix

HayamTyBaHHs (puc. 1.5).
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Puc. 1.5. I'pagiku B Cacti

Henomnixu Cacti:
- JIOCUTh IIBUJIKE 30UIBIICHHS KIJIBKOCTI OJHOTUITHUX HaJallTyBaHb B
pa3i BEJIMKOTO YKCIIa CEPEIOBUIIL 1 CEPBEPIB;
- oOMe)keHa MPOAYKTUBHICTD “Hepimuux’ JMX pimens mis Cacti;
- BIJICYTHICTh MOKJIUBOCTI IHBEHTapHU3aIlii.
BucnoBku. Hanexne ¢pyHkiionyBaHHs Ta Oesneka IT-cuctemu — ne, nepiu
3a Bce, MUTaHHS MPOIyMaHOi KoHuemnuii. YacTo He moTpiOHI BETUKI 1HBECTHIIII, a
MOTPiOHA IT1TICHA KOHIIETIIIS, KA TAKOK MOXKe OyTH peali3oBaHa €KOHOMIYHO.
Tomy, Zabbix — 1ie cucrema, sika akTHBHO BJIA3UTh B YIPABJIIHHS MPOIECAMU
IT-indpacTpykTypu. Sk pe3ynbTaT, TOMUIKU MIONEPETHHO PO3II3HAIOTHCS HA PaHHIX
CTaJisAX 1 HaBITh BUPINIYIOTHCS 10 iX BUHUKHEHHS. JIOCTYINHICTH CHCTEMU
301IBIIYETHCS 3aBASAKH 1HIIIIAaTUBHOMY Miaxoay. [loMunku 3BeieH1 10 MiHIMYMY, 110
JI03BOJISIE YHUKHYTHU 3alBUX BHUTpAT, @ MOXKJIMBICTh CTBOPIOBATHM Malld MEpPEX Ta
MNIATPUMKA IHTEJIEKTyaJIbHOTO 1HTepdelcy yrpaBliHHSA IUlaTgopMaMu Hajaae

MOJIUBICTh CTEKHUTH 32 BCIMa HASBHUMH MPUCTPOSIMU O€3 3aiiBUX 3yCHUJIb.
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PO3/11 2
CHCTEMA MOHITOPUHIY ZABBIX

2.1. CkJaaja Ta MOKJIMBOCTI cucTeMu MOHITOpUHTY ZabbiX.

Zabbix — BiJIBHO PO3MOBCIOKYBaHA CHCTEMa JIJISI KOMIUICKCHOTO MOHITOPHHTY

MEpeKeBOro oOJaJHaHHs, cepBepiB Ta cepsiciB. ZabbiX — Bucoko iHTerpoBaHe

PIIIEHHS MOHITOPUHTY MEpEeXi, sIKe MPOTNoHye 0e37114 (PyHKIIIH B OTHOMY MaKETI.

36lp JaHUX CKIada€eThbCs 3 YOTUPHOX YACTHUH:

CEepBEp MOHITOPUHTY (SPO) — BUKOHYE MEPIOANYHE OMUTYBAHHS 1
OTpUMaHHA [JaHUX, 00poOIsie iX, aHali3ye, TAKOXK 3IIMCHIOE 3aIyCK
CIIEHapIiB JUIsl PO3CUIIKHM MOBIIOMJIEHb. MOXe BiJIaJIeHO TEPEBIpATH
MEpEeXEBl CEpBICH, € CXOBMIIEM, B SKOMYy 30epiratotecs BCl
KOH(DIrypailiiiHi, CTaTUCTH4HI Ta ONIEPaTHUBHI JIaHI;

MPOKCi — 30Mpae JaHl PO MPOAYKTUBHICTH 1 JIOCTYMHICTh BiJl IMEHI
Zabbix cepsepa. Bci 3i0pani gaHi 3aHOCATHCS B Oydep Ha JOKaTbHOMY
piBHI 1 mepenmatoThcsi Ha Zabbix cepep, 10 SKOTO HaleKHUTh
npokcicepBep. Zabbix mpokci € igeambHUM  pilIEHHAM IS
LEHTPaII30BaHOr0 BIJIJaJIEHOTO MOHITOPUHTY MICIb Ta MEPEXK, SIKI HE
MalTh JIOKAIbHUX aJaMiHICTpaTopiB. BiH Moxe OyTH Takox
BUKOPUCTAHUHN ISl PO3IIOAUTY HaBaHTaXeHHs ofgHoro Zabbix cepsepa.
VY upoMy BUNAAKY, MPOKCI TUIbKK 30Upa€ JaHl, THM CaMUM Ha CEpBEp
JIsira€ MEHIIIE HaBAHTAKCHHS;

areHT — CHeIlaTbHUN “IeMOH”, KU 3aIyCKAeThCsl HAa MPUCTPOSIX 32
SKUMHU BiIOyBA€ThCS CIIOCTEPEKEHHS Ta Hamae JaHl CepBepy,
3MIACHIOIOYM KOHTPOJb JIOKAJBbHUX PECYpCiB 1 JOJATKIB (TaKuX SK
YKOPCTKI JAWCKH, TlaM’siTh, CTATUCTHUKA MPOIecopa 1 T. 1I.) HA CUCTEMax
Mepexi, TOOTO IIi CHCTEMH TIOBUHHI TpaIfoBaty 3 yBIMKHyTHM Zabbix

areHToM (IIpoTe€ MOHITOPUHT MOKHA MPOBOJMTH HE TUIBKH 32
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JIOTIOMOTOI0 HBOT'0, ajie 1 3 BUKOpucTaHHsIM npoTokoiy SNMP Bepciii 1,

2, 3, 3aIyCKOM 30BHIIIHIX “‘CKPUNTIB”, 10 BUAAIOTH JIaHi, 1 KIJTbKA BU/IIB

3yMOBJICHHX BOYJOBaHUX MEPEBIpOK, Takux K Ping, 3amut mo HTTP,

SSH, FTP 1 iHmmM npoTokojaM, a Tako BHUMIp 4acy BIAMOBIII ITUX

cepBiciB). Zabbix areHTH € Haa3BHUUAiHO e(EKTUBHUMH Yepe3

BUKOPHUCTaHHS BOY/OBaHUX CUCTEMHHUX BUKIIUKIB 1151 300py 1Hpopmarii

npo craTucTuky. Zabbix-areHtn miaTpuMyroThes He TimbkuHa UNIX

orepariiHux cuctemax, a i Ha AlX 1 Windows;

- BeO-iHTepdelic — 3acid Bi3yaiapHOro mpejcTaBiieHHs Zabbix,
peanizoBanuii Ha PHP, 1y 3anmycky Bumarae HassBHOCTI BeO-cepBepa.

3a momomoror Zabbix MoxxHa 31iHCHIOBATH PO3MOIIJICHUH MOHITOPUHT JI0

1000 By3miB, me KOH(}Irypallis MOJOAMIUX BY3JTiB KOHTPOIIOETHCS CTAPIINMH B

iepapxii (puc. 2.1). Takox MPOAYKT BKIIIOYAE IIEHTPATI30BAaHWN MOHITOPHUHT JIOT-

(aiiniB, MOXJIMBICTH CTBOPIOBATH MaIld MEPEX (BpYUHY 3a I1a0JIOHOM), BUKOHAHHS

3aMuUTIB B PI3HUX 0a3ax JaHUX, TEHEpaIlilo 3BITIB 1 TEH CHIIM, BUKOHAHHS CIICHApiiB

Ha OCHOBI MOHITOPHHTY, MIATPUMKY I1HTEJIEKTyaJIbHOTO 1HTepdency ympaBiliHHS

wiatopmamu (IPMI).

Help | Get support

ry » Status of ts » Network maps
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Zabbix Proxy

Zabbix Proxy 1 wps
OK _ 0K
===t
Z Server 1
/ OK
W Server2 I
/' Zabbix server Router oK P,
/ oK e

/ 2Problems \
/ \ Zabbix Proxy 2 _— UPS
f \ > . oK — oK
N\ Y Server 1
o OK
£ Server 2
OK
uPsS
oK
Server 1
OK
Server 2
oK

Server 3
OK

Zabbix Proxy 3
OK

Puc. 2.1. Iepapxis By3niB Zabbix
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Jlns 360py iHGopmarlii Zabbix BUKOPUCTOBYE CHUCTEMHI BUKJIMKH, 3aBJIISIKU
YOMY, BIUIMB HA MPOAYKTUBHICTh MiHIMaJIbHHMA.

VY cuctemy MOHITOPHUHTY BKe BOYJIOBaHHM P/l CTAHAAPTHUX METPHUK:

- HaBaHTaXXEHHs HA MPOIIECOP, B TOMY YHUCJII OKPEMUMH MTPOLIECAMH;
- o0cAr BUIBHOI ONepaTUBHOI I1aM’sITi;

- AKTHBHICTb )KOPCTKOTO JMCKa;

- o0car BUIbHOT (Pi3MYHOT ITaM’SITi;

- MEepeXeBa aKTUBHICTH;

- TIIHT.

A TakoX 1HIII MEPEBIPKHU 3arajbHOTO MPU3HAYEHHS 1 N1 HAUMOIIUPEHIIINUX
cepBiciB, Takux sk BeO-cepBep, CYB/I, SSH, Telnet, VMware, NTP, POP, SMTP,
FTP ta inmmx. 11{o0 3agaTu peakiito npy BIAXWICHHI OyIb-IKMX METPUK B1Jl HOPMHU,
BUKOPHUCTOBYIOTKCS CIIElalIbHI YMOBU — Tpurepu (puc. 2.2). Hanpukiaz, sKIo mHr
BIICYTHI# I’ SITh XBUJIMH, BUBOJAUTHCS MTOB1IOMJICHHSI aJIMIHICTPATOPY 1 BUKOHYETHCS
KOMaHja Mepe3anycKy pi3HOMaHITHUX ciyk0. J[s BUXOAY 3 HEIITAaTHOI CHUTYaIlil
3aCTOCOBYIOTBCS OKpEMI YMOBH, TOMY HE3HAayHE TIOJIMIIEHHS METPUKH HE €
JOCTaTHIM [l yCYHEHHs TMOMWIKU. Hampukman, Koo BUIBHOTO MiCIsl Ha
KOPCTKOMY JMCKY 3anuimmiocs: meHiie 15%, crpairtoe aBapiitHuii Tpurepi mo6 BiH
BUMKHYBCS, 3HaueHHs Mae mnepeBuimryBatu 40%. Skmo roroBoro ¢yHKIiOHANA
HEJI0OCTaTHHO, TO MOKHA BUKOPHUCTOBYBATH CBill — HAJIAIITYBATH PEAKIIiI0 HA TICBHAN

BHCHOBOK KOMaH]1 a00 BukopucTtoBytoun APl cTBopeHuit 10/1aTOK.

22



p4:\2121D4d vonitoring  inventory Reports  Configuration  Administration Q Hshae ? 2 O

Hostgroups  Templates Maintenance ~ Actions  Slide shows  Discovery

Triggers Group | all :j Host | Zabbix server 1 j Create trigger
All hosts / Zabbixserver1  Enabled RANGETINERIIVIZNY Applications 12 ftems 73 Triggers45  Graphs 12  Discovery frules2  Web scenarios 1
| SEVERITY NAME a EXPRESSION STATUS INF
= Template OS Linux: /etc/passwd has been - . . - .
| Warnini Zabhbix server:vfs.file.cksumffetc/passwd].diff(0)}>0 Enabled
9 | changed on {HOSTNAME} {Fan 2 e JATO)}: ENaves
Template OS Linux: Configured max
B number of opened files is too low on {Zabbix serverkernel. maxfiles.last(0)}<1024 Enabled
{HOST.NAME}
Template OS Linux: Configured max
9 il number of processes is too low on {Zabbix serverkernel.maxproc.last(0)}<256 Enabled
{HOST.NAME}
- : Template OS Linux: Disk VO is overloaded B R o
Warning on {HOST.NANE} {Zabbix server:system.cpu.util[iowaifl.avg(5m)}>20 Enabled
~J \Warning Free disk space is less than 20% {Zabbix server: ze[/ pireellast(0)}<20 Enabled
z Mounted filesystem discovery: Free disk 2 =
Warnin Zabbix server:vfs fs.size[/ pfree].last(0)}<20 Enabled
9 space is less than 20% on volume / e zetipheel O na
) Mounted filesystem discovery: Free inodes e e o ——
Warning 1o than 20% ari Volnme ! {Zabbix servervfsfsinode[/.pfreellast(0)}<20 Enabled
- Template OS Linux: .
FhsHOImAon Was {Zabbix server:system.uname diff(0)}>0 Enabled

changed on {HOST.NAME}

Template App Zabbix Agent: Host name of
0O zabbix-agentd was changed on {Zabbix server:agent.hostname.diff(0)}>0 Enabled
{HOST.NAME}

Template OS Linux: Hostname was

Zabbix server:system.hostname.di “nabled
changed on {HOSTNAME} (RS Ve SRNE SN0 Enablec

- Template OS Linux: Lack of available

Average memory on server {(HOSTNAME} {Zabbix servervm.memory.size[available].last(0)}<20M Enabled

Puc. 2.2. Tpurepu B Zabbix

Tpurepn npencTaBisiiOTh COOO JOTIYHI BUpa3ud, MeTa SKUX 00poOsaTH
HaKONMYeHi aHi. [X MOKHA CKIIafaTH K BPy4HY, TaK i 33 I0TIOMOTOI0 KOHCTPYKTOPA.
€ ¢yHKII1s TECTYBaHHS TPUTEPIB HA JOBUIHBHUX 3HAUYCHHAX. J[J1s1 CKIIagaHHs TpUrepin
BUKOPUCTOBYIOThCSI oniepaTopu ZabbiX, miacTaBisitoTh HEOOXIAHI AaHi, B TOMY YUCII
3 KOHKPETHOI MepeBipKku a00 3a 3aJjaHuil IHTEpBaJ 4acy.

BcranoBnieHHs areHTa He € 000B’SI3KOBUM, TOMY 1110 Ha BUOIp aJMiHICTpaTopa
€ Oarato nUIAXiB 3aiMicHeHHs 300py iHopmalii 3 cepepa. Hampukian, 3a
nonomoroto Simple check, SNMP agent, Zabbix trapper Ta iHmmx.

Cucrema TakoX Ma€ HU3BKOPIBHEBE BHUSBIICHHS, AK€ MPU3HAYAETHCSA IS
ABTOMATUYHOTO CTBOPEHHS €JIEMEHTIB 1 TPUTEpIB, 100 BIJCTE)KYBATH CTAH PI3HUX
CHCTEM MIIKOHTPOJILHOTO cepBepa. Takum ynHoM Zabbix Busisiise:

- (paitioBi cucremuy;
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- MepexeBi iHTepdeiicu;
- TporecopH i ix spa;
- mommupeni OID, BukopuctoByBani SNMP;

- wuagsuicte ODBC;

cirysx6m Windows.

JIoIaTKOBO € MOXJIHMBICTH 3aJaTH CBOI THIM BHUSBJICHHS, BUKOPHUCTOBYIOUH
dopmat JSON.

Jyxe gacto B ZabbiX BUKOPHCTOBYIOTH IPOKCI ake iHPpacTpyKTypa AOCUThH
BeJIMKa, 00 Ha OIMHOYHHM cepBep He Oyi10 HAATO BEIMKOTO HaBaHTaxeHH:. [Ipokci
BUCTYTIAE B POJII MPOMIXKHOI JIAHKH, 110 30Mpa€ J1aHi 3 areHTIB, K 1€ POOUTHOCHOBHUMN
cepsep. [lotim naHi 3 Oydepa BiANPABISAIOTHCS Ha LIEHTPAJIBLHUM cepBep. AJie 1€ He
€IMHA TIPUYMHA, TI0 SKIM MOXe 3HaJO0OUTHCS BUKOPHUCTaHHS Mpokci. BiH Tak camo
NoTpiOeH, AKIIO JEsIKI areHTH 3HaXOASThCS B 3HAYHO BUIIAJICHUX MICHSX, IO

MO3HAYAETHCS HA BEJIMYUHI PING 1 iX TOCTYITHOCTI.

2.2 TIpoTokoa mepe:keBoro ynpapiainasa SNMP.

[Tpoctuii mpotokon mepexkeBoro ympaiainas (SNMP) — ne mepexeBwii
IPOTOKOJI, SIKU BUKOPUCTOBYETHCA /I YIPABIIHHS Ta MOHITOPUHTY TIKITIOUEHUX
70 Mepexi npuctpoiB y Mepexax Internet Protocol va ocaosi TCP/UDP. IpoTtokon
SNMP BOymoBaHMil y KiJbKa JIOKaJTbHUX MPHUCTPOIB, TAKUX SIK MapIIPyTHU3aTOPH,
KOMYTaTOpH, CepBepH, OpaHaMayepu Ta OE€3APOTOBI TOYKHU JOCTYITY, SKI JOCTYITHI
3a gomnomororo IP-anpecu (puc 2.3). SNMP 3aGe3neuye mexaHizm s mepenadi
iH(MOopMaIlli ympaBIiHHS MEPEKEBUX MPUCTPOIB B MeXKaxX OJHOTO abo KUIBKOX
noctadanbHukiB ceperouir LAN a6o WAN. Ile mpoTokon mpukiIagHOTO PiBHS B

pamkax mojeni OSl.
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SNMP cepBep

CraH : —
& OpHCTPOIB — —
/' } Oo

AnminicTpaTop

BizeocepBepnu
CHCTeMH

o° g ;
- o o o [ e o o ]
| - |
IIK oneparopis Cepeep BiogeoaHATITHKH KomyTaTopu/poyTepH IP-kaMepn

Puc. 2.3. Ilpuxnan po6otu SNMP nporokosy

3azBuuaii potokoid SNMP peanizyerscs 3a momomororo User Datagram
Protocol. UDP — 1ie 6e3a1poToBHiA IPOTOKOJI, SIKUI Tpaiitoe sk mpoTtokos TCP, ane
nependavae, 10 TEpeBipka MOMUJIOK Ta TMOCIAYTH BIJHOBJIEHHS HE TMOTPIOHI.
Haromicte UDP Ge3nepepBHO HajcuiIae JaTtarpamMu OJEp>KyBauy, HE3aJIEKHO BiJl
TOTO, OTPUMYIOTh BOHH iX YH Hi.

[apopmariitni 6a3u  ympaBmiaast SNMP  — me cTpykTypu maHux, sKi
BHU3HAYAIOTh, 10 MOKHA 30MPaTH 3 JOKAIBHOTO MPUCTPOIO, a 10 MOXKHA 3MIHIOBATH
ta KoH(pirypyBaru. IcHye 6araro IBY, Bu3HaueHux creriaJbHUMU YCTaHOBAMH 3
nuTaHb craHmapTiB, Takux sk IETF Tta ISO, a takox 3amarentoBani IBY, ski
BH3HAYEHI KOHKPETHUMH mocTadaabHukamu 1T-o0nagnanns, Takumu sk Cisco, Ta
nocravyajbHUKaMH IPOTPaMHOTO 3a0e3mneveHHs1, Takumu sik Microsoft ta Oracle.

OcuHoBuuMu kKoMroHeHTaMu poooTu SNMP €:

- MPUCTOPOI Ta pecypcu Ha sikux npairoe areHT SNMP;
- areHT — 30upa€ JaHi Mpo pi3HI MOKAa3HUKH, TaKi SK BUKOPUCTAHHS
IEHTPAIBHOTO TMPOIECOpa, BUKOPUCTAHHS CMYTH MPOMYCKaHHS a0o

JTUCKOBOTO ITPOCTOPY;

25



- MeHeKep — 3amyckae nporpamy ynpasiaiHas SNMP y Garateox pizHUX
CEpeOBHUIIAX OMEPAIifHOT CHCTEMH.

- IBY — ns crpykrypa gaHux sBise€ co0oi0 TekcToBuil ¢ain (i3
po3impeHHsaM  (daitmy .Mib), skuii omucye BCi 00’€KTH JaHUX, IO
BUKOPHCTOBYIOTHCSI TIEBHUM TPHUCTPOEM, SIKI MO>KHA 3amUTyBaTu abo
KOHTpOJTtoBaTH 3a gornomoroto SNMP, BKiIro9aroun KOHTPOJIb TOCTYITY.

B 1mpomeci pob6oru SMNP  BukopuctoBye OmHOTO ab00 JEKUIBKOX
aaMi"ictpaTuBHUX MeHekepiB SNMP, ki KOHTPOMIOIOTH TPYNHU MEPEKEBUX
KOMII'FOTEpIB Ta OB’ A3aHUX 3 HUMU NpUcTpoiB. [locTiitHO 3amyieHa nmporpama, sika
HA3MBAETHCS areHTOM, Iepenae iHdopmailito MeHemkepam 3a aornomororo SNMP.
ATEHTH CTBOPIOIOTH 3MIHHI 3 JJAaHUX Ta YHOPSIAKOBYE iX y i€papxii, onucani IBY.

[Munpuuit MoHITOpUHT TTPUCTPOiB SNMP - 116 0OcHOBHA yacTHHA 3a0e3MeUeHHS
6e3repebiitHol poOOTH Ta 0E3MPOIMYCKHOT 3aTHOCTI MEPEXKI.

[Iporokon SNMP HacTiibku nONyNSApHUN, MO OUIBIIICT MEPEHKEBUX
OPUCTPOIB TMoOcTayaroThes B KoMmrwiekti 3 areHtamMmu SNMP. Opnak, o0
CKOPHUCTATHCS MPOTOKOJIOM, aIMIHICTPATOPU MEpEXkl MOTPIOHO CIOYATKy 3MIHUTH
HaJaIlITYyBaHHS KOH(QIrypalli 3a 3aMOBUYBaHHSAM ISl CBOIX MEPEXEBUX MPHUCTPOIB,
mo0 arentd SNMP mornu “‘crinikyBatucs’” 13 CHCTEMOIO YIPABIIHHS MEPEXKEIO.
Icnye Tpu Bepcii SNMP:

- SNMPvV1 — nepma Bepcis SNMP 3a0esnedyBana MiHiManbHI QYHKITIT
yopasiiHHs Mepexero. SNMPvl Habaratro meHm Oe3neyHui, HIXK
SNMPV3, ockinbkd HEMae KOHTPOJIO Haa THUM, KOMY B MeEpexi
no3BosieHO BukoHyBatu omnepaiii SNMP 1 orpumyBatu goctyn 1o
00’exTiB y moayni MIB. OmnepaiisiMu pOTOKOITY, sIKI BUKOHYBAJIHUCH
gepe3z SNMPV1, 6ymu Get, GetNext, Set 1 Trap;

- SNMPvV2 — ns Bepcis He mnokpamuia Oe3neky. Hoi mpoTokonu
Brrouanu GetBulk ta Inform. Xoua 1151 Bepcist Oyia moTyXHIIIO0, HIX

SNMPV1, Bona Takox Oyia OiIbII CKIIAIHOIO;
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- SNMPvV3 — 1151 Bepcis 3anpoBajiuiia MOCUICHUN 3aXucT ynpasiinus [T-
CUCTEMaMH Ta MepexamMu. ABTEHTU(IKAIlis, KOHTPOJb JOCTYIy Ta
3amu(poBaHi MaKeTH MaHUX OyJIM OJHUMH 3 KIFOYOBHX KOMITOHEHTIB,
0 BHUKOPUCTOBYIOTHCS JUIS 3HAYHOTO TIOKpAIICHHS TapaMeTpiB
oe3nexu B SNMPV3.

SNMP € vactunoro opurinanbHoro IP, Bu3zHaueHoro podouoro rpymoro IETF.
Ocranns Bepcis mporokony, SNMPV3, Bxmowae wmexaHizmm Oe3neku s

aBTeHTHU(IKAIT, IMHUPPYBaHHS Ta KOHTPOJIO JIOCTYITY.

2.3 MOHITOPMHI JOCTYNHOCTI Ta MOKA3HUKIB CePBEPHOIr0 00/1aJHAHHA 3

BUKOPUCTAHHAM iHTep(eiicy ynpaiinus IPMI.

IPMI — ne cranpaptu3oBanuii iHTepdehc I BIIAICHOTO0 YIpaBIiHHS
“BUMKHEHHSIM CBITJIa” a00 “mo3a J1ana3oHHUX’ KOMIT IOTEpPHUX cUCTeM. [HTepderic
JI03BOJISIE  KOHTPOJIFOBATH CTaH amapaTHOTO 3a0e3MedeHHs] Oe3MmocepeHbo 3a
JOTIOMOTOK0 TaK 3BAHMX ‘‘TI03aCMYTOBUX~ KApTOK YIPaBIIHHSA, HE3AJEKHO BiJ
omeparlifHoi cuctemu abo BiJl TOro, UM MalllMHa B3arajii BBIMKHEHA.

Zabbix npononye kinbka iHTepdeiciB s 300py AaHuX. BeraHOBICHHS Tak
3BAHOT0 areHTa Ha MPUCTPId, KU CIiJ KOHTPOJIOBATH, MPOIMOHYE HAWOUIbIINN
criekTp (yHKIiA. JocTaBisATH 1aHi MOXHA MAacUBHO (3a JOMOMOIOK ONHUTYBAaHHS)
a00 aKTUBHO (3a JOMOMOTO0I0 PuUsh-mepemaui).

Bci emeMeHTH cuCTEMH 3HaXOIATHCS y3araJbHEHWMH BIJIOBITHO 1O iX
MPU3HAYEHHS, 3aCTOCYBaHHA a00 OCHOBU ONEpPAIIHOI CHCTEeMH BIIIOBITHOTO
MPUCTPOI0 y BUIISIAI TPyM, Tak 3BaHUX M1a0ioHiB. [ls abcrpakiis 103BOIISIE
BKJIFOYATH HOBI IPUCTPOT 10 MOHITOPUHTY JYX€E MPOCTUM Ta €(PEeKTUBHUMCIIOCOOOM.
[Ticns Bu3HAYeHHS OCHOBHMX (DYHKIIHM, Takux sk iM’s abo IP-agpeca mpuctporo,
HOTPIOHO 0OpaTH BIAMOBIIHI IAOJIOHHM 3 ITyJTy BJaCHOI iHCTaAIiT Zabbix, Hanpukian
mabJIoOH JUTsl BIJMOBIIHOI OMEpaIiifHOi CUCTeMH Ta 1HINI MIAO0JIOHM JJIsl TIEPEBIPKU
HagaHux mociyr. OTke, madnoHu — 1e aabda ta omera Zabbix. Ilicms Toro, sk

3 SIBJISIETHCS ITUPOKUN HAOIP PI3HUX CIIEHAPIiB TECTyBaHHS,
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Zabbix crae moTyHHM 30MpayeM JaHUX 1 JO3BOJSE JIETKO PO3IIUPIOBATHCS 32
goromMoror0 HoBuX XxocTiB. [llabmoHu HamarOTbhCs OQIIIAHUM CcallTOM, a TaKOX
aKTUBHOIO CIUIBHOTOIO KOPUCTYyBauiB. TO#, XTO CIpaBial CEpHlO3HO CTaBUTHCS O
MOHITOPHHTY CBOTO CHCTEMHOTO JaHAmadTy, PaHO YU TMi3HO MOYHE CTBOPIOBATU
BlacHi mabionu. BinToi qoBenerses miaTpuMyBaTH KoHGirypamiiiai daitnu. Tomy
Kpallle CTBOPHUTH CBiHl IHIUBITyaIbHUH 111a0J10H (pHC. 2.3), SKuii Oy1e TOCTYIHUM TS

JIETKOTO PO3TOPTaHHS uepe3 BeO-iHTepderic.

ZABBIX torir Inventory Reports  Configuration  Adm at A Templates - Google Chrome

@ Nicht sicher | 10.50.0.99.

Hostgroups Templates Hosts Maintenance Actions Eventcorelaion Discovery  Services

Hosts

Linked templates Tempiate OS Linux

Puc. 2.3. Koncrpykrop mabnonis Zabbix

Sk MOTOBHEHHS O €JIEMEHTIB, SKi CIOYaTKy BUKOPHUCTOBYIOTHCS JIUIIE IS
300opy manmx, ZabbiX mnpomoHye JOriyHe MpPOJOBKEHHS OMIll BCTAHOBJICHHS
OyIMIBLHUKIB, HAPUKIIA]T, KOJIHM €IEMEHT MIEPEBUIIY€ TOPOTOBE 3HAYCHHSI.

CTBOpEeHHsI JUHAMIYHUX €JIEMEHTIB Ta TPUrepiB 3a JOMOMOIOI0 I1a0JIOHIB
Zabbix MoxHa oxapakTepu3yBaTH SK OCOOJNHMBICT Cepea IHIIMX CHCTEM
MOHITOpUHTY. Hampukiaz, maliaoH s 3amucy TeMIlepaTypu >KOPCTKOTO JUCKA.
binbuiicTh UITBOBUX MPUCTPOIB MaTUMYTh Ouibiie 1 JKOpPCTKOro JAucka. 3a
JIOTIOMOTOI0 CTATHYHUX €JIEMEHTIB Ta TPUTEPIB MOXKHA 3a0€3MEUUTH TECTH Ha TIEBHY
KUIBKICTh KOPCTKUX JTUCKIB, Hanmpukian 4 aucka. st mpucTpoiB 13 MeHIe HiX 4

KOPCTKUMU JTUCKaMU 11€ IPU3BEAE A0 MOPOXKHIX a00 HEBUKOHAHUX EJIEMEHTIB Ta
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TpurepiB. OJHaK Ha IHIIUX MPUCTPOSAX, IO MAIOTh OiIbIIE 4 KOPCTKUX JHCKIB,
KOMIIOHEHTH He OyIyTh BpaxoByBaTucsa. Hapasi € MOXKIMBICTh CTBOPIOBATH OKPEMI
1a0JIOHH JIUIS PI3HUX KOHQITYpaIIiid 5)KOPCTKOTo UcKa. Alle e He moTpioHo B Zabbix,
OCKUIbKM IIa0JIOHW MIATPUMYIOTH JWHaAMIYHI €JIeMEHTH Ta TpUTepu 3a
3aMOBYYBAHHSIM 3aJIe)KHO B  KUIBKOCTI (DaKTMUHO 3HAWIEHUX OKPEMHUX
KOMIIOHEHTIB. Bu3naueHHs 1iux komrnoHeHTiB y Zabbix nasuBaerscs Discovery (puc.
2.4). IloTiM eleMeHTH Ta TPUTepH MOXKYTh OYTH JTUHAMIYHO BHU3HAYEHI JIJI BCIX
3armmciB y MacuBi JSON. JlocTtaTHRO 0JTHOTO MpoxymMaHoro mabiaony B Zabbix mis
MOBHOTO OXOIUJICHHS LILJIOT 3asIBKH, TOOTO B1JI0YBAETHCS BIAIHOCHO MPOCTA y peai3allii
MpolLIelypa pO3Mi3HaBaHHS, KA MOBEPTAE (DAKTUYHO ICHYIOY1 OKpPEMI KOMITIOHEHTH J10
mrabiony Zabbix y Burnsai macuBy JSON. TToTim enemMeHTH Ta TpUTEPU MOXKYTh Oy TH
JMHAMIYHO BU3HAYCHI JJIs BCiX 3amuciB y MacuBi JSON.
GIEEIEY ioviorna mericr, Repors  Contguraton A

2 cephstoragel Hostgroups Templates Hosls Maintenance Actions Eventcomelation Discovery  Services

Item prototypes

Template Ceph  Discovery list / Pools  Item prototypes Trigger prototypes  Graph prototypes  Host prototypes

Af————

Discovery Prototypen

Puc. 2.4. Oxpemi komnonenTu Discovery

Cuenapiit inTepdeiicy Zabbix Takox Ciiija 3rafaT, ake BIH Ma€ MOXKJIUBICTh
BiIJIbHOTO po3mmuperHs. OcoOauBo eeKTUBHUM pileHHIM a1 pobotu APl Zabbix
€ “ckpunitu” Python Zabbix CLI, 3a 101momMoroo sSiKoro, HampuKIIaI, XOCTH MOXKYTh
CTBOPIOBATHUCS MOBHICTIO aBTOMAaTUYHO B Zabbix, aje 13 3a37ajeriib BU3HAYCHUMHU

BJIACTHBOCTSAMU KOH(Irypariii 3 ¢ainis XML.
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Grafana — me notyxHe nporpamMHe 3a0€3MEYCHHS 3 BIAKPUTHM KOJIOM IS
Bi3yaiizallii JaHHUX, SKE MO)KHAa BUKOPHUCTOBYBATH MJii CTBOPEHHS 4YYJOBUX,
IHTYITUBHO 3pO3yMiTUX 1H(QOpMAIITHUX TaHenel Ta 3BITIB. K0 JOMOBHUTH
¢yHkiiro MoHiTOpuHry ZabbiX mapamerpamu Bisyamizamii Grafana (puc. 2.5), T0
MO)XHa OTpMMATH 3arajibHy CHCTEMY, SKa HE MAa€ aHaJloriB SIK Ha CTOPOHI

MOHITOPHHTY, TaK 1 B 00JIaCT1 BI3yaJIbHOTO TIPEICTABICHH.

88 Zabbix Proxy Webhosting ~

kkweb-zabbixproxy

sox

Zabbix busy processes

Puc. 2.5. Bisyanizamis nanux B Zabbix 3a nomomororo Grafana

Zabbix mporoHye MOXIUBICTH CTBOPIOBATH I1HAMBITyabHI iH(OpMAIiiiHI
naneni B IPMI (puc. 2.6). Hwxkye npencraBneHuit mpocTuil ekpaH Ajis 00paHOro
xocTa (By30J1 Proxmox 3 TecToBoro kjiacrepa). 6 CKOMIUJIbOBaHUX rpadikiB MOKHA
azanTyBaTu a00 PO3MIMPUTH 3a JOMOMOTOK BOYJOBAaHOTO peaakTopa y BeO-

inTepdeiici Zabbix, skio moTpidHo.
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Puc. 2.6. Ilpuknan inauBimyabHOi iH(QOpMaIiiHOT MaHei

Manu naroTh 3MOTy rpadiqyHO MPEACTABUTH 300paXKEHHS 3 BEJIMKOIO KUIBKICTIO
BaplaHTIB Au3aiiHy. BoHW MOXyTh OyTH BUKOPHUCTaH1, HAIPUKIAA, JJIsi CTBOPECHHS
pi3HuX TomoJjorii (puc. 2.7). Manenbki 3eieni cumBoir OK mig mpuctposmu
BiIOOpakarTh TMOTOYHUN CTaH CHUCTEMH MOHITOPUHTY. Y pa3l HECHpPaBHOCTI
MJCBIYY€ETHCS BIAMOBIAHUIN NPUCTPid. TakoXk MOXKHa OTJSHYTH €JIEMEHTH Malu Ha

1H(opMaIliiiHii maHe.
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Monitorin Inventory Reports Configuration Administration Q Hshee ? 2 O
ZABBIX g g

Dashboard Problems Overview Web Latestdata Triggers Graphs Screens Maps Discovery  Services

Maps Minimum severity | High (default) v m n m

All maps / Cluste

Cluster

proxmax 1
10.50.0.11

\

[ LA 2x rocsit | [ a2 1oceit | [ 146 2x 10

Puc. 2.7. Tonosioriusa marma

BucnoBoxu. Ha renepininiit vac ZabbiX € 6aratodyHKIioHAIBHOIO CHCTEMOIO
MOHITOPHHTY, B SIKili € BCe HEOOXIJIHE JUIsl TIOBHOIIIHHOTO criocTepexeHHs 3a IT-
1H(MPACTPYKTYpOIO, BKIIOUAIOUM MOHITOPUHT MEpPEXi, CEepBEpiB Ta qomatkiB. Bci
¢yHkuii Zabbix 00’€nHYIOTbCS, MO0 CTBOPUTU [y>K€ MPOCTHH 1 3pydHUU
MOHITOpHUHT. [[1aG10HM MOHITOPUHTY CKOPOYYIOTH OOCST PY4YHOI'O HAlIAIITYBAaHHS,
SIK€ HeOOX1JHO BUKOHATH JIJIsl IEPETJISI Ty TIEBHOI MEPEXKI.

A TIOMUJIKH BUSBISIFOTBCS 1 yCYBalOThCS HAA3BUYANHO €(PEKTUBHO, aJKe
KOPUCTYBa4 OTPUMYE MOBIJIOMJICHHS 1 CHCTEMa caMa BXKUBA€ 3aXOiB JI YCYHECHHS

X IIOMHJIOK.
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PO3/11 3
IUIAHYBAHHS PO3TOPTAHHSI CACTEMHY MOHITOPUHTY ZABBIX

3.1. Bumoru 10 anapaTHuX 3ac00iB cucTeMu MOHITOPUHTY Zabbix,

Jliis ctabinbpHOT podoTn ZabbiX moTpiOHO MaTH H0CTaTHIM 00’ €M OrepaTHBHOI
nam’aTi Ta (i3UYHOI 1IaM’ATh Ha KOPCTKOMY JAUCKY. MiHIMyM MOTpiOHO MaTh 128
Mb oneparuBHOi mam’sTi Ta BUTbHI 256 Mb Ha xopcTkoMy nucky. B3arami 06’em
JIMCKOBOI MaM’ STl 3aJIEXUTh BIJl KUIBKOCTI BY3JIIB MEPEXI Ta MapaMeTpiB 3a SIKUMU
CTEXUTh CUCTEMHUH aJIMiHICTpaTop. JJoBrorpuBae 30epexeHHs TaHuxX 1cTopii B 6a3i
JaHuX NoTpedye xoua O AekiapKa riradaiit mam’sti. KoxeH 13 mporeciB “aemoHa’
Zabbix moTpebye aexinbpka MiAKIIOUEHb 10 0a3u AaHWX. Bix HajgamTyBaHb 0azu
JaHUX OyJie 3aJIeKaTh 00’ €M IaM AT, SKUWA MOTPIOEH JJIsl MiAKIIOUCHHS 0a3u JaHUX.
[IBuaKicTh POOOTHM CUCTEMHU 3aJCKUTH BIJI 00’€MYy OIEPATHUBHOI IaM 4TI Ha
IIPUCTPOL.

[ToTpiOHO MaTH MOTYKHUIK Tporiecop Tak sk Zabbix 1 ocobiauBo 6a3za maHMX
MOX€ BUMAaraTh 3HAYHUX MPOIECOPHUX PECYPCIB B 3aJEKHOCTI BiJ KIJIBKOCTI
CIIOCTEPEKYBAHUX IMapaMeTpiB 1 00paHoi 0a3u JaHUX.

Zabbix motpiben mocmigoBHME mopT mepemadi gaHux i GSM-momem st
BUKOPHUCTaHHA BOynoBaHux SMS moBigoMieHb.

B tabmumi 3.1 mpuBenmeHi nekinbka BapiaHTIB amapaTHUX KOHQIryparii

oOnaaHaHHS.
Tabnuys 3.1
AmnapatHi KoH(Iryparii 00J1aJHaHHS
[Tnatdopma CPU/Ilam’siTh baza nannx MoniTopuHT
BY3JI1B MEpexi
CentOS Bipryansna MySQL InnoDB 20
MaImHa
CentOS 2 spgpa CPU / 2I'b MySQL InnoDB 500
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RedHat 4 snpa CPU / 8T'b RAID10 MySQL >1000
Enterprise Linux InnoDB a6o
PostgreSQL
RedHat 8 snpa CPU / 16I'b | IBuaxuit RAID10 >10000
Enterprise Linux MySQL InnoDB a6o
PostgreSQL

VY 3B’s3Ky 3 BUMOTaMH O€3MEKHU 1 KPUTHYHO BAXKJIMBUM XapaKTEPOM POOOTH
CHUCTEMH MOHITOPHHTY, €IUHOIO OIEPAIlifHOI0 CHCTEMOIO, SKa MOXKe 3a0e3MeUnTH
HEOOXIJTHY TMPOJYKTUBHICTh, BIJIMOBOCTIMKICTBh 1 THYUKICTh € OlepaliiiHa chucTemMa
UNIX. Zabbix mpamroe nHa Bcix mpoimuux Bepcisix OC. Hampukmam: Linux,
Windows, Mac OS X, Solaris ta 6araro iHmmx.

B Tabmumi 3.2 npuBeieH! BapiaHTH JOCTYIMHHUX IS BUKOPUCTaHHS Ta
HaKOIBII OMYIApHUX 0a3 nanux y Zabbix.

Tabauys 3.2

[TomynsipHi 6a3u JaHUX

[Iporpama Bepcis KomenTapi

MySQl 5.0.3-8.0.x [ToTpiOHa, SIKIIIO MySQL
BUKOPUCTOBYETHCS IK OCHOBHA 0a3alaHUX
Zabbix. ITotpiona InnoDB engine.

MariaDB Takox mpariroe 3 Zabbix.

Oracle 10g a6o Ginbmr HoBa | [ToTpiOHa, AKIIO Oracle
BUKOPHUCTOBYETBCSA SIK OCHOBHa 0Oasa

nauux Zabbix.

PostgreSQL | 8.1 abo Ginbm HOBa | [ToTpiOHa, SKINO PostgreSQL

BHUKOPUCTOBYETHCA AK OCHOBHA 6333I[3HI/IX

Zabbix.
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IBM DB2 9.7 abo Outbm HOBa | [ToTpiOHa, SKIIIO IBM DB2
BUKOPUCTOBYEThCS SIK OCHOBHa 0Oa3a

naaux Zabbix.

SQlite 3.3.5 abo Oinbmr HOBA | [TiATpUMyeThCS TUIBKM Ha  CTOPOHI
Zabbix npoxkci. ITotpibna, sxkmo SQLite
BUKOPHCTOBY€EThCs 0a3010 manux Zabbix

MPOKCI.

3.2 AJITOpUTM PO3ropTaHHs CHCTeMH MOHITOpUHTY Zabbix

Bcranosnenns Zabbix 5 ma Ubuntu:
Kpok 1 — migkmroueHns perozutopist Zabbix B cuctemy 3a 10momMororo

BinoBiaHOI (puc. 3.1) xomanau B Tepminaini Ubuntu.

<1 root@unixhost: ~

root@unixhost:~# wget https://repo.zabbix.com/zabbix/5.0/ubuntu/pool/main/z/zabb
ix-release/zabbix-release 5.0-1+$(1lsb release -sc) all.deb

--2020-10-14 08:19:13-- https://repo.zabbix.com/zabbix/5.0/ubuntu/pool/main/z/z
abbix-release/zabbix-release 5.0-1+bionic all.deb

Resolving repo.zabbix.com (repo.zabbix.com)... 162.243.159.138, 2604:a880:1:20::
b82:1001

Connecting to repo.zabbix.com (repo.zabbix.com)|162.243.159.138]|:443... connecte
d.
HTTP request sent, awaiting response... 200 OK
Length: 4240 (4.1K) [application/octet-stream]
Saving to: ‘zabbix-release 5.0-1+bionic_all.deb’

4.14K --.-KB/s in Os

2020-10-14 08:19:13 (307 MB/s) - ‘zabbix-release 5.0-1+bionic all.deb’ saved [42
40/4240]

root@unixhost:~#

Puc. 3.1. Komanaa juis miakirodeHHs perno3utopis Zabbix

Kpok 2 — BcTaHOBIIEHHSI TTiKITFOUEHOTO peno3utopis Zabbix (puc. 3.2)
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< root@unixhost: ~

root@unixhost:~# wget https://repo.zabbix.com/zabbix/5.0/ubuntu/pool/main/z/zabb

ix-release/zabbix-release 5.0-1+$(lsb release -sc) all.deb

--2020-10-14 08:19:13-- https://repo.zabbix.com/zabbix/5.0/ubuntu/pool/main/z/z

abbix-release/zabbix-release 5.0-1+bionic all.deb

Resolving repo.zabbix.com (repo.zabbix.com)... 162.243.159.138, 2604:2880:1:20::

b82:1001

Connecting to repo.zabbix.com (repo.zabbix.com)|162.243.159.138]|:443... connecte

d.

HTTP request sent, awaiting response... 200 OK

Length: 4240 (4.1K) [application/octet-stream]

Saving to: ‘zabbix-release 5.0-1+bionic_all.deb’
I

4.14K --.-KB/s in Os

2020-10-14 08:19:13 (307 MB/s) - ‘zabbix-release 5.0-1+bionic all.deb’ saved [42
40/4240]

root@unixhost:~# sudo dpkg -i zabbix-release 5.0-1+$(1lsb release -sc) all.deb
SeleClling previously unselected package zabpix-relLease.

(Reading database ... 90707 files and directories currently installed.)
Preparing to unpack zabbix-release 5.0-1+bionic all.deb ...

Unpacking zabbix-release (1:5.0-1+bionic)

Setting up zabbix-release (1:5.0-1+bionic)

root@unixhost:~#

Puc. 3.2. Komana ajst BctaHOBJICHHS pero3uTopist Zabbix

Kpok 3 — oHOBJIEHHSI CUCTEMHHX MakeTiB (puc. 3.3).

™ root@unixhost: ~

root@unixhost:~# wget https://repo.zabbix.com/zabbix/5.0/ubuntu/pool/main/z/zabb
ix-release/zabbix-release 5.0-1+$(lsb release -sc) all.deb

--2020-10-14 08:19:13-- https://repo.zabbix.com/zabbix/5.0/ubuntu/pool/main/z/z
abbix-release/zabbix-release 5.0-1+bionic all.deb

Resolving repo.zabbix.com (repo.zabbix.com)... 162.243.159.138, 2604:a880:1:20::
b82:1001

Connecting to repo.zabbix.com (repo.zabbix.com)|162.243.159.138]|:443... connecte
d.
HTTP request sent, awaiting response... 200 OK
Length: 4240 (4.1K) [application/octet-stream]
Saving to: ‘zabbix-release 5.0-1+bionic all.deb’

zabbix-release 5.0- 100%[===================>] 4.14K --.-KB/s in 0Os
I

2020-10-14 08:19:13 (307 MB/s) - ‘zabbix-release 5.0-1+bionic_all.deb’ saved [42
40/4240]

root@unixhost:~# sudo dpkg -i zabbix-release 5.0-1+$(lsb release -sc) all.deb
Selecting previously unselected package zabbix-release.

(Reading database ... 90707 files and directories currently installed.)
Preparing to unpack zabbix-release 5.0-1+bionic all.deb ...

Unpacking zabbix-release (1:5.0-1+bionic)

Setting up zabbix-release (1:5.0-1+bionic)

root@unixhost:~# sudo apt updatel|

Puc. 3.3. Komanna 1t OHOBJIEHHS [TAKETIB CUCTEMH
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Kpok 4 — BcranoBnenns Zabbix-Server, Zabbix-FrontEnd, nanamryBaHHs

Hajg Apache ta Zabbix Agent (puc. 3.4).

<1 root@unixhost: ~

40/4240]

root@unixhost:~# sudo dpkg -i zabbix-release 5.0-1+$(1lsb release -sc) all.deb

Selecting previously unselected package zabbix-release.

(Reading database ... 90707 files and directories currently installed.)

Preparing to unpack zabbix-release 5.0-1+bionic all.deb ...

Unpacking zabbix-release (1:5.0-1+bionic)

Setting up zabbix-release (1:5.0-1+bionic)

root@unixhost:~# sudo apt update

i http://security.ubuntu.com/ubuntu bionic-security InRelease

http://archive.ubuntu.com/ubuntu bionic InRelease
http://archive.ubuntu.com/ubuntu bionic-updates InRelease
http://archive.ubuntu.com/ubuntu bionic-backports InRelease
http://repo.zabbix.com/zabbix/5.0/ubuntu bionic InRelease [7096 B]
http://repo.zabbix.com/zabbix/5.0/ubuntu bionic/main Sources [1195 B]
http://repo.zabbix.com/zabbix/5.0/ubur%u bionic/main amd64 Packages [3230

Fetched 11.5 kB in 1s (10.3 kB/s)

Reading package lists... Done

Building dependency tree

Reading state information... Done

All packages are up to date.

root@unixhost:~# sudo apt -y install zabbix-server-mysql zabbix-frontend-php zab
bix-apache-conf zabbix-agent

Puc. 3.4. Komannaa miis BcranosieHHs Zabbix-Server, Zabbix-FrontEnd,

HayamTyBaHHsa Hajg Apache ta Zabbix-Agent

Kpok 4 — BcranoBiieHHs cepBepy 0a3u nanux Maria DB Ta kiienra (puc. 3.5)

c g up Php-nysyg =7 05 ouuDU U

Setting up php7.2-gd (7.2.24-0ubuntu0.18.04.6)

Creating config file /etc/php/7.2/mods-available/gd.ini with new version
Setting up libapache2-mod-php (1:7.2+60ubuntul)
Setting up zabbix-frontend-php (1:5.0.4-1+bionic)
update-alternatives: using /usr/share/fonts/truetype/dejavu/DejaVuSans.ttf to pr
ovide /usr/share/zabbix/assets/fonts/graphfont.ttf (zabbix-frontend-font) in aut
0 mode
Setting up php-gd (1:7.2+60ubuntul) ...
Setting up zabbix-apache-conf (1:5.0.4-1+bionic)
Enabling conf zabbix.
To activate the new configuration, you need to run:
systemctl reload apache2
Processing triggers for ureadahead (0.100.0-21)
Processing triggers for libc-bin (2.27-3ubuntul.2)
Processing triggers for systemd (237-3ubuntul0.42)
Processing triggers for man-db (2.8.3-2ubuntu@.1l) ..
Processing triggers for ufw (0.36-0Oubuntu0.18.04.1) ...
Processina trigaers for libapache2-mod-php7.2 (7.2.24-0ubuntu0.18.04.6)
root@unixhost:~# sudo apt -y install mariadb-common mariadb-server mariadb-clien
t
Reading package Llists... Done
Building dependency tree... 50%

Puc. 3.5. Komanna nns BcraHoBieHHs cepBepy 0a3u qanux Maria DB ta ximienTa
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KpOK 5 — BCTaHOBIICHHS mapojiro aJjii BHUKOPHUCTAHHA 0asu JaHUX 3a

JIOTTOMOTOF0 KOMaH ! (puc. 3.6).

1 root@unixhost: ~

Setting up mariadb-server (1:10.1.44-0Oubuntu©0.18.04.1)
Processing triggers for libc-bin (2.27-3ubuntul.2)
Processing triggers for systemd (237-3ubuntul0@.42)

Processing triggers for man-db (2.8.3-2ubuntu0®.1)
Processing triggers for ureadahead (0.100.0-21)
root@unixhost:~# sudo mysql secure installation

Puc. 3.6. Komanna a1t BCTaHOBJIEHHS ITapoJIs

Kpoxk 6 — notpi6HO nigTBEepAUTH CBOI HaMipu HaTucHYBIIHU Y™ + ENTER (puc
3.7).

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current

password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none):
0K, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

Set root password? [Y/n] Y

Puc. 3.7. [linTBepaKeHHS] HAMipY BCTAHOBHTH TAPOJIb

Kpok 7 — st 6e3neunoi poOOTH BBOAMTHCS Hapoib 1Ba pasu (puc 3.8).

New password:

Re-enter new password: |

Puc. 3.8. IligTBepaKeHHS apoJis
Kpoxk 8 — BumaneHHs ToOCTHOBOTO KOPUCTYBaya, 3a00pOHa JOCTYM 13 30BHI 110

0a3u maHWX Ta BUAAJIEHHS TECTOBOI 0a3u maHuXx miciasg HatucHeHHA “Y” + ENTER

Tpu pasu (puc 3.9).
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By default, a MariaDB installation has an anonymous user, allowing anyone
to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [Y/n] Y
Success!

Normally, root should only be allowed to connect from 'localhost’'. This

ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] Y
Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n]|Y

Puc. 3.9. BunaneHHs rocTbOBOTO KOPUCTYyBaua, 3a00poHa AOCTYI 13 30BHI J10 0a3u

HaHHXfﬁlBHHaHeHHHTECTOBOi6a$lﬂaHHX

Kpok 9 — cTBOpeHHs 0a3u maHuX IS 30epekeHHs manux i3 Zabbix (puc
3.10).

[+1 root@zabbix-VirtualBox: /home/fzabbix Q =

data [264 kB]

Get:11 http://us.archive.ubuntu.com/ubuntu focal-updates/universe amd64 Package

s [735 kB]

Get:12 http://us.archive.ubuntu.com/ubuntu focal-updates/universe 1386 Packages
[545 kB]

Get:13 http://fus.archive.ubuntu.comfubuntu focal-updates/universe amd64 DEP-11

Metadata [301 kB]

Get:14 http://us.archive.ubuntu.com/ubuntu focal-updates/multiverse amd64 Packa

ges [16.9 kB]

Get:15 http:/fus.archive.ubuntu.comfubuntu focal-updates/multiverse amdé4 DEP-1

1 Metadata [2,468 B]

Get:16 http://us.archive.ubuntu.com/ubuntu focal-backports/universe amd64 DEP-1

1 Metadata [1,768 B]

Fetched 3,474 kB in 2min 95 (26.9 kB/s)

Reading package lists... Done

Building dependency tree

Reading state information... Done

305 packages can be upgraded. Run 'apt list --upgradable' to see them.

N: Skipping acquire of configured file 'main/binary-i386/Packages' as repositor

y 'http://repo.zabbix.com/zabbix/5.0/ubuntu focal InRelease' doesn't support ar

chitecture 'i386'

root@zabbix-VirtualBox: /homefzabbix# sudo mysql -uroot -p'rootDBpass' -e "creat

e database zabbix character set utf8 collate utfg8_bin;"

mysql: [Warning] Using a password on the command line interface can be insecure

ERROR 2002 (HY®@0): Can't connect to local MySQL server through socket '/var/ru
n/mysqld/mysqld.sock' (2)

root@zabbix-VirtualBox: fhome/zabbix# sudo mysql -uroot -p'rootDBpass' -e "creat
e database zabbix character set utf8 collate utfa_btn;"l

Puc. 3.10. Komanpa asis ctBopeHHs 6a3u JaHUX
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Kpok 10 — crBopenHs kopuctyBada Zabbix (puc. 3.11).

Reading state information... Done

305 packages can be upgraded. Run 'apt list --upgradable' to see them.

N: Skipping acquire of configured file 'main/binary-i386/Packages' as repositor
y 'http://repo.zabbix.comfzabbix/5.0/ubuntu focal InRelease' doesn't support ar
chitecture 'i386'

root@zabbix-vVirtualBox: /home/zabbix# sudo mysql -urocot -p'rootDBpass' -e "creat
e database zabbix character set utf8 collate utf8 bin;"

mysql: [Warning] Using a password on the command line interface can be insecure

E Terminal 2 (HY®00): Can't connect to local MySQL server through socket '/var/ru
Nyrmyayuuy mysqld .sock' (2)

root@zabbix-vVirtualBox: /home/zabbix# sudo mysql -uroot -p'rootDBpass' -e "creat
e database zabbix character set utf8 collate utf8 bin;"

mysql: [Warning] Using a password on the command line interface can be insecure

ERROR 2002 (HY®@O®): Can't connect to local MysSQL server through socket '/fvar/ru
n/mysald/mvsald.sock' (23

root@zabbix-vVirtualBox: /home/zabbix# sudo mysql -uroot -p'rootDBpass' -e "grant
all privileges on zabbix.* to zabbix@localhost identified by 'zabbixDBpass';"
mysql: |[Warning] Using a password on the command Line interface can be insecure

ERROR 2002 (HY®E®O): Can't connect to local MySQL server through socket '/var/ru
n/mysqld/mysqld.sock' (2)
root@zabbix-vVirtualBox: /home/zabbix# I

Puc. 3.11. CtBopenns kopuctyBada Zabbix

Kpok 11 — imnoptyBanus 6a3u ganux (puc 3.12, 3.13).

ERROR 2882 (HY®E@O®): Can't connect to local MySQL server through socket '/var/ru
n/mysqld/mysqld.sock' (2)

root@zabbix-virtualBox: /home/zabbix# sudo mysql -urcot -p'rootDBpass' -e "grant
all privileges on zabbix.* to zabbix@localhost identified by 'zabbixDBpass';"
mysql: [Warning] Using a password on the command line interface can be insecure

ERROR 28082 (HY®EOO): Can't connect to local MySQL server through socket '/wvar/ru

n/mysqld/mysqld.sock' (2)

root@zabbix-VirtualBox: /home/zabbix# sudo mysql -urcot -p'rootDBpass' zabbix -e
"set global innodb_strict _mode='OFF';"

mysql: [Warning] Using a password on the command line interface can be insecure

ERROR 28082 (HY®EO): Can't connect to local MysQL server through socket '/var/ru

n/mysqld/mysqld.sock' (2)

root@zabbix-VirtualBox: /home/zabbix# sudo mysql -urcot -p'rootDBpass' zabbix -e
"set global innodb strict mode="OFF';"

Puc. 3.12. Komanpga asis imnopty 0a3u JaHux
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caller [expr]

case WORD in [PATTERN [| PATTERN]...>
cd [-L|[-P [-e]] [-@]] [dir]

command [-pVv] command [arg .1
compgen [-abcdefgjksuv] [-o option]
complete [-abcdefgjksuv] [-pr] [-DEI
compopt [-o]|+o option] [-DEI] [name
continue [n]

coproc [NAME] command [redirections=
declare [-aAfFgilnrtux] [-p] [name[==>
dirs [-clpv] [+N] [-N]

disown [-h] [-ar] [jobspec ...
echo [-neE] [arg . ]

enable [-a] [-dnps] [-T filename] [n=
eval [arg -]

exec [-cl] [-a name] [command [argum=
exit [n]

export [-fn] [name[=value]
false

fc [-e ename] [-1nr] [first] [last] =
fg [job _spec]

for NAME [in WORDS ... ] ; do COMMAN=
for (( expl; exp2; exp3 )); do COMMA=
function name { COMMANDS ; } or name=
getopts optstring name [arg]

hash [-1r] [-p pathname] [-dt] [name=
help [-dms] Ipattern ...]
root@zabbix-VirtualBox: /home/zabbix# s
ql*/create.sql.gz | mysql -uzabbix -p°’

=
-
-

| pid=

.] or e=

read [-ers] [-a array] [-d delim] [=
readarray [-d delim] [-n count] [-0=
readonly [-aAf] [name[=value]
return [n]

select NAME [in WORDS ... ;] do COM=
set [-abefhkmnptuvxBCHP] [-o option=
shift [n]

shopt [-pqsu] [-o] [optname ..
source filename [arguments]
suspend [-f]

test [expr]

time [-p] pipeline

times

trap [-1p] [[arg] signal_spec ...
true

type [-afptP] name [name ...]
typeset [-aAfFgilnrtux] [-p] name[==>
ulimit [-SHabcdefiklmnpgrstuvxPT] [=
umask [-p] [-S] [mode]

unalias [-a] name [name ...]

unset [-f] [-v] [-n] [name ...]
until COMMANDS; do COMMANDS; done
variables - Names and meanings of s>
wait [-fn] [id -]

while COMMANDS; do COMMANDS; done

{ COMMANDS : 1

=

-]

udo zcat /usr/share/doc/zabbix-server-mys

zabbixDBpass' zabbixl

Puc. 3.13. Komanaa mist iMmnopty 6a3u JaHuX

Kpok 12 — akruBaris innodb_strict_mode (puc. 3.14).

[+]

root@zabbix-virtualBox: /home/zabbix# ex
:~§ sudo su
root@zabbix-VirtualBox: fhome/zabbix# ap
Invalid operation get

root@zabbix-virtualBox: /home/zabbix# in

install: missing file operand

Try 'install --help' for more informati
root@zabbix-VirtualBox: /home/zabbix# su
"set global innodb_strict_mode='ON';"

root@zabbix-VirtualBox: fhomefzabbix

it
t get
stall

on.
do mysql -uroot -p'rootDBpass' zabbix -e

Puc. 3.14. Komanna mis akrusariii innodb_strict_mode
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Kpox 13 — penmaryBanns (¢aiiny koHbiryparmiii Zabbix misxom

“pO3KOMEHTYBaHHS psAJIKA, a TAKOK BBECTH B HBOT'O IApOJIh Ta 30epertu (puc. 3.15,

3.16, 3.17).

M root@unixhost: ~

root@unixhost:~# nano /etc/zabbix/zabbix server.conf]|

Puc. 3.15. Komanna as Bxoay y ¢aiin kondiryparii Zabbix

B¢ Get Help @Y Write Out @ Where Is Cut Text @8] Justify |8 Cur Pos
@ Read File @\ Replace @Y Uncut Textgll To Spell Go To Line

Puc. 3.16. Psayok, sikuit moTpiOHO “pO3KOMEHTYBATH

DBUser=zabbix

DBPassword=J

Q€ Get Help @ Write Out @ Where Is [H Cut Text @] Justify |8 Cur Pos
Ry Exit HE Read File @ Replace @l Uncut Textgd] To Spell @Ml Go To Line
Puc. 3.17. Psiok aJis BBEZIEHHS MapoIst
42




Kpok 14 — 3anyck Zabbix-server (puc. 3.18).
1 root@unixhost: ~
root@unixhost:~# nano /etc/zabbix/zabbix server.conf

root@unixhost:~# sudo systemctl restart zabbix-server zabbix-agent
root@unixhost:~# sudo systemctl enable zabbix-server zabbix-agent

Synchronizing state of zabbix-server.service with SysV service script with /lib/
systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable zabbix-server

Synchronizing state of zabbix-agent.service with SysV service script with /lib/s

ystemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable zabbix-agent

Puc. 3.18. Komanna ais 3amycky Zabbix-server

Kpok 15 — 3anyck Zabbix-agent (puc. 3.19).

1 root@unixhost: ~

root@unixhost:~# nano /etc/zabbix/zabbix server.conf

root@unixhost:~# sudo systemctl restart zabbix-server zabbix-agent
root@unixhost:~# sudo systemctl enable zabbix-server zabbix-agent

Synchronizing state of zabbix-server.service with SysV service script with /lib/
systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable zabbix-server

Synchronizing state of zabbix-agent.service with SysV service script with /1lib/s

ystemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable zabbix-agent

Puc. 3.19. Komanna as 3anycky Zabbix-agent




Kpok 16 — nepe3aBanTaxeHHs BeO-cepBepa Apache (puc 3.19).

root@unixhost:~# service apache2 restart
root@unixhost:~#

Puc. 3.19. Komanaa mist mepe3aBaHTaXeHHS BeO-cepBepa

Kpok 17 — nepexin Ha BeO-inTepderic Zabbix. /[nst mporo moTpiOHO BBECTH B

Opay3zepi nocunanns (“IP-agpeca”/zabbix/setup.php) ra HatucuyTu "Next step™ (puc.
3.20).

© §#% 91.219.30.30fabbix

ZABBIX

Puc. 3.20. Be6 intepdeiic Zabbix
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Kpok 18 — Zabbix nepeBipsie uu BC1 mapaMeTpH CIIPABHO MPAIOIOTh, SKIIIO 11€
TaK, TO HaIlpOTH KO>KHOTO napaMetpa Oyne BigMmiTka "OK" 1 Tpeba HatucHyTH "Next

step” (puc. 3.21).

ZABBIX Check of pre-requisites

PHP ga FreeType suppon on
I PHP owmi 294 2615
i M o
Configure D8 connection PHP xmiwriier o
Zabbix server detadls PHP xmieader o0
Pre-nstalabon summary PHP LDAP on
restall

PHP OpenSSL on
PHP ctype on
PHP session on

PHP option “session aumo_stat” ot off
PHP gettext o

~
™~

PHP option “arg_separator.outpet”

onsed under G, w3

Puc. 3.21. Zabbix nepeBipsie cripaBHiCTh MapameTpiB

Kpok 19 — 3anaBumiu naposbs kopuctyBaya Jijist 0a3u JaHux Ta HaTUCHYTH ""Next

step” (puc. 3.22).

ZABBIX Configure DB connection

Please crease database mancally, and set the configurabon parametors for ConNNecton 10 this database
Press "Neat step” button whed oone

Database type | MySQL +

Database host locahost

Zabbix sarver detals
Database poct 0
Pre-nstakanon summary

install Database name  2abbe
Uset 2ahoex
Password

TLS encrypoion

Puc. 3.22. Tlone nmnst BBeIEHHS MapoJIs
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Kpok 20 — y Buminene mojae motpioHO BBecTH |IP-ampecy cepsepa Ta

HatucHyTtH "Next step” (puc. 3.23).

ZABBIX Zabbix server details

Please ented the host name or host 1P address and poct number of the Zabbix server, as well as the
name of e NSLaENon (opHonal)

Host | localhost
Port 10051

H.un—{ I 1

Pre-ms1alianon summary

sl

Puc. 3.23. [Tone nis IP-anpecu

Kpok 21 — nepeBipka BBeieHUX AaHuX i HatucHyTH "Next step” (puc. 3.24).

ZABBIX Pre-installation summary

Piase check configuraton parametess. Il Al 15 coract, press "Next step™ busion, of "Back”™ button to
Chinge ConGUIation pasameters.

MySQL
lcahost
oetault
ZADOX
nstall Zabbix

Puc. 3.24. Bci BBeeHi naHi

46



Kpok 22 — 3aBeprianpHuii eramn iHcTausii, Tpeda HatucHyTH "Finish"(puc.

3.25).

ZABBIX Install

Congratulations! You have successfully installed Zabbix
frontend

Configuration S “Ausy/share/zabbioucont/2abbix con phy” creamed

L

Puc. 3.25. Micue 31axomkenns kaonku "Finish"

Kpok 23 — BBoauThCs iM’st KOpricTyBada (Admin, 3a 3aMOBYYBaHHSIM) Ta

napoJib, Hatuckato "'Sign in" (puc. 3.26).

ZABBIX

| ;‘«dm:*

<

# entered here could be compt;)mised.

Puc. 3.26. BikHo Bxoay y 00iKOBHUI 3aIIC KOPUCTYBaya
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BcranoBnenHs ta HanamTyBaHHs Zabbix ycmimno 3aBepiiene. [Ticas Bxoay B
OOJIIKOBHIA 3amMC KOPHUCTyBada B TOJOBHOMY MEHIO MOXXHA MOOQYUTH KUIBKICThH
nigkmrodeHnx npuctpoiB "Number of hosts" (puc. 3.27). 1100 orisHyTH AeTaabHY

iH(hopMallio Mpo ceprep moTpioHo HaTucHYTH "HOStS" (puc. 3.27).

42121V GER<EbEl Global view

All dashboards / Global view

System information
® Monitoring Paraiiets;

Dashboard Zabbix server is running Yes localhost:10051 Available

Problems l\lumber of hosts (enabled/disabled) ¥ 1/0 l

Hosts Number of templates 142
Overview Number of items (enabled/disabled/not supported) 88 8270/
Latest data Number of triggers (enabled/disabled [problem/ok]) 48 48/0[0748)

Screens Number of users (online) 2

Maps Required server performance, new values per second 1.26

Discovery Problems

Services Time v

= Inventory

Reports

Puc. 3.27. T'onoBue meHto Zabbix

Ha pucynky 3.28 y po3ropayTiit Bkiaaami "HOSS" BUBOAATECS BCi MPUCTPOI.

© & 91.219.30.30/zabbix/zabbix.php?action=host.view

w noe =
ZABBIX &
Fiter 7
" Enatied | Disabied
P [ comans JECRY
ons
~ 8 v Show suppressed poblems
severn Waring e
age Dissster
1 =] |

Puc. 3.28. Hanamrrosauuii cepsep Zabbix
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Ha pucynky 3.29 rpadik po6oTu BCTaHOBJIEHOTO CepBepa.

Graphs

Apply

0
2

© mmm

Zabbix server: CPU jumps

Puc. 3.29. I'paix pobotu ceprepa Zabbix

BucHoBku. Benukunii 00’eM orepaTHBHOI mamM’sTi 103Bosisie Zabbix mBuako

00poOsATH AaHi, sIKi MOTIM 30epiratoThes y 0a3ax JaHuX.

[Mpocte 1 HamiliHe pimeHHS MOHiTOpuHTY — ZabbiX, mMae mpoctuii mporec

BCTAHOBJICHHA Ta HaJIAIITYBAHHAI. ITicns MMBUAKOrO BCTAHOBJICHHA MOKHA OJpa3y

MPUCTYTATH IO MOHITOPUHTY Ta aHAJ3y M1JKOHTPOJILHOTO 00JIaHAHHS.
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BUCHOBKMU

o6 3abesmeuntn O6e3nOMUIKOBY Tmpare3fatHicte [T-indpacTpykTypu
HEOOX1THO 3a3/1aJieTi/ib BUSABIATH CJIa0Ki MiCIsl B KOH(Iryparlii CucTeM 1 Mepex, a
TaKOX MIBUJKO JI3HABATHCS MPO HASBHI MOJIOMKH 1 X mpuunHU. B opraHizaiisx e
BCE JIOCSTAETHCA 32 PAXYHOK CUCTEM MOHITOPHUHTY.

B po6oTi npoBeieHO aHai3 HU3KH CUCTEM MOHITOPUHTY PI3HUX PO3POOHUKIB
Ta 3/[1ICHEHO iX MOPIBHSIBHY XapaKTEPUCTHUKY.

CucremMu MOHITOPUHTY OYyBalOTh BapTICHI Ta BUIBHO MOIIMPIOBAaHI, a TaKOX
pPO3PI3HAIOTECA 3a cBOiM ¢yHKUioHanoMm. [lpu mnnanyBaHHI, Ju3aiiHI Ta
BIIPOBA/KEHHI CHCTEM MOHITOPUHTY CIOYaTKy MNOTPIOHO BHU3HAYUTH OO0’ €KTU
MOHITOPUHTY, a TaKOX KPUTHYHI MO Ta MOKA3HUKH, sKI OyIyTh BU3HAYATU
KUIBKICTh OB1IOMJIEHB MPY MOMMJIKAX, YaCTOTY CKaHYBaHHSI 1 aITOPUTM pOOOTH IIpH
BUSBJICHHI LIMX MOMWIOK Ta 1HII napameTpu. OILIHIOBaHHS MOKA3HUKIB B MEPILY
4yepry NoTpiOHO 3/[IHCHIOBATH HE 3 TOUKH 30PY CUCTEMHOT0 aIMIHICTPaTOpa,a 3 TOUKU
30py KIHIIEBOTO KOPHUCTYyBaya.

Buxopucrannas npotokony SNMP no3Bosnsie orpuMyBaTé TOYHI JaHi BiA
OPUCTPOIB 1 KEpPyBaTH HHUMHU B aBTOMATHYHOMY PEXHUMI, TECTyBaTU 1 aKTUBHO
BUKOPHCTOBYBAaTH B TMOBCSAKACHHUX 3agadyax MoHITOpiHra IT-pecypciB Mepexi.
Bukopucranus Zabbix 3a0e3nedye cBoeuacHe BUABJICHHS MOMHIIOK, IO MOJICTIIYE,
aBTOMATHU3Y€E Ta MiJIBUIIUTHh €(EKTHUBHICTh POOOTH MEpEkKEBUX aIMIHICTPATOPIB, a
TaKOXX JOTIOMOKE YHUKHYTH 3aiBUX BUTPAT Ha MPUA0AHHS HOBOTO OO HAHHSI.

HeoOxigHo 3a3Hauuth, 1o Zabbix 3abe3neunth crnoctepexeHHs 3a IT-
1HGPaCTPYKTYpOI0, B aBTOMAaTUUYHOMY pEXHMI 3IIHCHUTh OLIHKY cTaHy |IT-

1H(PACTPYKTYPH Ta 3HAYHO MOJIETIIUTH MPOTHO3YBAHHS HACIIIKIB HEMOJIAIOK.
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