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O6’ekm  OocniddcenHs ~— TPOLEC 3aXUCTy MOOUIBHUX  KOPHUCTYBauiB
KOPHOPaTUBHOI 1H()OpMAIIHHOT CUCTEMH 3 BUKOpUCTaHHAM KoHIenii BYOD.

Ilpeomem oOocnioxcenns — TEXHOJOTIS YNPABIIHHSA 3aXUCTOM MOOUTBHUX
KOPHUCTYBadiB KOPIOPATHBHOI iH(OpMAIIAHOT CUCTEMH 3 BUKOPHCTAHHSIM KOHIICHI1
BYOD.

Mema pobomu — JOCHIAUTH  TEXHOJOTIK0  yOpaBIiHHA  MOOUIBHUMU
KOpPHUCTyBadaMH KOPIIOPATHBHOI iH(MOpMartliiiHoi cuctemMu Ha ocHOBI KoHIen (i BYOD
Ta pO3pOOUTH BapiaHT YMPABIIHHSA 1X 3aXUCTOM Ha MiAITPUEMCTBI.

Memoou oocnioxcenns — ONpAIIOBAHHS JIITEPATYypU 3a JAHOIO TEMOIO, aHaIli3
eKCIUTyaTaliifHoi JOKyMEHTallli, MDKHApOJAHMX CTaHJapTiB Ta iX TIOPIBHAHHI,
MO/JIETIIOBaHHS MPOLECY YIPABIIHHS 3aXHUCTOM MOOLIBHUX KOPUCTYBAUiB KOPIIOPATUBHOT
1H(bOpMAITIITHOT CHCTEMH.

B po6oTi npoBeaeHo aHani3 npodJeMy yrpaBiiHHI MOOUTBHUMH KOPUCTYBayaMu
BYOD konmuerniii kopropaTtuBHOi iH(popMaliiiHoi cuctemu. [IpoananizoBaHo meTonu
VOpPaBIIHHSA  MOOUIBHUMHU  KopucTyBadamu  koHuenmii BYOD  kopnopaTuBHOi
1H(pOpMAITITHOT CHCTEMH.

JocnipkeHo METOAM Ta 3acO0U YIPABIIHHS 3aXMCTOM MOOLIBHUX KOPHUCTYBayiB
Ha mnpukiami pimenHs Unified Endpoint Management. BusnaueHo mnpu3HauYeHHS,
ocHOBHI (hYHKIIIT Ta ckia nporpamuoro komriekcy Unified Endpoint Management.

Ha ocHOBI gocniipkeHb MPOBEACHUX B POOOTI pO3pOOJIEHO BapiaHT YIpaBIiHHS
3aXUCTOM MOOUTHPHUX KopucTyBauiB koHieniii BYOD indopmariiinoi cucremu Ta
pEeKOMEHJalli I[I00 3acTOCYBaHHS TEXHOJIOTl yHOpaBiIiHHSA 1X 3aXUCTOM Ha
T ITPUEMCTBI.

["any3p BUKOpUCTaHHA — KiOepOe3neKka KOpIopaTuBHOI 1HPOPMaLITHOT CUCTEMHU.

KOPITOPATUBHA IH®OPMAIIIMHA CUCTEMA, KIBEPBE3IIEKA,
VIIPABJIIHHA MOBUIBHUMU KOPUCTYBAYAMMU, BRING YOUR OWN
DEVICE, UNIFIED ENDPOINT MANAGEMENT, TEXHOJIOT'TA YIIPABJIIHHA
MOBUIbBHMMHU KOPUCTYBAYAMU



ABSTRACT

Master’s thesis: 54 pages, 15 figures, 1 tables, 27 sources.

Object of research — the process of ensuring the protection of mobile users of the
corporate information system using the BYOD concept.

Subject of research — technology for managing the protection of mobile users of
the corporate information system using the BYOD concept.

The aim of research — to develop a variant of the topology of the management
system for the protection of endpoints of the corporate information system and to develop
recommendations for the application of technology for their protection of the enterprise.

Research methods — research the technology of managing mobile users of the
corporate information system based on the BYOD concept and develop an option for
managing their protection in the enterprise.

The paper analyzes the problem of managing BYOD mobile users of the corporate
information system concept. The methods of managing mobile users of the BYOD
concept of the corporate information system are analyzed.

The methods and means of managing the protection of mobile users were studied
using the Unified Endpoint Management solution as an example. The purpose, main
functions and composition of the Unified Endpoint Management software complex are
determined.

On the basis of the research carried out in the work, a version of the management
of the protection of mobile users of the BYOD concept of the information system and
recommendations for the application of the technology of managing their protection at
the enterprise have been developed..

Field of use — cybersecurity of corporate information system.

CORPORATE INFORMATION SYSTEM, CYBER SECURITY, MOBILE USER
MANAGEMENT, BRING YOUR OWN DEVICE, UNIFIED ENDPOINT
MANAGEMENT, MOBILE USER MANAGEMENT TECHNOLOGY



3MICT

1 AHAJII3 [IPOBJIEMU VIIPABJIIHHS MOBUIBHUMU KOPUCTYBAUAMMU B
KOPIIOPATUBHIN IHOOPMALIIMHIN CUCTEMI 3 BUKOPMCTAHHSIM

KOHLIEITLIII BYOD .....viiiviiiie ettt sttt sttt sttt sttt n s 9
1.1. Amnani3z nomituku BYOD Ha koprnopaTUBHY IHPOPMALIITHY MEPEXKY .....vvvveennnn.. 9
1.2. Pusuku 6e3neku, cipudrHEHI BYOD ..o, 12
1.3. CtBopenHs cucteMu 0e3meKH BYOD . ... 15
1.4. Metonu ynpaBiliHHSI MOOUTPHUMH KopHucTyBadamu KoHmeniii BYOD............... 18

2 AHAJII3 METOIIB TA 3ACOBIB YIIPABJIIHHA MOBUUIbHUMIA
KOPHUCTYBAUYAMMU KOPIIOPATUBHOI IHOOPMAIIIMHOI CUCTEMU HA
BA3I UNIFIED ENDPOINT MANAGEMENT ...t 25

2.1. [lpusnauenns, moxxiauBocti Ta ¢pyukiii Unified Endpoint Management ............ 25

2.2. ITpuznayenHs, moxiuBocTi Ta pyHkuii Unified Endpoint Management Bin
MaANAGEENGINE ...t e e e e e e e 28

2.3. Komnonentu ta apxitekrypa pimenss Unified Endpoint Management Bijg
MaANAGEENGINE ...t e e e e e e e 40

3 PO3POBJIEHHA BAPIAHTA VYIIPABJIIHHA MOBUJIBHUMUA
KOPHUCTYBAUYAMMU KOPITOPATUBHOI IHOOPMALIMHOI CUCTEMMU 3
BUKOPUCTAHHAM KOHLIEITIIL BYOD .......cociiiiiieieieceeeee e 43

3.1 Po3po0enHs ynpapiiHHSI MOOUTFHUMHU KOPUCTYBa4aMH KOPITOPATUBHOI
iH(dopMaliitHOT cucteMu 3 BUKopucTaHHsIM KOHIENIE BYOD ......cccccoiiiiiiiiiine, 43

3.2. Po3po0iieHHs peKOMEeH1alliif 010 TEXHOIOT1i yIpaBIiHHSI MOOLTbHUMU
KOpPUCTYBauaMH KOPHOPATUBHOI iH(POpMaIiitHOT CUCTEMH 3 BUKOPUCTAHHSIM

15Xz 00 (1000 S VI = A0 B J TR 47
|23 (035 (@) 53 57 LT 50
TTEPEJIIK TTOCHITAHD ...ttt ettt ettt n e et e e e e et e e e e e e as 51

JTEMOHCTPAIIMHI MATEPIAJIN (TIPE3EHTALIIA) ..vvoveveverecereeieveresenneceeieiesenennees 54



IHEPEJIIK YMOBHHUX IIO3HAYEHD

[13 — IIporpamue 3abe3neueHHs

OC — Omeparmiitna cucrema

BYOD - Bring Your Own Device

MDM — Mobile Device Management
UEM — Unified Endpoint Management
MDM — Mobile Device Managment
EMM — Enterprise Mobility Management
CMT - Client Management Tools

VPN — Virtual Private Network

MFA — Multi-Factor Authentication

SSO - Single Sign-On



BCTYII

AxmyanbHicms 00cniodicenHs. Y Halll Yac BUKOPUCTAHHS CMapT(OHIB, IJIAHIIETIB,
HOYTOYKIB CTaJI0 HEBIJI'€EMHOIO YAaCTHHOIO poOodoro rpadika OUTBIIOCTI opraHi3aiii i
Kopropailiid. barato 3 HUX yXBaJIIOIOTH HOBY TOJITHKY, SIKa JO3BOJSE MpalrliBHUKaM
BUKOPUCTOBYBATH BIJIACHI MPHUCTPOI Ha pobodomy Micii. He3Bakaroun Ha €KOHOMIYHI
nepeBary Ta nepeBaru BUKopucTanHs, nomiruka Bring Y our Own Device Moke cTBOpUTH
cepiio3Hi pU3UKH Oe3Ielll Ta MaTH HEraTUBHUI BIUIMB 3aJI€KHO BiJl €TUKHU IIPAIlIBHUKIB 1
BIJICYTHOCTI TapaHTid y kommanii. Komn’toTepHuM aamiHICTpaTopam Ternep MNOTpiOHO
KepyBaTH KUIbKOMa PI3HUMH OOJIIKOBHMMH 3alliCaMH KOPUCTYBadiB Ha pI3HUX BeO-
caiiTax, cepBepax, KOMIT oTepax 1 MoOUTbHUX npucTposix. [Io6 agmiHicTpaTopu MOriu
KOHTPOJIIOBATH CBOi KOMIT FOTEpHI CUCTEMH, BOHHM TMOBHHHI MOYAaTH BUKOPUCTOBYBATH
IporpaMHe 3a0e3NedeHHs, SKE JIoIoMara€ KOHTPOJIIOBAaTH BCi OOJIKOBI 3aIldCH
KOPUCTYBAUiB 1 MPUCTPOI B OJHOMY MICIIi.

BurenaBeneHi apryMeHTH akTyasli3yloTh TEMY J1aHOT MaricTepcbKoi poOoTH, 3MICT
SAKO1 CTAHOBJISTH JIOCHIPKEHHS TEXHOJOT1i yMpaBliHHA MOOUIBHUMH KOPUCTyBadaMu
KOPIOPAaTUBHOI 1H(POpMAIIITHOI CHCTEMH 3 BUKOpUCTaHHAM KoHIemnii BYOD.

O6’exkm  OocniddcenHs — TPOIEC 3aXUCTy MOOUIBHUX  KOPHUCTYBauiB
KOpPIOpaTUBHOI 1H(POpMaIiiiHOT cucTeMu 3 BUKOpucTaHHAM KoHIemnii BYOD.

Ilpeomem Oocniodcenns — TEXHOJOTIA YIOPABIIHHSA 3aXHUCTOM MOOLIBHUX
KOPUCTYBauiB KOPHOPATUBHOI 1HGOPMAIIMHOI CUCTEMH 3 BUKOPUCTAHHSM KOHIIEHIIIi
BYOD.

Mema pobomu — [OCHITUTH  TEXHOJOTIIO  YNPaBIiHHI  MOOUIBHUMU
KOPHUCTyBadYaMH KOPIIOPATHBHOI iH(MOpMaIliiiHoi cuctemMu Ha ocHOBI KoHIen (i BYOD
Ta PO3POOUTH BapiaHT YMHPABIIHHS 1X 3aXMCTOM Ha MiAMPUEMCTBI.

Hayxoei 3a60anns.:

JOCIIIUTH CYTHICTh MPOOJIEMHU YOPaBIIHHSA KOPUCTyBayaMH TOJITHKH
BYOD na xopnopaTuBHy 1HGOpMaIIHHY MEPEXKY;

BCTAHOBUTH pPU3UKH O€3MEKHM TP CTBOPEHHI CHCTEMH Oe3MeKu 3a

koHiemniero BYOD;



MIpOaHAT3yBaTH ICHYIOUYl METOJW YIIPaBIiHHSI MOOUTbHUMH KOPHUCTYBadaMu
koHrenmii BYOD;

IPOaHaII3yBaTH OCHOBHI (DYHKIIi Ta MPUHUMUIIM YNPaBIIHHA MOOUIbHUMH
kopuctyBauamu koHierniii BYOD.

po3poOUTH  BapiaHT  yIpaBJIIHHS MOOUTPHUMH  KOPHUCTYyBauyaMH
KOPIOPATUBHOI 1HPOPMAIIHHOT cUCTEeMU 3 BUKOpUCTaHHAM KoHIeniii BYOD ta
pO3pOOUTH  peKOMEHMAAIlid  MOAO0  TEXHOJOrii  yHpaBiIiHHA  MOOUILHUMHU
KOpPUCTYBauaMH KOPIOpaTUBHOI iHGOpMaIIifHOT cucTeMu i (GaxiBIiB aHATITUKH
Ki0epOe3eKu.

Memoou docnidxcenns — ONpaltOBaHHS JITEpaTypHu 3a JaHOIO TEMOIO, aHa13
eKCIUTyaTaIliiiHOl JTOKyMeHTalli, MDKHapOAHMX CTaHAApPTIB Ta iX MOPIBHSAHHS,
MOJICITFOBAHHS TOTIOJIOTIi CHCTEMH 3aXHCTY KOPIIOPATUBHUX MOOUTEHUX TIPUCTPOIB.

Ilpakmuune 3nauenHs o00epicaHux pe3yibmamié TONATaE B Po3poodIi
BapiaHTa yIpaBiIiHHSI MOOUTEHUMH KOPUCTYBa4aMH KOPIIOPATUBHOI 1H(DOpMaIiHHOT
cucTeMH 3 BUKopucTanHsaM koHiemniii BYOD, a takox y po3po0iii pekoMeHaaIin
TEXHOJIOT1i  yHpaBiiHHA  MOOIIRHUMHM  KOPHCTyBa4aMHd  KOPIIOPATHUBHOI
1H(dopMaIliitHOT cucTeMu 3 BUkopuctaHHsM koH1eniii BYOD.

Anpobayis pes3ynomamis MaricTepcbkoi po0OOTH OyJ0 ONPWIIOAHEHO Ha
BceykpaiHcbkiii HayKOB1M KOH(pepeHIlT «AKTyallbH1 Ipo0OaeMu KioepOe3nekun», sKa
BinOynacs 27 xxoBTHs 2022 poky B Jlep:kaBHOMY YHIBEPCHUTETI TEIEKOMYHIKAIIii,
M. KuiB, B xypnam «CyuacHuii 3axuct iHpopmarii» Nel(49), 2022 p., B crarti

«Metoauku QIMIUHTY B MOOLTBHUX CHCTEMAX).



1 AHAJII3 MPOBJIEMMU YIIPABJIHHS MOBLJIbHUMHU
KOPUCTYBAYAMM B KOPITOPATHUBHIN IHOOPMAIIMHINA CUCTEMI 3
BUKOPUCTAHHSIM KOHIEMNIII BYOD

1.1. Amnani3 noaituxku BYOD Ha xopnopaTtuBHy iHopMaliiiny Mepexy

Bring Your Own Device (BYOD) — 11e BUKOpUCTaHHS ITEPCOHATBHUX MOOLTBHHUX
NPUCTPOIB, TAKUX SIK HOYTOYKH, IJIAHIIETH Ta cMapT(OHHU, JJIS JOCTYIYy 10 MEPEK,
cucteM 1 KoH(pigeHiHOI i1H(opMmarii kommanii B opraxizamii. BYODs cramu
NOLIMPEHUMHU Ha poOoYOMYy MicCli 4depe3 30UTbLIEHHS 3aJeXHOCTI Bia I[HTepHeTy Ta
nporpecy B TeXHOJIOTisx [1].

BYOD mnpononye mnpamiBHUKaM KOM(OPT iXHIX BJIACHUX MPHUCTPOiIB, OUIbIIE
MPOCTOTH y BHUKOPHCTAHHI Ta JI03BOJISIE HAJAIITOBYBAaTH MPUCTPOI BIAMOBIIHO [0
THANBITyaTbHUX TOTPEO J{OCITI THUKY BUSIBUITH, 1110 TOJIOBHOIO ITEPEBAr00 BUKOPUCTAHHS
BYOD € npoayKTHBHICTh, OCKUTBKHM OpraHi3allii MOXKYTb 3a0IIaIUTH TUCSY1 HA BUTPATAX
Ha iHpopMaiiHi TexHomorii (IT) mmsaxom BupoBamkeHas crpaterii BYOD, 3umxeHHs
BapTOCTI OPEH/JM NPUCTPOIB 1 BUTpAT HA YMPABIIHHA IS PO3ropTaHHs, (PIKCyBaHHA
BUTpAT Ha MIATPUMKY Ta CTPaXyBaHHs, YHHUKAIOUU IIIOPIYHUX OHOBJIEHb MPUCTPOIB, IO
HaJIeXaTh KoMITaHii [6].

KoxHoro pasy, koiu MHepcoHaIbHI MPUCTPOI B3aEMOMAIIOTH 13 KOPHOPATHUBHOIO
MEpexero, ICHYE PU3UK BTpPATH JIaHUX 1 371aMy, 1, Ha *aJjlb, OTEHIIMHI PU3UKHA OE3MEeKU
010 KOH(1IEHLIMHOCTI ICHYIOTh JIJIsl 0araThOX OpraHi3amii, Mo CTBOPIOE MPoOIeMU
s Oe3reku iHGOpMaIIMHUX cUcTeM. be3neka iHGOpPMALIMHUX CHCTEM Iepeadadae
3axucT iH(popmarii Ta iHQOpMAIIHHUX CHUCTEM BiJl HECAHKI[IOHOBAHOTO JOCTYMy a0o
Moaudikarii indopmartii m yac 36epiranas, 00poOKu 4u Tiepeadi, a TAKOXK BiJl BIIMOBHU

B 00CJIyrOBYBaHH1 aBTOPH30BaHUX KOpUCTyBauiB. Lle o3Hauae, mo Bukopuctanus BY OD
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y HEKOHTPOJIHOBAHOMY CEpEJOBHIII IMOCHIIIOE BIUIMB 1H(MOpMaIi KoMIaHii Ta
iHbopmariiiHux cucteM. 3o0kpema (IHAHCOBI YCTaHOBU  OOpOOJSIOTH  JyXKe
KoH(D1AeH IRy 1H(OpMaILIito, 110 POOUTH TX MIIIIEHHIO /ISl BATOKY JAHUX 13aCTOCYBaHHS
BYOD e Ounbu1 HeOe3neuHuM. Pusuku, noB’a3aHi 3 OpyIHIEHHSAM O0€3MeKH, MOXYTh MaTH
HEraTUBHMI BIUIMB Ha ()IHAHCOBI YCTAHOBH, 110 MOXKE 3aBJIaTH IIKOAW IXHIM pemyTarlii,
MpUOYTKOBOCTI Ta HaBITh MPU3BECTU A0 3aKpUTTs O13Hecy. 3a panumu Insights (2020),
25,7 BiIcOTKa BCiX aTak 3JI0BMUCHOTO MPOrPaMHOTro 3a0e3neueHHs OyIu cripsiMOBaHiI Ha
¢inanconi ycranoBu. Thielens (2021) 3ayBaxkus, 1o KpuTuaHOO TIpodiaemoro BYOD e
KOHTPOJIb JOCTYITY 3 IPUCTPOIB J0 JaHUX OpraHizallii. TakuM 4uHOM, ITPU 3aCTOCYBaHH1
nonituku Oe3neku BYOD cnig BpaxoByBaTH Taki acleKTH, SIK KOHTPOJb JOCTYITY,
BUSIBJICHHS BTOPTHEHb, KpunTorpadis, 6e3reka mpucTporO Ta yIpaBIiHHS 0€31EKOL0.

Baxnuo po3ymitu, sk BYOD MOXyTh HEraTMBHO BIUIMHYTH Ha CTpPaTEriio
oesnekn iHGopMmamiiHUX cucteM Gipmu. Y3romxkenHs BYOD 3 momiTHkorO
iHdopMmarliiiHoi Oe3neku (pipMu JomoMara€e MEHeIKepaM BHU3HAYMTH, IO J103BOJIEHO
poOUTH TpAIIBHUKY MiJ Yac JOCTYMy A0 Mepexl KomnaHii. BaxxiauBo maTu nporpamy,
AKa 3a0X04yBATUME MPaliBHUKIB OyTH MOIHPOPMOBAHUMH PO iXHI 3000B’ I3aHHSI 11010
iHpopMamiiHUX aKTUBIB Qipmu [5].

Chigada and Kyobe (2018) BcTaHOBMIHN, 10 1HCANAEPCHKI aTaKu Ta BUMAJAKOBA
myOmikariss koH]igaeHiitHoi iHdopMarlii cmBpOOITHUKAMH MalOTh HAHOUIBIINN BIUIUB
Ha Oe3MeKy, MOCTYMalYhCh XaKEPChKMM arakaM y YCIHINIHOMY 3JaMyBaHHI iXHIX
opraxizaiiif. Xouda ¢ipmu cTypOoBaHi 3a0e31eueHHsIM O€311eKH, MPaIliBHUKU CTYpOOBaHi
30€peKECHHSIM TPAKTUYHOCTI CBOIX MPUCTPOIB 1 KOH(IICHIIINHICTIO CBOET OCOOUCTOI
iHpopmartii. [IpoGnemu, ki BUHUKAIOTh Y 3B 53Ky 3 JOTPUMAHHSAM IOJITUKU O€3MEKH,
MOJISTAI0Th Y TOMY, IO MPAI[iBHUKH MOXYTh BiT4yBaTH, 110 iCHYIOTh MEPEMIKOIN IS
BUKOPUCTAHHSI IXHIX NOPHUCTPOIB, HANPHUKIAJ, BOHM HE 3HAOMI 3 I1HCTAJIbOBAHUM
MPOrpaMHUM 3a0€3MEUEeHHSIM O€3MeKH, SKe MOKEe OOMEXyBaTH IOCTYI 10 IXHBOIO
npucTtporo. He3Bakaroum Ha mupoke BOpoBajpkeHHs iHimiatuBn BYOD y cekrtopi
¢diHaHCOBUX TOCTYr, OaraThbOM OpTraHi3allisiM Bce Ie Opakye pO3YMIHHS PHU3HKIB,
moB’si3anux 3 BYOD mijx yac makIrodeHHs 0 iIXHIX MEpekK, 1 He BXKUBAIOTh JIOCTATHIX

3aX0/iB Oe3neku i 00pOTHOM 3 MU MPoOIIeMaMu OE3TEKH.
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Tenpenniss BYOD naOyBae momyssipHOCTI B yCiX ramy3six HMPOMHCIOBOCTI, 1
30KpeMa ceKkTop (IHaHCOBHUX MOCIYT OTpuMaB IHpoke BrpoBamxkeHHs BYOD. BCG
(2020) BusiBUB, 110 iHAYCTPIsA PpiHaHCOBUX nocayr y 300 pa3iB OUIbII CIPUHHATIMBA J10
NopylleHb Oe3MeKH Ta arak, HDK OyJp-fKa 1HIIA Traly3b, 4epe3 XapakTep LHUX
HIIPUEMCTB 1 KOH(IIEHIIMHI JaHl, sIKI BOHHM 0OpoOJIsitoTh. BiJICyTHICTh HaJIEKHOTO
3axucty Ta 30utbmieHHs BYOD B ixHIX opraHizamisix mie OuIblle YCKIJIAIHIOIOTh
BUSIBJICHHS Ta 3amo0iraHHs BUTOKY iH(opMallii. TakuM 4uHOM, MpaKkTUKa YIpaBIiHHS
1H(bOopMaIliitHOO Oe3eKor0 Mae OYTH HAJ3BUYAHO BAKIMBOIO ¥ (DIHAHCOBOMY CEKTOPI,
100 3aXMCTUTH KOH(DiIeHIiHHY iHpopMarlito komma#ii [8].

BukopucranHa mnepcoHaNbHUX NPHUCTPOiB 3 ’sBuiiocss 1me B 2003 por, aine
koHueniiga BYOD nouana nabuparu nomynsprocti B 2011 poiii, B OCHOBHOMY 3aBISIKH
HAIUIMBY PO3YMHUX MOOUIBHMX MPHUCTPOIB Pa3oM 13 EKCHOHEHILIMHUM 3pPOCTaHHAM
niakmoueHHss A0 [areprnery. CnoxkuBanHus [T po3mmuproe MOXKIMBOCTI BUKOPUCTAHHS
BYOD, 1 opranizauii 3po3yminy, mo BYOD ne moxna irHopyBatu. BYOD nanatoth
oprasizaiisiM KOHKYpPEHTHY IepeBary, TOMy iX cJiJ BKJIIOUUTH 10 iXHboi IT-cTparertii,
SKIIIO BOHM XOYYTh 3aJIAIIATHCS akTyaapHUMHU B 1HdpoBy epy (Chenget al., 2016).
Po3ymHI IpUCTpoOi € JOCTYMTHUMH Ta JO3BOJSIOTH KOPUCTYBAayaM MPAIIOBATH PAKTHIHO
3 OyIb-SKOro MiCIls, 3HAYHO MIJBUIIYIOYM THYYKICTH 10 AocTymy. CriBpoOITHUKH
MOJKYTbh MPAIIOBATH HIBU/LIE 3aBJISIKH 3HAHOMCTBY 31 CBOIMU IPUCTPOSMHU, CTBOPIOIOUU
CIUIECK MPOAYKTHUBHOCTI, 1[0 € OAHIEIO 3 TOJOBHUX NpuurH BripoBaskeHHss BY OD. Frost
& Sullivan (2016) noBigomMuiIM, 0 MPOAYKTUBHICTh MiABUIIMIACA Ha 34 BIJCOTKHU 3a
BUKOPUCTAHHS TEPCOHAJIBHUX MPUCTPOIB 1 3a0Iaauiia CIiBpOOITHUKAM 58 BUIBHHUX
XBWJIMH Ha JIEHb MOPIBHSAHO 3 TUMHU, XTO HE BUKOpucToBYyBaB BYOD.

Musarurwa Ta 1H. (2018) cTBepaKy10Th, 1110 BY OD Bi1BOIIKaIOTh YBary, OCKuIbKU
OpALiBHUKK TaKOX MalTh JOCTYIl JI0 pO3Bar, MPUIAMalOTh OCOOMCTI J3BIHKH Ta
MEPEriasgaloTh COLIAIbHI MEpeXi B poOOYMH Hac, 10 € KOHTPIpoAyKTuBHUM. BYOD
MO’KHa BHUKOPHCTOBYBATHU SIK 1HILIATUBY 3 €KOHOMIi KOIITIB, 3MEHIIYIOYH BUTPATH Ha
anmapatHe 3a0e3MeueHHs, 3HWXKYIOYH BUTpPaTH Ha OOCIYrOBYBaHHS MPHUCTPOIB 1
3HIDKYIOUW BUTPATH Ha CTpaxyBaHHA A1 opraHizaiii (Insights, 2009). Kaneshige (2012)

CTBCPAKYE, IO KOMITaH1i MOXYTb AyMAaTH, IO BOHH CKOHOMJIATH Ha BUTPATAX Ha
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MOOUIBHI MPUCTPOI, aJie ICHYIOTh BUTPATH Ha O€3IEeKy Ta BIAMOBIIHICTH, K1 HE 3aBXKIU

BpaxoByOThcA [3].

1.2. Pusuku 0e3nexu, cnpuunHeni BYOD

Xoua BYOD npuHOCATh miepeBard MpaniBHUKaM 1 O13HECY, BOHU TaKOX
CTBOPIOIOTh YHMCJICHHI MpoOyieMu g opradizamii. BYOD miakao4yaroThes 10 TOYOK
JTOCTYITY 10 MepexXi Ha poOOYOMY MICIIi, IO BiAKpHUBAE OpraHi3allii sl MOTSHIIIHHIX
aTak, skl MPOHUKAIOTh Yepe3 MpUCTpoi. OCKUTBKU MPUCTPOI € MPUBATHOIO BiacHICTIO, [T
CTHUKAETHCA 3 MPOOJIEMOI0, SIK 3aXMCTUTH CBOI 1H(GOpMAIliIiHI aKTUBH Ta KOH(1ICHIIIHI
JIaHi BiJ] 3JI0MY, BTpaTH Y¥ HEHAJIC)KHOTO BUKOPHUCTaHHS [7].

Bukpaodenns oanux.

besneka qaHuX MOpymyeThest, KOJIM MPUCTPOI BTpadatoThes a00 BUKPATAIOThCS. 3a
nanumu EY (2019), nenani Ouiblie NpucTpoiB, Kl OyJu BTpavyeHi Ta BUKPAJEHI, BMICT
neperyisiiaB Xtoch 1HMMN. Ockimbkn BYOD MoxyTh MicTUTH KOH(IACHIIAHI JaH1
KOMIIaHli, BOHU BI1IKpUBAIOTh JIBEp1 JJI MOPYLIHUKIB, 00 OTPUMATH JOCTYN A0 L€l
1HbOopMartii.

Amaku 3 6nPoBaAONCEHHSL 3108MUCHO20 NPOSPAMHO20 3A0e3NeUEeHHS.

Kommanii nemami dyacTimie CTPaKJaloTh BiJ 3J0BMHCHOTO MPOTPAMHOIO
3a0€e3MeueHHsI, CTBOPEHOI'0 3 METOI0 MOIIKOHKEHHS MPUCTPOIB, KpaAlKKH 1HPopMarlii Ta
HaBITh MOXYTh BUKOPUCTOBYBATHUCS JJII KOHTPOJIO MPUCTPOIB. 3TOBMUCHE NPOrpPaMHe
3a0e3MedeHHst MoXKe OyTH 3aKO/I0BaHO B MPOTpaMax, BCTAHOBIEHUX Ha MPHUCTPOSIX, a0o
BUSIBJICHO, KOJIM KOPHUCTYBay BIJIBiy€ CKOMIIpOMETOBaHMI BeO-cailT. Ilpukiagom €
OankiBcbkuid TpossH Carbanak, sikoMy BAajiocss IpOHUKHYTH y (PIHAHCOB1 YCTaHOBU Yy
2013 pori. 310BMUCHE IPOrpaMHe 3a0€3MeYEHHS TPOHUKIIO B OpraHi3allii, CHOHYKarYH
MPAIiBHUKIB HATUCKATH MIKIJIMBI €IEKTPOHHI JMCTH, 10 3a0e3medyBaio KaHal s
MEPEeMIIICHHS 3JIOBMUCHUKIB Uepe3 KOPIOPATHUBHY MEPEXY [JIs JIUCTAHIIMHOTO

KepyBaHHs OaHKOMAaTamH, TaKOX BIOMOTO SK <«JDKeknoTinry. ['pyma Fin7, sxa
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BukopuctoBye Carbanak, 3a octanH1 Tpu poKH BKpasia nmoHaj 1 MiTbap €Bpo 3 OaHKIB Y
nonas 40 kpainax 1 atakyBaja nonan 120 amepukaHChKUX KoMiaHii (€Bpormon, 2020).

Iucatioepu.

[HCanmepn 370BXKUBAIOTH CBOIMH TMOBHOBRXEHHAMHU Ta 3HAHHAMU IIPO
oprasizarlito, oo oTpuMaTH JOCTYI 10 KOH(IIESHIIMHUX JaHuX, 1HGOopMaIlli Ta 1HIINX
I[IHHUX aKTHUBIB JJIs1 BJIaCHOT KOpUCIUBOi BUroau. 3apasiku BY OD ue ctano mie 61ib1am
PU3HUKOM Yepe3 TEXHIUHI MOXJIMBOCTI MPUCTPOIO.

Shadow IT.

BYOD cnpuunnuB BukopuctanHs TiHboBUX [T, Bukopucranus mnos’szanux 3 IT
XMapHHUX CIIy0, amapatHoro 3abe3meueHHs 4u mporpam Oe3 Bimoma IT-imaimy yum
BIJIUTY Oe3Meku opranizaiii. 3poctaHHs TiIHbOBUX I T 3HaYHOIO MIPOIO TIOB’SI3aHO 3 TUM,
0 CIIBpOOITHUKKA XOYyTh TMpaIiOoBaTH e(PEeKTUBHINIE Ta OOIWTH HEJOJIKU
1H(OpMaIIiTHUX CUCTeM, PO3ropHYTUX B opradizamisx. 3rigHo 3 Chejfec (2020), nume
nBi Tpetunu [T-meHemkepiB BU3HatOTh TIHBOBI I T K iICHYIOUE sIBHILIE B iXHIM OpraHizailii,
OCKUIBKH CHIBPOOITHUKHM Ta Ol3HEC BUKOPUCTOBYIOTH i IT-pecypcu aBTOHOMHO st
miATpUMKH cBOix mporieciB. TinboBl IT ycknagniooTs s [T-BiaainiB BiACTEKEHHS,
KEepyBaHHs, MATPUMKY Ta 3axucT IT-iHppacTpykTypu Ha poOOYOMY MICLI, OCKUIbKH
oprasizailii He 3HaIOTh PO MPUCTPOI, MIKIIOYEHI J0 IXHIX MEPEX, 1 HABITh SIKIIIO BOHH
3HAIOTh, HE ICHY€ MOJIITUKH JJII KOHTPOJTIO.

Biocymuicmo nonimux BYOD.

KepyBanHs1 0cOOMCTUMU MTPUCTPOSMH CIIBPOOITHUKIB HE € MPOCTUM 3aBJIAHHSIM 1,
Ha JKajb, y OUIBIIOCTI OpraHi3aiiii He OOpOOJSE€ThCS HAJEKHUM YMHOM. 3a JaHUMU
Kearns (2015) 1 Investopedia (2020), OuIbIIICTh OpraHizaiiii HE 3MOIJIM BUPIIIUTH
npobsiemMu Oe3MeKy 3a J0MOMOror (hopMallbHUX MOJITHK 1 CTBOPUTH 3aCO0U KOHTPOITIO,
mo0 MiHiMi3yBaTu iX BuHUKHeHHs. Gustav and Kabanda (2016) BcTaHoBuHM, 110
YUCJICHHI OpraHizallii, siKi Majd BIAMOBIAHI pecypcu B 1HPPACTPYKTypi, BCE II€ HE
smMory  (popmanizyBatu crpareriito BYOD, He3Baxkatoum Ha 11 BHUKOPUCTaHHS.
Bincyrnicte momitiku BYOD o3Hauae, mo coiBpoOITHUKHM HE HAaBYEHI TOMY, SK
BIZIMOBIAIPHO, €(DEKTUBHO Ta HAJIE)KHO BUKOPUCTOBYBATH MEPCOHAIIbHI TEXHOJIOT1T JJIs

po0OTH, 1110 MOTJI0 O B3arajli yHUKHYTH 0aratbox mpobiieM Oesnexu. Jliis opranizariiit
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CTa€ TOCTIMHUM BUKIMKOM MOHITOPUHI Ta OHOBJeHHs mnomituku BYOD, ockinbku
TEXHOJIOTi Ta 3aKOHOJIaBYl 3aKOHH, IO CTOCYHOTHCS PIBHS KOHTPOJIIO OpraHi3allii,
NOCTIMHO PO3BHUBAIOTHCS. Xoua 0araTo opratizalliil 3apoBaKyl0Th MOJITUKY Oe3neKku
st 3ano0iranHs pusukam Oesneku BYOD, mpauniBHMkM 4YacTto IrHOpPYHOTH ii. [Hmmn
npo0sieMH, K1 BAHUKAIOTh, MOJISITal0Th Y TOMY, 110 MPAI[iBHUKU HE 3HAIOTh MPO 1CHYIOUY
nonituky BYOD a6o 3a0yBatoth mpo Te, mo nomituky BYOD im Oyno npencrasiieHo.
3Bakar04M Ha MOCTIMHI BUMAJKU NPOMHUCIOBOrO IIMUTYHCTBA Ta BUTOKY 1H(QoOpMaLii B
oprasizaiiisix, O4eBHIHO, 10 MOTPiOHE cyBope 3actocyBaHHs nmomitTuku BYOD. ko
MOJIITUKHU HE TOTPUMYIOTHCS, BOHH BTPAdalOTh CBOIO €()EKTUBHICTb.

Heegexmusni mexanizmu konmponio 6e3neku ma UOUMOoCni

MexaHnismMu  6e3lekd  MOOLIBHMX  IPHUCTPOIB  BKJIIOYAIOTh  IH(PYyBaHHS,
aBTCHTH(IKAII0, MOXJIUBOCTI BIIJAJEHOTO CTHUPAHHS, Taps4l JIiHII BTpauyeHHUX
TeneoHiB, OpaHAMayepy, BUKOPUCTAHHS CTOPOHHBOTO MPOrPaMHOro 3a0e3NedeHHs,
nporpaMHe 3a0e3neyeHHs I 3ano0iraHHs BTOPTHEHHIO Ta aHTUBIPYCHE MpPOrpaMHe
3a0e3neueHHs. Ha xanb, 3pOoCTaHHS MOXJIMBOCTEH 1 MPOAYKTUBHOCTI MOOUIBHUX
MPUCTPOIB CIPUYMHUIIO CIUIECK ITPOOJIEM 13 OE3MEKOI0 Ta ICHYIOUNX MEXaH13MIB O€31MEKH,
SKI HE 3aBXIU aJanTOBaHI 10 HOBUX TEXHOJOT1H. bUblIicTh MOOUTBHUX MPUCTPOIB HE
MAaloOTh pO3MIMPEHUX (YHKIIN Oe3MekH, a CiBPOOITHUKY HaBITh BIJKIIOYAIOTH ICHYIOUI
0a30B1 QyHKIIi, Taki AK KepyBaHHA napoisiMu. [T-Bigainu norano moindopmMoBaHi Mpo
TE€, Y4 BCTAHOBJICHO YW OHOBJIEHO aHTHUBIPYCHE MPOrpaMHe 3a0e3MeYeHHs] Ha MPUCTPOi
CiBpoOITHUKIB. BiJCYTHICTP MeEXaHI3MIB KOHTPOJIO O€3MEeKM Ha MPHUCTPOSX
CIIBpOOITHUKIB MOX€ MPU3BECTH J0 BIJICYTHOCTI KOHTPOJIIO HaJ JAaHUMH KOMIMaHii, 110
MPU3BEJE 10 BUTOKY JIaHMX 1 HACIIIJIKIB, OB’ SI3aHUX 3 KPAJAI’KKOIO JTAHUX.

Biocymuicme 06i3nanocmi npo 6esnexy.

OO6i3HaHICTh MPOo O€3IeKy BU3HAYAETHCS K CTABJICHHSI Ta 3HAHHS NpPEJACTaBHUKA
oprasizamii 000 3axHcTy 1H(QOpMAaIIiHUX aKTHBIB CBOEI Opradizauli. 3axoau 3
MIBUIIEHHST 0013HAHOCTI TIPO OE3MeKy MO3BOJSIOTH CHIBPOOITHUKAM YCBiIOMITIOBATH
Oe3reKky iHpopMamiiHUX CHCTEM 1 110 BOHHW IOBHHHI BIAMOBITHUM YHMHOM pearyBaTH,
KOJIU BUHHUKAIOTh 3arpo3u. B opranizamifx, JAe HEJOCTaTHbO OOI3HAHMX y MUTAHHSIX

Oe3mneku, CriBpOOITHUKY HE MOMIYalOTh OYEBUIHUX PU3UKIB OE3MEKH, TAKUX SIK BIpyCH
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a00 KpaJiKKa I1HTEIEKTYyaJbHOI BJIACHOCTI, y CBOIX IIOJEHHHUX Oi3HEecC-CrpaBax.
He3Baxarouu Ha 3ampoBakeHi NpodUIaKTHYHI 3aX0/d, SIK-OT 3aXUCT BiJ 3TOBMUCHOTO
OporpaMHOro 3a0e3leueHHs Ta OpaHamayep, Il 3aXOJd MOXYTb JIMIIE YacTKOBO
BUPIIIMTH HasiBHY MpoOJeMy, OCKLJIbKM HAiBHI Ta HEOOI3HaHI MpaliBHUKU MOXYTb
HapakaTu OpraHi3allilo Ha JOPOri MOMUJIKH. TakKuM YHWHOM, HACHIAKU HEAOCTaTHBHOI
nmoiH(pOpPMOBaHOCTI TPO OE3MEKy CTAHOBIATH 3arpo3y, TaK IO HaBUYaHHS 3 TUTaHb
0e3MeKH CTaio KPUTUIHUM IHCTPYMEHTOM JTIsl 3SMEHILIEHHS Ki0ep3arpos.

Heszaxuweni mepeorci

CriBpOoOITHUKM BCE YaCTIillIe OTPUMYIOTH JIOCTYI JO BHYTPIIIHIX MEPEK depes
BJIACHI TPHUCTPOI, KOJHM 3HAXONIATHCS 1032 POOOUYUM cepe/oBUIIEM. ATaKu MOXKYThb
BiOyBaTucs y Gpopmi MepexeBoro cnyginry, akTy MacKyBaHHS 3B’SI3KY 3 HEBIJIOMOT'O
JOKEpenia Sk B1JIOMOro, HaAIHHOTO JIKepena i1 OTPUMAaHHS IOCTYIy 10 KOH(1AEHIIIHHIX
naHux abo 3amycky artak tumny «BigmoBa B oOciyroByBanHi» . [lpukiax toro, sik
CIIBpOOITHUKHM MOXYTh CTaTH >KEPTBAaMHU arak chmy(iHry, mOpoJIeMOHCTpyBaja
Investopedia (2020), sika danbcudikyBana mepexxi B kape y Benukiii bpuranii Ta
Mpocwia TOTEHUIMHUX KopucTyBauiB Hajgatu PIN-kon, skuili HajcuiaBcs Ha iXHi
MOOUTbHI TeneoHu s aBTeHTU(dIKalil. Pe3ynpTraTh mokasanu, IO TpeTUHA
BUTIPOOYBAHUX, SIKI KOPUCTYBAIHCS MEPEKEIO B Kade, Halalli HOMEPH CBOiX MOOITEHUX

TeseoHiB, HE YCBIOMITIOIOUH, 1110 1I¢ Oyia araka [24].

1.2. CrBopenns cucremu 6e3nexu BYOD

besneka BYOD Mae BaxknuBe 3HAYCHHS U1l 3aXUCTYy KOPIOPAaTHMBHUX MEPEK.
3axuctutt BYOD Takoxk ckiaagHO 4Yepe3 iX YHIKaNbHICTh. ICHYe KidbKa pIlIEHb,
COpsIMOBaHUX Ha BHpieHHs nmpobiem 6e3nexku BYOD.

Pimenns 6e3neku BY OD mae BiANOBiIaTH HaBEIEHUM HUYKYE BUMOTaAM:

e[30MAIliI OPOCTOPY: MOXJIUBICTH  130JIFOBAaTH  OCOOMCTUM  TPOCTIp 1
KoprnopatuBHmiA mpocTip Ha BYOD, m06 MoxkHa Oyiio 3aCTOCOBYBATH Pi3HI MOJITUKH

O€e3IIeK .
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¢3axHCT KOPIOPATUBHUX JaHUX: KOPIIOPATUBHI J1aHI MalOTh OyTH 3armudpoBaHi,
KOJIi BoHH 30epiraroThcs Ha BY OD; HecankilioHOBaHI a00 HE3aKOHHI 3alIUTH Ha JTOCTYII
JI0 KOPTIOPATUBHUX JAHUX CIIiJT BIICTE)KYBATH Ta BIIXUJISATH.

¢3acTOCYBaHHS MOJTITUKHN OE3MEKH: MOXKJIMBICTh 3aCTOCOBYBATH IMOJTITUKY O€3IeKH
nignpuemctBa moa0 BYOD 1 rapantyBatu, mo BYOD BiamoBigaroTh MHOJITUKAM
Oe3IeKH MiANPUEMCTRA.

[{i BuMoru 3ale3mneuyroTh OakaHWl KOHTPOJb AOCTYNY, KOH(IIECHUIWHICTH 1
KepyBaHHs nonitukoro 6e3neku Ha BYOD. Ineansue pimenns BYOD wmae BianosigaTu
BCIM IIUM TpboM BuMoram Oe3neku. Ha puc 1.1. nokazano ctpykrypy 6e3neku BYOD y
KOPIHOpaTUBHIN Mepexi, sika BIANOBIAAE BCIM UM BuUMoraM. CTpyKTypa BKJIIOYA€E JB1

cTopoHu: KoprioparuBHy Ta BYOD [6].

Enterprise |
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BYOD I

Puc.1.1. Cxema cucrtemu 6e3nexku BYOD
KopnopaTuBHa cTopoHa BKJIIOYA€E pi3HI KOPIOPATUBHI peCypcH, Taki sk [HTepHer,

CepBEpHU Ta KOPIOPATUBHI JIaHi, 1 3a0e31edye KOHTpoub goctymy aist BY OD nns noctymy
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0 IIUX pecypciB. 3aluTH Ha JOCTYI HAAAIOThCS ab0 BIAXWISIOTHCS BIJMOBIIHO O
MOJIITUKK Oe3MeKu mianpueMcTBa. [IiAnpueMcTBO TaKOX BKIIIOYAE CUCTEMY KEpYyBaHHS
npucTposimu, Harpukiiax MDM, miia kepyBanua BY OD.

Kontpons noctymy 10 Mepexi Hagae Touku goctymy mais BYOD 1 nagae 3anutu
noctyny BYOD BignoBiiHO 10 KOPIOPATUBHOI MONMITUKU Oe3neku. KoHTposb goctynmy
JI0 MEPEK1 MOBUHEH BIJIPI3HATH 3aMUTH BiJl OCOOUCTOrO Ta KOPIOPATUBHOTO MPOCTOPY
Ha BYOD. Bukopucranns pizHuX cepTH(IKATIB AJii 0OCOOMCTOr0 Ta KOPIOPATHBHOTO
MIPOCTOPY € OJTHUM 13 BapiaHTiB AUQEpEHINiarii X MOCIyT.

baza manux mojiTHKW 0e31eKu BU3HAYAE MMOTITHKH IIIMPUEMCTBA MO0 00pOOKH
BYOD. Hanpukinan, sik oOpoOJISITH 3aUTH HA JOCTYII, 110 HAJIXOAATh 13 OCOOMCTOTO
npoctopy Ha BYOD, saxuit tun BYOD wmae poctynm no Mepexi, SKuil mmdp
BUKOPUCTOBYBAaTUMETHCS, SIKMI PO3MIpP KITFOYa TOLIO.

MDM nagae wMoxummBicTh KepyBaHHd BYOD. Bin Mae ¢ynkuii 300py
ynpasiiHcbko1 iHQopmaitii 3 BY OD 1 3acTocyBanHs neBHUX noniTuK O6e3nexku Ha BY OD.

Cropona BYOD Hnanmae ¢yHKmii ajis 130511l KOPIOPATUBHOTO MPOCTOPY,
3aCTOCYBaHHS MOJITUK O€3MEKU Ta 3aXUCTy KOPNOPAaTUBHUX JaHuX. [305s1is mpocTopy
HaJIa€ MOXJIUBICTh BIJIOKPEMUTH OCOOMCTHUH MPOCTIP BiJ KOPIOPATUBHOTO MPOCTOPY Ha
BYOD. Bonsuis npocropy HeoOxigHa mia BYOD, mo0 moxHa 0yino 3acTOCOBYBaTH
pi3Hi nomituku 6e3nexkn. OcoOUCTUi MPOCTip BKIOYAE B ceOe MOOUTHHI IporpamMu Ta
0COOMCTI J1aHi CIBPOOITHUKIB, SIKI BOHH CAMOCTIHHO BCTaHOBIIIOIOTD.

KoprnopaTuBHuii mpocTip BKIIOYAaE€ KOPIOpPATHUBHI MOOUIBHI TpoOrpamMu  Ta
KOpHopaTuBHi J1aHi. MoOUIbHI MporpamMu Ta JaHi B KOPIOPATUBHOMY MPOCTOP1 MarOTh
BIJIMOB1IATH KOPIIOPATUBHIM nomiTuill 6e3neku. B ieani ocooucTuit mpocTip He MOBUHEH
MaTH JOCTYIY A0 KOPHOPAaTUBHHUX PECYPCIB, aje MOXE MaTH OOMEXKEHUH JOCTYH J10
NEBHUX pecypciB, Takux sk [HTepHeT. MoxnuBo, € aesiki nporpami, Taki ssk SKYPE, ski
NOTPIOHI K JJI1 OCOOMCTOrO0, TaK 1 ISl JIJIOBOIO BHUKOPUCTAHHS. 3aMICTh CIIIBHOTO
BUKOPHUCTAHHS MPOTPaMU MK OCOOMCTUM IMPOCTOPOM 1 KOPIOPATUBHUM IPOCTOPOM,
NporpaMy CIIiJl YCTAaHOBJIIOBAaTH OKpeMO B 000X, 100 3a0e3meuntd Oe3mexy

KOPIIOPAaTUBHUX JaHUX.
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MJIM-AreHT — 11e MOO1TbHUM J0JIaTOK, SKUH BCTAHOBJIIOETHCS B KOPIIOPATUBHOMY
npocropi. MDM-Agent Hancunae iHdopmartito npo kepyBanns BYOD ngo MDM 1 nie sik
JiesieraT BiJl IMEHI CHCTEMHHUX aJMIHICTPATOpiB ISl 3aCTOCYBAHHS TMEBHUX IMOJITHK
oesnexkn Ha mpuctpoi. Hanmpuxnaa, MDM moxe BuIatu BijjajeHy KOMaHAYy Wwipe 1
CTepTH Bci KopriopaTuBHi JaHi Ha BYOD [8].

3actocyBaHHs MOJITUKH Oe3neku rapantye, mo BYOD BiamoBigae momiTHKam
oe3nexu mignpueMcTtBa. [lomiTuky Oe3nmeKW MOXKYTh BKJIIOYATH, SKI KpunTorpadiuni
orepartii CiiJi BAKOPUCTOBYBATH, pO3MIp KITFOUIB TOIIO. ba3a MaHWX MOMITHKUA Oe3MeKu
(SPD) miaTpumMyeThCst B KOpriopaTuBHOMY TipocTopi. SPD micTuTh Taky iHdopmariito, K

THIT JaHHUX, TPOTOKOIK Oe3meku Ta Kirodi [9].

1.3. Mertoau ynpaBJjiiHHsI MOOLILHUMH KOpPUCTYBayamMu KoHuenuii BYOD

Uitka Ta n00pe Hamucana nomituka BYOD moxe OyTu mepmiuM KpOKOM Y
3a0e3IeueHHl KOHTPOIIO0 Haj Oe3nekoro Ta KoHpigeHuidHICTIO cepenoBuima BYOD.
KopuctyBaui BYOD mnoBHHHI AOTpUMYBATUCS [EIKUX 3arajbHUX BKa3iBOK II0J0
JIOCTYITy Ta BUKOPHUCTaHHS 1H(GOpMAIITHIX pecypciB opradizamii. Mera monsrae He B
oOMeXeHHI CcBOOOAM KOpPHUCTyBauya Ha MOro BJIACHHUX IPUCTPOSX, a B TOMY, IIIOO
3aMpoONOHYyBaTH O€3Me4yHe pIMIeHHS, YBIMKHYTH JHWCTaHIIMHY pOOOTYy Ta 3HAWTH
piteHHs, sike Oyjie BUrpaurHuM aJis 060x cropid. Kimrodosi cioBa — 1o0pe opradizoBaHe
IUIaHYBaHHS, 3PYYHICTh 11 KOPUCTyBaya Ta MPUCTPOIO, MiHIMaJIbHI OOMEXEHHS Ta
BUMOT'H, KOH(QiAeHIIHA 1HQOpMallid 3aJIUIIAE€THCS MPUBATHOIO, BIAMOBIJAE€ BUMOIram
ISO [13].

Ta6mus 1.1

Etamu po3po0ku nmomituku BY OD

ETanu nonituku Omuc
1. Cnucok mpucTpoiB
[Tpuctpoi 2. OC 1 Bepcis MPUCTPOIO
[IpaBa agminicTpaTopa abo root, 3maMaHo 4u Hi
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Eranu nmomituku

Ormc

Di3uuumnin 3aXUCT 1

4. Slkmo moxnuBa, 6ararodakTopHa ayTeH)iKiIis
5. Mi"iMyM 6-3HaYHUM MapOIh

6. [Taponb uist mporpam, Ae 3HaXOJAThCA 1HPOpMaIlii PO

AOCTYI : . : :
KomnaHii abo iHQopMallig, IO CTOCYEThCS KOMIaHii.
Heob6xigHa nepiognyna 3MiHa

OOmMexeHHs 7. J1o3BONHTH 3aBaHTAKEHHS MPOTPAMHOT0 3a0€3MeUYeHHS,

BCTAHOBJICHHS SKE 3aPEECTPOBAHE B CIIUCKY BIIOMUX

IPOrpaMHOTO 8. Inmni 3aBaHTaKeHHs HE OOMekeH1 *

3a0e31eueHHs
9. lo3Bonutu BeepeanHi Mepexki nuie Bigomi BYOD-s 3a
CIIMCKOM BiJJOMUX MPUCTPOIB

OO6mexeHHs .

. 10. lo3BonuTu MoxximBicTh VPN
1 AKITIOYEHHS 70

1H(OopMaIitHUX cepBiCiB

11. He obmexxyBaTu miakiIrodeHHs 1o myomiaaoro WIFI*
12. HaBuutu mepcoHan po3yMiTH O€3IeKy, PH3UK

nyOJIYHUX MEPEeX 1 SIK 3aXUCTUTH cebe

JlucraHiiiHe
BUMKHCHHS,  CTHpaHHS

a00 OJIOKYBaHHSI

13.5Ikmo  maponbs s JOJATKIB  BBEIEHO S5 pasiB
HEMPaBUIBHO, TO/A1 OJIOKYBaHHS
14, Sxmo mnpuctpiii 3arydiseHo abo BKpajeHO, TOIi

OJIOKYBaHHS

Kpunrorpagiuni Mmeroau

15. Sxmo npucTpii moTpanuTh OO0 TPETIX PyK abo Horo
BKpPaJlyTh, TO KpunTorpadidHi 3aco0M MOBUHHI 3a0€31MeUNTH
Oesreky iHdopMamii — HaAIMHUN IMapoiab, HEMOXJIUBICTH
3poOUTH KOMIiI0, MPOYUTATH 1H(OpPMAIlIO 13 30BHINIHHOTO

IPUCTPOIO

3axXucT BIA MIKIJUTUBUX

nporpam

16. 3axucT Bijg BipycCiB 000B'I3KOBUIA
py

Pe3epBHi komii

17. Pe3epBue komitoBanus 3 BYOD 3aboponeno™
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Eranu nmomituku Ormc

18. KopuctyBauam 3abopoHeHO 30epiratd Komii YH
pe3epBHi KoIii iHpopMaIlii mo3a nmporpamMamu, 103BOJIEHUMHU
oprasizaii€to, abo Ha 1HIIUX NPUBATHUX MPUCTPOIX, K1 HE

BXOJISITh JI0 CIIMCKA BIJOMUX MPUCTPOIB

Bukopucranns BeO- | 18) Beb-mporpamu Ta cimyxOu y BHYTPIIIHIA JTOKAJIbHIN

CEepBICiB 1 BeO-7I0/IaTKIB | MEpPEeXki JOCTYITHI JIMIIIE 32 HAsIBHOCTI1 3’ efHaHHS VPN

* Opranizauis npuitmae Ha ce0e pU3UKHU Ta HACIIIKH JIJISl 3pyYHOCT1 KOpHCTyBaya

JoOpe nouatu po3poOKy MOJIITHUKHU, ajie 3a0€3MeUUTH JOTPUMAHHS MOJTITUKU MOXKE
OyTH CKJIaHO, SIKIIO TUTHKW TPAIiBHUK BIAMOBimae 3a cBiii mpuctpiit. [Iporpamue
3abesneueHHs «Mobile Device Managementy 103BOJISFOTh KOMITaHISIM 3aIpOBaKyBaTH
Ta KepyBaTH MOJITUKOIO, 110 pobuth MDM kopucHow He mumie ais nomituk BYOD.
MDM  o3Hawae Oynb-Ky mporpamy a00 I1HCTPYMEHT, NpHU3HAYCHHUH IS
PO3IOBCIOKEHHS MPOrpaMm, JTaHUX 1 mapaMeTpiB KoHPirypariiii Ha IpUCTPOi MOOIITLHOTO
3B’s13Ky. JlocnmiikeHHs cTpareriudoi 6e3neku nokasye juiie 33% 3 1084 pecrioHaeHTIB
BUKOPUCTOBYIOThH MpOrpamMHe 3a0e3MeUeHHS I KepyBaHHSA MOOUTBHUMHU MPUCTPOSIMH
(MDM) nns 3abe3nedeHHs €1uHOI momiTUKU Oe3neku. [Ipu Bubopi nomituku BYOD 1
cucreM MDM opHuM 13 HaWBaXJIMBIIIMX MUTaHb € Te, SKI OmepalliiiHi CUCTEMU
miATpuMyBaTHME KommaHis [9].

Pimenns MDM 103BOJNSIOTH MAMPUEMCTBAM JIOTIOMAraTy CIIBPOOITHUKAM
e(eKTHBHO BUKOHYBATH CBOIO POOOTY 3a TOMIOMOT'0I0 MOOITFHUX TMPUCTPOIB 1 BOJHOYAC
JIO3BOJIAIOTh TIANPUEMCTBAM €(EeKTUBHO KEpyBaTH BCiMa TaKUMH TPUCTPOSIMH B
opranizariii. Kinpka nepeBar MDM.:

elIpocTi aBTOMAaTH4HI OHOBJICHHS TPOrPAMHOI0 3a0e3MEeUeHHsT Ha MOOLTLHUX
PUCTPOSIX.

® AIMIHICTPaTOp MOXKE TUCTAHIIIIHO KOHTPOJIIOBATH Ta KEPYBATU MPUCTPOSMHU.

eMDM mpornoHye MOXKIHMBICTh PE3EPBHOIO KOIMIIOBAHHA Ta BIJHOBJICHHS

KOPIIOPAaTUBHUX JTAHUX.
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e MOXJIMBICTh JAUCTAHIIIMHOTO BIAKIIOYEHHS Ta OJOKYBaHHS TMPUCTPOIO s
3ano0iraHHs HECAHKIIIOHOBAHOMY JIOCTYITY B pa3i BTpaTH M MOrpadyBaHHS MPUCTPOIB.

Cucremun MDM paucTaHIIMHO BIACTEXYIOTh CTaH MOOUIBHOTO TPHUCTPOIO IS
peryIItOBaHHs 3aBJaHb.

Puc.1.2. umtocTpye 3aranbHy cXxemy KopnopaTuBHOI apxitektypu MDM. Take
pIlIGHHSI CKJIAJA€ThCsl 3 JIBOX OCHOBHHMX €JIEMEHTIB: CepBepa Ta areHra, SKUi €
MOOUTBHUM J0AaTKOM. AreHT MDM BCTaHOBIIOETBCS HAa MOOUIBHUNM MPUCTPIN s
MOCTIHOI mepefavi iHpopMalli Ta CTarycy MiX MOOUIBHUM HPHUCTPOEM 1 CEPBEPOM.
CepBep miaTpuMye 3amuc OTpUMaHOi iH(pOpMaIlii, a TaKoX Tepenae Ha MOOUTbHHMA
NPUCTPIN PI3HOMAHITHI KOMaH/IW/TIONITUKA KEPYBaHHS MPUCTPOEM, Taki SIK CTUPAHHS,
OsoxkyBaHHA, U pyBaHHs TOo0. CHCTeMU KepyBaHHS MOOLTEHUMHU MTPUCTPOSMHU TAKOXK

MICTATh KoHCOJIb MDM ni1st anqmiHicTpaTUBHOTO KepyBaHHs cepBepom MDM [2].

] L]

o

Mobile Device with MDM Server MDM Console
MDM Agent

Puc.1.2. Cxema apxitextypu Enterprise MDM

VY Taxiii apxiTekTypi areHT MDM BcTaHOBIIOETHCS Yepe3 playstore, 1€ OCHOBHOIO
METOI0 areHTa € HaJcWiaHHS 1H(opmallli mpo KOpUCTyBada Ta JaHUX MOOUTHHOTO
npucTporo Ha cepsep MDM, a Takox 3aCTOCYBaHHS aIMIHICTPAaTUBHUX KOMAaHJ, SK-OT
JTYCTaHIITHE CTUpaHHA Ta OJIOKYBaHHS, a TAKOX 3aCTOCYBAHHS BiIMOBIIHUX TOJITHK.

OcHoBH1 ocobnuBocti MDM:

- KepyBanns npodinsimu: cuctemu MDM HalnaimToByOTh MapaMeTpy MOJITUKH Ta
3aCTOCOBYIOTh OOMEXKEHHS MOJITHKH, M00 3MIHUTH (YHKI[IOHYBaHHS TPUCTPOIO
BIJIITOBIHO JI0 BUMOT KOMIIaH11

- BijicTesxeHHsT MICIIE3HAXO/KEHHS: JIaHl BIJICTEKEHHSI MOKHA BUKOPUCTOBYBATH

JUTSI BU3HAYEHHS TIOTOYHOT'O MICIIE3HAXOKEHHS TIPUCTPOIO Ta BCTAHOBIICHHS TIPO(DiITFO

PYyXy MPHUCTPOIO.
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- Binnanene OJIOKyBaHHS Ta CTHPAaHHSA: MOOUIBHI TIPUCTPOI MOXYTh MaTH
KOH(1ACHITIHHI KOPIOpPAaTUBHI JaHl Ta BUKOPUCTOBYBATH iX IS JOCTYIY JO KIIBKOX
KOpIopaTUBHUX Ci1yx0. KoHCOb agmiHICTpaTOopa MOXKe JTUCTAaHLIHHO 3a0JI0OKyBaTH Ta
CTEpTU NPUCTPiH, OO BIJHOBUTH HOr0 3aBOJACHKI HAJAIITyBaHHS, 00 YHUKHYTH
BUTOKY 1H(OpMAIlii, CHPUYUHEHOr 0 300eM a00 KPaJd1KKOK MPUCTPOIO.

- BusiBnieHHs 310BMUCHOrO MpOrpamMHoro 3abesnedeHHs: cucremu MDM MoOXyTh
BUSIBIISITU 3JIOBMUCHE MPOTpaMHe 3a0e3MeUYeHHs B PeajJbHOMY Yaci, a MOTIM B)XXHMBAaTH
BIJIMOBITHUX 3aXO/IiB 1 HEralfHO CTBOPIOBATH 3BITH.

- PesepBHe komitoBanHs Ta mmmdpyBanHs gaHux: MDM wmoxke 30epiratu
KoHGineHIIHY 1H(OopMalito B 3amudpoBaHoMy mpocTopl. BiH Takox miarpumye
BIJIHOBJICHHS Ta PE3epBHE KOMiIOBaHH 1H(GOpMaIIii.

-Yopuuni cnucok URL-anpec: URL-ampecu BHOCATH 10 YOPHOTO CIIMCKY
BinnoBinHi URL-anpecu BeO-caifTiB, 1110 poOUTH iX HEAOCTYIMHUMU 3 Opay3epa. Lle moxke
JIOTIOMOI'TH YHUKHYTH TOT'0, 11100 CIIBpOOITHUKH BUTpAvald 4ac Ha MIEBHI BeO-CalTH, K1
He ToB’si3aHlI 3 pobOorow. JlomaBanHs URL-agpecu A0 4OpHOrO CHUCKY TaKOX €
e(pEeKTUBHUM CITIOCOOOM 3YIUHUTH JOCTYM 10 HIMOBIPHO LIKIJIJIMBUX BEO-CaMTIB.

Pimennss MDM Ha mianpueMcTBI MoOKe 3a0e3ledyBaTd JIMILE NEBHUU PIBEHb
0e3neku, SIKII0 TMepesl WOro po3ropTaHHAM HE OyJo MPOBEIEHO pPETEeNbHY NEPEBIPKY
BuUMor Oe3mneku, 1moB’s3aHux 13 BYOD. Xoua 1eit npornec 3a3Buyaii 371HCHIOETHCS Ha
OCHOB1 HEOQIIIMHOr0 aHaI3y BUMOT; TOYHUN (OPMAIIbHHUI MPOIIEC € BAXKIUBUM JIJIS
3a0e31eueHHs TOro, o0 Il BUMOTH O€3MeKHu OyJau BCTAHOBJICHI IMOBHICTIO Ta TOYHO.
Taxkum 4MHOM, Ha OCHOBI PU3HKIB OE3IEKH, OB’ I3aHUX 13 BUKOPUCTAHHSIM MOOLILHUX
IPUCTPOIB HA MIJANPUEMCTBI HEOOXIJTHO MPOBECTH aHAII3, 100 BU3HAYUTH BIAMOBIIHI
BUMOTH Oe3neku s pimeHass MDM [7].

VY Mipy TOro fIK TEXHOJIOTIYHA 1HAYCTpid MPOJOBXKYyBana po3BuBarucsi, MDM
CTaBaB Jie/lajii HECIPOMOXKHHUM 3aJ0OBOJIbHSITH BHUMOTM BEIMKHX KoMmaHii. MDM
MMOYMHABCS K CHCTEMa JJIsi KepyBaTh MpHUCTposiMu Ta 3axucty IT-iHdpacTpykTypwu.
Opnak Temep KOMITaHIsIM TMOTPiOHA MOMKJIMBICTH KEPYBATH ITUMHU MPHUCTPOSMH Ha

rIIMOIIOMY PiBHI.
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BukopucrtanHs KUIBKOX I1HCTPYMEHTIB KEpyBaHHS KIHIEBUMHM TOYKAMH IS
KEepyBaHHS Ta 3aXUCTy PI3HUX KIHIIEBUX MPHUCTPOIB Y PI3HUX MICISX MPU3BOIUTH [0
BEJIMKOI KUJIBKOCTI PYYHOI Ta MOBTOPIOBAHOI pOOOTH 1715 BIALTIB Oe3nexu Ta [T-koman,
a TaKOX IMIJBULIYE HMOBIPHICTh HEY3rOJIKEHOCTI, HENpaBWJIbHOI KOH(Irypamii Ta
NOMMJIOK, SIKI MOXKYTbh 3pOOUTH KIHIIEBl TOUKU Ta MEPEXY BpazauBuMH 10 aTak. . Unified
Endpoint Management 3Ha4HO 3MEHIIIYe pOOOTY Ta PU3UK 3aBISIKHA CTBOPEHHIO €JIMHOI
LEHTpaJIbHOI 1H(pOopMaliiiHoi naneni, ne IT-agmiHicTpaTopu Ta rpynu O0€3MeKd MOXKYTh
MeperisgaTH, KepyBaTH Ta 3aXUIIATH KOXKEH KIHIEBUU MPUCTPIH, MiIKIIOUYCHUH 0
koprnopatuBHOi Mepexi. [Hctpymentu UEM mpamorors y Beix [IK 1 mMoOumbHEX
ornepaniiHux cucremax, priaouatoun Apple i0S 1 MacOS, Google ChromeOS i1 Android,
Linux 1 Microsoft Windows. bararo pimens UEM Takox MiATpUMYIOTh NMPUHTEPH Ta
1HII MPUCTPOi [HTepHeTY peuer M KIHIIEBUX KOPHUCTYBadiB, pO3YMHI TOJMHHUKH Ta
HIII HOCI1, TAPHITYPHU BIPTYyaJbHOI PEAIbHOCTI, BIPTYyaJIbHUX MOMIYHHUKIB — YycC€, M0
npaiiBHUK 200 O13HEC-TapTHEP MOKE BUKOPUCTOBYBATH ISl MIKIFOUEHHS JO MEPEKI Ta
BUKOHaHHS podotH [8].

UEM 3Hae nipo BC1 NPUCTPOi B MEPEXKI HE3ATIEAKHO B1Jl TUITY MIJKIFOUEHHS, YaCTOTH
MIKJIFOYEHHS Ta MICIS NIAKII0YeHHs. BiH HaBITh MOK€ BUSBIISITH MAKIIOUEHI TPUCTPOI,
Mpo SKi HE 3HAIOTh aJMiHICTpaTOpu ab0 CIy)OM OE3MeKH, Y PEeKUMI pealbHOTO 4acy.
[aTerpaiss 1HCTPYMEHTIB KEpyBaHHS, CHCTEM KOPIIOPATUBHOTO MPOrPaMHOIO
3a0€3MeUeHHs Ta CTOPOHHIX TIaTdopM B OJIHE MporpamHe 3a0e3neueHHs 3a0e3nedye
Kpaliuii KOHTpOJb 1 KepyBaHHs KiHieBUMH Toukamu. Cuctemu UEM HanmaioTh
MOJKJIMBOCTI KEPYBaHHS MPUCTPOEM Ha OJAHIM TMaHEesl, CHIPOIIYIOYH KEpyBaHHS
KIHIIEBUMU TOYKaMH Ta orepallii 0e3neku. [lepimumii Kpok 10 3a0e3reyeHHs: KOMIUIEKCHOT
Oesnexku Tmependayae OTpUMaHHS BUAUMOCTI Bciei Mepexi mianpuemctsa. UEM
3a0e3nedye BHUJMMICTh Ha BCIX KIHIIEBUX HOPUCTPOSX 1 MIJKIIOYEHUX MEpekax,
JI03BOJISTFOYH TTIIIPUEMCTBAM BiICTEKYBATH BUKOPHUCTAHHS JAHUX, CHCTEMH BPa3JIUBOCTI
tomo. [{enTpanizoBanuii miaxia 10 OE3MEKH Ta €MHUN IPOTOKOJI OE3MEeKH JO3BOJISIOThH
IT-komanam kepyBaTu 0€3MEKOI0 Ta BIACTEKYBATH MI03pLIL il HA BCiX mpuctposix. Lle
JI0TIOMarae 3acTOCOBYBATH TOJITUKHA OE3MEKH Ha PI3HUX PIBHAX, MI00 3a0€3MeUUTH

CyBOpHUH 3axHCT Bi ycix 3arpo3. Kpim toro, IT-amMinicTparopu MOXYyTh HajJaBaTH



24

IEPCOHAII30BaHU JOCTYH A0 KOPIOPATUBHUX JAHUX 1 KOHKPETHUX IIPOrpaM BiANOBIIHO
70 MICLS pPO3TallyBaHHs, MOjJEJell BUKOpUCTaHHS Ta Oi3Hec-poineill. OCHOBHa MeTa
pO3ropTaHHs pillleHHs OE3MeKH MOJIArae B MOKpAIIEHHI B3a€MOJIi 3 KOPUCTyBadeM 1
MPOJYKTUBHOCTI 0€3 KoM AJjid Oe3MeKH, 1 OHE 3 IUX pilieHb BUKOHYe came 1e. Lle
no30aBJis€ BiJi HEOOXITHOCTI KEPyBaTH KIHIIEBUMH TOYKaMHU 3a JOIMOMOI'OK KIJTBKOX
IHCTPYMEHTIB, CTBOPIOIOYM Y3TOJKEHY B3a€EMOJII0 3 KOPUCTYBadeM 1 MiABUIIYIOYH

NpONYKTUBHICTH [11].
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2 AHAJII3 METO/IB TA 3ACOBIB YIIPABJIIHHS MOBLUIBHUMHA
KOPUCTYBAYAMHU KOPIIOPATUBHOI IH®OPMAIIMHOI CHCTEMH HA
BA3I UNIFIED ENDPOINT MANAGEMENT

2.1. Ipusnavenns, moxkauBocTi Ta pynkuii Unified Endpoint Management

[ITo6 3po3ymity, sk npamoe UEM, cnoyaTky moTpiOHO BH3HAYHUTH, IO COOOIO
apisitorb EMM 1 CMT.

VYupaBimiHHS MOOUTBHICTIO mianpueMcTBa, a0o EMM, e eBomrorieto MDM, sika
BUKOPUCTOBYE KOHTEHWHEPH [JIsl 3aXHCTYy MPOrpamM 1 JaHUX Ha MOOUTBHOMY MPUCTPOI.
HesBaxkaroum Ha Te, mo e 3abesneuye rHydkicth BYOD, 11e Bce 1ie He BHpilIye
npo0jeMy HEOOXiJHOCTI BHUKOPHUCTAHHS KUIBKOX IHCTPYMEHTIB KEpyBaHHS Ha
BHYTPIIIHIX 1 30BHINIHIX TPUCTPOSX.

[HcTpymMeHTH KepyBaHHs kiaieHTtamu, abo CMT, nonomaratots [T-opranizaiisMm 1
OprasizauisiM MiITPUMKH aBTOMAaTU3yBAaTH aJMIHICTPAaTUBHI 3aBJIaHHS KIHIIEBUX TOYOK,
Taki sk po3roptanHs OC, po3MOBCIOKEHHS IPOrPaMHOTO 3a0€3MEUeHHS Ta KepyBaHHs
BumpaBieHHsAMU. lle mepenbavae HamamTyBaHHA Ta KEPyBaHHS LUMHU 3aBIaHHSIMU B
MepexKi KIEHTCHKOro MpucTporo [12].

UEM noeanyrots Habopu ¢dyukmiiit MDM 1 CMT nns 3a0e3nedeHHs] TOBHOTO
KOHTPOJIIO Ta BUAMMOCTI KIHIIEBUX TOYOK, MIAKIOUEHUX 10 Mepex. Lle poours UEM
Habarato e(eKTUBHIIIMM METOJIOM KEpYBaHHS KIHIEBUMHU TOYKAMH, HIXK 3acTapiii
CHUCTEMH, OCOOJMBO cepeJl KOMMaHIA 13 PI3HOMAHITHUMH TpucTposMu. lle Takox
3abe3rneuye yHidikoBaHE HU(PPOBE CEPEIOBUIIE HA BCIX MIPUCTPOSIX 1 MICIISIX.

Pimennss UEM noennyoTh HU3KY (PYHKIIIH, BKIIOYAaIOUH 3BITYBAHHS, PO3LIUPEHY
aBTEHTU(DIKAIII0 KOPUCTYBayiB, KEpyBaHHS JOCTYNOM 1 130JIALII0 JOJATKIB, 100
MIJBALIUTH O€31eKy Ta €(PEKTUBHICTh PI3HOMAaHITHUX Mepex npuctpois. Pimenns UEM
3a0€3IeuyI0Th IIEHTPaTI30BaHe YSABICHHS MPO BC1 KIHIEB1 TOUKH, MIAKIIOYEHI 10 MEPEXKI,
a TaKOX JO3BOJISIIOTH IEHTPAII30BaHO Ta BIAJAJICHO KEPYBAaTHU BCIMa LIMMHU KIHLIEBUMU
ToukamMu 0e3 HeOOXITHOCTI KOMIIUTIOBATH JiaH1 3 JIOKaJbHUX 1 30BHIINIHIX THCTPYMEHTIB

KepyBaHHs mpucTposimu; pinenns UEM oxortroe ix yeix [18].
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UEM Takox crpoIiiye MOHITOPUHT BUKOPUCTAHHS Ta MPale31aTHOCTI MIPUCTPOIO,
BKJIFOUAIOUM BPA3JIMBOCTI, 5IKI MOTPeOYIOTh BUMpaBiieHHs, oHOBJIeHHS OC 1 OHOBJIEHHSA
OPOrpaMHOro 3a0e3MeUeHHs] Yd MporpaM, siki MOTpiOHO PO3rOpHYTH. Y TMOETHAHHI Il
(GyHKIIT JO3BOJIAIOTH 3a0€3MeYnTH 0a30BUi pIBEHb O€3MEKM Ta MOHITOPUHTY 3arpo3 Ha
KiHleBux Toukax. Jleski pimenHs UEM HaBiTh BKIIOYAIOTh PI3HOMaHITHI BOyIOBaHI
¢GyHKI1T O€3MeKH, sIKI JO3BOJIAIOTh 3aXUCTUTH KIHIIEBl TOYKH BiJ LIKIAJIMBUX MPOrpam,
BIpyCiB Ta mmuryHcekoro I13.

Ocnosna meta Unified Endpoint Management nosnsirae came B TOMY, 1110 BUTIJTUBAE
3 Ha3BW: JIO3BOJUTH KEpyBaTH Ta KOHTPOJIIOBATH BCl KIHIIEBI TOYKH 3 OJHOTO
neHTpanbHoro micis. lle o3Hauae, 1m0 pilmieHHS Ma€ MIATPUMYBATH OUIBIIICTH PI3HUX
THUITIB KIHIIEBUX TOYOK, SIKI MOXKYTh MIAKIIOUATHCS JO MEPEKi, HAMPHUKJIIAJ Oomepalliiti
cucremu Windows, Mac 1 Linux s HacTUIBHMX KOMIT FOTEpiB 1 HOYTOyKiB, 10S 1
Android anst cmaptdoHIB 1 TIaHIIETIB, a TakoX MpucTpoi loT, Taki K HMpUHTEpH Ta
MIEPEHOCH1 MIPUCTPOI.

CaMa KOHCONIb KEpYBaHHS 3alpoOIOHYe LUIMKA HaOlp (QYHKUIN, SIKI MOXYTb
BKJIIOYATH:

KOH(Irypalisi po3MOBCIOKEHHSI MPOrpaMHOro 3a0e3Me4YeHHs] Ta OHOBJICHHS
MOJIITUKH, KOH(Irypairisi JOCTyy Ha OCHOBI POJICH, OTJISII KOPUCTYBAUiB, MPUCTPOIB 1
mporpaMm, MAKIIYEHUX J0 MEpexXi, CHPaBHICTh MPUCTPOIO/CUCTEMHI 3BITH TIPO
CIIOBIIIICHHS, BIAJQJICHE PO3IMOBCIOKEHHS JOJATKIB 1 BMICTY 3a JOIOMOI'OKO
aBTOMATU30BAaHUX PO3TOPTaHb JJIs LIJTLOBUX TPYN KOPUCTYBayiB, peeCTpallisi HOBOTO
KOpHCTYyBaua Ta npuctporo [14].

Yepes 3pocTarouy CKIAQIHICTh aTaK COILIaJIbHOI 1HXKEHEpii Ta TEXHOJOTIl 3JI0MYy
napojiiB MOTPIOHO MEpPEeKOHATHUCS, L0 TMEPEBIPAETHCA KOXKEH KOPUCTYBay, KOJIM BiH
HAMaraeThCsl MiTKITIOYUTHCS 0 KOPIOPATUBHUX JaHMX 4Yepe3 CBOIO KIHIIEBY TOYKY.
Haiinpocrimuid crnocid 3poOUTH 1€ 3a AOMOMOror OaraTo(pakTOpHOI aBTEHTHU(IKaLil
(MFA). MFA — me Merox MiATBEPKCHHS OCOOH, KWW BUMAarae BiJl KOPHCTYBadiB
MiATBEPIUTA CBOIO OCOOY JBOMa YW OUIbIIE CrocoOaMu, MEpIl HDK iM Oyae HagaHo
JOCTYNl A0 TMPOrpaMH, CHCTEMH YU Mepexi. BOHM MOXyTh 1€ 3pOOUTH TpbOMa

OCHOBHHMMH CIIOCOOaMU: BUKOPUCTOBYIOUHW T€, 1[0 BOHM 3HAIOTh, Hampukian PIN-kon,
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T€, 10 BOHU MAalOTh, HAMPUKIAJ MporpamMy aBTeHTHdIKAIl, MIOCh, IO CTOCYETHCS
OlOMETPUYHHUX JaHUX KOPUCTyBaya, HaMpUKIaJ CKaHyBaHHS BIIOUTKIB mayibIiliB. MFA
rapaHTye, 10 3JIOBMUCHUKH HE 3MOXXYTh OTPHUMATH JOCTYI O OOJIIKOBHX 3aIlHCiB
CHiBpOOITHHKIB, HABITh SIKIIO IM BAACTbCS OTpuMatu napoib. Pimenns UEM mae matu
BOynoBanuii abo iHTerpoBanuit MFA. Kpim Toro, BiH MOBUHEH BKJIIOYATH CUCTEMY
eauHoro Bxoxay (SSO), 1mo o3Hayvae, M0 KOPUCTYBadl MOBUHHI MIPONTH aBTEHTU(DIKAIIIIO
JIMIIIE TICTS TOTO, SIK MPUCTPii mepedyBaB y pexuMi oQuiaiiH MPOTATOM BCTAHOBIIEHOTO
nepiofy, a He Hopa3y, KOJIM BOHM HaMararoThbCs BIAKPUTH HOBY Iiporpamy. Lle nonomoske
30epertu KOpHopaTuBHI JaHi B Oe3merii B pasi BTpaTh ab0 BUKPAJEHHS MPUCTPOIO,
rapaHTylo4y, 110 Iei 3aXUCT HE MEePENIKOKaTUMe MPOAYKTUBHOCTI CIIIBPOOITHHKIB.

[3oms11is 1oMaTKIB € 0COOJMBO BaXKJIMBOK (PYHKIIED, BIPOBAKYETE PIIICHHS
UEM na npuctposix BYOD. s dyHkiis 103Bojsi€ CriBpoOITHUKAM PO3AUISITH CBOi
0co0HrCTI Ta po0OoYl MporpaMu Ta 0E3MeYHO BUKOPUCTOBYBATH iX HA OJHOMY MPHUCTPOI.
[IponoHoBaHU piBEHb 130JAL1I BIAPI3HAETHCA B PIZHUX pilieHHAX. Jleski 3 Hux
JI03BOJISIIOTh  KOPUCTYyBauaM CTBOPUTH OKpEME «po0oue CepefOBHINE» Ha CBOEMY
MPUCTPOI, A€ Oe3nmeyHo 30epiraroThCcsi podoUl mporpamu Ta JaHl. Jleski 103BOJSAIOTH
KOpPUCTYBauyaM MIJKIIOYATUCA JI0 KOPIOPATUBHOI BHYTPIIIHBOI MEpPEXI 31 CBOrO
MPUCTPOIO. [HII MPOMOHYIOTH PEKUMH «KOHTEHHEpa» a0 «KIOCKY», SIKI HaJIar0Th
aZMIHICTpaTOopaM BHIMUUA PIBEHb KOHTPOIIO (HAMPHUKIAA, MOXJIUBICTh KEpPYyBaTH
HAJIAIITYBAaHHAMH TepudepiiHUX TPUCTPOIB abO0 TMeperisgaTd eKpaH MPUCTPOI0 B
PEXHUMI PeasIbHOTO Yacy) HaJl MPUCTPOSIMU CBOIX KOPUCTYBauiB, KOJIM BOHU aKTUBOBAHI,
JUTSL CUTYAaIlil, KOJIM MOTPIOeH MigBUIICHHH piBeHb Oe3mexu [13].

Vi pimenns UEM MaroTh HagaBatu iHQOpMAaIlito PO BUKOPUCTAHHS MPUCTPOIO
Ta BPa3JIMBOCTI, 00 IOMOMOI'TH HAJAIITYBATH MOJITUKH Ta BIPOBAIUTH BC1 HEOOX1HI
3axoau Oe3neKH Jisl 3aXUCTY NMPUCTPOiB Mepexi. Halikpalii pileHHs TakoxX J03BOJISITh
peai3yBaTH L€l 3aXMCT 3a JONOMOIOK MOTYKHHMX IHTEerpauiid; AesKl MaroTh Il
BOymoBaHi QyHKIIiT Oe3meku. BoHr MOXYTh BKITIOUATH:

° VPN, mo6 rapantyBartu, o MepexeBi 3’ €THAHHS 3aBXKIU O€3TeUHi, HaBITh
KOJIM CIIBPOOITHUKH MiAKIIOYAIOThCS depe3 HezaxumieHi mepexi WIi-Fi, Taki sk

MePCOHABHI JJOMAIIIHI MapIIPYTHU3aTOPH 200 OE3KOIITOBHI XMapHi CITyKO0H;
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o Binnanene crupanHs a0o OJIOKYBaHHS MPUCTPOIO B pas3l BTpaTtu ado
BUKPAJICHHS MTPUCTPOIO;

o ABTOMatnyHe  OJIOKYBaHHS  TPHUCTPOIO  TMICIs  TMEBHOTO  MEpioay
O€3TIsITBHOCTI JIJIs 3aXUCTY BijJ BTpaTH a00 KpaabKKu 1HGOpMAITIiT;

. besneka enekTpoHHO! MOIITH, SKa TapaHTye, IO Ha MiJKIIOYCHOMY
IPUCTPOT MOKHA BIIKPUTH JIUIIIE HATIMHI KOPIIOPATUBHI BKJIAJICHHS;

o PerymioBanHsT HanmamTyBaHb IUCTAHIIAHOTO TMepUdEpPIHHOrO MPUCTPOIO,

HaNpHUKJIaJ T'y4HOCTI a00 ACKPABOCTI €KpaHa, 1 IUCTaHIIHII meperysa ekpana [15].

2.2. Ilpusnayenns, moxxauBocTi Ta pynkuii Unified Endpoint Management
Bix ManageEngine

Unified Endpoint Management Bim ManageEngine — e BeO-momaTok st
aJMIHICTPYBaHHA Ta KepyBaHHsS poOounMm croimoMm. Ll mporpama mo3BOIIsiE
aAMIHICTpaTopaM €(QEeKTHUBHO KepyBaTH KOMIT IOT€paMU 3 LEHTPaJbHOI TOYKH. BiH
MICTUTh Taki (QYHKIi, SIK pO3rOpTaHHS MPOTPAMHOTO 3a0E3IMECUEHHS, KEPyBaHHS
BUIIPABJICHHSIMHU, BCTAHOBJICHHS TTAKETa OHOBJIEHB, KEPYBAHHS pecypcaMu, PO3TOpTaHHS
OC, Bignaniene KepyBaHHs, KOH(ITypallii, CHCTeMHI IHCTpYMEHTH, 3BiTH Active Directory
1 3BiTH IIpo BXia KopucTyBada. ManageEngine Endpoint Central Bumarae 3aBaHTaKeHHs
Ta BCTAHOBJICHHS arcHTa Ha BCIX NPUCTPOsIX, skuMU kKepyBatume Endpoint Central.
AJMIHICTpaTOPU MOXYTh YBIWTH B OHJIAMH-TIOPTaNI, 00 KepyBaTH MPUCTPOSIMU Ta
NPU3HAYCHUMHU JUUIsl HUX KopucTyBadamu [10].

KepyBanns sumnpasinennsmu (Patch Management) mo3Bosisse aaMmiHicTpaTopam
BIICTE)KYBaTH CTaH BUIIPaBICHb Ha KOXXHOMY KepoBaHOMY mpuctpoi. Lle mo3Bossie
Endpoint Central 6aunTy, un Ha IESKUX MPUCTPOSAX BIICYTHI OyIb-sAKi BUIIPABICHHS, i
9M € 1[I BUMIPABJICHHS KPUTUYHUMHU 49d Hi. Y po3auni «KepyBaHHS BUIIPABICHHIMNY €
iHbopMmarliiiHa maHenb, sfKa Hajgae Tpadiku CTaHy CHUCTEMH, CIPABHOCTI MEpexi,
BIJIOMOCTI TIPO T€, SIKUX BHUIIPaBJIEHb Opakye, a TAKOXX KEPOBaHI KOMIT FOTEPH 3a IXHIMHU
onepaniiHUMHU CUCTEMaMU. Y HbOMY TaKOX € PO3UI, MPUCBSIYCHUN MOKa3y OCTaHHIX
HOBUH Oe€3MeKu. AJMIHICTpaTOp MOXE€ BUOpaTH BC1 BHUIpPABJIEHHSA, $KI BIH XO0ue

BCTAHOBUTH, HATUCHYTH «YCTaHOBUTH», a MOTIM CTBOpUTH KoH(iryparito. Ilig yac
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IPoIIeCy CTBOPEHHS KOHQIryparlii aaMiHICTpaTOPH MOXXYTh IIJIAaHYBAaTH PO3TOPTaHHS
BUIIPABJICHb Ha OCHOBI BHUOpPaHOI IMOJITHKH PO3ropTaHHSA. TyT aJMiHICTpaTOp TaKOXK
BUOWpaE, Ha SKUX MPUCTPOSX BiH XO4e pO3rOpHYTH BHUMpaBieHHs. [laTdi Takok MOKHA
aBTOMAaTH3yBaTU. AIMIHICTPATOpPU MOXYTh CTBOPUTH aBTOMATHYHE 3aBIaHHS IS
BCTAHOBJICHHS TAT4iB, OHOBJIEHb CTOPOHHIX PO3POOHUKIB, OHOBJIEHb AHTHUBIPYCHOI
nporpamMu Ta JapaiiBepiB. L{i aBTOMaTW4yHI BUIPABICHHS MOXKHA BIJKIACTH, SKIIO
HEOOX1THO, BKA3aBIIN KUTBKICTh JHIB OYiKyBaHHS a00 BiJl BUITYCKY BUIIPABJICHHS, a00

B1JI JIaTH 3aTBEPKCHHSI.

Home Configurations PatchMgmt  Software Deployment  Inventory Mobile DeviceMgmt  Tools Reports  Agent  Admin

‘ Network Patch Status System Health Graph
Dashboard
@ Cooglefixes aze Inerabll hrome 108.0.5359.94/.95 Stable Channel
B pd
Patches o Health Not Available
] @  Google fixes several high severity vulnerabilities in its Chrome 108.0.5359.71/72 Stable
Systems g o "
Healthy Systame Channel update
L= 2
L Highly Vulnerable Systems.
esloyment w0
@ Googlefes a high severity vulnerability in its Chrome 107.0.5304.121/122 Stable
ol Channel update
Reports Vulneracle Systems
P Paiches
Paich staiue @  Mczilla releases security updates for Firefos (107.0), Firefox ESR (1025.0) and
e Thunderbird (102.5.0)
@  Fatch Tuesday November 2022 - Supported Updates
Missing Patches by Severtty Missing Patches by Vulnerability (Top 20)
@  Google fixes high severity vulnerabilities in its Chrome 107,0,5304,106/107/110 Stable
Patch Description Missing Systems
Channel update
e Upgrade to macOS Ve and 9,201
Unrsed pgrads to macOS Ventura - Intel an . v
o silicor
’ ©  (Blog] November 2022 Patch Tuesday comes with fxes for 68 vulnerabilities. including 6

MacOS - Monterey 12.6.1 (Software e zeradays
Update) - AutoRboO -

. 482 important T
Google Chrome (x84) (108.0.5359.99 248
¢ @  Google fixes high severity vulnerability in its Chrome 107.0.5304.87/88 Stable Channe
Mederate Google Chrome (x64) (108.0.5359.72 209 update
et 28,9022 02,00 A

Java SE Development Kit (x64) (11017 .
(oK @  Coogle fixes several high severity vulnerabilities in its Chrome 107.0.5304.62/63/68

M Stable Channel update o

Puc.2.1. Intepdeiic Bknaaku «Patch Management»

KepyBanHs mporpaMHUM  3a0€3MEUEHHSM KOHTPOJIIOE, SKE IpOorpaMHe
3a0€3MeUYCHHS MOYKHA, a SKE HE MO)KHA 1HCTAIIOBATH Ha KEPOBAHUX MPHCTPOSX. BiH
TaKOXX MOK€ CTBOPHTH CIMCOK YyCIX TIpOrpaM, BCTAHOBIEHWX Ha IMPHUCTPOI.
ANMiHICTpAaTOp MOXXE aBTOMATH3yBaTH PO3TOPTAHHS MPOTPAMHOTO 3a0€3TMEUCHHS 3a
JIOTIOMOTOI0 A0JIOHIB, momnepennbo HajamroBanux y Desktop Central. 1i maGmonn
MIPOTPAMHOTO 3a0€3MeUeHHS CIIPUSAIOTH MBUIKOMY CTBOPEHHIO Ta PO3TOPTaHHIO MAKETIB
IIpOrpaMHOro 3a0e3IeueHHs, HaJaloud BCIO HEOOX1IHY iH(opMaIio mpo mporpamHe
3abe3rieueHHs i aaMiHicTpatopa. Ilicms Toro, sk Bce HEOOXigHE IIporpamMHe
3abe3reueHHs Oyze JOJaHO 10 TaKeTIB, aJAMIHICTpATOp MOXKE 3aIllyCTUTH TIPOILIeC

BCTAHOBJICHH:, CTBOPHBION HOBY KOH(i)il"ypaHiIO. [TakeTn TakoXX MOXKHa BHUIAJINTHU,
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AJOTPHUMYIOYHUCH TOI'O CaMOI'0 IIPOLCCY, OIIMCAHOI'O BUIIIC, 1 3aMIHUBIIIA BCTAHOBJICHHS Ha

BUJANeHHs. Puc. 2.2 1mocTpye nporec po3ropTaHHs MPOrpaMHOro 3a0e3MeueHHs.

{c}

ITabnoamn 3
Templates) CIHcoK MakeTiB
( P : (List of packages)

Hanamrryeasnsa
(Configurations)

Bipryanraa
ManreEa

Puc.2.2. Ilponec posropranus nporpamaoro 3abe3nedents Endpoint Central

Bxmanka «lnventory» wmictuth OaraTo pi3HUX PO3AUTB, SIKI OXOIUTIOIOTH
KOMIT IOTepH, 00JagHaHHs, TpOrpaMHe 3a0€3MEeUeHHs, CIIOBIIIIEHHS Ta 3BITU. B po3aim
KOMIT'IOTEPH MOYKHA TEperIsiIaTH IMOTOYHI KEpOBaHI KOMII FOTEPH, JIOAaBaTH HOBI

KOMH,IOTepI/I Ta 3MIHIOBAaTH JIaHi PO HHUX.

Home Configurations  PatchMgmt  Software Deployment  Invertory  MobileDeviceMgmt  Tools  Reports  Agent  Admin  Support

G} Prohiit Software

o) Block Executable

P SeanSystems

[] File Scan Rules

7 Software Metering -
@ Manage

0 Manage Software Category

Puc.2.3. Intepdeiic Bknaaku «Inventory»
Ao nepedTH Ha OJMH 13 KOMIT'IOTEPIB Yy CHHCKY, BIJIKPHETHCS BIKHO 3
JeTaabHOI0 1H(popMaIliero mpo BUOpanuit kom orep. JeranpHa iHdopMmaillist po3ourta Ha

Oarato pi3Hux Bkiaaok. L1 Bkmanku: 3seaenus, Cucrema, O6naananus ta [Iporpamue
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3a0e3nedeHHs. Bkimagka «Summary» MiICTUTh IETaJbHUN OrJisag KoMirtorepa. Ha
BKJIQI «SYSteEM» repepaxoBaHi BCi CIIyKOHM, KOPUCTYBayi, TPYNH Ta JpaliBepH, 5Kl € Ha
komm’rorepi. Ha Brmaami «Hardware» HaBemneHO BCi BIiIOMOCTI PO  amaparHe
3a0e3reycHHs BUOpaHoro komm 'torepa. Ha Bxmammi «Software» mepemideHo Bce

porpamMHe 3a0e3MeyeHHs, BCTAaHOBJIEHE Ha MPUCTPOI.

Home Configurations PatchMgmt  Software Deployment  lnvertory  MobileDeviceMgmt  Tools  Reports  Agent  Admin  Support

[ Computers

5 Hardware @ LastSean: 30SPM | 8, User Currently Logged on &, Last Logon User ('3 Last Boot Time :| (B Need Encryotior

QN software mmary System Hardware Software Certificates ~ Geo-Tracking  File Details Security USB Audit History
0 rerts

[ Inventory Reports » Windows User © Licensed English

ey Asset Summary Disk Usage e
Application Control

Q) Prohibit Software Total Harguare “

Total Software
) Block Executable

Commencial Software 0

Non-Cor
Software

£ ScanSystems

Prohibited Software o

2] File Scan Rules

71 Software Metering

& Manage Licenses

Operating System H ‘Windows 10 Professional Edition [xé4) OS Version
QY Manage Softwsre Category

Windows User Product ID

License Type : System Drive c

05CDKey

Puc.2.3. Intepoeiic Brmagku «Computer Details»

KepyBaHHsI MOOUIBHUMU MPUCTPOSIMU JIO3BOJISIE aJAMIHICTpaTOpaM PEECTpyBaTU
KOMIT'IOTepU Ta MOOUIbHI HpUCTpPOi Ta KepyBatu Humu. Poznin «Mobile Device
Management» Takoxx Kepye OyIb-sSIKUMHU MPOTpaMaMH JJisi MOOUIBHUX MPHUCTPOIB, SKi
oprasizaiiisi BUpIIIMIA BUKOPUCTOBYBATH. AJIMIHICTPaTOPH MOXYTh HaJIallITyBaTH
KepOBAaHUU NIOCTYN OOJIKOBUX 3amuCiB, a00 CaMOCTIMHO JJo0JaBaTh iX BpY4YHY 3a
aonoMoror BOymoBaHoi (yHkiii mnomryky nporpam Endpoint Central. ITorim i
OporpaMd MOXXHA MPU3HAUYUTH OyAb-IKOMY MOOUIBHOMY IIPHUCTPOIO, SIKUM Kepye
EndpointCentral. Takum e unHOM MOXHa KepyBaTH nporpamam# st Windows i Mac.

KepyBanns >xuBieHHsM € yactuHOoo ManageEngine Endpoint Central, sxa
JI03BOJISIE BU3HAYATH Ta 3aCTOCOBYBATU CXEMHU >KUBJICHHS JiJ1sl pucTpoiB Windows, Mac
1 Linux. LI cxeMu >XKHUBJIEHHS BHU3HAYAIOTh, KOJIM MPUCTPOI BHUMKHYTh JUCIUIEH,
NepelIyTh y PEXKUM CHY, CIUISTYUNA PEKUM 1 BUMKHYTbH KOPCTKUN Auck. Hampuknan, €
MOJKJIMBICTh HAJAIITYBATH CXEMY KHBJICHHS, 3TIHO 3 SIKOI0 CHCTEMa MEPEXOJUTHME B

PEXUM CHY Ticis 1 XBWIMHU O€3aisUTbHOCTI KoMIT torepa [11].
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Takox MOXeHa BUKOPHCTOBYBATH KEPYBAHHS KUBJICHHSIM, 1100 BUMKHYTH BCI
KOMIT I0TE€pH B HEpOoOOUMii yac a00 HaNAITYBATH MOJITUKY J1J1s TUTAHYBAHHS] BAMKHEHHSI
JUIsl Tpyn KoMl 'toTepiB. Hanpukian, sIKIIO MpaniBHUKK 3aKiH4YIOTh poboty o 17:00,
MO)XHA HaJIAIITYyBaTH IpaBWia BUMKHEHHs iXHIX HpucTpoiB o 17:00, mo0 Bam He
JTIOBEJIOCS] pOOUTH 11€ BPYUHY.

VYnopasninas IT-aktuBamu — minaTdopma Hagae MOXIMBOCTI KepyBaHHa [T-
aKTUBAaMH, SIK1 TAIOTh 3MOTY CKaHYBATH Ballly MEPEKY Ha HasiBHICTh HEIIIOaBHO JTOJJAHUX
amapaTHUX 1 MPOrpaMHUX aKTHUBIB 1 OTPUMYBATH CIOBIIIICHHS MPO 3MIHU Y CEPEIOBHIIII
3a JOTIOMOTOI0 TIOTIEPE/KEHb 1HBEHTapu3allii B peadbHoMy 4Yaci. [Ipormec ympaBiiHHS
aKTUBAaMHU MPOTIOHYE PsiJ] BapiaHTIB KOHPIryparii. Hanpukian, € MOXIUBICT BUBHAYUTH
YacTOTY 3allVIaHOBAaHUX CKaHYBaHb 1 YW MOTPIOHO 3amyCKaTH CKaHYBaHHS IOJICHHO,
HMIOTHKHS YM IIOMIcALA. TakoX MOXKETe MPOBOJIUTY CKAHYBAHHS 32 BUMOT'O10.

Tak camo MO)XKHA HaJalITyBaTHU CIHOBIIICHHS, 00 CUCTEMa CIOBIIAja MI0pa3y
PO JO0JaBaHHS YW BUJAJICHHS MMPUCTPOIB BBEIACHHS/BUBEACHHS, TIPUCTPOIB 30epiraHHs
JAHWX, JIOTTYHUX MPUCTPOIB, MaM’AT1 YU eJIeMEHTIB KepyBaHHs. lle qomomarae TOYHO
3HATH, SIK1 IPUCTPOI MIAKIOYEHO 0 BaIIOl MEPEXI.

[Inatrpopma Moke aBTOMAaTHUYHO CTBOPIOBATU OOpa3u AUCKIB podouoro abo
BHUMKHECHOT'O KOMIT FOTepa, a IOTIM JIOJaBaTH iX J0 IEHTPaI30BaHoro cxopuiia. IToTim,
Koimu ix Oyzge 30epekeHOo, KOPUCTYyBaudl 3MOXKYTh BHUKOPUCTOBYBATH HaJaIITOBAHI
m1abJIOHW PO3TOPTAaHHSA JJisi PO3rOpPTaHHS 00pa3iB JUCKIB HA OCHOBI POJ KOXKHOTO
ciniBpoOiTHuka. [loTiM po3ropraeTbcsi HOBUM o00pa3 JUCKa, KOPUCTYBad MOXKeE
peanizyBaTu KoHQIryparii micias posropTaHHsa. Hampukian, mijg 4dac po3ropTaHHS
OHOBJICHHSI Ha KOMII IOTepi KOPUCTYyBad MOXKE HAJIAINTYBATH CUCTEMY Ha aBTOMATHYHE
BCTAHOBJIEHHS HOBHX mporpam a6o ¢ainie EXE Ha npuctpoi. ®DyHkuii, HajgaHi
mw1aTdopMOI0, CTBOPIOIOTH MIIHY OCHOBY JUJIsi aBTOMaTHU3allii CTBOpPEHHs oOpasiB i
posropranHs OC 1 1mo30aBislOTh aJMIHICTPATOPIB HEOOXIAHOCTI BUTpAayaTH yac Ha
KepyBaHHS HUMHU BPYYHY.

ManageEngine Endpoint Central Takox mpomnoHye Kiibka HaaOyaoB Oe3meku
KIHIICBUX TOYOK, SIKI MOJKHa BUKOPUCTOBYBATH JJISI 3aXHCTY MPHUCTPOIB Bij] 30BHINTHIX

3arpo3 3 TOYKH 30py Oesrneku. Hampukiaza, JOMOBHEHHS KepyBaHHS BPa3UBICTIO JA€
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3MOT'y 3alyCKaTH CKaHyBaHHS Bpa3JIMBOCTEH Ha KIHIIEBMX TOYKaX, MI00 BHUSBIATU
HENpaBWIbHI KOH(DIrypallii Ta Bpa3auBOCTI, K1 MAJAI0Th MPUCTPOI PUBHKY 3laMy. €
(GyHKII TPOBOJIUTH NIEPEBIPKU MPOrPaMHOro 3a0e3neueHHsl, 100 BUSBUTH HEOE3MeUHe,
IIKIJJTABE Ta HEABTOPHU30BAaHE IporpaMHe 3a0e3MeUeHHS Ha CBOiX MpuCTposx. Lle
MOIIUPIOETHCA HA aHTUBIPYCHI MEPEBIPKU, SKI JO3BOJSIOTH MOOAYUTH, YA MOTOYHUHN
AHTUBIPYC OHOBJICHUH 4 HeaKTUBHMM. [1naTdopma TakokK MPOIOHYE 3aXHUCT BiJ] 3arpo3
Ha PIBHI mporpamu. 3a JOMOMOIOI0 HaAOYAOBH JJIsl KEPyBaHHS MPOTpaMaMy MO>KHA
CTBOPIOBATH 0111 CIIMCKH, 100 BU3HAYATH, SKi MPOTPpaMH CXBaJIeH], 1 YOpHI CITUCKH, SIKI
OJIOKYIOTh HETNPUUHATHI Ta WIKIUTMBI Tporpamu mo Bcidi mepexi. [l koudirypaiii
JI03BOJITIOTH JIETKO TIEPEKOHATHCS, 110 3aKOHHI MTPOrpaMu MiATPUMYIOTHCS, a TIKIJJIHBI
pOrpaMu BUAAISIOTHCS.

®dyukiig rapantidiHoro BifctekeHHs Endpoint Central (puc.2.4.) mo3Bosnse
3amuCyBaTU  TapaHTiiHy  iHpopmalio  no’s3anux  IT-oOnmagHaHHs, — 110
BUKOPUCTOBYETHCS HA IMIAMPUEMCTBI. 32 IOTIOMOT'O0 IIHOT'0 MPOTPAMHOTO 3a0e31eUeHHS
JUTSL BIJICTEXKEHHS TapaHTii MOEHA BBOJIUTH TaKi JI€Talll, IK CEPBICHUI TeT, /1aTa MOKYIKH
Ta 3aKIHYEHHs TepMiHY 111 akTuBy Tomo. AreHT Endpoint Central, sikuil 3Hax0quThCs Ha
KJIIEHTCHKII MalluHI, CKaHye pi3H1 AeTtam akTuBy. Ll iHdopmalis Haacuiaerbecs Ha
IIEHTPaJbLHUM CepBEP KIHIICBOT TOUKH Ta MEPEBIPAETHCS 32 JOMOMOIOI0 BXITHUX JTaHHUX,
aKi Oynu 3amucaHi panimie. AGCoIOTHO He oTpeOyroun BTpydanHs [T-agminicTpaTopa
oprasizaiiii, € MOXJIMBICTh aBTOMATHU3yBaTH BECh IMPOIEC KEPYBAaHHS TapaHTISIMH 3a
JIOTIOMOT' OO MPOTPaMHOTo 3a0e31eUeHHs JIJIsl BIICTE)KEHHS TapaHTIH.

Jnst cuCTeMHHMX aJMIHICTPaTOPIB YK€ BaXKJIMBO BUKOPUCTOBYBATH NMPOTrpaMHE
3a0e3reueHHs Il KepyBaHHS TapaHTisIMU Ha 00JIaIHAHHS Ta MIporpaMHe 3a0e3neueHHs
y CBOiM oprasizaii, o0 BiJICTeXKyBaTH rapaHTiiHi aetam [T-akTuBiB, SIKUMU BOHHU
KEePYIOTh, | BAKOPUCTOBYBATH JOJATKOBHM 3aXUCT JIJIS IPOIYKTIB y pa3i MOIIKOHIKECHHS
Yy HecHpaBHOCTI. Byap TO TpilMHa Ha eKpaHl, IOMHWIKA B ONEpPaTUBHIN mam’sTi, 3011
KOPCTKOTO JIMCKAa 4YM Oynb-siKa TMepeadacHa HEeCIpPaBHICTh KOMII IOTEpa, MpPOrpamMHe
3a0e3MedeHHs IJIs BIJICTE)KEHHS TapaHTii TapaHTye, 10 BU HE BTPATUTE TAPAHTIIO, SIKOIO

BM MOTJIM CKOPHUCTATHUCS, OO 3aMIHUTH YW BUMpaBUTU Horo . Cucrema ympaBIIiHHS
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rapaHTisMu 30UTbIIYE IMAHCH Ha MIABUIIEHHS SKOCTI MPOTPAaMHOrO Ta arapaTHOTO

336631’[6‘-IGHH5[, o CIIipus;gae l'Ii,HBHH_IeHHIO HpO,HYKTI/IBHOCTi.

Home Configurations Threats tches  Software Deployment Inventory OSDeployment Mobile DeviceMgmt Browsers Tools Reports Admin  Support

Reports Category
Schedule Reports
@ Inventory Reports > Soon to expire Warranty

@ Custom Reports
& po Soon to expire Warranty

& QueryReports
[@ Active Directory Reports Filter By: WORKGROUP ~ | Group v Warranty Expires within: Al -

& User Reports
2 Total:8 | Q@ B L

0 Computer Reports 0

Computer Name Domain Name Shipping Date Warranty Expiry Date Days Left Service Tag/Serial Number Product Number Owner ? Location ?
= G Report:
# Group Reparts [N DCtemp WORKGROUP Jul 18,2016 Jul21,2021 - - - -
@& OUReports
| DC-K12R2-3 WORKGROUP Nov 9,2016 Nov 12,2021
[E Domain Reports
£ GPOReports o DESKTOP-9J816... WORKGROUP Nov 10,2016 Nov 12,2021 - - - -
5 User Logon Reports [ DESKTOP-UP&0..  WORKGROUP Nov 10,2016 Nov 12,2021
*a Power Mgmt Reports
S rHame Repe 0  DGWI0-64-1 WORKGROUP  Feb13,2017 Feb 15,2022
[8 Configuration Reports
[ dcga-win10-64-2 workgroup Apr27,2017 Apr 30,2022
(& Patch Reports
Inventory Reports O dega-wlO-temp WORKGROUP Aug 10, 2017 Aug 13,2022
& USBReports [ DC-FW-K16-1 WORKGROUP Sep 6, 2017 Sep 9, 2022
Reports
D &7 1-80f8 25 -

Puc.2.4. ®ynkuis rapanTiiiHoro Bigcrexxenns Endpoint Central

[HCTpYyMEHT  BigmameHoOro JOCTYIly 3HA4HOK  Miporwo  jgomomarae IT-
aZMIHICTpaTopaM 1 poOUTh MPOIEC YCYHEHHsI HECIIPABHOCTEH MIBUAIIAM 1 HAAIHHITIINM.
Endpoint Central Hamae qoctym 1o 6e3miui pyHKITIH BiIIaIEHOr0 JOCTYIY , K TOKa3aHO

Ha puc 2.5.

Home Configurations Pa . ent lwentory OSDeployment Mobile De . fools  Reports  Admin  Support

Toots oy Remote Control helps you to gain access to remote computer. This requires UEM Central Agent to be installed In client systems. Enable ACtiveX controls In the IE browser from where 3 Connection to the client systems is being estalished.
& Remote Control Precequisites for Remote Control | Need more Features?
@ system Manager Computers History Settings Screen Recording Performance User Confirmation

3 Remote Shutdown
[ Promot the User for Conrmation 7 Viewer: © HTMLS Viewer O Active X

G Wake on LAN

FilterBy: Domains *  CustomGroup ~  AgentUveStatus -] 8 Tut2 | Q @
Q Chat

Computer Name « User Name 1P Address Action Remarks OS Platform

¥ Announcement

2 I deaawdp Adwinistrator 1722415961 Connect
& System Te .

P S & )+ ICTkosh Adwin 192168194213 Connect : Disconnected at 07:32PM
& Need Additional Tools? 1-2062 25 -
Quick Links ~ Hide
How Tos Knowledge Base FAQ

1. How to enable ActiveX Controls in Internet Explorer for the ActiveX Viewer?

2. How to share and control a remote desktop?

3 How to configure UEM Central to prompt the user before sharing their desktop?
4 How to switch between multiple monitors during a remote session?

Puc.2.5. Intepeiic BikHA BiIIaJIEHOTO IOCTYITY
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1. [TinTpuMka KiIBKOX MOHITOPIB: BijjajicHa MalllMHA MOXKE MaTH OiJbIie
OJTHOTO aKTUBHOro MoHitopa. [licis BCTaHOBJEHHS BIAJMAJIEHOTO 3’ €IHAHHSA
Bi100OpaXaTUMYThCS BC1 aKTUBHI MOHITOPH.

2. Ilepenaua daimiB: Qain MOXHA JUHAMIYHO TiepeJaBaTH TijJ vac
BIJIJIaJIEHOTO CEaHCY, 110 POOUTHh MOT0 MPOAYKTUBHUM. 3aJIeKHI (Qaiiian MoKHA JT0JaTH
a00 BUJAJIUTH MiJl YaC YCYHEHHS HECIIPABHOCTEA.

3. 3a0710KyBaTH MOHITOP KIHIIEBOTO KOPWCTyBada Ta BUMKHYTH BBEICHHS:
[I{o6 BupimmTH TpPOOJEMH IIBHJIIC, MOXE 3HATOOUTHUCS ITIOBHHM KOHTPOJIL HaJ
KOMIT I0TepoM 0€3 BTpy4YaHHS KOPUCTyBaya.

4. 3amuc BiIJAJIeHUX CEAHCIB: 3amlKcaHl BiAJaJeHl CEaHCH MOKHA
BUKOPHUCTOBYBAaTH JJII OCBITHIX LJIeHW Ta ayauTy. SKmo y opraHizamii € HOBI
CIiBpOOITHHUKH, 3aMMCaHI CEAHCH MOXKHA MepeaaTH M /I HaBYaHHS.

5. 3axucT KOH(DIAEHIIHHOCTI KIHIIEBUX KOPUCTYBAuiB: SIKIIO JOTPUMAaHHS
Bumor HIPAA a6o PCI € npoGaeMoro, peKOMEHIYEThCS OTPUMATH JO3BLUT KOPUCTyBaya
nepeT BCTAHOBJICHHSIM BiJilajieHOTo 3’ € AHaHHs. [{fo OIIlifo OTpruMaHHS J03BOJY MOKHA
3poOuTH NocTiHOI 32 qonomoror Endpoint Central.

6. YCyHEeHHsT HECHpaBHOCTEM 13 MOOUIBHOTO MPHUCTPOIO: IHILIOBAHHS
BiJIJTAJICHHUX CEAHCIB Ta BUPIIICHHS MPOOJIEMU 3 KOMIT IOTepamMu Oy/b-7e Ta OYyIb-KOIH
3a JIOMOMOT'0F0 MOO1JTFHUX MPUCTPOTB.

BukopucranHsg OPTaTUBHUX MPUCTPOIB 30€piraHHs TaHUX CTBOPIOE JIBI OCHOBHI
npoOyieMH Il Oprasizaiii: KpaaiKKa JaHduX 1 1H €KI[iS 3JI0BMHUCHOTO MPOrPaMHOIO
3a0e3medeHHs. 3a BIJACYTHOCTI KOMIUIEKCHOIO MPOrpamMHOro 3a0e3neyeHHs JUis
kepyBauHs USB-nipucTposiMu HE3a10BOJICHOMY TPAIliBHUKY HAJ3BUYAHO JIETKO BBECTH
3JIOBMUCHE MpOrpaMHe 3a0e3rnedeHHs1 a00 BUKPACTU BaXKIIUBY ISl O13HeCy 1HQOpMaLio
3a nonomorowo USB-npuctporo. II{o6 3amobirtu mnomaioHum peuyam, IT-komanmam
HEO0OX1THO BBeCTU cyBopl oomexxeHHs Ha USB mpucTtpoi 3a 10noMororo BiJIIOBIIHOTO
KepyBaHHs Oesnekoro, 100 3abe3meyuTu KOHTpoib USB-mpuctpoiB. ®DyHkmii
oesneynoro kepyBanHs USB Endpoint Central momomarators amMiHicTpaTOpam
ooMexuTu BuKopuctanas USB-nipucTpoiB BUOIpKOBO Ha OCHOB1 PI3HUX pOJIEH 1 BILTIB.

Le#t acnekt kepyBanusi USB-nipuctposiMmu 103BOJIsI€ aAMIHICTpAaTOpaM IEHTPaIi30BaHO
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KOHTPOJIIOBAaTU BHUKOpHCTaHHA pi3HUX USB-mpucrpoiB y wmepexi, Onokyrouu abo
BUMUKarouu ix. Lle 3armo0irae HeCaHKIIIOHOBAaHOMY 3aBaHTa)KEHHIO, & TAKOXK MOKIMBOCTI
3anpoBaHPKEHHs MIKIJIMBOrO MIPOrpaMHOro 3a0e3MeyeHHs B Mepexy. Bukopuctopyrouu
nmporpaMHe 3a0e3nedyeHHs IS KepyBaHHS Oesnekoro USB, oOMeXeHHs MOXHa
BCTAHOBUTH HE JIMIIE HA PIBHI KOMIT'I0T€pa Ta KOpPUCTyBaya, aje il Ha TUIll BUPOOHHUKA,

3a0e3neuyoun OUIbIY JOCTYIHICTb.

Home Configurations  Threats &Patches  Software Deployment  Inventory  OSDeployment  Mobile DeviceMgmt  Browsers  Tools  Reports  Admin  Support

Add Configurations ~

£ Configuration > Secure USB (User)
[] Templates Name and Description

#; Collection
me: | ysB configuration

§ Trash Select the Devices to be Blocked/Unblocked

Reports
The workflow has been changed. Deploying this configuration will revoke all the existing configuration for accurate reporting and status tracking. Learn More
& USBReports

[8 Configuration Reports  » Device Type No Change Unblock (Unblock All) - Block (Block All)
Mouse
DiskDrive 7
| Configuration Settings CDROM

~ Portable Devices
y Script Reposit 3

ey FloppyDisk 2| Clickhere to View Reports

Blustooth

#- Need more Configurations?

Image

Printer

Madem

Apple USB Devices 7

Puc.2.6. KepyBanus 6e3nekoro npuctporo USB
IT-koMaHIM CTUKAIOTHCS 3 TPOMI3KUM 3aBIaHHSIM aHATI3y BUKOPUCTAHHS
PYYHUX HAKOMUYYBauiB, KOMIIAKT-IUCKIB 200 OYyIb-SKHUX 1HIITUX MOPTATUBHUX
MIPUCTPOIB 30epiraHHs JaHUX, K1 MOKYTh 3arpoKyBaTH JaHUM abo Oe3Iielll KOMITaHii.
3aBk/IM Kpallle 3aucyBaTH i Jii 11 MalOyTHBOTO ayIuTy 3a JI0MOMOTOI0 JUCTIeTYepa
npuctpoiB USB. [Iporpamue 3a06e3neueHns 11 kepyBaHHs O6e3nexoro USB Bij
Endpoint Central qonomarae BificTeXyBaTh BUKOpUCTaHHs 3a3HaueHux USB-npuctpois

1 HaJla€ BCIO HEOOXI1IHY 1H(opMaIlito, HAMPUKITA:

o ImM's mpucTporo

o Im'st kopucTyBaua

° Tun npuctporo

o TpuBamicTh yacy

o BupoO6Huk Ta 1H1I11€.

[Ticns Toro, sk USB-npuctpiit 6yno oOMexeHO, MOXKHA HAJIAIITYBAaTH MapaMeTpu

cnioBieHb USB, 111006 moB1IOMISTH KOPUCTYBAUIB II0Pa3y, KOJIM BOHH IIKIIOYAIOTh
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3abopoHeHuit npuctpiid. Takum yuHOM, IT-rpymnu MoXXyTh BUKOPHUCTOBYBATH (HYHKIII1
kepyBanHsi USB-nipuctposimu Endpoint Central 1 rapanTyBaTH, 1110 KiHIIEBUH
KOPHUCTYBau JOTPUMYETHCS MOMITUKN oOMexxeHHs: USB, BCTaHOBIIEHOI OpraHizalli€o.

KepyBanHs Ta kouTpoas USB-nipucTpoiB — 11e Mporiec MOHITOPUHTY Ta
oOMexeHHs BukopuctanHs USB-npucTpoiB y Mepexi 15l 3aXUCTY Bil BHYTPIIIHIX
3arpo3. KepyBanus npuctpoem USB € 000B’s13k0BUM 1151 O€31EKH KIHIIEBUX TOYOK 1
JaHMX, a HaJIe)KHE IporpaMHue 3abe3nedeHHs i kepyBaHHs Oe3nexoro USB 3amobirae
3arposam.

Endpoint Central moctaBisieTbcs 3 IHTErpOBaHUM HaOOPOM 3BITIB, SIKHIA
JIEMOHCTPYE IMOBHUM 1 BAMEPITHUIN CITUCOK 3BITIB. Bin iHdopmartii, mo crocyeTses
JieTaliell BXOAy KOpUCTyBaya, 10 IHBEHTapu3allii, OB’ s13aHO1 3 MEpEXKero, 1Ie 10IoMarae
[T-anmiHicTpaTopaM OTpUMYBATH 1111y HU3KY 1HGOpMaIllii HaBiTh 13 Active Directory
CBOr'0O MIANPHUEMCTBA BChOT'0 32 KiJIbKa KJIallaHb MUIIKOIO. Y TIpaBIiHHSA pOOOYUM
CTOJIOM MO>KHA CIIPOCTUTH 3a JIOIIOMOIOI0 TapaMETPIB IIaHYBaHHSI POTPaMHOT0
3a0e3nedenHs. L1 3BiTH OTpUMYIOTH iHPOpPMAILitO Ta BIIOOpaXaroTh ii y 100pe
BiipopmaToBaHOMy BUIIIsAL. [lapameTpu nepeTBOpEHHsI BUJIyYEHOIO 3BITY B 1HIII
(dopmaru ¢aiinis, ax-ot PDF 1 CSV.

3BITH TIPO KEPyBaHHS CEPBEPOM 1 pOOOYNM CTOJIOM, IHTETPOBAHI 3 TPOrPAMOI0,

MOKHA KJTacu(iKyBaTH SIK:

o 3BiTH TIPO KOH(IrypaIiro

J 3BITH IIPO YNIPaABIIHHS KUBICHHSIM
o 3BITH PO BUIIPABJIEHHS

o 3BITH IIPO 1HBEHTAPI3ALIIO

o 3BITH IPO BXiJ KOpUCTyBaya

o 3BiTu Active Directory

3BITH PO KOH(DIrypallito NOB’s13aH1 3 IEBHUM KOPUCTYBaueM a00 KOMII IOTEPOM.
3BIT npo KOHGIrypaIiiro pod0o4oro CToIy Ha OCHOBI TIEBHOTO TUITY KOH(Iryparlii TaKox
MO>KHA OTPUMATH 3a JOIOMOTOI0 ITPOrpamMHOro 3abe3neueHHs. Li 3BiTH gy»e KOpHCHI

MiJ] 9ac ayauTiB.
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Ockinbku iHimiatTuBu Go-Green MOMIMPIOIOTHCS B KOPIMOPATUBHOMY CBITI, Ha
aJMIHICTPATOPIB MOKJIATAETHCS JOJATKOBUM TsTap 100 30epexxeHHs eneprii. JlogaTok
MOXKE€ JOTIOMOITH aJMIHICTpaTopaM TIEPpEUTH B PEXKUM CHEPro30epeKeHHS,
BUKOPHUCTOBYIOYH CBOI TOBHOBAKCHHSI 3 KEPYBaHHS )KUBJICHHSIM. 3BIT PO Yac poOOTH Ta
IPOCTO CUCTEMH MOKe OYTH KOPUCHUM JUIsl pO3POOKH CTpaTerii eHepro3oepexeHHs Ha
M1IPUEMCTBI.

3BITH IPO BUIIPABJIEHHS HA/IAIOTh JI€TAJIbHY 1H(POPMALIIIO PO BPA3JIHMBI CUCTEMH Y
Balllii MEpEeXi pa3oM 13 JeTajlsiMU BHUIPABJICHHS [JIi YCYHEHHS Ii€l BPa3IHBOCTI.
JlomaTok TepioguYHO CKaHy€ CUCTEMHU Ta BHU3HAYAE BPA3NIMBICTH TMICIS TEPEBIPKHU
BIJICYTHOCTI BIAMOBIIHMX BHWIpaBlieHb. Pi3HOMaHITHI 3BITM MPO BUIIPABIEHHS, SKI

ITPOIIOHYIOTHCS, BKIIFOYAKOTh:

o 3BIT PO Bpa3IuBi CUCTEMU

o 3BIT PO Bpa3IuBl BUMPABIICHHS

o 3BIT NIPO MATPUMYBaHI BUTIPABICHHS
° 3BIT PO CTaH 3aBJAaHHS

3BITH TIPO 1HBEHTApi3allil0 HAJAI0Th MOBHY 1H(GOpPMAIIIO MPO BECh IHBEHTAp Y
Mmepexi. BaxnuBy iHdopmariito, SK-OT BIANOBIAHICTH JIIIEH31T Ta BIAOMOCTI TPO
BUMIPIOBaHHS POrPaMHOro 3a0€3MeUeHHs, MOKHA JIETKO OTPUMAaTH, CTBOPUBIIHU 3BITH
npo iHBeHTapu3ailio. JlocTylHiI OKpemi 3BITHM IPO I1HBEHTapu3allilo oOJiaJHaHHS Ta
nporpaMHoro 3abesnedeHHs. JocTynHi QuIbTpU TaKOXK MOXYTh OyTH 3aCTOCOBaHI JIJIst
BUJIYYEHHS LJIOTO psily KOPUCHOI 1HQOpMallii, sKa MOKe 3HaIOOUTHCS.

3BITH PO BX1J1 KOPUCTYBaya HaJal0Th HaO1p 1H(POpMallii, OB’ s13aHOT 3 AKTUBHICTIO
BX0Ay KopucTyBaya. [IpogyKT nponoHye crnemiaibHi 3BiTH, 110 CTOCYIOThCS MOAPOOUILIb
BXOJly/BHXOY, icTOpii Bxomy Tomo. KoM’ otepu, Ha SKUX KOJIEH KOPUCTYBad HIKOJIU
HE BXOJMB y CUCTEMY, TAKOK MOXHA 3HAWUTH 3a JIOMOMOTOI0 TOTOBOTO 3BIiTY. OCKUTBKH
3BITH 0a3yIOTHCS HA areHTax, BOHU € OUIBII TOYHUMH Ta MICTATh TaKi BIJIOMOCTI, SIK 4ac
BXOJly T4 BUXOJy KOPUCTyBada, KOMIT IOTEp, 3 SIKOTO BiH YBIMIIIOB, KOHTPOJIEP JIOMEHY,
PO KW BiH MOBIJIOMHUB, TOIIO, @ TAKOX 1CTOPIIO BXOY.

3Bitu Active Directory HamaroTh IT-anMiHiCTpaTOpy BCl BaXIJIMBI BIAOMOCTI TIPO

iHppacTpykTypy Ta 00’ekth AD y namamtyBanHax Windows. Endpoint Central
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CIIeIIaII3yEThCS Ha CTBOPEHHI 3BITIB AD 1 IMPONOHYy€e MOXKJIUBICTh CTBOPEHHS 3BITIB 0€3
cuenapiiB ais [T-nepconany. CtBopeHi 3BiTH Active Directory moieruryrots nepiognysi
NepEeBIPKH BIJIMOBIIHO JI0 CTaHAAPTIB BIAMOBITHOCTI.

€ MOXJIMBICTb CTBOPUTH OYyIb-KYy KUIbKICTH poisieid y Endpoint Central 1 nHanatu
iM J103BOJIM Ha CBiM BUOIp BIAMOBIAHO 0 ocoOucTUx moTped. [ToTiM mi posi Mo)KHa
noB’s13aTu 3 kopuctyBauamMu Endpoint Central. Takox € Habip mornepeHb0 BU3HAUECHUX
pOJICH, SIKI CTalIOTh Y Haro/i:

o AnmiHicTpaTop. Ponb agmiHicTpaTopa 03Ha4Ya€e CynepaaMiHICTpaTopa, SKUi
3/11CHIOE TIOBHUI KOHTPOJIb HAJl yciMa MOJYJISIMU

o I'ictb. Ponb rocTs 30epirae 103B1 JIMILE HA YUTAHHS JJIs BCIX MOAYJIB.

o Texnik. Ponp TexHika Mae YITKO BU3HAYEHUW HaOIp J03BOJIB s
BUKOHAHHSI MTeBHUX omepaiiid. KopuctyBauam i3 pomto TexHik 3a00pOHEHO BUKOHYBATH
BCI omepailii, mepeniueHi Ha BKIaALl AIMIHICTpaTop.

o Aynurop. Posib AynuTopa cTBOpeHa cemiaibHo Juis Hiei ayaury. Lg ponb
JIOTIOMOKE HAJaBaTH ayAUTOpaM JI0O3BOJM TEperjisfaTH JeTall 1HBEHTapu3allii
IPOrpaMHOro 3a0e3MedeHHs, MePEBIPSITH BIANOBIAHICTH JIIIEH31T TOIIIO.

. Ponp 3aco0y mepermsimy BigganeHoro pobodoro cromy. Pomb 3acoly
neperjsiay BiIIaJeHOro poO0Yoro CToja JO3BOJIUTh KOPUCTYBayaM, OB’ I3aHUM 3 HEIO,
BUKJIMKATH TIAKIIOYEHHS JI0 BIJIAJIGHOr0 po0OYOro CTONY Ta MEPerjisiaTH BiOMOCTI
PO KOPUCTYBAUIB, SIKI MIKJIFOUMIUCS 0 EBHOI CUCTEMHU.

o Menemxkep IT-aktuBiB — Menemxep IT-akTUBIB Mae MOBHMM JOCTYN 10
MOJIYJIsl KEpYBaHHS aKTHBaMHU, a BC1 1HII (yHKINT HEJOCTYIHI.

J Menemxep BurnpanieHb. Polib MeHeKepa BUMNPABIIEHb Ma€ TOBHUM JOCTYM
JI0 MOJTYJIsl KEpyBaHHS BUIPABJICHHSIMH, a BC1 1HII MOYJ1/(yHKIIIT HEOCTYIIHI.

o Jlucrieruep MOOLILHUX MPUCTPOIB — JucmeTuep MOOUTBHUX MPUCTPOIB Ma€e

HOBHHMI JocTym 10 Moayist MDM, a Bci iHmi moayii/gyukiii HegoctymHi [21].
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2.3. Komnonentu Ta apxitexkrypa pimenns Unified Endpoint Management

Bix ManageEngine

[lentpansuuii cepBep Endpoint posramoBanuit Ha caifti 3aMoBHUKA. CepBep nae

3MOT'y BUKOHYBAaTH pI3HOMAaHITHI 3aBJaHHA KepyBaHHS pOOOYMUM CTOJOM, 11100

JOTIOMOT'TH aJIMIHICTpaToOpaM e(PeKTUBHO KePyBaTH KOMIT FOTEpaMH B MEPEKi KOMITaHii.

I[GSIKi 13 3aBJaHb BKIIIOYAIOTh HACTYITHEC!

o BcraHoBNeHHS areHTa Ha KOMIT'IOTEPH B MEPEKi 3aMOBHHUKA

o Posropranus koHdirypariii

o CkaHyBaHHS 1HBEHTApPIO Ta BUIPABJICHb

o dopmyBaHHs 3BITIB. Hampukian, 3BiTH, TOB’si3aHlI 3 KOMIIOHEHTaMU

iHppacTpykTypu Active Directory

PekoMeHlyeThbCcsl B3arajli HE BUMHUKATH LIEHTPAJIbHHUI cepBep KIHIIEBOI TOYKH.

Horo cnig mocTiiHO BMHMKATH, 100 NIOAHS BUKOHYBAaTH PI3HOMAHITHI 3aBIaHHS

KepyBaHHS pOOOYMM CTOJOM. YCi 3aBAaHHS KepyBaHHS pPOOOYMM CTOJIOM MOXKHA

BUKOHYBATH 3a JOIMOMOI'0K0 KOHCOJI1 MPOAYKTY.
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Endpoint Central LAN Architecture I

Vendor Websites

Managed Endpoints

Active Directory

EC Server

ManageEngine
Central Repository Server

)

WM

Third Party
Notification Service

Puc.2.8. Apxitekrypa nokanbHoi Mmepexi Endpoint Central

Arent Endpoint Central — 1ie nporpama, sika BCTaHOBJIIOETHCSL HA KOMIT I0T€pax,
AKUMU KepyroTh 3a fonomororo Endpoint Central. BiH aBToMaTHYHO BCTaHOBITIOETHCS
Ha KOMIT I0TE€pH B JIOKaJIbHII Mepexi. Lle qornomarae BUKOHYBaTH pi3HI 3aBJaHHS,
iHimioBaHi Ha cepBepi Endpoint Central. Hanpukitaa, mjist Toro, o0 BHIAIUTH
nporpaMHe 3a0e3MeYeHHs 3 KOMIT I0Tepa y MepexKi, MOKHa 3pOOUTH HEO0OX1TH1
HaJaIITyBaHHS JIJIs 1IbOT0 3aBaaHHs Ha cepBepl Endpoint Central. AreHT BiATBOPIOE 111
HaJIalITYBaHHs Ta 3a0e3neuye epeKTUBHE BUKOHAHHS 3aBJaHHS.

AreHt Takoxx oHOBIIO€ cepsep Endpoint Central 3a gonomoroto cratycy
po3ropHyTux KoHpirypaiiil. Bin nepioguuno nepeipsie cepep Endpoint Central Ha
HasIBHICTh IHCTPYKIIIH, MMOB’I3aHMX 13 3aBJIaHHAMHU, 1 BUKOHYE 1X. ATEHT 3B'SI3YEThCS 3
CEpBEPOM, KOJIM BiAOYBaIOTHCS TaKi Jiii:

o Kondirypaiiii 1151 koprucTyBaya: aBTOpU3allisi KOPUCTyBadiB, 90-XBUITMHHUMI
IHTEpBaJI OHOBJICHHS

o CnewianbHi  KOH(Iirypamii KoOMIT'lOoTepa: 3amyck KoM torepa, 90-
XBWJIMHHUHM 1HTEPBaj OHOBJICHHS

ba3a nanux BumpasieHp — Iie OopTal Ha BeO-caiiti ManageEngine. Bin mictuth
HalfHOBIIY 0a3y TaHUX Ypa3IUBOCTEH, KA MYOJIIKYETHCS MICISI TECTYBAaHHS BUIIPABJICHb.

[enTpanbanii cepBep Endpoint mepionuuHo CHHXPOHI3YE 110 iHPOPMAIII0 Ta CKAHYE
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KOMIT' IOTEpH B Mepexi, 100 BU3HAYMTH, SKI Tatdl BiAcyTHI. BiacyrHi mnaryi
BCTAHOBJIIOIOTHCS HA KOMIT FOTEpax, Ha SKUX iX HEMAE.

3B’ 130K Mk cepBepoM Endpoint Central 1 6a3010 1anux BUNIpaBiIeHb B110YBAETHCS
yepe3 MpoKci-cepBep, abo dyepe3 mpsiMe 3’enHaHHs 3 IHTepHerom. HeoOximHi martui
3aBaHTaXXYIOThCS 3 BeO-CATIB BIAMOBIIHUX MOCTAYaIbHUKIB 1 30€piratoThCsi Ha cepBepl
Endpoint Central nepen po3ropTanHsM iX Ha KOMIT FOTe€pax y Mepexki. AT€HTH KOMIIOITh
HeoOX1TH1 ABIHKOBI (aitin BumpaBiieHs 13 ceppepa Endpoint Central.

BeO-koHCOIb TIPOAYKTY € IEHTPAIBHOI TOYKOK, 3 SKOI aaMIHICTPATOP MOXKE
KepyBaTH BCiMa 3aBJaHHSMH, MTOB’I3aHUMH 3 KEPYBAHHAM poOo4YuM cTosioM. JlocTym 110
i€l KOHCOJI1I MOXHa OTpMMaTH 3 Oyab-skoro micis. Hampukmnaa, 10 HROro MoXHa
orpumatu noctyn yepe3 LAN, WAN 1 3 nomy yepe3 Iureprer abo VPN. Jlns gocrymy
710 B€O-KOHCOJI1 HE TOTPiOH1 OKpeMI IHCTAISIIIT KITIEHTA.

VY HanamTyBaHHAX JOMEHY Ha ocHOB1 Active Directory cepep Endpoint Central
30upae nani 3 Active Directory Jj1s1 CTBOpEHHSI 3BITIB JJIs1 HACTYITHOTO:

o Caiitu

o Jlomenu

° Opranizariiiai oguauii (OU)

o ['pynu

o BinomocTi npo xomm'torepu

Ile mae agMiHicTpaTopaM JOCTYII J10 BCi€l iHGoOpMallii, sika 30epiraeTbest B Active

Directory [10].
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3 PO3POBJIEHHS BAPIAHTA YIIPABJIIHHSI MOBLJIBHUMMU
KOPUCTYBAYAMMU KOPIIOPATUBHOI IHOOPMALINHOI CUCTEMM 3
BUKOPUCTAHHSIM KOHIENIII BYOD

3.1 Po3po0.ieHHs ynpaBJiiHHA MOOUWIBHUMH KOPUCTYBA4YaMH KOPIOPATHUBHOL
iHpopmaniiftHOI cucTeMH 3 BUKOPUCTAHHAM KoHuenuii BYOD

Xoua mpuctposimu B cepenoBuiii BYOD mnoTpiOHO KepyBaTH Al 3aXHUCTY
KOPIOPAaTUBHUX JAHWUX, TOBHUN MOHITOPUHI 1 KOHTPOJIb MPUCTPOIB, IO HAJEKATh
NpaiiBHUKAM, MOKE MPU3BECTH JI0 TOTO, IO NMPAIIBHUKHA BBAKATUMYTH 11€ TTOPYIICHHIM
iXHbOI KOH(IICHIIIHHOCTI Ta aKTHUBHO NPOTHUCTOATH ymnpariaiHnHi BYOD. Kpim Toro,
3alpOIICHHS CITIBPOOITHUKIB BHUKOPHUCTOBYBATH 1XHI OCOOMCTI TIPUCTPOI MOXKeE
OPU3BECTU JO HIMPOKOr0 PO3MAITTSA THUMIB MPUCTPOIB 1 miuatdopm, 3adydeHuX 0
pobouoro nporecy. Moxke 0yTH BaKKo 3a0€3MeUnTH cTablIbHUN PIBEHb KOHTPOIIO HaJl
ycima My npuctposami. o6 mogonaTu i npodiemu, opraHizaiii MOBUHHI pO3pOOUTH
yiTky nomituky BYOD i BUKOpHCTOBYBaTH XOpOIIHiA iHCTpYMEHT ympasiinas BYOD
[13].

Po3po6nenns momituku BYOD:

. Opranizaris Ta cniBpoditHukE BY OD po3nmoaiistoTs BiAIOBIIATBHICTD 32
iHbOopMarliitHy 0e3neKy Ta KOH(1ASHITIHICTS.

. [IpucTtpoi 31 3maMaHuM JIOCTYNOM 1 PYTOBaHI MPUCTPOI 3a00pOHEH1 [0
BukopuctoByBanHa sk BYOD. Bonu posrnsnaroTees sk HeOe3medHi, MpUCTpoi 3
NOPYIIEHHSIM KOH(IIEHIIHHOCTI, TOMY MiAAaI0ThCS BIUTMBY 3arp0O3 Ta BPa3JIMBOCTEH.

» KoprnopatuBHy iH(poOpMallil0 MOXXHAa OTPUMYBAaTH, 3MIHIOBATH, OOpPOOJIATH,
30epiratu Ta nepenaBatd Ha npuctposx BYOD nuine 3a yMOBH yCHIIIHOI peecTpariii
MIPUCTPOIO/ T IKITFOUEHHS.

* Iadpopmariro, Aka KiIacuPiKyeTbCs SIK CyBOpPO KOH(IJEHLIIHA, 3a00pOHEHO
3MiHIOBaTH a0 30epiraTu Ha mpucTposx BYOD.

 Kopuctysaui BYOD noBuHHI BUKOPHUCTOBYBATH JIUIIIE METOIA aBTEHTHU(IKAIIIT,

Taki gK 1IGHTU(IKaTOp KOPUCTyBaya Ta Mapoib, cxBayeHi [ T-kepiBHUIITBOM OpraHizarlii.
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. VYei npuctpoi BYOD noBuHHI BHUKOPHUCTOBYBAaTH OJIOKYBAaHHS €KpaHa 3
napoJieM, SIKUii aBTOMaTHIHO OJIOKY€ TIPUCTPIN y peKUMI OUIKyBaHHS.

. Opranizanisi Ma€ IpaBoO KOHTPOJIIOBATH CBOIO 1H(GOpPMAIIII0 HA TPUCTPOSX
BYOD, a takox oOmexyBatu abo OnokyBaTu noctyn mnpuctpoiB BYOD no
KOPIOpaTUBHUX 1H(OpMAIIHHUX peCcypCiB 1 aKTHUBIB.

 KopucryBauam BYOD pexkoMeHnyeTbCcs HE 3aBaHTaXXyBaTH Ta HE
BCTAHOBJTIOBATH Oy/Ib-SIKUH IIKIJIMBUA KOHTEHT 200 MporpaMu Ha CBOi IPUCTPoi. Y pasi
MOpyIIeHHs Oe3neku a00 KOH(IICHIIHHOCTI BHACIIIOK 3aBaHTAaKCHHS IIKIIIHBOTO
KOHTEHTY/IOJaTKIB IIOBHY BiANOBIAaIbHICTh HECE BJACHUK IIPUCTPOIO.

. KopuctyBaui BYOD HecyTh BiJIIOBiabHICTh 32 PE3E€pPBHE KOIIIOBAHHS
JAHUX CBOIX MPHUCTPOIB, @ TAKOX 32 PO3KPUTTSI CBOIX PE3EPBHUX KOTIH.

. IIpo BTpadeni abo BkpajneHi npuctpoi BYOD ciig moBiioMuTH B CiIyX0y
niarpumku IT ado Biaain iHGopMaliitHOT O€3MeKH MPOTATOM MaKCUMYyM 24 TOJIHH.

* [Ipuctpoi BY OD MoxHa qucTaHIIHO CTEPTH, SIK IPABUIIO, 3a 3T0JI00 BJIACHUKA,
KOJIM BIH/BOHA TIOBIIOMJISIE, IO WMOro/ii MPUCTPIA € BpazIMBUM/3apaKeHUM abo
BTPAaYeHUM/BUKPAJICHUM, a00 MOro/il 3BUIbHSAIOTH 3 poOoTH. [1o110HUM YMHOM PHUCTPOT
BYOD wmoxyTs OyTH BiamajneHO cTepTi 0e3 3roau BiacHuKa, skmo [T-cnemiamictu
Mi03PIOI0Th a00 BUSBISIOTH MOPYIICHHS JAHWUX YW TOJITHKH, 3arpo3y 3JI0BMHUCHOTO
MPOrpaMHOro 3a0e3MeueHHs Yu Bipycy abo aTaky, po3moJary Ha/depe3 MPUCTPii.

* [I{o6 36epertu koHdiAeHIIIHHICT, KOpucTyBadiB BYOD 1 yHukHyTH mocTymy
KEpIBHMIITBA OpraHizaiiii 0 0cooucToi iHpopMallii Ha MPUCTPOSX, KopucTyBauam BY OD
PEKOMEHAYEThCS BIJOKPEMUTH OCOOMCTI JaHl BIiJ poOOOYMX JAaHUX B OKPEMHX
narkax/Karajorax Ha CBOiX MPUCTPOSX 3a JIOMOMOTO0 11eHTU(PIKAaTOPiB.

[Ticns Toro, sik kopuctyBay norojauscs 3 BYOD nomniTukoro KoMIadii, a CHCTEMHI
aaMiHICTpatopu, abo ciayx0a MHIATPUMKH TEPEKOHAJUCh B TOMY, IIO MPUCTPIH
BIJIITOBia€ BUMoram, HeooxiaHo Bctanoutu UEM [25].

Posropranns BYOD mnomitukm 3a gomomororo Endpoint  Central Bix
ManageEngine:

3Bakar04yu Ha MOCTIHHE 3pOCTAaHHS KIJTbKOCTI MOCTAYaIbHHUKIB aTaK 1 YaCTOTH aTak,

HEOOX1HO II0J000BO MIATPUMYBATH BCl KIHIIEBI TOYKM BAlIOro MiANPUEMCTBA B
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aKTyaJIbHOMY CTaHl Ta BHIPABIATH 1X. DYHKIS aBTOMATUYHOIO PO3TOPTaHHS
BuripaBieHb (APD) Endpoint Central Hajae cucteMHUM agMiHICTpaTOopaM MOKJIUBICTh
aBTOMATUYHO PO3TOPTATH BUMPABICHHS, SKMX HEMA€E Ha IXHIX MEPEKEBUX KOMIT FOTepax,
0e3 pyqyHOro BTpy4YaHHSI.

Yepes Braaaky “Patch Management” HeoOXigHO mepeBIpUTH, YM BCl HEOOXITHI

KOMITOHEHTH BCTAHOBJICHI, SKIIIO HI — BCTAHOBHUTH.

Home Configurations PatchMgmt  Software Deployment lnwentory MobileDeviceMgmt  Tools Reports Agent Admin  Support

Dushoosed [ Missing Patches (1243)

B B nsulledrachesiios Windows 10 05 Feature Packs are now supparted!
Panches

Follow the et tione piven o successfully deploy Windows 10 feature packs using Patch Management.

3 Acplicable Patches (2258)
o
Speems @ Critical Vulnerabilities.
s> Detailed View

C3  £Z SupportedPatches(166688)  Thisview displays the detalled summary of the patches available in each system.
Dxesioyment
& Latest Patches (8506)
Filers
Total Records| X B &
fsparss

- [ cetsied view PatchID Bulletin 1D Patch Description Patch Status Computer Name Domain Operating System Service Pack Deployed Date Remarks PatchUnil

8 L Downloaded Patches w— Swing0 ering < BYOD

Setvmgs

B Decline Patch .
EI1I0168  MSWU3491  Mierasof Edge for chromium business (108.0.1462.48) (x64) + installed avap Windows 10Profess Windows 10V.. - NotSuppc
Sazsas  Tu-s02 -Lite Codec Pack full (17.2.0) @ Missing 8voD- Windows 10Profess . Windows 10V, — - Supportes
B3271%0 Tu-530 Lenovo System Update (5.07.0140) + Installed BYOD: Windows 10 Profess._ ‘Windows 10V. - - Supporter
Qazrs  TuT Git (x4) (238.1) @ Missing 8Y0D- Windows 10Profess . Windows 10V, — - NotSuppe
327302 TU-1315 Total Commander (10.52) @ Missing. BYOD: Windows 10 Profess._ ‘Windows 10V. - - Mot Suppc
327592 TUO2 Feoit Reader (12.0.2.12465) @Missing avaD. Windows 10Profess Windows 10V.. - Supportes
Tu-017 Gaoogle Chrome (x64) (108.0.5355.95) + Installed BYDD: Windows 10 Profess._ ‘Windows 10V. - - Mot Suppc
Bz27837 Tu-027 Mozilla Firefox (x44) (107.0.1) + Installed BYOD- Windows 10 Profess._ ‘Windows 10V. - - Mot Suppc
Mirrnsnft NFT Eramewnrk 4R 1 Runtime. @ Missine BYOD Windows 10 Profees, Windows 10V - Nt Sunne

1-25of TotalRecords 25

Puc.3.1. BcraHoBeHHS HeOOX1THUX KOMIIOHEHTIB uepe3 “Patch Management”

Jlns  HajmamTyBaHHS POOMTH TPUCTPOIB HEOOXiTHO BU3HAYUTH IPOTPaAMHE
3a0e3MeUYCHHs, SKe Mae OyTH BCTAHOBJICHE. 3a JOIOMOIor BKiagku ‘‘Software
Deployment” Busnawaemo crnmcok I13, mo mae OyTH BCTAHOBJICHUI Ha MPHCTPIH,

BIJIIIOBI/IHO /10 pOJIi KOPUCTYBaya, a TAKOXK ONepaIiiifHOl CUCTEMH.

Deployment kventary  MobileDeviceMgmt  Tools  Reports  Agent  Admin  Suppar

Package oreation v

B, Packages Recently added Templates Readv'm'he"u\’maled templates for the created packages 30

Undate automatical

[E] Templates
PP | @ tow nackage ereation works? 1B Getyour Application Added
- . FilerBy: Status - *  Operating System - Total 1143 | Q B

Agplication Software Narme Vendor Operating System Download Size Added Time Status License Type Type

Cpera Statie Overa & M 188 Ma Dec 13,2022 Coneleted Non-Cormmescial Automatic

@ Trash

Dialpad for Mac Disipad & Mac 103 M8 Dec 13,2022 et toStart Non-Commercial Automatic
& self Service Portal

Abstract for MAC Abstract & Mac 155M8 Dec 13,2022 Yatto Start Non-Commercial Automatic

Settings v VMware Fusionfor MAC  VMware & hac sr2mm Dec13.2022 Vet tostart Non-Commercia i Automatic

[E Auto-update Temgistes
_ SpringToolSuitedforMac  Spring & Mac 406 M8 Dec 13,2022 YettoStart Non-Commercial Automatic

(@ Deployment Policies
. SpringTooiSuitesforMac  Spring & Mac s03m8 Dec 13,2022 et tostart NonCommercia 1 Automatic
A VisuziStudio Code for MAC  Microsoft & M 201M8 Dec 13,2022 Vet toStart MNon-Corimecial Automatic

40 Vil vivaldi & Mac 211M8 Dec 12,2022 YattoStart Non-Commercial Automatic

Rectangle for Mac Kottt & hac 10M8 Dec12.2022 Yettostart Non-Commercia Automatic

MicrosoR Edgefor MAC L. MicrosoREdgeforMAC  MirasoftCorporation. ¢ Mac assma Dec 12,2022 Vettostart Non-Commercial Automati

Puc.3.2. BcTaHOBJIEHHS TPOrpaMHOTo 3a0e3MeYeHHS
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OKpiM IBOr0 HEOOX1THO BUZHAYUTH CITUCOK MPOrPAMHOrO 3a0€3MeUEHHS, IKE
3a00pOHEHO B KOMITaHii, TAKOK MOHA JIOJIATH BEPCito SIKy OyJie 3a00pOHEHO

BCTAHOBJIFOBATH 4CPC3 BHUSBJICHI BpaBJ'II/IBOCTi.

Home Configurations PatchMgmt  Software Deployment  Inventory ~ MobileDeviceMgmt  Tools Reports  Agent  Admin  Support

Auto-Uninstall Policy Auto-Uninst: all Status Systems With Prohibited SW User Reguests. Audit History
rerBy: Al d softw Al
Sof ame Installer Type Managed installations 7 Network Installations Uninstall Cammand 7 Exl
u u r
» 0.1044 EXE o
61 EXE [
0.0 EXE o
218.2487 EXE [
0 EXE 0
Action:
0. EXE o
£ Scan System:
1684 EXE [
] File Scan Ruk
o 181 EXE o
€73 Software Metering
23 EXE o
¥ Memgelicerees
17.00RC3 EXE o
&) Manage Software Category
400012211 wsi [ Not Applicable

Puc.3.3. BuznauenHs 3a00pOHEHOr0 MPOrpPaMHOro 3a0e3MeYeHHS

Jl71st TOoro, 11100 B1IOKPEMHUTH OCOOUCTI 1aH1 BiJl pOOOYMX TaHUX HEOOX1HO MEpEerTH
Ha BKJIAJKY “Inventory” ta Bubpatu HeOOX1AHUIN aKKayHT, IKHUil BUKOPUCTOBYIOTHCS B
pobouux 1usax. Lle HeoOXiaHO JyIs TOro, 1M00 3aCTOCYBATH MOJMITUKU TUTHKU HA OJIUH

AKKayHT, HE BIIPOBADKYIOUH iX HA ITIEPCOHAIBHUN aKKAYHT KOPHCTYyBaya.

Summary System Hardware Software Certificates  File Details Security USB Audit History AR
Services
| @ Click here for the list of Administrators in the network.
Users
Groups Filter By: Al Domains GroupName: Al A [l Generate Report
Drivers
Total:5 | Q B &
S Name * Account Type Description Domain Full Name sip Status
Ad tr Normal Account t Built-in account for administering the computer/domain BYOD-l - Degraded
DefaultAccount Normal Account Auser account managed by the systemn. BYOD- - Degraded
Guest Normal Account t ount for guest access to the computer/domain BYOD-l - Degraded
'WDAGUtilityAccount Normal Account t Al managed and used by the system for Windows D. BYOD-l - Degraded
zakha Normal Account t - BYOD-l oK

Puc.3.4. BuGip po6odoro akkayHTa JJjIsl 3aCTOCYBaHHS TTOITHK

OxkpiM 11pOTr0, Tpeda HAJAIITYBATH PEMOPTH, JIJISl TOTO, 1100 KOHTPOJIOBATH BCl MPUCTPOL

Ha AKHX BCTAHOBJICHC piH_ICHHSI. HaHpI/IKJ'IaI[, € MOXJIMBICTD TOro, Mo KOPHUCTyBad

BUIMAJAKOBO BUIAIUTH «areHT» 31 CBOr0 aKKayHTa, TUM CAMUM HisIK1 TTOJTITUKHU OLIBII HE

OymyTh 3aCTOCOBYBATHCH. JlJIsl IIbOr0 HEOOXiTHO HamAImTyBaTH pernopt «KoMm roTepu
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0e3 creriaIbHOro NMporpaMHoOro 3ade3nedyeHHs». TuM caMUM CUCTEMHI aIMIHICTPAaTOpH

3aBXIU OyJyTh B KYpCl, Ha SIKUX MPUCTPOSIX BIICYTHE MEBHE MPOrpaMHe 3a0e3MeYeHHSI.

Open with v

Computer Name

Domain

Operating System  Version
Fedora Linux 35 (Xfc
Ubuntu 20.04.4 LTS
Ubuntu 20.04.4 LTS
Ubuntu 22.04.1 LTS
Ubuntu 18.04.5LTS
Ubuntu 20.04.3 LTS
Ubuntu 20.04.5 LTS
Ubuntu 18.04 6 LTS
macOS - Monterey
Ubuntu 20.045LTS
Ubuntu 20.04.4 LTS
Ubuntu 20.04.5 LTS
Ubuntu 20.04.4 LTS
Ubuntu 20.04.3 LTS
Ubuntu 18.048 LTS
macOS - Monterey
Ubuntu 20,04 5LTS
Ubuntu 22.04 LTS (J
Ubuntu 20.04 5LTS
Ubuntu 20.04.5 LTS
Ubuntu 20.04.3 LTS

Ubuntu 22.04.1 LTS

Sewvice Pack Logged On Users
35 - 1

20.04 -

20.04 -

22.04 -

18.04 - 1

20.04 -

20.04 -

18.04 -

12.1 macOS - Monterey 1 ¢
20.04 - 1
20.04 -

20.04 -
20.04 -
20.04 -
18.04 -

12,6 macOS - Monterey 11

20.04 -
22.04 - 1
20.04 - |
20.04 - '
20.04 -

22.04 -

Puc. 3.5. Ilpuknaz 3Bity

Last Logon User

Service Tag/Serial N

3.2. Po3po0sieHHs1 pekoMeHIalii MO0 TEXHOJIOril yNPAaBJiHHA MOOIJILHUMHU

KOPUCTYBAYaMH KOPIOPATHUBHOI iH(opMaliiiHOI CcUCTeMHM 3 BHKOPHUCTAHHAM

rkoHuenuii BYOD

IcHye Benuka pPI3HOMAHITHICTh MOOUIBHUX NPHUCTPOIB, 1 (QYyHKUIi Oe3mnexwu,

JOCTYIHI IJI1 HUX MPUCTPOIB, TAKOXK TY’KE€ BIAPI3HAIOTHCS. J[esKl MPUCTpOi NpOMOHYIOTh
JMIE KiIbKa OCHOBHUX (YHKIIIH, TOAl SIK 1HIII MPOMOHYIOTH cKiaaHi QyHkuii. Lle He
00O0B’SI3KOBO O3Hauae, 1o Ounbmie ¢GyHKIN Oe3meku — Kpaiie; HacmpaBl Oarato
MIPUCTPOIB MPOMOHYIOTHh OUIbIe (QYHKININ O€3MeKu, TOMY IO MOXJIHBOCTI, SIKI BOHU
HAJA0Th, POOJATH iX OUIBII CHPUAHATIMBUMH JO aTak, HDK NPUCTPOi 0e3 IuX
MOXJIMBOCTEH. Pi3HOMaHITHICT, (PYyHKIIH Oe3reku poOUTh HEMOMIIMBUM CTBOPCHHS
KOHKPETHUX PpEKOMEHJAIlli, $KI CTOCYBaTUMYThCS BCIX MOOUIBHHUX IPUCTPOIB 1
JTOTPUMYBATHUCS IXHIX peKOMEHAAIN 11010 Oe3neKu. 3arajabHi peKOMEH Iallii Taki:

Opranxizailisi TOBUHHA!

- BctaHoBUTH porpaMHue 3a0e31edeHHs 1Sl KepyBaHHA MOOLTbHUMHU MPUCTPOSIMU
(UEM) abo mporpamue 3a0e3mneueHHst U JUCTAHI[IMHOTO KePYBaHHS Ta MOHITOPUHTY
(RMM) (BxirouHo 3

aHTUBIPYCHHUMH TpOrpamMamMu/mporpamMamMu  3axucTy Bij
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3JI0BMUCHOT'O MPOrPaMHOr0 3a0e3MeUeHHs, Je 116 MOXKJIUBO) Ha OCOOMCTHUX MPHUCTPOSX
criBpoOiTHUKIB. Ile mporpamHe 3a0e3neueHHs JJO3BOJNIMTH aBTOpu3oBaHoMy [T-
NEPCOHANTy OTPUMYBATH JOCTYII, KEPYBaTH, KOHTPOIIFOBATH Ta BiIJAJICHO BUAAJISTH BCIO
1H(OopMallito, MOB’A3aHy 3 KOMIIAHIEI0, BKIIOYAIOYN KAJICHapl, €IEKTPOHHY IMOIITY Ta
i1 mporpaMu. Ile ocoOiMBO Ba)JIMBO, KOJMM MPUCTPiIM BTpadyeHO, BUKpaJEeHO abo
BUBEJICHO 3 €KCIUTyaTaIlii.

- [lepexkoHaTUCh, 1O MPUCTPIM HATEKHUM YMHOM HAJAIITOBAHO BIANOBIIHO A0
CTaHAApTIB OE3MEeKH Ta, AKIIO0 HEOOXITHO, 3MIHUTH MapaMeTpy BIAMOBITHO O BUMOT
Oe3MneKu KOMIIaHii.

- IlepekoHaTuch, 110 BCl OHOBJICHHS MPOTPaMHOrO/anapaTHOro 3a0e3rneyeHHs Ta
BUIIPABJICHHS YCHIIIHO 3aCTOCOBAHO.

- IlpockanyBaTtu MpUCTpPiii Ha HasBHICTb HEABTOPU30BAHMX a00 HEOE3MEUHUX
Oporpam i BUAAIUTH iX.

- IlepeBipuTH, 4YM AOTPUMYIOTHCS CTAaHAAPTH TIOJITUKA KOHTPOIIO JOCTYITY
KOMIIaHii.

- KonrtpomoBatn mnpuctpiii 1 OyAp-fiki pecypcu KOMIaHli, A0 SKUX BIH
M1KJTFOYAETHCS.

[IpariBHUK MOBUHEH:

- BukopuctoByBaTH HaAiliHUN TApoib 1 aBTOMaTU4YHE OJOKYBaHHS MPUCTPOS
BIJIMOBTHO IO TIOJIITUKHA KOHTPOJIIO JIOCTYNy YHACTaHORBH.

- CuniBnpamtoBatu 3 IT-epconanom, mo0 mMepeKoHATUCS, 110 Ha TPHUCTPOSX 1
BCbOMY TpadiKy J0/BiJ IPUCTPOIO JII€ BIAMOBIIHA TEXHOIOTIA MU(PPYBaHHS.

- PerenbHO AOTpUMYBATUCh MOJITUKU HU(POBOTo 3B 53Ky Ta OyTH 00EPEKHUMH,
BIJIKPUBAIOYH €JICKTPOHHI JIMCTHU Ta/a00 BKJIAJICHHS HA IPUCTPOI.

- ¥V Oyap-sKkuil yac yTpuMyBaTUCh BiJl BIJICO- UM ayAio3anucy Oyab-ie B OyiBil
a00 Ha TepUTOPIi KOMMAaHii, AKIIO 11€ HE T03BOJICHO 3a3/1aJIETiIb KEPIBHUKOM.

- [linTpumyBaTu NpUCTPii y BUXITHOMY CTaHi, He MOAU]IKYIOUH HOT0 OIepaliiny
cuctemMy abo He 3JaMylouyd TpHUCTpiid, mo0 oO0idTH BOymoBaHi (yHKINI Oe3meku Ta

MPOTOKOJIH.
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- He 3aBaHTaxyBaTu mporpaMu 4 mporpaMHe 3a0e3rneyeHHs 3 HEaBTOPU30BAHUX
TDKEpelt.

- He HaBMHCHO 4M HABMHUCHO 3aBaHTa)XyBaTH Ta HE MepeaaBaTv KOHQIIEHIINHHI
013Hec-AaHl Ha MPUCTPIi.

- IloBimomasTu kepiBHUKA 1/ab0 IT-gemapraMeHT npo OyIb-SKUl BTpaueHU 4u
BUKpAJICHUI IPUCTPIil a00 MPO HECAHKLIOHOBAHUM AOCTYII.

- [{171KOM AOTPUMYBATUCH MOJIITUKY KOMITaHIi 11040 NPUWHATHOIO BUKOPUCTAHHS

TEXHOJIOT1H, Oe31eKr MOOITLHUX MTPUCTPOIB 1 KOHTPOIIO A0CTyMy [2].



BUCHOBKHA

B po0oTi npoBeAeHO JOCHIIKEHHS Ta aHaJl13 NPOOJIEMH YNPaBIIHHA MOOLTEHUMUA
KOPHUCTyBauyaMH B KOPIIOPaTUBHIN 1H(GOpMAIliHIA CUCTEM1 3 BUKOPUCTAHHSIM KOHIICTIIII1
BYOD.

[IpoananizoBano pusuku Oe3neku crpuunHeHi BYOD nHa xkoprmopatuBHy
iH(dopMaliitHy cuctemy. BusHaueHO OCHOBHI PIllIEHHS IS CTBOPEHHS CHCTEMH O€3IeKH
nonituku BYOD.

Bu3zHaueHo iCHYI0Y1 METOM yIpaBJiiHHSI MOOUIBHUMU KOPUCTYBaYaMU KOHIIEIIIIT
BYOD.

BcTraHOBNIE€HO OCHOBHI NpPHU3HAYEHHS, MOMJIMBOCTI Ta (YHKII yNpaBiIiHHA
MOOITEHUME KopucTyBayamu Ha ocHoBi Unified Endpoint Management. docmimkeHo
pimennst Unified Endpoint Management Bin ManageEngine. Po3rnsayTo apxitekrypy
pIIIEHHS Ta OCHOBHMX KOMIIOHEHTIB.

Y po0oTi 3amponOHOBAHO BapiaHT YMPaBIiHHSA MOOUTFHUMHU KOPUCTYyBAYaMHU, IS
IHOro O0yJ10 po3MIIHYTO NpuKIan pododoi cucremu Unified Endpoint Management Bin
ManageEngine.

Po3pobneHo pexkoMeHmamii IMIOJ0 TEXHOJIOTIi  YNpaBiiHHA MOOUIBHUMU

KOpHUCTYBauyaMU KOPIOPATUBHOI 1H(POPMALIIMHOI CUCTEMH 3 BUKOPUCTAHHSIM KOHIICTIIIIT

BYOD.
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