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Tarit FOnii BosogumupiBHi
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1. Tema marictepcbkoi podotu: «TexHosoris 3abe3nedeHHs Kibepoe3neku

0e3MpOBOJIOBUX Mepek Ha 0a3i pimeHHs: Fortinety

KEepIBHUK MaricTepchbkoi poooTu Cobuyk A.B., n.¢.
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2. CTpoK MoJaHHs CTYJIEHTOM MaricTepcbkoi poooTu 15.12.2022 p.

3. Buxigni gaHi 10 Marictepchbkoi poooTu

besnpoBoioBa KopnopaTuBHa 1HQOpMaliiiHa
CUCTEMA;

ArmnapaTHi Ta IporpaMHi KOMIUIEKCH JJIs TOOYI0BU 3aXUIIEHOT 0€3MpOBOI0BOI
MEpEexi;

HaykoBa Ta TexHi4Ha JiTeparypa, eKCIuTyaTaliiHa JOKyMeHTallls, HOpMAaTUBHI

JIOKYMEHTH, MDKHAPOIHI CTaH/IapTH.

4. 3MICT pO3paxyHKOBO-TOSICHIOBAJIBHOI 3amUCKU (Mepenik MUTaHb, SKI MOTPIOHO
PO3pOOUTH)

1 AHaJii3 BUKOPUCTaHHS! KOPIOPATUBHUX 1HOOPMAIIHHUX CUCTEM.

2 Metoau Ta 3acobu 3a6e3nedeHHs Kidepoe3neku 0e3mpoBOAOBHX KOPIOPATHBHIX
MEPEK.

3 TexHoJIOTisi MOHITOPUHTY O€3MPOBOI0BOT Mepeski Ha 6a3i FortyWLM.

5. Ilepenik rpadiunoro marepiany
1. Tema maricTepcbkoi poOOTH.

2. O0’€exT, IpeAMET, METa Ta HAYKOBI1 3aBJaHHS JOCJIIPKCHHS.

3. KopniopatuBHa iHdopMaliiiiHa cucTeMa Ta BUMOTH J10 KibepOe3neKku




4. KopriopaTuBH1 KOHIIEMIIi BUKOPUCTAHHS MOO1JTbHUX MPUCTPOIB

5. Indpacrpykrypa 6€3mpoBOI0BOI MEpEXKI

6. Apxitekrypa Secure Wireless LAN

/. Cxema iHTerpoBaHoi Mepexi Ha 6a31 komyTaTopa FortiGate

8. Buau arak Ha 0€31pOBOJOBY MEPEKY

9. TexHOJIOT1s MOHITOPUHTY BUSIBJICHHSI BTOPTHEHb JI0 KOPIIOPATUBHOI 1H(pOpMAIIHHOT
cUcTeMH Ha 6a31 6€3MPOBOJIOBOI MEPEKI.

10. BucHOBKH 3a pe3yabTaTaMu poOOTH.

6. Jlata Bumadi 3aBoaHHs 26.09.2022 p.
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3. | Meroau Ta 3acobm mMOOYyJOBH 3aXWIINEHOI KOPIMOPATUBHOI
. . . ) 16.11.2022 p.
0e3npoBOAOBOI Meperki Ha 0a3l pimeHHss Fortinet
4. | TexHosoriss 3a0e3MedyeHHsT 3axuUIIEHOT 0e3MpOBOI0BOI
: . : : 23.11.2022 p.
Mepexi Ha 0a3i cucteMu MoHITOpuHTY FortitiWLM
5. | Po3pobnenns PEKOMEH LI IOI0 3aXHCTY KOPHOPATHBHOI | (15 45 5100 P,
0€3MPOBOIOBOT MEPEXKI
6. | ObopmieHHS pe3yabTaTIB JOCIIIKESHHS. 09.12.2022 p.
/. | IlinrotoBKa IOMOBII 10 3aXHUCTY. 15.12.2022 p.
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BIATI'YK PEHHEH3EHTA
Ha MaricTepchKy poOoTy

crynenra Tamii FOmii BomoaumupiHu
Ha Temy: «TexHosoris 3a0e3neueHHs KidepOe3nekn Oe3MpOBOAOBHX MEPEK Ha 0a3l pillleHHS
Fortinet»

AKTYyaJIbHiCTh:

CporozHi BUKOpUCTaHHSI OE3MPOBOJIOBUX MEPEX € HEBIJ €MHOI0 YaCTUHOIO KOPHMOPATUBHUX
iHpOopMaLiiHUX cucTeM Ta Mepex. Lle moB’s3aHO 3 BEIMKOI0 KIJIBKICTIO MOOUIBHHUX HMPUCTPOIB, SKi
BUKOPHUCTOBYIOTH IIPAIiIBHUKH KOMITaH1i /111 BUKOHAHHS MPO(ECIiHIMX 000B’SI3KiB Ta Y MOBCIKISHHOMY
KHUTTi. TOMy Tpu po3ropTanHi 0e3mpoOBOIOBOT MEpexi, sika 3a0e3MeUnuTh AOCTYI J0 KOPIOPAaTUBHOI
iHpopMaIiifHOi CcHUCTEMH KOMIIaHIi HEOOXIHO 3a0e3NneunTd KiObep3axucT pecypciB KOMIIaHii.
3acTocyBaHHS IHTETPOBAHOI CHUCTEMH MOHITOPUHTY O€3MPOBOJOBUX MEpPEX HAMAA€ MOXKIUBICTh
YIOPaBISATH, HATAIITOBYBATH Ta MPOTUAISATH 3arpo3aM. ToMy TeMa MaricTepchbKoi poOOTH € aKTyaJIbHOIO
Ta CBOEYACHOIO.

Ilo3uTHBHI CTOPOHHU:

1. Ha ocHoBi mpoBeieHOT0 aHai3y, B po0O0Ti OyJI0 BCTAHOBIEHO HEOOX1IHICTh Ta MIepeBaru
BIIPOBA/DKEHHST OE3MPOBOJOBUX MEPEX Ui JOCTYIYy JO KOPHOPAaTUBHOI iH(OpMamliiiHOI CHUCTEMH,
BU3HAYCHO METa Ta 3aBJIaHHI.

2. Byo mocnimkeHo Metoau Ta 3acodu o0 3abe3neueHHs Kioepoe3neku 6e3mpoBOI0BUX
KOPITIOPATHBHUX MEPEIK.

3. 3arponoHOBaHO BapiaHT TEXHOJIOTI], 1010 3a0e3nedeHHs KibepOesnekn 6e3npoBOJOBUX
Mepek Ha 0a3i inTerpoBanoro pimrenns FOrtiWwLM Ta pekomenaartii mo;o ii 3acToCyBaHHS.

4, TekcT BHKJIAIEHO JOCTAaTHHO TIpamMoTHO, mociimoBHO. CdhopmynpoBaHO diTKI Ta
3MICTOBH1 BUCHOBKH. I 'padiunuii marepian opopmiieHo sikicHo. CIHCOK HAyKOBO-TEXHIYHOI JIITEpaTypu
CBIJJUUTH [TPO BMIHHSA KOPUCTYBAaTUCh MaTepialaMy 3a TEMOIO Maricrepcbkoi poOOTH.

Henonixn:

1. B maricrepcrkiit poboTi 101ILTEHO 0yJ10 6 TPOBECTH MOPIBHAIBHUN aHAI3 11070 BUOOPY
pIlIeHHS I0/I0 TEXHOJOTiH 3a0e3neueHHs Kibepoe3neKu.

2. Jiis Tonosorii MOHITOPUHTY O€3MPOBOJIOBOI0 Mepexero, OaxkaHo Oyino O mokaszatu siK

BIJI0YBA€THCS caMe MOIIYK BPa3JIMBOCTEH Ta IX YCYHEHHS.

JlaHi HeIOJIIKK HE BIUIMBAIOThH HA AKICTh BUKOHAHOI MariCTepChKoi poOooTH

BucnoBok: Marictepcbka poOOTa 3aciiyroBy€ OIIIHKY «a00pe», a cryneHtka Tamii FOumis
BoJsionumupiBHa — npucBoeHHS KBamidikalii: marictp 3 kibepOesneku 3a crerianizamiero iHpopmariiiiaa
Ta KibepHeTHYHA Oe3reKa.

SxkicTh pobotu

BukonaHo Ha 3aMOBIIEHHS TiANPUEMCTBA [Tignmuc penensenTa ( )
Buxonano 3a remarukoro HJIP
BukoHaHO 3 MakeToM ITignuc 3acBiagyro

[Tigmc ocobu, 1o 3acBiguye (

Buxonano 3 3actocyBanHsiM EOM ta MIIT

2|2

Mae npakTU4Hy IIHHICTh

HpOCKT-‘{aCTI/IHa KOMILJIEKCHOI TEMH
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CaBuenko B.A.

JIMpEeKTOp IHCTUTYTY

(migmmc) (mpi3BuIie Ta iHIIIATN)
JoBinka npo ycnimHicTb

Tamiit FO.B. 3a Mepioj] HaBYaHHS B

(TIpi3BHINE Ta IHIIIAIN CTYICHTA)
HHI3I 3 2021 poxy mo 2023 pik MOBHICTIO BUKOHAJIA HABYAIHHUH IUIAH 32 HAMPSIMOM ITiITOTOBKH,
CHEIIaTBbHICTIO 3 TAKUM PO3IOIiJIOM OIliHOK 3a:
HaI[IOHAJILHOIO IIKAJIOK: BiAMIHHO %, mobpe %, 3amoBinbHO %)
mkaimoro ECTS: A %; B %:; C %; D %:; E %.

. . bpecnascbka T.B.
Cekperap iHCTUTYTY, GaKyIbTeTy (BiIIIJICHHS)

(mimmuc) (pi3BHILe Ta iHIMiaNHN)

BucHOBOK KepiBHMKA MaricTepcbKoii podoTH

Crynentka Tauiu FO.B. oOpana temy poOOTH, METO SKOI OyJIO JOCHIANTH 3MICT TEXHOJOTii
3abe3meyeHns KibepOesnekn 0e3nmpoBoJoOBHX Mepexx Ha 0Oasi pimenns Fortinet, a came TexHomOTrIi
moniTopuHry FOrtiWwLM. Tlepenik BUKOpPHCTaHUX JUKEPEN CBIIYUTL NPO BMiHHS MaricTpoM po30OUpaTHCh B
HAYKOBUX IMHUTAHHSIX Ta 3aCTOCOBYBATH iX IpH JociiukeHHsaX. [1in yac BukoHaHHs Marictepcbkoi podotu Tariit
10.B. mokaszana rapHy TEOpETHYHY Ta NMPAKTHYHY HiATOTOBKY, BMIHHS CaMOCTIHHO BUpILIyBaTH NMHUTaHHA 1
poOuTH BUCHOBKH. POOOTY BUKOHYBaIa CyMJIIHHO, aKypaTHO Ta BUACHO 3a IUIAHOM.

Bce e 103BoJIsI€ OLIHUTH BUKOHAHY MarictepchKy podoty crynentku Tauii FOuii BonogumupiBan Ha
OIIIHKY «BiIMiHHO» Ta MPHUCBOITH il KBaJi(iKaliro: MaricTp 3 KibepOe3neky 3a crerianizamieto iHpopmMarliiiHa
Ta KibepHeTHYHa Oe3reKa.

. . . Cobuyk A.B.
KepiBHHK MaricTepcbkoi poboTH
(migmuc) (mpi3BHILe Ta iHiliaNKN)
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(Ha3Ba)

Taiinyp I'.1.
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PED®EPAT

TexcroBa yacTuHa Maricrepcbkoi podotu: 63 cropinku, 20 pucyHkis, 10 mxepern.

06 ’exm Oocnidicenns — Tpoliec 3ade3neueHHs KioepOe3neku 0e3MpoBOIOBUX MEPEK
KOPITIOpPaTUBHOI 1H(GOPMAIIHHOT CUCTEMHU.

IIpeomem Oocnidoicenns — TeXHOJOTIs 3a0e3nedeHHs KidepOe3neku 0e3npoBOJOBUX
MepeX KOPIOpaTUBHOI 1HPOPMAIIIITHOT CUCTEMH.

Mema pobomu — po3poOUTH BapiaHT TEXHOJOTIi 3a0e3nedeHHs KiOepOe3neku
O€3MPOBOJIOBUX  MEPEXK  KOPIOpAaTHBHOI  1H(GOpMAIiiiHOI CcHUCTEMH Ta po3poOKa
PEKOMEH/IaIlli 11010 3aCTOCYBaHHS TEXHOJIOT1i Ha MIITPUEMCTBI.

Memoou oOocnioxcenuss — ONpAIIOBaHHS JIITEPATypu 3a JIaHOK TEMOIO, aHali3
eKCIUTyaTalliifHOi ~ JOKYMEHTaIlli, MIXHApOJHUX CTaHAApTIB Ta 1X TMOPIBHAHHI,
MOJICJIIOBaHHSI ~ Mpolecy  3a0e3nedyeHHs  KibepOesnmeku  Oe3NMpOBOIOBUX — MEPEX
KOPIOPATUBHOI 1H(POPMALIIHOT CUCTEMHU.

B poGoti mpoBeneHo anamiz moao 3abe3nedeHHs KiOepOe3meKku KOpIopaTHBHOI
1H(DopMaIiiHOT cucTeMu, sika peatizoBaHa Ha 6a31 0€3MPOBOOBUX MEPEXK 3 BUKOPUCTAHHIM
TexHoJsori Fortynet. BusnaueHO OCHOBHI MepeBaru 1o/10 BUKOPUCTaHHS 0€3MPOBOJOBUX
Mepex. BusHaueHo OCHOBHI BUJIM aTakK, K1 MOXKYTb OyTH peaii3oBaHi B TAKMX MEpexKax.

JlocmimkeHo MeToIu Ta 3aco0u 3abe3nedeHHs KibepOe3neku 0e3mpoBOOBUX MEPEK
Ha 0a3i pimenb Fortinet. BusHaueHo mpu3HaueHHS, apXiTEKTypy poOoTu 0e3mpOBOJOBUX
Mepex Ha 0asi pimeHHs Fortynet.

Ha ocHoBI1 npoBeneHuX IOCTiKEHb Po3p00JIEHO BapiaHT TEXHOJIOTII 3a0e3neYeHHSs
kibepOe3rnmekn Oe3MpoBOAOBOI MeEpeki, a caMe TEeXHOJoris MoHitopunry FotiWLM
KOPIIOPaTUBHOI 1HQOpPMAIIHHOT CUCTEeMH Ta PEKOMEHAAIlli II0J0 3aCTOCYBaHHS AaHO1
TEXHOJIOT1i Ha MiIMPUEMCTBI.

["any3p BUKOpHCTaHHS — KibepOe3neka KOprmopaTUBHO1 1H(OPMAITiHOT CUCTEMHU.

KOPITOPATUBHA THOOPMALIIMHA CUCTEMA, KIBEPBE3ITEKA, 3AXHCT,
APXITEKTYPA, HAOCTVII, BE3IIPOBOAOBI MEPEXI, TOYKA JOCTVILY,
METOIA TA 3ACOBHM, TEXHOJIOI'TA.



ABSTRACT

The text part of the master's thesis: 63 pages, 20 figures, 10 sources.

Object of research — is the process of ensuring cyber security of wireless networks of
the corporate information system.

Subject of research — is the technology of ensuring cyber security of wireless networks
of the corporate information system.

The aim of research — is to develop a variant of the technology for ensuring the cyber
security of wireless networks of the corporate information system and to develop
recommendations for the application of the technology at the enterprise.

Research methods — study of the literature on this topic, analysis of operating
documentation, international standards and their comparison, modeling of the process of
ensuring cyber security of wireless networks of the corporate information system.

The paper analyzes the cyber security of the corporate information system, which is
implemented on the basis of wireless networks using Fortynet technologies. The main
advantages of using wireless networks are defined. The main types of attacks that can be
implemented in such networks are defined.

The methods and means of ensuring cyber security of wireless networks based on
Fortinet solutions have been studied. The purpose and architecture of wireless networks
based on the Fortynet solution have been defined.

On the basis of the conducted research, a variant of the wireless network cyber security
technology was developed, namely the FotiwLM monitoring technology of the corporate
information system and recommendations for the application of this technology at the
enterprise.

The field of use is cyber security of the corporate information system.

CORPORATE INFORMATION SYSTEM, CYBER SECURITY, SECURITY,
ARCHITECTURE, ACCESS, WIRELESS NETWORKS, ACCESS POINT, METHODS
AND TOOLS, TECHNOLOGY.
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INEPEJIIK YMOBHHUX ITIO3HAYEHD

KIC — xopriopatuBHa iHpopMaIliiiiHa cucrema

ERP - Enterprise Resource Planning System

Wi-Fi Wireless Fidelity

BYOD - Bring Your Own Device - "l[Ipunecu cBiii npucTpiii”

COPE - Corporate-Owned, Personally-Enabled - "KopnopaTuBHuii npuctpiii, KepoBaHH
KOpHUCTyBaueMm"

CYOD - Choose Your Own Device-"OG6epu cBiit mpuctpiit"

WIPS - Wireless Intrusion Prevention System

AP - Access point



BCTYII

Axmyanvricme Oocniosxcenus. ChOTOMHI BCe OLIbIIE KOMMIAHINA ISl JOCTYMY [0
KOPITIOPaTUBHOI 1H(QOpMAIIIiTHOT CHCTEMH BUKOPUCTOBYIOTh HE TUIBKH MPOBOJIOBI JIOKAIbHI
Mepexi, a i 6e3npoBooBi Ha 0a3i TexHonorii Wi-Fi. Takuii mepexin Mae mepeBaru moJio
IIBUJIKOTO Ta 3pyYHOTO IIKJIFOYEHHS 10 MEPEKi KOPUCTYBadiB, EKOHOMIYHOCTI Ta MPOCTOTI
B PO3rOpTaHHI TaKWX Mepexk. AJie 1Ie B CBOIO Uepry, 3 00Ky kibepOe3neku BUMarae Bijl
(axiBuiB 3 1H(pOpMaIIiHOT O€3MeKH PO3POOIIATH LIISAXH 1040 3a0e3neueHHs KibepOe3neku
pu poOOTI OE3MPOBOIOBUX MEPEK.

B Takux mepexxax AOLUIBHO PO3IJISIAATH Ta BIPOBAKYBATH Pi3HI KOHIEMIII IO
o0cyroByBaHH1 KOpUCTyBauiB. HeoOX11HO po3poOUTH apXiTEKTypy O€3IeKH, sika TOBUHHA
3a0e3MeUnTH 3aXUCT Oe3MpOBOAOBUX Mepexk. [Ipu oMy HEOOXiHO NPUTPUMYBATHCH
cranaapraM kibepoesneku. Tak B B crangapti NIST SP 800-48 BU3Hau€HO BUMOTH 10O
ayTeHTU(DIKaI1, KOH(PIISHIIHOCTI, IIIJIOCHOCT, 1110 TOBUHHO 3a0€3MEYNTH 3aXUCT JIaHUX Ta
JTIO3BOJIUTH BUSIBIISITU Oy/b-SK1 HABMHUCHI a00 HEHAaBMUCHI 3MIHU JTaHUX, 1110 BII0YBaIOThCS
M1J1 Yyac nepeaayi.

Takum 9rHO HEOOXi1THO BU3HAYMTH METOJM Ta 3aco0M 3a0e3rnedeHHs KioepOe3neku
0€3MMPOBOIOBUX MEpEekK Ta TPOBECTH AOCTIHKCHHS IOJ0 MOMKJIMUBOCTI BIPOBAKCHHS
TEXHOJIOT1i MOHITOPHUHTY JIJIi TaKUX MEPEX, 10 MOBUHHO CIPOCTUTH poOOTY (axiBis 3
Ki0epOe3eK Mo BUSIBICHHIO, YCYHEHHIO Ta MIATPUMKH IPaIe31aTHOCTI 0€3MpOBOIOBUX
MEpPEK.

BumenaBeneni apryMeHTH akTyali3ylOTh JOCHIDKEHHS IIOA0 3a0e3redeHHs
KibepOe3nekn Oe3MPOBOJOBUX MEPEX Uil JAOCTYIy 10 KOPIOPATHUBHOI 1HGOpMAaIHHOI
CHUCTEMU.

06 ’exm docniodiceHHs — Iporiec 3a0e3neueHHs Kibepoe3nekn 0e3mpoBOOBHX MEPEK

KOPHOPATUBHOI 1H(POPMAIIHOT CUCTEMHU.



Ilpeomem OocniodicenHss — TEXHOJOTIS 3a0e3nedyeHHs KibepOe3neku 6e3MpoBOIOBUX
Mepex KOpIopaTUBHOI 1HGOPMAIIHHOI CUCTEMHU.

Mema pobomu — po3poOUTH BapiaHT TEXHOJIOTII 3a0e3redyeHHsT KiOepOe3neKku
OC3MPOBOJIOBUX MEPEXK KOPHOpaTUBHOI  1H(POpMAIIHHOI CUCTEeMH Ta po3polOka
pPEKOMEH Il 1010 3aCTOCYBAaHHS TEXHOJIOT1] Ha MAMPUEMCTBI.

Hayxkosi 3a60anms:

JOCITIIUTH CYTHICTB MTpo0IeMH 3a0e3nedeHHs Ki0epOe3nekn 0e3MpoBOIOBUX MEPEK;

PO3pOOUTH apXiTEKTYpy KibepOe3neku Oe3MpOBOIOBUX MEPEK;

IIpOaHaji3yBaTH OCHOBHI 3arpo3H, siIKi BAHMKAIOTh B O€3MTPOBOJIOBUX MEPEkKax;

IIpoaHai3yBaTH METOIU Ta 3aco0u 3abe3rnedeHHs KibepOesneku Oe3rnpoBOIOBUX
MEPEK;

Po3pobutu TexHosoriro 3abe3neueHHsT KibepOesnekn Oe3mMpOBOJOBUX MEPEX s
JOCTYITY 10 KOPIOPaTUBHO1 1H(OPMAIITHOI CUCTEMMU.

Memoou oOocnioxcenuss — ONpAIIOBaHHS JIITEPATypu 3a JIaHOK TEMOIO, aHali3
eKCIUTyaTalliifHOl ~ JOKyMEHTallli, MDKHapOJHUX CTaHAApPTIB Ta 1X TMOPIBHSIHHS,
MOJIC/IIOBaHHSI ~ Mpoliecy  3a0e3mnedeHHsi  KiOepOesmeku  OE3MpPOBOJAOBUX — MEpEx
KOPIOPATUBHOI 1H(QOpMAIIHHOT CUCTEMH.

llpakmuune 3HaueHHs 00epoxHcaHux pe3yibmamié TOJArae B po3poOill TEXHOJOTii
3a0e3nedeHHs KibepOe3neku 0e3npoBoIOBUX Mepex Ha 0a3i Forinet, a Takox y po3po0i
pEKOMEHJAIN 1010 PO3TOPTAaHHS, MOHITOPUHTY O€3MPOBOJOBUX MEPEX JJISI BUSBIICHHS
PI3HOTO POJy 3arpos.

Pesynbratn Marictepchkoi pobotu amnpoOoBaHi Ha BceykpaiHChkiii HayKoBiH
KoH(DepeHIis «AKTyallbHI mpobsieMu KibepOe3nekny, sika Bigoymacs 27 xoBTHS 2022 poky

B [lepkaBHOMY yHIBEpCHUTETI TeJIeKOMYyHIKaIiid, M. KuiB.



1 AHAJII3 BUKOPUCTAHHSA KOPIIOPATUBHUX IH®OPMALIMHUX
CUCTEM

1.1. Amnani3 cTrBOpeHHsi iHQoOpMaNiiiHOI CHCTEMH SIK €IMHOI0 IPOCTOPY

KOpPNopaTuBHOI iHGopManiiHol Mepe:xi

bynp-sika xoMmMmaHis paHO YW TI3HO CTHKA€ThCA 3 MPOOJIEMOIO cHUcTeMaTu3allii
iH(dopmarlii Ta aBTOMaTM3aIlli MpoIEciB, MO OepyTh y4yacThb B 00poOIi iHpopmarlii, 1110
LHUPKYJIOE B 1IHQOpMaLIHIN cucTeMi. SIKIIO HA MOYAaTKOBOMY €Talll PO3BUTKY KOMIIaHIi
MO>KJIMBA CUTYaIlisl, KOJU CIIBPOOITHUKN BUKOPUCTOBYIOTH CTaHIApTHI 0GiICHI MpOrpamH,
TO 3 YaCOM 3pOCTaHHS 00csAT1B 1H(OPMaILlii CTABUTH Mepe]] KOMITAHIEIO 3aB/IaHHSI CTBOPEHHS
cyuacHoi KoprniopaTuBHOi 1H(pOpMaLiiHOT CUCTEMHU.

KopnopatuBna indopmaniitna cuctema (KIC) - me MacmraboBaHa cucrema,
MpU3HaUYeHa IS KOMIUIEKCHOI aBTOMAaTH3allli BCIX BHUJIB TOCHOAAPCHKOI HISTILHOCTI
KOMIIaHii, a TAKOX KOPIOpaIiii, siki moTpeOyoTh €JUHOTO YIIPABIiHHS.

Pesynbrarom BIpoBamkeHHs KopriopatuBHOi iHpopMaiitHoi cuctemu (KIC) e:

* MIJBUILEHHA BHYTPIIIHbOI KEPOBAHOCTI KOMIIAHIi, THYYKOCTI Ta CTIAKOCTI O
30BHIIITHIX BILUIMBIB;
paxyHKY - IpuOyTKOBICTb;

* 30UIBIIIEHHS 0OCSTIB IPOJIAXKIB;

* 3HUKEHHS CO01BapTOCTI;

* 3MEHIIIEHHS CKJIQJIChKUX 3aI1aciB;

* CKOPOUCHHS TEPMiHIB BUKOHAHHS 3aMOBJICHB;

* TIOJIITIICHHS B3a€EMO/IIT 3 MOCTaYaIbHUKAMU;

* MiABUIIECHHS PIBHS KOHTPOJIIO O€3eKH.
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Puc. 1.1. Kopnopatusna indopmariitaa cuctema ERP xiacy

OpHi€ro 3 pi3HOBHIIB KOPIIOPATUBHUX 1HPOPMAIITHUX cUCTEM € pimeHHs kinacy ERP
(Enterprise Resource Planning System), sxy moka3ano Ha puc.l.l. CyugacHi ERP-cucremu
npu3HayeHl Juisi TNOoOyJOBH €IUHOTO 1H(OPMAIIHHOTO TMPOCTOPY MIAMPUEMCTBA 1
e(EeKTUBHOIO YMpaBIIHHI BCIMa pecypcaMH KOMIaHii, MOB'I3aHUMHU 3 BUPOOHULTBOM,
poJIaXkaMu Ta O0JIIKOM 3aMOBJICHb.

Pimenns xkmacy ERP (Enterprise Resource Planning System) 3a0e3mneuyroTh TOBHY
(GyHKLIOHATIBHICTD AJI YIPABIIHHS BCIEI aJAMIHICTPATUBHOIO 1 ONEPAIIfHO0 AISUIbHICTIO
KOMITaHii, 00'€MHYIOYM B €IMHUA JIAHIIO)KOK (piHAHCOBHI 00MiK, Tporecu 30yTy,
BUPOOHUIITBA, VYIPABJIHHSA MaTepiaJlbHUMM IIOTOKaMH, IUIAHYBaHHS 1 B3aemMoaii 3
nocTayaJbHUKaMH 1 TapTHEPaMH.

B saxocti mnardopmu st modyaosu ERP € SAP, sika € Bu3HaHUM JiIepoM B KJiaci
MPOTPAMHOT0 3a0e3NeYeHHS JJIs1 yIIPaBIiHHS 013HECOM.

Bnposamxenns ERP-cuctemu 103Bossie KOpOpaTUBHUM KOMITAHISIM T IBUTITUTH

€(hEeKTUBHICTb JISIBHOCTI 1 3MIITHUTH KOHKYPEHTOCTIPOMOXHICTh, & TAKOXK:



* IpUIIMaTH BUBA)XEHI YIIPABIIHCHKI PIIIICHHS, IPYHTYIOUUCh Ha TOYHHX 1 aKTyaJIbHUX
JaHUX;

* IUTAaHYBATH 1 MOJIEIIOBATH Pi3HI BapiaHTH PO3BUTKY KOMITaHii;

* IIBUJKO 1 €(EeKTUBHO BUPIIIYBATH ONEPATUBHI MUTAHHS yNPABIiHHSA (iHAHCOBUMHU
MOTOKaMU;

* aHAJII3yBaTH BUTPATU 1 KOHTPOJIIOBATHU BIIXHUJICHHS,

* KOHTPOJIIOBATH peajbHl BUTPATH, TOXOAU 1 TPUOYTOK.

Opniero 3 mepeBaroto BrpoBa/pkeHHs ERP-cucremu [103BOJIUTH pallioHaIBHO
YIPaBISTH:

* (piHAaHCOBUMU pecypcaMu;

* HR;

* B3aEMOBIIHOCTHAMH 3 KOHTPareHTaMu;

* STC- TpaHcnOpPTHOT TISTBHICTIO MIANPUEMCTBA;

* PIIIEHHSIMU 3 TEXHIYHOTO OOCITYTOBYBaHHS 1 PEMOHTY;

* IpoLeCaMu Ha BUPOOHUIITBI;

* 30yTOBUMH PIIICHHSIMU JJISI CHEPTETHKHU.

CRM-cuctema (Customer Relationship Management - YnpaBiiHHs BiTHOCUHAMH 3
KJIIEHTaMU) - KOpIIOpaTUBHA 1H(hOpMaIliiiHa cucTemMa, He3aMIHHUM CyYacHHUM 1HCTPYMEHT
JUIs BeJIeHHS Oi3Hecy. Jlae MOKIIMBICTh HE MPOCTO aBTOMATH3yBaTH B3a€EMO/IIIO 3
KJIIEHTAaMU 1 MTPOLIEC MPOIaXiB, a BUOYAYBATH iX POOOTY TAKMM YHMHOM, 1100 OTpUMYyBaTH
MAaKCHMAaJIbHUM PEe3yJIbTarT.

MosxnmBocti CRM-cucrem:

e [IIBuaKMii TOCTYM O aKTyalibHO1 1H(OpMAaIlii TPO KIIIEHTIB;

* OnepaTUBHICTh 0OCITYrOBYBaHHS KJII€HTIB 1 TPOBEACHHS YTO/I;

» Gopmanizallisg cxeM B3a€MO/IIi 3 KIIEHTaMH, aBTOMATH3all1sl JOKYyMEHTOO0ITY;

* [1IBuaKe OTprMaHHS BCIX HEOOXITHUX 3BITHUX JAaHUX Ta aHAJITHYHOI 1H(pOpMAIlii;

* 3HIKEHHS OTIEPAIITHIX BUTPAT MEHEKEPIB;

* KonTponb poboTH MEHEIKEPIB;



* Y3romxeHa B3aeMo/lisl MIXK CHIBPOOITHHUKAMHU 1 MiIPO3ALIaMHU.
CTBOpEHHS Cy9acCHUX KOPIOPATUBHHUX CHUCTEM J03BOJISIE CTBOPIOBATH:
» CyyacH1 KOopIiopaTuBHi iH(OpMaIliiiHI CHCTEMH;

* Be6-nmopranu Ta BeO J0/1aTKH;

* [Iporpamui 3a0e3nedeHHs 11l TepMiHa 1 aBBTOMAaTHYHHUX Kac;

» diHaHCcoBI Ta 00JIIKOB1 CHCTEMH;

* TpaHCcOpTHI Ta JOTICTUYHI CUCTEMU;

* HR cucremu;

* Ta IH.

1.2. Bumoru 0 Ki0epOe3nmekH Cy4acHMX KOPIOPATHBHMX iH(opMamiiiHuX

CUCTEM

OcHOBHOIO TIPO0JIEMOI0 O€3MEeKM Ha MiANPUEMCTBI € HEOOXIAHICTh PO3MEKYBaHHS
JOCTYIY MEpPCOHANy B MPUMILICHHS, a TaKOXX OOMEXEHHs JOCTYIy Ha TEPUTOPIIO IS
CTOPOHHIX 0C10. BUKOpPHCTaHHS MOCIYr OXOPOHHUX MIANPUEMCTB HE MOXKE OXONUTHU
MOBHICTIO BCIO ITI0 cepy, 1 BUSABIAETbCI HeeEKTUBHUM, KOJU MOBa /i€ MPO KOHTPOJIb
JIOCTYIly B KaO1HETH, MPUMIIIEHHS! a00 KOpIyCy BETUKHUX HianpueMcTB. [1omiOHI nuTaHHs
MOXXYTh OyTH BHPpIIIEHI 3a JONOMOIOK Cy4YaCHUX CHCTEM KOHTPOJIIO 1 YIpPaBIIHHSA
noctynom (mam CKVY]I).

J1o 3aBIaHb TaKUX CUCTEM BXOJATH:

* 3aXUCT BiJ] HECAaHKI[IOHOBAHOTO MIPOHUKHEHHS;

* 3axUCT BiJ KPaJAKKU MaiiHa;

* Po3mexxyBaHHs 1OCTYILY;

* MoHiTopuHT poOOYOro Yacy;

* 3aXuCT B1J] BUTOKIB 1HQOpMAIlii;

* BusiBiieHHs NOPYILIHUKIB PEKUMY O€3MEKH.



VYerarkyBanns CKVY]l cknamaeTbes 31 creniajii3oBaHUX KOHTPOJIEPIB YMPABIIHHS
JIOCTYTIOM, 3YUTYBayiB TMPOMYCKHUX KapT, KOJOBHX 3aMKIB, EJIEKTPOMEXaHIYHUX
TYPHIKETIB, €JICKTPOMEXaHIYHUX 200 EJIEKTPOMArHITHUX 3aMKIB.

OOMeXEeHHS TTPOXOY 3IMCHIOETHCS 3a TOIIOMOTOI0 KOHTPOJIEPIB 1 3UUTYBaviB, SIK1
IIpU MIpe'aBJIEHH] KapTH MPOITycKy abo 3a00pOHSI0Th, 400 J03BOJISIOTH IPOXiI.

CKY 1 nyst mpumitiieHb MOXe OyTH TaKOX TUCTaHIIMHUM, JO3BOJISIOYH BiJIKPUBATH
MPUMIILICHHS JJIsI IpUMMaHHS BiJ[B1yBayiB.

He mMeHI BAXXITMBUM € OpTaHi3allis KOHTPOJIIO JOCTYIy Ha BXO/Ii B IMAMPUEMCTBO a00
opranizamito. JIjisi 1[bOT0 ICHYIOTh €JIEKTPOHHI MPOXIJIHI, SIKI MOXYTh OYyTH BUKOHAHI Y
dbopmi TypHikeTa ab0 1uIr03y. Jlo1aTKOBUM KOHTPOJIb MOXKE 3/IIMCHIOBATHUCS 32 JIOTTOMOT'OF0
CUCTEMHU BIJEOCHOCTEPEKEHHSI ab0 OCOOMCTOr0 KOHTPOJIO CHIBPOOITHHUKIB CIYKOU
oe3mneku. [1oai0H1 MPOXiH1 TO3BOJIAIOTH TAKOK KOHTPOJIIOBATH Yac poOOTH CIiBPOOITHUKIB
1 BIAOBIAHICTh TpadikaMu NpUXoay / BIAXOdY.

Cyuachi cuctemu CKY /[ 103B0OJIAIOTH 3a0€3MEUNTH:

* pob0OTa B aBBTOHOMHOMY pE&XHMI (0€3 MOCTIHHOTO 3B'A3KY 3 KEPYIOUUM CEPBEPOM);

e 30epiraHHsi CHUCKIB JOCTYNYy Ta CHHMCKIB MOJIA B KOHTPOJEpaxX CUCTEMHU Ha
CHEPIroOHEe3aJIeKHUX HOCISX;

* PO3MEKYBaHHS ITPaB JOCTYITY 3a 9acOM, IO MPUMIIIEHHSX, 32 TUTIOM KapTH;

* MATPUMKA PI3HUX FpadiKiB AOCTYMY;

* 3aXHCT B1JI Mepeavi KapTh CTOPOHHIM 0c00aMm;

* TOCTAHOBKA MPUMIIIIEHb Ha OXOPOHY;

* MOHITOPHHT MOJIH.

1.3. HeoOxigHicTh Ta nepeBarn BUKOPUCTAHHA 0e3NPOBOI0BUX KOPIOPATUBHMUX

Mepex

[Ipane3ngatuicts KIC xapakTepusyeTbcsi ~ CBO€YACHMM OOMIHOM 1H(oOpMaIiii.

[Hdopmaris HeoOXiaHA 7151 HYHKIIOHYBAHHS OY/Ib-SIKOTO MiAMPUEMCTBA, 1 TOMY JJISI HHOTO



Jy’)K€ Ba)XJMBa OMNEPATUBHICTh 1i OTpPUMaHHS. 3aBASKA CY4YaCHUM TEXHOJIOTTYHUM
pO3poOKaM CHIBPOOITHUKH MiAIMPUEMCTBA MOXXYTh OTPUMYBAaTH MHUTTEBHUM JOCTYH JI0
iHpoOpMaIlIiHOT cHUCTEMHU Ta HEOOXIAHMX AN HUX AaHuX. L MOXIMBICTD HaJaeTbCs 3a
PaxyHOK BUKOPUCTaHHS MOOUTBHUX IPUCTPOIB, 110 3a0e31euye ONepaTUBHY B3aEMOIII0 M1k
CHIBPOOITHUKAMHU.

3 TexXHIYHOI TOYKH 30py MOOUIbHUN Oi3Hec O0a3yeTbcsi Ha BUKOPHCTAHHI
IIMPOKOCMYTOBUX 1H(POPMAIIHHUX Mepek, MOOUIBHMX 1 CTalllOHApHUX IPHUCTPOIB,
BIMOBITHOTO  MPOTPaMHOTO  3a0e3ledyeHHs Ta 1HQOpPMAIHUX TEXHOJOTiH, 1110
3a0e3MeuyIoTh iX poOOTY 1 B3aEMO/IIIO.

Kopnoparusaa mo6inbHicTh (Enterprise Mobility) nae MOAIIUBICTB CIIBPOOITHUKAM
NIJIPUEMCTBA OTPUMATH TMOBCIOAHMN 1 O€3MeYHUid JOCTYN JI0 KOPHOPAaTUBHHUX
1H(popmaIiiHuX pecypciB Ta [HTepHeTy 3 MOOUIBHUX MPUCTPOIB (TenedoHiB, cMapTdOHIB,
HOYTOYKIB, HETOYKIB, IJTAHIIETHUX KOMII'IOTEPIB Ta 1H.). 3apa3 B KOPIOPATUBHOMY CEKTOpI1
HalOUIbII 3aTpe0yBaHl MOOUIBHI CMapTMOHM 1 IUIAHIIETHI KOMO'IOTEpU (ILJIAHIIETH)
kommaHii Samsung, Apple, Google.

J1o OCHOBHUX MepeBar MOOUILHOCTI MOXKHA BIJTHECTH:

- OMEpPaTHUBHICTh pearyBaHHs CIIBPOOITHUKIB 1 KEPIBHHKIB MIJIPHUEMCTBA Ha
30BHIIIIHI 1 BHYTPIIIHI BUPOOHUYI 3aIUTH;

- MABUIIEHHS MBUAKOCTI peasizallii 6i13Hec-TpoIIeCiB;

- IPUCKOPEHHST OOMIHY JJOKyMEHTaMHU;

- MOXJIMBICTb BHUKOHAHHS  OI3HEC-TIPOLIECIB  MOJBOBUMHU 1  MOOUIBHUMH
CHiBpOOITHUKAMU  (TOPTOBUMM  areHTamH, TMPOJABISIMU, OpHragaMyd TEXHIYHOTO
00CITyroByBaHHS, JTIKAPSIMH ), 1110 3HAXOIATHCS 1103 MIANPUEMCTBOM;

- CTBOPEHHS POOOYHX MICLb HOBOTO TUITY - MOOUIbHHX, B TOMY YHUCI1 Ha JIOMY;

- BUKOPUCTAHHS CMIBPOOITHUKAMU B TIPOIIeCi poOOTH BIACHUX MOOUIBHHX araparis,
BHACJIIIOK YOT'0 CTBOPIOETHCS MapaiiesibHa [ T-iHppacTpyKkTypa miaAnpueMCTBa.

XapakTepucTuka MOOUIBHUX PIIICHb



B ocranHi poku ympaBiiHHS MOOUIBHICTIO mianpuemcTBa (Enterprise Mobility
Management) 1HTEHCHUBHO PO3BHUBAIOTHCS 3 HAMPSIMKOM KOPHOPATUBHUX 1H(POpMAIIHHUX
cuctem. lle no3Bossie 06'eqHyBaTH Mii CIIBpOOITHUKIB, MPOIIECH 1 TEXHOJIOTIT HA OCHOBI
3aCTOCYBaHHS IIMPOKOTO CIIEKTpa MOOUIBHUX MPUCTPOIB (IUIAHIIETHUX KOMITIOTEPIB 1
cmaptdoniB, Takux sk iPad, iPhonc, Blackberry, mpuctpoi ma 6a3i Android, HOyTOyKiB i

HETOYKIB 1 1H.), 0€3MPOBOJOBUX MEPEXK 1 MOB'A3aHUX 3 HUMU MOCIYT.

[Tin MoG1TBHICTIO B O13HECT pO3yMiIOTh BUKOHAHHSI O13HEC-TIPOIIECIB MiIMPHUEMCTBA 32
JIOTIOMOTOI0 MOOUIBHUX MPHUCTPOIB, 110 3a0e3leuye MIBUIKE OTPUMAaHHS JaHUX 1 3HaHb,
HEOOX1THUX JIJIs1 BeZICHHS O13HECy, CBO€YaCHUN OOMIH HUMH 3 IHITUMU O13HEC-IapTHEPaMH,
ONEpPATUBHICTh MPUUHATTSA YNPABIIHCHKUX pillleHb. lle npu3BOAUTH A0 NiABUIICHHS
3arajibHOI MPOJYKTUBHOCTI MiANPUEMCTBA BHACIIIOK 3POCTaHHS NPOAYKTHBHOCTI Iparii
KOXXHOTO 3 TMpaliBHUKIB Kommadii. lle 0OyMOBI€HO THUM, IO BOHM OTPUMYIOTH 32
JIOTIOMOT'OI0 CBOiX MOOLIBHUX MPUCTPOIB AOCTYI B KOPIMOPATUBHY 1H(OPMAIIHY MEPEKY
abo Oesnocepennbo, ab0 yepe3 [HTepHET y Oyab-skuil yac 1 B OyAb-sIKOMY MICIl, JI€ €
MOOUTHLHUN 3B'SI30K 3 BUXOJOM B Mepexy. BoHM MOXyTh, mepeOyBatoun HEe Ha poOoOUOMYy
Miclli abo TMo3a MiAMPUEMCTBA, KOPUCTYBATUCS KOPIOPATUBHUMHU Oa3zaMu JaHUX,
KOPHOPAaTUBHUMH JIOAATKAMHU 1 €JIEKTPOHHOKO MOILITOI0, 3aC00aMM CMUIBHOI POOOTH Hal
JIOKyMEHTaMH 1 POEKTaMH, 3aco0amMu IJIaHyBaHHS Ta NPUUHATTS pilieHb. B pe3ynbrari
MOJIMIITYIOTECS  KOHKYPEHTOCIIPOMOXKHICTh 1 TPUCTOCOBYBAHICTh MIANPUEMCTBA IO
MOCTIAHO 3MIHIOBAaHUX YMOB.

B nanuii yac MOOUTBHI TEXHOJIOTIT BCE IMIUPIINE 3aCTOCOBYIOTHCS B YIpaBJIiHHI 1
aBTomMaTu3ailii BUpoOHMYMX TmporeciB. lle HeoOXigHO BpaxoByBaTH TMPU PO3POOII
MOOUIBHMX MPHUCTPOiB, OE3MPOBOJOBUX 1HPOPMALINHUX MeEpex, OONaaHAHHS IS
1H(DopmaIiitHo1 1HGPACTPYKTYPH, a TAKOXK BiJIMOBITHOTO IPOTPAMHOTO 3a0€3MeYeHHS.

3a 1OMOMOTO0 MOOUIBHUX TEXHOJIOTIM B O13HECI peani3yloThCs HACTyHHI (YHKIT
0€3MPOBOOBUX TEXHOJIOTIH:

- 0OMIH TIOBIJOMJICHHSIMH TI0 €JIEKTPOHHIN MOIITI 1 MO KOPIIOPATUBHIN MEPExKI;



- pipryamzamisg IT-iHGpacTpykTypu MiANPUEMCTBA, CEPBEPIB, KOMITIOTEPIB 1 iX
poOOUYNX CTOJIB, J0JIaTKIB;

- 3B'130K 3 BUKOPUCTAHHSAM CTUTHHUKOBHUX 1 O€3MPOBOOBUX MEPEXK TMepeiadi JaHuX,
takux Kk Wi-Fi, NFC (pamio3s'si3ok 0kHbOr0 pajiycy Aii), Bluetooth, ronocosoi nomrwy,
texnonoriit FMC (Fixed Mobile Convergence), 3acCHOBaHUX Ha KOHBEPI'€HIII1 CTalllOHAPHUX
1 MOOUTBHUX MEPEXK 3B'SI3KY, 110 J03BOJISIE CTBOPUTH €AMHY MEPEXY O0(pICHUX 1 MOOITEHUX
TenedoHIB 13 3arajbHUM IJIAHOM KOPOTKOI HyMepailii, 1 1H .;

- po6oTa 3 KopriopaTuBHUMH iH(DopMariitHumu cucteMamu kiaciB ERP, CRM, MEAP
(Multifunctional Embedded Application Platform - 6GaratodyHkiiioHanpHa mmiatdhopma
MOOUIBHUX KOPIIOPATUBHUX J0JIATKIB), CHCTEMaMH Oi13HEC-aHATITHKHU Ta 1H .;

- yHi(pikoBaH1 KoMyHiKaIlii, Taki sk VoIP (cuctema 3B's13Ky, 1110 3a0e3meuye nepeaaqy
MOBHOTO CcUTHaNly 1o IHTepHery abo mo Oynb-skuM i1HmmMM [P-mepex), BeG-Hapaaw,
MOOUIBHHI MOPTaJI, pOOOTA B COLIATILHUX MEPEKAX;

- Oesneka, aKky 3a0e3neuyroTb MDM-cuctemamu (Mobile Device Management -
CUCTEMa YINpPaBIIHHA MOOUIBHUMHU NPUCTPOsIMHU), mUdpyBaHHsAM, opraHizaimieio VPN-
mepexx (Virtual Private Network - BipTyasibHi NpUBaTHI MEpPEkKi), AHTUBIPYCHUMH

mporpamMamu Ta OpaHaMayepamu.

1.4. KopniopaTtuBHi KOHUeNIil BUKOPUCTAHHA MOOLJIbLHUX NIPUCTPOIB

[cHy€e Tpy OCHOBHMX KOHUEMN1i BUKOPUCTAHHS MOOIIBHUX MPUCTPOIB:
- "lIpunecwu cBiit mpuctpiii" (Bring Your Own Device, BYOD).
"KopropaTuBHuii TPUCTpid, kepoBanuii kopuctyBaueM" (Corporate-Owned,

Personally-Enabled, COPE).
"O6epu cBiit mpuctpiii" (Choose Your Own Device, CYOD).



1.4.1. Konuenuig BYOD

KopnopatuBHa cepenoBuilie - 1€ CEpeIOBUIIE B3a€EMOJii, B JaHOMY BHUIAIKY
1HGOPMAIIHHOTO Ta CTPYKTYPHHUX MiIPO3ALTIB KOPIOpAIIii.

JlaHa KOHUEMINS € HaWOLIBII IMOMYJISIPHUM PI3HOBHJIOM MOJENII MPUCTOCYBAHHS
O0COOMCTHX IIPUCTPOIB CIIBPOOITHHKIB /ISl BAKOHAHHS poO0oumnX 3aBaanb. [lepeBaroro manoi
MOJIEJ1 € MOXJIMBICTD JIJIsl CHIBPOOITHUKA MaTH OJUH MPUCTPii 17151 po6OTH (1 HE TUTBKH) B
PI3HUX YMOBaX: BJIOMA, Y BIAPSKCHHI, Y MOJ0POXKI 1 T.1. BiAMIHHOIO 0COOIMBICTIO JTaHOT
MOl € Te, M0 MPHUCTPIA, HA SKOMY 3IHCHIOE CBOIO HISUTBHICTH CHIBPOOITHUK, HE €
BJIACHICTIO poOoTojaBIlsl. Bka3zana oOcraBuHA, 3 OAHOTO OOKY, € IEpeBaror, TOMY IO
CTBOPIOE /111 poO0TO1aBIIs (DIHAHCOBY €KOHOMIIO Ha 3aKYIIBJII MPUCTPOIB. 3 1HIIOTO OOKY,
HEJI0JIIKOM - BIJICYTHI MPABOBI1 MIJCTaBU IIOA0 BUIYYEHHS LIbOTO IPHUCTPOIO Y MpalliBHUKA
IIpU HOTO 3BUILHEHHI, a TAKOX HE0OX1HE 0(DOPMIICHHSI 3HAYHOTO 00CSTY JTIOKYMEHTIB, 1110
pEerIaMEeHTyIOTh TOpSAOK 0O0poOku iHdopmalii poOoTojaBIs, mpaBa 1 OOOB'SI3KK
KOpPUCTyBadya MpH POOOTI 3 UM TpHUCTpoeM. Ha MO0 aymMKy, BHUKOPHUCTaHHS JaHOI
KOHIIEMIIi JOMYCTUMO TUIBKA B pa3l BIIJAJICHUX MpalliBHUKIB abo0 (piaaHcepiB, sKi
3MIACHIOIOTh CBOIO TPYIOBY JISUIBHICTH B 3HAYHIM BIJAAJICHOCTI BiJ OpraHi3anii.
Hampukinaz, mporpaMict 3 1HIIOTO MicTa ab0 KpaiHH, SIKWU MpaIftoe Ha KOMIAHIIO.

Hanpuxknan, 3rimHo 3 pociimpkeHHsaMm kommadii Fortinet, 74% pecnoHzieHTIB
PEryJIsipHO BUKOPUCTOBYIOTH OCOOMCTI MPUCTPOi B BUPOOHMUUX LUIsAX. butew Toro, 55% 3
OMMMTAHUX BBAXAIOTh TaKe BUKOPUCTAHHS OCOOMCTHX MPHUCTPOIB CBOIM MPAaBOM, a HE
NpuBUICEM. A, 3a JaHUMHU JOCIIJPKEHHS KoMImadii Microsoft, HallOUIBII JOSIBHO 110
kouueniii BYOD BigHOCSTBCS KuTaichki kommnaHii (86%) 1 HaltMEHIII JIOSTBHO - STTOHCHKI
(30%). Ha puc 1.2 mpexactaBieHO po3MOALT PIBHS JIOSILHOCTI KOMIIAHIM B PI3HUX KpaiHax
no xounenmii BYOD. e cuniit: konnemnmis BYOD mgo3BosieHa 1 BiTaeThes OJaKUTHHUM:
koHneniis BYOD no3BoneHa, ame He BiTaeThes, momapandeBuii: Konmeniis BYOD

3a00poHeHa; kopuuHeBui: koHuernuiss BYOD He peryntoeThes.



Organization Policy Towards Personal Devices

- : 57%

Total us Canada UK Gemany Japan Brazil Russia India China
(n=2234) (n=249) (n=247) (n=256) (n=245) (n=245) (n=240) (n=261) (n=252) (n=239)

mitis allowed and subsidized by the organization =it s allowed, but not subsidized
= It is prohibited = There is no policy

Puc.1.2. Po3moain piBHS JOSJIBHOCTI KOMIIaHIM B PI3HUX KpaiHax 10 KOHIISIIIii

BYOD [https://www.anti-malware.ru/analytics/Technology Analysis/BYOD_Security]

1.4.2. Konnenuis COPE

Jlana KoHIIemIis Tepedayae BUKOPUCTAHHS MPAI[iBHUKOM MOOUTEHUX MPUCTPOIB, L0
HaJIeXaTh POOOTOIABINIO 1 OOCIYTOBYIOTHCS iM, HE TUIBKH JJIsT pOOOTH, ajie 1 B OCOOMCTHX
HUISIX. 3@ CBO€IO CYTTIO Il KOHLEMLIS € BUTIJHOIO JUIsl MpaliBHUKA, TOMY IO B LIbOMY
BUIIAJIKY BIH MOK€ OTPUMATH B OCOOMCTE KOPUCTYBAaHHS MOOLIbHUM pucTpiid. [IpakTrune
BUKOPHUCTAHHS JaHOI KOHLEMIIi, HAa MO JYMKY, MOXJIHMBO JIMIIE€ B SIKOCTI TaK 3BaHUX

3d0XO0TYyBaJIbHX BaXOI[iB.

1.4.3. Konnenuisa CYOD

VY naHiii KOHIENINi, HA BIAMIHY BiJl TONEPEAHBLOI, MPAIIBHUKY HE JO3BOJISIETHCS
BUKOPHUCTOBYBATH TPUCTPINA, BUAAHUNA poOOTOAaBIEM, B ocoOMCTHX IHuIAX. [IpamiBHUK
JUIIEe BIpaBl 3MIMCHUTH BHUOIp 13 3ampOMOHOBAHOTO TMEPENIKYy MPHUCTPOIB TOTrO, SKE
HaWOUIBII TMOBHO 3aJI0BOJIbHSIE HOTO (PYHKIIIOHAJIBHUM 3aBJIaHHSIM, a TaKOXX OCOOMCTUX
Brogo0anb. [lpu 1bOMy, Ha IyMKy aBTOpa, MPU BHUKOPUCTAHHI MOMIOHOT KOHIEMIi

HE0OX1/IHa SIK CyBOpa perjiaMeHTallisl MOKJIMBUX BapiaHTIB BUKOPUCTAHHS MPUCTPOIO, TaK 1



TEXHIYHI MapaMeTpu OE3IMeKH, 10 He JO03BOJISIOTh KOPUCTYBAaueBl 3/IIMCHIOBATH POOOTY 3

HEJI03BOJICHUM IIPOrpaMHUM 3a0e3nedeHHsIM (T.3B. "MPUHITUI O1710T0 CIIUCKY").

1.5. 3arpo3u Ta cnoco0u 3axucTy MOOIJILHUX NPUCTPOIB

BuxopucTtants MOOIIBHUX TEXHOJIOT1H B KOPIOPATUBHOI €KOCHCTEMI TICHO MOB'SI3aHO
3 TMUTaHHIM 1HGOpPMAIIHHOI OE3IMEeKH, OJHUM 3 €JIEMEHTIB SKOi € CHCTEMH YIpaBJIiHHSI
MOOLTEHUX MPUCTPOIB.

BianoBinHo no crnenudikd MOOLIBHUX MPUCTPOIB BOHM MalOTh CBOi crienudivHi
3arpo3u, a XapakTepHl JJis IHIIUX 1H(OPMAIIWHUX pEecypciB 3arpo3u HaOyBalOTh IEBHI
ocobnmBocTi. Po3rasiHeMo 111 3arpo3u 1 crnocoOu 3aXUCTy BIJ HUX JOKJIAJHIIIE:

1. lxipmuBe mporpaMue 3a0€3MeUeHHs, IO SKOTO BIJHOCSTHCS BIPYCH 1 TPOrpaMu-
3aKnaaku. Ha chOrofHINIHINA JIeHb WIKIJUIMBI MPOTrpamMu ICHYIOTH I BCIX NOMYJISIPHUX
onepauiinux cucteM (Windows, Linux, Mac, Android, 10S). ¥V cBoro uepry, € mmpokui
CIIEKTp MPOrpaM-aHTUBIPYCIB, 110 OXOILIIOE BCl 3a3HadeHi ruiatdopmu. s miHiMizamii
3arpo3d  3apaXEHHS WIKIJJIUMBUM TPOTPAMHUM  3a0€3Me4YeHHsM Mpu  poOoTI 3
KOPIOPAaTUBHUMH  1HQOpMAallIMHUMH  pecypcaMd 1  CHCTEeMaMH  JIUCTaHILIMHOTO
00CIyroByBaHHsl JIOIIIBHO BUKOPHCTAHHS MOOUIBHUX HPHUCTPOIB, OMEpALIiiHI CUCTEMHU
AKUX TepeadadyaroTh MOKJIMBICTH 130JIbOBAHOIO 3alyCKy J0jatKiB, T.3B. "llicounuiro"
(Sandbox). Hanpuknan, nins cmaprdoniB e Moxyts 0ytu 10S, Windows Phone, Knox
(cmaptdonu Samsung Galaxy).

KoprnopatuBhi koHIenIlii BUKOPUCTaHHS BiJJalIeHUX cepBiciB. IcHye aBi momeni
HaJ[aHHS KOPTIOPATUBHUX BIJAIICHUX CEPBICIB:

"Buytpimne ympasninasa"  (In-home) - 1e  ynpaBniHeS  iHQOpMAIHHOO
1H(}pacTpyKTyporo opranizaiii abo BJIACHUMH CHJIaMH, a00 3a JOMOMOTOI0 3aTy4yeHHS

kBasTi(hikoBaHUX (paxiBIliB 3 OOKY (T.3B. ayTCOPCHUHT).



"Xwmapsne ynpapmiaasa" (Cloud) - e ynpapniHHs iHQopMaIiiiHO0 1HPPACTPYKTYPOIO,
0 3HAXOAUThCA Mo3a opraxizamii. Jloctynm 10 MaHoi 1HGPACTPYKTypl HAJIa€TbCs 3a
KOIIITAMHU MEPEXK 3arajJbHOTO AOCTYMY 1/ a00 MI>KHApOAHOTO OOMIiHY.

2. HasBHICTh Bpa3iauBOCTEH 1 JEKJIapOBaHUX MOXKIJIUBOCTEH. SIK B1IOMO, MPAKTHUYHO
HE ICHy€ MPOTpamMHOTO KOy 3 BIACYTHICTIO BpaznuBOCTEH. PO3pOOHHMKH MPaKTHYHO BCiX
OTepaIliifHuX CHCTEM MEPIOJUYHO 1Ii YPa3IMBOCTI BUSBJSIOTH 1 BUITYCKAIOTh OHOBJICHHS.
Tomy 1151 3aXUCTy BiJl Bpa3JIMBOCTEH HEOOX1HI JBI peul: CBO€YacHa YCTaHOBKA OHOBJICHb
CUCTEeMHM 1 YHHUKHEHHsI BIIKIIOUEHHS BOyIoBaHMX 3aco0iB 3axucty cuctemu (Root,
Jailbreaking 1 T.11.).

3. 3arpo3su, 110 BUHUKAIOTh MPpY 00MIHI iH(OpMAIII€IO B ITPOIIECi Iepeaadl Mo KaHajaax
3B's3Ky. JlaHUX 3arpo3 3Ha4YHa KUIbKICTh, PO3MJISTHEMO HAUOLIBII PO3MOBCIOIKEH] 3 HUX:

» Ilepexomnenns iHdopmaiii B mporeci OOMiIHYy MK By3laMu (TPUCTPOSIMU).
[lepexorenHs iHpopmalii MoXxe BIIOYBaTHCS SIK B NpOLECl 3'€JHAHHS OPHUCTPOIO 3
NpuiMalibHO-TIEpEIaBAIbHOI aHTEHOI0, TaK 1 B mpolect pyxy iHdopmarii (MakeTiB) 1Mo
By3Jax Mepexi. HaitOuibm eeKTUBHUM CIOcOO0M JIjIsl 3aXUCTY BiJ JAHOTO BUIY 3arpo3
CIy>kKUTh H(pyBaHHs KaHay. [Ipu nbomy HE0OXiTHO BpaxOBYyBaTH, IO SIKIIIO MOBa e
npo MOOUTPHUN TPHUCTPIA, IO 3aCTOCOBYETHCS B KOPHOPATUBHOMY CEPEIOBHIII,
mudpyBanHs Mae 3aiicHioBathcs ['OCToBumMi anropytMamMu 1 3a JONOMOTOIO
KpunrorpadiuHux 3aco0iB, 110 MaOTh 1104l cepTU(dIKATU B Y KpaiHI.

* be3npoBo10Bi TOUKK JAOCTYMY B JIOKAJIbHIA OOUYMCITIOBANIbHIN MEpexi opraHizaiiii.
OcTaHHIM YacoOM BBaXKA€THCA "XOPOIIMM TOHOM'" MaTH B opraHizailii 0e3MpoBOAOBI TOUKH
JOCTYITy, TIpU3HA4YeHl 1y BiaBimayBauiB. [Ipu 1ipoMy 3a3HaueHi By3JiHM Jy>Ke€ 4acTto abo
poOJIATh BIAKPUTHMH, ab0 Mapoib PO3TAIIOBYETHCS Y BIIAKPUTOMY JOCTymi. Marouu
MOJKJIMBICTh OTPUMATH AOCTYI 0 3a3HAYEHOI TOYIli, 3TOBMHUCHHK MOKE 3aBIATH IIKOIH
KOH(D1ISHINIHOCTI, IUTICHOCTI 1 OCTYMHOCTI 1HGOpMAaIIHIX pecypciB opraxizaiii. J[ms
MIHIMi3alli 3a3Ha4yeHoi 3arpo3d HEOOXITHO BUBOAUTH O€3MPOBOJOBI TOYKH JOCTYMY B
OKpPEMHI CErMEHT Mepexl, e HeMae KpUTHYHUX 1H(hopMmamiiiHux pecypciB. Kpim Toro,

JOLUUIEHO MPOBOJAUTH YaCTy 3MIHY MapoJIiB JOCTYIY J0 IUX TOYOK.



* [limmiHa By3miB a00 JaHUX MpU nepenadi. B cuty Toro, 1mo MOO1IbHI IPUCTPOT, SK
MPaBUJIO, MIAKIIOYAIOTHCS 0 MEPEX Iepenayl JaHuX B PI3HUX Touykax, Tpadik, II0
TeHepYETbCd HHUMH, TPOXOAUTh MO BEIHKIA KUIBKOCTI BY3JdiB, fKI HEMOXIHBO
KoHTpomtoBaTu. [Ipu mepemadi maHux MOKe BIIOyBaTHCS IMiJMIHA JOBIPEHUX BY3JIB 3
METOI0 OTpUMaHHs iH(OpMAIlii, a TaKoX MiAMIHA CaMHX JaHUX 3 METOI Iepeadi,
HAIPUKIIAJ], TPOTpaM-3aKiIaJI0K Il OTPUMaHH KOHTPOIIIO Ha/l MOOLTBHUM NMPUCTPOeM. [1is
MiHIMI3aIlli 3arpo3u IpH 3'€THAHHI TPUCTPOIO 3 KOPIIOPATUBHUM 1H(HOPMALIITHUM pecypcoM
pPEeKOMEHIyeTbCcsl BUKOpPUCTaHHI VPN-Mepex, siki MOXyTh K OyIyBaTHUCS HAa OCHOBI
pOrpaMHUX MPOYKTIB (Hanmpukiam, TexHomorii ViPNet), Tak 1 opeHayBaTHCs y onepaTopa
MOO1JIBLHOTO 3B'S3KY.

* Butok mo kaHaimy mnoOIYHHX €JIEKTPOMAarHiTHUX BUIIPOMIHIOBaHb 1 HAaBEJICHb.
[IpakTyHO OYIb-IKUH €IEKTPOHHUM MPHUCTPIM TeHepye MOOIUHI BUIIPOMIHIOBAHHS 1
HABOJKH, 3a JIONOMOTOI0 SIKHX BHKOPHUCTOBYIOUM CHEIliaibHEe OOJagHAHHSI MOXHA
3MIMCHUTU 3HIMaHHA 1HGoOpMalii. 3aXucT BiJ MOAIOHOrO POy 3arpo3, SIK MPaBUIIO,
3MIIACHIOETBCSL 3@ JIOMIOMOTOI0 YCTAaHOBKM pI3HMX (UIBTPIB 1 3aXHCHUX €KpaHiB B
NpUMILIEHHSX, A€ BiaOyBaeTbcsa oOpoOka iH(popmamii. [Ipu BuUKOpHCTaHHI MOOUIBHUX
MPUCTPOIB 32 MEKAMU KOHTPOJIBOBAHOI TEPUTOPIT 3aCTOCYBAHHS 3a3HAYCHUX 3aXOJIIB CTA€
HeMoIBUM. OIHAK B JaHOMY BHIIQJIKy CJIiJ BpaXOBYBaTH, 1110 3arpo3a ay>ke crenndivna,
TOMY IO MOJIOHI KaHAJM BUKOPUCTOBYIOTHCA MOPYLIHUKOM (K NPaBWIO, TPYMOIO
MOPYIIHUKIB) 3 Iy’K€ BUCOKUM ITIITOTOBKOIO, a IIHHICTH 1H(pOpMaIlli MoBUHHA OYTH JOCUTH
BHCOKa JUIs peaiizallii moi0Hoi ataku. Tomy s HeWTpamizallii JaHo1 3arpo3u MoTpiOHO
BUKJIIOUUTH OO0pOOKY 1H(pOpMaIlii BHUCOKOiI BaXKJIMBOCTI 3a MEXaMU KOHTPOJbOBAHOI
TepuTOopli (SK 1€, HAMPUKIAI, POOUTHCA HAa PEKUMHUX O00'€KTax, € OOpOOJISIOTHCS
B1JIOMOCTI, 1110 CTAHOBJISITH JIEPKABHY TAEMHHIIIO).

3HU3UTH PU3MKM HECAHKIIOHOBAaHOTO JOCTYNMy J0 iHdopMamii J103BOJHUTH
3aCTOCYBaHHs PI3HUX CMOCOOIB aBTOpuM3alii (mapoiib, OloMeTpuYHa ayTeHTUu(IKalis), a

TaKOX MHU(PPYBaHHS HAsBHOI HA IPUCTPOT 1HGOpMalIii.



* [TocTtanoBka ab0 BUKOpUCTaHHs nepemko. [IpakTuuno Oynb-siKuii KaHal 3B'A3KY,
ajie TIepIll 3a Bce OE3MPOBOIOBUM, CXUIIBHUHN 10 Tepemkol. Tak, 30KkpeMa, IUPOKO BIIOMI
BUMAJKKA CBIJIOMOTO TIYIIIHHA MOOUIBHOTO 3B'SI3KYy. 3arpo3d TaKWM BJIACTUBOCTSIM
iH(opMairii, sk KOH(IIESHIIMHICTD 1 IIJIICHICTD, JJaHa aTaka, sk IpaBUjI0, HE 3aBaac. Y TOM
e 4ac (paKkTOp BUHUKHEHHS MEPEIIKO]T 1 HEMOKIIMBOCTI MIAKIIOUEHHS 10 KOPIIOPATUBHUX
pecypciB st poOOTH ab0 BUAA4Yl CBOEYACHOTO PO3MOPSIKEHHS HEOOXITHO BPaxOBYBaTU
MIpH TIJIaHYBaHHI CBOET A1STILHOCTI.

* Brpata mo6inpHOTO TpucTporo. JlaHa 3arpo3a € oJHI€I0 3 HAHOUIBII MOIIMPEHUX.
[Tpu iboMy HMOBIPHICTb BTPaTH 3HAXOUTHCS y B3a€EMO3B'SI3KY 3 PO3MIPOM MPUCTPOIO - UUM
MEHIIIE MPUCTPiN, TUM YacCTillle BOHO BTpayaeThes (po3OuBaeThes). [Ipu BTpati (momomiri)
NPUCTPOI0O MOXKE CTaTUCAd TIOBHA BTpara oOpoOJOBaHOI Ha HBOMY I1HQOpMaIli
(HampaioBaHb), IO TOTPeOYIOTh 3HAYHOTO 4Yacy Ha 1ii BiIHOBIEHHSA. KpiM 1p0TO,
BTpauCHUH MPUCTPIN MOXKE MOTPATTUTH B PyKH JI0 3TOBMUCHHKA, IKHIA 3M0O>KE€ CKOPUCTATUCS
iH(opMalli€to, sika 3HaXOAUTHLCA HA HbOMY a00 OTPUMATH 3a JOTIOMOT'OI0 HROTO JIOCTYI JI0
KOPIIOPATUBHUX PECYpPCiB. 3HU3UTH PU3MKU HECAHKLIOHOBAHOTO JOCTYIy N0 1H(popmalii
JO3BOJIUTh ~ 3aCTOCYBaHHA PI3HUX CMNOCOOIB  aBTopu3alii (mapoib, OloMeTphyYHa
ayTeHTudikailis), a TakoX MmudpyBaHHS HAsSBHOI Ha mpuctpoi iHpopmarii. Benukumu
MO>KJIMBOCTSIMM BIUTMBATH Ha BTpayeHe MOOUIbLHUM npucTpiil Mae cuctema MDM (Mobile
Device Management). 3 ii JOOMOTOI0 MOJIMBO BiAJajieHE 3HUIIEHHS 1H(popMalii Ha
MOOUIBHOMY TPHUCTPOI, MOIIYK MOOUIBHOTO MPUCTPOIO, OJIOKYBaHHA Ta 1H(POPMYBaHHS
ocobu, WOro 3HaMIIOB, PO crnoci0 nmoBepHeHHs. Po3ropranHs 1 agMiHicTpyBaHHs MDM
MOXJIMBO SIK CHJIaMH CaMOi OpraHi3ailii, Tak 1 IMUIIXOM Iepeaadi nux (QyHKIIH onepaTopy

3B'SI3KY 3a JOJATKOBY IUIATY.

BucHoBku 10 po3ainy 1
3 MeTor0 moOyJ0BH €(PEKTUBHOI CUCTEMHU YMNPABIIHHSI MOOUIBHUMHU MPUCTPOSIMU 1
3a0e3MnedeHHs iX 0e3MeKH B KOPINOPAaTUBHOMY CEPEAOBHILI, HA MOIO AYMKY, HEOOX1JIHO

AOTPUMYBATUCA HACTYIIHUX IIPABUJILL



1. Haiikpaiiioto KOHIEII1€:0 BUKOPUCTAHHS MOOIJIbHUX MPUCTPOIB B KOPIIOPATUBHUX
X € konuenuist "O6epu ciit npuctpiit”" (CYOD). Ipu ii BuKkopucTanHi 3a0e31e4y€eThCs
BITHOCHA OJIHAKOBICTh MPHUCTPOIB, 1[0 MAIOTh JOCTYM JI0 KOPHOpAaTUBHUX pecypciB. Kpim
Toro, O(MIIIAHO 3a00pOHAETHCS 1 TEXHIYHO peali3yeThcsi 3a00poHa Ha PoOOTy 3
HEKOPIOPATUBHUX JIOJAATKAMH.

2. HeoOxiH1 yiTKa peraaMeHTallis 1 3aKpirieHHs B JIOKATbHUX HOPMAaTUBHUX aKTaxX
00OB'A3KIB 1 BIAMOBIAAIBHOCTI KOPUCTYBa4iB MOOUIBHUMH MPUCTPOSIMU. OCOOIMBO CIIif
OPUIIUTA yBary po3Jily, SKAA BHU3HAYa€ MOPSAOK Ji y pa3l BTpatd MOOLIBHOTO
IPUCTPOIO.

3. TexuiyHa HajamTyBaHHS MOOUIBHOTO TPUCTPOIO TMOBMHHA TPOBOJAUTUCS
(daxiBIsIMHU KOMITaHi1 (aaMiHICTpaTOpaMu OE3MEKH) 1 BKIIOYATH HACTPOUKY aHTHUBIPYCHOTO
IPOrpaMHOro 3a0e3neveHHsl, 0J0OKyBaHHS MOPTIB BBEJACHHSI-BUBEACHHS a00 iX KOHTPOJIb,
BCTAHOBJICHHS MApOJIiB JOCTYITY UM 1HIIUX 3ac001B ayTeHTH(IKallll, HACTPOUKY poOOUOro
CepelOBUIA TaKUM YMHOM, 00 KOPHUCTyBad MII BUKOPUCTOBYBATH TUIBKH JI03BOJIEHI
JOJIaTKH.

4. Jlnga poboTH 3 MOOIIBHUMU MPUCTPOSAMH HEOOX1JHO MOOyayBaTu OE€3MpOBOJOBY
MEpEeXy KOPIOpaTUBHOI 1H(OPMAIIHHOI CHCTEMH BIAMOBIIHO 10 PEKOMEHAAIIH, IO
3a0€31euy0Th KOHTPOJIb BC1X TOYOK JIOCTYITY BIJMOBIIHO 10 NomiTukK 0e3neku. [lorpeda B
3aXMIIEHUX O€3ApOTOBUX Mepexkax 3 KoHQiaeHuiHicTio BeepeauHi SSID, HamiiiHa
CTOpOHHS cepTudikoBaHa Oe3meka Ta BJIOCKOHAJIICHI MEPEKEBI MOXIMBOCTI Temep
BAXJIMBILI, HDK Oynb-konu. Hanmaroum Halmupimiuid B Taimy3i HaOlp ciayx0 Oesmneku,
0€3pOTOBUX Ta MEPEKEBUX MOCIYT, KOHTpOJIep Oe3apOoTOBOI JIoKaibHOi Mepexi FortiOS
KOPIOPAaTUBHOTO KJIACy CIEHIaIbHO TMOOY/IOBaHWN JJii BUKOPUCTAaHHS amapaTHOTrO
MIPUCKOPEHHS, 10 3a0e3MeuyeThesl CIelialbHUMUA OJAMHUIIMH 00poOku nanux Fortinet
(SPU Security Processing Units), 3a0e3nedytoun Nmpu IbOMY MNPOCTE y BUKOPUCTaHHI

KOpHopaTuBHE 0€3/IpOTOBE PILIEHHS, B €1MHIN yHI(iKOBaH1N mIaTdopmi.



2 METOIM TA 3ACOBU 3ABE3IIEYEHHS KIBEPBE3IIEKH
BE3IIPOBOJOBHUX KOPIIOPATUBHUX MEPEXK

2.1 I'nyukicTh AJ151 32/10BOJIEHHS BCIiX OTPed Yy po3ropTaHHi 6e3npoBoa0BHX

Mepex

OcHoBHMIA MiaxiA 10 MOOYA0BH KOPHOPATUBHUX OE3MPOBOIOBUX MEpPEX IMOBHUHEH
0a3yBaTuch Ha kiOepoesmeri. Takuil miaxig po3pooIsieTbesl Ha caM Tepe Jis 3a0e3MeYeHHs

Ki0epOe3neKn Ha MeXi 3 JIOKaJIbHOI0 KOPIIOPATUBHOIO MEPEXKEIO.

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of April 2020 © Gartner, Inc

Puc.2.1. Mariunwmii kBagpant Gartner 2021 poxy B 06acti iHGpaCTPyKTypH TOCTYITY 10

MPOBOAOBUX 1 O€3MPOBOJOBUX JIOKATBHUX MEPEK

Sx BumHO 3 pucyHky 2.1. omHHM 3 JifepiB B 001acTi moOya0BU 1HGPACTPYKTYpH
noctymy 1o 0e3mpoBOJOBMX Mepek 3aiimae kommanis Fortinet. Tomy nHanmami

1H(DpacTpyKTypy Ta apxXiTEKTypy O€3MpOBOJIOBUX MEPEX ISl JOCTYIY 10 KOPIOPATUBHOI



iHopMariitHoi 1HGpacTpyKTypu OyJeMo JOCHIKyBaTd Ha OCHOBI OOJagHaHHSA Ta
nporpaMHoro 3abe3nedenHs Fortinet.

besnpoBonoBa iH(pacTpykTypa MOBMHHa OyTH THYYKOIO Ta MaclITabOBaHOIO.
3aBIsKH KOHCOJIITAIT MOXKITMBOCTEH Oe3MeKu Ta 0€3ApOTOBUX MEPEk, KoHTposiepu Fortinet
Secure Wireless LAN 3HauHO CHpONIyIOTh MEpEeXeBy ckiamHicTh 1 BpemrTi-pemt TCO.
[Tizxix Fortinet 6e3 VLAN 3MmeHInIye ckiagHi BUMOTH A0 PiBHS 2, yCyBalOYu HEOOXITHICTh
nommproBati iH(popmanito VLAN mo mepexi sl CIPOIIEHHS Ta MPUCKOPUTH BEJHKI,
MacmTaboBaHi pO3rOpTaHHS MEPEKi.

€0una npozopa nanenv ynpasiinHa. lHTErpailisi IpOBOJOBOTO Ta OE3MPOBOJIOBOIO
3aXMCTy B €JUHE MPO30pEe YIPABIIHHS 3HIKYE EKCIUTyaTallliHl BUTpPATH Ta 3MEHIIY€
HaBaHTKEeHHA Ha [T-mepcoHas, 3MEHIIye CKIAAHICTh YCYHEHHS HECHpPaBHOCTEH Y
OararomocTtayajibHIi Mepexi Ta HEOOXIJHICTh JOpPOroro HaBYaHHSA Ta cepTudikaiii
PI3HOMaHITHUX MPOJYKTIB MOCTaYyadbHUKIB. Ha 10gaTOK 10 3MEHILIEHHS €KCIUTyaTal[iiHuX
BUTpAT, OJIHA NIAHENb YIPABIIHHS 3a0€3M1euye MOBHY BUAMMICTh KIIIEHTIB, TOUOK JOCTYIY,
KOMYTaTOpiB Ta CHyk0 Oe3reku, 3a0e3Meuyrodr MOCTIOBHY TMOJITUKY Oe3MeKku Ta
KOHTPOJIIO, 110 3aCTOCOBYETHCS HA BCbOMY MIANPUEMCTBI.

Crnaonuii koumpoas dooamxis. IIponyckHa 3/1aTHICTh OE3MPOBOJIOBOTO 3B'SI3KY €
[[IHHUM CITUTBHUM HOC1EM 1H(pOpMAaILii, 1 JyKe BaXKIUBO, 1100 O13HEC-MPOrpamMu OTPUMYBAJIU
npioputeT y 6e3A1poBo0BIH JIokanbHIi Mepexi. FortiOS Application Control BOynoBanuii
y KOHTpOJiep 6€3MpOBOI0BOT JTOKAIBHOI MEPEXkKi 1 BUKOPUCTOBYE TIIMOOKY TIEPEBIPKY PIBHS
7 13 monan 4000 mianucamMu I0JAaTKIB, 1100 3a0€3MEUUTH FapaHTIIO MPOMYCKHOI 3/1aTHOCTI
Ta BU3HAYUTU TMPIOPUTETHICTh KPUTUYHUX mporpaM. Lls mpoBimHa B ramysi MOXKJIUBICTH
KepyBaHHSA TMporpaMaMu 3a0e3rneuye YiTKe YIpaBIiHHSA MporpaMaMu, HEOOXiTHE s
3a0€e3IeueHHs] HalKpalioi poOoTH OE3MPOBOIOBOI JTOKAIBHOI MEPEXi Ta il BUKOPUCTAHHS
JUTSI IPU3HAYCHUX TIPOTPAM.

IIposiona 2anyse 6esnexu. FortiOS Mae cBiii poJoBiJ B YHIPIKOBAaHOMY YIIpaBJIiHHI
3arpo3amu, 1 Fortinet mae Ouablie raiy3eBUX cepTU(]IKATIB, HIXK OyAb-sSKAW I1HIIMMA

NOCTa4aJIbHUK, 3a0e3Meuyloud HaWKpalmid y CBOeMy Kiaci yHI(IKOBaHUH 3aXUCT 3



1HTerpoBaHUM HabopoM mociyr Oesneku. [lounHaroum 3 aHTUBIpYCY, (iabTpalli BeO-
BMICTY, KOHTPOJIIO J0JIaTKiB, MepeskeBoro IPS, ginbrpanii enekrponnoi nomtu 1a DLP, 1o
0e31pOoTOBOI JIOKATBHOI MEpeki Temep MOXHa 3aCTOCYBAaTH TOW CaMUN 3aXWCT, SIKAN
3aCTOCOBYETHCS /10 3BUYAHOI Mepexi. BOymoBana Oe3npoBojoBa cucTeMa BUSIBICHHS
BTOPTHEHb JOJATKOBO 3aXUIAE OE3MPOBOIOBY JOKAIBHY MEPEXKY, BUSIBISIIOUH IIUPOKHI
CTHIEKTpP METO/IiB BTOPTHEHHS PajliouacToT, BKIIOYAIOUH:

- Acomiartisi / Ayrentudikaritis / EAPOL Flooding;

- JleayTenTudikariis TpaHCIALI;

- [Tinpo6aenuit MAC;

- CreniasibHe BUSIBJICHHS Ta CTPUMYBaHHS MEPEXKi;

- BusiBnienns 6€3poBog0BOTO MOCTY;

- HemnpaBunbHO HalalmToBaHe BUSHAUYCHHS TOYKHU JOCTYITY;

- [Tepesipka MAC OUI.

Asemomamuzosane susenenns garvuusoi mouxu (Rogue) docmyny ma npudywenns.
Touku noctyny Rogue € cepiio3Ho10 3arpo3010 6e31eku Mepexi 3a J0MOMOI0OI0 CTBOPEHHS
TOYKHU BUTOKY, € 30epiratoTbcsa KOH(DIICHIIIHI JaHl, Takl K KpeAuTHa KapTka. Lle moxe
MPU3BECTH JI0 TOTO,ITI0 1H(pOpMaIlisi MoxKe OyTH BuiydeHa 3 mepexi. 3 miei npuunnu PCI
DSS Tta iHmi crangapth O€3MEKM MaHUX YacTO BHUMArarOTh MPOBEJACHHS AKTUBHOTO
MOHITOPUHTY Ta TPUIYIICHHS HEMPaBIWBHX TOYOK JOCTyMy. MeXaHi3M BUSBICHHS i
danpmmBoi Touku poctyny FortiGate Rogue BUKOPUCTOBYE pi3HI METOIM KOPEIIii, 1100
BU3HAYMTH, UM MIJKIOYEHA Touka noctyny Rogue AP no mepexi. Llelh aBTomaT3oBaHui
MpOIIeC TOCTIMHO KOHTPOJIOE HASBHICTh HEBIJIOMUX TOYOK JOCTYIy Ta aBTOMATHYHO
npuyiye 0y/ib-sKi HeCAaHKII1IOHOBaHI Jii.

Hianazonne ynpaeninna. Jliama3oHHe ympaBIiHHSA  J03BOJSIE  e(DEeKTHBHIIIE
BUKOPHUCTOBYBATH JOCTYIHHI O€3MPOBOJOBHI JOCTYI MEPEXIi, BIAMPABUBIIN KIIEHTIB J10
Jiana3oHiB poOOTH Mepexl, e iX HalOuIbiie epEeKTUBHO OOCIYroBY€ThCs. TeXHONOTIi
FortiOS no3Bosisie KopucTyBaueBl NpH3HAYATH Jlala3oH KIIEHTaM BIJAMNOBIAHO 0

MOXKJTMBOCTI MEPEKI.



be3 niamna3oHHOro KepyBaHHSI IBOCMYTOBHUM KJIIEHT MOXE acOIllOBaTUCS Ha KaHanax 2,4
[T a6o 5 I'T, mo npu3BOAUTh 30UIBIIEHHS KIJIBKOCTI OJTHI€T a00 1HIIIOI CMYTH 3aJI€KHO
BiJl HaJAIITyBaHb MHPUCTPOIO. 3a JOMOMOIOI0 CMYTOBOIO J1alla30HHOTO YIIPABIIHHS €
MOXJIMBICTh CHPSAMYBaTH 4acTHHY Tpadiky Ha BHOpaHuM niama3oH. [HIE 3acTOCyBaHHS
J1ana30HHOTO YIPABIiHHS - 1€ PO3AIIICHHS MPUCTPOIB 3a 1X 3HAUUMICTIO (200 BaXKIMBICTIO
TUMIB Tpadiky, Skuil BOHU OyIyTh MeperaBaTu y KOPIOPAaTUBHIA MKpexi). Takum unHOM
MOYKHA 3aJIUIITUTH BCIX KJIE€HTIB 3 HU3bKOMPIOPUTETHUMH MpodiisiMu Ha kaHanax 2,4 I'T
(e mpomycKHa 37aTHICTh HE BUKIIMKAE 3aHEMTOKOEHHS) 1 TIEPEHECTH BaroMux KIIIEHTIB Ha
niarma3oH 5 I'T'1, mo6 gocsartu O1IbII BUCOKUX IIBUJKOCTEH Mepeaadl TaHuX.

Asmomamuune 3abe3nevenns paodiopecypcie. Texnonoria FortiOS DARRP
(Distributed Automatic Radio Resource Provisioning -po3moijieHe aBTOMaTHYHE HaTaHHS
pamiopecypciB)  3a0e3neuye  ONTUMI3allil0  Oe3MpoBOJIOBOT  1HOPACTPYKTYpU IS
3a0€3MeUYeHHs] MaKCUMAaJIbHOI MPOIYyKTUBHOCTI. Touku poctymy Fortinet, yBIMKHEH1 3a
JOTIOMOTOK0  I1€1  pPO3MIMPEHOi  (YHKLII, IOCTIHHO KOHTPOJIIOIOTH PaaioyacTOTHE
CEpEIOBHIIE HAa HASBHICTH MEPEIIKO/I, IyMYy Ta CUTHAJIB BiJl CYCIAHIX TOYOK JOCTYITY, IO
no3BoJisge koHTposepy WLAN FortiGate BUu3HayaTH ONTUMaJIbHI PiBHI MOTY)HOCTI AP st
KOXHOT1 TOYKM jgoctynmy B Mepexi. Komu namaerbcs HoBuii AP, DARRP Bubupaerscs
ONTUMAJIbHUM KaHa, 0€3 BTpy4YaHHs aJMIHICTpaTopa.

Captive nopman Takoxx MATpUMYEThCs aBTeHTH(]IKAIlisli HA OCHOBI Opay3epa IS
3aMpoNIeHNX KOPUCTYBadiB dYepe3 MiAKIIYeHUN mopTtan 13 miarpumkoro SSL. Ilew
BOY/ZIOBaHMI TOpTaa J03BOJIAE HAJlAIITOBYBaTH CTOpiHKM Bxoany B HTML, a Ttakox
OOJIIKOBOTO 3amHcCy TOCTsA, M0 3a0e3medye YNpaBliHHA TOCTSIMH 3a JIOMOMOTOIO
iHTerpoBanoro noprany. FortiOS Takox miarpumye yHiBepcanbuuii Meto noctyny (UAM
- universal access method) mst iHTerparii 3 CTOPOHHIMH 30BHIIIHIME CepBEepaMH HOpTay,
a TaKOXX 3aCTOCOBYEThCA JABOGAKTOpPHA aBTEHTH(IKAIS 3 OJHOPA30BUM TMapojieM
FortiToken (OTP - One Time Password) pimeHHsIM.

IIpucmpoi 3 i0bumxamu nanvyie. JJakTUIIOCKOIIISI IPUCTPOIO T03BOJISIE 30MpaTH Pi3HI

aTpuOyTH MPO MPHUCTPIN, MO0 MIIKIIOYAETHCA 0 Mepexi. 3i10paHi aTpuOyTH MOXKYTh



MOBHICTIO 200 YaCTKOBO 1IEHTU(IKYBAaTU OKpeMi NMpUcTpoi, BkIodaroun OC KiieHTa, TUI
NPUCTPOIO Ta Opay3ep, IO BHKOPHUCTOBYETHCS. BiIOWTKM MaNbIiB Ha MPUCTPOI MOXKYTh
HajaTu Outblie iH(GOpMalli Mpo CTAHIIO 1 JO3BOJSIOTH CUCTEMHHM aJIMIHICTpaTopam
OinpIlie 3HATH MPO TUIU BUKOPHCTOBYBAaHUX IMPHUCTPOIB Ta BKUBATU 3aXOJIB, SKIIO II€

HEOOX1THO.

2.2. ApxiTekTypa 0e3meKku 0e3npoBoI0Boi KopnopaTuBHOiI Mepe:ki Bix FortiGate

CyyacHi KOpIOpaTUBHI Mepexi, B mporieci poOoTH 3 iHGOPMAIITHUMU CUCTEMaMHU
CTUKAIOThCSl 3 YMCICHHUMHU TpoOieMaMu, siKi MOB’S3aHl 3 MEPEKEBUM CEpPEOBUIIEM, 3
BIpoBaKeHHAM KoHuemniii BYOD, opranizami€o BiggaJieHOI MOOUIBHOI pOOOTH, IO
MPU3BOJUTH JI0 3arpo3 BUTOKY 1H(opMariii. Bee 11e BuMarae po3po0sisiTi Ta BIPOBAIKyBaTH
apxitektypy Secure Wireless LAN 10 sikux BXOASTH KOHTPOJIEPH, CIEIialbHI TOYKH
JIOCTYITy 3aXHILEHOT0 OEe3MpOBOJOBOIO 3B'S3KY JIOKaNbHOI Mepexi. Came Taki pillleHHS
BUKOPUCTOBYIOThCS B Fortynet, mo ckiajsae OCHOBY IUIaTGOpPMH MepexeBoi Oe3neKu
FortiGate.

IToBry apxitektypy Secure Wireless LAN Bix FortiGate, BiZIHOCHO OIIMCaHHMX
MO>KJIMBOCTEH MOKHA MPEACTABUTU HACTYITHUM YUHOM (pHuc.2.2):

* Captive Portal, 802.1x, TuM4acoBuii JOCTYI JIJIsi TOCTEM;

* [nenTudikaiis KOpucTyBada Ta MpUCTPOIO, aBTOPHU3ALLIS;

* [ToniTika Ha OCHOBI KOPUCTYBAauiB Ta MPUCTPOIB, KOHTPOJIb MPOTPaM;

* [ToM'sIKIIIEHHS 3TOBMUCHOT TOYKH JIOCTYITY, BUSIBIICHHS 0€3MPOBOIOBUX BTOPTHEHb;

* besnpoBogoBa QOS Ha OCHOBI KOPUCTYBAYiB Ta JTOJATKIB;

* JleranbHa BUOUMICTH MEPEXKI Ta 3arp03, 3BITYBaHHS MPO BIMOBIIHICTb.
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Puc. 2.2. TloHa apxitektypa Secure Wireless LAN

2.3. IHTerpoBaHa cucreMa ynpapJiHHS 0e3NPOBOJOBUMH Mepe:kaMu Ha 0a3i
FortiGate

OcTtanHiM dYacoM 3'ABISIOTBCA TOTPeOM TOB'SI3aHI 3 PO3BUTKOM TEXHOJIOTI]
kopriopatuBHuX Mepex Wi-Fi. B yMoBax BHCOKOi MOOIIBHOCTI CHIBPOOITHHKIB, IO
0COOJIMBO CTOCYETHCS TIPAKTUKWA BUKOPUCTaHHS BiacHUX mpuctpoiB (BYOD), a Takox
3pocTaroyoi KiuibkocTi mpucTpoiB [oT, BOpoBajKyBaHMX B KOPHOpPAaTUBHE MPOCTIP,
nignpueMcTBaM 1ix [T-Bimaigam BaKIUBO €(heKTUBHO yIPABIIATA CBOIMHU TOUKaAMU JIOCTYITY,
a TaKOX MPOTHUISATH 3arpo3aM OE3IEeKH.

€ MOXJIMBICTh IPU BUKOpUCTaHHI 3ac00iB FortiGate 3acTocoByBaTH npu moOya0Bi
0€3MpOBOIOBOT TOKATBLHOT MEpPEX1 IHTETpoBaHUM Oe3neunnii KoHTpoJuiep 1 Ha 6a3i FortiOS,
CIIeI1aII30BaHOl OMEpaIifHOI CUCTEMH MEpPEKEeBO1 OE3IeKH, sika € OCHOBOIO TIaThopMu

MmepexeBoi 6e3neku FortiGate. Posrinsinemo cxemy moOy0Bu Takoi Mepeki Ha puc.2.3.
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Puc. 2.3. Cxema inTerpoBaHoi Mepexi Ha 0a31 komyTtaropa FortiGate
Jlana cxema CKJIa/1a€Thes 3:
- bnoku FortiAP;
- brnoxku FortiGate;
- Ycrpoiicta FortiWiFi,
- bnoku FortiAP.

Ilpucmpoi FortiAP - 1ue TOHKI TOYKM Oe3mpoBogoBoro noctymy (AP), mio
OiATPUMYIOTh HOBITHI TexHousorii Wi-Fi (po3paxoBani Ha Oarato kopuctyBauisB MIMO
802.11ac Wave 1 1 Wave 2, 4x4), a takox 802.11n. /laHi TOUKH MIATPUMYIOTh PEXKUM MPU
posroptanHi plug and play. brnoku FortiAP OyBatoTs pizHuX (GopM-(pakTopiB (HACTIIHHI,
BHYTPIIIIHI, 30BHIIIHI a00 HACTiHH1). BHyTpiIH1 1 30BHIIIHI OJIOKM MOXKYTh MaTH BHYTPIIIHI

a00 30BHIIIHI AHTEHHU.



Jlns BeNMMKUX pO3ropTaHb Mepexi, Aeski mojeni FortiAP miaTtpumyioTh pexum
po0OTH KOMIpYACTOT MEpeKi, B IKOMY Tpadik yNpaBiIiHHS 1 epenayl JaHUX MK TOUKaMH
JIOCTYMY 1 KOHTPOJIEPOM TepeAacThes Mo BUAUICHIA 0e3mpoBo10Bi Mepexi. KopuctyBaui
MOKYTh 0€3MEePEIIKOTHO MePEMIIIATUCS BiJ OJHIET TOYKU JOCTYITY /IO 1HIIIO].

Y Mozensix 3 ABOMa paJgioMOAYJISIMHU KOKEH PallOMOIyJIb MOXKE IIPALIOBATH K TOUKa
JOCTYMy a00 K OKpeMUui MOHITOP. DYHKIIIS MOHITOPUHTY TaKOX JOCTYITHA IT1]T 4ac poOOTH
TOYKH JOCTYIY B 3aJIEKHOCTI BiJl piBHA Tpadiky.

bnoxu FortiGate. Ilpuctpiit FortiGate - 11ie Mib>kKMepeKeBUM eKpaH Il TAIPUEMCTB.
Kpim 00'ennanns Bcix GyHKIIN MepexeBoro Opanamayepa, IPS, 3axucTy Bij MIKiAIUBUX
nporpaMm, VPN, ontumizauii WAN, BeO-(inbTpanii Ta ynpaBiaiHHSA JOAaTKaMH B €IMHIN
wiatgopmi, FortiGate Takoxx mae BOynoBanuii koHTposuiep Wi-Fi. 3a momomoroio mporo
iHTerpoBanoro kontposuepa Wi-Fi nmpuctpiii FortiGate moke HaJlaluTOBYBaTH 1 YIIPABIISATH
TOYKaMU JTocTyiy, TakuMu sik FortiAP, FortiAP-C, FortiAP-S, FortiAP-W2 i FortiAP-U.

Ipucmpoi FortiWiFi. Tlpuctpiii FortiWiFi - me FortiGate 3 BOymoBanum Wi-Fi.
[Tpuctpiii FortiWiFi Mmoxe BUKOHYBaTH HacTymH1 (yHKLIII:

- 3abe3reuye TOYKY JOCTYIYy IJisi KIIIE€HTIB 3 O€3MPOBOJAOBUMHU MEPEKEBUMHU
kaptamu. L{eif pexxum 3a 3aMOBUYBaHHSAM HAa3UBAETHCS PEKUMOM TOYKH JOCTYITY;

- M1JKJTI0YAETHCA 10 1HIIO1 0€3MPOBOAOBOI Mepexi. JJaHuil pexkuM Ha3UBAETHCS
pesxxumom kimienta. [Ipuctpiit FortiWiFi, mo npaiitoe B pexxuMi KIIi€HTa, MOKE MAaTH TUTBKH
oJI1H 0€3MpOBOIOBUH 1HTEp(DEIiC;

- CJIIKYBaTH 3a TOYKaMU JOCTYIy B Mexax pajiomiama3oni. lle HasuBaeThcs
pPEKMMOM MOHITOPUHTY. B TakoMy pexumi € MOKIWBICTh MO3HAYWUTH BUSBIICHI TOUYKH
JIOCTYITY SIK IPUIHSATI a00 HE3aKOHH1 AJIA BIICTEKEHHA. Y LbOMY pEXUMI poOOTa 3 TOUKOIO
I0CTyIy a00 KIIEHTOM HeMokiuBa. OJHaK MOXHA BKIIOYUTH MOHITOPHUHT B SIKOCTI

(hOHOBOT AKTUBHOCTI, MOKU MPUCTPIN 3HAXOAUTHCS B PEKHUMI TOUKHU JOCTYITY.



2.4. TonmoJorii 0e3MpPoOBOI0BOr0 yNpPaBJIiHHS

PosrnsHeMo HaCTymHI TpU TOIMOJIOTIT, JOCTYTHI JIsl YIPABIIHHSA TOYKAMHU JOCTYIIY:
- InTerpoBane 6e3MpoOBOIOBE YIPABIIHHS.
- YrpaBniHHSA XMapHOIO TOYKOIO TOCTYITY.
- Bupinennii 6e3mpoBo0BHII KOHTPOJIEP.

Tomosoris iHTErpoBaHOTO 6E€3MPOBOOBOTO YIPABIIHHS TOYKAMHU JIOCTYITY JO3BOJISIE
BUKOpHcTOBYBaTH npuctpiii FortiWiFi, sixuit npeacrasnse coboro FortiGate 3 BOyqoBanuM
moxaynem Wi-Fi (Takox HasuBaeThes JokanibHuM Wi-Fi panio), Ta mpaloe sik TOouka
JOCTYIY.

[TigkmrouiTh 30BHIIIHI TOukH JocTymy (FortiAP) no FortiWiFi.

[Tinxmrouith 30BHIIHI puctpoi FortiAP no FortiGate.

Inmeeposana mononociss 6e30pomo6o2o0 yYnpaegiiHHA BUKOPUCTOBYE KOHTPOJIEP
0e31pOTOBOI JIOKAJIBHOI MEpEeXi Ta KOMyTaTopa, BOyJOBaHUM B OINEpaliiHy CHCTEMY
FortiGate (a6o FortiWiF1), nnsa 3a6e3nedyenns 6e3neunoro Wi-Fi 1 mpoctuit HanamryBaHHS
1 yNIpaBJIiHHSA TOYKaMHU JOCTYITY.

[HTerpOoBaHa TOMOJIOTIS OE3IPOTOBOIO YNPABIIHHSA - 11€ BUOIP /ISl POTOPTAHHS JIJIst
Majgux 1 cepenHix mignpueMmcTtB. B manomy Bumnanaky FortiWiFi moGpe migxonuts aiis
HEBEJIMKUX CaWTIB 3 4uciIoM KopucTtyBaudiB MeHme 40 1 miomero He Outbme 3000
kBaapatHux ¢yTiB. Posropranns tomosorii 3 FortiGate, sxkuii € kepyrouum 3acoOom
30BHIIIHIMA TOYKaMHU JIOCTYIly, MOXE€ BapilOBATHUCA BIJl HEBEJIMKUX CaWTIB 3 YHUCIOM
KopHrcTyBauiB MeHIIe 40 J10 BEIMKHUX CAUTIB 3 COTHIMH KOPUCTYBaviB 1 ruiometo moxaa 3000
KBaJIpaTHUX (YTiB.

[Ipu BuKOpHCTaHHI 32 JonoMororo nmpuctporo FortiGate ado FortiWiFi € MoxnuBicTh
HaJIAIITOBYBATH 1 ynpaBisaT npuctposimMu FortiAP, FortiAP-C, FortiAP-S, FortiAP-W?2 i
FortiAP-U.

Vnpaeninna xmapnoi mouxor odocmyny. FortiAP Cloud Hamae MOXIJIMBOCTI

yIpaBimiHHS 7151 aBTOHOMHUX FortiAP, siki macmtaOyroThest BiJl OKpeMHX OpTaHi3allii, siki



yIOPaBISIOTh ACKITBKOMAa TOYKAMH JOCTYIY, IO BEIUKHUX MiIMPHEMCTB, SIKi KEPYIOTh
KUTbKOMa THUCsigaMu Touok noctymny. FortiAP Cloud no3Bonsie HagaBaTu, BiICTE)XKYBaTH,
yCyBaTH HETMOJAJKU 1 ONTUMI3yBath po3ropTanHs FortiAP 3a momomororo mpocToro,
IHTYITHBHO 3pO3yMIJIOTO 1 3pYYHOT'O Y BUKOPUCTAaHHI XMapHOT0o iHTep(deiCy, TOCTYITHOTO 3
Oyab-sIKOro MicIls. 3aBASKH BapiaHTaMm po3ropTaHHs 0e3 BTpydyaHHsS KopucTtyBaya FortiAP
Cloud ycyBae HEOOXITHICTh B JOPOTUX TEXHIYHMUX 3HAHHSIX Ha Micii. JlineH3iiHuil Kio4
FortiAP Cloud nocraBnseTscs 3 koxxHUM FortiAP, 110 103BoJIsi€ aaMIHICTPAaTOPy MIBUIKO

J0AaBaTU TOYKU JIOCTYIY /10 CIY>KOH.

- == Management
—— Data

Puc. 2. 4. Tonosnorist ynpasJliHHS XMapHOIO TOYKOIO TOCTYITY



3a J0MOMOro mopTraidy MiArOTOBKU Ta ynpaBiiHHS FortiAP € MoxiuBicTh KepyBaTu Ta
HayamroByBatu npuctpoi FortiAP, FortiAP-C, FortiAP-S, FortiAP-W2 i FortiAP-U.

Buoinenuii 6e3nposodosuti konmponep. Jleski po3ropTanHs 0€3MpoOBOIOBOI MepexKi
BUMAaraloTh BHCOKOi MOOUIBHOCTI 3 BHCOKOI IPOAYKTHUBHICTIO, 1 O€3MpOBOIOBUI
koHTpoJiep Fortinet moxke 3abe3neunTtn Oe3neunmii Wi-Fi kopmopaTuBHOTO Kiacy s
BEJIUKUX CEPEIIOBUI] 1 CEPEJOBHIN 3 BHCOKOK IIUIHHICTIO pO3MilIeHHs. BumineHi
koHTpoJsiepu WLAN 3a0e3neuyroTh MmiiaBHy MOOUIBHICTh, IMIBUAKE PO3TOPTAHHS 1 MPOCTE
PO3IIMPEHHS] €EMHOCTI 32 paXyHOK BipTyasi3allii paaioyacTOTH I BETUKOI KITBKOCTI TOYOK
JOCTYIY.

[Tnatdopmu FortiWLC (konTposuiep 6e3mpoBo0BoOi IoKalibHOT Mepexki) 1 FortiWLM
(MeHemxKep OE3MPOBOJIOBOT JIOKAJIBHOI Mepeki) 3a0e3MeuyloTh IUIaBHY MOOUIBHICTH 1
BIJIMIHHY HaJIMHICTDh 3 ONTHUMI30BAaHUM PO3IOAIJIOM KIIEHTIB 1 BUKOPUCTAHHSIM KaHAIIB.
[linTpuMyIOThCA SIK OJHOKAHAJIbHI, TaKk 1 OaraTokaHalbHI BapiaHTU PO3TOPTaHHS, WIO
JI03BOJISIE MAKCUMAJTLHO €()EKTHBHO BUKOPHUCTOBYBATH JIOCTYITHHI 0€3MPOBOAOBHI CIICKT].
[Tnarpopma FortiWLC moxe ynpasistu npuctposimu FortiAP-U.

FortiAP-U Touku moctyrey, siki € IpoCTi B YIPaBIliHHI, 1 TPEACTABISIIOTH COOOFO
THY4YKe KOpropaTuBHE 0€3MpOoBOIOBE pillleHHs. [HHOBAIIHI yHIBEpCaIbHI TOYKU JIOCTYITY
Fortinet moennyrooTh B co01 (yHKIT €IUHOTO YIPABIIHHS JOCTYNOM JO MEpPEXi Ta
BIJICTEKEHHSI, peaji30BaHl 3a MATPUMKH aIallTUBHOI CUCTEMU MepekeBoi Oe3neku Fortinet.
e 3abe3meuye KOMIUIEKCHUN 3aXHCT MEPEKEBOT0 NIEPUMETPA 3aBIAKU (PYHKI[ISIM 3aXHUCTY
1 Application Control. Takoxx Ha 0a3i 1HTErpOBaHOI AJaNTUBHOI CUCTEMHU MEPEKEBOI
Oe3meku 1 3a JoMoMOror (GyHKIIH CErMEHTAIlll JOCTYITy 0 MEPEXi pealli3yeThCs €IMHA
cTpareris Oe3meKkd, Mo 3a0e3leuye 3aXHCT KOPIOPaTUBHUX MEPEX BIJ JOCTYIy 0

BAXKJIMBUX BHYTPIIIHIX 3arp03 JaHUX, MeTOI0 IKkuX € [0T 1 KiHueBi npucTpoi.



2.5. Kondirypauis 06e3npoBo10Boi Mepe:ki

Touku moctymy mepexxi WiFi 3a3Buuail migkimogaroTecs 10 koHTposiepa WiFi uepes
MiIKII0YeHHs 3a TexHojorieto Ethernet. besmpoBomoBa ciTka ycyBae HEOOXITHICTh B
npoBeJieHHI kabenbHUX 3’ €qHanb Ethernet, ockinbku Touku noctyny Wi-Fi miakmatouaroTbes
70 KOHTpoJjepa mo pamio. Ile kopucHo, Komm ycraHOBKa kabenbHuUX 3’e€qHaHb Ethernet
HEIOIJIbHA.

Tomosorito 6e3mpoBoOAOBOI Mepeki OKa3aHo Ha puc.2.5.

(\ Internet
\\.

2.4GHz 2.4GHz

Mesh SSID — Mesh SSID . Mesh SSID
5GHz eal 5GHz eal 5GHz
’) FortiAP ((.)) )) FortiAP ((.)) ’)

2.4GHz 2.4GHz 2.4GHz

Mesh root
FortiAP

FortiGate Unit

Puc. 2.5. Tononoris 6e3npoBo10BOT MEpexi

be3npoBoioBa Mepexa - 11e Mepexa 3 JACKIIbKoMa Toukamu aoctyny (AP), B skiil
TITBKH OUH TIpUCTpii FortiAP miakiroueHo A0 mpoBOAOBOI Mepexi. [HII TOYKH JOCTYITY
FortiAP 0OMiHIOIOTBCSI TaHUMU 3 KOHTPOJIEpOM uepe3 okpemuit SSID TpaH3uTHOTO pelicy,
KWW HEMOCTYIHUM Jytst 3Bu4aitHuX kiieHTiB WiFi. Touka qoctymy, miakitoueHa 10 Mepexi
yepe3 Ethernet, Ha3zuBaeThcs KopeHeBUM By3JioM ocepeaky. SSID 3BopoTHOro pericy
3abesmneuye BusiBieHHs CAPWAP (Control and Provisioning of Wireless Access Points),
HACTPOIKY Ta 1HII KOMYyHIKallli, iK1 3a3BUYail nepeaaroThes uepes 3'enHanns Ethernet.

Kopeneuii By3011 Moxe OyTu npuctpoeM FortiAP abo BOy10BaHOIO TOYKOIO JOCTYITY

FortiWiFi. Touku noctymy, siki 00cnyroBytoTh 3BHYaiHUX KiieHTIB WiFi, Ha3uBaroThCs



JUCTOBUMHU By3iamu. KiHIIEBI TOUKHM JOCTYMy TaKOX HECYTh 1ieHTHdiKaTop Mepexi SSID
JUIsL ORI BiJUIQJICHUX KIHIIEBUX BY3iB. JIMCTOBUI By30)1 MOXe Mmiakarodatucs a0 SSID
CiTKH 6€3mocepeIHhO 3 KOPEHEBOTO By3Jia a00 3 OYIb-SIKOTO I1HIIOTO JUCTOBOTO By3ia. Lle
3abe3reuye HaAMIPHICTD B pa3i BiiMoBU AP.

Bci Touku goctymy B koH(pirypaiiii 6e3mpoBo1oBoi Mepeki HOBUHHI MaTH MPUHANMHI
OJIMH 31 CBOIX PaJlOMOMAYIB, HAJNAIITOBAHUX ISl 3a0€3MEUYCHHS TPAH3UTHOTO 3B'A3KYy B
Mepexi. SIK 1y BUNaaKy 3 MPOBOJAOBUMH TOUYKAMU JOCTYIY, MPU 3aIMyCKY SYEICTUX TOUOK
JOCTYIy BOHH MOXYTh OyTh BusBiIeHI Wi-Fi-korTponepom FortiGate a6o FortiWiFi i
aBTOPU30BAH1 IS MIIKIIOYECHHS 10 MEPEXKI.

SSID 3BopoTHOro Tpadiky 3a0e3neudye Kpairy HpOJYyKTUBHICTb, KOJHM BIH
nepefaeTbcss 1Mo BuAUIEHOMY paaio. Hanpukinan, Ha mnpuctpoi FortiAP 3 nBoma
pagiomonynsmu  pagiomonynb S I'T moxke mnepemaBatu Tutbku SSID  TpaH3uTHOTO
3'eHaHHS, TOM1 SIK pagiomonyib 2,4 I'T'1 nepenae oqun abo Kinbka igeHTudikaropiB SSID,
Kl OOCIYrOBYIOTh KOPUCTYBayiB. Y LbOMY pEXKUMI BH MOKETE HAJIAIUTYBaTH (POHOBE
ckanyBanHs WiFi.

SSID 3BopOoTHOTO peiicy MOXe TaKOX BUKOPUCTOBYBATH TOH ke paaioMoayis 3 SSID,
K1 OOCIYTrOBYIOTH KOPHUCTyBauiB. [IpOAyKTHBHICTH 3HMXKYETHCS, OCKUIBKHA 3BOPOTHHM
TpadiKk 1 MPU3HAYEHUH /I KOpPUCTyBauya Tpadik KOHKYpPYIOTh 3a JOCTYIIHY CMYTY
nponyckanHs. ®oHoBi nepeBipkn WiFi HeqoCcTynmHO B IbOMY pexkumi. OZHUM 3 mepeBar
BOTO PEXHUMY € T€, 110 TOYKAa JOCTYIy 3 JABOMa PaTlOMOIYJSIMHU MOXeE 3a0e3neuyBaTH
nokputTs WiFi Ha 000X AianazoHax.

Po3srisiHeMo pexxuMu po3ropTaHHs 0e3mpoBOoJI0BOi Mepexi. IcCHye nBa mommpeHux
PEXUMY PO3rOpPTaHHS O€3POTOBOI MEPEXKI:

1. besnposooosa cimka. Touku nocrymy mifkiodaroTbest 10 Wi-Fi koHTposepa
FortiGate a6o FortiWiFi. Kopuctysaui Wi-Fi miaknrogatorses 10 6e3mpoBogoBux SSID Tak
camo, Kk 1 B mepexxax Wi-Fi 6e3 ssueicToi Mmepexi.

2. besnposooosuii micm. JIBa cermeHTa LAN moB's3aHi OJMH 3 OJHHUM IO

6e3mpoBooBoMYy 3B's13Ky (SSID TpansutHoro Tpadiky). Ha mucrosi AP, 3'ennanns Ethernet



MOX€ BUKOPHCTOBYBATHUCS I 3a0e3nedeHHs MnpoBoaoBoi Mepexi. KopucryBaui WiFi i1
MIPOBOJIOBOI MEpEeXkKl J0 KIHIIEBOI TOYKU JOCTYIy MIAKJIIOYEH] JI0 CETMEHTY JIOKAJIbHOI
MEpEexXi, 10 SKOTO MiIKITI0UeHa KOPEHEBA TOYKA IOCTYITY.

[cHYIOTH BUMOTH 70 MPOIIUBKY 00agHaHHsA. Beil mpuctpoi FortiAP, siki € yacTrHOMO
0e3mpoBOI0BOI KOMIpYACTOT Mepexki, MOBUHHI OyTH OHOBIIEH] /10 Bepcii mpommBku FortiAP
5.0, 36ipku 003 a6o Bumie. [Ipuctpoi FortiAP-222B mnoBunni matu oHoBieny BIOS mo
Bepcii 400012. Ilpuctpiii FortiWiFi a6o FortiGate, 1mo BHUKOPUCTOBYETHCS B SIKOCTI
koHTposiepa WiFi, mae mparroBatu mig kepyBanHsM npommBku FortiOS Bepcii 5.0 abo
BUIIIE.

Tunu 6e31poTOBOI Mepexi

Citka Wi-Fi Mmoxke 3a0€31eunTy JOCTYM MKUPOKO po3noaiyieHuM kiieHTaMm. Kopenena
TOYKa JOCTYIy KOMIpUYacToi Mepexi, Oe3rocepeHb0 MigKIoueHa 10 KoHTposiepa WiFi,
MoO>ke OyTH IKUM npucTpoeM FortiAP, abo BOyaoBaHOi Toukor0 goctymy MoayJist FortiWiFi,
AKUN TakoxX € koHTposaepom WiF1 (puc 2.6).

broxu FortiAP BUKOpHUCTOBYIOTBCS SIK B SIKOCTI KOPEHEBOI TOUKH JOCTYIY MEpExi,

TakK 1 B SIKOCTI KIHIIEBOi TOUKHU JOCTYITY

Internet
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’) FortiAP (( )) ) FortiAP (( )) )
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Puc. 2.6. Tononoris 3 KOpEHEBOI TOYKOIO JOCTYITY KOMIpYacTOi MEpexi

KpiMm 1poro Tomosorito 6e3npoBoI0BOI MEPEXI MOKHA MOOYTyBaTH 3 MPUCTPOSIMHU
FortiWiFi six xopeHeBOi TOUKHM NOCTymy KomipdacToi mMepexi 3 enemeHTamu FortiAP B

SIKOCT1 KIHIIEBUX TOYOK JOCTYITY.



AJNbTepHATHBHE BHUKOPUCTAHHS OE3MPOBOJOBOT MEpEKi B SKOCTI pETpaHCIsATOpa
Touka-Touka (puc.2.7.). KopucryBaui sik npoBomoBux, Tak 1 Wi-Fi Ha cTopoH1 KiHIIEBOi

TOUYKH OCTYIY MiAKII04eHi 1o cerMeHTy LAN Ha CTOpOHI KOPEHEBOI MEpexKi.

2.4GHz W 2.4GHz
Mesh root

<P EE oD B oD ks

2.4GHz 2.4GHz 246he

Puc. 2.7. Tonosiorig TOYKa-TouKa

BucHoBk#M 10 po3ainay 2

B manomy po3misi mpoBeeHO AOCIIKESHHS, 1010 THYYKOCT1 BIPOBAHKCHHS Ta
pO3ropTaHHs OE3MPOBOIOBOT MEPEXKi:

Js1st po3ropTanHst 6€3MpPOBOIOBOT MEPEKi 0OpaHO METOU Ta 3aco0M Ha 0asi pilleHb
Fortinet, ski 3aliMar0Th OJHY 3 TOJIOBHUX MO3MIlIA B MaridHoMy kBaapanti Gartner 2020
pOKy B 00siacTi 1H(QPACTPYKTYpH AOCTYIy JO MPOBOAOBUX 1 OE3MPOBOJOBUX JIOKAIHHUX
MEpPEK.

BuszHaueHo apxiTekTypy Oe3neku 0e3npoBOA0BOI KOPIOPATUBHOI MEPEXKI, NI
oprasizaiiii MoO1TEHOT poOOTH Ta 3a0e3MeUeHHI0 KioepOe3neku KOprmopaTUuBHOI
1H(pOpMaIlIITHOT CUCTEMH.

BusHnaueHo ckian, mpW3HAYCHHS Ta METOIW YIIPABJIiHHS OCHOBHHUMH 3aco0amu
6e3mpoBo10BOT Mepexki. JloCTHiPKeHO MEeTOoau TMOOY/IOBU 1HTErPOBAaHOI OE3MPOBOIOBOT

Mepexi Ha 0a3i FortiGate aiis yripaBiiHHS TOUKaMU JOCTYIY.



3 TEXHOJIOI'II MOHITOPUHT'Y BE3ITPOBOJIOBOI MEPEKI HA BA3I
FORTYWLM

3.1. be3npoBoaoBa cucteMa BUsABJIeHHsI BTopruenb WIPS

Cucrema BusiBieHHs BToprHeHb FortiGate Wireless Intrusion Detection System
(WIDS) Biactexye 6e31poBo10BUi Tpadik Ha MPEAMET HIMPOKOrO CIEKTPY 3arpo3 Oe3MneKu,
BUSIBIISIIOUM MOYKIJIMBI CIIPOOU BTOPTHEHHS 1 MOBIIOMIISIFOUH Mpo HUX. [Ipu BUsBIEHH] aTaku
ook FortiGate 3anucye moBiJOMJICHHS KypHAITY.

3 omsiIy Ha OCOOJMBY IPHUPOJY Mepenadi paaioXBUib, sIKI HE 0OMEXeHI CTIHAMHU
OyJiBenb, OE3MPOBOJOBI KOPMOPATUBHI MEPEXKI CXWJIbHI 1O TOCTIMHMX aTak 3 OOKy
310BMHUCHUKIB. CaMe ToOMy TUTaHHIO 3a0e3neueHHs KioepOe3neku 0e31poToOBUX HEOOX1THO
OPUIISATA OCOOJIMBY yBary.

JUist BUpIIIEHHs JaHOi HpoOsiemu KibepOe3neku B Oe3MpOBOJOBHX JIOKAJTBHUX
Mepexax, Jie Mpaliol0Th KOpPIOpaTUBHI 1HGOpPMAIliiiHI CUCTEMH 1 PO3ropTaloTh ado
IUIAaHYIOTh PO3rOPTaHHs 0e3MPOBOIOBUX cHCTeM 3arobiranas BropraeHs (WIPS -wireless
intrusion prevention system). BoHu mnpusHaueHi s MOHITOPUHTY O€3MpPOBOIOBOI
aKTUBHOCTI 1 BU3HAYEHHs/3amo0IraHHs cOopo0aM BHYTPIIIHIX 1 30BHIMIHIX MEPEKEBHUX
BTOPTrHEHb. 3aCHOBYIOUM CBIM aHali3 Ha KaHaJIbHOMY 1 (DI3UYHOMY PIBHSX MEPEKEBOI
mozaeni OS], 1eif IHCTpYMEHT J03BOJISIE OpraHi3allisiM YCIIIIHO 1IeHTU(IKYBATH 1 3aXUIATH
CBO1 MEpexXI1 BiJl HECAaHKIIIOHOBAaHUX TOYOK JIOCTYIY, aTaK Ha 0€3pOTOBI MEpEXKI 1 aTaK THUITY
"BigMOBa B 00CIyroByBaHHi1".

Po3rissaemMo 0CHOBHI 3arpO3H, SKUM MOJKE IT1aBaTHC KOPIIOpaTHBHA OS3IPOBOI0BA

Mepexa.
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Puc. 3.1. Ataku, 1m0 3/11iCHIOIOTBCS Ha 0€3ITPOBOIOBY MEPEKY

He BbikntoyeH Wi-Fi

3a nmomnomoroto FortiGate Wireless Intrusion Detection System € MoxIuBICTH
HajamryBatu mpodine WIDS, skuii 103BOIUTE BUSBISITH HACTYITHI THITH aTaK:

Amaka Asleap. ASLEAP - 11e iHCTpyMeHT, KM BHKOPHUCTOBYETHCS HJIsl aTak Ha
ayrentudikamiro LEAP.

3anuexa kadpy acoyiayii - araka THIy «BIIMOBa B OOCIyroByBaHHI» 3
BUKOPHCTAHHSAM BEJIMKOI KUTHKOCTI 3amuTiB acorttiaiii. [Topir BusBIIeHHs 32 3aMOBYYBaHHSIM
- 30 3anuTiB 3a 10 cexyHA.

@Dpeiim  aymeumugbikayii - araka TUIY «BIJIMOBa B OOCIYrOBYBaHHI» 3
BUKOPUCTAHHSAM BEJIMKOi KUIBKOCTI 3amuTIB Ha acomiamito. llopir BusiBIeHHS 3a
3aMOBUYyBaHHsM - 30 3anuTiB 3a 10 cexyH .

Illupoxomosna oeaymenmighikayis - 1€ TAI aTaKy BIIMOBH B 00cTyroByBaHHi. [ToTik
nigpobieHnx  ¢gperMiB  geayTeHTI(iKamil  3Mymrye — Oe3MpOBOJOBUX  KJIIEHTIB

neayTeHTi1PiKyBaTUCS, a TTOTIM IMOBTOPHO ayTeHTU(]iKyBaTHCs 3 ix AP.



EAPOL Packet Flooding. ITakeTs po3mIMpeHOro MPOTOKONY ayTeHTHdIKalii 1o
nokanbHI Mepexi (EAPOL) BukopuctoByroThesi mpu ayteHtudikamii WPA 1 WPA2.
3anoBHeHHs AP 1My makeramu Moke OyTH aTakoro BIIMOBH B 00CITyroByBaHH1. BusiBieno
kutbka TumiB naketis EAPOL: EAPOL-FAIL, EAPOL-LOGOFF, EAPOL-START,
EAPOL-SUCC.

Heoiticnuii MAC QOUI - pesxi 3T0BMUCHUKM BHUKOPHCTOBYIOTH BHUIAIKOBO
srenepoBaHi MAC-agpecu. Ilepmi Tpu Oaiitu MAC-agpecu - 1€ yHIKQJIbHHUM
inentudikatop opranizaiii (OUI), anminictpyetscsi IEEE. PeecTpytoTbes Henmpumyctumi
OUI.

Tpusana amaka - ang nonuty cmyru mpomyckands Wi-Fi mpuctpoi pe3epByroTh
KaHAJIM Ha KOPOTKI mepioan yacy. HanMipHo TpuBanmi nepiou pe3epBYBaHHS MOXYTh
BUKOPHCTOBYBATHUCS B SIKOCTI aTaku BIAMOBU B OOCIyroByBaHHIi. /{7 YHUKHEHHS TakKoi
aTakyd HeoO0X11HO BcTaHOBUTH nopir Bix 1000 no 32 767 mikpocekyHA. 3a 3aMOBUYBaHHAM
8200.

IIpobua 6ionogiov 3 Hynvosum SSID - xkonu 0€3MPOBOJOBUI KIIEHT BIIIPABIISIE
NpOOHUI 3aMUT, 3JI0BMUCHUK BIANpPAaBIsie BIANOBLAL 3 HyIb0BUM SSID. Ile npusBoauTs 10
TOTO, 1110 6arato 3 6E3MPOBOIOBUX KaPT 1 MPUCTPOIB MEPECTAIOTH BIMIOBIIATH.

lliopobnena  Odeaymemmigpixayisn.  Iligpobneni  ¢pelimu  neayreHTi(ikalil
MPEACTABIIAIOTH COOO0 aTaKy BIIMOBHU B 00CIIyrOByBaHH1. BOHM BUKIIMKAIOTh BIAKIIOYEHHS
BCIX KJIIEHTIB BiJ TOYKH JOCTYITY.

besnposooosuti micm - xagpu WiFi1 3 BcranoBienumu mnossimu fromDS 1 ToDS
BKa3yloThb Ha 0Oe3mpoBooBuUi MiIcT. lle Takox BUSBUTH OE3MPOBOJOBHM MICT, SKHIA
HAJAIITOBAaHUM B KOPHOpPATUBHIM Mepexi. ToOTO HagacTh MOKJIUBICTh BHU3HAYHTH

apXiTekTypa 06e3MpoBOAOBOI MEPEXKI.



3.2. Apxitektypa BnpoBam:keHHss WIPS nis kopnopatuBHOI 0e3nmpoBOI0BOI

Mepexi

IIpu po3pob1ii kKoprmopaTUBHOI 1H(OpPMAIIHHOI Mepeki Ha 6a3i 6e3MpPOBOJOBOTO
JOCTYMy AOCTYIHO KijbKa BapiaHTiB BrpoBamkenHs WIPS-cucrem. Lle Taki mozeni :

* OBepJiciiHA (HaKJIaJIeHa) MOJIEb;

* iHTerpoBaHa (BOy/0BaHa) MOJICIIb;

* ribpuHa MOJIEIb.

- OsepreitHas (HakJageHa) MOJENb — JaHa MOJIEIb BHKOPHUCTOBYE B MEPEXi
CIeliaJIbHI CEHCOPH 1 CUCTEMY YIIpaBJIiHHS JIsl CTBOpEeHHS oBepiierinon WIPS-mepexi, Han
icuytouoto WLAN. Taka monens nependadae 30UIbIICHHS OpraHizai€ro ii iCHYH4Oi
WLAN iHppacTpyKTypu LUISIXOM BIIPOBAJKEHHS B HEI CHEIaIbHUX OE€3MPOBOIOBUX
ceHcopiB abo Air Monitors (AMs). AMs BrnpoBa/KytoThCsl y Bxke icHyrouy WLAN sk
MPOCTI TOYKHU JOCTYIy, BOHU MOXYTh PO3TAIllIOBYBaTUCS Ha CTiHAX ad0 CTell 1 OTpPUMYBATH
»kuByieHHs1 yepe3 PoE. ['onoBHa BigMiHHICTB Bij Touok noctymy "Access Points" (APs) y
AMs € Te, mo BOHM TacuBHI mnpuctpoi. OCHOBHE iX TMPHU3HAYEHHS - KOHTPOJb
HAaBKOJIMIIIHROTO CEpPEJOBUILA HAa HAsBHICTh O3HAK aTaku abo 1HIIOI HebaxaHol

0e3MpOBOOBOT AKTUBHOCTI.
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Puc.3.2. [lpuknan osepneitnoi WIPS-mepexi

[aTerpoBana (BOyj0BaHa) MOJIENH - BUKOPUCTOBYE OJHY KOHCOJIb yrpaBmiHas 111 WLAN 1
WIPS ynpaBiiHHg 1 37aTHa peayli3yBaTh OBEPJICHHYIO MOJENIb TaM, J€ i€ MOJITUKA
3aboponu Wi-Fi. ¥V naniit Mmoneni mepexi oprasizaiist nocwioe icuyrouy WLAN mepexy
AP / AM mpuctposmu. Taki TOYKH AOCTYIy BIJIMOBIJAIOTHh 33 MIAKIIOYEHHS KJIIEHTA 0
1H(GPACTPYKTYpH MEpEkXi, a TaKok BHUKOHYIOTH aHaji3 0e3MpoBOAOBOTO Tpadiky.
[TpoBeneHHsT TaKOro aHaii3y BUKOHYETHCS 3 METOIO BHUSIBICHHS aTak 1 IHIIMX HeOa)KaHUX
aKTUBHOCTEHN B O€3MPOBOIOBIN Mepexki komnaHii. Taka Moielb, B TOPIBHIHHI 3 HAKJIaJICHOIO
MOJICJUTIO € OLIBII MPOCTOI0 Ta JCHIEBOIO B po3ropraHHi. lle mom’s3aHo 3 TuM, 10 B
KOPIOpPATUBHIN 1H(POpMAIIIiHIN Mepexi KOMIaHii BUKOPUCTOBYETHCS OJHE 1 TE€ came
anaparHe oOJaJHaHHs JUIsl 00CITyTOBYBaHHS KOPUCTYBauiB 1 MOHITOPUHTY O€31POBOJOBUX

Mepex B pajiyci 1ii, 6e3 3amydeHHs JOJaTKOBUX MPUCTPOIB.
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Puc.3.3. Ilpuknax interpoBanoi WIPS-mepexi

['iOpuaHa Mozesb MOHITOPUHTY BHKOPUCTOBYE B COOl HalOLIbII CHJIBHI CTOPOHH
JIBOX MOTEpeIHIX Mojenel. J[lana Mojieih, BUKOPHUCTOBYE TIepeBary ABOX MiJIXO/1B, K1 OyJ10
ONMCAHO paHille, I0JI0 BHUSABJICHHS 1 3amoOiraHHs Oe3NMpOBOJOBUX BTOPTHEHb. TakK,
Hampukiaag B Oe3MpoBOAOBIM Mepexi KOMIaHli MOXYTh BHKOpUCTOBYBatucsi APs, a
30UTBITUTH  3aXHCT OE3MPOBOMOBOI MeEpexi cremianbHuMu AMs mpucTposMu  abo
PO3TOPHYTH CICLIAIbHY MOHITOPUHT-IHPPACTPYKTYPY, SKa MICTUTh BHKIIOYHO AMS
npucTpoi. B nanoMy BUMasKy, aHamni3 JaHUX, SKUH BUKOHY€E LIEHTPAIi30BaHUN KOHTPOJIEP,
Oyne moAiOHwMIt 0 TOTO, 110 BUKOPUCTOBYETHCS B HAKIIAJIEHI MOJIEN1, @ HE PU PO3TOpTaHHI
1HTErpoBaHO1 MO, JIe BiA0yBaeThCs aHai3 iHpopMaIlii Bijl 3BUYAHHUX TOYOK JOCTYITY

(APs).
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Puc.3.4. llpuknan riopuanoi mepexi WIPS

[Ticns po3ruisiny apXiTekTypu po3ropTanHs mepexi WIPS, MoxHa A1MTH 0 BUCHOBKY,
[0 IHTETPOBAHA MOJEIb 3a CBOEI MPUPOJOID € OiIbII THYYKOI, Ma€ I1JBUILCHY
paziovyacTOTHY BHAMMICTH, 3MEHIIIEHA BAPTICTh BPO3TOPTaHHS, B MOPIBHSHHS 3 THIIMMHU
MOJAENIAMH. A TaKOX YITKMMU MeEXaHI3MaMu aHami3dy 1 MOTY>KHHUMH MeXaHi3MaMu
3armo0iraHHs BTOPTHEHb.

Icnye 6e3niu mexanizmiB moOynoBu WIDS / WIPS pimiens, B KO)KHOMY 3 SIKHX € CBO1
CUJIBHI 1 claOki cTtopoHu. B minmomy, ribpuaHuil miaxin mnependadae sBHI NepeBaru B
MOPIBHSHHI 3 albTepHATUBHUMH MojaeimsiMu. llpore, mms Makcumizamii mepeBar
IHTErpOBaHOT MOJIEJ ICHYIOYl MOCTa4yajJbHUKM MOBUHHI OyTHM pPETEIbHO BHUBYEHI [IJIS
BIICBHEHOCTI B TOMY, 1110 BOHU Ha/Iat0Th HEOOX1/THI MOMKJIMBOCTI BUKOPHUCTAHHS 1IMX TMIepeBar

1 e(heKTUBHO pearyroTh Ha MO/(1i BHYTPIIIHIX 1 30BHIIIHIX BTOPTHEHb.



TakuM 4YHMHOM BIAMOBIAHO JO 3pOOJEHOTO JOCTIKEHHS sl 3a0e3MeueHHS
KibepOe3nekn Oe3NMPOBOJOBUX MEPEK € MOXKIMBICTH JOCTIAUTH TexHosoriio Fortinet
Wireless Manager, sika € 1HTErpOBaHOIO IUIaT(HOPMOIO, IS MOHITOPUHTY O€3MpOBOIOBOT
Mepexi. JlaHa TeXHOJIOoTis T03BOJIsE Yepe3 €UHY KOHCOJIb YIPaBIIiHHS, aaqMiHICTpaTOpaM
0e3neKu MPOBOJAUTH MOHITOPHUHT yCi€l KOPIOPATUBHOI MepexKi, BUABIIATH 1i crabi MicIs Ta

CBO€YACHO pearyBaTH Ha MO/I1i, K1 BiI0YBaIOTHCSI B MEPEKI.

3.3. TexHosoriss MOHITOPMHIY BHUSIBJIEHHS BTOPrHeHb /10 KOPHOPATHBHOI

indopmaniitHoi cucTemMn Ha 0a3i 0e3MPOBOAOBOI MepeKi

3actocyBaHHa ~ 0e3MOBOAOBHX MeHemkepiB Big Fortinet Hamae MOXIMBICTH
VIOPaBIATH KOHTpOJIEpaMH Ta JOCTYNOM J0 1H(OPMAIIMHOI CUCTEMH KOPHOPATHUBHOI
0€e3IPOBOIOBOT MEPEXKI, 110 I03BOJISIE BUKOPUCTOBYBATH BETUKUI HAO1p 3ac001B yCYHEHHS
HECIIPaBHOCTEH Ta 3BITYBaHHA B OJJHOMY BiKHI MOHITOPHUHTY.

be3npoBo0BUIT MEHEIKEP Ha/lae MOXIMBICTH OAUUTH CTaH YCl€i KOPHNOPATUBHOI
0e3MpoBOIOBOT MEpPEeXi B OJHOMY MICIll, OJJHOYACHO OTPUMYIOYH BHJIUMICTH Spectrum,
Wireless Intrusion Ta iHIIMX KIIFOYOBUX CTATHCTUYHHUX JAHUX PO CTaH OE3MPOBOIOBOI
Mepexi:

Menemxep mepexi (Network Manager) - 3abesmneuye 0e3apoToBY iHpOpMaIiiHy
NaHesdb, Bi3yali3alilo pPaaioyacToT, LEHTPali30BaHUl MOHITOPUHT, KOHQIrypario,
yHpaBJiHHS HECIPABHOCTSIMU, TOILIO.

Spectrum Manager * - nocTiitHo BusBisie Ta ineHTH(DIKYe sk Wi-Fi, Tak i He Wi-Fi
NEPEeIIKO/IM Ha BCIX KaHajaxX.

Service Assurance Manager * - Hamae HacKpi3HE OOCIYrOBYBaHHS 3a0e3leueHHsI
Mepexi Ta ii T0AaTKIB.

besnpoBogoBa cuctema 3anodiraHHs npoHukHeHHro (WIPS) * - BusBmse

0€3MpOBOIOBY MEpEXKYy BTOPTHEHHS 3 BUKOPUCTAHHSM 3a3JalieTib BH3HAYEHUX Ta



CIHellaJIbHUX 3aluCIB Ha IHTETpOBaHIM IiaTGopMi 3 IHIIMMHU MOporpaMaMy yIpaBJIiHHS
3BitHicTh Tpo BiAnoBiaHICTE WLAN, PCI 3.0. Cranmapt 6e3neku JaHuX Ta oriaTa.

Oco0MMBOCTI BUKOPHUCTAaHHSI Takoro Oe3MpOBOJOBOTO MEHEKepa MOJSITraloTh y
BUKOPHUCTAHHI:

- AmapatHoi mnatdopma sl TATPUMKA O0€3MPOBOJOBUX MEPEKHUX MPOrpam
Fortinet;

- MepexxeBe  ympaBiiHHS, SIK€  MIATPUMYE  MOHITOPUHT,  YCYHEHHS
HECHPaBHOCTEM;

- HanamryBanHs Ta 3BITyBaHHs PO CTaH OE3MPOBOIOBOT MEPEXKi;

- BusiBiieHHs Ta MOM'SIKIIIEHHS Pa/1l0YaCTOTHUX TIEPEIIKO/T;

- BuOip TexHiku abo BapiaHT BipTyaJdbHOI MAlIMHU BIANOBIJIHO JI0 MaclTady
KOPIOPATUBHOI 1H(QOpMAIIHHOT MEpexi.

Busnaurmo ocHOBHI (yHKIIIT MEHEIKepa 0€3MPOBOI0BOI MEPEKi:

1 ITokaszye xoMIuiekCHY iHGOpPMAIIHHY TaHEdb MPOJYKTUBHOCTI OE3MPOBOJOBOT
JIOKAIbHOI MEpeXi B PEXHUMI peasibHOrO Yacy Ta icTopii, BKItoyatoun RF-merpuku s
LEHTPaJII30BaHOTO MEePErIsy.

2 IllIBuaka Ta 3py4Ha HaBiraiis, iHQOpMaIiI0 MOKHA OTPUMATH HE OUIbIIE HIXK 2
KJTIKH.

3 Bizyamizaiiss PY B pexxumi pealbHOro 4acy Ta iCTOpUYHA 1HQOpMAaIlis JT03BOJISE
BIJIJTAJICHO YIIPABJIIHHS Ta EKOHOMUTH BUTPATH HA TIPOKAT BAHTAXKHUX aBTOMOOLITIB Ha MICIII.

4 TToTOuHI Ta ICTOPUYHI MOKA3HUKU O€3POTOBUX CTAHLIM T03BOJISIIOTH IIBUIAKO

BUPIIICHHS TUTaHb NUIIXOM MEPEMOTYBaHHS Ta BIITBOPEHHS MUHYJIOTO CTaHy.

5 ImmuBimyanpHI TaHEN 1HCTPYMEHTIB IJIi MOOITBHUX TMPHUCTPOIB JO3BOJISIIOTH Y
OyIp-siKHii yac, B OyIp-sIKOMy Miclll ynpaBiiHHs Mepexkero WLAN.

6 BOynoBane BusBICHHS (aJblIMBOI TOYKH JOCTYyNy MiABUILYyE Oe€3meKy
H1IPUEMCTBA.

7 Benuki 3BITH Mo OE3MPOBOJIOBY MEPEXKY HIATPUMYIOTh MEPEKEBI MEPEBIPKU Ta

BHMOTH JI0 3BITHOCTI I1IIPUEMCTBA.



8 CurHamu Ta TOAIl 3 HACTPOIOBAHUMH CIIOBIIICHHSMH TOJICTINYIOTh AKTUBHUMN

MOHITOPUHT 0€3MPOBOIOBOI MEPEXKI Ta YCYHEHHS HECTIPABHOCTEM.

9 MacmraboBaHICTh MIAIPUEMCTBA A03BOJIsIE KepyBaTu 10 15 000 Toyok mocTymy.
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Puc. 3.5. 'onoBue BikHO ForttWLM

BusHaueMo 0CHOBHI MOXJIMBOCTI, KO’KHOTO 3 (PYHKIIIOHAJIbHOT'O OJIOKIB.

3.3.1 MeHexkep cieKTpy

Bussnennsi, kinacudikariis Ta ynpasiaiHHS 0€3POBOJJOBUME MEPEIIKOaMu Spectrum
Manager - 1ie mporpaMHuii 10AaTOK, IKUI BUABIISAE Ta Kacu(ikye mKepena 6€3mpoBOJOBUX
NEepelKoa A 3a0€e3MeUYEeHHs ONTUMAIbHOIO BUKOPHUCTAHHS CIIEKTPY Ta BHUCOKHMX PIBHIB
obciyroByBaHHs. Spectrum Manager moctiitHo iHQOpMye mpo mnepemkoan Wi-Fi Ta
JI03BOJISIE€ BXKMBATHU 3aXO1B JUIsl yCYHEHHS MTpo0sieM abo yCyBarouu NUISIXOM HaJlallITyBaHHS
a00 00X0MHUTH JIKEpesia IEPEIIKO/I.

Kpim nporo Spectrum Manager 103BoJis€ TONEpPeaHLO KEepyBaTH MpobdiieMamMu
NEPeIIKol KaHajy, 110 JO3BOJUTh YCYHYTH NMpoOOJeMH A0 iX BUHUKHEHHA. ['padiunuit

JUCIUIeH Ta 3BiTH 1H(GOPMAIITHOT MaHesi 3a06e3nedyoTh eeKTHBHY 1H(GOPMAIIiIO TTPO CTaH



0€3MPOBOOBOTO CIIEKTPY, 110 HA/A€ IITMOOKE PO3YMIHHS SK MOTOYHMX, TaK 1 ICTOPUYHUX
TaHUX.

Spectrum Manager 30upae naHi TpPO TMEPEHIKOAM 3 MEpexi 3a JOMOMOTOIO
cremianbHuX AaTunkiB (puc. 3.6 Ta 3.7) Bin Takok Moke 30MpaTH JaHi 3 TOYOK JOCTYITY,
Kl MOXYTh BHAUTUTH OJHY 31 CBOIX paJlOCTaHIIi B sKocTi aaryuka. [Iporpamue
3a0e3MeYeHHs] CTBOPIOE JOKIAAHI KypHIM TPO MIMPOKUN  Jiala3oH  JHKepen
0€3MpOoBOIOBUX MEPEIIKO 1. 3aXoTuIeHa iH()OopMallis BKIIOYAE TUII TEPEIIKOIN, CUTHAJ CHJIa,

ypaXxeH1 KaHaJIM, 4ac MOYaTKy / 3aKiHYEHHS Ta TPUBATICTb.

Interferer Typs

B ZigBes Dwvice : 62.30% (38)
Blustaoth : 20.51% (18)
Microwave Oven 1 3, 20% (2]

| FHSS Cordless Phome or Headset | 3.28% (I)
Irvarter Microwave Ovan @ 1.64% (1)

""'ﬁ

Puc. 3.6. Tunm mxepen

B Channel 11: 13.74% [51)
B Channel 12 13.74% (61}
Channel 13: 13.74% (&1}
Channel 10: 13.51% (&0}
Channil 3; 5.18% (23)
Channel 4; 5.18% (13}
B Other; 34.91% (155)

Puc 3.7. BukopucTaHHs KaHaIy

3.3.2. TenJioBi kapTH Mepe:Ki

OKpiM SIKOCTI Ta TUIIB BUKOPUCTAHUX KaHAIIIB O€3MPOBOIOBOI MEPEKI, € MOKIIUBICTD
OTPUMYBATH BHJIMMICTh OTOYHOT'O CTaHY PO3TOPHYTOI Mepexki 3a JOTOMOTO TEIUIOBUX
kapT. TakuM YMHOM MOKHA Bi3yai3yBaTy pPi3HI METPUYHI MOKA3HUKHU MEPEXKI1, BKIIOYAIOUN
MNOTY>KHICTh CHUTHAY, IMPOIMYCKHY 3/aTHICTb, BTPAaTH, BUKOPUCTAaHHS KaHaly abo HOro

HOMED CTaHIIIH. K0 BCTAHOBUTH OPOTOB1 3HAYEHHS, TO MOKJIMBO TEPETIIAIATH JIUIIE Ti



00J1acTi, K1 BiAMOBIJAIOTh BAXJIMBUM KpUTEPisiM, a00 BU3HAUYUTH HEOOXIAHUHU yac, 1100

MoOa4YMTH, SIK BCE BUTIISAIAIIO0, 10 OYIb-SIKOT TOIii.
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Puc. 3.8. TemioBa kapra

3.3.3. MeHemxep cay:KO0M 1iarHOCTUKHU

Service Assurance Manager Bix Fortinet - 1e iHTeNeKTyalbHE MiarHOCTUYHE
nporpamMHe 3a0e3neUeHHs 1)1 TUCTAHIIIHOT TIarHOCTUKU CTaHy 0€3MpOBOOBUX MEpex 0e3
HEOOX1IHOCT1 HaKJIaJJaHHs aT4YMKiB. 3a Aornomoror Service Assurance Manager mepexa
ABTOMaTUYHO BUKOHYE IMPOTHO3YBAHHS MPAlLE3IaTHOCTI, MEpPEBIpA€ Ta MOBIAOMIISIE PO
OyIb-sKi poOJIeMH, TIEPIIT HiXK 11¢ BIUTMHE Ha KIHIIEBUX KOPUCTYBaYiB.

Service Assurance Manager cTBoproe 0a30Bi JIiHII Mepexi Ta IPOBOAUTH TECTU Ha
PIBH1 TOAATKIB MOCTIHHO ab00 Ha BUMOry. BiH Hazae 3BIT II0JI0 MEPEKEBUX OIlepalliil 3a
JIOTIOMOT'O0 TPOCTO1 1H(POPMAIIIIHOT TTaHel.

ITepeBipka BIpTyaJIbHMX KJIIEHTIB Ha MPOIYKTHUBHICTH NpPOTpaMy Bij KJIE€HTA 10
cepBepa J10/1aTKiB, HE BIUIMBAIOYM Ha KOPUCTYBauiB y Mepexi. Lleit miaxia qo3Bossie Service

Assurance Manager nornepe b0 BUSIBIISITH 3001 B CITYKO01, IKUX HE MOKE BUSBUTH 3BUYAITHE



nporpaMHe 3a0e3NedeHHs MO YIPaBIiHHIO TOYKAMU AOCTYITY, HANPUKIIAA, SKIO0 aHTeHa
BI1aJia 3 TOUYKH JOCTYILY.

bararo mepexxeBux mpoOjeM BUMAararoTh OLIBIN EeTaabHOT BUAUMOCTI. PaHimie myis
OTO MOTPIOHO OyJO HAJIAITYBaTH BHUI3HY TECTOBY MEPEXKY, 3aIyCTUTH J[1arHOCTHYHI
TECTH Ta TECTH MPOTYKTUBHOCTI, @ TAKOXK MPOAHATI3yBaTH PE3YyJIbTATH Ha PI3HUX MPOPiIsIxX
0e3mpoBo10BOi Oe3neku. Service Assurance Manager BAKOPUCTOBYE BIpTYalbHOTO KIIIEHTA
JUIS TACTAHIINHOT aBTOMAaTH3aIlii IIUX 3aBJlaHb, 3a0€3MeUYyI0Yd BHUIUMICTH MEPEKEBHUX

omepaiiii 6e3 HeoOXimHOCTI HaAcwiIanHs [T-mepconamy Ta 00CIIyroByBaHHs Ha MicCII€.

FortiWLM &.4-0de

@ FeRTINET. ® v B B b H& QY Amm

Global Dashboard

Service Assurance Manager Dashboard @ auto Relesh  §05ec (O

NETWORK HEALTH Tatal Tests: Throughput()) Cannectivity(1 ) Voice(1). CONTROLLER STATUS Tatal Controtiers: |

RECENT RESULTS 8Y CONTROLLER

CONTROLLER NAME CONTROLLER 1P THROUGHPUT CONNECTIVITY VOICE

1034135 245 10.34 135 245

Puc. 3.9. Menemxkep cimyx0u 10AaTKIB

Buznauumo nepeBaru 3acToCyBaHHS MEHEIKEPY CITY>KOH J11arHOCTHKU:

1. IndopmarriitHa maHenb 3 3BITaMU POOOTH MEPEKI T03BOJISIE TIOTIEPETHBO BUSIBIISATU
po0JieMH 3 MEPEKeEIO.

2. JlucTaHIliiiHl AIarHOCTUYHI TECTH 3MEHITYIOTh KUTBKICTh BIJIBITyBaHb Ha MICIIi.

3. [ToBHIiCTIO IHTETPOBAHUH - HEMAE HEOOX1THOCTI B JOJIATKOBOMY 0OJ1aTHAHHI.

4. Jlo3BOJIsI€ 3alycKaTy peaibHUM Tpadik Ha piBHI MporpamMu B KUBY MEPEXKY, HE
HNOPYLIYIOYH POOOTY CITyKOHU.

5. BuzHaunTH OCHOBHI MPUYKMHU 32 JOTIOMOT0I0 aBTOMAaTUYHOTO aHaJi3y CcTajii 30010

3'eTHAHHA.



3.3.4. MoOHITOpPUHT 101aTKIB

MOHITOPUHT JOJATKIB JO03BOJISIE OTPUMYBATH YSIBICHHA MPO TE, IO MPAIliBHUKH
poOJIATh y Balliid 6€3mpOBOIOBIN MepeKi, 3aBIAKH PYHKIIT MOHITOpUHTY noAaTkiB DPI Bix
FortiWLM. 3a nomomoror maHoro nojaTKy OyAyTh BHM3HAu€Hl BCi BHsBJIECHI a0o
3a0JI0KOBaH1 MPOrpaMu 3 JOCTYIMHUMH Tieperisaamu. Jlana QyHKIlis J03BOJIUTh BUSHAYUTH
JTI03BOJICH1 JOJATKHU, a TaKOXK 3a0JIOKyBaTH JOCTYH 0 3a0JIOKOBAaHMX a00 MiI03pLIUX

OIATKIB.
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Puc. 3.10. MoHITOpUHT 101aTKIB
3.3.5. be3anpoBoaoBa cucremMa BusiBJIeHHs1 BTOprHenb WIPS

Fortinet Wireless Manager Bkiouae cucTeMy O€3IPOBOJOBOTOl  BUSIBJICHHS
BTOPrHEHb Ha OCHOBl MIJNHUCIB, 37aTHy BHUSBISATH Ta MPOTUIISATH MpoliemMam
0e3MpOBOIOBOT OE3IMEKHU.
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Puc.3.11. Cucrema BusiBneHHst Bropraenb WIPS

AJZIMIHICTpAaTOpY MEpEeXi MOXKYTh HaJlallITyBaTU MEPEeXy Ha 3arpo3d Ha OCHOBI
IHAMBIAYaIbHUX MOTpeO opraHizallii, a TaKOK BHU3HAYaTH HOBI MOJITHUKU Ta CTBOPIOBATH
3BITH MPO BCIO AiSUTLHICTB, sIKAa BIUTMBAE HA O€3MeKy Oe3MpOBOIOBUX MEPEK.



3.4. PexomeHnaauii mo/10 3axXucty 0e3npoBOJ0BUX MepPekK

Jlyist po3ropTaHHs Ta €EKTUBHOTO 3aCTOCYBaHHS 0€3MPOBOAOBOI MEPEKI TOCTYITY 110
KOpPIIOPaTUBHOI  1H(OpMAIIIHHOI CHCTEeMH HEOOXITHO JOTPUMYBATHUCh HACTYITHHUX
pEeKOMEH/IaITIi:

BusHauuTy BCl BUIU KOPUCTYBAUiB Ta 3a0€3MEYUTH X 00CIYrOBYBaHHS BIOBIIHO
JI0 KOHIIEMINT BUKOPUCTAHHS MOOUIBHUX MPHUCTPOIB, IO JJO3BOJUTH aiMIHICTpaTopaM
Oe3neKku HajaBaTH iM BIAMOBIAHI MpaBa AJIs JOCTYIY A0 KOPHOPATHBHOI 1H(pOpMAIliitHO
cUCTEMU Ha 06a31 Oe3MPOBOIOBOTO AOCTYILY.

Buznauutu apxitektypy Oe3meKkd BIJIMOBIIHO 10 0OpaHOi Tomosorii moOyaoBH
0€3MpPOBOJIOBOT MEPEXKI.

BMmiTu BUSBISTH Ta TPOTUIIATA BPA3IUBOCTSAM, SIKI MOXYTh BUHUKATH caMe B
OE3MpPOBOJIOBUX MEpEkKax, [0 HaJAacTh MOXKJIMBICTh aAMiHICTpaTopaM Oe3NeKu
3aCTOCOBYBaTH HEOOXIJIHI MOJITUKU Oe3neku. Takuil mMiaxiJ JAO3BOJUTH CBOEYACHO
BUSIBJISITU Ta TPOBOJUTH JIOJAATKOBI 3aXOJId IIOJO BHSIBICHHS BTpY4YaHHS 3 OOKY
3JIOBMHUCHUKIB.

3acTocoByBaTH 1HTErpOBaHi MIATGOPMH MOHITOPUHTY O€3MPOBOJOBUMHU MEPEKAMHU
JUTSL TOCTYTY B KOPIOPATUBHY 1HPOPMAIIIHY CUCTEMY.

[IpoBoaWTH TOCTIMHUNA MOHITOPUHI MEpEXi, AKTUBHOCTI KOPUCTYBadYiB, W00
nepeIaHnXx JaHuX.

BukoHanHsT 1MX JaHUX PEKOMEHJAIN JO03BOJUTH KOMIaHIl 3a0e3MmeunTu
KibepOe3mneKy JOCTYIy A0 KOPIOpaTUBHOI 1HPOpMaIliiHOT cucTeMH Ha 6a3i 0e3MpOBOIOBUX
MepEexX, sIKi Oy Ty Th BiJIMTOBIATH MOMITHUII OE3MEKN KOMITaHii, peKOMEH/IAIsIM MI>KHAPOTHUX
CTaHJapTIB.

BucnoBku 10 po3ainy 3

OCHOBHUMHU pe3yJbTaTaMH JTaHOTO PO3ALTY €:



JlocnipkeHo cucteMy BUsiBIeHHS BToprHeHb FortiGate WIPS, sika BijcTexye Bech
0e31mpoBO0BUI TpadiK 1010 3arpo3 OE3MEKH.

Bu3HnaueHo OCHOBHI THNHM aTak, SKi MOXYTh 3JIMCHIOBATHCS Ha OE3MPOBOIOBY
MepexXy Ta HaJlaH1 peKOMEH Iallli 00 iX YCYHEHHS.

3anpornoHOBaHO TEXHOJIOTIIO 3a0e3MedyeHHs Oe3neKku Oe3MpPOBOJOBUX MEPEX IS
HaJaHHS JIOCTYIy JIO KOPIIOpAaTHBHOI 1H(OpPMAIIHHOT CHCTEeMH 3 BHKOPHUCTAHHSIM
inTerpoBanoi riargopmu FOrtiWwLM. Jlana TexHOJOriS Ha OCHOBI OTPUMAHHUX JaHUX
JI03BOJIsI€ BUSIBIISITH BHYTPIIIHI Ta 30BHIIIHI aTakd Ha OE3MPOBOIOBY MEPEXY 3a PaXxyHOK
MOHITOPHUHTY TpadiKy, TaHUX MO0 CIIEKTPY, Mpale3aaTHOCTI BCIX CKIAI0BUX, K1 BXOIAThH

710 OE3MPOBOOBOT MEPEXKi.



BUCHOBKH

B pe3ynbrati BUKOHAHHS MaricTepcbkoi poOOTH OTPUMAHO HACTYIIHI PE3YyIbTaTH:

Jlns  poGotu B OE3MPOBOAOBIA MEpeXi IS JOCTYIy J0 KOPHOPAaTUBHOT
iHpopMaIliiHOI cruCcTeMHU HEOOXiJHI 4iTKa perjiaMeHTallisl 1 3aKpilieHHS B JIOKAJbHUX
HOPMATUBHUX aKTaX OOOB'S3KIB 1 BIAMOBIJAIBHOCTI KOPHUCTYBa4iB MOOUIbHUMH
MPUCTPOSIMHU.

JUist po6oTH 3 MOOUIBHMMHM TPHUCTPOSIMH HEOOX1IHO MOOYyIyBaTH O€3MPOBOJIOBY
MEpEeXy KOPIOpaTUBHOI 1H(MOPMAIIHHOI CHUCTEMH BIAMOBIIHO 10 PEKOMEHAAIlH, IO
3a0€3Me4y0Th KOHTPOJIb BCIX TOYOK JIOCTYITY BIJITOBIHO /10 MOJITUKH O€3MEKH KOMIIaHI.

J71st po3ropTanHst 6€3MPOBOIOBOI MEPEKi 0OpaHO METOU Ta 3aco0M Ha 0a3l pillleHb
Fortinet, siki 3aliMarOTh OJHY 3 TOJIOBHUX MO3UIlIA B MariyHoMy kBajapanti Gartner 2020
pPOKy B o0isiacti 1HGPACTPYKTYpPH IOCTYIY 10 MPOBOJAOBHUX 1 OE3MPOBOJIOBUX JOKAIBLHUX
MEpPEK.

JlociKeHO apXITeKTypy Oe3neku Oe3mpoBOJIOBOI KOPHOPATUBHOT MEPEki, IO
JTI03BOJIJIO BU3HAYUTH PIBHI 3a0€3MeUeHHI0 K10epOe3nekn KOPHopaTUBHOI 1HPOpMALIIIHOI
CUCTEMHU, IIOJI0 TUMYACOBOTO JOCTYIY, 1AeHTH(IKAI], BU3HAYUTH TOJITUKH, KOHTPOIb
JOCTYITHUX TIPOTpaM, BU3HAYCHHS (aIbITMBUX TOYOK.

JlocnmipKkeHo cKiiajl, MpU3HAYEHHS Ta METOAU YIPABIIHHS OCHOBHHMH 3ac00aMu
6e3mpoBo10BOT Mepexki. JlochipKeHO MeToaAH TMOOY/IOBU 1HTErPOBAaHOI OE3MPOBOIOBOT
Mepexi Ha 0asi FortiGate a1 yripaBiiiHHS TOUKaMU JTOCTYTY.

BusHaueHO OCHOBHI THMNM aTak, sIKI MOXYTb 3IHCHIOBAaTHUCS Ha OE3MPOBOIOBY
MEpexXy Ta HaJaHl peKOMEH/AIlii 1010 iX YCYHEHHSI.

3anponoHOBAHO TEXHOJIOTIO 3a0e3NedeHHs] Oe3nekn Oe3MPOBOJOBUX MEPEkK IS
HaJaHHS JIOCTYIy JIO KOPIIOpPAaTHBHOI 1H(OpMAIIHHOT CHUCTEeMH 3 BHUKOPHUCTAHHSIM
inTerpoBanoi riargopmu FOrtiWwLM. Jlana TexHOJOriS Ha OCHOBI OTPUMAaHUX JAaHUX

JI03BOJISI€ BUSIBISITH BHYTPIILIHI Ta 30BHIIIHI aTaKu Ha O€3MPOBOJIOBY MEPEXKY 3a PaxyHOK



MOHITOPHUHTY TpadiKy, TaHUX OO0 CIIEKTPY, Mpale3aaTHOCTI BCIX CKIAI0BUX, K1 BXOISITh

110 6€3MPOBOAOBOT MEPEKI.
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