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PE®EPAT

TekcToBa yacTuHa MaricTepchkoi podbotu: 59 cropiHok, 15 pucynkis, 9 mkepern.

OO0’eKT JOCHIPKEHHS — TpOLEC YMPaBIiHHS JOCTYIIOM MpHUBLICHOBaAaHUX

KOPHCTYBaviB KOPIIOPATUBHOT 1HPOPMAIIIITHOT CHCTEMH.

[IpeamMeT mociKeHHS — METOAM Ta 3aCOOM YMPABIIHHS IOCTYIIOM MPUBLICHOBAHUX

KopucTyBadiB Ha 0a3i pimenns CyberArk Privileged Access Security.

Meta po6oTH — po3poOUTH peKOMEHAAIlll 11010 3aCTOCYBAaHHS METOAIB Ta 3aco0iB
YOpaBIIHHS JIOCTYNOM MpUBUICHOBAaHMX KopucTyBadyiB Ha 0a31 pimeHHs CyberArk

Privileged Access Security.

MeTtonu JOCHITKEHHST — OMNpAIlOBaHHS JIITepaTypyd 3a JaHOK TEMOI, aHai3
eKCIUTyaTallliiHOI JOKyMEHTAalli, MIXKHAPOAHUX CTaHAAPTIB Ta iX MOPIBHIHHS, MPOBEACHHS
€KCIIEpUMEHTY.

B po0OoTi mnpuBeneHO OCHOBHI BIIOMOCTI IIOJI0 3aCTOCYBaHHS  CHUCTEM
MPUBLIEHOBAHOrO JOCTYIy B iH(popMaliiiHux cuctemax. [IpoaHanizoBaHO Ta BU3HAYEHO
OCHOBHI KOMIIOHeHTH PAM.

JocnimxeHo MeToad Ta 3aco0M  3acTOCYBaHHS CHUCTEMHU TPUBUICHOBAHUX
KOPHUCTYBauiB, HA OCHOBI TPHOX IIAPOBOT IHHPACTPYKTYPH.

Ha ocHOBI nmocmipkeHb TPOBEACHUX B POOOTI PO3pOOICHO PEKOMEHJAIi MO0
3aCTOCYBaHHsI METOJIIB Ta 3aco0iB momo HamamrtyBanHs CyberArk Privileged Access
Security.

["amy3b BUKOpUCTaHHS — KibepOe3eka KOpIopaTUBHUX 1HPOPMAIIIHHIX CUCTEM.

KOPITOPATUBHA IHOOPMAILIIMHA CUCTEMA, 3AT'PO3U, KIBEPEE3IIEKA,
BIPTYAJIBHE CEPEINABHIIE, BIPTYAJIbHI MAIIMHNU, AHTUBIPYC, JIET KN
ATEHT, METOJIU TA 3ACObBUA



ABSTRACT

The text part of the master's thesis: 59 pages, 15 figures, 9 sources.

Object of research — is the process of managing the access of privileged users of
the corporate information system.

Subject of research — is the methods and means of managing the access of
privileged users based on the CyberArk Privileged Access Security solution.

The aim of research — is to develop recommendations for the use of methods and
tools for managing access of privileged users based on the CyberArk Privileged Access
Security solution.

Research methods —— study of the literature on this topic, analysis of operating
documentation, international standards and their comparison, conducting an experiment.

The work provides basic information on the use of privileged access systems in
information systems. The main components of RAM were analyzed and determined.

Methods and means of applying the system of privileged users, based on a three-
layer infrastructure, were studied.

Based on the research carried out in the work, recommendations were developed
for the use of methods and tools for configuring the WALLIX BASTION RAM.

The field of use is cyber security of corporate information systems.

CORPORATE INFORMATION SYSTEM, THREATS, CYBER SECURITY,
VIRTUAL ENVIRONMENT, VIRTUAL MACHINES, ANTI-VIRUS, LIGHT AGENT,
METHODS AND TOOLS
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KIC - KopnioparuBHa iHpopmaliiiiHa cuctema

IC — indopmariiina cuctema

bJ1 — 6a3a manmx

PAM - KOHTpOJIb MPUBIUJIETOBAHNX KOPUCTYBAUiB

SRM - Ge3neku Ta ynpaBIiHHS pU3HKAMU

PASM - npuBineiioBaHMi aKKayHT 1 YIIPaBIiHHS CECISIMU

PEDM - ynpaBniHHS NiABULIEHHSAM MPUBLIEIB 1 J€JIETyBaHHAM
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BCTYII

AxmyanvHicme docniodxcenus. KoHTposb npuBineioBannx kopuctyBadiB (Privileged
Account Management, PAM) - 1e KOMIUIEKC pillleHb, SIKHH JoroMarae 3aiHCHIOBATH
MOHITOPHHT 1 KOHTPOJIb OOTIKOBUX 3aMUCIB, @ TAKOXK ay/IUT BUKOHYBAHUX JIii.

OCHOBHOIO METOIO TAKUX METO/IIB Ta 3aC001B € 3a100iraHHs BUTOKIB KOH(1AEHIIIHHOT
iH(dopMalrii, HeonyIeHHs 300iB y PyHKIIIOHYBaHHI 1HGOPMAIIHHUX CUCTEM, 1HIIIIHOBaHUX
JISIMA KOPUCTYBaYiB IPUBLICHOBAaHUX AKAYHTIB.

AKKayHT 3 OUIBII IIMPOKMMH MOXJIMBOCTSIMH 1 MpaBaMU JIOCTYITy, MOXXE CTaTH
JDKEpEJIOM BUTOKY JaHUX a0o MiJaTucs aTalll 3J10BMHUCHUKIB. /[0 TOro >k He BHUKIIIOUEHA
HOr0 KOMITPOMETAIlis CAMUM BIIACHUKOM.

JI0 OCHOBHOTO MPHUHILMITY KOHTPOJIIO HPUBLIEHOBAHUX KOPUCTYBayiB BIAHOCSTHCS
KEpIBHUIITBO KOMIIaHIi, CIIBPOOITHUKH, 110 3a0e3neuyroTh pobdoty IT-iHdpacTpykrypw,
0co0H, sIK1 31IMCHIOIOTh KOHTPOJIb 1 ayAUT.

JIist ipaBMIIbHOI OpraHi3ailii KOHTPOJIO MPHUBLIEHOBAHUX KOPHUCTYBauiB MOTPiOHO
BUOMpATH PILLIEHHS, SIK1 320€3MeUy0Th MOHITOPUHT /1 TAKUX aKayHTIB. PillIeHHS TOBUHHO
HE MPOCTO BIICTEKYBAaTH aKTUBHICTh KOPUCTYBaya, ajie 1 1aBaTH YiTKy iHGOpMaIlito mpo Te,
XTO MPAIIOBAB il 00JIIKOBUM 3alUCOM B KOHKPETHHI MOMEHT Yacy.

VYrpaBiiHHS IOCTYNIOM 10 NPUBLIEHOBaHUX OOIIKOBUX 3alKMCiB MOBUHHI 30epiraTucs
B OKpEMiH, BiJl JaHUX 3BUYAWHUX CIIBPOOITHUKIB, 30HI.

Tomy Tema maricTepchbkoi poOOTH, 11010 BIPOBAKEHHS CUCTEMHU MPUBLICHOBAHUX
KOPHCTYBaUiB € aKTyaJIbHOIO.

O6’ekm  OocniodiceHHs — TIPOIIEC YIPABIIHHSA JOCTYIIOM TPHUBLICHOBAHUX
KOPHUCTYBauiB KOPMOPATUBHOT 1HHOPMAIIIITHOT CUCTEMH.

Ilpeomem oOocniodcennsi — TEXHOJOTIS YHPABIIHHSA JOCTYNOM MpPHUBLICHOBAHUX

KopucTyBaviB Ha 0a3i pimnenns CyberArk Privileged Access Security.
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Mema pobomu — pPO3POOUTH PEKOMEHAAIIl MIOJ0 3aCTOCYBaHHS TEXHOJIOTI
yIOpaBIiHHSA JOCTYIIOM IIPHMBLICHOBAaHMX KopHCcTyBauiB Ha 0a3i pimenns CyberArk
Privileged Access Security.

Hayxkosi 3a60anmsi:

MpoaHaNi3yBaTH OCHOBHI (PyHKIII{ KOpHopaTUBHOI 1H()OPMALIIIHOT CUCTEMU;

IIpoaHaTi3yBaTH BUIU KOPHUCTYBaUiB KOPIOPATUBHOI IHPOPMAIIHHOT CHCTEMH;

BHU3HAUUTH OCHOBHI KOMIIOHEHTH PAM cucrtemu ta ix QyHKIIii;

IpoaHaTi3yBaTH ICHYIOUl METOAM Ta 3aco0M YHpaBIiHHA MNPUBIICHOBAHUMU
KOPHUCTYyBauaMH;

pO3pOOMTH  peKOMEHAAlli 00  3aCTOCYBaHHS  TEXHOJIOTIi  YNpaBJiHHSA
NpUBUICHOBAaHUMHM KOpHCTyBauaMu Ha ocHoBi pimeHas CyberArk Privileged Access
Security mis axiBiiB 3 KibepOe3neKH IS YIPaBIIiHHS MPUBLICHOBAHUMHU KOPUCTYBadaMU
B KOPIOPATHBHIN 1H(POpMALIiTHIN cUCTEMI.

Memoou oocniddcenns — ONpaIlOBaHHS JITEpaTypud 3a JaHOK TEMOIO, aHaji3
eKCILTyaTalliiHol JOKyMEHTallll, MDKHApOJIHHUX CTAHJAPTIB Ta iX MOPIBHSAHHS, MPOBEACHHS
eKCIIEPUMEHTY.

Ipakxmuune 3nauenns ooepaicanux pe3yivmamis:; PEKOMEHIALT 11100 3aCTOCYBaHHS
CUCTEMHU yIPABIIHHS NPUBLICHOBAaHUMHU KOPUCTYBa4yaMu B KOPIOPATUBHIN 1H(OpMaIiiH1i
CUCTEMI.

Pesynbratn Marictepcbkoi pobotu amnpoOoBaHi Ha BceykpaiHChkiii HayKoOBId
KoH(DepeHIis «AKTyallbHI pobsiemMu KibepOe3nekny, sika Bigoymacs 27 xoBTHA 2022 poky

B JlepaBHOMY YHIBEpCHUTETI TeJIeKOMyHiKaliif, M. KuiB.
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1 AHAJII3 BUMOT 1O KOPUCTYBAUIB KOPIIOPATUBHOI
THO®OPMAIIMMHOI CHCTEMH

1.2. Anani3 ¢pyHkuiid Ta Npu3HaAYeHHsI KOPNOPaTUBHOI iHopMauiiiHoi cucTeMu

KopnoparuBraa indopmariiina cuctema (KIC) € gk cykymHicTh iH(pOpMaIiiHux
pecypciB, TIpOIECIB 1 TEXHOJIOTIH, sSKi 30Mpar0Th, IEPETBOPIOIOTH 1 TEepPeaaroTh
KOpropaTuBHy iH(opMaiiito. Y3araibHeHa MeTa KopropaTuBHOi IC € HakonmuueHHS,
30epiraHHs 1 mepeTBOpeHHs iHdopMmarllii ajii BUKOPUCTAHHA ii B MpoIeCci NMPUHHATTA
yIPaBIIHCHKUX PIIICHb JJI1 BAKOHAHHS MOCTABJICHUX Oi13HEC-TIpolieciB koMmanii [1].

Cyuacni KIC maroTh ckiiagHy, 4acTO T'€T€pOT€HHY CTPYKTYypy 1 NpHU3HAYEHI I
BUPIIICHHS BEJIMKOI KUIBKOCTI PI3HOTHIIHUX 3aBJaHb aBTOMaTH3aIlli, 110 BUHUKAIOTh Ha
M1IPUEMCTBI.

Crpykrypa 1 pynkuii KIC, sk mpaBuio, BU3HAYa€ThCs HEOOXITHUMHU 3aBIaHHIMHU
opranizaiii 1 cioxuBaviB iHpopmarlii IC, cepen skux MOXyTb OyTH K KOPUCTYBadi, TaK i
Hm IC.

OcHoBHUMHU  3aBiaHHsMu  kopropatuBHoi IC € migTpuMka  JUHAMIYHOL
iH(opMalliitHoT Mojen npeaMeTHOI o0jacTi 1 3a0e3NedeHHs BUPIIMICHHS Ha OCHOBI
1H(pOopMaIlIiiHOT MO/IEN 3a7a4 YIPaBIIHCHKOTO, TOCTIAHUIIBKOTO, KOHCTPYKTOPCHKOT0, a00
1HIIIOTO XapakTepy.

VY cydacHOMy CBITI ICHY€ JOCHTh BEIMKa KUIBKICTh PI3HOBHUAIB 1H(OpMAIIHHUX
cucteMm. Knacudikaris iHbopMamiitHuX CHUCTEM 3a3BUYall 3/IIHCHIOETHCS HA OCHOBI Oyb-
SAKUX BUIAUICHUX O3HAK. Hampukiaa, 3 TOYKK 30py YNPaBIIHCHKOTO PIiBHS, HAa SIKOMY
3nicHIOEThCS BUKopucTanHs IC, npuitasaTo aimutu kopnopatusHi [C Ha HacTynH1 BUIU:

° IC nnst 3a6e3neueHHss TOTOYHUX O13HEC-omepartii.

o IC nnist miATpUMKH NPOLECY NPUNHATTS PIlICHb.

° IC nns 3a6e3redeHHs CTpaTET1YHUX IepeBar.
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SAx npasuiio KIC nmoBuHHA MiATPpUMYBATH BETUKY KUIBKICTh MPOrPaMHUX MPOIYKTIB

ta pizHomaHITHUX cepBiciB. KIC 06’ennye B co61 ERP, CRM, MRP Ta 111 cucremu.

Foctm
Cuctembl  Kopnoparensiii Kopnopatuesie Y4€THaR Pt N
v cepBuCh Mogran npunokenns  3anvcek
«c ¢
A
L) Monb3osarens
LB | P One HHOro N A
y G > KTPO peanpuATUA
CotpyaHukm KopnopaT ABHas () Mnactukosas
npeanpusaTUs L Kaprta

WHdopmaumoH

L/
n.\‘v /

4' MPOEKUMOHHOE
.‘l 000ODVAOBAHME

Curnanusaums

Ynpasnenue
3pnaHuem

Tenuu ;

~§.|I = KopnopatusHas
KomnbioTeps! ceTb  TenekomMmyHuKauuw

bnayHas
UHgbpacmpykmypa

Puc 1.1. Apxitektypa KOpHOpaTHBHOI iH()OPMaIiifHOT CHCTeMHU

BuaeokoHdepeHUcBA3b

[Tepeiinemo no o6nacti 3acTocyBanHs iHPopMaIliiHux cucteM. ChOTOHI KOMI'FOTEP
CTaB HEBII'€MHOI0 YAaCTHMHOIO YIPABIIHCHKOI CHUCTEMM MianpueMctB. OjHaK cydacHUM
OiAXia A0 YNpaBiIiHHSA mependavae e W BKIAACHHS Trpouiel B HOBI i1H(OpMarlliiiHi
texHozorii. [Ipyuomy uyuMm Oinbllle MIANPUEMCTBO, TUM OLIbIIE€ MOBHHHI OyTH MOAIOHI

BKJIazcHH [8].
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3aBASKM  CTPIMKOMY DPO3BHUTKY 1H(GOpPMAIifHMX TEXHOJOTiH  BiAOyBa€eThCS
posumpenHs obnacti 3actocyBanHsa KIC. fxkio panimie Maio He €MHOI0 00JIaCTIO, Y SKO1
3aCTOCOBYBaIMCS 1HGOPMAIlIHI cCHCTeMH, OyJia aBTOMaTH3alllsd OyXraiaTepchbKoro oOJIiKy,
TO 3apa3 CIOCTEPIra€ThCs BIPOBAKEHHS 1HGOPMAIITHUX TEXHOJOTIA B 0araTo IHIIUX
rany3sx. EQekTuBHEe BUKOPHUCTaHHS KOPIOPATUBHUX 1H(POPMALIMHUX CUCTEM J03BOJISE
pPOOUTH OLIBIII TOYHI IPOTHO3U 1 YHUKATH MOXKJIUBUX MIOMUJIOK B YIPaBIiHHI.

3 Oyap-sIKuMX JaHUX 1 3BITIB MPO POOOTY MIANPUEMCTBA MOXKHA BUTATTH Macy
KOpHUCHUX BigoMocTel. [Hdopmarriiini cucreMu sikpas i J03BOJISIIOTH OTPUMYBATH MAaKCUMYM
KOPHCTI 3 yCi€l HasIBHOT B KOMITaHIi 1HpopMaliii.

Came 1uM (akToM 1 TMOSACHIOIOTHCA JKUTTE3JATHICTH 1 OYpXJIMBUN PO3BUTOK
1H(OpMaIIHHUX TEXHOJIOTIH - cyyacHu# O13HEC BKpai 4y TJIMBUH /10 MOMUJIOK B yIIPABIIIHHI,
1 1151 IPUAHSTTS TPAMOTHOT'O YIIPABIIHCHKOTO PINIEHHS B YMOBaX HEBU3HAYEHOCTI 1 PU3UKY
HEOOXITHO TOCTIMHO TPUMATH IIiJ KOHTPOJEM pPi3HI acnekTd (PiHaHCOBO-TOCIOAAPCHKOI
JUSTIBHOCTI MIAMPUEMCTBA (HE3AJIEAKHO B1J MPOQLIIO MOTro AsUIbHOCTI). TOMY MOKHA LIJIKOM
OOrpYHTOBAaHO CTBEP/KYBAaTH, IO B KOPCTKIA KOHKYPEHTHIH OOpOTHO1 BEJIHMKI IIAHCH Ha
nepeMory Mae MIAINPUEMCTBO, K€ BHUKOPHCTOBYE B YIIPaBJIiHHI CydacHi 1H(opmaliiiHi
TEXHOJIOTII.

PosrnsitnemMo HaWOIIbII BaXKJIMBI 3aBlIaHHSA, SKI BUPINIYIOTHCS 32 JOMOMOTOIO
CrieliaJIbHUX MPOrpaMHuX 3aco0iB [1].

byxeanmepcokuii o6nix. lle kiacuyHa o00JacTh 3acTOCYBaHHS 1H(POpPMALIMHUX
TEXHOJIOT1H 1 HalOIbIn yacTo peanidyerbess B KIC. Takuit cran mMoxkHa mosicHutd. Ilo-
nepine, MOMHUIKAa OyXraiarepa MOKe KOIITYBAaTH AyXKe JAOPOro, TOMY OYEBHIHA BUTOIA
BUKOPUCTAHHA MOXJIMBOCTeH  aBTomarum3amii Oyxrantepii. [lo-mpyre, 3aBmanHHs
OyXTanTepchKOro OONIKYy MOCUTh JIETKO (opMamizyeThCs, TaKk IO pPO3poOKa CHUCTEM
aBTOMaTH3allli OyXraiaTepchbkoro OOJiKy HE MpPENCTaBII€ TEXHIYHO CKJIAIHOI MpPOOJIEMHU.
Ane BUMarae moCTIHHOI MATPUMKH 3 OOKY POTPaMiCTiB Ta BIIALTY O€3MEKH.

Vnpaeninnsa ginancosumu nomoxamu. BipoBaxeHHs 1HPOpMAIIHHUX TEXHOJIOT1H B

YOpaBIiHHSA (PIHAHCOBUMHU MOTOKAMHU TaKOXX OOYMOBJIEHO KPUTHUYHICTIO LIEK Taly3i0
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yHOpaBIiHHS TIANPUEMCTBA 10 MOMIIIOK. [lomMuika mpu moOya0BI CUCTEMH PO3PAXYHKIB 3
MoCTavyajJbHUKAMU 1 CIOXUBayaMH, MOXXE BUKJIMKATH KpU3y TOTIBKM HaBITh MpU
HaJIaro DKEHIM Mepeki 3aKymiBii, 30yTy 1 XOpoIIoMy MapKeTHHTY. | HaBMmaku, MpaBUIIHLHO
po3pobIIeH1 KOHTPOJIbOBAHI YMOBHU (DIHAHCOBUX PO3PAXYHKIB MOXKYTh 1CTOTHO 301IbIIUTH
JIOX17 KOMIaHil.

Vnpaeninusa cknaoom, acopmumenmom, 3axynienamu. Jlami, MoKHa aBTOMaTU3yBaTH
MpoIleC aHalli3y pyXy TOBapy, TUM CaMUM, BIACTSKHMBIIH 1 3a(iKCyBaBIIH Ti JBAIISAThH
B1JICOTKIB aCOPTUMEHTY, SIKi IPUHOCATH BICIMJIECAT BiJICOTKIB IIPUOYTKY.

Vnpaeninusa eupobnuuum npoyecom. YTpaBIiHHSI BHPOOHUYUM TPOIIECOM € IyXKE
TpyJoMicTKe 3aBaaHHsA. OCHOBHMMHM MEXaHi3MaMU TYT € IUIAHYBaHHS 1 ONTHUMAJIbHE
YIPABIIHHSI BUPOOHUYUM TIPOLIECOM.

ABTOMaTH30BaHE PIllICHHS TAaKOTO 3aBJAHHS Ja€ MOXJIMBICTh TPAMOTHO TUJIAHYBaTH,
BPaxOBYBaTH BUTPATH, MPOBOJUTU TEXHIYHY IMIJTOTOBKY BUPOOHUIITBA, OMNEPATUBHO
YOPABJISITH MPOLIECOM BHUITYCKY MPOAYKIII B BIAMOBIIHOCTI 3 BUPOOHMYOIO MPOrpamoro 1
TEXHOJIOTIERO.

OueBHIHO, 10 UMM O1JIbIIIE BUPOOHHUIITBO, TUM OLJIBIIIEC YKCIIO Oi3HEC-TIpoIIeciB Oepe
y4acTh y CTBOPEHHI MPUOYTKY, & 3HAYUTh, BIPOBAKEHHS 1H(OPMAIIHHUX CHUCTEM CIAE
HEOOX1THOIO CKJIAZIOBOIO KOMIIaHii.

Vnpaeninnsa mapxemuneom. YNpaBiIiHHI MApKETUHIOM Mependayae MOJIETIOBaHHS
napaMeTpiB 30BHIIMIHHOTO OTOYEHHS JUIsi BU3HAYEHHS ONTUMAJIBHOTO PIBHS IIiH,
MPOTHO3YBaHHS MPUOYTKY 1 TJIaHYBaHHS PEKJIaMHUX KaMmmaHid. PilmeHHs Takux cucTem
MOke OyTh (opMalli3oBaHO 1 MPEACTABICHO y BUIJSAAl 1HPOPMALIMHOI CUCTEMH, WLIO
JI03BOJISIE ICTOTHO MIABUIIUTH €(PEKTUBHICTH YIIPABIIHHS MaPKETUHTOM.

JlokymeHTo00Ir. JIOKyMEHTOOOIr € BaXJIWBHA TPOIEC MISUIBHOCTI Oyab-SIKOTO
nianpueMctBa. JloOpe HanmaroxeHa cucrema o0JIiIKOBOTO JOKYMEHTOO00ITY BijoOpakae 1110
BiIOYBA€ETHCSI HA MIAMPUEMCTBI 1 Ja€ KEPIBHUIITBY MOXKJIMBICTh BIUTMBATH Ha Hei. Tomy

aBTOMAaTHU3allisl IOKYMEHTOOOITY JI03BOJISIE€ MIABUIIUTH €()EKTUBHICTD YIPABIIIHHS.
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OnepatuBHE ympaBIiHHSA HIANPUEMCTBOM. [HQoOpmarliiiiHa cucreMma, sika BUPIIIYE
3aBIaHHs ONIEPATUBHOTO YNPABIIHHS HiANMPUEMCTBOM, OyIy€ETHCS Ha OCHOBI 0a3u aHUX, B
AKid (ikcyeTbcsi BCs MOxIMBa 1HGoOpMallis mpo mianpueMmcTBo. Taka iH(opMaliifHa
CUCTEMa € IHCTPYMEHTOM /IS YIpaBiiHHA OI3HECOM 1 3a3BUYail HA3MBAETHCS
KOPHOPATUBHOIO 1HPOPMALIIHOIO CUCTEMOIO.

[ndopmariiiina cuctemMa ONEPAaTUBHOTO YMPaBIiHHSA BKIOYaE B cebe Macy
IpOrpaMHUX pIllIeHh aBTOMAaTH3allli O13HEC-TPOIIECIB, 1110 MAIOTh MIClle Ha KOHKPETHOMY
nianpueMctBl. OpHe 3 HAMOUIBII BaXXJIMBUX BHUMOT, IO TPEISBISIIOTBCS JI0 TaKUX
iH(OpMaIIHHUX CUCTEM, - THYUYKICTh, 3AaTHICTH JI0 aJanTarlii i oIaJbIIIor0 PO3BHUTKY.

s noOynoBu KIC BUKOPUCTOBYETBCSI apXITEKTypa KIIIEHT-CEpBEp, sIKa OTpUMala
BU3HAHHA 1 IIMPOKE MOIIMPEHHS sIK CHoci0 oprasizamii J0AaTKiB A poOOYMX TPyl Ta
iHopMaIiiHuX cucteM KopriopatuBHOro piBHA. [logiOHa opranizamiss poOOTH MiABHUIIYE
e(eKTUBHICTh BUKOHAHHS JIOJIATKIB 32 paXyHOK BUKOPHCTAaHHS MOXJIHUBOCTEN cepsepa b/I,

PO3BaHTAXKCHHS MEPEKi 1 3a0e3MeYCHHs] KOHTPOJIIO IUTICHOCTI tanuX [1].

- Client
Client

Internet

Web application

ien
Cilent Client

Puc.1.2. Knient-cepBepHa apxiTekTypa

JIBOpIBHEBI CXE€MHU apXITEKTypu KIIEHT-CEPBEP MOXYThb MPUBECTU [0 JESIKUX
npobJieM B CKIAAHUX 1H(OPMaLIHHUX T0JaTKaX 3 O€3I144I0 KOPUCTYBadiB 1 3alTyTaHOIO
Jorikoro. PimeHHAM 1ux 1poOjaeM MOXKE CTaTH BHUKOPHUCTAaHHS OaraTOpiBHEBOI

apXITeKTYpU.apXUTEKTypa  KJIMEHT-CepBep  MOJyuyusia MpU3HAHUE MW LIUPOKOE
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pacmpocTpaHeHHe KaK CHoco0 OpraHu3aldy NOpUIOKEHUH [ pabouyux Trpynm H
MH(POPMAILIMOHHBIX CUCTEM KOPIOPATUBHOIO YpoBHA. [logoOHas opranuzauus pabOThI
noBblIIaeT 3((PEKTUBHOCTh BBIIOJHEHHUS] MPWIOKEHUH 3a CYET HCIIOJIb30BAHMS
BO3MOXHOCTE cepBepa BJl, pa3rpy3ku cetm um oOecnedeHuss KOHTPOJS LETOCTHOCTH

JaHHBIX.

1.2. Busznavennsi ¢yHkUili KOpHCTyBa4yiB KOPHOPATUBHOI iHpopManiiiHol

cucremukopucrysayi IC

bynp-sika koproparuBHa iHpopmariiiina cuctema (KIC) moBuHHa 3a0e3neunTtu
BUKOHaHHS Oi3Hec mpoiieciB komnaHii. Tomy st HopMmanbHoi pobotu KIC HeoOxigHO
pO3iMITH, SIKI caMe KOPHCTyBadi MpaIioTh 3 cucrteMoro [1]. 3rimHo BHKOHYBaHHX
000B’s13k1B kopucTyBadiB KIC MokHa pO3AUIMTH Ha HACTYITHI TPYIIU:

BUITAJIKOBUI KOpHUCTyBad, B3aemoais sikoro 3 KIC o0ymoBieHo ciy:kO00BUMU
000B'sI3KaMU;

KIHIIEBl KOopucTyBayl (crokuBadi iHopmailii) - ocoba abo KOJEKTUB, B 1HTEpecax
akux npauroe KIC. Bonu mnpamtorors 3 KIC kokHOTO AHS, NOB'A3aHl 3 BIANOBIAHOIO
00JacTIO JISTILHOCTI 1, SIK MPaBUJIO, BOHU HE € MporpamictamMu 000 aaMiHICTpaTOpaMHu,
HaIpUKIaMd, e OyXrajirepu, EKOHOMICTH, KEPIBHUKH IM1IPO31TIB;

KoJiekTuB ¢axiBiiB (mepconan I[C), mo BKIOYAE aAMIHICTPATOPA, CUCTEMHOIO
aHATITHKA, CACTEMHUX 1 MPUKIIATHUX MPOTPAMICTIB.

Busnaunmo Outbin qokiagHo ckiaf i pyHkii ¢gaxisuis KIC.

AnmiHicTpaTop - 11e ¢axiBelb (a0o rpyna ¢axiBiiiB), IKUHA po3yMi€e TOTPeOr KIHIIEBUX
KOPUCTYBadiB, MpAIO€ 3 HUMH B TICHOMY KOHTaKTi 1 BIAMNOBIZa€ 3a BU3HAYEHHS,
3aBaHTaXEHHS, 3aXUCT 1 €PEKTUBHICTH POOOTH HEOOX1THUX peCypCiB cucTeMu. BiH MOBHHEH
KOOPJIMHYBaTU Tporiec 300py iHdopmarlii, MpOEeKTyBaHHS 1 MIATPUMKH, BPaXOBYBATH

MOTOYHI Ta EPCIIEKTUBHI MOTpeOH KopucTyBavis [1].
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CucremHl mporpamicTd 3aliMarOThCS PO3POOKOIO 1 CympoBOJOM  0a30BOTO
nporpamioro 3abesneueHns EOM (OC, CVYB]l, TpaHCHsTOpiB, CEpBICHUX MpOrpam
3arajbHOTO MPU3HAYCHHS).

[TpuxnanHi mporpamicT po3poOsOTh Mporpamu s peanizanii 3anuTis 10 b/ KIC.

AHamTuK Oyaye MaTeMaTH4Hy MOJelb TNPEeAMETHOI o00JacTi, BHUXOASYU 3
iHpopMaIiiHuX TOTped KIHIEBUX KOPHCTYBayiB; CTABUTh 3aBJaHHS ISl MPHUKIATHUX
IPOrPaMiCTiB.

barato cniBpoOITHHKIB, HE3Ba)KalOUM Ha MpaBujia «IU(PPOBUHN TIri€EHW», HEXTYIOTh
BUMOTaMH KEPIBHUIITBA - BIJBIAYIOTh HeOe3meuHi ad0 HEAOBIPEHUX CAUTH, BIIKPUBAIOThH
(IIIMHTOBI JIUCTH, KOPUCTYIOThCS pOOOYMMH cepBicaMu yepe3 HebOesneuni Wi-Fi-Toukwu.
Tomy KepiBHUIITBY KOMMaHIi HEOOX1JHO 3aCTOCOBYBATH CEPHO3HI 3aXOH II0JI0 JOCTYITY
710 KOPIOPaTUBHOI 1H(POpPMALIHOT CUCTEMHU, K MPOCTUX KOPUCTYBAYiB, TaK 1 MPUAUIATU
yBary MmIOJ0 JOCTYyIy aaMIHICTpaTOpiB cHUCTeMU. He BHUKOHYIOUM TaKuX 3aXOJliB
3JIOBMACHHUKH MOXKYTh OTPHMYBATH JOCTYI JI0 TNPHUBIICHOBAHUX aKayHTIB 1 OTPUMATH
BEJIMUE3HY KUIBKICTh KOH(IACHIINHNUX maHuX. CKIagHO OIIHUTH 30MTOK BiJ IMOIIOHUX
BHUTOKIB, 3arajbHE YHCJIO BKPAJICHUX 3aIMCIB O0YNCITIOETHCS MiIbIHOHAMU - 1H(OpMAITiS TIPO
KPEIUTHI KapTKH, MpO CHIBPOOITHUKIB, OOIIKOBI 3alMCH KOPUCTYBaviB, MEAUYHI 3aUCH 1
Oararo iHmoro. Taki aTaku 1 KpaJDKKH JaHUX BiI0YBaIOTHCS B MPOMHUCIOBUX MacIITabax.
3a pmanumu 3BiTy Forrester, 80% Ib-iHIMACHTIB TOB'sI3aHI 3 KPaAlKKOW JaHUX
NPUBLICHOBAaHUX KOPUCTYBauiB, Taki IHUMJAEHTH MOKA3YyIOTh, 10 XaKepU MOXYTh BKPACTU
iH(DopMaIlio 3aBISKH 3JI0My MPUBUICHOBAHMX akayHTiB. | Ile TOBOpHUTH Mpo Te, IO
HEOOX1THO 3BEPHYTH yBary Ha BIPOBAKEHHS CUCTEMH NMPUBLICHOBAHUX KOPUCTYBAYiB AJis

ynpasiiHHs KopuctyBadamu B KIC.
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1.3. Anani3z MeToaiB Ta 3ac00iB ynpaBJliHHS IPUBLIEIOBAHMMH KOPUCTYBa4aMu

[IpuBineiioBani KOpUCTyBaul - K4 J0 iHGopMaliiHoi cucremu. Bim ix mii
3aNeXUTh poboTa 1H(GOPMALIHHUX CUCTEM 1 JOCTYMHICTh PECypciB MIAMPUEMCTBA. SIKIIO
aJMIHICTPATOPH 3pOOMIM MOMUIKY a00 iX OOJIKOBI JaH1 JICTAIMCh 3JIOBMHUCHHUKAM abo
KOHKYpPEHTaM, 11e MOXke OyTH HeOe3MeYHUM I YCbro O613HeCy. A SKIO O13HEC 3aJIeKUTh HE
BiJl OfHI€T 1H(GOPMAIIHHOI CHCTEMH, a BiJ] IIUJIOTO CKJIAJHOTO PIllIEHHS, Mpane3JaTHICTh
SAKOTO 3a0e3MeUyeThCcsl KUIbKOMa aJMIHICTpaTOpaMd 3 pPI3HUMH TTOBHOBKEHHSAMH 1
KOMIIETEHIIISIMHU, TO TPOKOHTPOJIFOBATH iXHI1 JIii CTa€ TyKe CKJIAAHO 1 BUTpaTHO. OCOOIUBO
SKIIO B KOMIIaH11 He BIIPOBA/)KEHA CUCTEMA ayTeHTU(DIKaIlli MPUBLIEHOBaHIX KOPUCTYBAUIB
1 BC1 aJIMIHICTPATOPU KOPUCTYIOTHCSA 3arajibHUM MapoJjieM root abo admin. 3BuuaitHo, AKII0
BC1 BOHU KPHCTAJILHO YECHI 1 a0COIFOTHO KOMIIETEHTHI, TO TaKa CUTYyallld II€ BIAIITOBYBATH
KEPIBHULTBO, aJie SKIO TPAIUTHCS 1HIUAEHT, TO 0y/1e HE3pO3yMLJI0, KOTO 3 HUX 3BUIbHITH
32 HEKOMIIETEHTHICTb.. TOMY BCIX NPUBUICHOBAHUX KOPUCTYBAaulB HEOOX1HO PO3Mi3HABATH
OKpPEMO 1 sIKICHO, a TAKOX KOHTPOJIOBATH JIii 3 MAKCUMAaJIbHO MOKJIMBOIO TPAHYJISPHICTIO -
aX 70 KOHKPETHUX KOMaHJ, omeparliii 1 KHOmok B pgianorax. CmpaBa B TOMY, IO JJIs
30BHIIIHIX 3JIOBMHCHHMKIB MOKJIMBICTH MIAPOOUTHUCS MiA aAMIHICTparopa 1 € METOAOM
MOBHOTO  3axoIuieHHA 1H(opmMmariiHoi cuctemMud. ToMy HaAIMHICTE MeEXaHI3ZMY
ayTeHTU(]iKalli aAMIHICTPATOPIB Ta THIIMX NPUBLICMOBAHUX KOPUCTYBAYIB € KIIIOYEM [0
BCi€i cucTemMu Oe3reku Kommanii [2].

3rimHo aHamiTukyd Gartner BUIIJICHO KOHKPETHI YWHHHMKH, IO BIUTMBAIOTh Ha
3pOCTaHHST pPHUHKY IIOAO BIPOBA[KCHHS CHUCTEM YIIPABIIHHA TMPHUBIJICHOBAHUMHU
kopuctyBauamu PAM BKIIIOYAIOTh:

* Opranizariii, SIKi MPardyTh 3HA3UTH PU3MK 3JIOMIB 1 BHYTPIIITHIX 3arpo3, sKl 4acTo
NOB'A3aHI 3 BKPaJCHUMH, CKOMIPOMETOBaHI a00 HENpaBOMIPHO BHUKOPUCTAHUMHU

MpUBLICHOBAaHUMU OOJIKOBUMH TAHUMH.
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* 3pocTarye YMCIO0 HOPMATHBHUX BUMOT 1 HOPMAaTHBHHX BHUMOT, SIKI BUMAararTh,
SBHO YM HESBHO, KOHTPOJIIO HaJ NPHUBLICHOBAHUMHU KOPUCTYyBadaMU 1 3aXHUCTY
MPUBLICHOBAaHUX OOJIKOBUX JTaHUX.

* HeBmanmi ayauTu, OCKIIBKM ayAMTOPU TPOJIOBXKYIOTH PO3YMITH BaXkIJIMBICTDH
KOHTPOJIIO 1 MOHITOPHUHTY aKTUBHOCTI NMPHBLICHOBAHUX KOPHUCTYBAYiB 1 MOCHJIAIOTHCS Ha
BIJICYTHICTh 200 HEa/IeKBaTHICTh TAKUX 3aCO0IB KOHTPOJIIO B IKOCTI BUCHOBKIB.

» PantoBuii mepeHeceHHs BigfanieHol poOOTH Al MPUBLICHOBAaHMX KOPHUCTYBayiB
yepes nanjaemito COVID-19.

J10 1HIIMX YUHHUKIB, IO CIPUSIOTH PO3LIMPEHHIO BUKOPUCTAaHHS IHCTpyMeHTIB PAM,
BIJIHOCSITHCS:

* HeoOxiaHicTh HamaBaTH 1 KOHTPOJIIOBATH MPHUBLICHOBAaHUN JOCTYyH TpETIM
CTOpPOHAaM, TaKUM $IK TOCTaYaJIbHUKH, MIIPATHUKH, TMOCTAYAJIbHUKHU MOCTYT 1 Ol13HEC-
HapTHEpPH, 10 TMPU3BEJIO JO0 TNOIIMPEHHS BUKOPUCTAaHHS (QYHKIINA BIIAAIEHOTO
NPUBLICHOBAHOrO IOCTYMY 3 IHCTpyMEHTIB PAM.

* PozButrok wmoxxiauBocteit PAM 1ns ynpaBimiHHS BCIMa THUIIAMH CEKPETIB B
CEpeNIOBUII OpraHizaiii.

* baxxanHs miABUIIUTH €(EKTUBHICTH POOOTH aIMIHICTPATOPIB 1 ONEPATOPIB.

* 3a0e3neueHHs MiATPUMKHU 3arajJbHO1 CTpaTerii KibepOe3neKu.

Came nns PAM Gartner Bu3HaunB OCHOBHI JIOMYIIEHHS CTPATETiYHOTO TUIAHYBaHHS
K10epOe3neKn KoMnaHiu.

Jlo 2024 poxy 50% opranizaiiiif OyayTh BIIPOBAIKYBaTU MOJIENb PUBIICHOBAHOTO
noctyny «rtodHo B ctpok» (JIT), sika ycyBae mocTiiiHi mpusiiei, 1 Ha 80% 3meHmye
NOPYIIEHHS IPUBLIEIB, HIXK Y THX, SIKI [OTO HE POOJISATH.

Ho 2024 poky 65% opranizaiiii, 10 BUKOPUCTOBYIOTh (YHKIINi aBTOMAaTH3AIlll
MPUBLICHOBaHUX 3aBAaHb, 3a01aaiTh 40% BuTpaT Ha nepconan s [T-onepariit s [aaS
1 PaaS i orpumarots Ha 70% MeHIIIEe MOPYIIEHB, HIXK Ti, K1 IOTO HE POOJIATH.

Gartner BU3HAYa€ PUHOK YINpaBIiHHA NpuBLIeioBaHuM jgoctynoM (PAM) sk

IHCTPYMEHTH, SIK1 IPOMOHYIOTh OJIHY a00 JAEKIJIbKA 3 HACTYMHUX (QYHKIIIN:
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* BusBneHHs, ynpaBiIiHHS 1 YIPaBIiHHS NPUBLICHOBAaHUMH OOJIIKOBUMH 3alHCaMu
(oOmikoBI 3amucH 3 NOPHUBUIEIMH CYINEPKOPUCTYBada / aJMiHICTpaTopa) B JCKIIBKOX
CUCTEMax 1 I0AaTKaxX.

» KepyBanHs ngoctynoMm A0 NpUBUICHOBAaHMX OONIKOBUX 3aMUCIB, BKJIIOYAIOYU
3arajibHUM Ta aBapiiHUKN TOCTYII.

* BumnagkoBa 3MmiHa, yrpaBiIiHHS 1 30epiranHsa O0MIKOBUX JaHUX (Mapoiib, KoYl 1 T.
1.) Ayia 00iKOBUX 3aMKCiB aIMIHICTPATOPIB, CIY>KO 1 TOIATKIB.

» 3abesneueHHs eauHoro Bxoay (SSO) s mpuBLIEHOBaHOrO JOCTYIy, 100
3an00IrTH PO3KPUTTIO O0JIIKOBUX JaHUX.

* Bigcrexxenns, GpinpTpaliis 1 KOOpAMHAaLlisl MPUBLIEHOBAHOT KOMAaH/IH, Jii 1 3aBIaHHS.

* VrpapiiHHS OOJIKOBUMH JaHUMH JIOAATKIB, CIYy>KO 1 MPUCTPOIB 1 BiJIIpaBKa ix
MOoCepeTHUKAM, 00 YHUKHYTH BUKPHUTTSL.

* MOHITOpHHT, 3alKC, ayAUT 1 aHaJI3 MPUBLICHOBAHOTO JOCTYILY, CEAHCIB 1 JIIH.

Gartner OXOIUTIOE TPU OKpEMI KaTeropii 1HCTPYMEHTIB, $IKI CTall OCHOBHHUM
HAIPSIMKOM JisUTbHOCTI (DaxiBIiB 3 Oe3neku Ta yrpaiainHsa pusukamu (SRM) 1 inmmx IT-
JAEPiB, M0 PO3TISAAIOTH MOXKIIUBICTh IHBECTYBaHHSA B IHCTpyMeHTH PAM:

* [Ipusinetiosanuti akkayum i ynpaeninus ceciamu (PASM). TlpusineiioBaHi 00J11KOBI
3aIKCH 3aXUIIEH]I CXOBUIIEM iX 0011KoBUX JaHuX. [10TiM H0CTYy™ 0 IIMX OOJIIKOBUX 3aITUCIB
3MIMCHIOETHCS ~ KOPUCTyBauaMM, CIOyxOamu  Ta  JojaTkamu-iatoapmu.  DyHKIi
npuBLIeiioBaHOr0 ynpaBiiHHSA ceaHcoM (PSM) BCTaHOBIIOIOTH CEaHCH 3 MOXJIMBUM
BBEJICHHSIM OOJIIKOBUX JIaHUX 1 TOBHMUM 3amuicoM ceancy. [laposmi Ta iHi oOIiKoOB1 J1aHi
JUTSl IPUBLIEMOBAHUX OOJIIKOBHX 3aMKCIB aKTUBHO YIPABISIIOTHCS, HATPUKJIIA 3MIHIOIOTHCS
yepe3 MeBHI 1HTepBaiM ab0 MpU BUHUKHEHHI MeBHUX monii. Pimenus PASM moxyTh
JI0JIaTKOBO 3a0€e3MevyBaTH yIpaBIiHHS mapossiMu Mixk nogatkamu (AAPM) 1/ a6o dyskiii
BiJJAJICHOTO TPUBLICHOBAHOTO JOCTYIy 3 HYJIhOBOIO ycTaHOBKOIO 1isi IT-mepconany i
TpeTix oci0, sikuM He oTpiOHO VPN.

» Vnpaesninusa niosuwennsam npusineis i denecysanuam (PEDM). Y xepoBaHiii cuctemi

areHTH X0CTa HAJAal0Th MEBHI MPUBLIET KOPUCTYBavaM, Kl yBIHILIM cucteMy. [HCTpyMeHTH
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PEDM 3abe3neuytoTh ynpaBiiHHs KoMaH1aMu ((iIbTpaliiro) Ha OCHOBI XOCTa, 103BOJISIIOTh
/ 3a00POHSIOTH / 130JII0F0Th €JIEMEHTH YIIPaBIIIHHS 1oaTKaMu 1/ abo MiABUIIYIOTh IPUBLIIET,
MPUYOMY OCTaHHE B (hOPMI J03BOTY BUKOHAHHS MEBHUX KOMaH/ 3 OLJIbIII BUCOKUM PIBHEM
npusineiB. [nctpymentn PEDM noBuHHI BUKOHYBATHUCS B pealibHiN omeparliiiHiil cucremi
(Ha piBHI s1pa abo nporecy). Komanane ynpaBiaiHHS yepe3 QuibTpaliiio MpoTOKOIY SBHO
BUKJTFOUEHO 3 IIbOT'0 BU3HAYCHHSI, OCKUIBKHM TOYKA YIIPaBIIHHS MEHII HajiiHa. [HCTpyMeHTH
PEDM MOXyTbh 0JJaTKOBO HaJaBaTH (YHKIIIT MOHITOPUHTY IIUTICHOCTI (pailiB.

» Ynpaeninua cexkpemamu: o0I1KOBI AaHi (Taki sk napo:ii, Tokenu OAuth, kiroui SSH
1T. 1.) 1 CEKpeTH JUIsl IPOTPaMHOT0 3a0€3eUCHHS 1 KOMIT'TOTEPIB YIPaBJISIOTHCS MPOTrPAMHO,
30epiratotbes 1 orpumytoTbes uepe3 API 1 SDK. JloBipa BCTaHOBIIOETHCS 1 MIATPUMYETHCS
3 METOI0 OOMIHY CEKpeTamH 1 YIpaBJIIHHS aBTOPHU3ALIEI0 1 MOB'A3aHUMU (DYHKITISIMU MIXK
PI3HUMH HETIOACHKUMH 00'€KTaMH, TAKUMH SIK MAIllWHHA, KOHTCWHEPHU, TOMATKH, CIIYXKOH,
cieHapii, mnpomecu Ta KoHBeepu DevSecOps. VYmpaBiiHHS CEKpeTaMu  4acTo
BUKOPUCTOBYETHCSI B JIMHAMIYHHUX 1 THYYKUX CEpeloBUIIAX, Takux sk laaS, PaaS i
1aThOopMU yIPaBITIHHSI KOHTEHHEPAMH.

Posrnsaemo wmariunauii kBajmpanT Gartner, ¢ BKIIOYEHO IOCTAaYalIbHUKIB, SIKI
HAJa0Th MOBHICTIO pyHKI10HANBHUI npoayKT PASM (Puc.1.2).

Posrnsinemo nesiki 3 pimenb PAM, niis BU3HAYeHHS HAWKPANIOTO PIIICHHS JIJIs

PO3p0OKK MaOyTHIX peKOMEHAAIlIH.

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of July 2020 © Gartner, Inc

Puc.1.2 Mariunwnii kBagpant Gartner mpoaykris PASM



23

ARCON

ARCON - mpeTeHJeHT B IIbOMY MaridHoMy KBaJipaTi; B OCTaHHIN iTeparii IbOTo
JTOCITIKEHHS 11¢ OyB HIIIEBUI TPaBellb.

Horo npoxykr ARCON Privileged Access Management 1oCTaBiIs€ThCS Y BUIIIAI
PUCTPOIO, IPOrpamMHoOro 3abe3nedeHHs: abo SaaS 1 3a0e3nedye MOKIMBOCTI 30€piranus 1
ynpasninus ceancamu (PASM), a takox ¢ynkuii PEDM mis Windows 1 UNIX / Linux.
ARCON mnpomoBxkye BKJIagaTH 3HauHI KOIITH B aHAMITHKY, Opomo3ulli SaaS 1 B
M1JIBUIIICHHS MacIITa0OBAaHOCT1 CBOTO PillICHHS.

CHITbHI CTOPOHU:

e IlinTpuMKa: mocTayalbHUK HE POOUTH BIAMIHHOCTEM MK PI3HUMH PIBHSMU
TEeXHIYHOI MATPUMKH. BiH mpornonye 1minogo00By MIATPUMKY IS BCIX KIIIEHTIB B SIKOCTI
OCHOBHOTO HaJaHHS JOMOMOTH. BapTicTh MATPUMKH 3acHOBaHA Ha MPOIECHTHOMY
CIIBBIJTHOIIICHHI BUTpAT Ha JIIIEH31I0, KU CTaHOBUTH 18%, 110 3HAYHO HHUXKYE CTaBOK
1HIIIUX IMOCTaYaIbHUKIB.

BeyondTrust

BeyondTrust - migep B 1bOMy MaridHoMy KBajpaTi, B OCTaHHI# iTepallii IbOro
nociipkeHHs ue 0yB Jligep.

Bin npomnonye moxumBocti PASM 3 Password Safe B sikocti mporpamHoro
3abe3rneueHHss abo mpuctporo, a Takok Cloud Vault uepes SaaS. Moxmuocti PEDM
HAJal0ThCA Yyepe3 YpasiiHHA npuBiiesmu At Windows 1 Mac 1 ynipaBiaiHHS IPUBLIESIMU
st UNIX 1 Linux.

CuiibHI CTOPOHU

* [IponyxT: BeyondTrust mpononye pimmenns mix Ha3zBoro Privileged Remote Access
(PRA), sixe Hagae 3pine 1 MpoCTe B PO3rOPTaHHI PIMIEHHS JIJIS MIATPUMKH aIMIHICTPATOPIB
(BKJIIOUAIOUM CTOPOHHIX KOPHUCTYBauiB), SKUM MOTPIOHO BIJJAJCHUI NpUBUICHOBAHUN
JIOCTYTI.

Broadcom (Symantec)
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Symantec € HIIIEBUM IpaBIeM B [IboMYy «MariuHoMy KBaJpaTi»; B OCTaHHIH iTepariii
OTO JAOCHiPKeHHS BiH OyB sijiepoM (1o mae Ha3By CA Technologies).

Yactuna pimenas PASM namaetbess Symantec Privileged Access Manager,
JOCTYITHUM y BUTJIA/I 3aXUIIEHOTO MPUCTPOI0 abo BipTyanbHOro oopasy. [locayru PESM
HAJAI0ThCs MPOAYKTOM yIpaBiiHHs cepBepoM Privileged Access Manager, 3acCHOBaHUM Ha
arenrtax. Takox noctynHi areHTn AAPM.

CunbHI CTOPOHU

* IIponyxt: Privileged Access Manager mae ayxe e(peKTHBHI 1 MaciiTaOOBaHi
MOXJIMBOCTI PSM, 5Kl MOXyTb OOpOOISATH OUIbIIE OJHOYACHUX IMIJIKIIIOYEHb, HIXK
O1IBIIICTD 1HIINUX OI[IHIOBAHUX TOBAPIB.

* [Ipoaykt: Pimmenns mae mupoxuit cnektp miarpumka PEDM mis Windows 1 UNIX
/ Linux 3 BiAMIHHUM Ha0OpOM (PYHKI1}, BKIIFOUAIOUX MOHITOPUHT LITICHOCTI (pailmiB.

* Ilponykr: pimenHs Mae 0Oe3miu GyHKIIAH KOPHIOPATUBHOTO pPIBHS, TaKUX SK
CHeHiaJIbHUI JipaliBep NiAKI04YeHHs A0 0a3u ganux Java (JDBC) nans ynpaBiaiHHS
MIJKITIOYEHHSAM 10 0a3u JaHUX, 0 3a3BUYail HE 3YCTPIYAEThCS B IHINMX PIMIEHHSX, 1
yHikanbHa miaTpumka JIT-¢insTpamii Amazon Web Services (AWS) 1 WAN-
KJIacTepu3allisi Ha OCHOBI.

Centrify

Centrify - nimep B 1poMy MaridyHoMy KBajpaTi, B OCTaHHIM irepamii I[bOTro
nociipkeHHs ue 0yB Jligep.

Woro pimenns Centrify Privileged Access Service B OCHOBHOMY Opi€HTOBaHO Ha
PASM Ha ocnoBi SaaS, tomi sik Centrify Privilege Elevation Service mae MOXJIMBOCTI
PEDM. Centrify Takox npononye miarpumky UNIX / Linux Ta Active Directory (AD)
yepe3 Centrify Authentication Service.

CuiibHI CTOPOHU

* [Iponyxkt: Centrify Bkitouae B ceOe OBHE PIIIEHHS B1AJaJICHOTO NIPUBLIEHOBAHOTO
JIOCTYIy Ha OCHOB1 SaaS, B sSKOMYy HeMae HEOOXIJHOCTI BCTAHOBJICHHS KIJIIEHTa Ha

porpaMHOMy 3a0€3MeUeHH], TaKoMy sIK pimeHHs VPN.



25

* SxicTh 00CTYroBYBaHHS KJIIEHTIB: YIpaBIiHHA JAOCTynHe B IHTepHeri 0e3
peectpaiii. Kpim Toro, Centrify npononye 6e3komroBny nociyry Centrify Health Check -
OJIHOJICHHY KOHCYJIbTAIlIMHY Iporpamy JJIs OLIHKU 3piiocTi nporpamu PAM 1 BU3HaueHHS
HACTYITHUX KPOKIB.

* [Iponykt: Centrify mpononye 3piiy 1 0araToQpyHKIIOHAIBHY MOXJIUBICTH MOcTa AD
mis UNIX / Linux, sika BKJIO4ae Taki (yHKII, K MOHITOPUHT LUTICHOCTI (aiiiB, K
YacTHHA CITyOU MiJABUIICHHS TPUBLIETB.

* Crpareris npoaykrty: y Centrify € xoporia 1opoxHsi KapTa 3 CUIBHUM KOHBEEPOM
Uit HOBUX (YyHKUIA. BapiaHTW po3ropTaHHs 1 JILUEH3YBaHHS PI3HOMAaHITHI, THYYKI 1
BKJIFOYAIOTh B c€0€ XMapHi, JJOKaJIbHI 1 SaaS-pilieHHs .

CyberArk

CyberArk - mimep B mboMy MariyHoMy KBaJpaTi, B OCTaHHIN iTepalii I[bOro
nociipkeHHs e 0yB Jligep.

Horo pimenns Privileged Access Security (PAS) npononye moxmuBocti PASM y
BUTJISAII IporpamMHoro 3ade3nedenHs abo SaaS. s PEDM CyberArk npononye nucneraep
npuBiieiB KinieBux Touok (EPM) ans Windows 1 Mac 1 aucnerdep npuBijieiB Ha BUMOTY
(OPM) niss UNIX / Linux. Application Access Manager nporioHye yrnpaBiiHHSI CEKpETaMHu.
CyberArk mae reorpadiuny nusepcudikaiito. ¥ tpati 2020 poky CyberArk posmupunacs
JI0 YTIPaBJIiHHS JOCTyNoM, npuadasim Idaptive.

CuiibHI CTOpOHU

* Yenix Ha punky PAM: CyberArk mae naBHio ictopiro Ha puHKy PAM, 1 1ieit 6penn
nyxke noOpe Bigomumil. Maiixe Bci kiieHTH Gartner, siKI BUBYalOTh NpoAyKTH PAM,
BKIItouaroTh CyberArk B cBiif CITMCOK MOCTAa4adIbHUKIB JJIsI OLIIHKH.

» Crpareris npoaykty: CyberArk Bosomie mmpokuM HAOOPOM MOKIUBOCTEH IS
oOcyroByBaHHsl nepeBaxkHoi Oinbiiocti motped PAM. Halip npoaykriB myxe 3putnid 1
MO>e TIPaIOBATH 31 CKJIAJHUMHM CIICHAPISIMHM 1 KpaliHIMHU BUITaIKAMH.

* Innomamii: CyberArk mae icTopito nepegoBUX I1HHOBALIW; Y MHUHYJOMY pOILi

KOMIIaHis po3po0ujia HOBOTO «OECCEKPETHOro» OpoKepa JJIsl PO3IIUPEHHS MOXKJIUBOCTEH
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CBOTO IHCTPYMEHTY YTMPAaBIiHHS CEKpPeTaMy 1 MOBHOIIIHHOTO BHUPIIICHHS BiJAJIEHOTO
MPUBLICHOBAHOTO JIOCTYIYy Ha OCHOBI SaaS mij Ha3Boo Alero, 1o 3po6uiio HEMOTPIOHUM
BCTAHOBJICHHSIS 3aMOBHHMKOM IPOTpaMHOTro 3a0e3nedyeHHs IS BIAJIaJI€HOTO JOCTYITy, TaKe
K pitneHast VPN.

Hitachi ID Systems

Hitachi ID Systems - mpereHAEHT B IbOMY «MaridyHOMY KBaJpaTi»; B OCTaHHIN
iTeparii bOro TOCTIKEHHS 11e OyB HIIIICBUH TPaBEIIb.

Woro mporpamuuit npoxaykr Privileged Access Manager (HIPAM) opieHToBaHuii Ha
PASM 1 moxe OyTu pO3ropHYTHI B IIEHTpax 0OpoOKM HaHMX a00 B MPUBATHUX XMapax
AWS.

CuiibHI CTOPOHU

* [IpoayKT: pilieHHsI Ma€ BIAMIHHI MOKJIMBOCTI BUSIBJICHHS, YIIPaBIIHHS OOJI1KOBUMH
JTaHUMH 1 aBTomaTtu3allii. Kpim toro, BiH Mae 6€37114 10JaTKOBUX KOPUCHUX (PYHKIIH, SKi
3a3BUYall HE 3yCTPIYAIOTHCS B KOHKYpYIOUux mnpoayktax PAM, Takux sK 31CTaBJICHHSA 1
aHaji3 1oBipu KirodiB SSH a60 MOXKIMBICTh OUUIIIEHHS KOH(IISHIIIMHUX JTaHUX 13 3aITHCIB.

Krontech

Krontech € nimeBum rpasuem B iboMy «MariuHomMy KBaJpati».

Woro incrpyment Single Connect MNOCTAaBIS€ThCS y BHIISAI HPOrPAMHOIO
3a0€3MeUYeHHs] Ta OpIEHTOBaHMUW Ha MOXIMBOCTI PASM, BkiItoyaroun o0OMEXEHY
dynkmionanericts PEDM UNIX / Linux. Moro mismbHiCTE B OCHOBHOMY 30Cepe/’KeHa B
€spori 1 [TiBHIUHIi AMepHuiii.

CuiibHI CTOPOHU

* [Iponyxt: Krontech #ine namni, Hix iHII11 TocTavyaabHUKU PAM, B IATPUMIT BEIUKUX
3aco0iB  (Qimprpamii SQL 1 MackyBaHHS JaHUX IS MOHITOPHHTY Ta YIPaBIiHHSA
NpUBLICHOBAaHUM JIOCTYIIOM 110 0a3u JaHHX.

* IIponyxkt: Single Connect 3abe3nedye MOBHE ONTUYHE PO3IMI3HABAHHS CUMBOJIIB
(OCR) nns 3axoruieHux rpadiyHUX CEaHCIB, JO3BOJISIIOYM ayAUTOpaM IIyKaTu apTedaxTy,

K1 BITOOpaXaroThCsl HA €KpaHax Mij] 4yac aKTUBHOCTI, AKi 1HaKIIEe 0yJI0 O BayKKO 3HANTH.
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* Ilponykt: Single Connect po3pobneHuil nAIS BUKOPUCTAHHS Yy BEJIHUKHX
cepelloBHUIIaxX 13 J00pe MaciTabyeMOI0 apXiTEKTYypOlo, siKa MATPUMY€E MACOBY MapajielibHy
poTarIiro oOJ1KOBUX JTaHUX.

* [anoBartis: Krontech po3po6uB 1115t cBoro pimmeHHs GyHKINO MyJIbTiapeHaHocTi. Le
Jla€ 3aMOBHUKY MOXJIMBICTh HajilaBaTu PAM sk mociayry ajis pi3HUX TpyIl, SIKMM MOTPiOHI
nocinyru PAM, Bcepeanni abo 1mo3a KOMIAHIETO, ajie 3 130JIA111€10 MIXK IIUMU TPYTIaMHu.

WALLIX

WALLIX - nimeBwuit rpaBels B 11boMy «MariuHoMy KBaJipaTi»; B OCTaHHIH iTeparrii
I[bOTO JIOCTI/PKEHHS 11€ OyB HIIIEBUN IpaBellb.

Jlinia npoayktie WALLIX Bastion goctymnHa sk mporpamie 3a0e3neueHHs abo siK
pUCTpiii (BipTyasibHe abo (izuune), opienToBane Ha PASM. Mosxnusocti AAPM 1 PEDM
st Windows TakoK JOCTYIHI y BHIJISIAI OporpaMHOro 3a0e3nedeHHs. [lisabHICTH
WALLIX B ocHOBHOMY 30cepemkeHa B kpainax €Bpomnu, bnuszbkoro Cxony 1 Appuku ta
[TiBHIYHOT AMEpUKH.

CuiibHI CTOPOHU

* [Tponykt: WALLIX Bastion mosxe 3a0e3neuyBaTu MOBHE pO3Ii3HABAHHS TEKCTY IS
3aXOIUIEHUX TpaiuHUX CeaHCiB, AO3BOJIAIOYM ayJuTOpaM IIyKaTH apredakT, sKi
BIJIOOpaKaIOThCS Ha €KpaHax IiJl Yac aKTUBHOCTI, SIKI 1HAKIIIEe OyJi0 O BaXKKO 3HAWTH.

* [IpoayxT: Ha BigmMiHy BiJ OUIBIIOCTI IHIIMX NOCTAYaJbHUKIB, IKI BUMArarTh, 11100
BpaznuBl kmoul APl 36epiramucsa nomatkamu, AAPM mnocrtadanbHUKa BUKOPUCTOBYE
KOMIUIEKCHY ieHTH(]iKario moaaTKiB Ha ocHOBI areHTiB. lleit MeTton mMoxke epeKTHBHO
BUJIAJIUTH OY/Ib-5IK1 CTATUYH1 OOJIIKOBI JIaH1 3 JOJATKIB 200 CLIEHApiiB.

 l'anmy3eBa crparerisi: WALLIX npononye 3'eqHyBaui AJi MEBHUX MPOMMCIOBUX
CUCTEM YTIPABIIHHSA 1 ONIEPAIITHIX CUCTEM.

TakuM 4uHOM JJIs1 MOJABIIOT poOOTH OyJAeMO JOCHIKYBaTH METOIAU Ta 3aco0u

yIpaBTiHHS NPUBIJICHOBAaHUMH KOpHCTyBauamMu Ha 0a3i pimenns CyberArk.
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2 METOIM TA 3ACOBHU PEAJII3AIIl CUCTEMMU YIIPABJIIHHS
MNPBIJIEHOBAHUX KOPUCTYBAUIB HA BA3I CYBERARK

2.1. 7&KurTeBHil HUKJ CUCTEMH YIIPABJIiHHSA NPUBiJIEHOBAHMX KOPUCTYBAaYviB

barato xomriasiit Bce Oublie 1 O1blIe CTYpOOBaHI MOCTIHHO MIHIMBUM JaHIadhToM
3arpo3 kibepaTak, CIIOCTEpIrarouM, sIK BEJIMKI BIJIOM1 KOPIOPATHBHI OpraHizaiii CTarTh
xKepTBaMu KibepsnounHiB. [I{opiuHO KpaayTh MUTBSIPAU 3aMUCIB, 30UTBIITYETHCS KITBKICTD
BUMAAKIB KPaaDKKH OCOOHUCTHX JIaHMX, 30UIBIIYEThCS KUIBKICTh BHUITQJIKIB 3JIOBKHUBAHHS
OOJIIKOBUMHM JTaHUMH, a ()IHAHCOBE IIAXPalCTBO JOCITrae MIUIbAPAIB A0JIapiB.

J1J1st 3aXUCTy BiJl KIOEP3IOYMHIB BKE HEJOCTATHHO MOKJIAIATUCS JIMIIE HA TEXHOJIOTII.
OnHi€ero TpaauiliitHOT O€3MEKH BKE HEIOCTATHHO .

Tpanuiiiina kibepOesneka Oiybine He € cTiiikoro. Lle 3aHanTo ckiaaHo, 9acTo 3aHAATO
CKJIQJHO YIPABJIATH 1, IK HACTIJ0K, 3aHAATO JOPOTO - K 3a 4acOM, TakK 1 Mo rpomax. Takum
YUHOM, Y Oprasi3aliii He Ma€ IHIIOTO BUOOPY, OKPIM SIK MPUCKOPUTH MEpeXia A0 OLIbII
MPOCTHUX PIIICHb, K1 3HIMAIOThH CKJIQJHI yIpaBliHChKI BUMOrH 10 IT-nepconany 1 B TO# xe
4yac CTBOPIOIOTH OUIbII O€3MeuHi 1 IJIaBHI IHTErparlii.

KibepOesmneka npuBiieiioBaHOTO AOCTYIY B JaHUW Yac € OJHUM 3 TOJIOBHUX 3aC001B
yIpaBIiHHS O0€3MeK0I0, SKOMYy 0araTto KepiBHUKIB 3 1H(pOpMalliitHoi O0e3neKku MpUaUISIIOTh
NpIOPUTETHY YyBary, OO JOMOMOITH iM 3HU3UTH pU3BUKK KibepaTak, pO3LIMPUTH
MO>KJIMBOCTI CBOiX CITIBPOOITHUKIB 1 3aXMUCTUTH CBOI OpraHi3ailli BiJ HECAaHKIIIOHOBAHOTO
JOCTYTY.

[Toniepenniit AOCBiA poOOTH 3 yCHAAKOBAaHUMU TOCTa4aJbHUKAMHU PIIICHb IS
YOPaBIIHHS MPUBUICHOBAHUMH OOJIIKOBUMH 3amucaMu OyB CKIIQJHUM, BUMaraB JOPOTHX
¢axiBiiB, OyB 1yXke JOPOTUM, Ha BIPOBAKEHHS MILITH POKU 200 HIKOJIM HE BCTAHOBIIOBAIIU

HOBHICTIO.
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Opranizanii, ki TUIBKM MOYMHAIOTH MPAIIOBaTH 3 3aXUCTOM 1 3a0€3MEYeHHSIM
MPUBUICHOBAHOTO JOCTYIly, MOBHHHI BU3HAUUTH, SKI IPHUBLICHOBaHI OOJIKOBI 3alKCH
MOBUHHI OyTH, a TAKOXK IMEPEKOHATHUCA, 1110 T1, XTO Oy/Ie BUKOPUCTOBYBATH 111 TPUBLIICHOBaH1
OOJIIKOB1 3aITUCH, YITKO PO3YyMIIOTh MPUHHATHE BUKOPUCTAHHS 1 BIAMOBIIaTbHICTD.

ITepen peamizaliiero cTpaTerii yrpaBliHHS NPUBLICHOBAHUM JOCTYIIOM HEOOX1JTHO
BU3HAYUTH, IO Take MpHUBLICHOBaHMI OOJIIKOBUU 3amuc Juid oprafizamii. Y KOXHIH
KOMIaHii Bce MO-pi3HOMY, TOMY Jy>K€ BKJIMBO BHU3HAYUTH, AKI BaXJHBI Oi3HEC-PYHKIIIT
3aJieXxaTh BiJl JAHUX, CUCTEM 1 JIOCTYILY.

Otxe, MO O3HAYae MpuUBLICHOBaHUM MOCTYyN y opranizamii? Ile moxke o3HayaTu
JOCTYTI 10 1HQPACTPYKTYpH, KOHPIACHIIIHHUX JaHUX, HATAIITYBaHHS CUCTEM, PO3TOPTAHHS
BUIIPABJICHb, CKaHYBaHHS Ha Yypa3JIUBOCTI, XMapHi cepenoBuiia 1 6araro ixmoro. 106
OTpUMATH YITKE BU3HAYEHHS, HEOOXITHO BUKOHATU OLIIHKY BIUIMBY Ha JaHi, TOMY IO II€
came Te, 1110 3aXUIIA€ 1 BAKOPUCTOBYETHCS OUIBINIICTIO MPUBIICHOBAHUX 00JIIKOBUX 3aITUCIB
- JUIS IOCTYIy 70 KOH(IICHIINHUX JaHUX a00 3a0e3nedyeHHs JOCTyy A0 KOH(1ICHIIIHHUX
JAHUX.

[Ticist Toro, 6yae mpoBeIeHO OIIHKY BIUIMBY Ha JaH1 JyIs Kiiacudikallli CBOiX JTIaHHX,
OyJlie OTpuUMaHo, sika iHdopMallis HalO1IbII BaXKJIMBa JJI BaIoro O13HECY.

[ToTiM HEOOX1JHO MEPEBIPUTH 1 ATBEPAUTH, XTO MOBUHEH MATH MpaBa JOCTYIY s
neperisay UuX KOH(QIISHUIMHUX JaHUX 1 YIPaBIsSTH HUMHU.

[IpuBineiioBaH1 00IIKOBI 3aTUCH MOKYTb OyTH JTHOJCHKMUMH a00 HENOICbKUMHU. Jlesiki
npuBLIeiioBaH1 OOJIIKOBI 3alMCH TIOB'S3aHI 3 OKPEMHMH OcCO0aMH, TaKMMHU sIK Oi3Hec-
KOpHUCTYyBaul ab0 MEpPEKeBl aIMIHICTpaTOPH, B TOM Yac sK 1HIII € OOJIKOBUMH 3amucaMu
JOJIaTKIB, L0 BUKOPUCTOBYIOTHCS ISl 3aIllyCKy CIYKO, 1 HE MOB'SI3aHl 3 YHIKAJIbHOIO
0COOMCTICTIO JIOANHU.

[Ticnst OUIHKY BIUIMBY Ha JaHl, HACTYITHUM KPOKOM JI0 3pUIOCTi OyJe JOTpUMAaHHS
KUTTEBOTO LMKy MPHUBLIEHOBaHOTO AocTymy.tic. Lle monoMoske MBHAKO MPOCYHYTUCS TIO

HUIAXY 3aXUCTY 1 3aXUCTY NPUBLIEHOBAHOIO TOCTYILY.
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Puc.2.1. XKurresuii iukia PAM

Kpoku xutreBoro unkiny PAM:

Buznauamu

Buznauutu 1 knacudikyiite npuBuUieioBaHl o0ikoBl 3anucu. KoxHa opraHizaiis
IHIUBITyaibHa, TOMY HEOOXIJHO BH3HAYHUTH, SIKI BaKJIUBI O13HeC-(yHKIIII 3a1ekarh Bij
JaHUX, CUCTEM 1 Joctyiy. [lepexkoHaTucs, o y3roauiv NpuBijieioBaHi O0MIKOBI 3aIIUCH 3
O13HEC-pU3UKaMHU 1 OTlepaIlisIMH.

Hanani HeoOximHo po3poOutu monituku Oesmeku [T, sKi SIBHO OXOIUTIOIOTH
npuBLIeiioBaH1 00J1iKOBI 3anucu. baraTo opranizaiiiii ik 1 paHinie He MatOTh NPUHHATHOTO
BUKOPHWCTAHHS 1 BIATIOB1IAJILHOCTI 3a MIPUBIJIeHOBaH1 OOJIIKOBI 3aITUCH.

Bussumu

Binkpuiite nams cebe cBoOi mpuBUICHOBaHI OOMIKOBI 3amucH. BUKOpUCTOBYMTE
aBTOMAaTU30BaHE TmporpamHe 3a0e3meueHHss PAM s imentudikaiii mpuBLICHOBaHUX
OOJIIKOBHX 3allMCIB 1 peani3yiite Oe3nepepBHE BUABICHHS, 00 OOMEXKUTU PO3POCTAHHS

MpUBLICHOBAaHUX OOJIKOBHX 3allMCiB, BUSBUTH TOTEHINMHI BHYTPIIIHI 3JIOBKMBAHHS 1
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BUSIBUTH 30BHIIIHI 3arpo3u. lle momomoske 3a0e3meunTd TOBHY 1 TOCTIMHY BHUIUMICTH
JaHAmadTy Baloro NpyuBiJIEHOBaHOTO O0JIIKOBOTO 3aMKCY, AKUH Ma€ BUPIIIaIbHE 3HAUCHHS
J1s1 O0pOTHOU 3 3arpo3aMu KibepOe3IeKHu.

Kepysamu i saxuwamu

Heo0xiaH0 3a0e3ne4nT 3aXUCT MapoJiiB CBOIX MPUBLICHOBAaHUX 00JIIKOBUX 3aITUCIB.
[IpoakTUBHO KepyHTe, BIACTEKYNUTE 1 KOHTPOIFONTE TOCTYII 0 IPHUBIICHOBAaHIX 00JIIKOBHX
3allMCIB 3a JIOMIOMOTOI0 MPOTpaMHOro 3abe3neveHHss 3axXucTy mapoiisa. OOpaHe pilieHHS
Ma€e aBTOMATUYHO BHSBIATH 1 30epiraTu MpuBLIeHOBaHI OOJIIKOBI 3allMCH; 3aIllIaHyBaTH
poTaIlilo mapoJiiB; ayauT, aHaTI3 1 YIPaBIiHHSA OKPEMUMHU MPUBLICHOBAHUMH CEaHCAMMU; 1
BIJICTE)KYBaTH MapoJii 00JIIKOBUX 3aIIHUCIB, MO0 IMIBUIKO BUSBJIATH IITKIIMBI i1 1 pearyBaTu
Ha HUX.

HeoOximHo oOMexuTtn noctyn IT-aaminicTparopa 1o cucteMm. Po3poOduTn nomiTuky
MIHIMAQJIbHUX TPUBLIETB, 100 MPUBLIET HaIaBAIUCS TIJILKU B pa3l MOTPEOH 1 3aTBEPIKEHHS.
3abe3neunTy MIHIMQJIbHI TIpUBUIET Ha KIHIIEBUX TOYKax, 30€pirmim sl KIHIIEBUX
KOPHUCTYBa4iB CTaHJAAPTHUN MPOPiIb KOPUCTYyBaya 1 aBTOMATUYHO MIIBUIIYIOYH 1X MpaBa
JUISL  3allyCKy TIJIbKM 3aTBEPKCHHMX 1 JOBIpEHUX JoAaTKiB. [l KopucTyBadiB 3
npuBlIeioBaHUMU OOJIIKOBUMHU 3anucamMu IT-aamiHicTpaTopiB HEOOXITHO KOHTPOJIIOBATH
JIOCTYTI 1 BOPOBAXKYBAaTH YIIPABIIHHS cynep-nioBHOBakeHHs Ji71st cucteM Windows 1 UNIX,
00 3amo0irTi 3amycK 3JI0BMHUCHUKAMU HIKIJJIMBUX JIOAATKIB, 1HCTPYMEHTIB 1 KOMAaHJ
BIJITAJIEHOT0 JOCTyIy. PillleHHS 3 MIHIMQJIbHMMH MPUBUIESIMH Ta KOHTPOJEM JIOJATKIB
JI03BOJISITH O€3 Mpo0JieM MiJIBUIIYBATH PIBEHb CXBAJCHUX, JOBIPEHUX 1 BHECEHUX B OUIHIA
CIIUCOK JO0JATKIB, 3BOASYH JI0 MIHIMyMY PU3HK 3aIyCKy HEaBTOPU30BAaHUX JOJATKIB.

Monimopune

Pimennss PAM wMae  MOXIMBICTH BIJCTE)XYyBaTH 1 3allCyBaTh aKTHBHICTb
npuBLIeiioBaHoi 00ikoBOrO 3anucy. Lle nonomoske 3a0e3MeUnTH HAJNEKHY MOBEIIHKY Ta
YHUKHYTH IOMUJIOK CIIBPOOITHUKIB Ta 1HIINX [ T-KopHcTyBayiB, OCKIIBKH BOHH 3HAIOTH, 1110
iX 711 BIACTEXKYIOThCA. SIKIO MOpYIIEHHS A1MCHO BiAOY1€ThCs, MOHITOPUHT BUKOPUCTAHHS

NPUBLICHOBAHOTO OOJIIKOBOTO 3alHCy TaKOX JIONOMOXE LU(PPOBUN KPUMIHATIICTHUII
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BU3HAYUTH OCHOBHY MNPUYMHY 1 BUSBUTH BaXJIHMBI €JIEMEHTH YMPABIIHHS, SKI MOXHA
MOKPAIIUTH, 00 3HU3UTH PU3UK MaOyTHIX 3arpo3 KioepOe3neKu.

BusenenHs nenopmanbHo20 UKOPUCMAHHSA

BincrexyiiTe 1 momepemxkaidTe mpo MOBEAIHKY KopucTyBadiB. Ockinbku 10 80%
MOPYILICHb MOB'sSI3aH1 31 3JJaMaHUM KOPHUCTYBaueM a00 MPHUBLIICHOBAHOTO 00JIIKOBOTO 3aITHCY,
oTpuMaHHs 1H(OpMaIlii TPo AOCTYN 0 MPUBLICHOBAHOTO OOJIIKOBOTO 3aIUCY 1 MOBEIIHITI
KOPHCTYBaYiB € TOJJOBHUM IPIOPUTETOM. 3a0€3MeYeHHs TPO30POCTI JOCTYIY 1 aKTUBHOCTI
BalllMX MPUBLICHOBAHUX OOJIKOBHX 3aMKCIB B PEXXKUMI PEAIbHOTO Yacy JOTIOMOYKE BUSBUTH
M1J03PIOBAHY KOMIIPOMETAI[II0 OOJIIKOBOTO 3aluCy 1 MOTEHIIHI 370BXUBaHHSA 3 OOKy
KopuctyBauiB. [loBeniHkoBa aHamiTHKa (DOKYCY€ThCS HAa KIHOYOBHMX TOYKAX JAHUX IS
BU3HAUEHHS 1HAMBIAYaIbHUX 0a30BUX MOKAa3HMKIB KOPUCTyBaya, BKIKOYAIOYM aKTUBHICTh
KOPHUCTYBauiB, TOCTYII IO MApPOJII0, AHAJIOT1YHA MTOBEIHKA KOPUCTYBAYIB 1 4ac JOCTYITY JJIs
BUSIBJICHHS 1 IONIEPEKEHHSI PO HE3BUYalHy a00 HEHOPMaJIbHY aKTUBHOCTb.

Peacyeanns na inyuoenmu

[linroTyiiTe miaaH pearyBaHHs Ha 1HIIUJACHTH HA BUMAJOK 3JIOMY MPUBLICHOBAHOTO
obOmikoBoro 3amucy. Komm o0OJikoBMiA 3amuc 3JaMaHo, TMPOCTa 3MiHA TapoJiB
NpUBLIEHOBaHOI 00JIIKOBOTO 3aIIUCy 200 BIAKJIIOYEHHS MPUBLICHOBAHOI OOJIIKOBOIO 3aMHUCY
HEMPUITYCTUMO. Y pa3i 37I0My XaKepy MOXYTh BCTAHOBUTH IIKiyMBe [13 1 HaBITH CTBOpUTH
CBOI1 BJIaCH1 NpUBLIEHOBaHI OOIIKOBI 3aMKCH.

Ananiz ma ayoum

[TocTiliHe criocTepekeHHsI 332 BUKOPUCTAHHSM MPUBLICHOBAHUX 00JIIKOBUX 3aIMKCIB 3a
JIOTIOMOTOI0 ayJIMTIB Ta 3BITIB JONMOMOXXE BHUSBUTH HE3BUYAWHY MOBEIHKY, SIKA MOXE
BKa3yBaTW Ha MOPYIIEHHS a00 HeMpaBWIbHE BUKOpUCTaHHs. [{I aBTOMaTH4HI 3BITH TaKOX
JIOTIOMAaraloTh BIICTEKUTH TPUYMHY IHIUACHTIB O€3MEKH, a TaKOXK MPOJEMOHCTPYBATH
JOTPUMAHHS MOJITHK 1 MPaBUJI. AyJUT NMPUBLICHOBAHUX OOIIKOBUX 3aMMCIB TAKOXK HA/IaCTh
MOKa3HUKU Ki10epOe3nekH, siKi HalayTh KePIBHUITBY KUTTEBO BAXIIMBY 1HPOPMAIIIO IS

OPUIHATTS OUIbII OOTPYHTOBAHUX O13HEC-PEIICHbD.
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2.2. O0rpynTyBanHs npuHuMniB pimenns Privileged Access Security

Pimenns Privileged Access Security 3abe3neuuts kiOepOesnieky Kommadii, A€ BCl
aZIMIHICTpaTHBHI MapoJii MOXYTh OyTH HaJifHO 3aapXiBOBaHi, MepenaHi 1 HaaaHi
aBTOPHU30BAHUM KOpPUCTyBayaM, TakuM sik [ T-niepcoHasn, ueprosi aAMiHICTPaTOPH 1 JIOKAJbHI
aJIMIHICTPATOPH Y BIITAJICHUX MICIISX.

MuoxuHH1 piBHI Oe3neku (BKIouarouun Opanamayep, VPN, aytertudikariro,
KOHTPOJIb JOCTYITy, IU(pyBaHHS 1 1H.), K1 JIeXKaTh B OCHOBI pimieHHs Privileged Access
Security, Ta mpONMOHYIOTh HAWOUTBII Oe3leyHe pilIeHHS s 30epiraHHs Ta OOMIHY
NapoJIsIMU B KOPIIOPATUBHOMY CEPEOBHILI.

Pimennst Privileged Access Security - me pimenns plug-and-play, ske Bumarae
MIHIMQJIBHUX 3yCHJIb JIJISl HAJIAIITYBAHHS 1 sIKE MOKe OyTH MOBHICTIO TOTOBE 10 pOOOTH 3a
Ny’Ke KOpPOTKHMM mepioa vacy. JloCcTyn 10 HbOTO 1 YIpaBIiHHA HUM MOKHa OTpUMAaTH 3a
nonomororo kiaienta Windows, Bed-1HTepdeiicy ado pizaux API-inTepdeiicis.

Ha puc. 2.2 nokazani pi3ni komnonentu pimenns Privileged Access Security 1 ix

B3a€MOIis.
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Puc.2.2. ApxitekTypa pimeHHs 6e3neKku NpuBUICHOBAHOTO JOCTYyIa
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Apxitektypa pimenns Privileged Access Security ckimamaerbesi 3 TBOX OCHOBHHUX
enemenTiB. OiHUM 3 HEX € Storage Engine (tak 3BaHui «cepBep» ab0 MPOCTO «CXOBHUIIIEY ),
aKui 30epirae JaHi 1 BIATNOBIZA€ 3a 3aXWUCT JaHUX B CTaHI CIOKOIO 1 3a0e3nedeHHs
ayTeHTU(HUIIUPOBAHHOTO 1 KOHTPOJIHOBAHOTO JOCTYILY.

Jpyruii enement - 1ie inTepdeiic (inrepdeiicu Windows, Beo-intepdeticu i SDK),
KU B3aeMojie 3 Storage Engine, 3 ogHoro 00Ky, i Ha/Tae JOCTYT KOPUCTYBaYaM i JI0JIaTKaM,
3 iHmoro. Storage Engine i iHTepdeiic 0OMIHIOIOTBCS JaHUMH 32 JIOIIOMOT'0I0 O€3IIEUHOTO
npotokosty CyberArk - mporokoiy Vault.

Busnauenns komrmekcHoi cTtpaterii PAM € KpUTHYHMM KpOKOM y BHU3HA4YCHHI
KIIFOUOBUX PU3HUKIB, SIKI HEOOX1JIHO 3HM3UTH B KOMIAHIi, 1 Y BH3HAYEHHI MPIOPUTETIB
JUSTEHOCTI Tporpami. Lls cTpaTeris, sik mpaBuiio, 3aCHOBaHA Ha MOE€THAHH] IHPPACTPYKTYpH
KiOepOe3ekn KoMIaHii, BHHUKAIOUUX 3arpo3, TATy3eBUX TEHACHIIN 1 BUMOT 10 HATJISY.
Haniiina ctpateris PAM no3Bosisie po3poOUTH IJIaH 3HUKEHHS PU3HKIB, JOPOXKHIO KapTy
JUTSl TIPUBLIEHOBAHOTO JTOCTYITY 1 IIIBOBY omepatiiiiny mozaens (IJOM), ski monomararoTh
3a0€3MeYUTH TOBIOCTPOKOBY CTIHKICTh 3aCO01B KOHTPOJIIO.

INFORMED BY MISSION VISION OBJECTIVES DESIRED OUTCOME

‘ Organizational Modet
« Technology evolution

- Talent Management
* Security trends & » Campetencies

Capabilities - Cagacity & Capability
Emerging risks
Business Processes

« Bl

Bulletins & Notifications * Operationsl procedures

Threat * Publications « Supgort processes
Landscape = Trends + Suntainability

*NIST . .

Security Capabilities
15027002

. - Policles & Governaace

* Corp Cyber Security - Secerity Technslogy
Framework Aveproeass b Training

- Existing security Worid Class Technology Security
thallenges L Policies & Contrals

- Audit processes Enhanced Risk Monitoring & Reporting

~ Regulatory oversight

Alignment to IT Risk Frameworks,

Audit & Regulators
STRATEGY

Puc2.3. Cxema ctparerii 3umkeHHs pusukis PAM

€€€da

Po3pobka monenit PAM He TUIbKH Ja€ JOBIOCTPOKOBE YSBJICHHS MPO PO3POOJICHY

CTpATerito 3HIKEHHSI PU3HKIB, ajle TaK0X J03BOJISIE PO3IIISIaTH KOPOTKOCTPOKOBI IIBHJIKI
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BUTOJU, TaKl SIK HaJlaHHs 3ac001B ynpaBiiHHsa PAM, siki 3a0e3neuyoTh MIBUAKE 3HUKEHHS
PHU3UKIB 3 HAMEHITNMH 3y CHIUISIMU.
Posrnsnemo mpunmmn  CyberArk  Blueprint  mist  ycmimHOrO — yrpaBIliHHS

NpUBLICHOBAaHUM JIOCTYIIOM O1bII AeTanbHO (puc2.4. Ta 2.5)

CYBERARK BLUEPRINT: 3 GUIDING PRINCIPLES
f

PREVENT STOP LATERAL LIMIT PRIVILEGE
CREDENTIAL & VERTICAL ESCALATION &

THEFT MOVEMENT ABUSE

4+—— ON PREMISES - ~ HYBRID

Risk based program designed 1o secure prvileged access acn

Puc.2.4. Tlpurmun CyberArk Blueprint s ycminiHoro ynpapiiHHS

MPUBLICHOBAaHUM JIOCTYIIOM

HIGH IMPACT, HIGH IMPACT,
HIGH EFFORT LOW EFFORT
[Quick Wins])
= LOW IMPACT, LOW IMPACT,
= HIGH EFFORT LOW EFFORT
EASE OF IMPLEMENTATION .'-

Puc. 2.5. KBaapant meronosnorii npiopitizauii picki, CyberArk Blueprint

IIpoekr CyberArk mjist ycHilmHOTO yIpaBJiHHS TPUBUICHOBAHUM JIOCTYIIOM

0a3yeThCsl Ha TPhOX KEPIBHUX NpUHIHIAX [4]:
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1. 3anobicanusn kpaodixcyi obnikosux oanux. Tlapomni Ta KIFOYl 1HOAI 3aJTUIIAIOTHCS
HE3MIHHMMHU IIPOTITOM MICSAIIB YU HABITh POKIB Mics X Buadi. KoaumiHi criBpoOITHUKH,
MIJIPSAIHAKY Ta O13HEC-MapTHEPU YacTo 30epiraroTh JAOCTYI A0 KPUTUYHUX IMPOTpaM Ta
CHCTEM JOBTUN Yac MiCs MPUIMHEHHS iXAii, mijaamdnd Oi3HeC MOpYLIEHHSM JaHUX Ta
MIPOBE/ICHHS 3IOBMUCHUX aTak. He3amoBosieHi ciiBpoOITHUKU 200 30BHIIIHI 3JI0BMUCHUKHU
MOKYyTh BHUKOPHCTOBYBAaTH HEAKTHMBHI akayHTH a0o 3acTapisii mapoii Juis 31HCHEHHS

CKIaJHUX aTak.

First Action: I & |

@ Dump Credentials | - G O |
A I
I

|

‘

I LSASS Browsers Git Repos

) Within Minutes
& | aWs A\ azure é or Seconds
I aws/flles  Replication 1Ds mpe;mes
________ Cloud/On Prem
@& Targeted Repositories Network Takeover

Puc. 2.6. ITpuHimn kpaai>kku oOJIKOBUX JaHUX
2. Bynunka 2opu30HmanvpHo20 ma eepmuKaibHeo pyxy. Marwun B HassBHOCTI 00JIIKOBI
JlaHl, CYNPOTUBHHUK YacTO MEPEXOAUTh BiJi CUCTEM HIKYOi BapTOCTI O LUJIEH BHUIIO1
BapTOCTI, 10 MICTSTh OB BAXJIUBY 1HPOPMAIIi0 200 MOKE BUKOPUCTATH JUIsl yIIPABIIIHHS
cepenoBuiieM komananii. Ile moxxe BinmOyBaTucst y Hactynuux (opmx: 1. [lepemimenns
TOPU30HTAJIBHO, B MEXax TOTO CaMoOro “piBHS pU3MKY’ B HaAll 3HAWTH Kpallll, KOPUCHIIII
naui. 2. [lepexia mo BepTUKai BiJl OAHOTO PIBHSA PU3UKY JI0 IHIIOTO (HANPUKIIAM, TIEPEXi]l

BiJl pOOOUYMX CTaHI[IM A0 CepBEPiB), 1100 HAOTUZUTUCH 10 OUIBII IIHHOT 1H(hOpMAaIIii.

J Low Trust High Risk &

I —— tn ——

Puc.2.7. IlpuHIUII TOPU30HTATBHOTO T4 BEPTUKAIBHOTO PYyXY PU3HUKY
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3. Obmedicenna eckanayii ma 3108x4cusanHAMuy npuginesmu. llpusineiioBani akayHTH
€ MHUpoKo nomupeHumu. KoxeH xocT, 7o1aTok, 0a3a AaHuX Ta miaTdopma MaroTh BIacH1
BOy/I0BaH1 aaMiHiCTpaTHBHI nAaHi. barato opranizamiii agMiHICTPYIOTh NpHUBLIEHOBaHI
00JIIKOBI JTaH1 BPYYHY 1 MatOTh OOMEXEHY BUJIMMICTb Ta KOHTPOJIb HaJl MPUBIJICHOBAHUMHU
ceancamu. [, mo mie ripmie, 6arato oprasizaiiii HaJAMIPHO NPUBIICIOIOTH KIHIIEBUX
KOpPHUCTYBauiB Ta MpPOLECH TMOJAHHS 3asBOK, HAJAI04M IM TIOBHOIIIHHI JaHl TMpaBa
aJMIHICTpaTOpa, HE3aIeKHO BiA iX (akTHYHUX BUMOTr. [lommpeHHS TpUBLICHOBaHUX
paxyHKIB Ta BIJCYTHICTh aJIMIHICTPATUBHOI BHJIUMOCTI 1 KOHTPOJIb CTBOPIOIOTH LIUPOKY
MOBEPXHIO aTaKu JJI1 BUKOPUCTAHHS 1HCAMIepaMy Ta 30BHINIHIMU 3JI0BMUCHUKAMU.

J1J1st TOTO 1100 3aXUCTUTHU CBOI OpraHi3alliiiHi MPUBLIE, BAXKJIUBO PO3YMITH MOTOYHHIMA
CTaH MPUBLIEIB HA BallloMy miaAnpueMcTBi. [{e Bkiltoyae B cebe i1HBEHTapHU3allil0 aKTUBIB Y
BaIllOMY OIE€paIlifHOMY CEpEJOBHINI 1 MacHBl MPUBLICHOBAHUX OOJIKOBHX 3aIUCIB, SIKI
BUKOPUCTOBYIOThCS JUIsl iX miATpUMKH. [IpuBineiioBaHi 001iKOBI 3amucH Ta 0OJIKOBI JaH1
MOXKHA 3HAWTH BCIOAM - BKirowaroun Active Directory, * NIX, IaaS, PaaS, SaaS, SQL 1
6araro iHmux IT 1 Oi3Hec-cepBicu. BaxinBo 4YacTo ckaHyBaTH CHUCTEMH Yy MeEpexi 1
MOCTAYaJbHUKIB XMapHUX MOCHYT JJIsl BHUSIBJICHHS MPUBLICHOBAHUX OOJIKOBHMX 3alUCIB,
OOJKOBUX JIaHWX, TpaB 1 HENPABWIbHUX KOHQIrypalliid, sIKi MOXYTh CHPHYUHUTU
HeOe3MeKy JIsl OpraHi3arii.

JaHi, oTpuMaHi B Mpolieci 1HBEHTapH3alli, J03BOJISIIOTh OLIIHUTH PIBEHb PU3UKY Ha
ocHOBl cTpykTypu PAM 1 BcTaHoBuTHM HaOlp uuied 1 mpiopuTeTiB s Tpadika
BITPOBAJ[)KCHHSI.

OnuH 3 Kpamwmx crnocoOiB - iHTerpyBatu naHe pimeHHs PAM 3 TexHosorisiMu
YIPaBIIHHS Ta BUSBIICHHS BPA3JIMBOCTEH Bl TAKUX MOCTadalbHUKIB, ik Rapid7, Forescout
1 Tenable. Ile 3a0e3neuye Oe3neky MNpuUBIICHOBAHUX OOJIKOBUX JAHUX, SIKi
BUKOPHCTOBYIOTHCS JJIsl aBTOMAaTUYHOTO BXOJly B YPa3JIMB1 cepeioBUIIIA IHPPACTPYKTYPH.

PosrsHemu miaxia oprasizaiii goctymna «application-by-application», sikuii BKiouae

B ce0e 3aXHUCT yCiX €JIEMEHTIB JIFOAChKUX Ta HEIIOJICHKUX MPUBILIEIB JJIs1 OJTHOTO J0/IaTKa.
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KopnopatuHi 01aTKy, SK MPaBUIIO, 3HAXOAATHCA Ha KUIBKOX MaTgopmax (BipTyamizaris,
nomeH, OC, 6a3za maHuXx 1 T. 1.), a JJIS 3aXHUCTY JOJATKIB HEOOXIJHO BU3HAYHMTH KOXKHY
MPUBIIETIIO IILOTO JoAaTKa. Takuil miaxig JOCUTh CKIAQIHUMN 1 pe3yabTaTucBHUM. OTHAK Ha
MPAKTHIIl 1€ TTOTAaHUW TIX1A 71 3a0e3MMeueHHs 3arajbHol Oe3nekn. BusBieHHs 11 BCiX
piBHIB IIaTGOPMHU MOKE 3alHATH 0araTo 4acy i He 00O0B'I3KOBO 3MOJKE 3al0OIrTH 1HIIIUM
METOJIaM BXOJY B J0JaTOK. ToMy miaTGOpMHUIA MiIXija, SKUi MTOUYMHAETHCS 3 BIpTyati3arii
1 IpUBLIETB Ha PiBHI TIOMEHY, 3a0e3Meuye OCHOBY, Ha SIKI 3HAXOAATbCA BCl AoAaTku. Kpim
TOT0, 30CEPE/PKCHHS YBaru Ha 3aXHMCTi TEXHOJIOTIYHOI Tu1aThopMu 3a0e3medye eKOHOMIIO Ha

MaciTall 1 mABUIIEHHS €PEeKTUBHOCTI 100 BUSABIICHHS, OLIIHKY Ta ananTarlii (Puc 2.8.).

Application

(‘ Insecure

Infrastructure

Domain

SRDO &b

L
O

Puc. 2.8. ITnatrdpopmennnii miaxig 10 npu3HaAYCHHS TPUBLICIB JOCTYITY
TakuM YMHOM BU3HAYWBIIYW TPUHITUIIN JI0 YTPABIIHHS AOCTYIIOM TPHBiICHOBaHUX
KOPHUCTYBauiB, MepeioMe 10 BU3HAYCHHS apXITEKTypU Ta OCHOBHUX (DYHKITIOHATIBHUX

moyiiB CyberArk Privileged Account Security.
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2.3. Cranan monyJaiB CyberArk Privileged Account Security

Cuctema ynpaBiiHHS TNpUBUICHOBaHMMHU o00JikoBUMH 3anmucamu  CyberArk
Privileged Account Security Solution - pimeHHS KOpIIOPaTUBHOTO KJIacy, OpiEHTOBaHE Ha
BEJIMKI LIEHTPH 00pOoOKHU manuX (JIokanbHi 1 xMapHi), a Takox Ha OT / SCADA-cepenoBuina.
PimeHHs € KOMIUIGKCHUM 1 BKJIIOYa€ B ceOe psig MOAyYIIiB [D, 6]:

Enterprise Password Vault-3abe3mneuye 3axuct, ynpaBiiHHSA 1 KOHTPOJIb JOCTYITY JI0
MpUBLICHOBaHUX OOJIIKOBUX 3aIHCIB;

Privileged Session Manager - 3abe3reuye i30JIA11i10, KOHTPOJIb 1 MOHITOPHHT JIOCTYITY
NPUBLUICHOBAaHMX KOPHCTYBadiB, a TaKOXX KOHTPOJIb il IMOAO0 Oyab-KHX 3aXHIICHUX
CUCTeM - 0e3 0OMEKEHb THIIIB CHCTEM a00 IMPOTOKOIB;

SSH Key Manager - 3abe3nedye 3axuCT, YIpaBIiHHSA 1 KOHTPOJIL AOCTymy 10 SSH-
KJIIOY1B;

Privileged Threat Analytics - 3miiicHIOE aHaji3 TOBEAIHKH IPHBLICHOBAHUX
KOPHUCTYBa4iB 1 OMOBIIIA€ PO TMOTEHIIIITHO HeOe3meuHi [ii, MO0 J03BOJISIE ONMEPaTHBHO
BiJIpearyBartH 1 epepBaTH MPOXOKEHHS aTaKH;

Application Identity Manager - 3xilicHIO€ 3aXUCT, YNPaBIiHHS 1 ayJUT BOYJIOBaHUX
MPUBLICHOBAaHUX OOJIKOBUX 3aIHUCIB, KI BUKOPUCTOBYIOTHCS JOJATKAMH JIJISl JOCTYIY 10
MIKIIOYEHUX CUCTEM,

CyberArk Viewfinity-ynpasisie npuBiiesMu KOPUCTYBAYiB i JOJaTKaMH Ha KIHIICBHX
npuctposix Windows;

On-Demand Privileges Manager-3a0e3neuye ynpaBiiHHA 1 Oe3nepepBHUIA
MOHITOPUHT KOMaH]I, K1 BUKOHYIOTbCs Ha KiHneBux * NIX-mpuctposx. Koxxen momayss €
aBTOHOMHHM 1 MOX€e (DYHKIIIOHYBaTH HE3aJI€KHO BiJ] 1HILIHX.

TakuMm uMHOM, poOOTa BCIX MOJYJIB Pa3oM 3a0e3Meuyro€ 3aKiHU€HE KOMIUIEKCHE

pIIIICHHS /IS YIIPABIIHHS MPUBLICHOBAHUMH KOpUcTyBadamu (puc.2.9).
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Puc.2.9. Cxnan moxynis CyberArk Privileged Account Security

OcHoBHUMU (0a30BUMU) 1 HAHOUIBIN 3aTpeOyBaHMMU HAa PUHKY € Moyl Enterprise
Password Vault i Privileged Session Manager, ToMy Ha/1aji OUTBIII I€TAITBHO X PO3TIISTHEMO.

«Anpom» cuctemu CyberArk e Privileged Account Security sika € MOIyJIbHOO
miaropmoro CyberArk Shared Technology Platform. Ha 6a31 moxgyneHoi mmardopmu
noOynoBani Bci komnonenTu CyberArk Privileged Account Security Solution.

[TnaTdopma BKITIOUAE:

Digital Vault -3axmmiene nudpoBe cXoBuile OOJIKOBUX JaHHMX, IOJITHK 1
3aXUIIAIThCS (DaiTiB 310paHoi J0ka30B01 0a3u. KOMIOHEHT BCTAaHOBIIOETHCS Ha BUIICHHMA
cepBep 1 Mpartoe B BUTIISAI CEPBICY;

Discovery Engine - 3aco0r aBTOMaTHYHOTO BUSBJCHHS NMPHUBLICHOBAaHUX aKayHTIB B
IT-indpacTpykTypi.

Central Policy Manager - enunuii MexaHi3M YIpaBIiHHS TOJITHKAMH JOCTYILY,

akayHTaMH, IOAIsIMU O€3MEeKH 1 mpoliecaMu y3roXKeHHS HaJlaHHSI T0CTYITY;
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Web Management Interface - mexaHi3m ynpaBiiiHHS KOMIIOHEHTaMHU CHCTEMH Yepes3
BeO-1HTEpdeiic, Halae €AMHY TOUYKY BXOIY, K /il KOPUCTYBauiB IIIbOBUX CUCTEM, TaK 1

JUIs aaMiHICcTpaTopiB 1 ayautopiB cuctemu CyberArk [6].

[ |

LT
@

Paapa6orunku NO IT-cneunanucTbl BHewHue
‘. KOMMaHuu nonb3oBarenu
{ : i / \
—— Web Management Interface @
| = —
& —
WUHTerpaums ¢
. . . . TUKETOBbIMKM CUCTEMaMM
Ayautop/ Enterprise Privileged Session
Cneumanuct UB Password Vault® Manager < 2
— [
o &
! f" 7}
\‘\!‘) Central Policy Manager c SI;r;egzgri:“aMu
—
Discovery Engine
AAMUHUCTPATOP y/=hd i"
[ Sptesss | The Digital Vault® NP
i : X J WUnTerpauws ¢
‘ LDAP/AD
o 5J5d
APPLICATION § § \
Windows/Linux  web Carencs
NMpunoxwenns  Basbl faHHbIX eb-pecypcn o6opyaosanue VMware

cepeepa vCenter/ESXi

Puc.2.10. ApxitekTypa pimieHHs

Enterprise Password Vault Hagae cepBic ynpaBiiiHHS )KUTTEBUM LIMKJIOM MMapOJIiB Ha
OyIb-SKHX IITLOBUX CUCTEMAaX: JOJAaTKH, 0a3u nanux, Windows / Linux cucrem# 1 iH.
Enterprise Password Vault no3Bosisie 3axuiiaTu, kepyBaT, aBBTOMaTUYHO 3MIHIOBATH

naposti 1 30epiratd JOrd BCIX JiH 3 yciMa TUIIaMH MPUBIJIECHOBAHUX OOJIIKOBUX 3aIlHCIB.
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Po6ora 3 Enterprise Password Vault 3aiticHtoeTbest uepes BeO-inTepdetic Password Vault
Web Access.

Privileged Session Manager 3a0e3neuye moBHY 130is1it0 cucteM [T-cepenoBuiia
KOMITaHii Bix oci0, sIKi HE HAAUICHWX BIAMOBIIHUMH TOBHOBaXEHHSMH Ha JOCTYIIL.
Privileged Session Manager ¢ynkiionye y Buriasgl Jump-cepBepa - Tpadik He
MIEPEHAIPABIISIETHCSA, @ BIAKPUBAETHCS HE3AIEKHA CECls, 10 J03BOJISIE 130JII0BATH CUCTEMHU
BiJ nipsimoro goctymy. Lle ocnoBHa BiaminHicTh CyberArk Privileged Account Security Big
1HMX cucteM kiiacy PUM / PAM, 1110 BUKOPUCTOBYIOTh ITPOKCI-CEPBEP 1 IEPEHANPABIISIOTH
MepexxeBUl Tpadik 10 KiHOeBHX cucteM. Pobora 3 Privileged Session Manager
3M1MCHIOETRCS Yepe3 BeO-iHTepdetic Password Vault Web Access.

Pimenns CyberArk Privileged Account Security Solution mae «0e3areHTCKYIO»
apXITEKTYypy - HE BUMarae po3ropTaHHs areHTIB 3aXUCTy Ha KIHIEBUX CUCTEMAX.

CyberArk Privileged Account Security Solution Tako MIATPUMYE IHTETpaIliio 3
HACTYITHUMH THUIIAMU CUCTeM: 3 cucteMamu kiacy SIM / SIEM, mo no3Bossie BOyayBaTu
OPOAYKT B 3araibHy 1HQPACTPyKTYypy I1HQOpMaIliiHOiI Oe3meKu opraHizaiii; 3 TIKET-
CUCTEMaMHU, 110 J03BOJIsIE 0OpOOISATH 3aMUTH HAa JOCTYN uepe3 Hux; 3 cuctemamu LDAP /
Active Directory, 1110 103B0JIsi€ BUKOPUCTOBYBATH JOMEHHI O0JIIKOBI 3aIHCH.

PosrnsHemo etanu nporecy poootu 3 CyberArk Privileged Account Security Solution
[6] .

Etamu po6otu 3 moxynsimu Enterprise Password Vault i Privileged Session Manager
B apxitektypi CyberArk Privileged Account Security Solution Buriisiiae HaCTyITHUM YHHOM:
Eran 1.KopucrtyBaud npoxoauts nporenypu ineHtudikarii / ayrentudikaiii Ha mopraii
Password Vault Web Access, cTBopro€ 3amuT Ha 3'€IHaHHS 3 KiHIIEBOI CHCTEMOIO.

Etan 2. [licns y3romkeHHs 3aUTy Ha 3'€ JHAHHS KOPUCTYBAY 3'€THYETHCS 3 CEPBEPOM
Privileged Session Manager no mportokony RDP i otpumye ayreHTudikamiiini gani 3i
CXOBHIIIA.

Eran 3. Ilicns ayrentudikarmii cepep Privileged Session Manager 3'ennye

KOpPHUCTYyBaua 0e3MocepeHbO 3 KIHLEBOI CUCTEMOIO HATUBHUM MPOTOKOJIOM.
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Etan 4. I[1ig yac cecii kopucTyBaua BeJeThCs O€3MepepBHUIA 3aIUC /1, BUKOHYBaHHUX
Ha KEpOBAHUX MPUCTPOSX. 3aMKC BEIEThCS B Bifeo-popMarti (i rpadiyHUX CEaHCIB) 1 B
TEeKCTOBOMY (opmarti (JjIs1 CeaHCiB KOMaHIHOTO PSIIKA).

Etan 5. 3ammcu 30epiraioTbCcsi B CXOBHIII 1 JOCTYIHI ayauTopaMm 1 (axiBusMm 3
1H(popMmaIiiiHoT Oe3neKku i neperisiay Ta aHanizy. MoxkiivBa BiJIIpaBKa Mo Oe3MneKu B

cuctemu SIM / SIEM / Syslog.

Co3paHue 3anpocos *- CornacoBaHue
Ha AocTyn u 3anpocos.
NOAKNIOYEHHeE K ‘}‘ NMpocmoTp 3anucu
ueneBbIM cUCTEMaM ceccumn

Monb3oBarenu Ayautop
(cnyx6a UB)

— —— — — —

/
€
I
| CYBERARK
|
I
|
|
|
I
|
| , 3anucu ceccmin/
| ayaur Secure Digital
I
(
\ ________
oo
«°°°‘

Ba3bl faHHBIX SIM/SIEM/Syslog

Ceresoe

o6opynoBaHue VMware
cepeepa PY. vCenter/ESXi

Windows/Linux Web-pecypcsi

Puc.2.10. Eranu po6otu 3 moayssimu Enterprise Password Vault i Privileged Session

Manager
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Taxum unnom Core Privileged Account Security, skuil sBiisie cO00I0 MOBHOLIIHHE
PILLICHHS IS 3aXUCTy, KOHTPOJIO Ta MOHITOPUHTY NPUBLICHOBAHUX OOJIKOBHX 3aIlHCIB B
JIOKAJIbLHUX MepeXax IMiAMPUEMCTB, B XMapi 1 TiOpuaHux iHQpacTpykrypax. PimieHHs
CyberArk mo3BoiuTh KOMIaHisIM €()EKTUBHO YINPABIATH TMapamMeTpamMH MPHUBLICHOBAHUX
00JIIKOBHUX 3aIMCIB 1 IPaB JOCTYIMY, TPOAKTUBHOTO MOHITOPUHTY Ta KOHTPOJIIO 3a JISIMH ITi]
NpUBLUICHOBAaHUMH  OOJIKOBUMHU  3allUCaMH, «pPO3yMHOI» ifeHTHdIKalii Mmigo3piiaoi
aKTUBHOCTI Ta IMBUAKOT BIAMOBI I Ha 3arpo3u. Tomy Hagasi po3poOUMo peKOMEeHIaIlii o0

e(EeKTUBHOTO BUKOPUCTAHHSI OCHOBHUX MOAYJIIB IPHU BIIPOBA/XKEHHS 1X Ha MIAIPUEMCTBI.



45

3 PO3POBKA PEKOMEHJIAIIIN IIIO10 3ACTOCYBAHHS TEXHOJIOI'Ti
YIPABJITHHS IPUBLJIEHOBAHUM JIOCTYIIOM HA BA3I PIIIEHHS
CYBERARK PRIVILEGED ACCOUNT SECURITY

3.1. Pexkomenaamii 1040 3aCTOCYBAHHS OCHOBHHMX (PyHKIiOHAJIBHUX

mo:xxkauBocrteit Core Privileged Account Security

Kowmmnekcue pimenns Core Privileged Account Security ckiagaeThest 3 ASKITBKOX
KOMITOHEHTIB, SIK 11e OyJIO PO3TISHYTO paHile.

Opranizailii CTUKalOThCA 3 BEJIUKOIO KUIBKICTIO MpOoOJeM, MOB'SI3aHUX 13 3aXHUCTOM,
KOHTpPOJIEM 1 MOHITOPUHTOM MPHUBLIEHOBAHUX OOJIIKOBUX 3aIKCIB, BKIIOYAIOYU HACTYIIHI:

Ynpaeninna  napamempamu  obaikosux  3anucie. baratro IT-mignpuemcts
BUKOPUCTOBYIOTh PYYHI IPOIIECH, TTOB'A3aH1 3 POTALIEI0 1 OHOBJICHHIM IMAPAMETPIB AOCTYITY
MIPUBUICHOBAaHUX OOJIIKOBHMX 3alKCIB, SIKI HE 3aXMIIEHI BiJ IMOMUJIIOK, - 11¢ Hee(PEeKTUBHO,
3aTPaTHO 1 pUBHKOBAHO.

Biocmeowcenns i, 30itichiosanux ni0 Npusinetio8anumu 00aIKOBUMU 3ANUCAMU.
UYacTo opranizaiiii He MOXYTh IEHTPaJII30BaHO 31ACHIOBATH MOHITOPUHT 1 KOHTPOJb 3a
CeCisIMU T1J] MPUBUICHOBAaHUMH OOJIIKOBUMH 3alucaMu, Mijjlaloun 013Hec iHhopmaliiHum
3arposam.

Monimopune i amaniz 3acpo3. Y 0aratboX OpraHizailisix BiJICYTHI TOBHOIIIHHI
IHCTPYMEHTH aHaji3y 3arpo3, 1 BOHM HE MOXYTb POAKTUBHO 1IEHTU(]IKYBaTH MIA03PLIL J1i
1 BIIMIPaIlbOBYBATH 1HIIUCHTH, MOB's13aH1 3 0€3MEKOIO.

Komnmponv oocmyny cynepxopucmyeaua. Opraizailii 4acTo 3a3HalOTh TPYIHOIIIIB 3
e(pEeKTUBHUM KOHTPOJIEM 1 ayAUTOM JIOCTYITY CYIEPKOPUCTYBaya A0 KPUTUIHUX JIJIs O13HECY
cucTeMaM, 30UIbIIYIOUHA TUM CAMUM PU3HKH 1 CKJIQAHOCTI B poOOTI.

3axucm kommponepie O0omenie Windows. 3MOBMUCHUKH MOXYTh EKCILTyaTyBaTH
ypa3nuBOCTI B IpoTOKoIax ayreHTudikaiii Kerberos nis toro, mob BugaBatu cede 3a iHITy

oco0y s noctyny 1o kputnuHux [T-pecypciB 1 koH(1AeHIIHHOT 1H(DOpMaITii.
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B sikocTi Bupimenss mpononyethest mpoaykT Core Privileged Account Security, sikuit
ABJISE COOOI0 TIOBHOIIIHHE pIIIEHHS [UJISi 3aXUCTy, KOHTPOJI Ta MOHITOPUHTY
MPUBUICHOBAaHUX OOJIKOBUX 3alMCIB B JIOKAJIBHUX MEpEKax MiIMPUEMCTB, B XMapi 1
riopuaHux iHppaCTPyKTypax.

Hapmaiimo 3aranpHi pexkomenparii 1mono Bukopuctanus Core Privileged Account
Security MeTogamu, 3a JOMOMOTOIO SIKUX peali3y€eThesl (yHKIIOHATBHICTB:

Llenmpanizosanuii 3axucm i KOHMPOIL 00CMYNY Ol NPUBINEUOBAHUX O0OJIKOBUX
3aNUCI8 HA OCHOBI NEBHUX AOMIHICMPAMOPOM NONIMUK Oe3neku. ABTOMAaTHUYHA POTAIlisd
napomiB 1 SSH-kito4iB A1 MpUBLICHOBAHUX OOJIIKOBUX 3aMKCIB BUPINIYE TpoOieMy
MPOILIECiB, MO 3AIMCHIOIOTHCS BPYUYHY, CKOPOUYETHCS Yac OOCIYroBYBaHHS, a TaKOX
BUKOHYETBHCS 3aXHCT BiJ] BUMAJKOBUX IMOMUJIOK JUIsl aAMIHICTPAaTUBHUX 3aBJIaHb, 3aXHUCTY
OOJIIKOBHX 3aIUCIB, 1110 BUKOPUCTOBYIOTHCS B JIOKAJIBHUX MEPEKAX, FOPUIHUX 1 XMAPHUX
CEpEIOBUIIAX.

[30on1ayis 1 3axucm ceciu NpUBLIEUOBAHUX KOPUCMYBAYI8, A MAKONC 3AXUCM YITbOBUX
cucmem i0 WKIONUBUX NPOSPAM HA KiHYegux moykax. MOKIUBICT> MOHITOPUHTY Ta 3alHCy
J03BOJISIE  CIIy»)0am Oe3IeKku TeperisgaTd TpuBiiIeiioBaHl cecli B peallbHOMY daci,
ABTOMATUYHO MPUMHUHATH a00 MPUIIMHATH H1A03PUIL CECIi, a TAKOXK 3A1MCHIOBATH BCEOIYHUI
ayJIuT A1 IPUBLICHOBAHUX KOPUCTYBAYIB 3 MIATPUMKOIO MOIIYKY.

Busznauenns,  cuenanizyeamns ma  npomuois AHOMANbHIU — AKMUBHOCMI
npusinetiosanux kopucmyeauis. 1le pimenns 30upae ani 3 6aratboX JKepes 1 3aCTOCOBYE
CKJIQJHYy KOMOIHAIlII0 CTaTUCTUYHUX Ta JETEPMIHOBAHMX AQJITOPUTMIB JJII BU3HAYCHHS
IIK1JTMBUX 1M Ti MpuBiIeHOBaHUMEU 00JIIKOBUMH 3aIllCaMHU.

Koumponv oocmamnocmi npae oocmyny ona * NIX i Windows. ]Jlane pimieHHS
JI03BOJISIE  TIPUBLICHOBAHMM KOPHCTyBauaM 3allyCKaTH aBTOPHW30BaHI aMiHICTpaTUBHI
KOMaHIu 31 3Bu4aitHux ceciii B Unix a6o Linux 0e3 HeoOXiAHOCTI OTpUMYBAaTH root-mpasa.
[1e Takox 103BOJIsIE OpraHizaiisaM OJI0KyBaTH 1 cTpuMyBaTH aTaku Ha Windows-cepBepa 1is

3HMKEHHSI pU3HKY KpaaiKKu 1H(popmarlii ado ii mmdpyBaHHS 3 METOIO HIAHTAXY.
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3axucm xoumponepie oomenie Windows. Jlane pilieHHSI 3MyIIy€e BUKOPUCTOBYBATU
MIHIMaJbHO HEOOXiJHI MpaBa 1 KOHTPOJb JIOJATKIB Ha KOHTPOJIEpAaX JIOMEHIB, a TaKOX
BU3HAYCHHS aTak Ha JbOTy. Lle 103BoJie MPOTUIIATH BUKOPUCTAHHIO UYXKUX MMapaMeTpiB
JOCTYITy 1 HECAHKI[IOHOBAHOTO JOCTYMy, a TaKOX JOTIOMAarae 3axuiiaThCs Bij Oe3midi
3BMYaiiHUX TexHIK aTak Ha Kerberos, Bkmodaroun Golden Ticket, Overpass-the-Hash Tta
Privilege Attribute Certificate (PAC).

Taxi QyHKIIOHATBHI MOXKJIMBOCTI HAJal0Th OCOOJMBI MepeBaru Mpu BUKOPUCTAHHI
Core Privileged Account Security, a came:

3nuowcenns pusuxie 6eznexu. IlocuneHHs 3axUCTy MNPUBUICHOBAHUX OOJIKOBHX
3amuciB. 3aXUCT JOCTYIy 10 mapoiiB 1 SSH-kiIo4iB nprBLIeiOBaHUX OOJIKOBUX 3aIUCIB.
EdexTrBHe BHM3HAUEHHsS Ta NPOTHAIIO IMMIJO3PUIMM 1 IIKJIMBUM JISM. 3aXHUCT BIJ
HECAHKI[IOHOBAHOTO JOCTYMy N0 MPHUBIJICHOBAaHUX OOJIIKOBUX 3alKCIB, IIaxpaicTBa Ta
KpaJixKok 1Hhopmarrii.

3Hudicenns eapmocmi i ckia0Hocmi onepayiti. Y CYHEHHsI py4HOi poOOTH, 3HH>KEHHS
HEOOXITHOTO dYacy, a TaKOXX HEJIOMyIEeHHsS BHUMAJKOBUX TIOMHIJIOK B TIPOLIECH
aamiHicTpyBaHHs. CHpoIlIeHHs omnepailiii Ta 301IbleHHs e(peKTUBHOCTI POOOTH BB,
NOB'A3aHUX 13 3a0e3MeueHHsIM 1HpopMalliitHoi Oe3neku. 3BuIbHeHHs iHHUX [T-kaapiB pis
KOHIIGHTpAIlli yBarm Ha CTpaTeriuyHl 3aBJaHHS Ha MIATPUMKY OCHOBHHMX Oi3Hec-
AKTUBHOCTEM.

Jlonomoea 6 3adoeonenui 6umoz 3aKoHOOaécmea. YCTAaHOBKA 3aCHOBAHOTO Ha
MOJIITUKAX KOHTPOJIO JOCTYIy MPUBLICHOBAHMX OOJIIKOBUX 3aIMCIB JJII BIEBHEHOCTI B
3aJI0BOJICHHI BUMOT perynaropiB. [Ipocta nemMoHcTpallisi MOMiTHK 1 MPOLECIB ayJUTOPaAM.
CTBOpeHHSI JEeTalTi30BaHUX AyJAUTOPCHKUX CHIIB 1 1CTOPii AOCTYymy i JEeMOHCTpartii
3aJI0BOJICHHS] BUMOT.

lllsuoka oxynuicms. 3axuCT 1 PO3IIMUPEHHS MONEpeAHiX 1HBecTHli. HasBHICTH
1HTerpailii 3 KOpoOKH 3 MHUPOKUM cruckoMm IT-omepariif 1 cuctem O€3MeKH, BKIIOYAIYH
CUCTEMHU ayTeHTU(QIKalli, KBUTKOBHX pIlIEHb, MIATGOPMH OCOOUCTOr0 JOCTYIy 1

yOpaBiIiHHS, a Takoxk 3 SIEM-piieHHsmu.
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THoxpawenns euoumocmi. Po3ymiHHS TOTO, SIKI TpHBiIeoBaHI OOJIKOBI 3amuch
ICHYIOTh 1 y KOTO € JI0O HUX JIOCTyM. BcTaHOBIEHHS 100Ope 3pO3yMUIUX MOMITHK Oe3MeKu
npUBLICHOBaHUX OOJIKOBHUX 3amuciB. MOHITOPUHT i i MpUBLICHOBAaHUMU OOJIKOBUMHU

3alrMcaMu B peaJbHOMY 4Yaci 1 B PETPOCIIEKTHBI.

3.2. Pexomenaaunii moao 3axmcTy NpuBLIeHOBaHUX O0JIKOBHX 3amluCiB 3a

aonomoroi Enterprise Password Vault
Jlannii KOMIOHEHT 3abe3medye 3axUCT CUCTEeMH MIANPUEMCTB BiA aTak, sKi

BUKOPHCTOBYIOTh KOMIIPOMETAIlII0 MPUBLICHOBAHUX OOJIKOBUX 3aIMCIB, POOOTY SIKOTO

rokasaHo Ha puc 3.1.

Enterprise Password Vault (EPV)

End Users Enterprise Password Vault En R

E[’gzé o
4 L% E_\.'!, e

Secure Stor g
b Senvers Mainframes
:!:Em Password Rotaton Et_ |
Applications

Cloud
WebApps  Infrastructure

<

7 CYBERARK

Puc.3.1. Cxema po6otu CyberArk Enterprise Password Vault
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Hagamo ocHOBHI pexomeHpalii, siki HEOOXITHO PO3YMITH MpH (PyHKIIOHYBaHHI
Enterprise Password Vault.

I'panynvosanuii KOHMpoOaL 0OCMYNY NPUBIIEUOBAHUX KOPUCMYBAYIE CAYHCUMb Ol
3ano0icants 00CMyny Heasmopusz08aHux KOpUcmysavie 00 napamempis npusiietosanux
oonikosux 3anucig. TUM caMUM TapaHTY€TbCs, 110 ABTOPU30BAaHI KOPHUCTyBaudl MaroOTh
HEOOX1THUN AOCTYTI, e HeOOX1THUN TIIBKYU JAJIS JIeTAIbHUX O13HeC-1I1JIeH.

Peanizysamu yenmpanizoeane 3axuwerne cxosuuje. IIpoBOAUTHCS 3aXUCT MapamMeTpiB
MPUBUICHOBAaHUX OOJIKOBUX 3allMCIB B JIOKAIBHUX Mepexkax, TIOpUIHUX 1 XMapHHUX
CepeOBUIIAX, a TAKOXK B MEXax TPyIl, 0 MpaioTs Ha npuHimil DevOps.

Bukopucmosyemovca Oemanizosanuti ayoum i 36imuicms. CHiBpoOITHUKAM, SIKI
3aiiMaroThcs O0E3MEKOIO0 1 ayIUTOM, HAJAEThCS TPO30pe OaYeHHs TOTO, A0 YOTO Ma€ JOCTYII
KOKEH KOPHUCTYBay 3 MPUBIJICHOBAHUMU 1 PO3MOAIICHUMH OOJIIKOBUMU 3allUCaMHM, KOJH 1
YOMYy.

Bukopucmosysamu asmomamuuny pomayilo napamempie oOocmyny. llpairoe
OHOBJICHHS 1 CHUHXpOHI3aIlis nmapoiiB 1 SSH-kiouiB npuBiieioBaHUX OOJIIKOBUX 3aIUCIB
gyepes3 peryiispHi MPOMDKKH Yacy abo 3a 3alUuTOM, 3aCHOBaHA Ha IOJIITHIII.

Buxopucmosysamu  nackpizny — asémomamuzayiro.  Jlo3Bolisie  KOpUCTyBadaM
aBTOMATU3yBaTU 1 CIOPOCTUTU 3aBJAaHHS, TOB'S3aHI 3 YHOPABIIHHSAM MPHUBLICHOBAaHUMU
oOnikoBuMH 3anucaMu 3a gornoMoror REST API, taki sk oOcayroByBaHHS OOMIKOBUX
3amuciB, aianTailis Mpas, BUjayva JI03BOJIIB Ta 1HIIIE.

Jlo ocHOBHUX TiepeBar BukopucTanus Enterprise Password Vault BigHocHThCS

Jlns BiAALIIB, TOB'SI3aHMX 13 3a0e3meueHHsM Oe3IeKu, HEeOOX1THO BUKOPHUCTATH
3aXUCT BCIX mapoiiB 1 SSH-k04iB mpuBiIeioBaHUX OOJIKOBHUX 3aIMCIB B 3aXHUICHOMY
[MEHTPAIBHOMY  PEno3uTopii Juisi  3amoOiraHHs X  BTpaTH, BUKpPAJIeHHA  abo
HECAHKI[I0HOBAHOT'O MOIIUPEHHS.

J1J1st cripotiieHHsl yIpaBIiHHS MPpaBaMy yepe3 BCEOIYHMI aBTOMATU30BAaHUN KOHTPOJIb

HEO0OX1THO BUKOPUCTOBYBATH MiAXija "Oe3mneKa moHas yce»
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JIist cipolieHHsT MPOXOPKEHHS ayAWTIB BUKOPUCTOBYBATH 3aCHOBAHMM Ha POJISX
KOHTPOJIb JIOCTYIly, IO BHMAara€ BiJ KOPHUCTYyBadiB ITiJATBEP/DKCHHS TIpaB. TaKoxX
TCHEPYEThCS TOBHA 1 JeTajdi3oBaHa 3BITHICTh 1 ayJUTOPCHKUM CIIA JJIA JIEMOHCTpAIlii

BIJIITOBITHOCTI BUMOTaM.

3.3. Pexomenaauii BUKOPMCTAHHSI KOHTPOJI0 NPHUBLIE0OBAHOr0 AOCTYHYy 3a

nonomororo Privileged Session Manager

VY cydacHHX cepeAoBHILAxX I CIUIBHOI pOOOTH OopraHi3ailii HOBUHHI MIATPUMYBaTH
psI NpUBLICHOBAHUX OOJIKOBHMX 3aIlUCIB JIJISL IOCTYMY PI3HUX KOPUCTYBayiB, BKIIOYAIOYH
CTOPOHHIX BEHIOPIB, MIJAPSAHUKIB, TAMYACOBUX CITIBPOOITHUKIB 1 TaK Jai.

3 METOK 3MEHUIEHHS 30BHIMIHIX 1 BHYTPIMIHIX PHU3MKIB, OpraHizauli HEOOXiJIHO
YIPABJISITH 1 BIZICTEXKYBATH cecli BiJl IMEHI MPUBUICHOBAHUX OOIIKOBUX 3aIKCIB 0€3 BIUIUBY
Ha poOOTY KIHIIEBUX KOPUCTYBaYiB.

CyberArk Privileged Session Manager Bipiiiye 3aBaaHHsI 130JI11ii, MOHITOPHUHTY 1
KOHTPOJIIO 3a MPHUBLICHOBAHUMH JOCTYIIOM JIO IIHHUX aKTHBIB MiAIpUEMCTB. JleTanbHui
MOHITOPUHT 1 3anuc, sikuii peanizoBaHo B CyberArk Privileged Session Manager, no3Bossie
OprasizailisiM 130JIF0BaTH, BIJICTEKYBaTH, 3aITUCYyBATH 1 KOHTPOJIIOBATH MPUBLICHOBaH1 cecii
Ha KpUTUYHHUX cucTeMax, Bkiatoyaroun Unixi Windows-cucremu, 6a3u JaHUX Ta BIPTYallbHI
MamuHu. Lle pimeHHs mpaioe K jump-cepBep 1 €IMHAa KOHTPOJIbHA TOYKA KOHTPOJIO
JIOCTYITY, SIKa 3aXHINA€ BiJI MOMAJaHHs IIKIJIUBUX TIPOrPaM Ha IITbOBY CHCTEMY 1 3aITUCYE
HATUCKAHHS KJaBIII 1 KOMaHAM AJiA MOCTIMHOrO MOHITOpUHry. OTpuMaH1 JeTaji30BaHi
3aIlKCcH ceciif 1 ¢aiinu 3BITY 7S AyAUTY BUKOPUCTOBYIOTHCS JUISI CITPOLICHHSI TPOXOKCHHS

ayJUTy 1 IPUCKOPEHHSI CYI0BUX PO3CIIiIyBaHb.
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Puc.3.2. Cxema pobotu Privileged Session Manager

Privileged Session Manager - moOpe MacmTaOyeThCsi MPOAYKT, IO MiIXOAUTh SK
HEBEJIMKUAM T ITPUEMCTBAM, Tak i BenukuM. Privileged Session Manager - nie Ge3areHTHe
pIILIEHHSI, pO3po0JIeHe JJIsi MaKcuMizallii 0e3MeKku, BKIIOYHO 13 3aXUIEHUMH BiJl MiAMIHU
dbaiinm 3BITIB ISl Ay IUTY, IPUMYCOBHI MOHITOPHHT 1 3aITHC, @ TAKOXK 130JIF0BaHHS CEC1d ISt
3aXMCTy BiJ TOIIMPEHHS MIKIJIMBUX MpPOrpaM. YHIBEPCAIbHUM KOHEKTOp pO3LIUpSIE
yIpaBJIIHHS cecisiMU Ha Bci komnoHeHTu [ T-1HdpacTpykTypu.

Pimenns BOymoBano B CyberArk Shared Technology Platform, Tta Hanae
MacmTabOBaHICTh, BUCOKY JOCTYMHICTh, IEHTpaIi30BaHe yIpaBiiHHA 1 3BITHICTh. Hagamo
OCHOBHI peKOMeHIallii 111010 BUKoprcTanHs ¢yHkiii Privileged Session Manager:

IIposoovme MoHimopune 6 peanvHoMmy uaci, SAKuil JO3BOJUTH (HaxiBLISIM 3
1H(dOopMaIiiiHoi Oe3MeKu BIACIIIKOBYBATH /i KOPUCTYBAYiB 1 BU3HAYATH MIA03pLIl HOIi B

pealbHOMY Yaci.
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3acmocosyiime gidO0anene npunumHenHs cecili, SK€ J03BOJisE€  (axiBIKIM 3
iHpopMmalriitHoi Oe3meku HeraHo 3aBepllyBaTH MIA03pLIl  OpHBLIEHOBaHI  cecii
Oe3rnocepeHbo 3 KoHcoul anaMiHicTparopa CyberArk.

Ilepeznadaiime oemanizosani ¢atinu 36imy 3 MIATPUMKOIO TMOIIYKY Ta BiJ€O3alKcu
JIO3BOJIAIOTH (haxiBIsIM 3 1H(OpMaIliiiHOiT Oe3MeKM TOYHO BHU3HAYATH MOMEHT IOYaTKy
IHITUICHTY, PO3YMITH, SIK TOYaBCS 1HIUACHT, 1 IIBUJIKO OLIIHUTHU Oyb-5Ki 30UTKH.

Bukxopucmana 6e3acenmna apximexmypa, siKa 3aCHOBaHa Ha MPOKCi, HA/a€ €IUHY
TOYKY KOHTPOJIO JIOCTYMy Ta 3IACHIOE TPUMYCOBUI MOHITOPHUHI 1 3aluC BCIX
MpUBLICHOBaHUX Jiil.

Bukopucmosyiime 3axuwenuii npokci-cepsep. 3aXyIlleHUN MPOKCi-CEpPBEP CTBOPIOE
130JIbOBaHE, 3aXUIIEHE OTOUYEHHS IIJITXOM BIJJOKPEMIICHHS KIHIIEBOi MAIlIMHU KOPHUCTyBayda
B1JT IUILOBOI CUCTEMU.

Bukopucmosyiime 3axuwene yugpose cxosuwye, sixe 30epirae 3amucu ceciii 1 Qaitim

Iumeepytime 3 dooamkosumu piwennavu. Iaterpanis 3 Enterprise Password Vault
J03BOJIsIE TIpuXxoBaTh cekpetu (mapom / SSH kirodi) mpuBiIEOBaHOTO JOCTYIY Bij
KOPHUCTYBauiB 1 TapaHTYyBaTH, 11O 111 CEKPETH HIKOJIM HE MOTPAILISATh HA X poOOYl CTaHIII1.

[arerpamis 3 Privileged Threat Analytics mo3Bossie opraHizallisiMm aBTOMaTUYHO
aHaI3yBaTU Jii KOPUCTYBAYiB Mij Yac KEPOBAHUX MPUBLIECHOBAHUX CECIM 1 MPU3HAYUTH
PiBHI PU3HUKY aKTyaJIbHUM 1 3aIIMICAHUM CECIH.

Takum yrHOM, OCHOBHI TIepeBary, ski Hagae Privileged Session Manager:

Jlo3Bousie (axiBisM 3 iHMopManiiiHOT Oe3MeKr BU3HAYATH 1 MPUMUHATH aTaky [0
TOT0, SIK BOHA CTaHE CEpHO3HOI0, 3a JOIIOMOT0I0 MOHITOPUHTY Ta aHalli3y B peajbHOMY 4aci
BCIX JII B IPHUBIJICHOBAHUX CECIfX.

Jlo3Bousie (axiBusIM 3 1HPOpMaLIfHOI Oe3MeKH BiIJAJICHO NEepepuBaTH MiA03pLI

MpUBLICHOBaHI Cecii 1 TOTEHIIIHI aTaky B iX TPOIIECI.
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[Ipuckoproe yac po3ciigyBaHHS IHUUACHTIB 1 CHOPOILYE ayJIUTH 3a JOMOMOIOI0
CTBOPEHHS JeTali3oBaHuX (aililiB 3BITHOCTI 3 TIOBHOK TIATPUMKOIO TIOIIYKY 1
B1/I€03AIIHCIB.

Iarerparis 3 Privileged Threat Analytics crpoirye mporec ayauTy 3a JOTIOMOTOO
MOXIMBOCTI (paxiBiiB 3 IT-ayauTy migBuiryBatu ab0 3HMKYBATH TMPIOPUTET MEPETIISIy
cecii Ha OCHOBI PiBHS PU3HKY.

3anobiranHsi BiA 00XOAy [IOCBIAIYEHUMH KOPHUCTyBadaMH MOHITOPUHTY ceciii 1
3arro01raHHsT MOKJIMBOCTI BIIKITFOUEHHSIM.

3ano0irae BiJ NPUXOBYBAHHS 1 3J0BMHUCHHUKIB 32 JIOMIOMOIOKO 3aXHUIIEHOTO
30epiraHHs Ta KOHTPOJIIO JOCTYIY J0 BCiX (pailyiiB 3BITHOCTI 1 3aMKCIB CECIH.

[apantye, mo mnpuBiieroBani mapodii 1 SSH-kirodi HiKOMM HE MOTPAIUISITH 10
KIHIIEBUX KOpPUCTYyBayiB a00 Ha ix poOoul cTaHlli, 3amobiraroun Oyab HENpaBUIIbHE
BUKOPHUCTaHHA a00 KpaJl>KKY MapaMeTpiB MPUBIICHOBAHOTO JTOCTYILY.

[HTETpYETHCS 3 KOPIIOPATUBHUMH TIATPOPMaMHU, SIK 3 KOPOOKH, TaK 1 3a JTOIIOMOTOIO
YHIBEPCAJIBHOTO KOHEKTOpPAa, HA/Jaloud IIMPOKE MOKPUTTS MO OTOYEHHIO 1 ONTHMAajbHE
BIIPOBAKCHHSI.

ABTOMaTu3allisi Ta YNPaBIIHHA [PUBUICHOBAHMMH 3aBIAHHSMU  IIIJIBUILYE
MPOIYKTUBHICTh, TOKpallye BUPOOHHWYI MPOIECH 1 3HIKYE PU3MKUA OpraHizaiiil mo

B1IHOILICHHIO JIO KPUTUYHUX CUCTEM 1 IOJATKIB.

3.4. Pexomenpauii Bukopuctanus Privileged Threat Analytic nist BU3BHaYeHHS i

NPUINIMHEHHS aTaK B PeaJbHOMY 4Yaci

Jlanuii KOMITIOHEHT MPU3HAYEHO BU3HAYATH 1 TPUIUHATH aTaKu, M0 3A1IMCHIOIOTHCS B
JTAHUW MOMEHT 4acy. Y Cy4acHHUX peaslisX MOTpiOHO BUXOAUTH 3 IPUITYILIEHHS, 1110 aTaKyoul
BXKe BcepeauHi iHGpacTpykTypu. BoOHM dYacTo 3anumarOThCd  HEPO3KPUTHUMHU,
BUKOPUCTOBYIOUH JIOCTYI 1HIIUX aBTOPU30BAaHUX KopucTyBadyiB. Lleil BHyTpimHIi noctyn

JI03BOJISIE M 3aBAaBaTH HEMOMNPABHOI IIKOJHM, KA MPHU3BEAE /10 MOTIPUICHHS pemyTallii,
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(diHaHCOBMX BTpaT 1 BHKpPAJAEHHS I1HTENEKTyalbHOI BJIACHOCTI. 3 IJIECTIPSIMOBAHOI
AHATITUKOIO OpraHizaiii MOXXyThb BH3HAYaTH aTaKylOUHMX IIBHJIIEC - HABITH SIKIIO BOHU
BUTJISJIAIOTh SIK  aBTOPU30BaHI KOPUCTYyBadi, - JalOUYd MOXKJIMBICTh (paxiBIsIM 3
1H(popMalliiHOT Oe3MeKH BIANOBIAATH HEraiHO 1 MIHIMI3yBaTH BIKHO MOXIIUBOCTEH IS

3JIOBMUCHUKIB (puc.3.3).

Privileged Threat Analytics

Behavioral Analysis: Self-learning statistical
model based on a combination of patented
algorithms, login data, and target system data

gathered from inbound SIEM integrations,

Behavioral Analysis 0 Hormal
s
. -\\ Abnormal
ALERT:
Target System :
Data SIEM & Cyberirk

GOALS: SIEM Solutions

* Find the signal in
the noise. . .
Lrbgre
* Enable the SOC to Bl m

splunk - ¥ McAfee

<

CYBERARK

Puc.3.3. Cxema po6otu CyberArk Privileged Threat Analytics

CyberArk Privileged Threat Analytics, kommonent pimenns CyberArk Privileged
Account Security - 1ie po3yMHa cucTeMa 0e3MeKH, sika J03BOJISE OpraHi3allisiM BU3HAYaTH 1
pearyBatu Ha KiOepaTaku, HaIllJIeHI Ha TpuBLIeoBaHi oOJikoBi 3amucu (Puc.3.4.). lle
pllIeHHs po3po0IIeHO AJid 1IeHTU]iKallli aTak B peaJIbHOMY 4Yaci 1 aBTOMATUYHOT BIIOBIII.

B ocHOBI pimeHHS 3HAXOIWUTHCS AaHATITHYHMM JBWIKOK, JIFOYMH Ha CKJIAIHI

KOMOIHaIIl 3aKpUTHX AITOPUTMIB - BKJIIOYAIOYM JI€TEPMIHOBAHIE€ 1 MOBEIIHKOBI - TIO
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BIJHOILLIEHHIO [0 KOPHUCTyBadiB, CYTHOCTEH 1 MepekeBOro Tpadiky Uis BU3HAUEHHS
1HAMKATOPIB KOMITPOMETAIIll HA pAHHBOMY €TaIll >KUTTEBOTO LIUKITY aTaKu.

Busnauarouu 3710BMUCHUKIB paHile, ¢axiBili 3 iHpopMaliitHoi 6e3MeKu OTPUMYIOTh
OlNTbIIIe KPUTUYHO BAKJIIMBOTO 4acy, K€ IM HEOOX1HO AJSi MOKJIMBOCTI 3yIIUHUTHU aTaKy
nepe TUM, SIK BOHA 3yIIUHUTH O13HEC.

ToMy HamaMoO OCHOBHI peKOMEHJallii Mmoj0 BHKOpHCTaHHA ¢GyHkuid Privileged
Threat Analytics, a came:

Bb6yoosani nponpiemapni aneopummu Kepyoms NPUGLIeuo8aAHUMU KOPUCTYBAYAMU,
CYTHOCTSIMH 1 aQHAII3YIOTh MOBEIIHKY MEpeXl JJI1 BU3HAYEHHS paHille HEBU3HAUYECHHX
IHIMKATOPIB aTakK, TaKWUX SIK MiJ03pa Ha BUKPAJICHHS IMapaMeTpiB JOCTYMy, NMPUXOBaHI
NepEeMIIICHHS 1 ecKajallisi MpUBLIEIB.

CamonagyanbHull aHALIMUYHUL 08UNHCOK 3 YACOM 3BHKAE 1O OOJIKOBOTO 3aIUCy IS
BU3HAYCHHS BIJXHWJICHD BiJI aBTOPU30BAHUX MOJIeIeH TTOBEIIHKHU.

Jlemexmysanus amax Ha Kerberos 103Bojisie oprasizanisiM BU3HA4YaTH 1 TPOTUHISATH
MOTEHIINHO KaTacTpo(iuHUM aTakaM, $IKI EKCIUTyaTyIOTh YPas3JIMBOCTI B MPOTOKOJII
ayrentudikamii Windows.

InOexcu pusuxy IPU3HAYAIOTHCSA KOKHOMY OKPEMOMY 1HIIUACHTY 3 METOIO IOTIOMOTH
B MIPU3HAYEHHI MTPIOPUTETIB 1HIUICHTIB.

Tapeinosani, o062pyHmosaHi nonepeodiceHHs, 1O BKIIOYAIOTh JETAlI30BaHy
iH(opMaIlil0 MPO ITHUUAEHT, AO03BOJIAIOTH BIJIMOBIJAIBHUM CIIBPOOITHUKAM HETraiHO
pearyBaTH Ha MiI03piil aii.

Asmomamuuna npomudiro Ha TIEBHI 3arpo3u CHPOULYE BIIMOBIAHI Jii, TO3BOJISIOYU
daxiBugMm 3 iHopmaIiiHOT O€3MeK HEeTraiHO 3MIHUTH TapamMeTpu JOCTYIy 0
MpUBLICHOBAaHUX OOJIKOBUX 3aMUCIB 0€3 HEOOX1THOCTI BTPYUYaHHS JIFOIUHHU.

llemanizoeana  nawenv 3 IiHGopmayiclo HANAIOTh BI3yallbHYy 1HTEPIIPETAIlIIO
IHIIMJICHTIB 1 PIBHA 3arpo3, I03BOJISIOYM BiAMOBIJAILHUM CIIBpOOITHHKAM IIBHIKO

nepersiiaTh 1HIUISHTH B PETPOCIIEKTUBI 1 3/1IHCHIOBATH MPU HEOOX1THOCTI HETalHUX JIH.
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Iumeepayis 3 SIEM-piwiennamu no3Bossge (axiBisMm 3 iH(opmariiHoi Oe3neku
BUKOPUCTOBYBATH icHyroul po3ropHyTi SIEM nns 300py naHux Juisi TapreHTOBaHOL
aHAJITUKY 1 JUIS BIANPABKUA MOBIIOMJICHB JIJI1 BUCTABJICHHS MPIOPUTETIB IHIMACHTIB, SKi
3a4inaroTh MpUBLICHOBaHI 00IIKOBI 3aMHCH.

Iumeepayis 3 Privileged Session Manager no3sonsie (axiBisMm 3 iHGOpMaIIHOT
Oe3neKy BU3HAYaTH B pealIbHOMY Yaci, KOJH [ii 3 BUCOKUM PU3HKOM BiI0YBArOTHCS IMiJT Yac

NpUBLIEHOBAHOI cecli 1 mepepuBaTH Mi103p1sli aKTUBHI CeCli.

DD

RI%E ASSESSMENT 4 oo - prgetone B

Puc 3.4. Be6-konconb CyberArk Privileged Threat Analytics

[Tpu BUKOpHCTaHHI PeKOMEHAIlil 11010 BUKopucTaHHs (ynkiiii Privileged Threat
Analytics MmoxxHa oTpUMaTH HACTYIIHI MIEPEBar:

Kapounanvhe smenwenus 8ikna moxcaugocmi 17151 3TIOBMUCHUKIB 3 MICSIIIIB 10 CEKYH/]T
1 CKOpoueHHs 30UTKIB 4epe3 IMIBUAKE BUSIBJICHHS 3arpo3 Ha JisX i MPUBLICHOBAHUMHU
OOJIIKOBUMH 3aITMCaMU 1 KPUTUYHUX BEKTOpPAX aTak.

Lllsuoke uznauenHsi amax 3a JONOMOIOI0 aHAITHKH, 3aCHOBAHOI Ha BOYJIOBaHHUX
QIrOpUTMaxX, HAMUCAaHUX 1 TMOCTIHHO OOHOBJIIOBAHMX €KCHepTaMH B  Oe3MleKu

MpUBLICHOBAaHUX 00JIIKOBUX 3aITUCIB.
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Aoanmayis eusHaueHHs 3a2po3 AN 3MIHU PU3UKOBOTO OTOYEHHS 3a JOMOMOTOIO
QITOPUTMIB MAIIMHHOTO HABYaHHSA, $KI TOCTIMHO MiJJAIITOBYIOTHCS IIiJT OCHOBHY
MOBEJIIHKY TIPO(diTiB, a TAKOK 3MIHU aBTOPU30BAHOI IMOBEIIHKH B Yaci.

Asmomamuuna npomudis TPU MIAO3pI HA KPAADKKy IMapaMeTpiB JOCTYIy [0
NpUBLICHOBAaHUX OOJIKOBUX 3alMCIB JUIsl 3YMUHKH 3JIOBMHUCHHKA BIJl MPOJIOBXKEHHS
BUKOPHCTAaHHS CKOMIIPOMETOBAHUX IMApaMETPiB JOCTYITY.

Ilpuckopenns poscnioyéanusi 1HIMIEHTIB 3a PaxyHOK HaJaHHS JI€Taldi30BaHOi
iHdopmartlii mo HuUM. OTpUMaHHS IMIBUJKOI OKYIHOCTI 3a JOIMOMOIOI0 BHUKOPUCTaHHS
ICHYIOUMX arperariB MEpeXeBHX KOHEKTOPIB 1 KOHEKTOpIB Ha KiHIEBUX Toukax 3 SIEM-
pilieHb Jyis  OE3IIOBHOTO  KOJEKIIOHYBaHHS JaHUX 3a JIOMOMOTOI  1CHYIOYOi
1H(}pacTpyKTypH.

TakuM YUHOM B TaHOMY PO3/UI1 HaJIaHO OCHOBHI PEKOMEHAAIIIT III0JJ0 BAUKOPUCTAHHS
ocnoBaux moxayiiB Cyberark privileged account security Tta Bu3HaveHO iX mepeBaru, Io
JO3BOJIUTH  (paxiBUsAM 3 KiOepOe3neku MIABUIIUTA e(EeKTUBHICTh (DYHKIIOHYBAHHS

KOPIOPATUBHOI 1H(QOpMAIIHHOT CUCTEMH.
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BUCHOBKU

B pe3ynbpraTi BHUKOHAHHA MaricTepchbkoi poboTH Oylo OTpPUMaHO HACTYIIHI
pe3yNbTaTu:

[IpoBeneHo aHami3 BUMOT JI0 KOPUCTYBadiB KOPIOPATUBHOI 1HGOPMAIIHHOT CUCTEMH,
B pe3yJbTaTi SKOTO OyJ0 BH3HAYEHO OCHOBHI (PYHKIi Ta MPU3HAYEHHS KOPHOPATHBHOI
1HpOpMaIIiiHOT cUCTEMHU.

Jl1s epekTUBHOTO MIATPUMAHHS BCiX O13HEC MPOIIECiB KOMITaHii 0yJI0 BUZBHAYEHO, 110
HEO0OX1IHO MPOBOJIUTU MOCTIHHUNA KOHTPOJIb aJAMIHICTPATOPIB 3 CyIep MpaBaMU 3 METOIO
3MEHIIICHHS] PU3UKIB HECAHKIIOHOBAHOTO JOCTYIy /O KOPHOpPAaTUBHOI 1H(OpMAaIIHHOT
CUCTEMHU.

Hanani Gynio npoBeAeHO aHali3 METOJIIB Ta 3aCO0IB YNpPaBIIHHS NPHUBLICHOBAaHUMU
kopuctyBauamu. Ha ocHoBi nochimkenHs Gartner Oyio BHU3HAYEHO YHWHHHUKH, IO
BIUTHBAIOTh HA 3pPOCTAaHHS PUHKY IIOJAO BIPOBAKEHHS CHCTEM  YIIPaBJIiHHSA
npuBiacioBanuME KopuctyBauyamu PAM Ta oOpano pitenns CyberArk Privileged Access
Security. Jlane pimreHHst MO>ke OyTH y BUIJISI POrPaMHOT0 a00 XMapHOTO BUKOPHUCTAHHS.

B po6oTi Oysio BU3HAYEHO KUTTEBUU IIUKI CHUCTEMH YNIPABIIHHS MPUBUICHOBAHUX
KopucTyBauiB. [locTiiiHe crocTepekeHHs 32 BUKOPUCTAHHSM MPUBLICHOBAHUX OOJIKOBHX
3aMKCiB 3a JOTMOMOTI'OI0 ay/IUTIB Ta 3BITIB JOMOMOXE BUSBUTH HE3BUYAMHY MOBEIHKY, sIKa
MO>Ke BKa3yBaTH Ha MOPYIIECHHS a00 HEMPaBUJIbHE BUKOPUCTAHHS.

B po6Goti Oyyno BW3HauYeHO apxiTeKTypy Ta ocHOBHI momaym Privileged Access
Security.

Ha ocHoBiI Bu3HaueHOi apXiTekTypu Oyi0 po3po0JIEHO pPEKOMEHAAIll M10/I0
KOMITJIEKCHOT'O BUKOPUCTAHHS MOJTYJIIB 3a0€3MeueHHs O€3MeKH MPUBLICHOBAHOTO JOCTYITY.

PesynbTati poOOTH MOIIIBHO BUKOPUCTATH MJId TOAQIBIIMX JOCIKEHb Ta

daxiBiIM KibepOesnekH, ki Oy1yTh BIPOBAIKYyBaTH JIaHE PILLICHHS Y CBOIX KOMITIAHISX.
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