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PE®EPAT

TexcroBa yacTuHa OakaaaBPChKOI POOOTH: .. CTOPIHOK, .. PUCYHKIB, .. TAOJHIIS, ..
TOKepe.

06’ exm docnioicenHs — IPOLeC MPOTHU/IIi BTOPTHEHb B 1H(POpMAIIiiiHy CUCTEMY.

IIpeomem OocniosicenHs — METOU TIPOTHUIIT BTOPTHEHB B iH(OPMAIlIHY CHUCTEMY.

Mema pobomu — po3poOUTH PEKOMEHIAIIIT 11010 3aCTOCYBaHHS METOIIB MPOTHAIT
BTOPTrHEHb B IHPOPMALIIIHY CUCTEMY.

Memoou OocnidxcenHss — ONpaIlOBaHHS JIITEpaTypy 3a JaHOK TEMOIO, aHalli3

eKCIUTyaTaIliitHOl TOKyMEHTAIlli, MID)KHAPOIHUX CTaH/IapTiB.

B po6oti npuBeneHo OCHOBHI BIIOMOCTI MPO METOJU 3aXUCTy 1H(OpMaIiHOl
CUCTEMHU IIANPHUEMCTBA, 3arpO3u 1H(POPMALIHHOT CUCTEMHU MIIITPUEMCTB.

[IpoananizoBaHo pi3HI BUAM 3arpo3 sl 1HGOpPMaLIHOT CUCTEMU Ta HaBEACHO iX
Kiacudikario.

JlocnipkeHo METOAM Ta 3acOo0U 3aXUCTy 1H(GOPMALIIITHOI CUCTEMH MiANPUEMCTBA
Ta iX MepeBaru Ta HeJAOJIKH.

Jloci;KeHO MOKITMBOCTI MMPOTPAMHOTO KOMITIEKCY Suricata.

Ha ocHOBI gociiikeHb MPOBEIEHUX B POOOTI po3po0IeHO peKOMEHAAIlli 11010
3aCTOCYBaHHS METOIB IPOTH/IIi BTOPTHEHD B 1HPOPMAIIIHY CUCTEMY.

["any3p BUKOpHCTaHHS — KibepOe3neKka KOprnopaTUBHUX 1HPOPMALIIITHUX CUCTEM.

3AT'PO3H, KIBEPBE3IIEKA, 3AXVCT IHO®OPMAIIMHOI CUCTEMMU
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INEPEJIIK YMOBHHUX IIO3HAYEHD

[13 — mporpamue 3a0e3neueHHs

ITI13 — mkianuMBe nporpaMHe 3a0e3nedeHHs
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IPS — Intrusion Prevention System

IC - indopmariiiina cucrema

DoS — Denial of Service

DDoS - Distributed Denial-of-Service



BCTYII

AxmyanvHicms 0ocnioxcenHs. Y 3B’3Ky 31 CTPIMKUM PO3BUTKOM 1H(POpMaLIHUX
TEXHOJIOTIH Ta TiepeHeceHHs Bciel 1HQopmarii sk KoH(QIICHIIHY, TaEMHY B
SJICKTPOHHUIN (OpMaT, a TaKOXK TOIMYJISAPH3allis OHJIAWH TPaH3aKIi, IepeHAPaBICHHS
KOIITIB Ha 1HIIN KapTKU ToOmo. 3axucT iHdopmMmalii Bif i1 BUKpaJCHHS, 3MIHM YU
3HUIIEHHS, CTA€ HAJ3BUYATHO BaYKJIMBUM 3aBJIaHHSM /IS OpTaHi3alliil, miIIprueMCTB TaK
AK 3710/111, XaKEpU CTBOPIOIOTH HOB1 METOJIM BTOPTHEHHS B 1HPOpPMAIIHY CUCTEMY JJIS
BUKpaJaHHs IiHHOI 1HdopMaIlii, 3yNUHKA POOOTH MIAMPUEMCTBA, MPUITHHEHHS
HaJIEKHOTO (DYHKI[IOHYBaHHSI MiANPUEMCTBA.

Tomy B Hac yac, € BeJMKa KIJIbKICTh BHIIQJIKIB CTOPOHHHOTO NMPOHUKHEHHS B
iH(dopMaIliiiHl  CUCTEMU  NIAOPUEMCTB, OpraHi3allidi Y4  HaBITh  KPUTUYHOI
1H(PaACTPYKTYpH, 32 TOrO LIO MIJAMPUEMCTBO, OpraHi3alii Y1 yCTAHOBU HE MPUILISAIOTH
HAJICXKHOI yBarv, mnpobieMu 3axucty iHGopmaiiitHoi cuctemu. BToprHeHHsS B
1H(pOopMaIliiiHl CUCTEeMH TIANPUEMCTB MOXKYTh MAaTH Pi3HI HACIIJIKH, BiJ HE 3HAYHHUX 1
KaracTpopiyHO BeNUKUX. SIK MpUKIaa, TAKUMU HACHiJIKAMU MOXYTh OYTH SIK: BTpaTH
MEPCOHANIBHUX JIaHUX MPaIiBHUK (ipMHU, KIIEHTIB, 3MiHA, 3HUINECHHS 1HPopMaIlii abo
OTpUMaHHs JoCTymy 10 iHdopmalii ocid, ki He MaloTh MPaBO JOCTYyNy 10 Hei,
MPUMTMHEHHS HAJIEKHOTO (PYHKITIOHYBaHHS MiAMPUEMCTBA, 00 30BCIM MPUTTMHEHHS HOTO
poOoTu. Lle Moxxe CIpUYMHUTH pi3HI HenependayyBaHI HACHIAKH, SIK BTPATY LIHHUX
JaHUX, BTPATy FPOLIEH, BTpaTH AOBIPH KIIEHTIB, IHBECTOPIB 10 MIANPUEMCTBA B HACIIIOK
YOro MIAMPUEMCTBO MOXKE CTaTH OAHKPYTOM Ta MPUIMHUTH CBOE€ ICHYBAaHHS YM HABITh
BIJIKJIFOYEHHSI KPUTHUYHOI 1HPPACTPYKTYpU LUJIOT KpaiHU, SAKIIO MU KaXeMO Ipo
XaKepChKy aTaKky Ha KPUTHYHY IHPPACTPYKTYpPY KpaiHu, IO MOXKE CIHPUYUHHUTH 0
KaTacTpo(iYHUX HACTIAKIB SIK JIJIs JIFOJICH, TaK 1 JJ1s1 HABKOJIUIIIHBOTO CEPEIOBHIIIA.

Came TOMy NpUJIITIEHHS JOCTATHBOI yBarv 3aXUCTy 1H(QOpPMaIIiHOI CUCTEMU BiJl
kibepaTak, € HEOOXiTHUM KPOKOM Jijisi 3a0e3MedeHHs CTabuibHOi poOoTH Oi3Hecy,

KOMITaHii, 30€pexeHHs KJIIEHTIB Ta MOCTIHHOTO PO3BUTKY HIANPUEMCTB, KOMIaHIH.



06’ exm docniodicenHs — IPOLEC MPOTUIli BTOPTHEHb B 1H(POPMAIIiiiHYy CUCTEMY.

IIpeomem OocniodicenHs — METOU TIPOTHUIIT BTOPTHEHB B iH(QOPMAIlIHY CHUCTEMY.

Mema pobomu — po3poOUTH PEKOMEH IAIIIT 010 3aCTOCYBAHHS METO/IIB MPOTHU/I1T
BTOPTHEHb B 1HPOpMAIIiiiHY CUCTEMY 3a JOTOMOro0 Suricata.

Memoou Oocniosxcenns — ONpAIlOBaHHS JITEpaTypu 3a JAHOIO TEMOI0, aHai3
eKCILTyaTaIiitHOl TOKyMEHTAIlli, MDKHAPOIHUX CTaH/IaPTIB.

3asoanns baxkanaspcbkoi pobomu:

JOCIIMTH ICHYIOU1 3arpO3H Ta 1 HACIIAKK B iHQOpMaLiiHIN cucTeM;

MIPOAHAJII3YBATH 1CHYIOYl METOJM Ta 3acO0U 3aXUCTy 1H(HOPMAIIIITHOI CHCTEMU;

JOCIIITATH MOKIIMBOCTI ITPOrpamMHOro 3abe3neueHHs Suricata;

Memoou OocnidxcenHss — ONpaIlOBaHHS JIITEpaTypy 3a JaHOK TEMOIO, aHalli3
eKCILTyaTaliiiHOl TOKyMEeHTallli, M)KHapOJIHUX CTaHAAPTIB.

Ilpakmuune 3HauenHs o00epicaHux pesyibmamis: PEKOMEHAIll 1010 3aXUCTY
1H(pOpMaIITHOT CUCTEMU MOXYTh OyTH BHUKOpPHUCTaH1 y cdepi 3a0e3nedeHHs] Oe3MeKu

1H(pOpMaIITHOT CUCTEMH B MIANPUEMCTBAX.
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1 AHAJII3 ITIPOBJIEMHA BTOPTHEHHS B IHOOPMAIIIHY
CUCTEMY

1.1. Anani3 3arpo3 B iHgopManiiiHiii cucTeMi miANpUeMCcTBA

Cnouatky BapTO po3iOpaTHCs, IO caMe O3HayalTh HACTYHHI TEPMIiHU
iHghopmayiiina cucmema, 8MopeHenHs, 3a2po3a, be3nexa.

[adopmarriitHa (aBTOMaTH30BaHA) CHCTEMa — II€ TEXHIYHA CHCTEMa, B SIKIA
peaizyeThCsi TEXHOJIOT1 30MpaHHs, IepeCcHIanHsl, OOpOOJIECHHS Ta MOIIyK iHQopMarrii 3
BUKOPUCTAHHSAM TEXHIYHUX 1 POTPAMHUX 3aCO01B.

Hami ciin po3idpaTu TepMiH 8mopeHents. BTopraeHHs B iHGoOpMalliiiHy cuctemy
— 11€ OTPUMAaHHsI HE3aKOHHOTO JJOCTYIY 10 KOMIT FOTEPHOI CUCTEMH 3 METOK OTPUMAHHS,
3MiHM a00 BuaaieHHs 1Hpopmarlii. Came BTOPrHEHHSI MOKe OYTH 3/11MICHEHHUM IIISIXOM
BUKOPUCTAHHSA Bpa3JIMBOCTE B MpOrpaMHOMY 3a0e3MedyeHHi, BUKOPUCTaHHS
HIMUTYHCHKOTO MPOTPaMHOro 3a0e3nedeHHs: abo miaMiHU napoiiB. BapTo po3ymiTu 1o
BTOPTHEHHA B 1H(GOPMAIIiHY CHCTEMY MOXE MaTH CEpiHlo3H1 HACTIAKHU, TakKi sIK BTpaTa
KOH(D1ICHIIITHUX JaHUX, 3HUIIEHHS TaHUX a00 MOPYIIEHHS IITICHOCTI IaHUX.

HacrtymnHe 1110 BapTo po3risiHyTH 11€ TEPMIH 3aepo3a. 3arpo3a IC — e Oyab-skuit
MOTEHIIMHUN Yd peaIbHUN 1HIUIEHT, IO MOXKE INMPUBECTH JO HAHECCHHS IIKOAM ii
Oe3mnenl Ta MPUBECTU 10 BTPATU KOH(DIIEHUIMHOCTI IIHHOI YM CEKPETHOI 1H(popmallii,
3MIHM YW 3HMILEHHA JaHUX, 3yNUHKU podotu IC, TakMM YMHOM HaHECTH 30MTKIB
1H(dopmarliiiHii (aBTOMaTU30BaHii) CUCTEMI MIANMPUEMCTBA, MiIIPBATH JOBIPY KIIIEHTIB
10 Heoro. Cami 3arpo3d MOXKYTh BUHUKHYTH B HACHIJOK 30BHILIHIX YW BHYTPILIHIX
(bakTopiB, TaKUX K XaKePChKi aTaku, BIpyCH, IPUPOIAHI KatacTpodu, JTIOACHKI (paKTOpH
YH BIZIMOBHU OOJIa HAHHS.

Hactynuauit Tepmin 1nie 6esnexa. Ilin 6esnexoro IC po3ymieTbes 3aXHIICHICTD
CUCTEMH BII BHIIQAKOBUX YW HABMHUCHHUX IHIHUACHTIB 1 TakKOX 3aXUIIEHICTD
KoH(pimeHuiitHoCcTI 1HdOopMalii, mod AocTyn 10 iHGOpMAallii 1 CUCTEMU OTPUMYBAIH

TITBKH aBTOPU30BaHI KOPHUCTYBaUl, JOCTYMHOCTI iH(MOpMAIIl I KOPUCTYBaviB, TOOTO
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o0 aBTOPHU30BaHI KOPHCTYyBadl Majad JOCTyH 10 1H(OpMalii 1 TaKoX IUTICHICTD
iHdopmarrii, mo6 He OyJ0 HECAHKI[IOHOBAaHMX 3MIH YW BUJAJICHHS 1HpOpMAIii
CTOPOHHIMHU 0CO0aMH, SIK1 HE € aBTOPU30BAHUMHM B 1H(POpMAIIIHHINA CHUCTEMI.

Baprto Takox poszibpatucs i3 TepmiHoMm «BpaziauBicth ICy». Ile Tak 6u mMoBHTH,
cna6ki micug IC, SKMMU MOXKYTh CKOPUCTYBATUCS XakepH. L1 cami, Bpa3auBOCTI, MOXKYTh
BUHHUKHYTH 4epe3 JeKiIbKa MpuduH: HenpockoHaie [13(To6To momunku, 3001 B [13), meski
IPOIECH pOOOTH CHCTEMHU HEMOBHOLIHHI, C1a00 KBali(pikoBaHUI MEepCOHAN, SIKUH MOXKeE
HeoOauno 3amyctutu IIII3 B iHdopmaliiiHy cucTeMy MiANPUEMCTBA, IO IS
NIAIPUEMCTBA € AyXe HeOe3neuHuM, 00 Oyap sikuid 301 B poOOTI MIJIPHEMCTBA MOXKE
CWJIBHO BIUTMHYTH Ha JIOX1JI, pEIyTaIlito caMmoro mianpueMcTBa. ToMy Tak BaJIHBO JJis
BCIX MIANMPUEMCTB MPOTUIISATA BTOPTHEHHSM B 1H(POpPMAIIMHY CHCTEMY Ta 3HAXOJUTH
BpPa3JIMBOCTI B iXHIX 1H(OpPMAIIHHUX CUCTEMax 1 3HEHIKO/JKYBaTH iX, ajieé BapTo

nam statu 1mo 100% 3axucty He OyBae.

1.2. Buau Ta HacJIiAKU BTOPrHeHHs B iHOpMaNiliHi cMCTeMH MiANPHEMCTB

Ha 2023 pik Bxxe icHye 6araro pi3Hux BuiB 3arpo3 it [C nignpuemcTsa. | koxxen
13 IIMX 3arpo3 Mae pi3Hi QyHKILIT A1 1 Takok Mae pi3Hi Hachiaku s [C mignpuemMcTsa.
IX po3ainsoTh Ha HACTYIIHI BUIM:

1. ®imuar(Phishing)

OimuHr — 1€ Maxpaiicbka artaka, 3aBIsSKH SKIi 1axpai HaMararoTbCsi OTPUMATH
KoH(DimeHIiiHy 1H(OpMAIliI0 TPAIiBHUKIB MIANPUEMCTBA, TaKy SK JIOTIHHM, MapoJl,
HOMEPH KPEIUTHUX KapTOK Yepe3 BUKOPUCTAHHS MOCHJIAHHS Ha MiApOo0JIeHUIN BeO-CailT,
JIe TIPOCSATh YBECTH JIOT1H, ApOJb UM Oyab-sAKy 1HITY KOH(DiIeHIiiHY 1HhopMarlito abo
BUKOPHUCTAHHS €JEKTPOHHOI TOIITH, KOJM Ha TOIITY TMpaliBHUKA MiANPUEMCTBA
NPUXOAUTH MOBIJOMIICHHS BiJ HIOMTO SKOiCh (hipMHU, MIAMPUEMCTBA YU OaHKy, XOda
HaCIIpaB/Ii 1€ 1 € maxpai, K1 MPOCTO BUAAIOTH ceOe 3a OMIIHHNUX OCIO UM MiAIPHEMCTB,
Je € SIKUICh (paity, sSTKUil TPOCATh 1HCTAIIOBATH YU MOCUJIAHHS, 32 SIKUM HaIlOJIETJIUBO
HaMoJIATatoTh NEpEeruTH|[S].

Hacninku (imumHry MOoXyTh OyTH OOMIOUMMHM JUIS MIANPUEMCTBA, 00 13-3a €]

3arpo3u Moke OyTu TnopylieHa KOHQIIEHUIWHICTh 1H(GOpMallii MNpaliBHUKIB YU
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BiacHukiB kommanii. [llaxpai 3MoxyTh mpojgaTu 1o iHQOpMAIiI0 KOHKYpEHTaM Yu
3aBAHTAXUTH KOHQIIACHIIIHY i1HQOpPMAIIO y BIIKPUTHI HOCTYN 3aBASKA YOMY LIS
iH(opMalris cTaHe BiJIOMOIO JIJIsl 0C10, SIK1 He MarOTh J03B1JI HAa BOJIOAIHHS 1H(PopMaIIi€to,
10 O3Hayae nopyuieHHs koHdiaeHmiiHocTi. [I{o B cBOIO Yepry mpusBeae A0 3HIKEHHS
JIOBIpY KITIEHTIB, 1HBECTOPIB JI0 MIANMPUEMCTBA 1 MPHUHECE 30MTKH ISl TOCTPaXKIaaol
komnaHii. Tak sK 37T0BMHCHUKH MOXYTh posmnoBciopkyBatu I3, saxki MOXyTh
MOMIKOIUTHA a00 BIAKIIOYUTH CHUCTEMH, CEpBEpPH, Mepexi mpuctpoi Tomo. lle moxe
MPU3BECTH JI0 MPUITUHEHHS pOOOTH MIJIPUEMCTBA 1 BTpATH NaHuX[5].

2. Tposincoki npoepamu(Trojan programs)

Komm’totepuuii Bipyc-tpostH — e Buj LT3, sike mackyeThcs miag KOPUCHY
nporpamy 4u (pailst 1 mijg 9yac ckauyBaHHS BIPYC MPUXOBAHO CKAYYETHCS HA KOMIT IOTEP
0e3 103B0Ty KOopucTyBaua. Bipyc 37aTeH BUKOHYBATH [Iii, IK1 MOKYTb OyTH HIKIJITMBUMU
JUIsl KOPUCTYyBaya, oro gaHux abo cucremu. Ha BinMiHy Bij BipycCy, BiH HE 3JaTHUMN
caMoCTiitHO komitoBatu cebe abo 1HdikyBatu Qaitnu. 1100 MpOHUKHYTH HaA MPUCTPI,
TPOSIH BUKOPUCTOBYE 1HIII 3aCO0U, TaKi SIK MPUXOBaHE 3aBaHTAXEHHS, BUKOPUCTAHHS
BpaznuBocTei [C abo 3aBaHTaKEHHS 1HIIIMM IIKIIJIMBUM KOJIOM.

Cranom Ha 2023 pik TPOSIHU € OJJHOIO 3 HAUMOMIUPEHIIINX KATETOPI€r0 MIKITUBUX
mporpam, sika BUKOPUCTOBYETHCS [JISl BIAKPHUTTS OCKIOPiB, KOHTPOJIO 1H(HIKOBAHOTO
MPUCTPOIO, KOHTPOJIO 3a KIABIATypoOlO, BIICOKAMEPOI0, MIKPO(POHOM 3apaK€HOTO
NPUCTPOIO, BUAAICHHS a00 3MiHa I1HQOpMalii, SKa 3HAXOAUTHCS Ha 3apPAKEHOMY
MPUCTPOI, a TaKOXK Mepenada i€l iHdopmallli 37T0BMHUCHUKAM, 1HCTATIOBAHHS IHIINUX
IKIJJIMBUX TIpOrpaM Ta BIPYCIB Ha NOpUCTpid. Takoxk TposH Moxe OJOKyBaTH,
mudpyBaTi TEBHY 1HQOpPMAII0 HAa MPUCTPOi 1 BUMAratu 3a I€ BUHATOPOAY 100
po3mmdpyBaTH JaHi, TAKOX MOXKE BUKOPUCTOBYBATH 3apPKCHHUM MPUCTPIN s
1H(}IKYyBaHHS 1HIIUX MAIIdH|7].

OpHuM 13 mepmmx BiIOMUX TPOsHIB, Oylia TMporpama-BUMarady, BUSIBIICHA B
peansHOMy cepenouill — AIDS Trojan 1989 poky. Ilporpama mudpyBana OuIbLIICTh
iMeH (aiiTiB y KOPEHEBOMY KaTajo31 MallMHU 1 BUMaraja BiJl HOTEPIUIUX BIANPABUTH

KOIIITH Ha PaxXyHOK KiOep310uuHIIIB[7].
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B Hacnmigok moTparuisiHHA BIpYCy-TpOSIHA Ha MAIlIMHY MiJIPUEMCTBA L€ MOXKE
IIPU3BECTH JI0 CEPHO3HUX HACIHIIKIB TakuX K[ 16]:

- Bukpaoenns oOawnux, TPOSHCBKI MpPOrpaMu MOXYTh HAJaTH 3JOBMUCHUKY
BIAJICHUI TOCTYH JI0 3apa)X€HOi MAIIMHU, 10 03BOJIAE IM BHUKPAJaTH YyTIUBI JaHi.
[le MoXyTh OyTH KOpHOpaTHUBHI AaHi, iHGOpMaIlisd KIIE€HTIB SK iX MEepCOHAIbHI JaHI,
napoJii, (hiHaHCOBI JaHi Ta iHIIe. BTpata mux JaHuX MOXE MaTH CEPHUO3HI1 HACITI KA TS
KOH(1EHITIITHOCTI Ta O€3MeKH MiAMPHUEMCTBA.

- Bumox ingopmayii, TpossHCbKa TporpaMa y BHUIAJKy BCTAHOBIIIOBAHHS
HINUTYHCHKUX (DYHKIIIH, SIK1 31aTHI BIACTEXYBAaTH aKTUBHICTh KOPUCTYBaya, MpaliBHUKA
KOMITHAli, 3/aTHI TMEPEXOIUTIOBAaTH BBEJCHI JIaHi, BKJIIOYAIOYU Mapoii, HOMEpHU
OaHKIBCHKUX KapT, MEPENUCKYy TOII0 MOKE MPU3BECTH [0 BUTOKY KOH(IACHIIIHHOI
1H(popMaIlii Ta NOPYIIEHHS MPUBATHOCTI MIAIPUEMCTBA.

- Biooanene xepysanms, 37aTHICTh 3JJOBMUCHHKA OTPUMATH BIIJTAJICHUN JTOCTYII
110 1H(IKOBAHOT MAIIMHU, 11€ JACTh 3MOTYy 3JIOBMUCHUKOBI BUKOHYBATH IIKIJIJIMBI J1i Ha
MUIIUHI, SK BCTAHOBJICHHS TOJATKOBUX IIKIJIMBUX TPOTpaM, BHUKPAJCHHS JTaHUX,
BUKOHAHHS HA 1HII CUCTEMH TOIO. Takuil BiAJICHU KOHTPOJIb HAJl MAIlTUHAMU MOYKE
MaTHu Cepilo3HUI BIUIMB Ha Oe3neKy Ta (yHKIIOHYBAaHHS MIIPUEMCTBA.

- Bmpama xommponio Hao cucmemoro, TPOSHU 3/1aTHI BUIANATH Gdalan Ha
1H(}iKOBaHIA MalIMHI, 3MIHIOBAaTH HAJAIITyBAaHHS CUCTEMH, OJOKYBaHHS JIOCTYIY [0
pecypciB TOIIO.

3. Ueps’sixk (Worm)

Kowmm’rorepuuii Bipyc uepB’sik — e tun LT3, sike Ha BiAMIHO Bif BIpyCY-TpOSH,
MO>K€ CTBOPIOBATH BJIACHI KOMIT 1 PO3MOBCIOKYBATH 1X 4epe3 KOMIT FOTEpHI MEPEXi Ta
[aTepuer Ha iHmI KoM roTepH. [IIBUAKICTh pO3MOBCIOMKEHHSI KO Bipyca MOXe OyTH
BHCOKOIO Ta 0€3 y4acTi KOpUcTyBaya 3apakeHoi MaluHu[ 8].

Bipyc-depB’sik, TakoXx sIK 1 IONepeaHii Bipyc, Mae 6arato BracHux BuaiB. Email
Worms, meit Tum BipyCy-depB’sika TOMIMPIOETHCS Yepe3 EJICKTPOHHY IIOIITY,
HAJICUJIAI0YM CBOI KOO HAa BCl KOHTAKTH y aJpecHii kHu31 )kepTBU. Network Worms,
el THM MOe PO3CUIIATH CBOi Komii uepe3 [HTepHeT abo depe3 BHYTPIIIHIO MEPEKY

nianpueMcTBa. s Toro mo06 37aMaTM MallMHU, €W TN BipyCy BUKOPHUCTOBYE
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Bpa3JIMBOCTI y MepexxeBux npoTtokonax adbo I13. Hactynuuit Buzg File Sharing Worms.
Lle#t BUI pO3MOBCIOKYETHCS yepe3 (ainooOMinHi Mepexi, sik BitTorrent. Cam Bipyc
MoOxe nepedyBatu B paiiinax, Takux K My3uKa, PuIbMU, I'pH 1 3apakae KOMIT FOTEP KOJIA
NpaliBHUK CKauaB JaHUW (ailyl, To pa3oM 13 HUM I1HCTAIIOEThCSA caM Bipyc. Instant
Messaging Worms, 11eii TUII BipyCy pO3MOBCIOJKYETHCS 4Yepe3 MpOorpaMu MUTTEBOTO
oominy moBigomieHHs sk Skype, Facebook. BoHM MOXyTh BHKOPHUCTOBYBATU
miApoOeH! MOCUIIaHHA, KOJIM TPAaliBHUK MEPEXOAWTh MO HUX, TO B IIel Yac Bipyc
3aBaHTaXyeTbcsa Ha komm'torep. USB  Worms, nanuii Buja  BIpycy-4epB’siK
PO3MOBCIOJIKYE CBOI KOIMIii 4Yepe3 BCTAaHOBIEHY B KoMIl'toTep 3apaxeHuii USB
HakomnuuyBay|8].

KoxeHn 13 BUIIB Mae pi3HI Il Ta MOXJIMBOCTI OJHI BUAM YEPB KA MOXKYTh
ctBoproBatu Oeknopu(backdoors), 1m0 1acTh 3TOBMUCHUKY MOXJIUBICTh JAUCTAHIIMHO
KepyBaTHu KOM IOT€pOM a00 MOXYTh BCTAHOBJIIOBATH IIMUryHcbke I3 mist 300py
KOH(D11eHLIHOT 1HpopMalii. [HIIl YepB’ iKW, MOXKYTh BUAAIATU (ailinu, popmaTyBaTh
JIMCKH 1 HaBITh MEPEHAIPaBIATU TpadiK MEpexi Ha 1HII KoMIT toTepu. CaMm BIpyc MOXKe
MOMACTH Ha KOMIT'IOTEp Yepe3 MOMUJIKY MPaI[iBHUKIB MiANPUEMCTBA, KOJU XTOCh 13
MpAaIiBHUKIB IEPEUILIOB MO HE BIIOMOMY MOCUJIAHHIO YK KOJIM MPALIIBHUK BUKOPUCTOBYE
BiacHy 3apaxkeny USB ¢uemiky 1 npueanye ii 70 poO040i MaIlvHU.

Hacnigkamu [ miAOpUEMCTBA MOXKYTh OyTH, BTpaTa KOHQIIEHIIHHOT
1H(popMarllli KoMnaHii, po3MOBCIOKEHHSI IEPCOHAIbHUX JTAHUX IMPAlIBHUKIB KOMIIaHIi
CTOpPOHHIM oco0aM, sSKI HE€ MaloTh mpaBo naoctyny ngo Hei. Lleit Bipyc-duepB’sik €
HeOe3neyHuM, 00 B HACHIIOK MOMUJIKM MpalliBHUKA, SIKUWA Yepe3 CBOIO HEOOI13HAHICTh
1HCTaJIIOBaB Ha MAIlIMHY, BIpyC-4epB’ K, MOXKE HECTH cepio3Hi Hachiaku. bo cam Bipyc
MO’K€ PO3CHJIATH CBOI KOMIii 4epe3 MEpeKy, BAKOPUCTOBYIOUM BPA3IMBOCTI MEPEKEBOIO
MPOTOKOIY, 3aBASKM YOMY MOXYTbh OyTHM aTakoBaHI BCl MAaIlWMHU MIJNPUEMCTBA, SAKI
MIIKITIOYEHI 0 MEPEXKi, 1[0 B CBOIO YEpPry MOXE MPHU3BECTH JI0 YaCTKOBOi a00 MOBHOI
3YMUHKA POOOTH MIANPUEMCTBA, 1 MOXXE HECTU 3a COOOK BEJMKI 30MTKH ISl CaMoi
KommaHii. Takox 3JJOBMUCHHK, MOXE Yepe3 3apakeHy MaIluHy oTpuMmatu goctyi jo IC
MIIIPUEMCTBA JUIsl BUKPAJCHHS I[IHHUX JaHUX, 3j7aMaTH CUCTEMYy a0o 3iHCHUTH

nonatkoBi artaku. Ille kpiM 1pboro iH(QikoOBaHa MalIMHA MOXE OYTH 3aJIy4€HOIO 10
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O0OTHETy, IO BHUMAaraTUM€ 4YacTy B3a€MOII0 31 3JIOBMUCHUKOM a00 BHUKOHAHHS
IIKIJIMBUX TIporieciB. Lle Moxe mpu3BecTH 0 3HAYHOTO 3HIKCHHS TPOIYKTUBHOCTI
KOMIT I0Tepa 1 BIUTMBATU Ha 3arajibHy MPOAYKTUBHICTh CUCTEMU TianpueMmcTnall7].

4. Dos/DDoS-aTaku

Dos/DDoS-aTaka — 11e aTaka Ha KOMIT IOT€PHI CUCTEMH OpraHi3allii, i JmpHeMcTBa
3 METOI0 TMOPYILIEHHS JOCTYMHOCTI aTakOBaHUX BeO pecypciB 4 cepBepiB. To0To,
3MIACHIOETHCS  BENMMYE3Ha KIIBKICTh 3alMTIB  HAa BeO pecypc Ud  cepBep
MIAMTPUEMCTBA(KUIBKICTD 3aITUTIB MOYXKE JI0CATaTH MUIBMOHM ) 11100 aTaKoBaHA CUCTEMa He
3Morja 00poOUTH TaKy KUIBKICTh 3alIUTIB B HACIIIOK YOTO B il poOOTH BUHUKAIOTH 3001
ab0 BOHa B3araji nepecrae MOBHOIIHHO npaitoBatu. Pizuung mixk Dos/DDos nossirae B
tomy 1o DDos-araku, Ha Biaminy Bin DoS-ataku, 311iCHIOETHCS 3 JEKUIBKOX JKEpE, a
HE 3 OJTHOTO.

[Tix vac DDoS-araku HU3Ka 60TIB 200 11iJ1a 60T-Mepexka NepeBaHTAKYE 3aMUTAMU
HTTP i1 tpadikom BeO-caliT um ciyxk0y. ToOTO Kijibka KOMII IOTEPIB HAMAararoThCs
3aXONUTH OJHMH MPHUCTPIN, 0O KOPHUCTYyBayl BTPATUIU JOCTYI 10 HbOro. B Hacmigok
4Oro MOXYTh BUHHUKHYTH 3aTPUMKHU B 00CITyroByBaHH1. Takox BapTO 3a3HAYUTH, 11O T
Yac aTaky XaKepH MOXYTh MPOHUKHYTH B 0a3y JaHUX MiAMPUEMCTBA 1 OTPAUMATH TOCTYIT
1o kKoHGineHmiiHoi iHpopMmarii. Cama ataka MOKE€ TPUBATH KIJbKa TOAMH a00 HABITh
nHIB[9].

Sk B monepeanix Bipycax B DDos-arakax MaroTh pi3Hi BUAU: 00’ €MHI aTaKH, aTaKu
Ha PiBHI MPOTOKOJIY ¥ aTaku Ha MPUKIATHOMY PiBHI[9].

- Kounu 3niiicHioeTscss DDos-ataka, To uyepe3 Biakputuii DNS-cepBep 1inboBHiA
00’ €KT TIepenoBHIOETHCS TpadikoM 13 BiaNoBiAeH Ha 3anuTu DNS.

- Araka Ha piBHI IPOTOKOJIY PU3BOAUTH 10 TIEPEPUBAHHS POOOTH CITYKOU.

- ATaka MpuKIagHOTO PiBHS CIIPSIMOBYE Ha BeO-TIPOrpaMu i 3puBace mepenaBaHHs
TAHUX MK XOCTaMH.

VY pasi ycnimHoi abo yactkoBo ycmimHoi DDoS/DoS-araku Ha 1Hdopmaliiiny
CUCTEMY MIANPUEMCTBA MOXKYTh OyTH HacTynH1 Haciaku[ 18]:

- Heoocmynnicms  cepsicie, TOOTO maHl aTakd, MOXYTb CHPHYUHUTH

NepeBaHTaXKEHHS MEPEXX1 a00 CEPBICIB, IO MPU3BOIUTH 10 HEAOCTYITHOCTI CEPBICIB IS
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KopuctyBauiB. lle Moke BKiIO4aTH sIK BeO-CalTH, €IEKTPOHHI MOIITOBI CEpBEPH,
oHJaiH-aTdopmu Toio. HemocTynHiCTh cepBiCiB MOXKE BIUIMHYTH Ha IPOAYKTUBHICTD
MIJNPUEMCTBA, MPU3BECTH 1O BTPATU KIIIEHTIB 1 BUTPATH HaA BITHOBJIEHHS pPoOOTH
CHUCTEMHU.

- Bmpama o0oxody, Ko naHa ataka MpOMIIIA YCHIIIHO, 1 B HACHIJIOK aTakw,
cUCTeMa MIANPUEMCTBA CTaJla HE JOCTYITHOIO JIJIS KJIIEHTIB, MiAMTPUEMCTBO MOXKE 3a3HATU
3HaYHUX (PIHAHCOBUX BTpAT, Yepe3 BTpaATy MPOJAXiB, IIKOAY pEmyTalli Ta MOXKIUBI
CaHKIIi 3 OOKY IMapTHEPIB YK KJIIEHTIB 200 1HBECTOPIB.

- 3uuodicenns npodykmugHocmi, HaBITh AKIIO CHCTEMA 3AUIINTHCS JAOCTYITHOIO
nig yac DDoS/DoS-arak, Beanka KUIBKICTh HIKIIJIUBOTO Tpadiky MOXKE CIPUYUHUTH
3HIDKEHHSI TIPOJIYKTUBHOCTI CHUCTEMH, II€ MOKE BHSBJISTUCS B TMOBUIbHIN pPOOOTI,
BIIMOBAaX y BUKOHaHHI 3amuTiB a00 MaaiHHIX cucTeMu. lle Bce Moxke Mpu3BeECTH 10
3HIKEHHSI TPOAYKTHUBHOCTI, 3aTPUMKHU Yy POOOTI, HE3aJ0BOJIEHICTh KOPUCTYBaUiB,

MOTIPIICHHS SIKOCT1 00CTyrOBYBaHHS.

1.3. CraTucTuka Ta Cy4yacHMH CTaH Kidep3arpos

3rilHO MHUHYJOPIYHUM CTATHCTHKaM pI3HUX KOMIIaHii Takux sik Microsoft 3a
2020, 2021 poku, MOKHa IMOOAYUTH 110 KUIBKICTh KIOEPIHIIUIEHTIB Takux sk DDoS-aTak
30UTBIITYETHCS 13 KOKHUM pokoM. Y mepiomy miBpiuyi 2021 poky 3a manumu Azure
Networking 0yno 3adikcoBaHo 30unbieHHs: DDoS-atak Ha 25%. B npyriit mosioBuHi
2021 poky Oysno ycyHeno noHaj 359 713 arak Ha rimobanbHy iHPpacTpykTypa Azure —
e Ha 43% Ounbiie Hixk y nepiiid nonosuni 2021 poky[9].

Jami  mpoBeaeHO  CTaTUCTUKY Big  kommaHii  Microsoft, 1m0 micns
MOBHOMACIITAOHOTO BTOPTHEHHS pocii B Ykpainy. JlepkaBa arpecopka 3/1icHIATIAa HU3KY
kibepaTak Ha OUIBUIICTh Tally3ed MPOMUCIOBOCTI YKpaiHu. CTaTHUCTHKY MNPOBEIEHO

HIK4e Ha puc.l.1.



[Russian state actors’
'wartime cyber tactics
'threaten Ukraine
|and beyond

This year saw Russian state actors launching

cyber operations to complement military
action during Russia's invasion of Ukraine,

often using the same tactics and techniques
deployed against targets outside of Ukraine.

It is critical that organizations worldwide
take measures to harden cybersecurity
against digital threats stemming from
Russia-aligned threat actors.

The situation on the ground continues

to fluctuate as the military conflict persists,
and Ukraine and its a should be prepared
to defend themselves if Russian state cyber
operators increase the frequency or intensity
of intrusions in line with military objectives.
During the first four months of the war,
Microsoft observed threat actors assodiated
with the Russian military launch multiple waves
of destructive cyberattacks against nearly 50
distinct Ukrainian agencies and enterprises
and espionage-focused intrusions against
many others. Excluding operations against
online services customers, 64 percent of
Russian threat activity against known targets
was directed at Ukraine-based organizations
between late February and June.

In each operation, Russian threat actors
employed many of the tactics, techniques,

and procedures (TTPs) we cbserved being used
before invasion against targets both within and
outside of Ukraine. These actors intended to
destroy data and put Ukrainian government
agencies off balance in the initial period of the
conflict. They have since sought to derail the
transport of military and humanitarian assistance
to Ukraine, disrupt public access to services and
media, and steal information of longer-term
intelligence or economic value to Russia.

Targeting transportation threatens an area of
critical importance to Ukrainian citizens trying
to survive the conflict. According to a UNICEF-
sponsored survey in May, respondents in
conflict-affected urban areas were most worried
about transport and fuel, supply disruptions,
security, and limited access to food, medical
services, and financial services ** In June, the
UM Crisis Coordinator for Ukraine said at least
15.7 million people in Ukraine were in urgent
need of humanitarian assistance, and the
number would grow as the war continues.*

Outside of Ukraine, Microsoft detected
Russian network intrusion efforts against

128 organizations in 42 countries between
late February and June. The United States was
Russia's number one target. Poland, through
which much of the international military and
humanitarian assistance to Ukraine transits,
was also a significant target during this period.
Threat actors affiliated with the Russian state
pursued organizations in Baltic countries and

and Sweden in April and May as well.

computer networks in Denmark, Norway, Finland,
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Most targeted industry sectors in Ukraine since the invasion

Information technology
10%
Energy
K
-

M

Transportation —

7%

‘Consumer retail

3%

21%

o

3%

27%

$

Communications
7%
Financial

5%

Federal, state, and local government organizations in Ukraine have remained priority targets for Russian state and
state-affiliated threat groups throughout the conflict. The focus on transportation, energy, finandal, and media
sector organizations highlight the risk that these cyber operations pose to services on which Ukrainian citizens rely.

Puc.1.1. Craructuka xibepaTak Ha IPOMHUCIIOBI Tally31 YKpaiHu

3rigHo cratucTukyu Bijg Microsoft, MokHa mo6aunuTH, M0 HAHOUIBII MPIOPUTETHI

LTI JU1st pocii OyJiH Taki CEKTOpa sIK: TPAHCIIOPTHUM, eHepreTHYHUM, piHancoBuit Ta 3MI.

Takox mifg

[Russian state actors’
'wartime cyber tactics
‘threaten Ukraine
‘and beyond

Continued

We have seen an increase in similar
activity targeting the foreign ministries of
NATO countries.

Russian state threat groups remained interested
in compromising critical infrastructure both
within and outside of Ukraine this past year.
IRIDIUM deployed the Industroyer2 malware in a
failed effort to leave millions of people in Ukraine
without power. Qutside of Ukraine, BROMINE
conducted intrusions against organizations
involved in manufacturing, and industrial control
systems in early 2022,

Russian state and state-affiliated actors directed
cyber operations against Ukraine, its allies, and
other targets of intelligence value this year using
many of the following TTPs:

Spear phishing with malicious attachments
or links

Russian state and Russia-affiliated groups like
ACTINIUM, NOBELIUM, STRONTIUM, DEV-
0257, SEABORGIUM, and IRIDIUM all used
phishing campaigns to gain initial access to
desired accounts and networks in organizations
within and outside Ukraine. Many campaigns

KibepaTtakd Miaganucs

utilized compromised or spoofed accounts

at targeted organizations or within the same
industry and compelling themes to lure victims.
NOBELIUM used compromised diplomatic
accounts to send phishing mail disguised as
diplomatic communications to foreign ministry
employees across the globe. STRONTIUM created
spoof accounts based on publicly available
names of account holders at think tanks in the
United States and sent phishing messages to
gain access to accounts at those think tanks.
SEABORGIUM phished using lures related to
reporting on the Ukraine conflict to gain initial
access to accounts at international affairs think
tanks in the Nordic countries.

Exploitation of IT services supply chain to
impact downstream customers

In late 2021, Russian state actors compromised
IT services providers and used the access

to facilitate website defacements and the
deployment of Whispergate destructive malware
by DEV-0586 in January.*? DEV-0586 also
compromised the network of an IT firm that built
resource management systems for Ukraine's
Ministry of Defense and other organizations in
the communications and transportation sectors,
indicating the group was exploring third-party
attack options in those sectors as well
‘Worldwide, but especially in the United States
and Western Europe, NOBELIUM targeted IT
services providers to gain access to government
and other sensitive networks throughout
2021-2022 (see the discussion of supply chain
vulnerabilities earlier in this chapter).
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opraHizamii B 42 KpaiH CBITY.

Russia: Top targeted countries and industry sectors

Information
technology 29%

United States 55% l

Nongovernmental
organizations 18%

Russia
Government agencies
and services 12%

United Kingdom 8% '|

| Canada 3% Il
Germany 3% Bl

Switzerland 2% ’I
Ukraine 2% ’I

Education 12%

| Financial services 5%

Other 24%

Other 27% '

Despite an intensified focus on Ukraine-based organizations since early 2022, enterprises based in North America
and Western Europe were still the online service customers Russian actors targeted most. NOBELIUM's campaign
against the IT sector made it the most targeted sector this past year.

Puc.1.2. CrarucTtuka 31iCHeHHS poci€ro KibepaTak Ha pi3Hi Jep)KaBu CBITY Ta iX

CeKTOpa
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China expanding e ——— China: Top targeted countries and industry sectors
5 and state-affiliated groups
global targeting for
BL - Nongovernmental

competitive advantage organizations 26%
In today's complex geopolitical climate, United States 54% '
Chinese state and state-affiliated threat
actors conducting cyber operations often Digital print and

aim to further the country’s strategic military, broadcast media 17%

economic, and foreign relations goals as part

of China's objective to attain competitive China Infarmation
advantage. In the last year, Microsoft United Kin i technalogy 10%
! ! . . P . gdom 7%
has observed widespread Chinese threat ;l}‘ma also Togth?”lehd exp;ndmg_ its Iecontomch g I Education 9%
activity targeting countries around the world, | 'MUence giobally through previously establishe Canada 5% |
y targeting Belt and Road Initiatives (BRI), attempting to 4’
revive a comprehensive investment framework Taiwan 5% 'l Government agencies
Since mid-2021, China has been maneuvering with the EU,** and negotiating a new regional Tealy 3% I and services 9%
to ensure economic and financial stability amid trade agreement with 15 countries in Asia -:r
the worst COVID-19 surge in two years.* Ch'I”? Pacific known as the Regional Comprehensive
continued to juggle their position on QEOPF'“U(al Economic Partnership.® Microsoft assesses China Other 27%
events, such as the struggle to balance their | will continue to utilize cyber collection as a tool GUets
limitless” partnership with Russia,“ and maintain | tp help advance its strategic political, military,
their position on the world stage** In addition, and economic goals due to observed cyber
;h'n? s stance alga\ns_uhe United S[ates_and operations and the breadth of entities targeted. Think tanks/NGOs, media, IT, government, and education sectors were among the most targeted sectors
its allies over Taiwan'® and the South China

for China-based threat groups, probably for persistent intelligence collection and reconnaissance.

sea continued to strain foreign relations

with many countries.” Cyber targeting likely to advance economic

and military interests. The span of targets included, but were not Tobago.” For example, Trinidad and Tobago was
limited to, countries in Africa, the Caribbean, the first Caribbean country to endorse China's
Chinese state and state-affiliated threat | Microsoft observed widespread targeting of the Middle East, Oceania, and South Asia, witha | BRI strategy in 2018, and China considers it an
groups increased targeting of smaller :;:f:‘;gas[;g:‘: :;ﬁl?:t:éhti::‘:tﬂgra;shmese Eaﬂi(u\;r[fﬁ(;s 0? Ir;c;se;ounlries in Southeast Lmsnrtar’l‘par[tne: in t:e regiorn, NIEKEL:]as
. . < -affilia € - sia, and the Pacific Islands. ad persistent network operations targeting
nations around the glObfi‘ with a fF’C}JS suggesting China is likely using cyberespionage In line with China's BRI strateay, China-based Trinidad and Tobago since 2021. For instance, in
on Southeast Asia to gain competitive as a component of its global economic and ! 9y, Lh March 2022, NICKEL conducted reconnaissance

threat groups targeted entities in Afghanistan,

advantage on all fronts. military influence. Kazakhstan, Mauritius, Mamibia, and Trinidad and

activities targeting a government agency, likely
for intelligence collection purposes.

Puc.1.3. Crarucruka 3aivicnenns KHP kibepartak Ha pi3Hi iep>kaBu CBITY Ta iX

CeKTOpa

Iran growing Iranian critical infrastructure targeting by country Actionable insights
increasingly
aggressive followi ng United States 25%
pOWer transition cal infrastructure 61%

Continued

affic to ensure the sender address
In Israel, DEV-0198 targeted Israeli railways, imate.
logistics companies, software providers of
logistics companies, and fuel companies with a
focus on gas stations. In early 2022, the group
conducted a disruptive attack on the network
of a major Israeli logistics company, which
forced the company to shut down its computers
and some of its operations to contain the
attack. In another case, we observed the group
attempt to access the network of a major Israeli
transportation provider via stolen or reused
credentials. Meanwhile, another Iranian actor, Critical infrastructure 39"
DEV-0343—whose targeting of defense, maritime
transportation, and satellite imagery companies
suggests links to the IRGC—compromised
accounts at Israeli transportation and port-
related entities throughout early 2021

Israel 22% _
Patch early and often.**

v and audit each one of your partner
ith

United Arab
Emirates 15%

United Kingdom 7%

India 5%

Saudi Arabia 4%

: ) ) Other 22%

Iranian threat groups are likely to remain a threat

to US and Israeli transportation and energy

companies, particularly as diplomatic efforts

1o revive the Iranian nuclear deal wane and Iranian targeting of critical infrastructure occurred most prominently against Israeli, Emirati, and US organizations.

‘Washington, Tel Aviv, and Tehran seek alternative

coercive means to lever concessions. Iranian actors are likely to remain a threat to Iranian groups have expanded ransomware
US and Israeli transportation and energy attacks beyond regional adversaries and are
companies in the coming year. targeting high profile US and Israeli critical

infrastructure targets.

Puc.1.4. Cratuctuka 3niicHeHHs [panom kibepaTak Ha pi3HI JepKaBu CBITY Ta iX

KPUTHYHI 1 HEKPUTHYH1 1HQPACTPYKTYpH



North Korean cyber

to achieve regime’s
three main goals

Continued

A group related to PLUTONIUM develops
and deploys ransomware

A group of actors criginating from North

Korea that Microsoft tracks as DEV-0530 began
developing and using ransomware in attacks

in June 2021. This group, which called itself
HOlyGhOst, utilized a ransomware payload with
the same name for its campaigns and successfully
compromised small businesses in multiple
countries as early as September 2021.

Microsoft assessed that DEV-0530 had
connections with another North Korean-based
group tracked as PLUTONIUM (also known

as DarkSeoul or Andariel). While the use of
HOlyGhOst ransomware in campaigns is unique
to DEV-0530, MSTIC observed communications
between the two groups, as well as DEV-0530
using tools created exclusively by PLUTONIUM.

It is not certain that DEV-0530 activity was
government-sponsored. Although ransomware
attacks could have been ordered by the
government for the same reason it sponsors
theft from cryptocurrency companies, it is

also possible the actors behind DEV-0530

were acting independently to earn money for
themselves. If it were North Korean hackers
operating independently, that would explain why
the activity was not widespread compared to
government-sponsored theft operations against
cryptocurrency companies.

Targeting North Korean news outlets,
defectors, religious groups, and
aid organizations

In the last year, Supreme Leader Kim Jong Un
was publicly more focused on internal security
and loyalty than missiles and nuclear weapons.
Reflecting this preoccupation with domestic
issues, at least two North Korean state groups
focused on aspects the regime would view as
domestic threats

The first was a group Microsoft tracks as DEV-
0215, which targets media organizations that
dosely follow North Korean news. One likely
reason for this targeting is these media outlets
obtain their news from North Korean defectors,
Chinese citizens who work closely with North
Korea, and even some North Korean citizens
based inside the country, using a variety of

methods to communicate with the outside world.

The North Korean government views these
groups as an existential threat to its survival,
particularly citizens inside North Korea who
would be viewed as traitors and spies. DEV-0215
likely sought to identify these outlets’ sources so
they could neutralize potential information leaks.
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North Korea: Top targeted countries and industry sectors

Nongovernmental
organizations 25%

United States 38% '

Education 23%

Korea 8’%l|
Japan 7% l|

United Kingdom 7% '|
Russia 4% |||

North Korea

Financial services 11%

Government agencies
and Services 9%

Digital print and
broadcast media 8%

Other 36% '

Other 24%

Morth Korea views the United States, South Korea, and Japan as its primary enemies. While Russia is a long-time
ally, North Korean threat actors target Russian think tanks, academics, and diplomatic officials to obtain intelligence
an Russian views of global affairs

Puc.1.5. Craructuka 3aivicuenns [liBHiuHOt0 Kopeero kibeparak Ha pi3Hi Jep>KaBU

CBITY Ta iX ceKTopa

Hactynne BapTo po3riisiHyTH cTaTUCTUKY 3 2021 mo 2022 poku 1oA0 301IbIIEHHS

aTak Ha MOPTHU BIIJIAJIEHOTO KEPYBAHHS, sIK BUJIHO uepe3 Mepexy natuukis MSTIC.
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Increasing attacks on remote management ports over time, as seen through the MSTIC sensor network.

Puc.1.6. Cratuctuka atak Ha IPUCTPOI BIIJATICHOTO KEpYBaHHS

3rigHo

13 gociimkeHHsM riobanbHOoro ¢imuHry APWG, y 2016 pomi

criocrepiraiocst moHaa 250 TuUCSY YHIKaIbHUX (IIIMHTOBUX aTak. B ocTaHHI poku
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KiOep3J70YMHIII HaMarajaucsl 30CepenuTucss Ha OaHKIBCKUX Ta (DIHAHCOBUX MOCIYTax,
COIIATBHUX MEPEkK, KOPUCTyBadaxX €JICKTPOHHOTO OAHKIHTY, a TAKOXK OOJIKOBUX JAaHUX
€JIEKTPOHHO1 MOITH[6].

3TiIHO OIIIHII BiJ aMEPUKAHCHKOI JOCIITHAIIBKOT KOMIIaHIs, SIKa CIeIialli3y€eThCs
Ha puHKax 1Hdopmaliiinux TtexHosorii — Gartner. [Jo 2025 poky KUIBKICTh aTak
nporpam-BumaradiB 3pocte 10 700%, no 2025 poky monaiimenmie 75% opraHizariiit
OyayTh ImiaaHi arakam Oinbie oxHoro pasy[11].

[Tocunarourice Ha miporHo3u Microsoft, B 2023 pomi KiOEp3I0UYUHHICTH
MPOJIOBXKUTH 3pOCTATH, OCKIIIBKHU 3’ ABJIATHCS HOBI 3arpo3u Ta MeTou atak. DDoS-ataku
3QJIMIIATHCA OCHOBHUM 1HCTPYMEHTOM I KiOepaTak xakepamu. Takoxk cama KOMIaHis
POTHO3YeE Mpo 1nosiBy HOBUX 00THETIB [0T DDoS B sikux aTaku OynyTh NOIIUPEHUMU Ta
COPUYMHATUMYTh 3HauHi 300i. Takox Hae 3poctanHs DDoS-aTak uepe3 3axXOIUICHHS
OOJIIKOBUX 3aMKCIB, KOJIM XaKepPH OTPUMYIOTh HECAHKI[IOHOBAHHUM JOCTYI JI0 PECYPCiB

MarmuHu 11 3anmycky DDoS-arak[12].

Number of Daily DDoS Attacks in 2022

Number of Attacks Daily

Months

Puc.1.7. Cratuctuka KiJIbKOCTI aTak 3a OJuH JeHb B 2022 poIii Ha I100aabHy

iH(ppacTpykTypy Microsoft
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2 JOCJIIKEHHSI METOIB TA 3ACOBIB TPOTU/III BTOPTHEHD B
TH®OPMALIMHY CUCTEMY

2.1. JlocaigzkeHHs1 MeTOiB 3aXUCTy iHpopMAaLiiiHOI cHCTeMH (TAKOK ONMCATH
MiIX0AM MOKHA)

3rifHO CTaTHCTUKHM KibepaTak Ha BedMKi oprasizamii sk Microsoft, crano
3pO3yMiJIo, IO KIIBKICTH KiOepaTak Oyne TuUIbku Oyje 30UIbIIyBaTHCs, 1 OYyIyTh
3’ABJIATHCS HOBI 1 HOB1 BUJIM Ki0ep3arpo3, 1 HOBI METOM aTtak. Tomy, JJisd 3arno0iraHHs
BTOPTHEHHSAM B 1H(OpMAaIliiiHy cUCTeMy MIIIPUEMCTBA, € HU3KAa METOJMIB, METa SIKUX
MPOTUJIIATU Kibep3arpo3am:

1. Bpanomayep(firewall) — ue cucrema Ha OCHOBI POTPAMHOT0 UM allapaTHOTO
3a0e3MeUeHHs], sSKa €, TaKk OW MOBHUTH, IIOCEPEIHUKOM MDK O€3NeYHUMH 1
HEIMepeBIpeHUMHU Mepexamu. 1'oloBHA Horo QyHkuis — (UIbTpamis WIKIJIJIUBOTO Ta
MOTEHI1ITHO HEOE3MEeYHOT0 KOHTEHTY Ta 3’ €JIHaHb, TOOTO CUCTEMA, siKa (LIbTPYeE Tpadik,
KWW BXOJUTH YU BUXOJUTH 3 MEpeXi manpueMcTa. BoHna Bu3Havae, siki 3’€qHaH1 abo
MaKeTH J03BOJIEH1 a00 3a00pOHEH] Ha OCHOBI HAIMMCAHUX, BCTAHOBJICHUX MpaBui[13].

Bbpannmayep mepekeBoro piBHS BUKOHYE (DYHKIIIO 3aXHCTY I BHYTPIIIHIX
CUCTEM, SIKI CKJIaJIal0ThCs 3 JICKITBKOX MPHUCTPOIB. 3aBASKUA TOMY, IO BIH IMpAIlO€ HA
anapatHoMy 3a0esneueHi, AaHuil firewall Biamosimae moTpebaM MIAIPUEMCTB OYIb-
skoro po3Mmipy[13].

IcHye kUIbKa TUIIB OpaHaIMayepiB, KOKEH 3 SIKUX MA€ BIACHUM BUJ (PUIbTPYBaHHS
Tpadiky. IcHye Bchoro 4 mokojiiHHA OpanmMayepiB. bpannmayep neputoeo nokoninus
mpartoe K makeTHud ¢GiunbTp. BiH mopiBHIOE OCHOBHY iH(OpMAaIlito, K OpUTIHAIHHE
JDKepeno, MPU3HAYEHHS TaKeTa, MPOTOKOJ 3 BH3HAYHHUM IMEPeNlikoM MpaBwil. /[pyee
NOKOJNiHHA OpaHIMayepa MOXE BIJCTIIKOBYBAaTH JaHI MPO TMOYATOK 3'€HAHHS Ta
3'€THaHHSA, K1 € Ha JaHUK MOMEHT. Tpere MoKoIiHHSA po3podieHe st (UIbTPYBAHHS

iH(popmarlii 3a gonomoror ycix piBHiB mozaent OSI, sk na puc.2.1.1. lanuii Bujg
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OpanaMayepa MOXe pO3Mi3HaBaTH MpOTrpaMu Ta AEsKl momupeHi nmportokomnu, sik FTP,
HTTP.

3aBaskuii 1M 1iH(pOpMallii BIH MOXKE BUSBIIATH aTakd, sIKI HaMararoTbCs OOIATH
fioro depe3 J03BOJICHMH TOPT ab0 HECAHKIIOHOBAaHE BHUKOPUCTAHHS MPOTOKOIY.
HacTtynHe nokoJiHHA MO€AHY€E B cOO1 BC1 paHille BUKOPUCTAHHI METO/IU 3 MOTIUOJICHUM
OrJsiioM BiA(1ILPOBAHOTO KOHTEHTY Ta MOPIBHAHHA 3 043010 JaHUX i BHUSIBJICHHS
noTeHuiiHo Hebe3neuHnoro Tpadiky. CydacHi OpaHamMayepu MalOTh BOYJOBaHI CUCTEMHU
oesneku, ik VPN(BipryansHa npuBaTHa Mepexa), [IPS/IDS(cucremu 3anoOiranusi Ta
BUSIBIICHHS BTOPTHEHb), YIOpPABIIHHA JOJaTKaMu, iJeHTuQIKami€ero Ta BeO-

dbinpTpamisa[13].

Mogene OS5I

DaHi PiEEHE

MNTF - SIP - 551 - ONS - FTFP - Gopher - HTTP - NFS -
NTF - SMPP - SMTF - SMMP - Telnat - DHCF -
METCONF - Binswe. .

MIME - XDR.

MNamed pipe - NatBIOS - SAP - PPTP - RTP - SOCKS -

SFPDY
n-o-p 4, TpaHCnopTHUA [exoBaT]
Gezneyne ma Hadidne 3'cOHANHA /IMOYEE -
Enoxu moyKay

TCP - UDP - SCTP - DCCP - 5FX

n-o-F 3. Mepe#eEHN [exoBaTh]
Naket SUIHAYSHHA MAPLPYITY Ma nozivHux adpec

IP (IPv4 - IPvE) - ICMP - IGMF - IPX - AppleTalk - X 25

n-o-r 2. KaHaneHWA [exoeaTu]
MAC ma LLC (ghizuvra adpecauia)
ATM - ARP - |55 - SDLC - HOLC - CELIP - SLIF -
Kanpw _—
GFF - FLIF - IEEE 802.2 - LLC - MACHT - L2TF - IEEE
802.3 - Frame relay - ITU-T Ghn DLLE - PP -
.25 LAFS

RE5-232 - RE-440 - List of ITU-T V-seres
recommendations/®" - POH - SOMET/SDHE" - PON -
OTN - DSL - IEEE 802.3 - IEEE 802 11 - IEEE
202,157 - |EEE 202.16 - IEEE 1304 - USE - Bluetocth

Puc.2.1 — Mozens OSI[14]
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[lepeBaru BukopucTaHHS OpaHIMayepa ISl MiAIPUEMCTB, HACTYMHI KOHTPOJIb
BXOJIy 1 BUXOy JAaHUX 3 MEPEXKI MIAMPUEMCTBA TI€ TOTIOMarae 3MEHIIUTA HMOBIPHICTh
BUKPAJICHHS JaHUX 3JI0BMUCHUKAMH. 3MEHIICHHS PU3UKIB MPUCTPOIB MiANPUEMCTBA
CTaTU  YaCTUHOIO  OOTHETYy(BeMMKOi TpyNmH  MPUCTPOIB, M0  YIPABISIETHCA
kioep3iaounHisaMu). Firewall moTpiOHuMiA 111 KOMIIaHiM 3 MepekaMu, K1 CKIagaloThCs 3
JEKITbKOX poO0UHX CTaHIIIH, 3’ €HAHUX 3 Mepexkero [HTepHeT. BiH cTBOPIOE €1MHY TOUKY
BXOJy, JI¢ 30BHIIIHI 3arpo3M 1MIEHTU(]IKYIOTCS Ta 3HEMIKOKYIOThCs. Takox firewall
B1JIOKPEMITIOE€ BHYTPIIIIHI CUCTEMH KOMITaHii BiJ myOJiyHoro IHTEpHETY, 1 TAKMM YHHOM
CTBOPIOE 3aXMINCHE CEPEIOBUIIE 3 BUIBHUMU Ta OE3MEYHUM MEPEMIILICHHSIM JaHUX.

2. Ulugpysanua oanux(Data Encryption). BUKOpPUCTaHHS JaHOTO METOIY
JIOTIOMAarae 3aXUCTUTU KOHQIIEHIIHHY 1HQopMalliio B pasi ii BTpaTH ab0 KpagiXKH.
[udpyBanHs nanux 3abe3neuye iX KOH(IASHIINHICTD M1 Yac nepegadi Ta 30epiraHssi.

3. loenmudgpixayis Ta aymenmughixayia KOpucTyBauiB. JlaHl METOIU € OJHHUM 3
OCHOBHHUX METOIB 3aXUCTy. BOHU MO3BONAIOTH EPEKOHATHUCS, IO KOPUCTYBay, SIKUU
HAMara€eTbCsi OTPUMATHU JIOCTYNl JIO0 CHUCTEMH, € THM, 3a KOro BIH ce0e BHJAE.
loenmugpixayis KopucTyBauya miepenOadae TPUCBOEHHS 1leHTU(]IKATOpa, SKUMA
3a0e31neuye MOKIIMBICTD BIIPI3HATH OJJHOTO KOpHUCTyBaya BiJl iHIIoro. Lle Moxe OyTH sk
IM’T KOpHCTyBaua, HOMEp TMpalliBHUKA, HOMEp KIi€HTa TOmoO. Aymenmugixkayis
KOPHUCTYBayda B CBOIO YEpry rnepeadavae mepeBipKy TOTO YM JIIACHO IIel KOPHUCTYBau €
TUM, 32 KOro BiH ceOe Bujae. Halwacrtimie, 1 1[bOr0O BUKOPUCTOBYETHCS JIOTIH Ta
napoiib. KopucTyBau BBOJUTH CBiil JIOTIH Ta MapoJib, MOTIM CHUCTEMA MepeBips€ BBEICHI
JaH1. SIKII0 JIOTIH Ta mapojib KOPEKTHI, cucTema 103BoJisie Aoctyn a0 IC mianpuemcTsa.

IIpoTe BapTo 3a3HAYNTH, IO I1i METOJU HE € TTOBHICTIO OE3MEYHUM, € 3arpO3H, SIKi
MOKYTh OOIUTH AaHy cuctemy Oesneku. 3azHadaerbes mo 100% 3axucty He OyBae, ane
BUKOPHCTOBYIOYHM JIeKiIbka METOMAIB, MOJXXHa 3MEHIINTH pPHU3UK BTOPTHEHHS B
iH(popMmariiiny cuctemy. ToMy ais 3abe3nedeHHs: OLIbIIOT Oe3neKy, B T0AaTOK BapToO
BUKOPHUCTOBYBATU 080 axmopHy aymenmugikayito abo biomempuuny ioeHmugixayiro.
Sk npuknan, ue Moxe OyTH 3reHepOoBaHU M MPUCTPOEM KO/, IKUH MOKHA OTPUMATH Yepe3

1HCTaJTIOBaHHS MEBHOTO JOJATKy YM OTPUMATH KOJ uepe3 enekTpoHHy mommTy. [1{omo
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1HIIOTO MeToAy imeHTudiKali sk 6iomeTpuuHuil. L{eit MeTou BUKOPUCTOBYE BITOUTOK
Hayblis, PO3Mi3HaBaHHS OKa, 0OJUYYs TOLIO.

IlepeBarn BUKOpUCTAHHS METOJIB 3aXHCTy, TakKuX sK 1JeHTU(IKAIS,
ayTreHTHiKalis, ABo(akTOopHa ayTeHTU]IKalis Ta OloMeTpuuHa imeHTU(IKAIis, s
MIMPUEMCTBA, HACTYITHI:

- Buwuii pigens Oe3nexu, BAKOPUCTAHHS OIOMETPUYHUX METOMIB 1eHTH(IKAIT
SIK CKaHyBaHHS BITOUTKY MaJbIls, PO3Mi3HABAaHHS 00IUYYsl 00 CKaHYBaHHSI CITKIBKH OKa,
3abe3reuye BUCOKMI PiBeHb O€3IeKH, TakK sIK 010MEeTPUYHI JIaHI BaXKO IMIIPOOUTH abo
CKOTIIOBATH, 10 CYTTEBO 3HWKY€E PU3UK HECAHKI[IOHOBAHOTO JIOCTYITY IO CUCTEMHU.

- 3abesneuennss Oesneku, 3aBISIKA METOAAM 3axUCTy 1leHTHdIKAIl Ta
ayTeHTU(]iKaiii M03BOJSIOTH MIANPUEMCTBAM TIEPEBIPUTH, IO KOPHUCTyBad abo
PUCTPi, AKUIT HAMAraeThCsl OTPUMATH JIOCTYITY 0 CHCTEMH, JIIWCHO € TUM 3a KOTo cebe
BUJIA€ 1 Mae MpaBo A0CTymy. Lle macTh 3MOry YHUKHYTH HECAaHKI[IOHOBAHOTO JIOCTYITY,
3J1aMy aKayHTIB a00 BUKpaAeHHs 1H(OopMarlii.

- 3uuoicenns  pusuxky — Kommnpomemayii,  TOOTO  MeToA  ABO(AKTOPHOI
ayTeHTudiKaiii 1o7ae 10AaTKOBUH I1ap O€3MEeKH, BUMAaralouu BiJl KOPUCTYBaviB HAJAaTH
JIBa HE3aJeKHUX (AKTOPU JUIsl MIATBEPKEHHSI CBOET 1IEHTUYHOCTI, K Mapojib Ta
OJIHOPA30BUN KO/, IO 3MEHIIYE PHU3UKH KOMIPOMETallli aKayHTIB, OCKIIbKH
3JIOBMHUCHUKY MTOTPIOHO MaTu AOCTYH 10 000X (paKkTOpiB.

4. HactynHuil MeTOJ 3aXUCTy — BHKOpPUCTaHHs aHTuBipycHoro I13, mpukian
tTakux antuBipycHux [13, MmoxxyTs OyTn HacTynHi nporpamu: ESET, McAffe, Avast.

- Busenenns ma o6nokyeamns I3, nie nomomarae BUSBJISITU Ta OJIOKYBaTH
BIpYCH, YepPB KU, TPOSsIHU, MHUTYHCHKI [13 Ta ixmm Buau I3, ski MOXKyYTh CIPUYUHUTH
nowmkomkeHHs IC, Takox antusipycHe [13 mosxe OJ0KyBaTH pO3MOBCIOXKEHHS BipyCiB
Ta 3arodirae ix BIUIMBY Ha cUCTEMY. SIK

- Onognenns 6aszu oanux 6ipycie, To0T0 aHtuBipycHe I3 perymsipHO OHOBIIOE
CBOI0 0a3y JJaHUX BIpYCiB, 10 A03BOJIsI€ BUSBISITH HOB1 LT3, siki MOCTINHO 3’ SIBASIOTHCH.
Le nae 3Mory 3axumiaty iHPOpMaliiiHy CUCTEMY MIANPUEMCTBA Bil HOBUX 3arpo3.

- Busenennsa  noeedinkosux  aHomaniu, JI€AKl ~ aHTUBIPYCHI  MpOTrpamMu

BHUKOPUCTOBYIOTb I[aHI/Iﬁ METOM, II€ O3Ha4dae€, 110, BUSIBJICHHA aHOMaHiﬁ, MOKC BKa3yBaTH
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Ha HasBHICTH mikiamuBoro I13. Ile gae 3Mory BUSIBUTH HOBI aTaku Ta HEBIAOMI BIpyCH,
K1 MOKYTh YHUKHYTH BUSBIICHHS 32 JIOMIOMOTOI0 TPAIUIIIMHIX CUTHATYPHUX METO/IIB.

- 3axucm enekmpoHHOI nowmu ma 8ed-nepeanadayis, NEsKl aHTUBIPYCH MalOTh
naHy (QyHKIIO, 1€ O3Hayae, MO0 MporpaMa 3axWINae BiJ MIKIJTMBUX BKIAJACHH B
CJICKTPOHHIA ToImTI Ta BeO-cTopiHkax. [Iporpama mepeBipsie BXiJIHY MOIITY Ta BeO-
CTOPIHKM Ha HAsBHICTH BIPYCIB Ta 1HIIMX 3arpo3, 10 JONOMAara€ yHUKHYTH 3apa’keHHs
CHCTEMH Yepe3 1l KaHaJH.

5. Cucmema eusenenns emoperets(Intrusion Detection System) — 11e cucTeMa sika
BUKOPHCTOBYETHCS JUIsI BUSBJICHHS IOTSHIIIHHUX BTOPTHEHb a00 HECAHKI[IOHOBAHOI
aKTHUBHOCTI B Mepeki abo Ha koM rorepax[19].

OcnoBHa meta IDS — BUsIBJICHHSI aHOMaJIbHOI MMOBEIHKH, 3arpo3 Ta BTOPTHEHD Y
peanbHOMY Yaci, TAKOX JTaHWH METOJ MOXKE BUSBIISATH HACTYITHI BUIH 3arPpo3, sIK CIPOOH
nepenoBHeHHs Oydepa, CkaHyBaHHS TOPTIB, CHOPOOM aTakd 3 BHUKOPHUCTAHHIM
BpasnuBocTel 13, 310BKrMBaHHS NpUBLIEsIMH, aTaku 3 BUKopuctanuam LII13 romo.

[lepeBaru BUkopucTanHus aaHoro metoxy s 3axucty IC nacrynui[19]:

- Busenenmus saepos 6 peanvrnomy uaci, 1o0to IDS 103BOJISIE BUSBIATH MOTCHITIHI
aTakd Ta BTOPTHECHHsS Maike MHUTTEBO, IO JO3BOJISIE OMEPATHBHO pearyBaTH Ta
3MEHIIYBAaTH MOJIMBI IIIKOJIH.

- Monimopune mepedxcegoi akmueHocmi, JaHa CUCTEMa 3/aTHa aHalli3yBaTu
MepexeBuil Tpadik Ta crienudiyHi Moaii, o BiAOYBAIOTHCS B CUCTEMI, JJIsl BUSBJICHHS
HE3BUYANHOI a0 MM1103p17101 AKTUBHOCTI.

- 3axucm 6i0 Hosux 3azcpo3, IDS Moxe BUABIATH HOBI TUIIH aTak Ta BIPYCIB, K1
MOXXYTbh OYTH HEBIJJOMUMH JJIsl TPAAMIIITHUX METO/IB 3aXHCTy. Bin 0a3yeTbcs Ha aHaui31
aHOMAJTIH Ta MIIO3PLINX aKTUBHOCTEMH, 10 O3BOJISIE BUSIBIISITA HEB1IOMI 3arpo3Hu.

- 3menwenns puzuxky empamu Oanux, IDS  nmomomarae 3amoOiratu
HECaHKI[IOHOBAHOMY JIOCTYMy J0 BaXKJWBOiI 1H(OpMAIli, 3MEHITYyIOYN PU3UK BTpPATH
JTaHux abo KoH(piAeHIIIHHOI 1HpOopMaIIii.

- Tloxpawenns peaxyii na inyudenmu, IDS cuctema Haiae netanbpHy iHQOpMaILito

Ipo TMOTEHIIWHI aTakKu Ta BTOPTHEHHS, IO JO3BOJISE aJAMIHICTpAaTOpaMm IIBUIKO
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pearyBaTd Ha BXXHBATH BIIMOBITHUX 3aXOJIB JJII TOMAIBIIOTO PO3CIiTyBaHHS Ta
BI/THOBJICHHS CUCTEM.

- Busenenns epaznueocmet i ananiz nomenyitnux pusuxie, 1IDS nomomarae
BUSIBIISITA BPa3NMMBOCTI B 1HGOpMAIidHIA CHUCTeMl MiJNPUEMCTBA Ta OIIHIOBATU
NOTEHIIHI pu3uku Oe3neku. Lle mae 3mory miAnpueMCTBY NpUHAMATH 3aXOU IS
MBUIIEHHS PIBHA O€3MEKH Ta 3armo0irTd MOKIIMBUM aTaKaM.

- llokpawenns enympiwnvoi nonimuxu, IDS  1103BoJisIE  KOHTPOJIIOBATH
aKTHBHICTh BHYTPIIIHIX KOPHUCTYBA4iB Ta BHUSBJIATH HE3BUYAiHI abo Mmigo3piry
TisIbHICTD. 1le MoXke BUSIBUTH 1HCAWJEPChKI 3arpo3u, HeA0alICTh CIIBPOOITHUKIB a00
HECaHKIIIOHOBAHM JTOCTYII JI0 PECYPCIB.

Omxe, Bukopucranua IDS sk meron 3axucty IC mianmpueMcTBa J03BOJISIE
BUSIBJSITH TIOTCHIIMHI 3arpo3W, 3MEHIIYBAaTH PHU3UK BTPATH JaHUX, 3a0e3leuyBaTH
BUKOHAHHS BHYTPIIIHIX Ta 30BHINIHIX HOPMATHBHUX BUMOT, a TaKOXX ITIJIBUIYyBaTH
pearyBaHHs Ha IHIIMJCHTH Ta BHYTPILIHIO O€3MEeKy M1IPUEMCTBA.

6. Cucmema 3anobicannio emopenens(Intrusion Prevention System). lle
CHUCTEMa 3aXHUCTy, SIKa BUSBISE, OJOKY€/BIAXWUIISE€ 3allMTH, BTOPTHEHHS Ta aTakud Ha
Mepexy abo iHdopMaliiiHy cucTteMy mianpueMcTBa. BoHa mpaioe Ha OCHOBI
3aBAaHTAXKCHHUX BIJ 30BHINIHIX MMOCTAYaJbHUKIB YM BJIACHO HAIMCAHUX TPABUJI, SKIIO
MIAMUC 301raeThCsl, CUCTEMa BUKOHYE HamucaHy mito, sk «Alerty, «Allow», «Reject»,
«Drop». Ilpu BusiBieHi akTuBHUX 3arpo3 IPS cuctema mpuiiMae akTUBHI 3aX0Iu IS
3amo0iraHHsl arakaMm, Taki $K OJOKyBaHHS WIKIJUIMBOrO Tpadiky, BIiIMOBa B
00CIyroByBaH1 TUX XTO 3I1MCHIOE aTaKy a00 BIAKJIIOYEHHS Bpa3auBux cuctem|[20].

[lepeBaru asis miaApUEMCTBA TPU BUKOPUCTAHHI 1aHOI cucTeMu 3axucty[20]:

- 3axucmy 6 peanvrHomy yaci, [IPS mpaittoe B pexxumi peasbHOT0 4acy, BUSBISIOUN
1 OJTOKYIOUM aTaku HeraitHo. e 1ae 3Mory mianpueMcTBY 3a00IrTH aTakaM I110 J10 TOro,
SIK BOHM 3aBJIal0Th IIKOIU 1H(HOPMAITIHHIN CHCTEMI.

- 3axucm 6i0 Hegioomux ma eidomux 3azcpo3, IPS BUKOpUCTOBYe 0a3y JaHHMX
CUTHATYyp, EBPUCTUYHMI aHaI3 Ta 1HII METOAM JIJIsi BUSIBJICHHS BIIOMHUX 1 HE BIJIOMUX

3arpo3. BiH 3matHuii po3mizHaBaTH HOB1 BUIM aTaK 1 3aXUINATH CUCTEMY B1J HUX.
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- bacamogyukyionanvuicms, 1PS cucrema noeanye B cod1 QPyHKIIT BUSBICHHS,
OJIOKyBaHHS Ta pearyBaHHS Ha BTOPTHECHHs. BiH MoOXe aHami3yBaTH TMaKeTH JaHUX,
KOHTPOJIIOBaTH MepexeBHM Tpadik, GpiapTpyBaTH MIKIIIMBUANA BMICT Ta pearyBaTd Ha
3arpo3Hu.

- 3axucm 6i0 wupoxoeo cnexkmpy amax, IPS cuctema 3a6e31e4uTh MiANPUEMCTBY
3aXWCT BiJ pi3HUX BHUAIB atak, sk DDoS, SQL-in’exiii, Kpoc-calTOBI CKpHUIITH,
OpyTdopc, CkaHyBaHHS MPOTIB Ta 1HIII 3arPO3H.

- [liosuwenns npooykxmuenocmi mepedxci, IPS Moxe onTumizyBaTu MepexeBU
TpadiK, BUABIAIOUM i OJOKyroun HeOaxxaHuM abo mkimBui Tpadik. Lle nae 3mory
3HU3UTU HABAHTAXXEHHS HAa MEPEXKY MIAMPUEMCTBA Ta MIABUIIUTH 11 IPOAYKTUBHICTb.

Omxe, 3actocyBanss IPS s 3axucty IC mianpueMcTBa 103BOJIA€ 3a0€3MEUUTH
aKTUBHUM Ta €()EKTUBHUU 3aXWCT BiJ] BTOPTHEHb, 3HU3UTH PU3WKH BTPATH JaHUX, a

TaKOX 3a0e3MeUnuTy CTadlIbHY POOOTY MiIMPUEMCTBA.

2.2. PiznoBuau IPS Ta (KpacuBo Ha3BAaTH aHTUBIPYCH AIKi TH 3HAHILOB IO
3aXMINAKOTH Bil BTOPTHEHb)

Icnye 6arato IPS mporpam Ha pyHKY, 5IK1 IOKa3yIOTh PI3HOMaHITHI MOKJIMBOCTI Ta
iX TMpU3HAYEHHs JIJIS 3aXUCTY BiJl PI3HUX BUAIB 3arpo3. Takox B OUTBIIOCTI Cy4aCHUX
aHTUBIPYCHUX TmporpaM, KkpiMm ¢yskiii firewall, 3axuct Big cnamy, QimmHry,
TPOSIHCBKUX IMpOrpaM TakoxX € 1 (yHKLIi BusBIeHHs/3axucT BTropruenb [PS/IDS. Ock
NEKUIbKA 3 HUAX:

ESET INTERNET SECURITY - ue cyuacue antuBipycHe I13, saxe mae pi3zHi
GyHKINT 3aXUCTy BiJ PI3HUX BHJIIB 3arpo3, OCh JeKUIbka 3 HuX: firewall, 3axucty Bix
cramy, 3aXUCT BiJ MMOHUTYHChKUX [13, 3aXUCT BiJ TPOSHCHKUX MPOTpaM, 3aXHUCT Bif
GIUHTY, 3aXUCT BiJ KpaADKKM 1leHTU(diKaTopa 1 Takok Mae (yHKIII cucTema
3aroOiranHs/BusiBiieHdss BToprueHHA(IPS/IDS). 1li ¢yHKIS € 4acTUHOI0 TEXHOJIOTi
ESET NAP(Network Attack Protection), sika ckanye mepexeBuil Tpaik Ha HasSBHICTb
MI03pIIUX AiM 1 6sokye ix[15].

SNORT - Ile I3 13 BigKpuTUM KOJOM, IPU3HAUCHE JIJIs1 BUSBIICHHS 1 3aXHCTY BiJl

pI3HOMaHITHUX Ki0ep3arpo3. [Ipairtoe sk cucrema BusiBneHHs1 BTopruenb(IDS), cucrema
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3anobiranHs BTOprHeHHAM(IPS), cuctema MOHITOPHMHTY Ta CHCTEMa JIOTYBaHHS
nakeTis[22].

SURICATA —ue I13, sike Oyno po3po6isieno Ha ocHoBI [13 Snort, B3arami Suricata
1ie OibIn cydacHa Bepcist Snort. OCHOBHA BIIMIHHICTh MK HUMH TOJISITAE B TOMY 1110 B
Suricata Mmae moxuBicTh BUKOpUcTOBYBaTH GPU 111 06uncnens B pexkumi IDS 1 Takosx
Mae Oibir mpocyHyTy IPS. Cuctema po3paxoBaHa Ha 6araTomoTOKOBICTh, TOI K Snort
€ IPOAYKTOM OJHOIOTOKOBUM. 3aBJSKU IIbOMY Suricata 31aTeH 00po0isitu Tpadik 1o 10
['6iT/cex. Tomy sK BUCHOBOK JBUTYH Suricata mpaitoe OUIbIIIE MIBUIIIE a HIK HOTO
nonepenHuk — Snort. Ile II3 13 BigkpuTuM KOAOM SIK 1 Snort, TpU3HAYEHUH IS
BUSIBJICHHS 1 3aXUCTY BiJ] pI3HOMaHITHUX KiOep3arpo3s. [Ipairtoe sik cuctemMa BUSIBICHHS
BTOPTHEHb, CUCTEMA MONEPEI>KEHHS PO BTOPTHEHHS, CUCTEMa MOHITOPUHTY Ta CHCTEMa
JIOTYBaHHS makeTiB[21].

MCAFEE TOTAL PROTECTION - 11e KOMIUIEKCHUNA aHTUBIPYCHUM TIPOYKT,
[0 HAJA€ MUPOKUM CreKTp (DYHKIIN 3aXUCTy JUIsi KOMIT I0Tepa, TeJeOHIB Ta 1HIIHNX
npuctpoiB. Mae ¢ynkuito McAfee Network Security Platform(NSP), sika 3a0e3neuye

3aXHMCT BiJl BTOPTHEHb Ha PiBHI MEpPEXi.

2.3. IlepeBaru Ta HemoJtiku cyyacHux IPS

Bapto po3ymiTu 1110 111 TPOIYKTY € OJJHUMHU 13 TOMYJISIPHUMHU, 00 BOHU BUKOHYIOTh
3axucHi QyHKIIT 100pe. Ajie BapTO 3a3HAYUTH, IO A1MCHO, B KOXKHOTO MPOAYKTY € CBOI
nepeBary HaJl IHIIIUMH, aJie TAKOXK € B HUX 1 CBO1 HEJIOJIIKH MTOPIBHIOKOYH 3 IHITUMU, TOMY
€ Ty’€ BaKJIMBUM, PO3IJIA/IaHHS CHJIBHUX Ta CIA0KUX CTOPIH MPOAYKTIB, AJI TOTO 1100
PO3YMITH, KOJIU BUKOPUCTOBYBATH TOW UM 1HIIUI MPOIYKT MiJ Ty YW IHIIY CUTYaIilo.
Crepiy BapTo po3riisiHyTH anTHBIpycHui npoaykT ESET Internet Security.

IMepearm ESET Internet Security B ToMmy 110 BiH Ma€ BEJIMKY KUIBKICTh
1HCTpyMeHTIB s 3axucty IC, a came:

-Cucrema BusBieHHs Bropraenb(Intrusion Detection System), cucrema
3anobiranHio BTopraeHb(Intrusion Prevention System);

-3axucT Bi (IMIUHTY, 3aXUCT OHJIAWH TUIATEXIB, 3a0€3Medye 3axuCT MiJ 4ac

B1JIBI/TyBaHHsI B€O-CalTiB;
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-3axucT Bij BeO-aTaK;

-3a0e3mneuye 3aXUCT MEPEXKi, 3aXUCT BXITHOTO, BUX1THOTO Tpadiky. lana pyHKIisA
HAa3MBA€TbCA — OpaHaMayep;

-3aXHUCT BiJ] CIIamy;;

-3aXMCT B1Jl IINMUTYHCHKOTO MPOrPAMHOT0 3a0€31EUEHHS;

-3axuCT BiJl MEPEKEBUX UEPB’SIKiB;

Temnep posrisiaemo Henoaiku ESET Internet Security:

-Biacyrthniit VPN, nporpamua He Mae BOy10BaHOi (PYHKIIIT BIpTyaJIbHOI MPUBATHOT
Mepexi(VPN);

-O0MekeHa MOXJIMBICTh BUSIBJISITM HOBI BUJAM 3arpo3, L0 MOXKE CTaHOBUTHU
neBHUM pusuk A kopucryBada. Hose IIII13 Moxxe Oyt HE MOMIYEHUM aHTHUBIPYCOM
IPOTSATOM TEBHOTO TEpiOAy Yacy, MOKH PO3pOOHWKH HE BHECYTh OHOBJICHHS B 0a3y
JaHUX 3arpos;

-1{iHa 3a npuAOaHHS aHTUBIPYCY MOKe OyTH OUIBIIOO HIXK JAESK1 1HII aHTUBIPYCHI
Iporpamu;

-BincytHs dbynkiis mmdpyBanas koHbineHiHX gaHuX. [lana dyHkis, nae
MO>KJIMBICTh TpOrpaMu MmM@pyBaTH JaHl, MO0 y BUOAAKY IX BTpaTd, AaHl Oyiu
3amu@poBaHi 1 He MOTJIU BUKOPUCTOBYBATHUCS 3TOBMHUCHUKOM.

Hacrynnuii I13, sxe mu 6ynemo anamizyBatu 11ie SNORT. IlepeBaru ganoro I13
HACTYIIHI:

-Mae Benuky 0a3y MaHUX BIJOMHUX 3arp03, TOMY MOXE BUSBIISTH Pi3HI THUIHU aTak,
K aTaKy Ha MEPEeXEeBUI NPOTOKOJI, aTaku Ha 13, araku Ha BeO-10JaTKU TOILIO.

-Moske misiTh B pEXKMMI peabHOrO0 4Yacy Ta 3a0JOKOBYBAaTH TIOTEHIIAHO
HeOe3neuHnid Tpadik, BUKOPUCTOBYIOUHM JJIsi LbOTO BOYJOBaHI MEXaHI3MY 3aXHUCTY.
3aBasku (PYHKIIT — 3aXUCT B peaIbHOMY 4Yacy, MOXKe 3a0e3reuyBaTy HaAiiiHUN piBEHb
3aXUCTY MEPEXkK1 Ta 3MEHILYE PU3UK 1HIUJICHTIB 3 O€3MEKOIO.

-Snort Mae BIAKpUTHIA BUXITHAN KO, 1110 A€ 3MOTY KOpPHUCTyBavaM aJanTyBaTH Ta

HaJIAIITOBYBATU CUCTEMY BiJMIOBIIHO JI0 iX BUMOT Ta MOTPeEO.
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-Snort 3a0e3neuye mMiITPUMKY CTaHIAPTIB MPOTOKOJIB Mepexi, Taki sk TCP/IP,
HTTP, mo mae 3Mory mporpami e(eKTHBHOTO TPAIIOBATH B PI3HUX MEPEKEBUX
Cepe/IOBHUIIAX.

-Jlane II3, MiCTUTH BENUKY KUIbKICTh MpaBUJ, K1 TO3BOJIAIOTH PO3IMi3HABATH
B1JIOMI 3arpo3u Jisg Oe3neku Mepexi, Taki sk araku tuiy DDoS/DoS, SQL-i1’exmii,
ataku tumy buffer, overflow;

-31aTeH TeHepyBaTH MOBIAOMJICHHS TPO BHUSBJICHI 3arpo3u, IIO JO3BOJISE
aJMiHICTpaTopaM CHUCTeMHU abo orepaTropaM MepeKi 3HaTH PO MOTEHIIiHHI Mpo0IeMu 3
0e3I1EKO0I0;

-€ CyBMICHHUM 3 THIIMMU aHTUBIPYCHUMH MPOAYKTaMHU.

3 HenoJikiB nanoro [13 BapTo 3a3HaYUTH HACTYITHE:

-BcTaHoBieHHs Ta HajamTyBaHHA Snort MOKE€ BUKJIMKATH TpyAHOII. ToMy 10
HEJIOJIIKY BapTO BIAHECTH CKJIAJHICTh BCTAHOBJICHHS Ta HAJAIITYBAHHS.

-Bucoka KUIbKICTh TOMWIKOBUX crpainoBanb. [Ipyn HanamryBanHus npasui IPS,
Kl BHM3HA4alOTh, AKUM TpadiKk NOBUHEH OyTH OJOKOBAaHUM, MOXKYTh CIPALIOBATH
MTOMUJIKOBO, OJIOKYIOUH 3aKOHHHM Tpadik.

-BumornuBuii 10 pecypciB CHUCTEMH, OCOOJIMBO TiJ Yac OOpPOOKU BEIMKOT
KUIBKOCT1 Tpadiky.

-He Mae odimiitHOT TEXHIYHOT TIATPUMKH, 00 € BIAKpUTUM [13 13 BITKpUTHUM KOJIOM.

-Snort Ha BiIMIHHO BiJl CBOTO HACTYIMHHWKA Suricata, € OJHOIIOTOKOBUM, 3aBJISKH
YoMy JABUTYH Snort Mpaioe MOBUIBHINIE 1 37aTe€H 00poOasITH MeHmuid Tpadik B
MOPIBHSHHI 3 Suricata.

Hacrynauit npoaykr, sikuii 6yne posrisigatucs — SURICATA. IlepeBaru iioro
HACTYIIHI:

Ak 3ragyBanocs Buile, Suricata cXoka Ha MUHYJIUH MPOAYKT Snort, aje € OUIbII
MIBUIIIAM. Suricata Mae MOXIJIUBICTh BukopuctoByBaTd GPU mis oGuuciens B pexumi
IDS 1 mae Oinbm npocynyty IPS B mopiBHsHI 31 cBoOiM momnepeaHukoMm. Cucrema
po3paxoBaHa Ha OAraToNOTOKOBICTh. 3aBISKH LIbOMY Suricata 31aTeH 00po0JaTH Tpadik
1o 10 I'6it/cex. Tomy nBuryH Suricata mpaiftoe OUTbIIE MIBUIIIE HIXK HOTO MOTIEPETHUK

— Snort. Tomy niepIoro nepesaroro oyje:
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-Bucoka mBuakicte. Suricata € ogauM 3 HavmBuamux IPS antuBipyciB. Moxe
00pobaTu Tpadik 31 mBuAKicTs 10 ['6i1/c;

-HasBHicTh (yHKIIIH, IK BUSBICHHS BTOPIrHEHb Ha OCHOBI 3pa3KiB, Ma€ 3/IaTHICTh
00po0OIATH KUTbKA TUIIB TpadiKy OAHOYACHO 1 TAKOXK MOKe aHaizyBatu SSL-Tpadik;

-Suricata Takox € BiakpuTaM I[I3 13 BIAKPUTUM KOJOM, IO JAa€ 3MOTY
KOpHCTyBauaM HajamTyBatu gaHe [13 mia cBoi motpedu;

-€ CYBMICHHUM 3 HIIUMHU aHTUBIPYCHUMH MPOTYKTAMHU.

J1o He0JIiKiB BapTO BIJHECTH HACTYIIHI TyHKTH:

-CKIIaHICTh BCTAHOBJICHHS Ta HAJIAIITYBAaHHS;

-Moxe Matu npoOieMH 3 CYMICHICTIO 3 JESKUMU MEpPEKEBUMH ajanTepaMu Ta
olepaliiiHUMH CUCTEMaMU;

-Suricata, Mae 0OMeXEeH1 MOKJIMBOCTI MOPIBHSHO 3 1HIIMMU IPS aHTUBIpycamuy,
takuMu K McAfee, 60 B HbOro BIJICYTHI HACTYIHI (PYHKIIII: 3aXHCT BIJ IIKIJIJIABHUX
IIporpam Ha piBHI KIHIEBHX TOUOK Ta BEO-3aXHUCT.

Ocranniit npoaykT, skuii posriastaemo — MCAFEE TOTAL PROTECTION. 3
nepeBar BapToO 3raJlaTH HACTYIHI yHKTHU:

-ITporpama 3abe3neuye KOMIUIEKCHUM 3aXUCT BiJl BIPYCiB, TPOSHIB, IIMUTYHCHKUX
13, pexnamuoro 113 Toro;

-Mae MOXITMBICTD BUSIBJISITH Ta OJIOKYBaTH aTaky B peaIbHOMY 4aci;

-Oyukuis  [PS(cucrema 3anoOiraHHiO BTOPTHEHHS) JI03BOJISIE  3aXUCTUTHU
KOMIT IOTep BiJI HIKIJUIMBUX aTtak 3 Mepexi [Hrepuer, Big DoS/DDoS-artak Toro;

-IIpoctuii Ta 3pyuHuid iHTepdeiic, MmO [I03BOJSE KOPUCTYBauyaM IIBUIKO
HaJIAIITYBAaTHU CUCTEMY IiJ] CBOi MOTPEOH.

Henoutiku:

-Bucoka BapTicTh, B MOpPIBHSHI 13 JEIKUMHU aHTUBIpYCaMH, JaHUN MPOAYKT €
JIOCHUTH JIOPOTUM PIIICHHSM;

-Henpuemna peknama, kopucTyBaui manum [13, MOBIZOMIISIOTE TPO TIOKa3
HEMPUEMHOI pEKJIaMU Ta PEKOMEHIAIIi;

-ITix wac po6otu 3 13, MOXYTh BUHUKHYTH TIPOOJIEMH 13 TPOTYKTUBHICTIO.
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3rigHo OISy AEKIIbKOX aHTHBIPYCHUX MPOAYKTIB, MOXKHA 3pOOUTH BUCHOBOK,
O B KOXHOMY TIPOAYKTI € CBOi TepeBard, HEIOJIKH. AJie HEIOTIKH MOXKHA
KOMIIEHCYBAaTH BUKOPUCTaHHAM AojaTkoBoro 113, sk npukmnan, Suricata un Snort MOXKyThb
oyt cymicanmu 3 npoayktamu ik ESET Internet Security abo McAfee Total Security.
[Ipy nDpaBWIBHOMY HaJIAIITYBaHHI, MOJKHA 3a0€3MEUYUTH CBOEMY MIJIPUEMCTBY
HAJIMHUNA 3aXUCT, 3aXHUCTUBIIM MEPEXY MIANMPUEMCTBA, BXITHUM, BUXITHUN Tpadik,
3aXUCTHUBIINCH BiJ QimmHry, TpossHChKUX [13, mmuryncekux [13, mepexxeBuX 4epB’sIKiB,
MepexeBuX arak, sk DoS/DDoS-arak, a Takox 3axucT mija yac nepeOyBaHHi B [HTepHETI
Ta 371MCHEHb OHJIAMH IUIATEXIB 1 IHU(PYBaHHS JaHUX, IO JAa€ 3MOTY 3aXUCTUTH JIaHI 1
CTBOPUTH TPYAHOLI 3JIOBMUCHUKAM Y BUMAJKY iX BUKpaJACHHA. TakMM YMHOM 3aBISKU
TaKOMy KOMIUIEKCHOMY pIIICHHIO MOXHa 3HAuHO 3MEHIUUTU PUZHKU Oe3NeKH
NIJIPUEMCTBA Ta 3aXUCTUTH KOH(PIACHIIIHY 1H(OpMAIliI0 TIANPUEMCTBA, PALIIBHUKIB,
kiieHTiB tomo. Illo nmae 3mory Oi3Hecy OuIbIll BIEBHEHO ceOe MOYyBaTH CTAaHOM Ha
ChOT'OJIHI, KOJIU KIJIbKICTh K1I0€P3JI0UMHIB, MEPEXKEBUX aTak, KuibkicTh 13 nmpomosxkye

30LIbLTYBaTHCS.
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3 PO3POBKA PEKOMEHJIAIIN IIO10 3ACTOCYBAHHS METO/IIB
MPOTHUAII BTOPTHEHBb B IHOOPMAIIMHY CUCTEMY 3A
JOITOMOI'OIO SURICATA

3.1. Po3ropranHs Ta HaJIalITYBaHHS NPOrpaMHoOro 3ade3neyeHHs Suricata

[Tin wac mpoBeACHHS MOCHTIKCHHS, BUKOPHUCTOBYBAJIOCS OIMeEparliiiHa cucTema
Ubuntu Ha BipTyanpHIl MallMHi. Suricata € OJHUM 13 TOMYJISIPHUX PIllIEHb AJIS1 3aXUCTY
MEpEeXeBOro Tpadiky MIANPUEMCTBA, TaK K MIANPUEMCTBO MOKE MaTd CIpaBy 3
BEJIMKUMH KIJTBKOCTSMHU JaHUX, a Suricata 3maTHa oOpoOsstu aani 1o 10 I'bit/c, Tomy
BapTO po310paTHCs sIK BCTAHOBUTHU, HAJAIITYBaTH Suricata JJis BUSBJIECHHS BTOPTHEHb Ta
3aXUCTY BiJ] BTOPTHEHB, MEPEBIPUTH HA MPAKTULIL K Ipalffoe Suricata 1 mepeKoHATUCS B
IPaBWJIBHOCTI HajamryBaHHs Horo. Ilepmr 3a Bce TpeOa iHcTamoBatu nane 113, s
11boro moTpidHO Oyne momatu iHdopMmariito po cxosuie [13 Open Information Security
Foundation(OISF) no cucremu Ubuntu. Tomy 1151 Toro mo6 1e 3poOuTH, BapTO BBECTH

B Tepminaii Ubuntu HacTynHy komanay Ha puc.3.1.:

1S sudo add-apt-repository ppa:oisf/suricata-stable
Repository: 'deb https://ppa.launchpadcentent.netfoisf/suricata-st
jammy main'
Description:
Suricata IDS/IPS/NSM stable packages
https://suricata.io/
https://oisf.net/

Suricata IDS/IPS/NSM - Suricata is a high performance Intrusion De
revention System and Network Security Monitoring engine.

Open Source and owned by a community run non-profit foundation, th
ation Security Foundation (0ISF). Suricata is developed by the 0IS
ting vendors and the community.

This Engine supports:

- Multi-Threading - provides for extremely fast and flexible opera
core systems.
Multi Tenancy - Per vlan/Per interface
Uses Rust for most protocol detection/parsing
TLS/SSL certificate matching/logging
JA3 TLS client fingerprinting
JA3S TLS server fingerprinting
IEEE 802.1ad (QinQ) and IEEE 802.1Q (VLAN) support
VXLAN support
ALl JSON output/logging capability
IDS runmode
IPS runmode

Puc.3.1. Ilepma komana
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HaBenena Buie KoMaHIa J0Aa€ PENO3UTOPIM A0 CUCTEMHU Ta OHOBIIOE CIHMCOK
JOCTYMHHX TMakeTiB. Jlani BBOAUMO HACTYMHY KOMaHAy 100 1HCTaioBaTH Suricata Ha

puc.3.2.

Activities (-] Terminal kBi 20 19:08
M~ user@Ubuntu: ~

rprint 9F6FC9DDB1324714B78062CBD7F87B2966EB736F

Get:1 http://security.ubuntu.comf/ubuntu jammy-security InRelease [
Hit:2 http:/fua.archive.ubuntu.com/ubuntu jammy InRelease

Hit:3 http:/fua.archive.ubuntu.com/ubuntu jammy-updates InRelease
Hit:4 http://ua.archive.ubuntu.com/ubuntu jammy-backports InReleas:
Get:5 https://ppa.launchpadcontent.net/oisf/suricata-stable/ubuntu
ase [17,5 kB]

Get:6 https://ppa.launchpadcontent.net/oisf/suricata-stable/ubuntu
md64 Packages [1 392 B]

Get:7 https://ppa.launchpadcontent.net/oisf/suricata-stable/ubuntu
ranslation-en [1 204 B]

Fetched 130 kB in 6s (21,9 kB/s)

Reading package lists... Done

:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following packages were automatically installed and are no lon
libnetfilter-logl oinkmaster python3-simplejson snort-rules-defa
suricata-update
Use 'sudo apt autoremove' to remove them.
The following additional packages will be installed:
1ibhtpz liblzma-dev
Suggested packages:
liblzma-doc
The following NEW packages will be installed:
1liblzma-dev suricata

Puc.3.2. lacramroBanns Suricata Ha Ubuntu

[licns  ycmimHOTO  1HCTaNIOBaHHS, Tpebda 3poOUTH Tak, OO0  TMicas
Nepe3aBaHTAKECHHS cucTeMu, 3amyckaiocs [I3 Suricata s 1mporo Tpeda BBecTH

HACTYMHY KOMaHly Ha puc.3.3.:
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Activities (-] Terminal KBi 20 19:13
[+1 user@Ubuntu: ~

- Do you want to continue? [Y/n] y

Get:1 http://ua.archive.ubuntu.com/ubuntu jammy/main amd64 liblzma-dev amd64 5.
2.5-2ubuntul [159 kB]
Get:2 https://ppa.launchpadcontent.net/oisf/suricata-stable/ubuntu jammy/main a
md64 1ibhtp2 amd64 1:0.5.43-0ubuntu® [74,5 kB]
Get:3 https://ppa.launchpadcontent.net/oisf/suricata-stable/ubuntu jammy/main a
md64 suricata amd64 1:6.0.11-6ubuntu® [2 196 kB]
Fetched 2 429 kB in 555 (44,5 kB/s)
(Reading database ... 203770 files and directories currently installed.)
Preparing to unpack .../libhtp2 1%3a@.5.43-0ubuntu® amd64.deb ...
Unpacking libhtp2 (1:0.5.43-0ubuntu@) over (1:0.5.39-1) ...
Selecting previously unselected package liblzma-dev:amdé4.
Preparing to unpack .../liblzma-dev 5.2.5-2ubuntul_amd64.deb ...
Unpacking liblzma-dev:amdé4 (5.2.5-2ubuntul) ...
Selecting previously unselected package suricata.
Preparing to unpack .../suricata 1%3a6.0.11-8ubuntu® amd64.deb ...
Unpacking suricata (1:6.8.11-6ubuntu@) ...
Replacing files in old package suricata-update (1.2.3-1) ...
Setting up libhtp2 (1:0.5.43-0ubuntud) ...
Setting up liblzma-dev:amd64 (5.2.5-2ubuntul) ...
Setting up suricata (1:6.06.11-6ubuntud) ...
Processing triggers for libc-bin (2.35-6ubuntu3.1) ...
15 sudo systemctl enable suricata.service
suricata.service is not a native service, redirecting to systemd-sysv-install.
Executing: /1lib/systemd/systemd-sysv-install enable suricata

Puc.3.3. Jlane noBiioMiIeHHS BKa3ye Ha Te, IO CIy* 0y BBIMKHEHO

Hacrtynne, mo BapTo 3poOuUTH 1€ 3yNMHUTH AaHy ciyxO0y. Lle BapTo 3poduTH,
TOMY IO 3yIHMHKa Suricata rapaHTye, 10 1]l Yac TEeCTyBaHHS Ta peaaryBaHHs Qaiiny
KoH(iryparii(suricata.yaml) Oyab-siki BHECEHI 3MiHU OyAyTh IEPEBIPEHI Ta 3aBaHTAKECH1
MiJl Yac TMOBTOPHOTO 3amycKy Suricata. 3yOUHUTH CIIykO0y MOKHA HACTYIHOIO

KOMAaH/IHOIO Ha puc.3.4.
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Activities (] Terminal KBi 20 19:25
user@Ubuntu: ~

2.5-2ubuntul [159 kB]
Get:2 https://ppa.launchpadcontent.netfoisf/suricata-stablefubuntu jamr
md64 1libhtp2z amd64 1:0.5.43-0ubuntu® [74,5 kB]
Get:3 https://ppa.launchpadcontent.net/oisf/suricata-stable/ubuntu jamr
md64 suricata amd64 1:6.8.11-0ubuntud [2 196 kB]
Fetched 2 429 kB in 555 (44,5 kB/s)
(Reading database ... 203770 files and directories currently installed
Preparing to unpack .../libhtp2_1%3a0.5.43-0ubuntu®_amd64.deb ...
Unpacking libhtp2 (1:0.5.43-0ubuntu®) over (1:0.5.39-1) ...
selecting previously unselected package liblzma-dev:amdé64.
Preparing to unpack .../liblzma-dev_5.2.5-2ubuntul_amd64.deb ...
Unpacking liblzma-dev:amdé4 (5.2.5-2ubuntul) ...
Selecting previously unselected package suricata.
Preparing to unpack .../suricata_ 1%3a6.8.11-0ubuntu® amd64.deb ...
Unpacking suricata (1:6.0.11-8ubuntu@) ...
Replacing files in old package suricata-update (1.2.3-1) ...
Setting up libhtp2 (1:0.5.43-6ubuntud) ...
Setting up liblzma-dev:amd64 (5.2.5-2ubuntul)
Setting up suricata (1:6.0.11-8ubuntud) ...
Processing triggers for libc-bin (2.35-8ubuntu3.1) ...

:~$ sudo systemctl enable suricata.service
suricata.service is not a native service, redirecting to systemd-sysv-i
Executing: flib/systemd/systemd-sysv-install enable suricata

-~udo systemctl stop suricata.service

Show Applications
~5

=

Puc.3.4. BUMKHEHHSA c1y>K0u

Hactynaum kpoxom B HanamtyBanH1 [13 Suricata Oyze, BU3HaYeHHST MEPEXKEBOTO
iHTEepdeiicy. Alle mepen TUM SK NEPEUTH BXKE JO NPAKTUKH BapTO po310OpaTHCS IO
B3arajii O3Hauae TepMiH MepexeBuil inTepdeiic. MepexeBuii inTepdeiic - e, MepexeBuit
amantep, Hanpukiaa sk Wi-Fi uu Ethernet uepes sikuii Suricata oTpumye IOCTym 10

MEpEeXi i1 MOHITOPUHTY TpadiKy Ta BUSBICHHS 3arpo3.

Tenep Koau BiIOMO, IO O3HA4Ya€ MEPEKEBUHl 1HTepdenc, BapTO CIOYATKY
JI3HATHCS HA3BY MPUCTPOIO JIJISI MEPEKEBOTO 1IHTEP(DEICy, IKUI CTOITh 32 3aMOBUYBaHHS.

. Jlns mporo Tpeba HamucaTH HACTYNHY KOMaHly Ha puc.3.5.
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Activities (-] Terminal kBi 20 19:53
=1 user@Ubuntu: ~

Preparing to unpack .../suricata_1%3a6.0.11-0ubuntu®@_amd64.deb ...
Unpacking suricata (1:6.0.11-8ubuntu@)
Replacing files in old package suricata-update (1.2.3-1)
Setting up libhtp2 (1:0.5.43-0ubuntud)
Setting up liblzma-dev:amd64 (5.2.5-2ubuntul) ...
Setting up suricata (1:6.0.11-0ubuntue)
Processing triggers for libc-bin (2.35-6ubuntu3.1) ...
:-§ sudo systemctl enable suricata.service
suricata.service is not a native service, redirecting to systemd-sysv-i
Executing: /lib/systemd/systemd-sysv-install enable suricata

sudo systemctl stop suricata.service

ip -p -Jj route show default

"dst": "default",
"gateway": "18.0.2.2",
"dev": "enpBs3",
"protocol”: "dhcp",
"metric”: 100,
"flags": [ ]

Al C

Puc.3.5. Ha3zBa mepesxeBoro iHTepdeiicy 3a 3aMOBUYBAHHSIM

Psinok ae nanmcano «”dev” : “enp0s3”», BKa3aHO Ha3BY MPUCTPOIO, IKUH CTOITH 32
3aMOBYYBaHHSM. ByBaroTh BUIAIKK KOJH, Y BAIIOTO MPHUCTPOIO CTOITH 1HINIA HA3BA YHM
e 3amdcaHo B (Qaini KoHdirypamii Suricata, TaM BOHa MOXK€ OYTH CTOSTH 3a
3aMOBUYYBaHHAM sk «ethO», sk Ha puc.3.1.6.1. Tomy mo0 3MiHUTH IM’S Ha Te, SIKE
noTpiOHO, Tpeba 3aiitu B (aitn koHdirypaiii Suricata 1 TaM 3MIHUTH 1M’s1 1/a00 101aTH
HOBUHW MepexeBui 1HTepdelc y BUMAIKy Koiu Tpeba mob Suricata mepeBipsiB Tpadik
BiJIpa3y Ha KuUIbKOX iHTepdeiicax. Tomy 100 1€ BUKOHATH BapTO BBECTH HACTYIHI

KOMaHI1 Ha puc.3.6.
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$ sudo nano fetc/suricata/suricata.yaml
[sudo] password for user:

<

o

Puc.3.6. Komanna s Toro o0 yBiiiTy B (haiin koHpirypaiii Suricata

Puc.3.7. Ha3Ba «ethO» 3a 3aMOBUyBaHHSIM MEPEKEBOTo iHTEpdEcy

Activities (-] Terminal KBi 20 20:28
[+1 user@uUbuntu: ~

GNU nano 6.2 etc/suricata/suricata.yaml *

W Help WY Write Out Wl Where Is Cut Execute
W Exit Wil Read File Wl Replace Wl Paste a8 Justify

Puc.3.8. 3mintoemo Ha Ha3By pucTporo «enp0s3», sikuit Suricata Oyze

nepeBipsaTH Tpadik
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o0 momatu nomaTKoOBUIT MepekeBUil iHTEpdeiic, Tpeba croyaTKy 3HANTH PAIOK
ne Ha nucaHo «interface: default» 1 Hag HUM mUcaTH MOATKOBI MepexkeBi iHTepdeiicu

puc.3.9.

Activities B-] Terminal KBi 20 20:35

g user@Ubuntu: ~

GNU nano 6.2 etc/suricata/suricata.yvaml *

=: ethe

WY Write Out QY Where Is Wy Cut Wl Execute
Wi Read File W\ Replace WY Paste a8 Justify

Puc.3.9. JlonaBanHsi HOBOro MEPEKEBOTO 1HTEpDEiicy

Hactynne tpeba HanmamTyBaTH TEpEe3aBaHTAXKECHHSI KUBUX TMpaBWI. Suricata
MIITPUMY€E >KUBE TIE€PE3aBAHTAXXCHHsI MpaBWi, 1€ O3Hayae, M0 MOXXHA JI0JaBaTH,

penaryBaTv 4i BUAQIATH MpaBuiia 6e3 HeoOX1JHOCTI mepe3amycky Suricata puc.3.10.
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Write Out Where Is Cut Execute
@i Read File sl Replace ! Paste g Justify

Puc.3.10. BBiMKkHEeHHS QYHKIIIT Tepe3aBaHTAKEHHSI )KUBUX MTPABUIT

3a 3aMOBUYBaHHSAM TaKeT Suricata Ha JIaHOMY MOKE€ BHUSIBUTH JIUIIE OOMEXKEHY
KUIBKICTh ~ moraHoro Tpadiky. BukopucToByrouM HACTYNHY KOMaHJIy MOXKHA

3aBaHTAXUTH HAOOPH MPABUJII BiJl 30BHIIIHIX OCTavalbHUKIB puc.3.11.

E] Terminal KBi 20 21:12
user@Ubuntu: ~
HE
S ip -p -j route show default
"dst": "default”,
"gateway”: "18.0.2.2",
"dewv": "enp@s3",
"protocol”: "dhcp",
"metric”: 1800,
"flags": [ ]

~C

sudo nano Jfetc/suricata/suricata.yaml

[sude] password for user:
: % sudo nano fetcfsuricatafsuricata.yaml
[sudo] password for user:
Help HE-ll=udo suricata-update
Lsuwww]| password for user:
- -- Using data-directory jfvar/lib/suricata.
- -- Using Suricata configuration /fetc/suricata/su

ricata.yaml

Using fetc/suricata/rules for Suricata provid
ed rules.

Found Suricata wversion 6.08.11 at fusr/bin/sur
icata.

Loading /fetc/suricata/suricata.yaml

Disabling rules for protocol http2

Disabling rules for proteceol modbus

Puc.3.11. Komanna qist iHcTamroBaHHS O0€3KOIITOBHKUX MPABHII Bijl 30BHIIIHIX

MOCTAYaJIbHUKIB
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Sk 6aunmo, 3arajibHa KUIBKICTh IpaBuil BcTaHOBIIEHO 41849, a yBiMmkHeHO 33432

Ha puc.3.12.

(] Terminal KBi 20 21:13
user@Ubuntu: ~

- = Loading distribution rule file fetc/suricata/
rules/modbus-events.rules
- < Loading distribution rule file /etc/suricata/
rules/nfs-events.rules
- = Loading distribution rule file fetc/suricata/
rules/ntp-events.rules
- < Loading distribution rule file fetc/suricata/
rules/smb-events.rules
- < Loading distribution rule file /etc/suricata/
rules/smtp-events.rules
- < Loading distribution rule file fetc/suricata/
rules/stream-events.rules
- < > Loading distribution rule file /etc/suricata/
rules/tls-events.rules
Ignoring file rules/emerging-deleted.rules
Loaded 41849 rules.
Disabled 14 rules.
Enabled © rules.
Modified @ rules.
Dropped @ rules.
Enabled 131 rules for flowbit dependencies.
Backing up current rules.
< iti rules to /var/lib/suricata/rules/suri
cata.rules: total: 41849; ; added: 41849 ;u=IuleiV=Td BNCHENuTsT RN RE-T HaNC]
- < = Writing /var/lib/suricata/rules/classificatio
n.config
Testing with suricata -T.
Done.

Puc.3.12. 3aranpHa KiTbKICTh YCTAHOBJICHUX 1 YBIMKHEHUX MPABHII

HactynHoro koMaH010 MOKHA MEPErJISIHYTH KUIBKICTh PI3HUX JIKEPEI, 3 SIKUX

OyJ0 1IHCTaIbOBaHO HAOOPH MpaBuil Ha puc.3.13.

$ sudo suricata-update list-sources

Puc.3.13. IlepeBipka kepen 3BiAKu 0yJI0 IHCTAIbOBAaHO HAOOPH MTPaBUII
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(=] Terminal KBi 21 15:52

user@Ubuntu: ~

Puc.3.14. Cnucok mxepen 3BiAKM 0yJ10 BCTAHOBJICHO TIpaBuia

Tenep konmum BKa3zaHO MepekeBHM iHTep(deic 3a 3aMOBUYYBAHHSM, BBIMKHYTO
Nepe3aBaHTAKCHHS TPaBWJI B peajJbHOMY Yaci, 1HCTAJIbOBAHO OE3KOIITOBHI HAOOpHU
npaBuii, BapTo OyIio O 11e nepeBipuTy KoHdirypailii Suricata. Suricata mae BOyoBaHUM
TECTOBUU PEKUM, KM MOXKE MEPEeBIPUTH BC1 BKIIIOYEHI MpaBuiia Ha JIACHICTH, 00
MIEPEKOHATHCS, III0 TOMIJIKOBO HE OYJ10 TOAaHO MpaBwIIa, SKUX He icHye. ToMy 1Sl 1TbOTO

BAPTO BBECTU HACTYIIHY KOMaHJy, SIK Ha puc.3.15.
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B Terminal KBi 21 16:00

[+ user@Ubuntu: ~

-1, --list=[<signal=] 1ist all signal names, or convert one to
-L, --table 1list all signal names in a nice table

-h, --help display this help and exit
-V, --version output version information and exit

For more details see kill(1).
! $ sudo suricata -T -c [etc/suricata/suricata.yaml -v
- < > - Running suricata under test mode

P— % =

CPUsfcores online: 1
fast output device (regular) initialized: fast
.log
eve-log output device (regular) initialized: e
ve.json
stats output device (regular) initialized: sta
ts.log
- =< 1 rule files processed. 33432 rules successful
ly loaded, 8 rules failed
- = Threshold config parsed: @ rule(s) found
- < 33435 signatures processed. 1249 are IP-only r
ules, 5197 are inspecting payload, 26784 inspect application layer, 108
are decoder event only

cleaning up signature grouping structure... co

Puc.3.15. 3amyck Suricata B TeCTOBOMY peXHUMI JJI IEPEBIPKH HOTr0 KOH(DIrypaiiii Ha

HasIBHICTh HECIIPAaBHOCTEMN

Tenep koMM MU BCce HajallITyBajid, MOXXHa 3alMyCTUTH Suricata, AJig IbOTO

NOTPiOHO BECTH HACTYITHY KOMaHy, K Ha puc.3.16

: % sudo systemctl start suricata.service
[sudo] password for user:

Puc.3.16. 3amyck Suricata

Tenep xonu B Hac Suricata BXKe 3allyIlIeHH, BapTO MepeBipuTH, Horo B aii. Tomy
CHeliaJIbHO I 1Tboro, cTBOpUMO 3armut HTTP, skuit moBepHE BiANOBI b, 110 BiAIIOBIIA€

IpaBHITy CTIOBIilEHb Suricata Ha puc.3.17.
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~

Llines 1-16/16 (END)
$ curl http://testmynids.org/uid/index.html
Command 'curl' not found, but can be installed with:
sudo snap install curl # version 8.0.1, or
sudo apt 1install curl # version 7.81.0-1ubuntul.18
See 'spap info curl' for additional versions.
$ sudo snap install curl
[sudo] password for user:
curl 8.0.1 from Wouter van Bommel (woutervb) installed
C@curl http://testmynids.org/uid/index.html
uid=0(root) gid=08(root) groups=8(root)
$ sudo apt install jg
Reading package lists... Done
Help Ng dependency tree... Done
keuwuwwig state information... Done
The following packages were automatically installed and are no longer requirec
libnetfilter-logl oinkmaster python3-simplejson snort-rules-default
suricata-update
Use 'sudo apt autoremove' to remove them.
The following additional packages will be installed:
libjq1l libonigs
The following NEW packages will be installed:
jg 1libjgl libonig5s
0 upgraded, 3 newly installed, @ to remove and 91 not upgraded.
Need to get 357 kB of archives.

Puc.3.17. CtBOpeHHs 3anuty

[ Terminal
M user@Ubuntu:
Preparing to unpack ubuntu3_amd64.deb ...

Unpacking jq

Processing tr
Processing triggers .
1% jq '"select(.al 3 . 3498) ' [var/log/suricata/eve.json

76300770,

: 2160458,

Puc.3.18. Suricata npucsoiB kateropito ganomy HTTP 3anuty sik mOTEHLIHHO OTaHUN

Tpadik
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Sk GaunMoO Ha TMOMEPETHBROMY PHUCYHKY, Suricata mparioe, i BUSBHB, L0 1€
HeOe3neyHui Tpadik, ajge He 3BaXKarovH, 110 BiH 3HAE, 1110 I MoraHuii Tpadik, BCe piBHO,
BiH Horo mpomyctuB. Lle cranocs, Tomy mo Suricata 3a 3aMOBYYBAaHHSIM IIPAIIO€ B
pexumi IDS, T00TO, BiH BUSBIAE TOTEHIIMHO HeOe3nmeuyHud Tpadik, ajie HA IHOMY
OlJIbllIe HIYOTO, KPIM MONEpe>KeHH Mpo Hebe3MneKy, He poouTts. Bevoro Suricata mae 4
BapiaHTH POOOTH.

[lepmmii BapiaHT poOOTH Ha3WBA€EThCA «Alert», B TaKOMY PEXHUMI 3apa3 MpaIroe
Hamia cuctema. ToOTo, Mpu BUSIBJICHI MIKIUMBOTO Tpadiky, Suricata monepemkae mpo
HeOe3MeKy B JIOT, ajie KPiM I[bOT0 HIYOTO OLIbIIe HE POOUTH.

Hactynnauit, npyruit Bapiant po6oTH, Ha3uBaeThes «Dropy, konu Suricata mpairoe
B TaKOMY PEXHMi, TO BECh MIKIITUBUNA Tpadik Oyme 3a010koBaHO 1 OyJie CTBOPEHO
CHOBIIIIEHHS OO0 €] o1l B JIOT.

Tperiit BapianT, «Allow/Passy», konu Suricata BUKOHY€ JlaHy Jit0, IIe 0O3HAYAE, 110
BOHA MTPUIIMHUTEH CKAaHYBAHHS MAKETy Ta JO3BOJIMTH HOTO, MPU IBOMY HE 3T€HEPYyBaBIITH
CTIOBIIIICHHS B JIOT.

I octanniit, BapianT 1ii e «Reject», komu Suricata BUKOHYE 1110 1110, BOHA 3HUIILYE
IIK1IJIMBUH TIAKET 1 TOBIIOMUTD PO 1€ BIJIMPABHUKA MPO AaHY MO/IIIO.

Tomy, HACTYIMTHUM KpOKOM Oyjie 3poOuTH Tak mo0 Suricata He TIIBKH BUSBIISAIA
HIKIIMBUHM Tpadik, a 1 6J10KyBaB HOro, ToMy 1100 1€ 3p0OUTH, TOTPIOHO 3MIHUTH PEKUM
po6otu Suricata 13 IDS B IPS. {06 11e 3poOuTH, CI1iJi BAKOHATH HACTYITHI KPOKHU:

[To-nepmie, Tpeba 3HaiTH 3arambHOmOCTynHI [P-ampecu Bamioro cepsepa. s

1IbOr0 TpeOa BUKOPHUCTATH HACTYITHY KOMaHy, siK Ha puc.3.19.

:~$ ip -—b|:1'_ef address show
lo UNKNOWN ;
enpls3 up B.0. 80::b280:b377:2fea:36e1/64

Puc.3.19. Ilepernsan 3aransHogoctynHux [P-aapec cepsepa
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Ha3zBa nmotpiOHoro npuctporo «enp0s3», ToMy BUKOPHUCTOBYBAaTUMEMO CaMe HOTO
IP-anpecy. Temep st mepeBipku poOOTH BapTO CTBOPUTH CIELIATbHUM MiANUC IS
ckanyBanHs Tpadiky SSH no mopris, siki He € SSH 1 Hanumemo mianuc a0 daity
local.rules.

rules/local.rules

] Terminal

] Terminal KBi 29 18:19

user@Ubuntu: ~

user@Ubunktu: ~ user@Ubunktu: ~

fwar{lib/suricata/rules/suricata.rules
t http SHTTP_S

t ht
t ht

Puc.3.22. 3miHa iCHYIOUOTO MIAMUCY 13 peXuMy «alerty B «drop»



48

BapTto 3BepHyTH yBary Ha Te, 110 Temep 3TiAHO MepIIoMy MiAnucy, Suricata Oye
nisTH B pexumi «Dropy», To0To B pexkumi [PS, ane BoHa 111e He nmpaifioe B 1aHOMY pexXHMi,
11 Toro 106 Suricata mepeiiuia B el peKuM BapTo 3pOOUTH HACTYITHE.

[Tepexomumo B daitn «/etc/default/suricata» mist 3minu pexumy podotr Suricata.

GNU nano 6.2 etc/default/suricata

RUN=yes

HUN_AS_USER=

SURCONF=/etc/suricata/suricata.yaml

LISTENMODE=nfqueue

IFACE=ethoe

NFQUEUE="-q ©"

[ Read 31 lines
W€ Help WY Write Out Wl Where Is Wy Cut Wl Execute
W Exit Wil Read File Wl Replace WY Paste e Justify

Puc.3.23. 3mina pexumy Suricata 13 IDS B IPS

Psnok, «#LISTENMODE=af-packet» o3nauae, mo Suricata paniiie npaifroBaia B
pexumi IDS, a nactynauii pagok «LISTENMODE=nfqueue» o3Hauae, 1110 MU BKa3yeMO
Suricata mpaitoBatu B pexxumi IPS. Ilicns mporo BapTo mepezaBaHTaXUTH Suricata i
MICTs IEPE3aBAHTAKEHHS — IEPEBIPUTH MOTO CTATYC.

Activities (-] Terminal KBi 29 15:00

[+1 user@Ubuntu: ~

suricata.service - LSB: Next Generation IDS/IPS
Loaded: loaded (/etc/init.d/surica generated)
Active: i B4-29 14:58:34 EEST; 21s ago

Ubuntu systemd[1
Ubuntu suricatal
Ubuntu systemd[1

Puc.3.24. Suricata 3anyckaetbcst B IPS pexumi
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[Ticns ycmimmHOTO HanmamTyBaHHS Suricata mis oOpoOku Tpadiky B pexkumi IPS,
HACTYITHUM KpOKOM OyJie CHpsiMyBaHHS BXIJIHMX TakeTiB 10 Suricata. J{ms 1poro

nepexoauMo B Qaiin «/etc/ufw/before.rules» 1 nmumemo Hactymnse, sik Ha puc.3.25.

B Terminal KBi 29 15116

+1 user@Ubuntu: ~

GNU nano 6.2 etc/ufw/before.rules

*filter

:ufw-before-input - [0:0]
:ufw-before-output - [0:0]
:ufw-before-forward - [0:0]
:ufw-not-local - [0:0]

INPUT 1 -p tcp --dport 22 -j NFQUEUE --queue-bypass
OUTPUT 1 -p tcp --sport 22 -j NFQUEUE --queue-bypass
FORWARD -j NFQUEUE
INPUT 2 -j NFQUEUE
OUTPUT 2 -j NFQUEUE

-A ufw-before-input -i lo -j ACCEPT
Iﬁ ufw-before-output -o lo -j ACCEPT

e Help We Write Out QY Where Is Wy Cut Wl Execute
W Exit Wil Read File Wl Replace WY Paste W8 Justify

Puc.3.25. CripssmyBaHHs BX1JIHHX ITaKeTiB 10 Suricata

[Tepuri na mpaBusia INPUT, OUTPUT BukopucTOBYIOTHCA AJ11 00X0ay Suricata,
BOHU Tpeba st TOro moo MpariBHUKKA MIAMTPUEMCTBA MOTIIU TIIKITIOUYUTUCS IO CBOTO
cepBepa 3a nonomororo SSH. SIkmo He BHUKOPUCTOBYBAaTHM III JBa MpaBuia, TO
HEMpaBUILHUN a00 HAJTO MHUPOKUN MiJMKUC MOXE 3a0J0KYBaTH MPAIiBHUKOBI JOCTYII
SSH. Hactynue npasuiio FORWARD, rapanTye, 1110 SKIIIO BaIi cepBep Ji€ K MITI03 IS
IHIIIUX CUCTEM, TO YBeCh Tpadik TakoX HaaxoAauTuMe a0 Suricata st 00poOku. Illomo
octanHix aBox mpaswi INPUT,OUTPUT, To xomm Mu iX MpOMHCYeEMO 1€, TO BeCh

3aMIIoK Tpadiky, sikuid He € Tpadikom SSH, HancunaeTses 1o Suricata i 00poOKu.
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3.2. locaigzkeHHs1 eeKTUBHOCTI MPOTH/II BTOPrHeHHAM B iHGopManiiiny
CUCTEeMY MiANPHUEMCTBA MPOTPAMHOro 3a0e3neuyeHHs Suricata

Suricata mokasas, 110 3/1aT€H €PEKTUBHO BUSIBIISATU IIKIIJIUBUHN Tpadik B peKUMI
IDS, panime Bxke 0ys0 TPOBEACHO YCHINTHE TECTyBaHHS PoOOTH Mporpamu, i poOuIn

HTTP 3anur six Ha puc.3.26.

=] Terminal KBi 21
1 user@Ubuntu: ~

Preparing to unpack .../jg_1.6-2.1ubuntu3_amd64.deb ...
Unpacking jg (1 5
Setting up libol 6 .1-2buildl) ...
Setting up libj ( ubuntu3) ...
Setting up jg (1.6-2.1ubuntu3) .
Processing triggers for man-db (
Processing triggers for libc-bin 5
:$ jq 'select(.alert . ; L 98)' fvar/log/suricata/eve.json
{

: 1335428176300770,

: 2100498,

Puc.3.26. Ycnimne BusBaeHHs Suricata mkiymmBoro Tpadiky B pexumi IDS

Tak sik Suricata nmovana npaumtoBatu B pexumi [PS, BapTo nepeBipuTH ii Takox B
Jii 4Yu BCE Mpalroe KOpekTHo. ToMy HacTymHe, 1o BapTo 3podutu 1e 3pooutu HTTP
3alliT, BUKOPUCTOBYIOUM JUIS LIbOTO TIPUKIAJ AJs TecTa poOoTH Suricata, ska € B
JIOKyMEHTalIlii, BIH MOTPiOEH JJIsl EPEBIPKU KOPEKTHOCTI poOOTH mporpamMu. Beonumo

HACTYIHY KoMaHay «curl --max-time 5 http://testmynids.org/uid/index.html.



http://testmynids.org/uid/index.html

o1

Activities (=) Terminal KBi 29 17:08

user@Ubuntu: ~

Puc.3.27. Suricata ycniurHo npaittoe B pexumi [PS

Ak 6aunMo B pAIKY action BUIHO, IO Suricata yCIIIIHO BIAXUIUB TECTOBUM 3aITUT
HTTP, me o3Hauae, o Temep AKMIO Miamuc Oyae 30iraTucs, mporpama OJOKyBaTUME

MOTEHIIIMHO HeOe3neuyHui Tpadik.

3.3. Pexomenaauii mo10 3acrocyBanHs Suricata 1/ e()eKTHUBHOI NPOTHIIl
BTOPTrHEHHSIM B iH()OpMaNLliiiHy CHCTEeMY MiANPHEMCTBA

SAx BuaHO, Suricata mpamroe yCIilHO 1 €pEeKTUBHO, BUSABIISIOUU WIKIJIUBUI Tpadik
B pexxumi IDS Ta Biaxwisitoun 3anuT B pexxumi IPS. Ane BapTo po3yMiTH, 1110 TIPU HE
KOPEKTHOMY HaJlallITyBaHHI, Suricata MOXe MPOMYCTUTH IIKIATUBUMA Tpadik, M0 IS
NIAIPUEMCTBA, Oy/b SIKOTO pO3Mipy, MOXKe OyTH HEOE3NeYHO, TaK SK 1€ MOXKE MaTh
CEpHO3H1 HACIIIKH, SIK BTpaTa, 3MiHa [IIHHUX JaHUX a00 BTpaTa JOCTYITy KJIIEHTIB 10 BEO
pecypcy mianpuemcTBa. Tomy mo6 Suricata mpairoBaB epeKTUBHO 1 HaJIIITHO, BUSBISB
Ta OJIOKYBaB IIKIJIUBUI Tpadik, CliJl JOTPUMYBATUC HACTYTHUX PEKOMEHJAINI:

1. ITicns incTamoBaHHs Suricata, CiiiJi BAKOPUCTATH KOMaHy «suricata-update» Ta
3aBAHTAKUTH HAOOpPW TpaBWUJI BiJI 30BHINIHIX MOCTadaJibHUKIB. lle 3aBaHTaXUThH BCI
npaBwia, ski € OE3KOIITOBHMMH, Ha JaHWil dYac, ix KuibKicTh 41849, BoHU
3HAXOJIUTUMYThCS B TAIIIl «suricata.rulesy.

2. He Bapro mneperBoproBaTH KOXXHUW mignuc Ha drop, reject, 00 € pu3MK
3a0JIOKyBaTH 3aKOHHHUI JOCTYH [0 MEpeXi 4YM cepBepiB. 3amiCTh LbOTO, SKIIO €
HeoOXiaHICTh, TO B (aiiii local.rules MoxxHa momatu BiaacHi mpaBujia, SIK Bxke Oyio
nokasaHo Buile Ha puc.3.1.17.1. I B ¢aiiny kondirypariii Suricata suricata.yaml nepeitu
Ha psanok 1879 1 3maiitu psgok «rule-files:» 1 momatm mim TekcToMm «suricate.rulesy
HactynHui TekcT «local.rulesy. Takum ynHOM Suricata 6y1e BUKOPUCTOBYBATH ITPaBUIIa,

AK1 OynM 3aBaHTaXEH1 BiJ 30BHINIHIX JpKepes Tak 1 BIacH1 mpaBwmia. [1ig yac pobotu B
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pexxumi IPS Suricata mpogoBkyBaTUMe CIHOBIIIyBaTH B Jor-¢gaiia mpo migo3puinit
Tpadik. Xal mnpoiiie Kinbka AHIB ab0 THXKHIB CHOBINIEHb, MICIS YOr0 MOXHA
MpoaHaIi3yBaTH iX 1 0OpaTH BIJMOBIAHI MpaBuia Al IEPETBOPEHHS Ha reject un drop.

3. Ilicns penmaryBanHs (aitmy KoH(irypaiii Suricata moTpiOHO TEpe3amyCTHTH
Suricata 3a nonomororo sudo systemctl restart suricata.service 1 HOTiM IEPEBIPUTH CTATYC
Suricata 3a mormomororo sudo systemctl status suricata.service.

4. Tlicns qogaBaHHs YM 3MIHU 1A€HTU(]IKATOpaA CHUTBHOTH, BKa3aHHS MEPEKEBOTO
iHTepdeiicy 3a 3aMOBUYBaHHSM YW 3MiHa MOro a00 YBIMKHEHHS Iepe3aBaHTAKCHHS
IIpaBUJI B peajJbHOMY 4Yaci, BapTO MEPEBIPUTU KOHPITypallito 3a 1onomMororo sudo suricata
-T -c /etc/suricata/suricata.yaml -v. Lle BOya0BaHu# TeCTOBUI pexuM, IKUi Mae Suricata,
1€ BapTO poOOTH, TOMY LIO y BUIAAKY HNOMMIIKOBOTO, HalpUKIaM, AoJaBaHHsS (ailmy
npaBuJl, IKM HE ICHYye, Suricata BiJipa3y MOBIIOMUTH MPO 1e. 3aBIASKH I[bOMY PEKUMY,
MO’KHa BUIPABUTU IOMUJIKH, 1 3MEHIIIUTH PU3HUKH TOTO, 1110 Suricata He Oyie nmpaloBaTu
KOPEKTHO.

5. Ilicns wanmamtyBaHHA Suricata, BapTO TMEpPEBIPUTH YW BUABISAE abo
OJIOKye/BUIXUIsIE TporpaMa MAO3piauil  Tpadik 13 BJIACHOIO  3TE€HEPOBAHOIO
koH(pirypamieto. s mporo nepesipsemo npaBuio ET Open 13 yucnom 2100498 3a

noromororo curl komauau «curl http://testmynids.org/uid/index.html.».

6. [Ticnsa nanamryBanHs Suricata st 00poOky Tpadiky B pexumi IPS, HeobximHo
noaaTu mpaBuiia Opannmayepa (ufw) s cpsmyBaHHsA Tpadiky uepe3 Suricata ajis
0OpoOKH. CTIpsSIMyBaTH BX1JIHI TTAKETH 10 Suricata, 03Havae, 1o MepexeBuit Tpadik Oyzae
HaJicuilaTrcs A0 Suricata 3a yMoBuyBaHHSIM. ToOTO Suricata BCTAHOBJIFOETHCS HA FPaHUIII
Mepexi, 00 BiH MIT MOHITOPUTH BeCh BXIAHHM 1 Buxiguuii Tpadik. lle m103BOMHUTH
BUSIBJISITH Ta OJIOKYBATH MOTEHITINHI 3arpo3u, 10 HAMaraloThCsl TPOHUKHYTH B MEPEKY
abo BUITHU 3 HET.

7. Suricata He € OCHOBHUM O€3MEKOBHUM PIIICHHS, TOMY BapTO BUKOPUCTOBYBATU
Suricata sk 0JuH 3 KOMIIOHEHTIB 3arajibHOi apXiTekTypu Oe3neku IC pazoM 13 IHIIUMU
pILIEHHSIM, TaKUMU SIK OpaHaMmayep, aHTHBIpycHe nporpamue 3abe3nedeHHs sk ESET
Internet Security/McAfee Total Protection, a Suricata Oyae Sk IOZaTKOBUM IIIapOM

3aXUCTY.


http://testmynids.org/uid/index.html.
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8. HeoOximHO peryispHO OHOBIIIOBATH MpaBwmia. [{e momomMoske po3mi3HaTH HOBI
THUIIH 3arpo3 1 30UIBIIUTH €(PEKTUBHICTH CUCTEMH.
9. HeoOximno mpoBoautu aynut Oe3neku IC Ta mpoBOAUTH TECTyBaHHS Ha

NPOHUKHEHHS, 00 MepeBIpUTH €PEeKTUBHICTH Suricata Ta BUSABUTH MOXIIMBI CIAOKi

MICILIAL.



BUCHOBOKH

Y xoxi jochimkeHHs Oylno MpoaHalli30BaHO, SKi ICHYIOTh BHUIU 3arpo3 Ta ix
Hachmigku jisa IC. Crano 3po3yMisio, IO ICHY€ HH3Ka PI3HOBHJIB 3arpo3 s
1HbOpMAIIHHUX CHCTEM, K BIPYCH, Pi3HI BUAMU TPOSHCHKUX MpoTrpam, mmuryHcbke I13,
pi3Hi Buau xpobakiB(warm), DoS/DDoS-araku, himmHr-aTaku, ki HaCIiIKu OyIyTh s
HIIPUEMCTBA Y BUNIAJKY POHUKHEHHS BUIILE 3rajlaHuX Kidep3arpo3 B 1H(QopMalliiHy
CUCTEMY IMIANPUEMCTBA, a caMe 3arpo3a BTpPaTH OCOOMCTUX JaHUX KIIIEHTIB,
CHiBpOOITHUKIB, TAEMHHMX JIOKYMEHTIB, 3MiHa YHM BTpaTu 1HQOpMallii, MOPYIICHHS
HaJIEKHOTO (DYHKIIIOHYBaHHSI IMiIMTPUEMCTBA YU 30BCIM NMPUIIMHEHHA Horo pobotu. [1o B
CBOIO YEpry O3Hayae, BTpaTy JIOBIPU KIIEHTIB, 1HBECTOPIB, PI3HOTO pO3Mipy 30UTKIB 1
MOXKJIMBE OaHKPYTCTBO MIANPUEMCTBA. Takoxk OyJlo pO3MISIHYTO CyYacHHM CTaH
kibep3arpo3, 3TiIHO JOCHIKEHHIO Bl KommaHii  Microsoft, pocig, micus
MOBHOMACIITAOHOTO BTOPTHEHHS B YKpaiHy, aTakyBaljla HU3KY Tayry3eil IpOMHUCIOBOCTI,
CEKTOPIB YKpaiHH, K TPAHCIIOPTHY, EHEpreTHUHY, (piHancoBy Ta 3MI, i ranmysi 3a3Hanu
HaMOUIBIIMX KiOepaTak, TakoK OylIM MiJjiaHl 1HIOl ragy3i Kibeparakam, aje HE TaKux
MaiTadiB, sIK Ha 111 raay3i.

[IpoananizoBaHo, fKi ICHYIOTb Cy4aCHI METOJM 3aXUCTy BIJl BTOPTHEHb B
iH(popMalliiiHy cucTeMy, Takl sK 1AeHTU]ikaiis, ayTeHTUudikaiis, ABOPaKTOpHA
ayrentudikaiis, 6iomerpuuna ineHTudikais, firewall, antusipycue 113, mmdpyBanns
nanux, [PS/IDS-cuctemu, a Tako 110 KOXKEH 13 IIUX METOJIIB O3HAYaE, 1 SIKy IepeBary
HAJa€ MAMPUEMCTBY B HACIIIOK BUKOPUCTAHHS BUIIE 3rafaHuX MeToAiB. Takox Oyio
po3risiHyTO cy4acHi anTuBipycHi IPS cucremu, taki sik ESET Internet Security, Snort,
Suricata, McAfee Total Protection 1 Oyio nmpoaHasni3oBaHO iX MepeBaru Ta HEJAO0JIKH.

[TpoBeneno posroprants Ta HamamtyBanHs [13 Suricata, cnouatky, B pexxumi [DS,
a MoTiM OyJio mpoBelieHO 3MiHYy pexkum 13 IDS B IPS pexum, Oyno noJaHO BiacHi
npaBuia, e Hanmucanu npaBuia ans ckanyBanHs Tpadiky SSH, HTTP, TLS nopris,

3MiHa pearyBaHHs Suricata Ha TOTEHIIMHO MIKIIIUBUN Tpadik, TOOTO 3MiHA PEKUMY



pobutn i3 «Alert» B «Drop». Byno posrnsiHyTro Bci pexxumu pobotu manoro I13, sk
«Alerty, «Dropy, «Reject», «Allow/Pass» 1 1110 BoHu 03Ha4at0Th. Takox Oyi0 mpoBeIeHO
TeCTyBaHHsI pOOOTH HaJaMITOBaHOI KOHpirypamii B pexxumi IDS, e Suricata ycmimmno
Oyno BusBieno mino3pimuid HTTP 3amut 1 Oyno mpoBeaeHo TecTyBaHHsS Suricata B
pexumi IPS, ne Oyno ycmimno Binxuwieno HTTP 3anur.

byno po3pobieHo Hu3ka pekoMeHmarid sl €pEeKTHBHOTO, IIBHJIKOTO
HAJAIITYBAaHHS Ta PO3ropTaHHs Suricata, 100 3MEHIIUTH PU3UKHU He crpaiioBanns [13 i
3amo0IrTM  TPOMyCKaHHIO HebOesrmeuHoro Tpadiky B iHOpMaIiiHy CHCTEMY,
BUKOPHUCTOBYIOYH BJIACHY KOH(ITypallito.

Bapro 3a3HaunTH, 110 3aMpONOHOBaHI PEKOMEHJAIlli HE Jal0Th CTOBIJCOTKOBOL
rapanTii 3a0e3nedeHHs HeoOXimHoro piBHA 3axucty [C. Ilpore KOpHUCTYIOUHCH
pekoMmeHaalisamu 1o 3axucty 1C 3a monmomororo Suricata, Mae MOXJIMBICTh €(DEKTUBHO,
IIBUJKO 1HCTAJIOBAaTH, HamamTyBaTd Ta posropuytu II3 Suricata ana 3axucry
MepexeBoro Tpadiky IC mianmpuemMcTBa BiJ Bpa3iIUBOCTEH, €KCILJIONTIB, BTOPTHEHb,
Ki0epaTak, HECAaHKIIOHOBAHOI'O JIOCTYNY, AHOMAJIbHOI AaKTUBHOCTI, 3JIOBKHBAHHS
MPOTOKOJIB Ta MIKIJUTUBUX MPOTPaM.

Pekomenpamii 'y cBoOiil poOOTI MOXYTh BHKOPHUCTOBYBAaTM  CHUCTEMHI
aJMIHICTpaTOpHu, OE3MEKOBI aHANNITUKH, 1HXKEHEPHU 3 MEpEeXKEeBOI Oe3MeKH, aHaITUKH

3arpo3 Ta MEpEKEBUM aIMIHICTPATOP.
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