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Kopomxkuii 3micm pobomu.: B nmaniit marictepcekiii poOOTI mpeacTaBICHO
pPO3pOOKY pIlIEHHS ISl BUKOPUCTAHHS aBTOMaTH3allli po3ropTaHHs 1H(QpacTpyKTypH B
XMapHOMY CEpEJOBHII JUIsi KOMITaHii 3 pO3pOOKH BeO-10/aTKIB 3 BUKOPHUCTAHHSIM
Ansible.

Y pobGoti Oyno TpoBemEeHO aHaMi3 HAWOUIBII MOMIMPEHUX TOMIJIOK, IO
JOMYCKAIOTBCS. B MPOLECI pO3ropTaHHs IHPPACTPYKTypH, a TaKOXK aHali3
1HQPACTPYKTYpHUX TOCTYT, 10 OyJ0 peanizoBaHO B MPAKTUYHIM YacTHHI JAUIUIOMHOI
poboTH.

VY mpakTHYHOMY pO3AUII IUIIOMHOI pOoOOTH Oyno po3pobaeHO peKoMeHnarii
Ansible nama  aBToMaTtu3zaiii  pO3rOpTaHHS  IHPPACTPYKTYpPH, SKHM JTONIOMAarae

MIATPUMYBATH MOCIIIOBHICTh MaOYTHIX PO3rOpTaHb.

KJIIOUOBI CJIOBA: ANSIBLE, IT IH®PACTPYKTYPA, ANSIBLE
CONTROL, AWS, BEB-CEPBEP, XMAPHA IH®PACTPYKTVYPA, HAIAI'PAMU
[HOPACTPYKTYPU AWS

ABSTRACT

The text part of the qualification work for obtaining a master's degree: 96 pages, 7

figures, 23 sources.



The purpose of the work is Improving system performance and reliability by
optimizing IT infrastructure using Ansible.

The object of research is optimizing IT infrastructure using Ansible.

The subject of research is The Ansible tool.

Summary of the work: This master's thesis presents the development of a solution
for the use of infrastructure deployment automation in a cloud environment for a web
application development company using Ansible.

The work analyzed the most common mistakes made in the process of
infrastructure deployment, as well as the analysis of infrastructure services, which was
implemented in the practical part of the thesis.

In the hands-on section of the thesis, Ansible guidelines were developed for
automating infrastructure deployment, which helps to maintain the consistency of future

deployments.
KEY WORDS: ANSIBLE, IT INFRASTRUCTURE, ANSIBLE CONTROL,

AWS, WEB SERVER, CLOUD INFRASTRUCTURE, AWS INFRASTRUCTURE
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BCTYI1

Jlana wmarictepcbka poOOTa TPUCBSIYEHA aHANI3y aBTOMATHU3allli MpoIecy
HAJAIITyBaHHS Ta PO3TOPTAaHHS 1HPPACTPYKTYPH, HEOOXITHOT I HEBEJIMKOT KOMITaHii 3
po3pobku BeO-monmatkiB. CepenoBuille Oyle pPO3TOPHYTO B XMapHOMY PillICHHI.
ABTOMaru3allisi BCbOTO  TMPOILIECY 3a  JIONOMOIOK  1HCTPYMEHTY  KepyBaHHS
KOH(Irypari€eo 3poO0UTh PO3TOPTAHHS IIOCIIJIOBHUM, OE3MEYHUM, IOPTATUBHHUM 1
IPOCTHM B yNpaBliHHI. Y po0OoTi Oyme TpOBEIEHO aHali3 HaWOLIBII MOIIMPEHUX
NOMMJIOK, LI0 JIOMYCKAlThCS B MPOLEC] PO3ropTaHHd 1HPPACTPYKTypU B MajaoMy
O13HEC1 Ta cTapramnax, a TakoX aHaji3 iIHGPACTPYKTYPHHUX MOCIYT, 110 Oy/e peari30BaHO
B MIPAKTUYHIN YaCTUHI IUIIJIOMHOI POOOTH.

[adpacTpykrypa, npo SKy e MOBa, MICTUTUME TaKl MOCITYTH:

- BeO-cepBepu

- 0a3 maHux

- KOHTPOJIb

- pe3epBHE KOMiIOBaHHS Ta BiTHOBJICHHS

Pesynbrar 1i€i poOOTM NMOBUMHEH CTOCYBAaTUCS MOYMHAIOUOI ab0 BXKE ICHYHOUOI
KOMMaH1i 3 po3poOKH BeO-0JaTKIB, SKa XOTUIa O MIABUIIUTH OE3MEKYy 1 MOJICTIIUTH
YIPABIIIHHS CBOEIO 1HPPACTPYKTYPOIO.

Pimennss Oyne po3po0ieHO 3 BHUKOPUCTAHHSM HaWKpallMX TMPaKTUK Oe3meKxH,
KOJTyBaHHsI Ta IHPPACTPYKTYpH, 11100 HOr0 MOKHA OYyJIO BIPOBAIUTH ISl BXKE ICHYIOUMX
KOMIIaH1|, 110 MPaIoTh y cdepl po3poOKu BeO-101aTKIB.

JlocniTHUIIBKUMU TTMTAaHHSAMH, Ha K1 3BEPTAETHCS yBara IiJi 4ac poOooTH:

- sKI HaWMOIIMPEHII TOMUIKUA JOMYyCKAIOThCA IiJ dYac pPO3rOpTaHHA
1H(ppacTpyKTypu?

- sKl TIOMWJIKM, TIOB'sI3aHl 3 KiOepOe3mekoro, JOIMYyCKAalThCs B YIPaBIiHHI

YKUTTEBHUM ITUKIIOM 1HPpacTpyKTypu?



- 4Kl ONTUMAaJbHI TpOTrpamMHi pilmeHHS g 1HQPACTPYKTYPHUX CEPBICIB
(BeO-cepBep, 06a3a JaHUX, MOHITOPUHT, pe3€pBHE KOIIIOBaHHS)?

AKTyanbHICTh JaHOi pOOOTH 3yMOBJIEHA HACTYITHUMHU ITyHKTAMH.

- 3poCcTaHHs CKJIAamHOCTI Ta oOcary IT-iHppacTpykTyp BHMarae BIPOBaJIKEHHS
e(eKTUBHUX IHCTPYMEHTIB JUIsI aBTOMATU3allii Ta ynpaBiiHHS HUMU. Ansible € ogHUM 3
TaKUX 1HCTPYMEHTIB, KU J03BOJIsi€ 3a0€3MEUNTH WBUIKY Ta HAAIHY aBTOMAaTU3ALIII0
MIPOIIECIB YIPaBIIHHS 1HPPACTPYKTYPOIO.

- BHKOpHcTaHHS Ansible m03Bonsi€ 3HU3UTH Yac Ta 3yCHJUI, HEOOXIIHI IS
HamamTyBaHHs Ta ynopaeniHHSA [T-iHppacTpykryporo. lLle mo3Bomsie 3BUTBHUTH
[T-cnewianicTiB BiA PYTHMHHMX 3a/lad Ta CKOHUEHTPYBATUCA Ha OUIbII CKIIAJHUX Ta
CTpaTeriyHuX 3aBJIaHHSIX.

- Ansible € BIZKpUTUM Ta THYYKHUM IHCTPYMEHTOM, SIKUH MOXe OyTH
BUKOPUCTAHUM JUIs1 aBTOMaTH3alli pi3HuUX acnekTiB [T-iHppacTpyKTypu, BKIIOYAIOUU
HaJAITYBaHHS CEpPBEPIB, PO3TOPTAHHS MPOrPAMHOTO 3a0E3MEUEHHs], MOHITOPUHI Ta
Oararo iumoro. JlocmipkeHHsT BUKOpPUCTaHHs Ansible 103BOJUTH BUSBUTH HOTO
MOTEHIN AT Ta €(PEKTUBHICTD Y PI3HUX CIICHAPISIX BUKOPUCTAHHS.

- ontmmizamist [T-iHGpacTpykTypu € akTyalbHOIO 3adadero Juisi 0araThbox
oprasizariiii, OCKiTbKH BOHA JIO3BOJII€ 3HU3UTH BUTPATH, MOKPAIIUTH MPOAYKTUBHICTH
Ta 3a0e3rneunTd OUIbIY HaAilHICTh cucTeM. JlociikeHHs BUKopucTaHHs Ansible 3
metoro onrumizanii [T-iHGpacTpykTypu Moxe OyTH KOPUCHHMM JJiS OpraHizalliid, siKi
NparHyTh MOKPAIIUTH €PEKTHUBHICTh CBO€I 1HPPACTPYKTypu Ta 3a0e3MeYUTH OLIBIILY

ABTOMATHU3AIII0 IPOLIECIB YIPABIIHHS.



1 AHAJITI3 TUITOBUX ITIOMUJIOK ITPHU PO3I'OPTAHHI
IHOPACTPYKTYPHU TA YIIPABJIIHHI ) KUTTEBUM NUKJIOM

1.1 AKTyanbHiCTh NPo0IeMH PO3rOPTAHHA iHPPACTPYKTYPH

Pyune posropranHs iHPPACTPYKTYpU — 1€ AykKe TPYAOMICTKUN MpoIiec, i Jac
SIKOTO MOXKYTh CTaTHCs HeMpaBUIbHI KoHDiryparii. [i moMHIKE MOXYTh MPU3BECTH 10
nipok y 6e3neri abo 10 TOro, 10 CUCTEMH HE MpalfoBaTUMYTh HAJIEKHUM 4YUHOM. Lle
O3Hauae, 0 B MaiOyTHbOMY Oyzle BHUTpPaueHO OUIbIlIe Yacy Ha HaJaroIKeHHs ado
NepenpoeKTyBaHHs BCi€l 1HGPACTPYKTypH, IO MOXKE O3HAYyaTH MOXKIIHUBI MPOCTOI
OPOTSITOM TPUBAJIOTO Yacy.

I{s poboTa 30cepemkena mepeBakKHO Ha cTapTanax Ta MajioMy Oi3HEeCi, OCKITbKH
ctaHoM Ha 2022 pik 47% manux niagnpueMCTB 3a3HaBaIM MPUHAKMHI O/IHI€T KiOepaTaku
Ha pik. 3 HUX 44% nepexuin aABa, TP a00 YOTUPH Hara Iy 3a TOM caMuid niepiof, a 8%
MajJu M'ATh 1 OlabIne HamasiB. [0OJOBHUMHU CTPaxOBUMH IPETEH31SIMU, MOB'SI3aHUMU 3
KiOepHeTHKoI0, Oynu mporpamMu-BHUMaradi, Xakepu Ta BTpara a0o HeEmpaBOMipHE
BUKOpHCTaHHS AaHuX. Kpim Toro, 7 3 10 613HeCiB HE TOTOBI 10 K1OepaTaKH.

HalinomwupeHimyMu MOMWIKaMH, SKUX MPUIYCKAIOThCS CTapTalyd Ta Malui
013HEeC MPU PO3TOPTaHHI XMAPHOI IHPPACTPYKTYPH Ta YNPABIIHHI KUTTEBUM ITUKIIOM, €:

- 30epeskeHHs O0NIIKOBUX JaHUX y CHUCTEMaxX KOHTPOIIO Bepciil, Takux sk Git;

- HEMpaBUIIbHE KEPYBaHHS JIOCTYIIOM;

- HENpaBWJIbHO HAJIAIITOBaHI TMPOIEAYPHU PE3EPBHOIO  KOIMIIOBAaHHSA Ta
BIJTHOBJICHHS;

- CUCTEeMU/TIPOIIeIypHY BUIIPABIICHB Ta BPA3JIMBOCTEH HE 3aCTOCOBYIOTHCSI.

ABTOMaru3allisi po3ropTaHHs 3a0€3MeYUTh Y3TOJKEHICTh CEPEeIOBUILA, CKOPOTUTD
BUTPATHU 4YacCy, BUKIIOUHWTH MOXJIUBICTh HENMPaBWIBHUX KOH]Irypamiii 1 3a0e3rneduThb

Outbll Oe3meyHy Ta CTIWKYy 1H(pacTpykTypy. 3MiHM KOHGIrypamii Takox OyayTh



MIBUAIIAMHA Ta TOCTIJOBHIIIIMMH, OCKITBKA BCE CEPEIOBUINE OIMUCYETHCS B KOMI Ta
KEPYEThCSA IHCTPYMEHTOM KEPYyBaHHS KOH(DITypali€ro.

[lpunuunu, 3a SKUMH JOMOMOXE JOCSITH aBTOMAaTH3allisi PO3TOPTaHHS
1H(PaACTPYKTYpH:

- MOXJIMBICTbH MOCTITHO BHOCUTH MOKPAIIECHHS, @ HE POOUTH BCE Ofipa3y B MEBHUI
Jac;

- CHCTEMHI aJMIHICTpaTOpd BUTpPAYaAIOTh MEHIIE Yacy Ha pPYTHHHI Ta
MTOBTOPIOBaHI 3aBJaHHS;

- KOPUCTYyBaul MOXYTh KEpyBaTH pecypcaMu Ta BU3Ha4aTH Te, [0 iM MOTPiOHO,
0€3 JOMOMOTH CUCTEMHOTO aIMiHICTPATOPA;

- CUCTEMH Ta CEpPBICH MOXKHA IIBUJIKO Ta JIETKO B1JIHOBUTH.

Pesynbrar npakTHyHO1 YaCTUHU 1i€1 AUTUIOMHOT pOOOTH JOTIOMOXKE CTapTaraM Ta
MajoMy Oi3Hecy SKHAWIIBUIIIE PO3TOPHYTH CBOIO 1H(PACTPyKTYypy y Xmapi,
30epiraroud  HaWKpaill [pakTUKU Oe3neku Ta  1HPpacTpykTypu. besneune
HaJAINTYyBaHHSA BIAMOBIJHUX CEPBICIB, HE MAal4u IMOIMEPEIHLOT0 J0CBiay, Oyno O

CKJIaJHUM 3aBJIaHHAM.

1.2  IIpoGuemu B maaux IT-komnanisix

Y BcboMy cBiTI moHan 95% mignmpuemMcTB BBaxaroTbea wMamumu (<100
CHiBpOOITHHKIB). Hait0oinpm CKJIaJHUMU 3aBJaHHIMH U CTBOPEHHS
IT-inppactpyktypu B HeBenukux [T-xkoMmaHisiXx € aHami3 BHUMOL, (IHAHCOBI Ta
OIOIKETHI PO3paxyHKH, BHUPIIICHHS NUTaHb BOPOBAPKEHHs Ta ekcrutyararii. Ilicis
I[OTO KOMIaHisl TMOBHHHA 3PO3YyMITH MPOIYKT, SIKW BOHA CTBOPIOE, 1 TEXHOJIOTIIO,
HEOOX1HY JUIS LIbOTO.

Kpim TOr0, CTBOpEHHs KOMIIaHii MOke OyTH Ay»e CTPECOBUM IPOLIECOM, IiJT Yac
SIKOTO JIeSIKI YaCTHHH TIPoIleCy HEMHUHYYE IMOCHIIIaTh, a MoTiM 3a0yBatoTh. L1 merami

MOXYTh  CTaTd  BEJIMYE3HUMHU MpoOIeMaMmH, SKII0O BOHM TMPHUB'SA3aHI  J0



[T-ingpactpykrypu. Konu BrnacHuk Oi3Hecy He € (axiBuem B IT-cdepi 1 He BBaxae
npiopuTETOM MpaBUibHE IUTaHyBaHHsS IT-cTparerii, MaciiTaOyBaHHS B MailOyTHbOMY
MO>KE€ CTaTH YMMaJIUM BUKJIMKOM JJIsi KOMIIaHii.

OCHOBHUMHU TOMUJIKAMU  O€3MEKH, JOMyIIEHUMH B  XMapi, 3TIHO 3
JOCITIDKEHHSIM, TTpoBeIeHnM KommaHieto Netskope, €:

- HaIaHHS TyOJI1YHOTO AOCTYITY JI0 BiJep /Jis 30epiraHHs;

- BUKOPUCTAHHS 00JIIKOBOTO 3aMKCy 100t Il MOBCIKIACHHUX JTIH;

- HEBUKOHAHHSI MOHITOPHUHTY;

- MATAHHS THTETPaIlii.

Konu kommanis He cnpuiimae 111 TpoOieMu CEepiHo3HO, OJJHOTO pa3y BOHA MOXE
IPUIUHUTH CBOIO JISIBHICTh Y€pe3 BUTIK JaHUX, [0 MOXKE MPU3BECTU 0 BEIMUE3HUX
mrpadiB. Y 2022 poui B Cronydyenux Illtarax Oyno 3apeectpoBano npubauszHo 1579
BUTOKIB JIaHUX.

Burik ganux Moxe OyTH pe3yabTaroM NOMMIKH KopucTyBaya. HaiOuibin
TUIIOBUM CIIEHapiEM € CUTYaIlisl, KOJIU ONepaTop HEMPaBUIbHO HaJAIITYBaB MIIaTHOpMy
abo cepBep, MO TPHU3BEIO JO MOXKJIUBOCTI 30BHIIIHBOTO Cy0'€KTa OTpHUMATH
HECAHKI[IOHOBAHWM JOCTYN J0 MaHWX. BUTIK JaHWX MOXE BIUIMHYTH Ha OCOOHWCTI JaHi
MUIBHOHIB Jtomei, mo B €Bpomi uyepe3 GDPR moxe mnpusBecTH 10 BETUYE3HUX
mTpadis.

OckulbKM  XMapHi OOYHCIICHHS 4YacTO CHPONIYIOTh TMPOIEC PO3TOPTaHHS
IT-indpacTpykTypH, Oarato KOMIaHii MEPEHOCATH CBOi Mociayru B xmapy. OnHak
KOpUCTYBayl TMOBHHHI pO3YMITH KOHIENIi Oe3neKkn oOpaHOr0o HHUMH XMapHOTO
IpoBauiepa.

OCKUIbKM KOMITaH1i-TTOYaTKIBIIl, SK MPaBUIIO, MAalOTh OOMEXEHI pecypcH, BOHHU
3aUIIAIOTh ~ PO3TOPTAHHS Ta  YOPaBIiHHA HOBUMM JOJaTKaMH B  XMapHIil
1H(ppacTpykTypi po3poOHHMKamM. BOHM BBaXarOTh I[I€ MEHII JOPOTUM pIIIEHHSIM Yy

MOPIBHSHHI 3 HAMMOM CHiBPOOITHUKA, SIKUM OW BIATOBIAB 3a XMapHY 1HPPACTPYKTYPY.



Konmu nomatok mounHae HaOMpaTH MOMYJSPHICTH 1 CTa€ OJAHUM 3 OCHOBHHX
JOKEpeNl JI0XoMy KommaHii, Oa3oBa 1H(pacTpykTypa cTa€ 3aHeN0aHOI0, OCKIUIbKU
PO3pOOHUKH OUIbIIE 30CEPEIKYIOThCS Ha JOMaTKy. PyTHMHHI mpouecu 3ajIuIIaroThCs
HEBUKOHAHUMH, HAJIGKHUM MOHITOPUHT HE 3/IIMCHIOETHCS, a JIOKYMCHTAITS ITHIICTHCS.

KpiM TOro, fIKI10 BUHMKHYTH MPOOJIEMH 3 B3a€MO3B'SI3KOM MIXK 1HCTaHcamH abo
30BHIIIHIMHM CIy>K0amMu, pO3pOOHHUKH MOXYTh 3pOOWUTH HENMpaBUIIbHY KOH(DITypaliro
MEpexi, 10 MOXE 3aJIUIIUTH BCHO 1HPPACTPYKTYypy B BpazIuBoMy cTaHi. Sk
3rayBajiocs paHilie, OJJHUM 13 HAUTIPIIKX ClieHapiiB Oyno 6 3anumuTy 6a3u JaHux ado
cerMeHTH AWS S3 BiIKpUTHUMU ISl TPOMAJICHKOCTI, II0 MOXE MPHU3BECTH IO BUTOKY

JTaHUX.

1.3 Burik [aHUX, COPUYMHEHUH HENPABMJILHO HAJAIITOBAHNMH

cay:xx0amu IT-indgpacTpykrypu

VY sxoBTH1 2022 poky nani API, oGnikoBi gaHi aBTeHTH(DIKALIT, K1 BKIouanu 40
000 BIiZKpUTHUX TEKCTOBUX TMAapoNiB, CepTU]IKaTiB, KIOUIB JemudpyBaHHs,
KoH(piryparii, iHpopmarlii mpo KIi€HTIB Accenture OynH 3aluIIeH] BIAKPUTHMH IS
nyOIIYHOrO TOCTYIMYy Yepe3 HeMpaBUIIbHO HAJAIITOBaHI cerMeHTH 30epiranus AWS S3.
Jlo ciucky iXHIX KIIE€HTIB yBIANLIN 94 kommanii 31 cicky Fortune Global 100.

BJC Healthcare noBigoMumna, 10 HE3aXUIICHUI CepBEp 3aJTUIIABCS BIIKPUTUM
i poctyny 1o IatepHery B mepion 3 TpaBHS 2021 poky mo ciueHb 2022 poky.
[ToBimOMIII€THCA, IO BUTIK TOpKHYBCA 1HPopmanii npo 33 000 namienti. Ha cepsepi
30epiranacsa Taka iHQopMallis, SK BOMIMCHKI MpaBa MAIll€HTIB, JaHI MPO CTPaXOBKY,
JOKYMEHTH Tipo JikyBaHHs. [lepcoHanbHi [aHi, Taki K I1MEHa, aJpecH, Jara
HapOIKEHHsI, HOMEpU TeJe(dOHIB Ta HOMEPHU COILIAIBHOTO CTpaxyBaHHs, TAKOXK Oylu

BPa3JIMBUMH.

1.4  Y3romxkeHnicTs KoHpirypamii



Ak 3ragyBanocst paHille, pydHe pO3ropTaHHs 1HPPACTPYKTYPHUX CEPBICIB MOXKE
OyTH JIOBrUM 1 CKJIAQJHUM 3aBHaHHsAM. [lpu posropTaHHi JEKUIBKOX CEpelOBHUII]
OJTHOYACHO, B 3QJIEKHOCTI BiJI pO3MIpYy 1 KOMIIETEHIIi KOMaHIH, 110 MPAIfoe HaJ HUM,
IPUCYTHSI MOKJIMBICTh HEBIJAMOBIAHOCTEH 1 HEMpaBUIbHUX KOHQirypariil. HeBusiBieHi
NOMMJIKM KOH(Irypaiiii, siki He BHSIBIEHI BYACHO, MOXYTh NPHU3BECTU JI0 MOPYIICHb
0e3MeKH, HeMpaIoIux a00 HECTIPAaBHUX CUCTEM.

VY pasi aBapii BITHOBJICHHS BIpTyaJIbHMX MamiuH abo ciyx0 Oyne CKIIagHuM
3aBIaHHSAM, SKIO He Oyne 3ampoBaKEHO HAJEKHUX MPOLEAYpP PE3epPBHOTO
KOMIIOBaHHA Ta aBapiMHOIO BIJHOBJIEHHS. JSKIIO Tpoueaypa MepeaucioKalii
BUKOHYEThCS 0€3 aBTOMaTH3aIlii, MPOIEC MOXKE 3alHATH TOJWHU ab0 JIHI, 3aJIEKHO BiJl
posMipy iHpacTpykTypu. Ilig d9ac BeNMMKHUX MepeauclIOKaIiii  HempaBUJIbHI
KOH(iryparii Ta HEBIAMOBIIHOCTI € IyXXe HWMOBIPHMMH uepe3 THUCK, MOB'I3aHUN 13
BITHOBJICHHSIM pOOOTH. BUSBIEHHS MOMHIIOK, JAOMYIIEHWX MPOTSITOM IBOTO MEPiOny,
Moke OyTH HaJ3BUYAHO Ba)KKO 3HAWTU Ta BUIPABUTH, IO MOXKE 301JIBILINTH 3arajJbHUN
4ac MPOCTOr0 1HPPACTPYKTYpH.

SIKIO KOMIIaHisi BHUKOPHCTOBYE KUIbKa MOCTAYaJbHUKIB XMapHUX MOCIYT,
BaXJIMBICTh Y3TO/UKEHOI 1HQPACTPYKTypU € KPUTHUYHO BaXKIMBOIO. lle 3HMXKYye pU3MK
onepallifHoi Hee()eKTUBHOCTI Ta 3a0e3Ieuye TUIaBHUM MepexiJl MK MocTavyaaibHUKaMU

XMapHHX MOCIYT, SAKIIO B IbOMY KOJH-HEOYIb BUHUKHE HEOOX1IHICTb.

1.5 TpyaomicTKicTh PO3ropTanb

Sk 3a3Havaniocs pasilie, pydHe pO3ropTaHHs 1HPPACTPYKTYpHU MOXKE OyTH JyxKe
TPYAOMICTKHM TIPOIECOM. SIKIIIO TOBOPUTH MPO iHPPACTPYKTYPY, HA SAKIH 30CepeKeHa
I MaricTepcbka po0oTa, TO MPOIEC PO3TOPTAHHS 1€l 1HPPACTPYKTYPH BPYUHY MOXKE

3alHATH KUIbKA JIHIB y KUIBKOX cepenoBuiax. Jlyxe BaKIMBO TaKOX 3aJ0KYMEHTYBAaTH



HAJAIITyBaHHS 1HPPACTPYKTYpPH JUIsi MalOyTHBOI CTIMKOCTI, IO TaKOX 30UIBIINTH
BUTpPATH Yacy Ha BCE PO3TOPTAHHS.

s pobora Oyme 30cepemkeHa Ha PO3rOpTaHHI 1HPPACTPYKTYPH B XMapHOMY
cepenoBuilll. Pe3ynbrar mpakTUYHOI YAaCTMHM MOXe OyTH MoAudIiKOBaHUN Y
MailOyTHbOMY I PO3TOPTaHHS 1HPPACTPYKTYPHU B IHIINX CEPETOBHUILAX.

AHaniTHYHa YaCTUHA L€l TUMIIIOMHOI pOOOTH TaCTh OIS HAWOLIBII MOITUPEHUX
MOMMJIOK IiJl 4ac pPO3ropTaHHs 1HOPACTPYKTYpH Ta YHPABIIHHS KUTTEBUM LUKIIOM.
Hacrtynni npobnemu Oynu oOpaHi uepe3 BIUIMB Ha KiOepOe3meky, KU BOHU MOXXYTh

MaTH 17151 O13HeCY.

Po3nin mpucBsYeHWI TaKUM TUTAHHIM: MPOILEAYPH PE3EPBHOTO KOIiIOBAHHS Ta
BIJTHOBJICHHS, 30€pEKEHHS 0OMIKOBUX JaHUX y CUCTEMax KOHTPOJIO BEpCiid, HEHAJIC)KHE

KEpyBaHHA JOCTYIIOM Ta KCPYBAHHS BUIIPABJICHHIAMUN.

1.6 IIpouenypu pe3epBHOr0 KONMilOBAHHA TA Bi/IHOBJICHHS

Jlani € ogHUM 13 HAWBaXKJIMBIIIUX AKTHBIB HE3QJIEKHO BiA po3Mipy Oi3Hecy, 1
3aBKAM ICHYE PU3UK BTpaTuTH AaHl. HeszanexxHo Bij TOro, 4M crajacs BTpara JaHHUX
yepe3 amapaTHui 301i, kiOeparaky a00 HeNpaBWIbHE YMPABIIHHSA JOCTYIOM, II€
CTBOpUTH Oararo mpobiem s KoMIiaHii abo, B TIpPIIOMY BUMIAIKY, 3aKpHUE KOMITAHIIO.
HasiBHICTP XOpoOIIOi CTpaTerii pe3epBHOrO KOMIIOBAHHS Ma€ Ba)KJIMBE 3HAUCHHS IS
0e3NeKH JaHUX, OCKIIBKU HE ICHYE rapaHTOBAHOIO METO/Ty 3ar00IraHHsI BUTOKY JTaHHX.

Brpara ganux Moxke cTaTucsi BHaCI10K:

- BUITAJKOBE BUIAJICHHSI a00 3MiHA JAaHUX;

- anapartHuii 30iif;

- HeHAJIe)KHE YTIPaBIiHHS [IpaBaMH JIOCTYITY;

- 3ary0sieHi abo BKpaJieHl MPUCTPO.



OCKUTbKY KOMITaHI1 3aJie’aTh BiJl HASBHOCTI Ta 3aXHMCTY CBOIX JTAaHUX, HEOOX1THO
PETYIISIPHO BIPOBAHKYBATH Ta TECTyBaTH HAJICKHI MPOIETyPH PE3SPBHOTO KOIIFOBAHHS
Ta BiJHOBIEHHA. [lmaHyBaHHS TOYMHAETHCA 3 BU3HAYEHHS TOTO, NJSl SIKUX JIAHUX
NOTPIOHO CTBOPIOBATH PE3EPBHI KOMIi Ta SIK PETYIApHO Mae BiAOyBaTucs pe3epBHE
KOITiFOBaHHS. Pe3epBHE KOMIIOBaHHS TaKUX JaHUX, SK PE3epBHI Komii 0a3 JaHWX, Mae
3MIACHIOBATHUCS MPUHANMHI pa3 Ha JICHb.

HaiinomwupeHimyMu MOMWIKaMH, SKUX MPUIYCKAIOThCS CTapTalyd Ta Malul
013HEC 3 pe3epBHUM KOIIIIOBAHHSM, €:

- IOKJIa/Ial0YHCh Ha JIIOAEH, K1 CTBOPIOIOTH PE3EPBHI KOMil BPYUHY;

- BIJTHOBJTIOBAJIbHI TIPOLIETYPH BIJICYTHI;

- ISl XMapHOTO CXOBHIIIA HE BCTAHOBJICHO KOJHUX MPABUJT;

- mudpyBaHHS PE3EPBHUX KOITIH.

[Toxmanatucst Ha JrOAeH, sIKi poOOJIATH PETyAspHI pe3epBHI KOMil, HE € CTIHKOIO
CTpaTeriero pe3epBHOro KomiroBaHHs. Crapranu Ta Maiaui Oi3HEC, SIK MPaBUIIO, MAIOTh
OJTHY KJIFOUOBY 0COOY, sIka BIJMOBIIaTUME 3a L0 MpoIenypy. SAKIo BUHUKHE OTpeda y
BIJIHOBJICHHI JaHUX, a KJIFOU0Ba 0co0a ONMUHUTHCS Y BIJITYCTIIl, HE HAITMCABIIH YOTHOT
JOKYMEHTAIlll MIOAO0 TMpOLEAYpH BIAHOBICHHS, KOMIAHII MOXE 3ITKHYTHCS 3
BEJIMYE3HUMHU NMPOOJIeMaMHu.

OckinbKkM Bce OUIbIIe KOMMaHIA 30epiraroTh CBOi JaHi B XMapi, HEOOX1JTHO
BIIPOBA/INUTH HAJIC)KHE YIIPABIIHHS Ta yHPaBIIHHS JOCTYIOM. SIKIIO IIbOTO HE 3pOOUTH,
IIe MOXE MPU3BECTH JO HECAHKI[IOHOBAHOTO JOCTYIy, BUTOKY JaHWUX 1 BTPAaTH JTaHUX.
KpiMm TOro, KpUTHYHO Ba)KJIMBE CXOBHIIE, SIKE 30€pIracThCsi B XMAapHOMY CXOBHIIIl, Ma€e
OyTH 3am(ppoBaHE 3a 3aMOBUYBAHHSIM.

Ockinbku Bes 1H(pacTpykTypa Oyne po3ropHyTa Ta kepoBaHa Ansible, Hemae
HEOOX1THOCTI poOHUTH pe3epBHi Korii KoHpirypauiinux (aitnis. Buxiani koau nporpam,
AKl TPUCYTHI B CHCTEMaxX, IMOBHUHHI 30€piratucs B CUCTEMax KOHTPOJIIO BEpCiil, a 1e
O3HaJae, M0 HeMae HeoOX1AHOCTI poOuTH iX pe3epBHI Komii. OJHaK aBTOMAaTU30BaHE

pe3epBHE KoImioBaHHS 0a3 JaHMX Mae OyTH HajamToBaHe. B imeaii aBTOMaTH30BaHE



pe3epBHE KOIIIOBAaHHS Ma€ CTBOPIOBATH PE3E€pBHI KOIii BCiX 0a3 JaHUX, SK1 MPUCYTHI B
cucrtemi, 1 36epiratu ix mpotarom 30 mHiB. 3a moTpeOu pe3epBHI Korii, cTapimr 3a 30
JTHIB, MOYKHA 30€piraTtu B JOBFOCTPOKOBOMY CXOBHIIII.

HailiegexTuBHimuM cmocoOOM CTBOpPEHHS pe3epBHOI Komii 0a3 JgaHux €
BUKOpPUCTaHHsS BOyHOBaHOI QyHKIIi ekcriopTy 0a3u nanux. Hampuxman, B 6a3zax qaHux

MySQL ¢ynkuis nHaszuBaetbcs mysqldump, a B PostgreSQL ¢yHKIisE Ha3HBaeThCs

pg_dump.

1.7 3akpinjieHHs1 00JIiKOBUX JAHMX Y CHCTEMaxX KOHTPOJIIO Bepcii

OmuuM 3 HAWMOMIMPEHINIUX CIOCO0IB 30epiraHHs BHUXIJHOTO KOOy JOJATKIB €
BUKOPHUCTAHHS MyOIIYHUX CHCTEM KOHTPOJIO Bepciid, Takux sk GitHub 1 GitLab. fkmio
pPO3pOOHUKHN HE 3BEPTAIOTh YBAaru Ha TE, M0 BOHU 3aBAHTAXYIOTh Yy Il IMyOIidHI
CepeZIoBUIIa, BOHU MOXYTh 3aBaHTAXXUTHU CEKPETHI JlaHi MOMUIKOBO. CeKkpeTHi aaHi,
Taki sk ko4l API, xmroul mmdpyBannsa, Tokenu OAuth, ceptudikatu, PEM-daiinu,
nmapoii Ta mapoiibHi (pa3w, MOXYTh OyTH BHUKOPHCTaH1 IS JOCTYIy IO 1HIINX
peCypciB, SIKUMHU Kepy€e KOMIaHisl.

Ko peno3uTopid MICTUTHME CEKpeTH ad0 OOJIKOBI JIaHl JJIsl TAKUX PECYPCIB,
gk cermeHTH AWS S3, 06a3u gaHuX, CHUCTEMH YINpPaBIiHHSA B3a€MOBIJHOCHHAMHU 3
KJIIEHTaMHU a00 IIOCh MOAI0HE, 1€ 3aIHMIINTh KOMITaHII0 B BPa3JIMBOMY CTaHI 1O BUTOKY
naHuX. €IUHUM CITOCOOOM BHUIAJICHHS CEKPETIB € 3aMiHa IMOTOYHOTO PEMO3UTOPI0 Ha
HOBUHU.

CTBOpEHHSI HOBOTO PEMO3UTOPII0 € BAXKIMBUM, OCKUIBKM ICHYIOTH JOCTYIHI
IHCTpyMeHTH, Takl sK Gitrob, sSKi BHUKOPHCTOBYIOTHCS [IJISi TMOIIYKY TMOTEHIIIHHO
KoH(pineHIHHUX ¢ainiB, HaaicmaHUX A0 MyOmuHux peno3utopiiB Ha GitHub. Bin
MOXK€ KJIOHYBAaTU PEMO3UTOpii, IO HaJeKaTh OpraHizailii, 10 MEBHOI TIMOWHU, 1
nepedupary iCTOpir0 KOMITIB 1 B TIPOIECi, MO3HAYaTH MOTCHIIIWHO KOH(DIACHITIHHI

daiinm.



OcCKinbKM TPUHLUI 1HOPACTPYKTYpPH SK KOLy CIHIAy€ MPAKTHIL PO3POOKU
IPOrpaMHOro 3a0e3MeUeHHs, BUXIAHUN KO/ PIIIEHHS MOBHHEH 30epiraTucs B CUCTEMI
KOHTPOJIO0 Bepcid, Takid sk Github. Ilig yac mouaTkoBOro HajamTyBaHHS PIIICHHS
KOPHUCTYBa4YeBl IPOMOHYETHCS BBECTH OOJIKOBI JlaHI aBTeHTH(IKaIlli MocTadyabHUKA
XMapHUX TOCIYT, SKi OyayThb 30epekeHi B 3amu(ppoBaHOMY BHUIVISII 3a JTOTIOMOTOIO
ansible-vault. ®aiin He Oyme 3amucaHO 10 BIAJAJICHOTO CXOBWINA, OCKUIBKH (Daiin

peecTpaniiHuX JaHuX Oyje THUIIOBO MPOITHOPOBAHO. gitignore.

1.8 HenpaBujibHe KepyBaHHS 10CTYIIOM

HanexxHuii KOHTPOJIb JOCTYITY € OAHHUM i3 HAWBKIMBIIIMX KOMIIOHEHTIB XMapHO1
oe3neku. Jloctyn 10 caMoi XMapHOi MIaTopMu MOBUHEH OyTH MiHIMAJIbHUM, a Ti, XTO
Ma€e 70 Hei AOCTYI, MOBHHHI MaTW MiHIMaJbHI TIpaBa JOCTYMY JUIsi BUKOHAHHS CBOiX
3apnaHb. [y 3a0e3neueHHs Hale)KHOi Oe3MeKr MOBUHEH OyTH peali3oBaHUi MPOTOKOI

PUBLICHOBAHOIO JOCTYITY.

Konu crapranu abo HeBenuki KOMIIaHIi MOYHMHAIOTh BUKOPUCTOBYBATH CXOBUIIIE
AWS S3 0e3 momnepenHix 3HaHb, BOHM MOXYTh HaJIAIITYBATH CETMEHT 30€piraHHs 3
3aHAATO MyONIYHUMU TpaBaMu JocTymy. OnHa 3 HAMOUTBIIMX MOMUJIOK, SIKY MOXE
3poOUTH KOpHUCTYBad XMapu, — II€ HaJAIlITyBaHHS CETMEHTa CXOBMILA 32 JJOTIOMOIOIO
napaMeTpa «aBTEHTHU(]IKOBAHHUI users», BBaXKArOuu, 110 116 KOPUCTyBayi, sIKi HaJeXaTh
N0 oprasizamii abo 10 BiANoBiAHOI mporpamu. lLle HempaBUIIBHO, OCKUIbKU
«aBTeHTU(]IKOBaHI KOPUCTYBaYl» 03HAYaIOTh Oy/Ib-KOro 3 aBTeHTU(]iKaIier0o AWS, ToOTO
Oynb-skoro kimieHtra AWS. lle Hemopo3yMiHHS MOXKE MPHU3BECTH JI0 TOTO, IO 00'€KTH
30epiraHHs 3aJUIIATHCS Y BIAKPUTOMY JOCTYTII.

OckUIbKM pO3pOOHMKHM MOBHHHI MAaTW MIHIMAaJIbHUWA OOCST JOCTYMHy JI0 XMapHOI
KOHCOJII, HEOOX1JTHO PO3pOOUTH pEeKOMEHMAIlli i CTBOPEHHS OOJIIKOBHX 3aIlKCiB

po3poOHUKIB. PexoMeHmarii  CTBOPIOBAaTUMYTh OONIKOBI 3alUCH KOPUCTYBAYiB Y



exzeMiusipax EC2 1 noganyTs ixHi BiakpuTi kitoui SSH 10 cBoro o6mikoBOTO 3amucy,

1100 KOPUCTYBayl MOIIIA OTPUMATH JOCTYII JO CUCTEMHU 0€3 BUKOPUCTAHHS MapOoJIiB.

1.9 KepyBanus naryamu

OCHOBHOIO METOIO BUIIPABJIEHHS € 3a0€3MEUeHHs] CTa0lILHOIO Ta OE3MEYHOro
cepenoBuila. Mera crparerii BUIPABIEHHS NOJSAra€e B TOMY, 100 MaKCHUMI3yBaTH
MPOAYKTHUBHICTh, TMOM'SIKIIUTH MPOOJIeMH 3 OE3MEKOI0 Ta MOKPAIIUTH JOCTYIHICTh
cuctemMu. OCKIJIBKU JI€AKI CUCTEMH MOXYTh OyTH CXWJIbHI JIO HEIIOJAaBHO BUSBICHHX
Bpa3MBOCTEN O€3MEKH, AYXKE BaXKJIMBO BUPIMIMTH LI IpoOieMH skomora mBuame. B
IHIIIOMY BUIIAJIKy CUCTEMH, SIK1 3aJI€3KaTh B1l HOTO, MOXKYTh IIPALFOBATH HEONTUMAJIbHO
a00 MOTIpITYBATUCS 3 TOYKH 30PY MPOAYKTHBHOCTI.

BumnpasneHHs MOBUHHO TPOBOTUTHCS DPETYISIPHO, Hampukiaa, KokHi 30 mHIB 1
BUKOHYBaTHCs aBromMarnyHo. [[ig yac mpolecy B CHCTEMI BCTaHOBIIIOIOTHCS 3aCO0M
Oe3neku Ta BUIpPABIEHHS MoMWIOK. [lardi ciig  3acTocoByBarW CIOYATKy B
cepefoBHUIaX PO3pOOKH ab0 TeCTyBaHHS, MO0 IMEPEKOHATHCS, IO HAa CHCTEMH HE
BIUTMBAIOTh 3MIHM, BHECEHI IIiJ] 9Yac Tpolecy. SIKIIo Tichas 3aBEpIICHHS MPOIECY
BUHUKHYTH Oynb-sfiKi MpoOieMu, 3 HUMH MOXKHA BIIOPATHUCS, a BUIIPABICHHS MOXKHA
3aCTOCYBAaTH J10 TOTO, SIK BUIPABJIECHHS B110YI€ThCS Y BUPOOHUUOMY CEPETOBHILLL.

OpHi€r0 3 TOJOBHUX IEepeBar NpaBUILHOTO KEPYBaHHS BUIIPABICHHSAMU € Oe3IeKa
mepexi. Ha xanb, yrpaBiiHHS BUIPABICHHIMH 3a3BUYail BIPOBAHKYETHCS MICHS TOTO,
SIK KOMIIaHisl 3ITKHYJAacs 3 BUTOKOM JaHUX 1 XO4ye€ TrapaHTyBaTH, IO JaHl 1HIIMX
KOMIIAHIM 3aJMIIaTbCcsl HEAOTOPKAaHMMM. 3aBYaCHUM 3aXHUCT MEpPEkKl JOMOMOXKE
3armo0IrTH KpaaAbKIll JaHUX, OPUIAYHUM TTpoOJieMaM Ta penmyTaliifHii MIKO/I.

[le oxni€eo mepeBaror KepyBaHHS BHUIPABICHHIMH € BIANOBIAHICTb. Y Mipy
TOT0, SIK 3pOCTA€ KUIbKICTh MOPYLIEHb O€3MEKH, 30UTIIYETHCS 1 KITbKICTh MPABUII, IKUX

MOBUHHI JOTpUMYBaTHCs Komradii. lle 3Mymrye xommaHii BIpoBaJKyBaTu HailKparli



npakTuku Oe3neku. HemoTpumaHHsS TMpaBWJI MOTEHLIWHO MOXE TMPHU3BECTH 0
IOpUJIMYHUX CAHKITIN.

OnHI€l0 3 TOJOBHMX TIOMWJIOK KOMIIAHIH € HEAKTyaJlIbHICTh IPOrPaMHOIO
3a0e3neueHHs. XaKepH 3aBXKAH IIyKaloTh BPA3JIMBOCTI, SKUMH MOYKHA CKOpUCTATHUCA Ta
OTpUMAaT JOCTYH [0 BHYTPIINIHIX JaHUX Ta pecypciB Kommadii. BrpoBamkeHHs
YIPABIIIHHS BUIIPABICHHIMU SIK Ha CEpPBEPAX, TaK 1 HA POOOUYMX CTAHLISX € BaXKIUBOIO
YAaCTUHOIO OE3MEKH TaHuX.

Pimenns BxirouaTuMe MOCIOHMK, SIKMW Oyzie BUMPABIATH €K3eMIUISIpU KoxkH1 30
nHiB. byne nmBa okpemMux 3aBlaHHS BUIIPABJICHHS JJIsl BEO-cepBEPiB Ta eK3EMILIAPIB 06a3
nanux. Lli 3aBnanHs OydyTh HadallTOBaHI HA BUKOHAHHS KOkH1 30 JHIB 3a TOMOMOIOIO

Cron Ha kepyrouomy By3ii Ansible.

1.10 Posropranns incrancy

ba3oBolo onepariifHo0 CUCTEMOIO, sIKa MpalfoBaTUMe Ha eKk3eMIurIpax, € Ubuntu.
e naiimomynsipaima OC st BeneHHsi BeO-caiTiB. Bin 3acHoBanuiit Ha Debian 1 Moxe
OyTu 3aBaHTaXeHUH 3 odiniitHoro caiity Ubuntu. Bepcis, sixa Oyze BUKOPUCTOBYBATHUCH,

- 20.04 LTS (xomoBa Ha3Ba Focal Fossa), sika Oyne orpumyBatu oHoBiieHHS a0 2030

POKY.

ABTOMaTH3aIlisl PO3rOPTaHHSA 1HCTAHCIB JOMOMarae 3a0e3MeYUTH Y3TOMKEHICTD
cepelioBUIlla, YCyBa€ HEOOXIJHICTh po3ropTaHHs 3 koHcom AWS, ckopouye uac,
HEOOX1THUM JIJIs1 3aCTOCYBAaHHS MTOYATKOBOI KOH(pIryparii Ha iIHCTaHCI.

VY xommnanisix, e posropraHHs EC2 € MOBCAKIEHHUM SBHILEM, L€ JOMOMOXE
32014 IUTH 3HAYHY KUIbKICTh Yacy, BUTPAYEHOTO Ha Iie 3aBAaHHSA. PO3pOOHUKU MOXYThH

HIBUKO MIArOTYBATH HOBI €K3eMIUISIpU 03 MOTpeOr B CUCTEMHOMY aJIMIHICTPATOPI.

1.11 Posropranus Be0-cepBepa



OCHOBHI TPUHIUIH, SKAX JOMOMOXE JOCATTH aBTOMAaTH3allisl PO3TOPTaHHS
BeO-cepBepa:

- Y3TO/DKEeHICTh KOHDIrypamiiHux (aiiis;

- OUIBII MIBHUJIKE PO3TOPTAHHS HOBUX BeO-I0/ATKIB,;

- pO3pOOHMKHA MOXYTb PO3rOpPTaTH HOBI1 BIPTyajbHI XOCTH 0€3 HEOOXiTHOCTI
CHUCTEMHOT0 aJIMiHICTpaTopa.

Xoua IUTIOCH aBTOMAaTu3allli 3aB/aHb, MOB'SI3aHUX 3 BEO-CEPBEPOM, NIEPEBAKYIOThH
MIHYCH HaJallITyBaHHsS BChOTO BPYYHY, BCE XK € /€Ki 3aBIaHHs, IKI MOXKYTh BUMararu
PYYHOTO BTPYYaHHS.

Hanpuknan, nomaBanHs HOBHX I1abg0OHIB KOoHGIrypamiiiHux QaitiniB, BHECEHHS
3MIH JI0 HasBHMX KOH(QIrypamiiHux ¢aiiiB, CTBOPEHHS Ta BHECEHHS 3MIH JI0
KOPUCTYBAllbKUX KOH(IrypauidHux ¢aiiniB, sKi HE CTBOPIOIOTHCS 3a JOMOMOTOIO
CTaHJApTHUX I1a0JOHIB PO3rOPTaHHS.

OcHOBHMMHU BUMOTaMU 10 BeO-cepBepa €:

- JIeTKUH;

- BUCOKa MPOJyKTUBHICT;

- TOCTYITHO 3 TUTIOBUX PETIO3UTOPIiB.

Y mift gumiomHii po6oTi Nginx Oylae BHKOPHUCTOBYBAaTHCS SK TIIpOrpamMHe
3a0e3mneueHHs BeO-cepBepa uepe3 TMOJETIIeHy CTPYKTypy Ta 3IaTHICTH 00poOiIsTH
BeO-caliTh 3 BUCOKMM TpadikoM y mopiBHSHHI 3 Apache. SIkmo mnopiBHIOBaTH
CKJIAAHICTh HanamtyBaHHs Apache 1 Nginx, To Apache € aBHuM nepemoxuem. lLle
poOOUTH aBTOMATHU3AIliI0 PO3ropTaHHsA NgInX Iie OIbII BaXJIHMBOI, OCKUIBKH MOXKYTh

CTaTHCS TIOMUJIKA KOH(DIrypaiiii.

1.12 PosropranHs 0a3 1aHux



OCHOBHI MNPUHIUNM AaBTOMAaTH3allli po3ropraHHs 0a3 JaHUX JOMOMOXKYTh
JOCSITTH:

- HOBI 0a3M JaHUX CTBOPIOIOTHCS 0€3 BUKOPUCTAHHS KOMAaHHOTO PSJIKA;

- perutikaris 6a3u JaHUX HaJIAIITOBAaHA IMOCIIIOBHO;

- T1J1 9ac MpoIleCy BCTAHOBJICHHSI KOPUCTYBaul, Ki HE BUKOPHUCTOBYIOTHCS, 1 0a3u
JAHUX BUIAISIOTHCS 32 3aMOBUYBAHHSM, ITi]] 9ac PYYHOTO MPOIIECY BCTAHOBIICHHS, SIKUH
MOTPiIOHO BUKOHATH BPYUHY;

- pe3epBHE KOMitOBaHHS 0a3u JaHUX HAJAIITOBAHO 332 3aMOBYYBAHHSIM.

Konmu motpiOHO cTBOpUTH HOBY 0a3y HaHUX, KOPHCTyBau IMOBHMHEH YBIUTH B
Kepytouy 0a3y JaHUX 1 BUKOHAaTHM KOMaHJy JJis CTBOPEHHS 0a3u JaHux. SIKmio
peruIikallis TakoX MOTpiOHA, I1e BUMararuMme JI0AaTKOBHX KPOKIB JJis ABOX ab0 OUIbIIe
eK3eMIUIIpIB 0a3u JaHUX. ABTOMATH3AIlisl I[LOTO IMPOIECY TOTOMOXKE 3a0IIaUTH Yac,
BUTpAYCHHUI Ha CTBOPEHHS 0a3M JaHUX 1 MPOIleC HalAITyBaHHs perutikaiii. Kpim toro,
KOH(]Irypanis sk 0a3u JaHUX, TaK 1 perunkaiii OyyTb BAKOHYBaTUCS MOCIII0BHO.

Konu BuHMKae morpeba y BIIHOBJIEHHI 3 PE3€pBHOI KOMIii, Led MPOIEC TAKOXK
MOKHa aBTOMATHU3yBaTH, MO0 3a0e3MeurTH TMOCTiJOBHE BITHOBJICHHS 0a3u JaHUX.
Sxmo € momaTKoBi Mii, siki HEOOX1THO BUKOHATH TE€pe] BiTHOBICHHSM, 1HIIWIA BapiaHT -
BUKOHATH KOMaHIy BiTHOBJICHHS BPYYHY.

OcCHOBHMMHU BUMOTaMu 10 0a3u JaHUX €:

- CTpyKTypa 6a3u JaHuX IS 3a100iraHHs 1yOIIOBaHHIO TaHUX,

- TOCTYITHE KepyBaHHS KOPHUCTYyBauYaMHU;

- MPOCTOTA B HAJIAIITYBaHHI;

- peruIiKaris JaHuX MOBUHHA OyTH JOCTYITHOIO;

- TOCTYTIHO 3 TUTIOBUX PETIO3UTOPIIB.

Byno po3misiHyTO BUKOpHUCTaHHS HacTynHux 0a3 nanux: PostgreSQL, MySQL 1
MariaDB. 3 Tprox Oyna oopana MySQL. Cranom Ha 6epe3enb 2022 poky 1ie pyre 3a
MOMYJISIPHICTIO TMporpaMHe 3a0esneueHHs i 0a3 ganux micas Oracle, Tomi sk

PostgreSQL 3aiimae 4-e wmicue, MariaDB 3aitmae 13- wmicue. Y mnopiBHSHHI 3



PostgreSQL, mpoayKTuBHICTh 1 GBI TTPOCTa KOHPITrypallis MepeBakaroTh PO3LMIUPEHI
dynkiii, saxi npornonye PostgreSQL. Kpim Toro, B Ansible € Mmoynb /st HajgamTyBaHHS

perutikariii MySQL.

1.13 MoOHITOPpMHI PO3rOpTaHHA

OCHOBHI IlepeBaru aBTOMAaTHU3allli PO3rOPTaHHs Ta HAJAIITYBAaHHS PILLIEHHS AJIs
MOHITOPUHTY JOMOMOXYTh JOCATTH TaKUX IPUHLIHUIIIB:

- IBUJKE Ta MOCIIIOBHE PO3TOPTaHHS;

- KOH(QIrypalli€l0 cepBepa/areHTiB MOXKHA KepyBaTH LIEHTPaJi30BaHO;

- I0ZJaBaHHsI HOBUX BY3J1B HE MOTpeOyBaTUME PYYHOTO BBEJCHHSL.

OCHOBHMMHM BUMOT'aMH, 10 IPE/' IBJISIFOTHCS 10 PILICHHS JIIsl MOHITOPHUHTY, €:

- IIMPOKI MOXKJIMBOCTI HaJaIlITyBaHHS,

- IHTErpallis 3 IHCTPyMEHTaMU Bi3yai3allii MOBUHHA OyTH JOCTYIHOIO.

byno po3mIsHYTO BUKOPUCTaHHS HACTYIMHUX pIIIeHh MOHITOpUHTY: Zabbix,
Prometheus 1 Nagios. 3 Tpbox pimieHs Oyae BUkopucToByBatucs Zabbix. [loryxuuii 1
cydacHui BeO-rpadiunuii iHTepdelic mepeBaxye MoxiauBocTi Nagios. Ilpoctuit i1
MIBUJKUA TPOIEC HANAIITyBaHHS BaXKIUBININK 3a TPUPICT MPOTYKTHUBHOCTI, KUK

npononye Prometheus.

1.14 Pe3epBHe KONiIOBAHHS TA BiIHOBJICHHS

OcCHOBHI mepeBard aBTOMaru3allli po3ropTaHHs Ta HAJIAIITYBAaHHS PIIICHHS IS
MOHITOPHHTY JTIOTIOMOXYTh JOCSATTH TaKUX MPUHITUIIIB:

- IPOLIEC BiTHOBIICHHS HE BUMAra€e py4yHoro BTpY4YaHHS;

- PC3CPBHC KOITIFOBAHHS HaJIaIITOBYE€THCA HOCJ'IiI[OBHO Ha iHCTchaX;



- Y CKJIAJHUX HaJalITyBaHHSAX MEHIIE 4Yacy BHUTPAUYAEThCS HA HAJAroHKCHHS
KOH(]Irypanii pe3epBHOIO KOIIIOBAaHHS/areHTa;

- HE MOKJIAJA€ThCs Ha JIIOZCH, sIKl BUKOHYIOTh pe3€pBHE KOIIOBAHHS BPYYHY.

Xova py4He pe3epBHE KOMiIOBaHHS 0a3 JaHWX MOXke OyTH BHUKOHAHO, 1€ HE €
CcTiiikoto cTparerieto. Jltonu poOasaTh MOMMUIIKU 1 1HOII MOXYTh 3a0yTH MPO CTBOPECHHS
pe3epBHOI Korii 0a3u AaHuX abo0 SIKOICh 1HILIOT CUCTEMHU. ABTOMaTH3allisd LIbOTO IPOLIECY
rapaHTye, 10 pe3epBHE KOMIIOBaHHA Oyae 3A1MCHIOBATUCS PETYISPHO Ta IMOCIHIIOBHO.
PimienHs aBTOMaTH4YHO HaNAIITYyE Pe3epBHE KOMIIOBAaHHS cepBepiB 0a3 nanux. PesepBHe
KOIIIOBaHHS KOH(IrypaumiiHux (aiimiB He 3HAI0OUThCA, SIK 3raJyBajiocs paHille,
Ansible nanamrtye ciyxOu, a BHUXIIHUH KOI IJieHOyka 30epiraeTbcsi Ha OKpeMid
MalllFHI, a B 1/ieaji TaKOXX Y CUCTEeM1 KEPYBaHHS BEPCISIMHU.

VY ckiamHUX cHUCTEMax pe3epBHOTO KOMiIOBaHHS, Takux sk Bacula aGo Bareos,
KepyBaHHS KOH(QIrypamiiiHumu QaitiaMu BpydHY MOXKE 3alHATH OaraTo dYacy uepes
CKJIQJHICTh cucTeMU. SIKII0 € mpobiema 3 KOH(DIrypaii€ro, sika Mpu3Bene 10 MOMUIKU
PE3EpPBHOTO KOMiIOBAaHHS, HAJIATO/KEHHS IIi€l MpoOJeMH MOXKe OyTH JIyXkKe JOBIUM 1
CTPECOBUM 3aBJIaHHSIM.

OCHOBHOIO BUMOTOIO JIO PIlIIEHHS JUTsI PE3EPBHOTO KOTIIOBAHHS €:

- XMapHe CXOBHIIE MA€ MiATPUMYBaTHCA.

Borg, Bareos 1 Duplicity BianoBiaroTh KpuTepisM. Y il AUTUIOMHIN poOoTi Oye
BUKOPHUCTAHO JyOJIOBaHHS, OCKUIBKU €IMHOIO0 METOIO PIIICHHS € 30epiraHHs pe3epBHUX

KoITiii 0a3 MaHux, a pO3MIUPEHI MOXKIHBOCTI Bareos He moTpiOHi.

1.15 ITocTayaJbHMKH MOCJIYT XMAPHOI iHPPACTPYKTYPH

3a ocTaHHI KiJIbKa POKIB BUKOPHUCTAHHS XMAapHUX OOYHMCIEHb 3HAYHO 3pOCio. Y
2022 poui BOPOBaHKEHHS MyOMIUHUX XMap 3pOCio, TOAl SIK BUKOPUCTAHHS MPUBATHOI
xMapu ckopotuiocs. Komnanii 3011b1IyI0Th 1HBECTHINT B MyOsiuHy Xxmapy. OCKUIbKH

BCE OLIbIIE MiAMPUEMCTB BUKOPUCTOBYIOTh Azure siKk mocTadyaabHUKAa XMapHUX MOCIYT,



BOHH CKOpPOYYIOTH po3puB Mik jigepoM AWS. IIpoTsrom ocCTaHHIX TpPbOX POKIB
YIPAaBIIIHHS BUTpAaTaMu Ha XMapy OyJIO OJHHMM 13 TOJIOBHHUX MPIOPUTETIB JJIsl KOMITaHiMH,
SIK1 BUKOPUCTOBYIOTh MOCTAYaIbHUKIB XMAapHUX MOCIYT.

Cranom ©Ha 4 xBaptan 2022 poky CBITOBUH PHUHOK TMOCIYT XMapHOi
1HOPACTPYKTYPH JOCIT PEKOPIHOTO PiBHS, OCKITLKH BUTPATH 3pociu Ha 37% 1 ckimanu
noHaya 30 mineapaiB gonapi CIIIA. AWS 3anuiiaBcst 1OMIHYIOYUM MOCTa4yadlbHUKOM
XMapHHUX MOCIYT, Ha HOro yacTKy npunanano 32% 3araabHUX BUTpaT. Azure 30UIbIINUIIA
cBoto 4actky 3 15% mo 18%. Xwmapa Google Oyna TpeTiM 3a BEJIMYHUHOIO

MOCTaYaIbHUKOM MOCHYT 3 4acTKO 6%.

Pucynok 1.1 - CBiTOB1 BUTpaTy Ha XMapHy 1HOPACTPYKTYpy Ta HIOPIUHE

3pOCTaHHS

OCHOBHUMU TlepeBaraMy BUKOPUCTAHHS CEPBICIB XMAPHOI IHPPACTPYKTYPH €:

- THYYKI ITOYaTKOB1 1HBECTHUIIIHHI BUTPATH;

- YaCT1 Ta MPOCTIIl OHOBJICHHS MPOIYKTY;

- ckopoueHHs [ T-mATpUMKH, 1110 BUKOHYETHCS BHYTPIIIHIMU PECypCcamu

- CIIUTbHOTA KOPUCTYBAYIB JJIsl OCTaHHIX BepCii Ta QYHKIIIN;

- edeKTUBHUM 1Ji1 0araTOKOPUCTYBAIIbKOTO BHKOPUCTAHHS (MacuiTabOBaHICTh,
B1JIHOBJIFOBaHICTh, BUIIPABIICHHsI, Oe31eKa).

OCHOBHUMH HEOJIKaMH BUKOPUCTAHHS CEPBICIB XMapHOT 1IHOPACTPYKTYPH €:

- BUTpAaTH MOXYTh BHUUTH 3-IIiJ] KOHTPOJIO, SIKIIO HE BIPOBAKYETHCS HAICKHE
yIpaBJIiHHSA,

- IOCTYI J10 IaHUX MOXKE€ OTPUMATU TPETS CTOPOHA;

- BUTPATH Ha JIOBFOCTPOKOBI MPOEKTH MOBUHHI OyTH HA MICIIL;

- TIiJ] Yac armapaTHoro 30010 BH HE MOYKETE€ KOHTPOJIOBATH MPOIIEC BiAHOBICHHS;

- 3HaYHa KprBa HaBYaHH:, aJICKBATHO HaBUYCHMUU ICPCOHAJI KOIITY€E JOPOTO.



Sk 3ragyBajyocsl paHillle, YNpaBIiHHSI BUTpaTaMd Ha XMapy Ta XMapHe
YIOPABIIIHHS € TOJJOBHUMU IMpoOiemMamMu JJi KOMIaHIA He3aleKHO BiJ 3pUIOCTI XMapH.
[Ile omHiero MpoOIEMOO € yIpaBiIiHHS JILEH3IIMU Ha MporpamMHe 3a0e3redeHHs, sKi
BUKOPHUCTOBYIOTBCSI B IMYyOJNIYHUX XMapHUX CEpeloBUIaX. 30KpeMa, pPO3yMiHHS
(iHAHCOBMX HACIIAKIB JILEH31MHOTO MPOrPaMHOro 3a0e3MeUeHHs, 10 MPaLloe B XMapli,
3a0e3neueHHs JOTPUMAaHHS TMpaBUi 1 CKIAQJHOCTI JIUEH3IMHMX M[paBUll Yy
3araJIbHOJIOCTYIHINA XMapi.

VY miit qumiomMHii po6oti AWS Oyne BUKOPUCTOBYBATHCS Yepe3 MOMYISIPHICTh Ta
qynoBy iHTerpamnito 3 Ansible. [IpaBunbHO HalamTyBaTH BIANOBIIHI CEPBICH, HE MAIOYU
MONEPEAHBOTO JOCBiAY, Oyno O CKIagHUM 3aBlIaHHSIM. TakoXX € MOXKJIUBICTh
BUKOpUCTOBYBaTH Amazon Lightsail nns posropranus creka LAMP. He3paxkaroun Ha
Te, M0 BIH JdyXe MNPOCTUN y HaJAIITyBaHHI, BIH HE MPOIOHYE S>XOIHUX TMOCITYT
MOHITOPUHTY YH PE3EPBHOTO KOMIIOBAaHHS 32 3aMOBUYBaHHSIM.

O6uucntoBanbHi ex3eMiusipy EC2 OynyTh BUKOPUCTOBYBATHUCS B LI AUTUIOMHIN
poboTi assa po3ropTraHHs cepmiciB. IlpuumHa B TOMY, 110 BiH OUIBII E€KOHOMIYHO
e(eKTUBHUN, Ma€ KOHTPOJb HaJ KOHPITypalli€l0o Ha CTOPOHI cepBepa, MOXKIUBICTH
3allyCKaTu irpoBi MalJaH4YMKH, € PO3POOHUKH MOXKYTh TECTYyBaTH HOBI DPIllIEHHS, HE
BTPYYaIOYUCh Y TECTOBE Ta BUPOOHHMUE CEpeqoBHINE. SKIIO KOMMIaHis AOCATHE TOYKH,
KOJIM BHHHUKHE MOTpeda MepelTH Ha JIOKAJIbHE HalallITyBaHHS abo TiOpuaHe XMapHe
pIllICHHS, BOHAa MOXXE BHUKOPHUCTOBYBAaTHM T€ caMme pIIICHHS [JIs HajallTyBaHHS
1H(GPACTPYKTYPHUX CEPBICiB.

Ha mapkermiietici AWS Bxe noctynsi nogioxi maodnonu CloudFormation. Ognak
OUTBIIICTh 13 HUX BUKOHYIOTH T€ CaMe€ po3ropTaHHs, 1o # Amazon Lightsail, 1 Ta cama
npolOiieMa 30epira€ThCsi, pe3epBHE KOMIIOBAaHHS Ta MOHITOPUHI HE peaii3oBaHi 3a
3amoBuyBaHHAM. Kpim toro, mabnonu CloudFormation MoxHa BUKOPUCTOBYBATH JIUIIIE
B AWS, toni sik mocioHuk Ansible MO)kHa BUKOPUCTOBYBATH 1 B THIITUX MICLISIX.

Ha pucynky 1.1 npencrasineno Inctpyment ANSIBLE.
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App. Deployment

Push-based (stateless)

Pucynok 1.2 - Inctpyment ANSIBLE

Ansible - me 3aci6 kepyBaHHS KOHOQITypalisiMd cepBepiB (BIpTyaldbHHX Ta
BUJIVICHHMX), 30€pEeKEHHSI 1X CTaHIB, JOCTaBKM Ta po3ropTaHHs Ha Hux [I3. ko
nepedpasyBaru mnpoctime, Ansible — 1e 1HCTpyMeHT aBromaru3aiii poboTu 3
cepBepamHu 1 Ha HUX.

Ansible ieHTpaizye Ta aBTOMaTu3ye 3amgadi aaMminictparopa. Lle €: agentless (He
BHUMarae CIeliajJbHOrO pO3TOpTaHHs Ha KIi€HTax), idempotent (oqHakOBUM €(dEKT i
4yac KOXKHOTO 3aIyCKy).

Bin BukopuctoBye mnpotokon SSH nns BinganeHOro HajallTyBaHHS KIIIEHTIB
Linux a6o mpotokonm WinRM mns pobotu 3 xmierramu Windows. SIKIo oaeH 13 1ux
MIPOTOKOJIIB HEeMOCTynmHUM, Ansible 3aBxkau Moxe BuUkopuctoByBatu API, mo poOuth
Ansible cnpaBxHIM 3HaXiKOIO i KOHGIrypalii cepBepiB, poOOYMX CTaHIIIM, CITyKO

JIOKepiB, MEpEekeBOro 00mafHaHHs TOIIO ((PaKTHUYHO, MaiyKe BChOTO).



Ockinpku  Ansible 3me6inbmioro 0a3zyeTbes Ha push-3aBaHTaXeHHI, BIH He
30epiraTuMe CTaH CBOIX LIJILOBUX CEPBEPIB MK KO)KHUM CBOIM BUKOHaHHSIM. HaBnaku,
BIH BUKOHYBaTHM€ HOBI IIEPEBIPKU CTaHy I1J1 4aC KOXHOTO BUKOHAHHS.

Lle normomoxe y:

3a0e3mnedeHHi (PO3roOpTaHHI HOBOI BIpTyaabHOT MAIIIMHH);
- pO3ropTaHHI 10AaTKIB;

- yIpaBiiHHI KOH]Irypali€ero;

- aBTOMAaTH3alIll;

- OpKeCcTpOBKa (KOJIM BUKOPUCTOBYETHCS ObIe HIXK 1 target).

R2: 172.16.16.12/28

. =

R3: 172.16.16.13/28

——

172.16.16.9/28

f

R4: 172.16.16.14/28

Pucynok 1.3 - Cxema pobotu Ansible

Anroputm pobotu Ansible (pucyHok 1.2) Burisanae Tak:

AMiHICTpaTOp 3aImycKae 3aBanHs 10 Ansible;

Ansible BuKOHY€E TapanenbHe TiAKIIOYCHHS 0 CIUCKY MPUCTPOIB, 3a3HAYCHUX Y
3aBlaHHl. YuWcno mapanelbHHX CeClii 3a yMOBYaHHSAM [OPIBHIOE 5, MIAKIIOYECHHS
BUKOHY€ETbCSI 32 MpoTokosioM SSH, miaTpumyeTbes 3'€lHaHHS 4epe3 JIOTiH/Mapoib Ta

ceprudikar;



Ansible Bukonye 30upanns iHpopmalii mpo mpucTpii;
Ansible BUKOHY€ 3aBIaHHS;
SIKIIO 3aBJaHb Ha BHUKOHAHHA Oulplne HeMae, Ansible BIIKIIOYa€TbCS BIf

MIPUCTPOIO, SKIIO € - BAKOHYIOTHCSI HACTYITHI 3aBJaHHS.



2 BIIPOBA/’KEHHS PILNEHD

2.1 [iarpamu ingpacTtpykrypu AWS

Pucynok 2.1 - Cxema indpactpykrypu AWS 3 OanaHCyBaJIbHUKOM HaBaHTa>KCHHS

PimmeHHs 3Moxe po3ropHyTH 1HQPACTPYKTYpy, fKa MpEJCTaBiIeHa Ha PHUCYHKY
Buile. BiH ckiagaeTbes 3 2-X BeG-cepBepiB, pO3TAIOBAHUX Y MPUBATHIN miaMepexi, SKi
OaaHCYIOThCA HaBaHTa)xeHHsSM 3a jgomnoMoror Elastic Load Balancer. 2 cepsepa 6a3

JTaHuX 3 KoH(pirypariero master-slave, onua cepBep MoHITOpUHTY Ta 1 xocT Bastion.

Pucynok 2.2 - Cxema indpactpykrypu AWS 6e3 6anaHcyBalbHUKA

HaBaHTaXCHH:A

PimeHHs TakoXX 3MOXKE pPO3TOpHYTH 1H(GPACTPYKTYpy, SKa MpEACTaBICHA Ha
pucynky Buime. Ll koHKpeTHa KOHQIrypaiiss HE pO3ropTaE PO3MOALIIOBAY
HaBaHTaXKEHHS Ui BeO-cepBepiB. 3aMicTh I[HOTO iX MOXKHA BHKOPHCTOBYBAaTH K JBa
pi3HUX BeO-cepepa. OOuaBa pO3MIllICH] B 3arajiIbHOJOCTYIHINA MigMepexi Ta MaroTh

crarnyHi [P-agpecn.

2.2 Orusaja npouecy aBTOMATH30BAHOI0 PO3rOpTaHHS B AWS

ABTOMAaTH30BaHMI pOOOUMIA TPOIIEC PO3TOPTAHHSA Oyie TAKHM:



- CTBOPIOETHCS BIpTyasibHA IMPHUBAaTHA XMapa, MiJ Yac SIKOi JOJA€TbCS TaOIUILT
MapuIpyTiB 3a 3aMOBUYBAaHHSAM, CIIMCOK KOHTPOJIIO JOCTYIYy JI0 MEpexi Ta rpymna
Oe3IIeKH;

- CTBOPIOETHCS IPUBATHA M1IMEPEXKA;

- CTBOPIOETHCS 1 HANAILITOBY€EThCA MyOmiuHa miamepexa. CepBepH, MiKIIOUEHI 0
i€l mAMEPEx1, aBTOMATUYHO OTpUMaroTh myomiuny [P-anpecy;

- [HTepHeT-1ILTI03 CTBOPIOETHCS 1 mifKItouaeThes 10 VPC;

- CTBOPIOETHCS MyOIiYHa TaOIHIIS MapIIPYTIB 1 HAJIAIITOBYIOTHCS MAPIIPYTH;

- myOiyHa miiMepeska MoB'sA3aHa 3 3arajJbHOAOCTYITHOKO TaOIUICI0 MapIIPYTiB;

- CTBOPEHO Ta HAJIAIITOBAHO Tpymy Oe3MeKu 1Jisl BeO-CepBepiB;

- CTBOPEHO Ta HAJIAIITOBAHO TPyIy O€3IeKH sl CepBepiB 0a3 JaHUX;

- CTBOPEHO Ta HAJAIITOBAHO TPYITy OE3IEKH /I MOHITOPUHTY CEPBEPIB;

- NAT Gateway CTBOpEeHH 1 HAJTaIITOBAHUN JJI TPUBATHOI M1 IMEPEXKI;

- MapupyT 10 IHTepHeTy AOAaeThes 10 TAOIMINl MAapUIPYTIB 3a 3aMOBUYBaHHSIM
yepe3 NAT Gateway;

- exzeMIUsip Bastion po3ropra€Thcsi Ta HAaNAIITOBYETHCS 31 CTATHUYHOIO
[P-anpecoto;

- 1HCTAaHC MOHITOPHHIY PpPO3TOPTAETHCA Ta HANAILITOBYETHCA 31 CTATUYHOIO
[P-anpecoro;

- €K3eMIUIAIpHU 0a3 JaHUX PO3rOPTAIOTHCS Ta HAJAIITOBYIOTHCS;

- PO3rOPTAIOThCS Ta HANAIITOBYIOTHCS €K3EMILISIPH BEO-CEPBEPIB;

- HAJTJAITOBAHO CEIrMEHT S3 ISl pe3epBHOIO KOMIOBAHHS;

- SKIOI0O BKa3aHO, pO3MOJLIIOBAY HABaHTAXXEHHS Oyle HalalTOBaHO st

BeO-cepBepiB.

2.3 HanamryBanus By3Ja Ansible Control



VYci mocioHuku Ta koMaHAM Ansible 3amyckaioTecsi 3 ONOKy KepyBaHHA. Bysodn,
npo AKUM HJe MOBa, MOBUHEH MaTH MIJKIOYEHHS JI0 BCiX CEPBEPIB B IHPPACTPYKTYPI.
Bysnom ympaBiiHHS Moke OyTH HOYTOYK, 3arajJbHUM poOoumii cTil abo BipTyajbHa
MmarHa. OJHaK HeMae MOXKJIMBOCTI BUKOPUCTOBYBAaTH MamuHy 3 Windows siK By307
ynpaBiiHHsA. PimeHHsSIM y 1boMy BUNAAKy Oyle BCTAHOBIEHHS MPOrPaMHOTO
3a0e3MneueHHs BipTyalli3alli Ha MallMHy Ta 3allyCK BIpTyaJIbHOI MAallluHU.

Y  naHii  OUIUIOMHIA  poOOTI BHKOPUCTOBYETHCS BIpTyalbHY MalUMHY, a
omepailiifHa cuctema, sika BuUKopuctoByeThcsi Ubuntu 18.04. PosmisHyTa BipTyanbHa
mamuHa Mae 1 vCPU 1 1 I'b omeparuBnoi mam'sti. Il[o6 BcTranoBuTH Ansible i
3aJIEKHOCTI BIJ CUCTEMH, L0 BUKOPUCTOBYE Ty CaMy OINEpaliiiHy CHUCTEMY, MOTPiOHO

BHKOH&HIH&CTYHHiKOMaHﬂH.

S sudo apt update && sudo apt install software-properties-common -y &&
sudo apt-add-repository --yes --update ppa:ansible/ansible && sudo apt
install ansible python-pip python3-pip -y

S pip install botocore boto boto3 zabbix-api

S pip3 install botocore boto boto3 zabbix-api

[Ticass Toro, sK HEOOXiAHI TAKyHKM BCTAHOBIEHI, NOCIOHMK Mae OyTH
3aBaHTakeHuil 3 github.com. HaiinpocTimmii cnoci® 3poOUTH 1I€ — CKOpUCTATUCS

KOMaH010 git clone.

S git clone https://github.com/karlmjogila/thesis-aws.git

$ cd thesis-aws/

[Ticast kIOHYyBaHHS PEMO3UTOPII0 Ta 3MIHM Karajory KOPUCTyBau IOBHHEH
CTBOpUTH OOiKOBUK 3amuc y koHcom AWS. KopucTyBau nmoBMHEH MaTh TOBHUUI
JOCTYyIl JI0 pecypciB, sIKI BUKOPUCTOBYIOThCS MiA 4ac posropraHHs. 1106 ctBoputu
KOpHUCTYBayiB, yBIAIITh y KoHCOIb AWS 1 nepeitaits 10 [AM -> Users

-> Jlonatn KopucTyBaya.


https://github.com/karlmjogila/thesis-aws.git

[Iponiec cTBOpEHHs KOpUCTyBaya:
- CTBOPITH IM'sl KOPUCTYBaya Ta NMepeKoHanTecs, mo Tun noctyny "[Iporpamuunii

noctymn"

Pucynok 2.3 - AWS [AM

- mepeiiaiTh Ha BkIaAKy "lIpUKpinUTH HasiBHI MOJITUKH HampsMy'" Ta BUOEpITh
TaKl MOJIITHKH: AmazonEC2FullAccess, AmazonVPCFullAccess,
AmazonS3FullAccess, AmazonRoute53FullAccess,
AWSCertificateManagerFull Access

- "HatucHITh Jlami -> Jlam -> IlepexonaiiTecsi, 110 3aCTOCOBAHO MpPaBWIbHI
npasuia -> CTBOPUTU KOPUCTYBaya.

- 00OB'A3KOBO 3aBaHTaXTe (aiil .cSv, M0 MICTUTh OOWIBA KIIIOYl JOCTYMY, 1
30epeKiTh O0MIKOBI AaHi B MEHEIKep1 mapoiiB. BoHu 3Ham00aAThCS Mi3HIIIe.

[ToBepHyBIINCH HA KEPYIOUUI By30J1, BUKOHANTE HACTYIIHY KOMaHAy:

$ ansible-vault cTBopuTH KiTFOUi

KopuctyBaueBi 10BeJI€ThCSI CTBOPUTH MAPOITh, SIKUM Oy/1e BUKOPUCTOBYBATHUCS IS
mmdpyBanas ¢aity oOmikoBux maHux. Ilicias cTBOpeHHA mapoyis BIIKPUBAETHCS
penaKkTop, B SKOMY KOPUCTYBau IMOBHMHEH 30epiratv K4l JOCTYMy, CTBOPEHI Ha
nonepeaHboMy kpoiri. Penosurtopiit Github mictute npuknan daitny credentials, ne
KOpUCTYBad TIOBMHEH 3allOBHUTH 3Ha4deHHs. OOmikoB1 nMaHl 30epiraioTbes y ¢opmarti
KJTIOU-3HA4YEHHS.

AWS SECRET ACCESS KEY: <CekpeTHui KJTFOY NOCTyIy>
AWS ACCESS KEY ID: <Igentudikarop Kiroda J0CTyIy>

[Ticnss Toro, sik (aitn Oyme 3arMmoOBHEHMM 3HAYEHHSMH, BHIIITH 3 pegakTopa i
BUKOHAWTE HACTYIHY KOMaH/y:

$ ansible-playbook site.yml —ask-vault-pass



KopuctyBaueBi Oyne 3ampOnoHOBAaHO BBECTH Mapojib, KU BUKOPHUCTOBYBABCS
st mudpyBanHs ¢ainy o0mikoBux gaHux. [licis 1bOro po3MOYHETHCS MPOIEC

PO3rOpTaHHS 1 MiCJIsl HOTO 3aBeplleHHs; IHPpacTpyKTypa po3ropuyTa B AWS.

3 PO3POBKA PO3I'OPTAHHSA BEB-CEPBEPA



[Tin yac po3poOKu HOBI BipTyadbHI XOCTH MOXYThb OyTH [10JaHI B TPYIMOBHUX
3MIHHUX, MICJII YOTO HACTpPOMKAa 1 pO3rOpTaHHS BIPTYaJdbHOIO XOCTa ABTOMATHUYHO
3aBEPUIYETHCS.

PoGounii mporiec po3ropTaHHs BUIVISAA€ HACTYITHUM YHHOM:

- CITUCOK TTaKeTIB OHOBIIIOETHCS HA CepBEPI;

- BCTAaHOBJICHO MakeT Nginx;

- Nginx HaJlalITOBaHUI Ha 3aIlyCK I1J] 4ac 3aBaHTaKECHHS.

[Ipu nonaBaHHI HOBOTO BIPTYyaJIbHOTO XOCTa JI0 CHUCKY CTBOPIOETHCS KaTayor
webroot, cTBOpIO€Thes KOH(Irypariitnuil (aiii, 3amyckaeTbes nepeBipka KoHIrypariii,
1 [KIOI0 mepeBipka mpoiaeHa, NgInX Nepe3aBaHTaXyeThCs, a BIPTyaJIbHUM XOCT
aktuBHUM ([lomaTox 7 mis posropranHs Nginx). SKIo po3noaiaoBay HaBaHTaKEHHS HE
BKa3aHO, Oy/le HajamToBaHO Takok ceptudikar Let's Encrypt (muB. omatox 9 mis

posropranss Let's Encrypt).

3.1 Po3poOxa po3ropraHHs 0a3 JaHUX

[Tin yac posropranHs 0a3u NaHUX HaNATOBYeThbes perutikamiss MySQL (qus.
Honarok 8 mist po3ropranHs 0a3u manux Ansible). PoGouuii mpouec po3ropraHHs
BUIVIS1A€ HACTYITHUM YHHOM:

- CITMCOK MAaKETIB OHOBIIIOETHCS HA CepBEpax;

- Ha cepBepax BcTaHOBIeHO nakeT MySQL;

- cyx0a 3aIyCKaeThes 1 HAJTAITOBYEThCS Ha 3aITyCK MPY 3aBaHTAXCHHI,

- OHOBJIEHO NapoJib kopucTyBada root MySQL;

- KOPHUCTYBaul, K1 HE BUKOPUCTOBYIOTHCSI, 1 0a3U TAaHUX BUIAISIIOTHCS;

- CTBOPIOIOTHCS 0a3M JaHHUX 1 KOPUCTyBaul 0a3 1aHuX;

~CTBOPIOIOTHCS] KOPUCTYBayl peruTiKallii;

- Slave HanamToBaHUMN Ha PEIUTIKAIIIIO;

- 3aITyCKA€ThCS PETUTIKAITS.



3.2 Po3poOka po3ropTaHHsi MOHITOPHHTY

OCHOBHOIO METOIO PIIICHHS JUIsl MOHITOPUHTY € TOTIEPEKEHHS BiIMOBIJaIHHOTO
NepCoHATy MPO HEAOCTYIHI MOCIyTH ab0 BHUCOKE CHOXKHBAHHS PECYPCIB €K3eMILISpa.
[Tix yac po3ropTaHHs BUKOHYIOThCS TaKi 3aBIAHHS:

- Ha cepBep J0AaHO perno3uTopiit Zabbix;

- CIIUCOK TaKeTIB OHOBIIIOETHCS;

- BCTAaHOBJICHO MakeTu 0a3 ganux Zabbix Ta MySQL;

- cepsicu Zabbix 1 MySQL HanamroByrOThCS 1 3aIyCKalOThCS aBTOMAaTUYHO MPHU
3aBaHTa)KCHHI,

- Ha cepBepi 3amycKaloThes ciyx0u. (muB. Jlomatox 2 mns posroprands Ansible
Zabbix);

Exzemmuisipy OyayTh aogaHi B Zabbix 3a momoMororo moayns zabbix host B

Ansible.

3.3 Po3poOka po3ropraHHs pe3epBHOI0 KONMilOBAHHS 0a3M TaHUX

Ockinbku  iH(QpacTpykTypa oOmucaHa B KOAI, pE3EpBHE  KOIIOBaHHS
KOH(pirypamiiuux ¢airiB He MOTpiOHE, OCKIUIbKH, TEOPETHYHO, BCE IOBUHHO
ynpasiatucst Ansible. €nune, mo moTpiOHO YacTo pe3epByBarH, Ie 06a3u manmx. [ls
nucepranis Oyae moisraTd y BUKOpHUCTaHHI ckpunty mysqldump ta duplicity mns
30epiranHss pe3epBHOi komii B cermeHTi S3 (muB. Jomatok 10 mms posropraHHs
pe3epBHUX Komiit Ansible).

Po6ounii iporiec po3ropTaHHs BUIVISA€ HACTYTHUM YHHOM:

- TyOIIOBaHHS 3 HEOOXITHUMHU MOIYJISIMU python BCTaHOBIIOIOTHCS Ha CepBEpax

0a3 JaHuXx;



- CIeHapiii pe3epBHOrO KomitoBaHHS Oyzne CTBOpeHO 3 (Qailmy mabmoHy Ta
3aBaHTAXKEHO Ha cepBepU 0a3u JaHUX;
- 3aBnanHs Cron HaJalITOBAaHO Ha pe3epBHE KOMiIOBaHHS 0a3 JaHUX OJHMH pa3 Ha

JCHDb.






BUCHOBKH

Y poOoTi mpoaHaNi30BaHO PI3HUX I[OCTAYAJILHUKIB XMapHUX  IOCIHYT,
IpoaHali3yBaB TUIIOBI MOMMUJIKH, IO JAOMYCKAIOTHCS MPU PO3TOPTaHHI 1HPPACTPYKTYypHU
Ta YHOPaBIIHHI JKATTEBUM LHMKJIOM Yy cTapramnax Ta MajloMmMy OI3HEeCl, a TaKoX
npoaHaizyBaB 1HQPAaCTPyKTypHI cepBicH, 1100 3HAWTHU ONTUMAaJbHI IS BAKOPUCTAHHS
B PIIICHHI.

VY mpaktuaHOMY po3auti Oyio po3podseHo mociOHuK Ansible ays aBTomaTtu3aiii
po3ropTaHHs 1HPPACTPYKTypH, SKUH JoMoMarae MIATPUMYBAaTH TMOCHIAOBHICTb
MaiOyTHIX pO3ropTaHb. Y pIlIeHH] peandizoBaHO 1HPPACTPYKTYpHI CEpBICH, SKI
BUSIBIJIMCSI ONITUMAJIBHUMH B PO3I1JI1 aHami3y. Takox Oyno YCyHYTO THUIIOBI TIOMHJIKH B
yHOpaBIiHHI JKUTTEBUM IIUKJIOM Ta PO3TOPTaHHI.

PimeHHs po3roprae Taki cepBicu:

- 2 BebG-cepBepu — NgInX BUKOPUCTOBYETHCS K MporpamMHe 3a0e3neyeHHs
BeO-cepBepa;

- 2 CepBepu 6a3 pganux — MySQL BHKOPHCTOBYETHCS SK MpOrpaMHe

3a0e3IeucHH A1 0a3 JaHuX;

- 1 CepBep MOHITOpUHTY — ZabbiX BHUKOPHUCTOBYETbCS SK PIIICHHS IS
MOHITOPHUHTY;
- 1 cermenr AWS S3 gis pe3epBHOTO KOMiIOBaHHS 0a3W MaHUX — JJIS

CUHXPOHI3allil JaHUX BUKOPUCTOBYETHCS TyOIIOBAHHS;

- 1 xoct Bastion mys qoctyny 1o cepepiB y VPC.

Pimmenns Oyno po3poOsieHO 3 BHKOPUCTAHHSM HaMKpaluxX MpakTUK Oe3MeKH,
1H(pacTpyKTypu Ta KoayBaHHS. JIOKyMeHTallisl 3 MPUKIaJaMUd TaKOXK BKIIOYEHA IS
NOJIETIICHHs] HajmamTyBaHHsS. Ha gogarok A0 1bOro, BKJIIOUEHO AOAATKOBUN MOCIOHUK

JUTsl pO3rOPTaHHs CepeIOBHUIIA JIOKAJILHO Ha cepBepl po3poOHrKa Poboumnx craHiii.
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HMoparok 1 — Posib po3ropranns ta ynpasiainasa Ansible VPC

vpe.yml:

hosts: localhost connection: local
gather_facts: no environment
AWS ACCESS KEY_ID "{{ aws_access_key id "
AWS SECRET_ACCESS KEY "{{ aws_secret_access_key 3"
AWS REGION: "{{ AWS REGION }}"
vars_files
keys tasks
name: Include VPC role include_role
name: "{{ role name }}" vars
create_initial vpc: True loop
vpe
bastion
le
zabbix
nginx
mysql loop_control
loop_var: role_name
name: Set create initial vpc to fact set_fact

create_initial_vpc: True

main.yml:

name: Deploy initial VPC include tasks
deploy_vpc.yml
when: create_initial_vpc is defined and create_initial vpc ==

True



name Gather VPC information include tasks
get_vpc_information.yml

when: fetch_vpc_info is defined and fetch_vpc_info == True

deploy_vpc.yml:

# CrBoputn VPC
include: create vpc.yml
# CreBOopMTM NPMBATHY IiIMepexy
include: create private subnet.yml
# CrBopury nyOGniunHy niaMepexy
include: create public subnet.yml
# CreBopuTM 1HTepHeT-UITIO3
include: create igw.yml #
CrBopuTMu NyoOJiuHy TabJsmiiio
MapupyTin
BKJIOYaATHM: create public rt.yml
# CTBOpPHTH OXOPOHHY I'pyny Ui 0acTioHy
BKJIOUATU: Create bastion sg.yml
# CTBOpeHHs rpynu 0e3meKku 1Jis MOHITOPUHTY
BKJIOUATK: create monitoring sg.yml
# CTBOpeHHs rpynu 0e3nexku 11 Bed-cepBepiB
BKJIOUATU: Ccreate webserver sg.yml
# CTBOpeHHs rpynu 0e3neKu 1Jis1 cepBepiB 0a3 TaHUX
BryUaTH: create db sg.yml
# MOHITOPUHI OHOBJICEHHS TPYIIH 0e3NeKu
include: update monitoring sg.yml
# OHOBUMTKM Tpyny Oeszmnexkyu 0asy OaHUX
BryouaTu: update db sg.yml
# CrBopenns: n103y NAT 11 npuBaTHOI miiMepe:xi
BKJIOUATM: Ccreate nat gw.yml
# CTBopeHHs Ta0/IMLi MapPLIPYTIB /I NPUBATHOI MiMepexi

BKJIOUATK: Create private rt.yml

create_vpc.yml:
name: Create VPC ec2_vpc_net

name "{{ vpc_name }}" cidr_block "{
vpe_cidr_block }}"
region: "{{ AWS REGION }}"






state: present tags
Name: "{{ vpc name }}" Environment: '"{{
project env }}"

register: deployed_vpc

name: Assign VPC ID to a variable set fact
vpe_id: "{{ deployed_vpc.vpc.id }}"

create_private subnet.yml

name: Create private subnet for database servers ec2_vpc_subnet
state: present vpc_id: "{{ vpc_id }}"
cidr: "{{ private_subnet cidr_block }}" tags
Name: "{{ vpc_name }} private_sn" register

private subnet

name: Assign private subnet ID to variable set_fact

private _subnet id: "{{ private _subnet.subnet.id }}"

create_public_subnet.yml

name: Create public subnet for webservers servers ec2_vpc_subnet
state: present vpc_id: "{{ vpc_id }}"
cidr: "{{ public_subnet cidr block }}" map_public: yes
tags
Name: "{{ vpc name }} public sn" register

public_subnet

name: Assign public subnet ID to variable set fact

public_subnet_id: "{{ public_subnet.subnet.id }}"



create_igw.yml

name: Create internet gateway ec2_vpc_igw
vpe_id: "{{ vpc_id }}" state: present
tags
VPC: "{{ vpc_name }}" register: igw

name: Set internet gateway ID to a variable set_fact

igw_id: "{{ igw.gateway id }}"

create_public_rt.yml

name: Create route table for public subnet ec2_vpc_route_table
vpe_id: "{{ vpc_id }}"
subnets: "{{ public_subnet id }}" routes
dest: ''0.0.0.0/0"
gateway id: "{{igw id }}" tags
Name: "{{ vpc_id }} public_rt"

create_bastion_sg.yml

name: Create security group for bastion hosts ec2_group
name: "{{ vpc_name }} bastion_sg'" description: "SG
for bastion hosts" vpc_id: "{{ vpc_id }}"
rules
proto: tcp from_port: 22
to_port: 22 cidr_ip: 0.0.0.0/0
tags
Name: "{{ vpc_name }} bastion_sg"

Environment: "{{ project_env }}"



register: bastion_sg

name: Assign bastion security group properties to facts set_fact
bastion_sg id: "{{ bastion_sg.group id }}" bastion_sg owner: "{{
bastion_sg.owner _id }}"

bastion_sg name: "{{ bastion_sg.group name }}"

create_monitoring_sg.yml

name: Create security group for monitoring servers ec2_group
name: "{{ vpc_name }} monitoring_sg" description: "SG
for monitoring" vpc _id: "{{ vpc_id }}"
tags
Name: "{{ vpc_name }} monitoring_sg" Environment
"{{ project_env }}"

register: monitoring_sg

name: Assign monitoring security group properties to facts set_fact
monitoring sg id: '{{ monitoring sg.group id }}" monitoring sg owner
"{{ monitoring_sg.owner _id }}"

monitoring_sg name: "{{ monitoring_ sg.group name }}"

create_webserver_sg.yml

name: Create security group for webservers ec2_group
name: "{{ vpc _name }} webserver sg" description
"SG for webservers" vpc_id: "{{ vpc_id }}"
rules
proto: tcp from_port: 80
to_port: 80 cidr_ip: 0.0.0.0/0
proto: tcp



from_port: 443
to_port: 443 cidr_ip: 0.0.0.0/0
proto: tcp from_port: 10050
to_port: 10050
group_id: "{{ monitoring_sg_owner }}/{{ monitoring_sg_id
}}4/{{ monitoring_sg name }}"
proto: tcp from_port: 22
to_port: 22
group_id: "{{ bastion_sg owner }}/{{ bastion_sg id }}/{{ bastion_sg name }}"
tags
Name: "{{ vpc_name }} webserver sg'" Environment
"{{ project_env }}"

register: webserver_sg

name: Assign webserver security group properties to facts set_fact
webserver_sg id: "{{ webserver sg.group id }}" webserver _sg owner
"{{ webserver_sg.owner _id }}"

webserver_sg name: "{{ webserver_sg.group_name }}"

create_db_sg.yml

name: Create security group for db servers ec2_group
name: "{{ vpc name }} database sg" description
"SG for db servers" vpc_id: "{{ vpc_id }}"
tags
Name: "{{ vpc_name }} database sg" Environment
"{{ project_env }}"

register: database sg

name: Assign db servers security group ID to a variable set_fact

database sg id: "{{ database sg.group id }}"
database sg owner: "{{ database sg.owner id }}" database sg name

"{{ database_sg.group name }}"

update_monitoring_sg.yml



name: Update monitoring security group ec2_group

name: "{{ vpc_name }} monitoring_sg'" description: "SG

for monitoring" group_id: "{{ monitoring_sg id }}"

vpe_id: "{{ vpc_id }}"

state: present rules
proto: tcp from_port: 10051
to_port: 10051
group_id: "{{ webserver_sg owner }}/{{ webserver_sg_id

}4/{{ webserver_sg name }}"

proto: tcp from_port: 10051
to_port: 10051
group_id: "{{ bastion_sg _owner }}/{{ bastion_sg_id }}/{{ bastion_sg name }}"
proto: tcp from_port: 10051
to_port: 10051
group _id: "{{ database sg owner }}/{{ database sg id }}/{{ database sg name }}"
proto: tcp from_port: 22
to_port: 22
group_id: "{{ bastion_sg_owner }}/{{ bastion_sg_id }}/{{ bastion_sg name }}"
proto: tcp from_port: 80
to_port: 80 cidr_ip: 0.0.0.0/0
proto: tcp from_port: 443
to_port: 443 cidr_ip: 0.0.0.0/0

update_dg_sg.yml
name: Create security group for db servers ec2_group

name: "{{ vpc_name }} database sg"



description: "SG for db servers" vpc_id: "{{ vpc_id
3"
rules
proto: tcp from_port: 3306
to_port: 3306
group _id: "{{ webserver_sg owner }}/{{ webserver_sg id
}3/{{ webserver_sg name }}"
proto: tcp from_port: 10050
to_port: 10050
group_id: "{{ monitoring_sg owner }}/{{ monitoring_sg id
}4/{{ monitoring_sg name }}"
proto: tcp from_port: 22
to_port: 22
group_id: "{{ bastion_sg_owner }}/{{ bastion_sg_id }}/{{ bastion_sg name }}"
proto: tcp from_port: 3306
to_port: 3306
group_id: "{{ database_sg_owner }}/{{ database_sg id }}/{{ database_sg name }}"

create_nat_gw.yml

name: Create NAT gateway for servers in private subnet ec2_vpc_nat _gateway
state: present
subnet_id: "{{ private_subnet id }}'" wait: true

if_exist_do_not_create: true register: nat_gw

name: Assign NAT GW id to a variable set_fact

nat_gateway_id: "{{ nat_gw.nat_gateway id }}"

create_private rt.yml



name: Create private subnet for database servers ec2_vpc_subnet
state: present vpc_id: "{{ vpc_id }}"
cidr: "{{ private_subnet cidr_block }}" tags
Name: "{{ vpc name }} private sn" register

private_subnet

name: Assign private subnet ID to variable set fact

private_subnet _id: "{{ private_subnet.subnet.id }}"

get_vpc_information.yml:
name: Get VPC information for deployment

ec2_vpc_net_info
filters
"tag:Name": "{{ vpc _name }}" register

vpc_info

name: Set VPC id to a variable set_fact

vpe_id: "{{ vpc_info.vpcs | map(attribute='vpc_id') | join }}"

name: Get public subnet information for deployment
ec2 _vpc_subnet_info
filters
vpe-id: "{{ vpc_id }}"
"tag:Name": "{{ vpc_name }} public_sn" register

public_subnet _info

name: Set public subnet id to a variable set fact
public_subnet _id "{ public_subnet_info.subnets

map(attribute='subnet _id') | join }}"

name: Get private subnet information for deployment ec2_vpc_subnet_info
filters
vpe-id: "{{ vpc_id }}"
"tag:Name'": "{{ vpc_name }} private sn"



3apeectpyBaTucs: private_subnet_info

name:
set fact:

private _subnet id "{ private_subnet_info.subnets

map(attribute='subnet _id') | [Ipueanyiitecs }}"

name:
ec2 group info:
®DiabTpH
"tag:Name { vpc_name }} monitoring_sg'" register

monitoring_sg info

name: yCTaHOBiTH nJya iHdopmMauii npo rpyny Oe3nexku
MOHiTOpMHTY 3MiHH1 set fact
monitoring_sg_id "{{ monitoring_sg_info.security groups |
map(attribute='group_id') | Ilpuennyiirecs }}"
monitoring_ sg_owner " monitoring sg info.security groups
map(attribute='owner _id') | [Ilpueanyiitecs }}"
monitoring sg name " monitoring sg info.security groups |

map(attribute='group_name') | [Ipueanyiitecn }}"

name:
ec2 group info:
®inbTpu
"tag:Name {{ vpc_name }} webserver_sg" register

webserver_sg_info

name: ycTaHOBiTh mma ixHdopmauii npo rpyny 6Gesnexu
BeO-cepBepa 3HadeHHA 3MiHHMX set fact
webserver_sg_id "{{ webserver_sg_info.security groups |
map(attribute='group_id') | Ilpueanyiitecs }}"
webserver_sg owner: "{{ webserver_sg_info.security groups | map(attribute='owner_id')
| Illpuennyiitecs §}"
webserver_sg name " webserver _sg_info.security groups |

map(attribute='group name') | [Ipueanyiitecs }}"

name: OrpummaTy inHbopMauLio npo Tpyny Oe3nexku

Oasm maHux ec2 group info



®dinbTpn



set_fact
database_sg id " database_sg_info.security_groups

map(attribute='group_id') | Ilpuennyiirecs }}"

name:
ec2 group info:
®DinbTpH
"tag:Name { vpc_name }} bastion_sg" register

bastion_sg info

name:

set fact
bastion_sg id " bastion_sg_info.security_groups |
map(attribute='group_id') | Ilpueanyiirecs }}"
bastion_sg owner "{{ bastion_sg info.security groups
map(attribute='owner_id') | [Ipueanyiitecs }}"
bastion_sg name " bastion_sg_info.security groups

map(attribute='group name') | [Ipueanyiitecs }}"

name: OrpummaTyM inHboOpMalLin mpo
ekzeMrigp 6acTioHy
ec2 instance info
®DiabTpH
"tag:Name { bastion_host name "
instance-state-name: 3amyck

Peectpaunisi: bastion_instance_info

name:
set fact

bastion_ip: '"{{ bastion_instance info.instances|[0].public_ip address

}}H

name: OrpuMaTy iHpopMallil NPO eK3EeMIIAP
MOH1TOpPMHITY ecZ instance_ info
®DinbTpH
"tag:Name { monitoring host name I35
instance-state-name: 3anmyck

Peectpanisi: monitoring_instance_info



- name: BCTAHOBMUTM IP-azpecu By3JIiB



name: Get first web server instance info ec2_instance_info
filters
"tag:Name" " webserver_host name[0] 3"
instance-state-name: running

register: webserverl_instance_info

name: Get second web server instance info ec2_instance_info
filters
"tag:Name" " webserver_host_name|[1] 3"
instance-state-name: running

register: webserver2_instance_info

name: Set web server private ip's to fact set_fact
web1_private_ip: "{{ webserverl_instance_info.instances|[0].private_ip_address }}"

web2_private_ip: "{{ webserver2_instance_info.instances[0].private_ip_address }}"



Joparok 2 — Posib po3ropranns Ta kepyBanHs Zabbix

monitoring.yml:

hosts: localhost connection: local
gather facts: no environment
AWS_ACCESS_KEY_ID "{{ aws_access_key_id 3"
AWS _SECRET_ACCESS_KEY "{{ aws_secret_access_key 3"
AWS_REGION: "{{ AWS_REGION }}"
vars_files
keys tasks
name: Get VPC information include role
name: vpc vars
fetch_vpc_info: True

when: hostvars['localhost']|['create initial vpc'] is not defined

hosts: monitoring become: true

vars

ansible_ssh_common_args: "-0 ProxyCommand='ssh -0 StrictHostKeyChecking=no -i {{
private_key location }} -W %h:%p -q ubuntu@{{ hostvars|'localhost'|['bastion_ip'] }}'"
vars_files
keys tasks
name: Patch monitoring host include role
name: patching
when: hostvars|'localhost'|['create_initial vpc'] is defined
name: Install common packages include role
name: common
when: hostvars|'localhost'|['create_initial vpc'] is defined
name: Configure monitoring include_role
name: zabbix

vars



configure_monitoring_host: True
when: hostvars['localhost'|['create_initial vpc'] is defined

hosts: monitoring become: true
vars_files
keys tasks
name: Configure monitoring host include_role
name: zabbix vars
configure_monitoring_host: True
when: hostvars|'localhost']['create_initial_vpc'] is not
defined

tasks/main.yml:

name: Deploy monitoring instance during VPC deploy include_tasks
create_instance.yml

when: create_initial_vpc is defined and create_initial vpc == True

name: Configure monitoring host include tasks
configure_monitoring.yml
when configure_monitoring_host is defined and

configure_monitoring_host == True

name: Configure agent include tasks
configure agent.yml

when: zabbix_agent is defined and zabbix_agent == True

tasks/create_instance.yml

name: Create monitoring host include_role
name: provisioning vars

instance_name: "{{ item }}"
instance_role "monitoring" subnet_id "

public_subnet id }}"



security_group: "' {{ monitoring_sg id }}'" with_items

"{{ monitoring host name }}"

name:

fact_string: " [{ item }} instance_info'" set fact
"{{ item }} host id": "{{ hostvars|'localhost'|[fact_string].instance ids |
IIpuennyiitecs }}"
"{{item }} host _ip": "{{ hostvars|'localhost'][fact_string].instances[0].private ip address
A
with_items

"{{ monitoring host name }}"

name:

fact_string: "{{ item }} host id" ec2 eip
device _id in_vpe:
HepxaBa:

peectp: with_items:

"{{ monitoring host name }}"

name:
vars:
ip_string: "{{ item }} host_ip" set_fact

monitoring_private ip " "{{item }}_ip":

map(attribute='public_ip') | join }}" with_items

"{{ monitoring host name }}"

HomaTtu npmuBaTHy lIP-ampecy no rpynmu
in-memory add host
hostname: "{{item }}"
ansible _host: " {{ monitoring private ip }}" rpynmu
with items

MOHI1TOPUHTY :



"{{ monitoring_host name }}"

tasks/configure_ zabbix.yml

name: Add GPG key and repository include_tasks

configure repo.yml

name: Install Zabbix server packages apt
name: |'zabbix-server-mysql', 'zabbix-frontend-php', 'zabbix- nginx-conf’
state present  update_cache yes

install_recommends: yes

name: Install Ansible module dependencies apt
name: |'python3-psycopg?2’, 'python3-mysqldb’', 'mariadb-client'| state: present

update_cache: yes

name: Remove anonymous users mysql_user
name: "'
host: " {{ item }}"
login_unix_socket: /var/run/mysqld/mysqld.sock state: absent
with_items
localhost
127.0.0.1
|

name: Remove test database if present mysql_db
name: test state: absent

login_unix_socket: /var/run/mysqld/mysqld.sock

name: Create MySQL database mysql_db
name: "{{ zabbix database name }}"

encoding: utf8



ITopiBHsAHHA Cran:

login_unix_socket run/mysqld/mysqld.sock peectp:

name: CrBopuTu mysgl user
kopucrTypaua MySQL

name: "{

password 3" oprive "
zabbix _database name }}.*:ALL,GRANT"

name:
mysqgl db:
name { zabbix_database name B

KOTYBaHHA: utf8

IlopiBHsAHHA Cran:

target

name:

query "UPDATE zabbix.users SET passwd=md5('{{

zabbix_admin_password }}') ne alias='Admin'"
komanga: mysql -u root zabbix --execute "{{ query }}"; Koau

zabbix_db_creation.3mineno

name

zabbix-server
mxepeso: zabbix_server.conf.j2
dest: /etc/zabbix/zabbix_server.conf BaacHuk
Zabbix
I'pyna Zabbix
Pexum: 0640

name PHP-bamy
Zabbix

KOJIH:






MOBiTOMHUTH

llepesanycTiTh cepBep

name:
include role:
Hasga: Le vars
upload_certificate: IIpaBaa
Kkosu: issue_le_certificate == True

name
nginx
JaKepesio: nginx.conf.j2

dest BJIACHHUK:

Kopenesnii
pexum: 0640

MOBiTOMHUTH

[lepezanycTiTe nginx

name:

HJISIX /ete/nginx/sites-enabled/  default

BiICyTHi

name: HajamTyBaHHS WabJoHy

PHP-FPM
Hdxepesio: php-fpm.conf.j2

dest BJIACHHUK:

Kopenesuii
pexum: 0640
MOBiTOMHUTH

[lepezanycriTs php-fpm

name: YBIMKHYTU

CTaH:



name: Set fact set_fact

dns_ip value: "{{ monitoring host name }} ip"

name: Manage DNS entry include_tasks
manage dns_entry.yml vars
dns_name: "{{ zabbix_webui_url }}"
dns_ip "{% if create initial vpc is defined and
%} {{hostvars|'localhost'|[dns_ip_value]}}{% else
hostvars['localhost'|['monitoring_public_ip'] }}{% endif %}"
when: load_balancer_setup is not defined or load_balancer_setup
!= True and manage_dns is defined and manage_dns == True

tasks/configure repo.yml

name: Set Zabbix repository URL to a fact set_fact
zabbix_repo: "http://repo.zabbix.com/zabbix/{{ zabbix_version
[ 37281 ansible_distribution.lower() 1} {{

ansible_distribution_release }} main"

name: Install Zabbix GPG key apt_key
id: "{{ zabbix_gpg key id }}"
url: http://repo.zabbix.com/zabbix-official-repo.key

name: Install Zabbix repository apt_repository

repo: ""{{ item }} {{ zabbix repo }}" state: present

with_items
deb-src
deb
tasks/configure_monitoring.yml
# Configure SSH options

name: Configure SSH include_role

name: ssh

domain_name

1= n

Y3l



# Configure users
name: Configure users include_role

name: users

name: Install and configure Zabbix include_tasks

configure_zabbix.yml

tasks/configure_agent.yml

name: Add GPG key and repository include_tasks

configure_repo.yml

name: Install Zabbix agent apt
name: zabbix-agent update cache

yes state: latest

name: Install Zabbix API PIP module pip

name: zabbix-api

name: Configure Zabbix agent template
src: zabbix_agentd.conf.j2
dest: /etc/zabbix/zabbix_agentd.conf owner: root
group: root mode: '0644'
notify
Restart agent

name: Upload PSK file template
src: zabbix_agentd.psk.j2
dest: /etc/zabbix/zabbix_agentd.psk owner: root
group: zabbix mode: '0640'
notify
Restart agent



tasks/manage_dns_entry.yml

name: Create DNS entry for " {{ dns_name }}" route53
zone: "{{ domain_name }}"
record: "{{ dns_name }}" type: A
value: "{{ dns_ip }}" ttl: 300
state: ""{{ dns_state | default(‘present’) }}" wait: yes
overwrite: yes delegate to: localhost

become: no

handlers/main.yml
name: Restart agent

service: name=zabbix-agent state=restarted

name: Restart server

service: name=zabbix-server state=restarted

name: Restart nginx

service: name=nginx state=restarted

name: Restart php-fpm

service: name=php7.4-fpm state=restarted



Hoparok 3 — Posib CTBOPEHHSI Ta KePyBaHHSI KOPUCTYBa4YaMu

tasks/main.yml
# Create groups
include: groups.yml
# Create users on systems
include: users.yml
tasks/groups.yml

name: Create groups group
name: "{{ item.name }}"
state: "{{ item.state | default('present’) }}'" with_items

"{{ user_groups }}"

tasks/users.yml

# https://docs.ansible.com/ansible/latest/modules/user_module.html
name: Create user user
name: "{{ item.name }}"
state: "{{ item.state | default('present’) }}"
group: "{% if item.admin_user is defined and item.admin_user == True %}sudo{% else
%}developers{% endif %}"
home: "{{ item.home | default('/home/'+item.name) }}" shell: '"/bin/bash"
password: "{{ item.password }}"
comment: "{{ item.comment | default('') }}" append: yes
with_items
"{{ users }}"

when: item.state != 'absent’

name: Add SSH key to user
authorized key

user: "{{ item.name }}"
key: "{{ item.ssh_key }}"
state: "'{{ item.state | default('present') }}"



with_items
"{{ users }}"

when: item.state != 'absent’

name: Delete user user
name: "{{ item.name }}" state: absent
with_items
"{{ users }}"
when: item.state == 'absent'
"{{ users }}"

when: item.state != 'absent’

name: Delete user user
name: "{{ item.name }}" state: absent
with_items
"{{ users }}"

when: item.state == 'absent’



Honparok 4 — Kongirypauis Ta posib kepyBanust SSH

tasks/main.yml

name: Replace default SSH config template
src: sshd_config.j2
dest: "/etc/ssh/sshd_config" owner: "root"
group: "root" mode: "0644"

notify

Test SSHD config
Restart SSHD

handlers/main.yml

name: Test SSHD config command
sshd -t

name: Restart SSHD

service: name="'ssh" state="'restarted"



Hoparok S — Poab ininiajizanii incTancy

tasks/main.yml

name: Create {{ instance_name }} instance ec2_instance

name: '"{{ instance name }}" Kkey name: '"{{

key name }}" vpc_subnet id: "{{ subnet id }}"

security group: "{{ security group }}" instance type: "{{

instance_type }}" image id: "{{ image_id }}"

state running  wait yes

wait_timeout: 60 tags
Role: '"{{ instance role }}" Environment: "{{
project env }}"

register: instance_info

name: Set instance information to a fact set_fact

"{{ instance_name }} instance_info'": " {{ instance _info }}"



Joparok 6 — Poib BUNIpaBJICHHSI CHCTEMU

tasks/main.yml
#

https://encoretechnologies.github.io/blog/2018/06/ansiblepatchingau tomation/
name: Wait for any possibly running unattended upgrade to finish raw: systemd-run
--property="After=apt-daily.service apt-daily-

upgrade.service' --wait /bin/true

name: Update packages... apt
upgrade: dist update_cache: yes

name: Reboot if kernel was updated and reboot is requested by the system
shell: 'sleep 5 && /sbin/shutdown -r now' args
removes: /var/run/reboot-required async: 1

poll: 0 ignore_errors: true

name: Waiting for system to come back from reboot... wait_for_connection
connect_timeout: 20
sleep: 5
delay: 5
timeout: 180



HMoparok 7 — Kondgirypauis ta posb kepyBanHs Nginx

webservers.yml

hosts: localhost connection: local

gather facts: no environment

AWS_ACCESS_KEY_ID "{{ aws_access_key_id 3"
AWS _SECRET_ACCESS_KEY "{{ aws_secret_access_key 3"
AWS_REGION: "{{ AWS_REGION }}"
vars_files
keys tasks

name: Get VPC information include role
name: vpc vars

fetch_vpc_info: True
when: hostvars['localhost']|['create initial vpc'] is not defined

hosts: webserver become: true
vars_files
keys vars
ansible_ssh_common_args: "-0 ProxyCommand='ssh -0 StrictHostKeyChecking=no -i {{
private_key location }} -W %h:%p -q ubuntu@{{ hostvars['localhost'|['bastion_ip'] }}'"
tasks
name: Patch webserver hosts include_role
name: patching
when: hostvars['localhost'|['create_initial vpc'] is defined
name: Install common packages include_role
name: common
when: hostvars['localhost'|['create_initial vpc'] is defined
name: Configure webservers include_role
name: nginx

vars



configure_nginx_host: True
when: hostvars['localhost'|['create_initial vpc'] is defined

hosts: webserver become: true

environment
AWS ACCESS KEY_ID "{{ aws_access_key id 3"
AWS SECRET_ACCESS KEY " aws_secret_access_key 3"
AWS REGION: "{{ AWS REGION }}"
vars_files
keys tasks

name: Configure webservers include_role
name: nginx vars
configure_nginx_host: True

when: hostvars['localhost']['create_initial vpc'] is not defined

tasks/main.yml

name: Deploy nginx instances during VPC deploy include_tasks
create_instance.yml

when: create_initial_vpc is defined and create_initial vpc == True

name: Configure nginx host include_tasks
configure_nginx.yml

when: configure nginx_host is defined and configure_nginx host == True

tasks/create_instance.yml

name: Set subnet to a fact set_fact
subnet_group: "{% if load_balancer_setup is not defined or

load_balancer_setup != True %}public{% elif load_balancer_setup is



Bu3HaueHo i load balancer_setup == True %/}private{% else % }public{% endif %}"
name: CTBOpPiTb XOCTM BeO-CcepBepa
include role
Ha3zBa: 3minni inimiaspizamii
instance name "
instance_role: "
subnet_id: "{% if subnet group == "public' %}{{ public_subnet_id }}{% else %}{{
private subnet _id }}{% endif %}"
security group: "|{ webserver sg id }}'" with_items

"{{ webserver host name }}"

name:

fact_string: " |{ item }} instance_info" set fact
"{{ item }} host_id": "{{ hostvars['localhost'|[fact_string].instance_ids |
IIpuennyiirecs }}"
"{{item }} host ip": "{{ hostvars['localhost'|[fact_string|.instances|[0].private ip address

}} "
with_items

"{{ webserver host name }}"

name:

fact_string: "{{ item }} host id" ec2_eip
device id in_vpe:
HepxaBa:
peectp: with_items:
"{{ webserver host name }}"

xoyim: subnet group == 'public'

name:
3MiHHI @

fact string: "[{item }} instance info" set fact



"{{item }} public_ip": "{{ hostvars|'localhost'|[fact_string].instances[0].public_ip_address
}}"

with_items
"{{ webserver_host name }}" when

subnet group == 'public'

name: Get first web server instance info ec2_instance_info
filters
"tag:Name" "{{ webserver_host_name[0] "
instance-state-name: running

register: webserverl_instance_info

name: Get second web server instance info ec2_instance_info
filters
"tag:Name" "{ webserver host name|[1] 3"
instance-state-name: running

register: webserver2_instance_info

name: Set web server private ip's to fact set_fact
webl_private_ip: "{{ webserverl_instance info.instances|[0].private ip address }}"

web2 private_ip: '"{{ webserver2_instance info.instances|[0].private ip address }}"

name: Add private ip to in-memory group vars
ip_string: "{{ item }} host_ip'" add_host
hostname: "{{ item }}"
ansible_host: " {{ hostvars|'localhost'|[ip_string]| }}" groups
webserver with_items

"{{ webserver_host name }}"

tasks/configure_nginx.yml



#
https://docs.ansible.com/ansible/latest/modules/zabbix_host_module. html
# HanamryBanns SSH

name:

include role:

Im'a: SSH

# HanamryBaHHsSI KOPHCTYBa4iB
name: HajmamTynre

KoprcTyBadib include role

Im's: KopucrtyBaui

# HanamryBanHs arenTa Zabbix
name: HajlamTyBaHHA areHTa Zabbix
include role

Ha3sBa: Zabbix vars

zabbix_agent: IIpaBna

name: JomaTM XOCT @Ho zZabbix

zabbix host
server_url: "https://{{ zabbix webui url }}" login_user
AamiHicTparop
login_password: "{{ zabbix_admin_password }}"
"{{ inventory_hostname }}" :
Cran: TenepimHii yac
tls_psk _identity: "{{ zabbix tls identity name }}" tls_connect: 2
tls_psk: " {{ zabbix_tls_identity password }}" tls_accept: 2
host_groups
CepBepu Linux

link templates

MlaBbnon OC Linux Binm areHTa Zabbix
MabmoH App Nginx Bizm inTepdericis

areHTa Zabbix

Tum: 1
OcHoBHa: 1

Buxopucranuns: 1



# - iMm's: BcraHoBJIeHHSI NnginxX nMakeTiB
name: BcTaHOBiTH mnaxkeT nginx
apt

Im'sa:  Nginx [lepxkaBa

update cache:

name: BcranoBiTh nakeTtm PHP

apt
name: |['php-fpm php-mysql'] Cran
OCTAHHIH

update_cache: Tak

name
nginx
JaKepesio: nginx.conf.j2

dest BJIACHUK:

I'pyna: Kopenesnii
pe:xkum: '0644'

NOBiIOMHUTH

[lepesanycTiTh Nnginx

name:

src: default.conf.j2

dest BJIACHHK:
I'pyna: KopeneBnii
pexum: '0644'

NOBiIOMHUTH

[lepesaBaHTaXUTM nginx

Koau: vhosts Bu3HaueHo, a vhosts !="'
tasks/manage_dns_entry.yml

name: Create DNS entry for "{{ dns_name }}"



routeS3
zone: "{{ domain_name }}"
record: "{{ dns_name }}" type: A
value: "{{ dns_ip }}" ttl: 300
state: ""{{ dns_state }}"" wait: yes
overwrite: yes delegate to: localhost

become: no

tasks/manage elb.yml

# Let's Encrypt certificates does not work with ELB # - name: Import
certificate into aws ACM

#  vars:

# full_cert file: "{{ certificate_directory }}/{{ domain_name
}}-fullchain.crt"

# cert_file: "{{ certificate_directory }}/{{ domain_name

}h.ert"

# key file: ""{{ certificate_directory }}/{{ domain_name }}.key" #shell: >
# aws acm import-certificate

# --certificate "file://{{ cert_file }}" # --private-key

"file://{{ key_file }}"

# --certificate-chain "file://{{ full_cert file }}" # --region "{{
AWS_REGION }}"

#  register: certificate id # delegate to:

localhost # become: no

name: Set webserver instance-id's to variables vars
appl_string: "{{ webserver_host name[0] }} host id" app2_ string: "{{
webserver_host name[1] }} host id"
set_fact
appl_id: "{{ appl string }}" app2 id: "{{
app2_string }}"
delegate to: localhost become: no



name: Create ELB ec2_elb_Ib
name: 'ELB' state: present
region: "{{ AWS REGION }}" instance ids: ['appl id'
'app2_id'| security _group ids: "{{
hostvars|'localhost']['webserver_sg id'] }}"
subnets: "{{ hostvars|'localhost'|['public_subnet id'] }}" listeners
protocol: http load_balancer_port: 80
instance port: 80 proxy_protocol: True
protocol: https load_balancer_port: 443
instance protocol: http instance port: 80
ssl_certificate_id: "{{ ssl_certificate_location }}'" delegate to: localhost

become: no

tasks/manage_vhosts.yml

name: Create vhost directory file
path: "/srv/vhosts/{{ item.name }}"
state: " {{ item.state | default('directory’) }}" owner: root
group: developers mode: '0775'

with_items: " {{ vhosts }}"

name: Create html directory file
path: "/srv/vhosts/{{ item.name }}/html"
state: "'{{ item.state | default('directory') }}'" owner: root
group: developers mode: '0775'

with_items: ""{{ vhosts }}"



name barn xarajgory
XyPHAaJy
misx: "'/srv/vhosts/{{ item.name }}/log"
state: "'{{ item.state | default('directory') }}" BaacHuk: root
I'pyna Po3poOoHuknu
Pe:xnm: '0640'

with_items: "{{ vhosts }}"

name: CTBOPUTHU KaTajory
tmp
misx: "'/srv/vhosts/{{ item.name }}/tmp"
state: "'{{ item.state | default('directory') }}" BaacHuk: root
I'pyna: Kopenesnii
pexxum: '0777'

with_items: "{{ vhosts }}"

name:

include role:
Hasga: Le vars
upload_certificate: [IpaBna

Kosu: issue_le_certificate == True

name KOHGI1Typauii
nginx
src: vhost.conf.j2
dest BJIACHHK:
I'pyna: KopeneBuii
pexkum: '0644'

with_items: "{{ vhosts }}"

name: YB1MKHYTHU xkoHQiTypauil
nginx
src: ""/etc/nginx/sites-available/{{ item.name }}.conf"

""/ete/nginx/sites-enabled/{{ item.name }}.conf : "Y



vars
ip_string: "{{ item }} public_ip" set_fact
dns_ip_value: "{{ hostvars['localhost'|[ip_string] }}"
when: load_balancer_setup is not defined or load_balancer_setup
!=True with_items

"{{ webserver_host name }}"

name Manage DNS  entry include tasks
manage dns_entry.yml vars

dns name: "{{ item.name }}" dns_ ip: "{{

dns_ip value }}"

dns_state: "{{ item.state | default('present') }}" with_items: "{{ vhosts }}"
when: load_balancer_setup is not defined or load_balancer_setup

!=True and manage_dns is defined and manage_dns == True

handlers/main.yml

name: Test nginx config shell: nginx -t
notify

Reload nginx

name: Reload nginx

service: name=nginx state=reloaded

name: Restart nginx

service: name=nginx state=restarted
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dbservers.yml
hosts: localhost connection: local
gather facts: no environment
AWS_ACCESS_KEY_ID "{{ aws_access_key_id 3"
AWS _SECRET_ACCESS_KEY "{{ aws_secret_access_key 3"
AWS_REGION: "{{ AWS_REGION }}"
vars_files
keys tasks

name: Get VPC information include role
name: vpc vars

fetch_vpc_info: True
when: hostvars['localhost']|['create initial vpc'] is not defined

hosts: database become: true
vars_files
keys vars
ansible_ssh_common_args: "-0 ProxyCommand='ssh -0 StrictHostKeyChecking=no -i {{
private_key location }} -W %h:%p -q ubuntu@{{ hostvars['localhost'|['bastion_ip'] }}'"
tasks
name: Patch database hosts include_role
name: patching
when: hostvars['localhost'|['create_initial vpc'] is defined
name: Install common packages include_role
name: common
when: hostvars['localhost'|['create_initial vpc'] is defined
name: Configure database servers include_role
name: mysql

vars



configure database host: True

when: hostvars['localhost'|['create_initial vpc'] is defined

hosts: database become: true

environment
AWS ACCESS KEY_ID "{{ aws_access_key id
AWS SECRET_ACCESS KEY " aws_secret_access_key
AWS REGION: "{{ AWS REGION }}"
vars_files
keys tasks

name: Make sure common packages are installed include_role
name: common

name: Configure database include_role
name: mysql vars
configure database host: True

when: hostvars['localhost']['create_initial vpc'] is not defined

tasks/main.yml

name: Deploy database instances during VPC deploy include_tasks

create_instance.yml

when: create_initial_vpc is defined and create_initial vpc == True

name: Configure database host include_tasks
configure database.yml
when configure database host is defined and

configure database host == True

tasks/create_instance.yml

name: Create database hosts include role

name: provisioning

}}H
}}"



vars
instance_name: "{{ item }}" instance_role: "database"
subnet _id: "{{ private_subnet id }}"
security group: "{{ database sg id }}" with_items

"{{ database host name }}"

name: Set database instance ids to a fact vars
fact_string: "{{ item }} instance _info" set fact
"{{item }} host id": "{{ hostvars['localhost']|[fact_string].instance ids | join }}"
"{{item }} host ip": "{{ hostvars|'localhost']|[fact_string].instances[0].private ip address
e
with_items
"{{ database host name }}"

name: Add private ip to in-memory group vars
ip_string: "{{ item }} host_ip" add_host
hostname: " {{ item }}"
ansible host: " {{ hostvars['localhost'|[ip_string] }}" groups
database with_items

"{{ database _host name }}"

tasks/configure_database.yml
#

https://docs.ansible.com/ansible/latest/modules/zabbix_host_module. html
# Configure SSH
name: Configure SSH include role

name: ssh

# Configure users

name: Configure users



include_role: :

# HanamryBanus arenta Zabbix
name: HajlamTyBaHHS areHTa Zabbix

include role
HasBa: Zabbix vars

zabbix_agent: IIpaBna

name: JJomaTM XOCT IO Zabbix

zabbix host
server_url: '""https://{{ zabbix webui url }}" login_user
AamiHicTparop
login_password: "{{ zabbix_admin_password }}"
"{{ inventory hostname }}"
Cran: TenepimHii yac
tls_psk_identity: "{{ zabbix_tls_identity_name }}" tls_connect: 2
tls_psk: "{{ zabbix_tls_identity_password }}" tls_accept: 2
host_groups
CepBepu Linux
link templates

Ma6jgoxn OC Linux Binm areHTa Zabbix
Mabson Bl MySQL Bim iHTepdercis

areHTa Zabbix

Tun: 1
OcHoBHa: 1
Buxkopucranns: 1
IP "{{  ansible_default_ipv4.address  }}"

validate certs: ni

name: BcranoriTh naker MySQL
apt
Im's: Cran:

update cache:



name: Configure MySQL server template
src: my.cnf.j2
dest: /etc/mysql/mysql.conf.d/mysqld.cnf owner: root
group: root mode: '0644'
notify
Restart mysql

name: Start and enable MySQL database service service
name: mysql state: started

enabled: yes

name: Remove anonymous users mysql_user

name: "

host: "{{ item }}"
login_unix_socket: /var/run/mysqld/mysqld.sock state: absent
with_items
localhost
127.0.0.1
|

name: Remove test database if present mysql_db
name: test state: absent

login_unix_socket: /var/run/mysqld/mysqld.sock

name: Manage databases include_tasks
manage databases.yml

when: databases is defined and databases !="'

tasks/manage _database.yml

# https://topic.alibabacloud.com/a/managing-mysql-replication-with-
ansible_1 41 _30026734.html

name: Create database



mysql_db
name: "{{ item.name }}"
state: "'{{ item.state | default('present') }}" login_unix_socket
/var/run/mysqld/mysqld.sock

with_items

"{{ Gasm maHux }}"

name:
mysqgl user:

name: "{{ item.user | default(item.name) }}" password: "{

host 13" priv:

item.name }}.*:ALL,GRANT"
state: "'{{ item.state | default('present') }}" login_unix_socket
/var/run/mysqld/mysqld.sock

with_items

"{{ ©6asu maHmx }}"

name:
mysqgl user:

name: "{{ item.user | default(item.name) }}" password: "{

host 13" priv:

item.name }}.*:ALL,GRANT"
state: "'{{ item.state | default('present') }}" login_unix_socket
/var/run/mysqld/mysqld.sock

with_items

"{{ Gasm maHumx }}"

name: CreopuTK periikaiiio

KopucTyBada mysqgl user

name " host:

"

password " priv:
"

state: "'{{ item.state | default('present') }}" login_unix_ socket
/var/run/mysqld/mysqld.sock
with_items
"{{ replication setup }}"

Kkosn: mysql_replication_role == 'master’

"

"{{






query: "ALTER USER {{ item.user name }} IIEHTU®IKOBAHUM 3A
mysql_native_password '{{ item.password }}'"
koMaHaa: mysql -u kopinb --execute "{{ query }}"; Koum
create_replication_user.3minus with_items

"{{ replication setup }}"

name: HajamTyBaHHA O1IJIETJIOTO
By3Ja mysgl replication
Pexum: getslave
login_unix_socket: /var/run/mysqld/mysqld.sock
ignore_errors: true
Peectpauis: slave
Kkosu: mysql_replication_role == 'slave’

name:

vars:
master_hostname: " |{ database host_name[0] }}" set_fact
master_ip: "{{ hostvars[master_hostname]['ansible_default_ipv4'|['address'] }}"

master_hostname: "{{ master _hostname }}"

name:

vars:
mysql_replication_master_ip: lineinfile
dest: /etc/hosts
line: "{{ master ip }} {{ master hostname }}" koanu

mysql replication_role == 'slave'

name: OTpMMaTK CTaTyC pemjgikanil MaMcTpis
mysgl replication
Pexum poborn: GetMaster
login_unix_socket: /var/run/mysqld/mysqld.sock delegate to
"{{ master_hostname }}"
Koam: mysql_replication_role == 'slave' pericTp:

replication_status

name: 3MiHa Benmyuoro B slave



master_password: '"{{ replication_setup[0].password }}" master_log file: "{{
replication_status.File }}'" master_log_pos: "{{ replication_status.Position }}"
login_unix_socket: /var/run/mysqld/mysqld.sock

when: mysql_replication_role == 'slave'

name: Start slave in slave and start replication mysql_replication
mode: startslave
login_unix_socket /var/run/mysqld/mysqld.sock when

mysql_replication_role == 'slave'

handlers/main.yml

name: Restart mysql
service: name=mysql state=restarted
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Let's Encrypt

tasks/main.yml

name: Issue wildcard during VPC deploy include_tasks
issue_certificate.yml
when: create initial vpc is defined and create_initial vpc == True and issue _le certificate ==

True and manage_dns is defined and manage_dns == True

name: Upload certificate to other instances include_tasks
upload_certificate.yml
when: issue le certificate is defined and issue le certificate == True and upload_certificate is

defined and upload_certificate == True and manage dns is defined and manage dns == True

tasks/issue_certificate.yml
#

https://docs.ansible.com/ansible/latest/modules/acme_account_module
html #
https://docs.ansible.com/ansible/latest/modules/acme_certificate_mo
dule.html#acme-certificate-module

#

https://docs.ansible.com/ansible/latest/modules/routeS3_module.html

name: Set domain name to a fact set_fact
le_cert_domain: "{{ domain_name }}" wildcard: "*.{{

domain_name }}"

name: Create private key directory file
path: '{{ certificate_directory }}' state: directory

owner: ansible group: ansible



- name: CTBOP1ThH NPMBaATHMM KJIOU IJ9 OOJ1KOBOTO
sanucy ACME openssl privatekey:

path: " {{ certificate directory }}/account.key" po3mip: 4096

- name: CTBOPUTU BaKPUTUNM KJIOY g OOJ1KOBOTO 3amnmcy
ceprudixara openssl privatekey:

path: "{{ certificate_directory }}/{{ le_cert_domain }}.key" po3mip: 4096

- name: 3reHepyBatu KCB mna {{ le cert domain }}
openssl csr:
path: '"{{ certificate directory }}/{{ le cert domain }}.csr'"" privatekey_path:
certificate directory }}/{{ le_cert _domain
}oxirou"

common_name: "{{ wildcard }}"

- name: IlepexoHanTecs, WO OOJI1IKOBUIN 3aluC

ACME ichHye acme_ account:
account_key src: " |{ certificate directory }}//account.key" acme_version: 2
acme_directory: «https://acme-

v02.api.letsencrypt.org/directory»

Cran: TenepilHin
terms_agreed: Tak
KoHTaKkTH:

- "mailto:{{ acme account email }}"

- name: CreopuTu BUKIMK 104 {{ le cert domain }}

acme certificate:

modify_account: No acme_directory:

«https://acme-
v02.api.letsencrypt.org/directory' acme_version:
2
account_key src:  "{{ certificate directory  }}/account.key" sre:  "{{

certificate_directory }}/{{ le_cert_domain }}.csr" cert: "{{ certificate directory
/i le cert domain }}.crt" Bukauk : DNS-01
remaining_days: 60

Peectpanisi: dns_challenge

- name: CrBopiTh 3anmc DNS

"t






record: '{{ dns_challenge.challenge data[wildcard]['"dns- 01"]["record"] }}'

type: TXT ttl: 60 state

present wait: yes

value: '"{{ dns_challenge.challenge data[wildcard]["dns- 01"]["resource_value"] }}""
overwrite: yes

when: dns_challenge.changed

name: Wait for DNS record to expire pause

seconds: 120

when: dns_challenge.changed

name: Let the challenge be validated and retrieve the cert and intermediate

certificate
acme_certificate: modify_account: no
account_key src: "{{ certificate directory }}/account.key" src: "{{ certificate directory
B le_cert_domain }}.csr" cert: "{{ certificate directory }}/{{ le cert domain }}.crt"
fullchain: "{{ certificate directory }}/{{ le cert domain }}-

fullchain.crt"
chain: "{{ certificate directory }}/{{ le cert domain }}- intermediate.crt"

challenge dns-01 acme_version 2
acme_directory: 'https://acme-

v02.api.letsencrypt.org/directory' remaining_days: 60
data: "{{ dns_challenge }}"

when: dns_challenge is changed

tasks/upload_certificate.yml

name: Create directory file
path: "/etc/ssl/{{ domain_name }}" state: directory
owner: root

group: root



name: Upload {{ domain_name }} certificate copy
src:  "{{ certificate directory }}/{{ domain name }}.crt" dest: "/etc/ssl/{{
domain_name }}/{{ domain_name }}.crt" owner: root

group: root

name: Upload {{ domain_name }} private key copy
src: "{{ certificate directory }}/{{ domain name }}.key" dest: '"/etc/ssl/{{
domain_name }}/{{ domain_name }}.key" owner: root

group: root mode: '0600'
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backups.yml
hosts: database become: true
environment
AWS ACCESS KEY_ID " aws_access_key id "
AWS SECRET ACCESS KEY "{{ aws_secret_access_key 3"
AWS REGION: "{{ AWS_REGION }}"
vars_files
keys tasks

name: Configure backups include_role
name: duplicity vars

configure duplicity backups: True

tasks/main.yml

name: Configure duplicity backup on database nodes include_tasks
configure_duplicity.yml
when configure_duplicity_backups is defined and

configure duplicity backups == True

tasks/configure duplicity.yml

name: Install Duplicity apt
name: duplicity state: latest

update _cache: yes

name: Install boto module pip

name: boto

name: Upload gpg key generation script



IIIa0a0oH
src: gen_gpg.j2
dest: /root/duplicity_gpg BJIacHHK
root
rpyna KOpeHeBuil

pexum: '0700'

HaszsBa: CTBOPUTU KJIIOY gpg
: 'gpg --batch --generate-key /root/duplicity gpg' aprymenTn
chdir: /kopinb

Tak become_user: KopiHb

name banny nomnBiMHMX

OBJI1KOBUX IaHUX

src: dest:
/root/.duplicity
I'pyna: kopeHeBuii
pexxum: '0600'
cTaBaTu
name: CTBOPUTHU Karajgory

pesepBHOl komii
118 670. Cran:
BaacHuk karagaory :
rpyna KOpeHeBUi

pexum: '0700'



hour: "23"
minute: ""0" user: root
job "/srv/backup/backup script.sh  {{ s3 bucket name }}" cron_file

ansible_auto_backups
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tasks/main.yml
name: Install packages apt

name: |'python-apt', 'python3-apt', 'python3-pip’, 'vim-nox', 'net-tools’', 'mc'

state: latest update cache: yes
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bastion.yml

hosts: localhost connection: local
gather facts: no environment
AWS_ACCESS_KEY_ID "{{ aws_access_key_id
AWS _SECRET_ACCESS_KEY "{{ aws_secret_access_key
AWS REGION: "{{ AWS_REGION }}"
vars_files
keys tasks
name: Get VPC information include role
name: vpc vars
fetch_vpc_info: True
when: hostvars['localhost']|['create initial vpc'] is not defined

hosts: bastion gather facts: no
become: true tasks
name: Patch bastion host include_role
name: patching
when: hostvars|['localhost']['create_initial vpc'] is defined
name: Install common packages include_role
name: common
when: hostvars|'localhost']['create _initial vpc'] is defined
name: Configure bastion host include_role
name: bastion vars
configure bastion host: True

when: hostvars|'localhost'|['create_initial vpc'] is defined

}}H
}}H



tasks/main.yml

name: Create bastion instance during VPC deployment include_tasks
create_instance.yml

when: create_initial_vpc is defined and create_initial vpc == True

name: Configure bastion host include_tasks
configure_bastion.yml
when configure bastion_host is defined and

configure bastion host == True
tasks/create_instance.yml

name: Create bastion host include role
name: provisioning vars
instance_name: "{{ item }}" instance role: '"bastion"
subnet_id: "{{ public_subnet id }}"
security _group: "{{ bastion_sg id }}" with_items

"{{ bastion_host name }}"

name: Set bastion instance id to a fact vars

fact_string: "{{ item }} instance _info" set fact

"{{item }} host id": " {{ hostvars['localhost']|[fact_string].instance ids | join }}"
with_items

"{{ bastion_host_name }}"

name: Assign elastic IP to bastion host ec2_eip
device id: "{{ item }}" in_vpc: true
state: present register: elastic_ip
with_items
"{{ bastion_host id }}"



name: Set bastion host IP to a variable set_fact
" item 1} ip" " elastic_ip.results
map(attribute='public_ip') | join }}"
with_items

"{{ bastion_host name }}"

name: Add public_ip to in-memory group vars
ip_string: "{{ item }} ip'" add_host
hostname: "{{ item }}"
ansible_host: " {{ hostvars|'localhost'|[ip_string] }}" groups
bastion with_items

"{{ bastion_host name }}"

name: Create dynamic inventory file template

src: aws_ec2.j2 dest: ./aws_ec2.yml

tasks/configure bastion.yml

# Configure SSH
name: Configure SSH include role

name: ssh

# Configure users and groups
name: Configure users include_role

name: users



