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PE®EPAT

TexkcroBa yactuHa KBasi(ikaliiHOi poOOTH Ha 3M00yTTSI OCBITHHOTO CTYIEHS

OakanaBpa: 56 cTopiHOK, 75 pucyHkiB, 10 mxepen.

Mema pobomu — BUBYCHHS METO/IIB PO3TOPTAHHSI OTIEPaIliiHUX CUCTEM, PO3pOOKa
Ta  peamsaiis  e(QEKTUBHOTO  MPOIECY  aBTOMATU30BAHOTO  HAJAIITyBaHHS
1HQPACTPYKTYypH MEPEKEBOTO  CEpPEelOBUINA 3 BHUKOPUCTAHHSIM  Pi3HOMaHITHHX
1HCTPYMEHTIB.

06 ’exm OocniodicenHss — MPOLIECH aBTOMATH3AIlli PO3rOpTaHHs Ta HaAIITyBaHHS
CEpPBEPHUX Ta KIIEHTCHKUX OTEPAIiHHUX CHCTEM.

Ilpeomem Oocnioocennss — IHCTpYMEHTH JJISI PO3TOPTAHHS OTNEpaIliiHUX CHUCTEM,
IpynoBl TMOJIITUKH, HAJAIITYBaHHS BIAJAJICHOTO JOCTYILY, IPOLECH aBTOMATH3ALll Yy

chepi iHDOpPMAITIHHUX TEXHOJIOTIH.

Kopomxuii smicm pobomu: y naniit poOOTI JOCHIIKYETHCS Ta peati3y€eThCsl TPOIIEC
aBTOMAaTM30BAaHOTO PO3TOPTAHHS Ta HAJAIITyBaHHS CEPBEPHUX Ta KIIEHTCHKUX
OTICPAIIHHIX CUCTEM Yy MEPEIKEBOMY CEPEIOBHIIIL.

Jlnst mocsTHEHHS 11i€1 METH BUKOPUCTOBYIOTHCS TakKi IHCTPYMEHTH, Sk VMware
Workstation, Windows Deployment Services, Microsoft Deployment Toolkit, Toro.
PoGora Bkimouae B ceOe BUKOPUCTAHHS TEXHOJIOT1H BipTyai3allii.

Y xomi poOOTH [AETallbHO PO3MISIAIOTHCS METOIM HaJAIITYBaHHS TPYHOBHUX
MOJIITHK, 30KpeMa ISl T03BOJTY BIIAAJICHOTO YIPABIIIHHS Ta MATPUMKH depe3 Windows
Remote Assistance. Takoxx JOCHIKyeTbes 1HTerparis 3 Active Directory s

LEHTPaTI30BaHOIO YIPABIIHHSA KOMIT'IOTEpAaMU Ta KOPUCTyBayaMu Yy JIOMEHHIN

iHppacTpyKTypi.

KJIIOYOBI CJIOBA: I'PYIIOBI ITOJIITUKH, ITPOI'PAMHE 3ABE3ITEYEHHA,
BIJJAJIEHE KEPYBAHHA, ABTOMATHU30BAHE PO3I'OPTAHHA



ABSTRACT

Text part of the qualification work for the bachelor's degree: 56 pages, 75 pictures,
10 sources.

The aim of the work — to study methods of operating system deployment,
development, and implementation of an efficient process for automated configuration of
network environment infrastructure using various tools.

The object of research — the processes of automating the deployment and
configuration of server and client operating systems.

The subject of research — tools for operating system deployment, group policies,

remote access configuration, automation processes in the field of information technology.

Summary of the work: this paper explores and implements the process of automated
deployment and configuration of server and client operating systems in a networked
environment.

To achieve this goal, tools such as VMware Workstation, Windows Deployment
Services, and Microsoft Deployment Toolkit are utilized. The work involves the use of
virtualization technologies.

The methods for configuring group policies are examined in detail, particularly for
enabling remote management and support through Windows Remote Assistance.
Additionally, the integration with Active Directory for centralized management of

computers and users in a domain infrastructure is investigated.

KEYWORDS: GROUP POLICIES, SOFTWARE, REMOTE MANAGEMENT,
AUTOMATED DEPLOYMENT.
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BCTVYII

Y  cy4acHOMy  KOpIIOPaTUBHOMY  CEPENOBHUIIl  e()EeKTHUBHE  yIpaBIIHHS
1H(PACTPYKTYPOIO € OAHIEIO 3 KIIOUOBHMX CKJIAJOBUX YCHIXY Uil MIATPUMKHU Ol3HEC-
npoiieciB 1 3abe3neueHHss Oe3nepebiitHoi poOoTu. 30Kpema, YIpaBIiHHSA TEXHIYHUM
NmapkoM KOMIaHii, HWOro po3ropraHHs Ta HaJaIlITyBaHHS, € BAXKJIUBHAM AaCIIEKTOM
iH(dOopMartiitHOi cTparerii manpuemMcTBa. Y MbOMY KOHTEKCTI, BUKOPUCTAHHS Cy4acHUX
3ac001B Ta TEXHOJOTIH, siKi HaAae miardpopma Windows, cTae Kit04oBUM (DAKTOPOM JIJIst
3a0e3neueHHsl ONTUMAaJIbHOI MPOAYKTUBHOCTI Ta 6e3neku [T-cepenosua.

s numutoMHa poOOTa MPUCBSYEHA TOCTIKEHHIO Ta PO3POOIT MPAKTUIHUX PIllIEHb
y cdepl ympaBiiHHS KOPIOPATUBHOIO 1H(GpacTpykTyporo B cepedoBuii Windows.
KntouoBoto MeToro poOOTH € aHami3 Ta BIOPOBADKEHHS EQPEKTHBHUX CTparerii
BCTAHOBJICHHS ONEPalifHUX CUCTEM, PO3TOPTaHHS Ta HAJAIITyBaHHS HOBOi TEXHIKUA Ta
TEXHIKH, 110 BXKE 3HAXOIUTHCS Y BUKOPUCTAHHI 3 BUKOPUCTAHHAM JOMEHHUX (DYHKIIIM.
[limx 4gac pocmipkeHHS Oyae pO3NISIHYTO Taki acleKTH, SK BHOIP ONTHMAaJIBHHX
KOH(QIrypauiii BCTAHOBJECHHS ONEpAIIfHUX CHUCTEM, BCTAHOBJIEHHS HEOOXITHOTO
MPOTPaMHOTO 3a0e3MeYeHHs 3 3aJaHO0 KOH(ITYpaIli€l0 Ta HaJallTyBaHHS MapaMeTpiB
CUCTEMHU JIJIT MAaKCUMAJIbHOI ITPOIYKTUBHOCTI.

Oxpim TOTO, pOOOTA MPUCBSIUCHA aHATIZY 1 BIPOBAKEHHIO METO/IIB KOHTPOJIIO Ta
MOHITOPUHTY TEXHIYHOIO IMapKy KOMIIaHIi Ha OCHOB1 JOMEHHHMX NOMITUK Windows.
BukopucranHs 1UX 1HCTPYMEHTIB JO3BOJHTH MiJIPHEMCTBAM 3a0€3MEYUTH BHCOKUIA
piBeHBb Oe3MeKu, TOTPUMaHHS CTaHAapTiB Ta eeKTUBHE yIpaBiIiHHA pecypcamu. Kpim
TOro, Oy/le PO3MISHYTO MOMJIMBOCTI BIJJAJICHOTO YIIPABIiHHS TEXHIYHUM IApKOM 32
JIOTIOMOTOIO 1IHCTPYMEHTIB, Takux sik RDP Ta msra, 1110 € BaXXJTMBUM aclieKTOM Cy4acHOTO
koprioparuBHoro [T-ynpaBiiHHS.

Ham B po6oTi OyayTh pPO3IISHYTI OCHOBHI aClEKTH TEMH, MPOBEICHO aHali3
ICHYIOUHX TIIJIXOMIB Ta TEXHOJIOTIH, a TaKoK HaBEJICHO IPaKTHYHI PEKOMEHJaIlii Ta
BUCHOBKM  IOAO  ONTHUMaJbHUX  CTpaTerii  yOpaBIiHHA  KOPIIOPATHBHOIO

iHppacTpykTyporo B cepenoBuiii Windows.
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1 OBTPYHTYBAHHS METO/IB I TEXHOJIOT'TA

1.1 Meroau po3ropraHHs

VY cydacHUX KOPHOpPATUBHUX CEPEAOBUIAX BUHUKAE HEOOX1IHICTh y IIBUJIKOMY,
e(heKTUBHOMY Ta aBTOMAaTU30BaHOMY PO3rOPTaHHI ONEpalifiHuX CUCTEM Ta MpOrpaM Ha
KOMM'toTepax njisi 3a0e3nedeHHs Oe3nepeOiiHoi poOOTH TMpaIiBHUKIB Ta ONTHUMI3aIlii
ynpaBiiHHs  [T-iHppactpykTyporo. IcHye nekinbka METOMIB, SIKI  3a3BHYai
BUKOPUCTOBYIOTHCSI KOMITaHIi AJIi pO3TOPTaHHS ONEPaLiiHUX CUCTEM y KOPIOPATHBHHUX
CepeOBHILAX:

1. Pyune po3ropraHHs - OAMH 3 HAMOUIBII MPOCTUX, ajie B TOW K€ Yac 4aco- Ta
pecypco3arpatHux MmetoniB posropraHHs OC - ne pyune BcraHoBieHHs OC Ta
HEoOX1THOTO MPOTPaMHOTO 3a0e3MeYeHHs] Ha KO)KHOMY KOMIT'toTepi BpyuHy. Lleit meton
3a3BMYail BUKOPUCTOBYETHCS Y HEBEJIMKUX KOMITaHIAX a0 MpH PiIKICHOMY pO3rOpTaHHI
HOBUX KOMIT'10TepiB. Bin nependayae (i3uuHy NpucyTHICT aAAMIHICTpaTOpa AJis KOKHOTO
KOMIT'IOTepa MiJl 4ac MPOLECy BCTAHOBJIECHHS, L0 POOUTh MOro HEMpakTUYHUM IS
MacIITaOHUX MPOEKTIB.

2. MacoBe po3ropraHHs - METOJ MAacoOBOIO pO3rOpTaHHs mnepeadadae
aBTOMaTH3aIlio mpoiecy BcranoBiaeHHss OC Ta He0OX1JHOTO MPOTPAMHOTO 3a0e3MeUeHHS
Ha 0araTbOX KOMM'IOTEpaX OAHOYACHO 3a JOMOMOIOI0 CIELiaJbHOIO HPOrpaMHOI0O
3abe3neueHHs. Taki iHcTpyMeHTH sk Microsoft Deployment Toolkit (MDT) a6o
JIO3BOJISIFOTh  aIMIHICTparopaM 3Ha4YHO EKOHOMUTM 4Yac Ta 3yCWUIsL, 110 3a3BUYal
BUTPAYAIOThCS HA PYyYHE PO3IOpPTaHHA. MeTon mpauroe 3aBAsSKH PO3TOPTAHHIO Yepe3
Mepexy, 3a3Buyail depe3 mnporokos PXE, Ta MmUpoko BHUKOPUCTOBYETHCS B
KOPIOPATUBHUX CEPEOBUILAX OyIb-SKOTO MACIITaOY.

Homenni ¢ynkiii y Windows Hajar0Th MOKIIMBOCTI aBTOMAaTHYHOTO PO3TOPTAHHS
OC, ympaBiiHHS NOJITUKaMU O€3MEKH Ta LEeHTpani3oBaHoro ynpasiiHHs. i dyHkii
CHPOUIYIOTh Ta ONTHUMI3YIOTh IIPOLECH PO3rOPTaHHS Ta HAJAIUTYBaHHS KOMIT'FOTEPHOI

TEXHIKA B KOPHIOPATUBHUX CEPEIOBUIIAX, BKIIOYAIOYH:
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1. ABromaruuHe po3ropraHHs Ta OHOBIEHHS OC - BUKOPUCTaHHS JTOMEHHHUX
GyHKIIIH 103BOJISIE HAJAIITYBaTH MPOIEC aBTOMATHUYHOTO PO3TOPTAHHS OINEparlifiHuX
CHCTEM Ha KOMII'FOTepax, 1110 NPUEAHYIOThCS 10 ToMeHY. Lle 3abe3neuye KOHCUCTEHTHICTh
yctaHoBku Ta oHoBIeHHS OC Ta mporpamMHOTO 3a0e3Me4eHHs] Ha BCIX MPHUCTPOSAX Yy
Mepexi.

2. YnpaBiHHS MOJITUKAMU O€3MEeKH- 3a JOTIOMOTOI0 IOMEHHUX IMOJTITUK Oe3MeKu
aJIMIHICTPaTOp MOXKYThb CTBOPIOBAaTH TMpaBuUjia Ta OOMEXKEHHS JUIsi KOMITIOTEPIB Y
nomeHi. Lle Bkitodae B ceOe HalalITyBaHHS MapamerpiB O€3MEKH, TAKUX SIK MOTITHKA
napoJiiB, 0OMEKEHHS MOCTYIy A0 (aiiIiB Ta JOJATKIB, a TAKOK 3aCTOCYBAHHS MATYiB 1
OHOBJICHb O€3IeKH. YNpaBIiHHA MOJITUKAaMU Oe3NeKku 3a0e3rneuye BUCOKHN pIBEHb
Oe3nexu Ta cTablIbHOCTI IHPPACTPYKTYpH.

3. llenTpamnizoBaHe ynpaBIiHHSA - IOMEHHI (YHKIIIT JTO3BOJISAIOTH aIMiHICTpaTOpam
LEHTPaTI30BaHO KEPYBaTH BCI€IO 1HGPACTPYKTYpOIO KOMI'IOTEPIB Y oMeHi. Lle Bkimrouae
B ceOe Ha/laHHS NIPaB JOCTYITY, YIIPABIIHHS pecypcaMu Ta ciiy>kK0amu, MOHITOPUHT Ta 301p
JaHUX Tpo HpucTpoi B Mepexi. LleHTpasi3oBaHe ynpaBiiHHS CHPOIIyE HPOLECU
aJMIHICTPYBaHHS, 3a0e3Me4yyrourd OHOPIAHICTh Ta CTaHAApTH3alll0 KOH(Irypauin

KOMII'FOTEPIB.

1.2 Onuc ¢pynkuionany GPO, RDP ra MSRA

Group Policy Objects (GPO) - me ki1ro4oBUil KOMIIOHEHT B aaMIHICTpYBaHHI
Windows-cucremamMu B KOPHIOPAaTUBHUX Mepexax. BOHM HanaroTh aaMiHiCTpaTopam
3ac00M I IEHTPAJII30BAaHOTO KEPyBAHHS HaJAIITYBaHHSIMH KOMI'IOTEpIB Ta
KOPHUCTYBAIbKUX OOJTIKOBUX 3aITUCIB.

GPO 103BOJSIOTH aAMIHICTparopaM BCTAaHOBJIIOBATH, 3MIHIOBATH Ta KepyBaTu
PI3HOMaHITHUMU TapaMeTpaMu HaJlalTyBaHb JJisi KOMITHOTEPIB Ta KOPHUCTYBadiB Yy
Mepexi. Ile MoxyTh OyTH TOMITHUKUA O€3MEKH, HAJAIITyBaHHS MPOKCI, OOMEXKEHHS
JOCTYITy A0 (haiisiiB, HaJAIITyBaHHS MEPEXK1 TOIIIO.

AJMIHICTpaTOpu MOXYTh cTBOptoBaTH pi3HI GPO s pi3HUX Ipyn KOPHUCTYBadiB
gy komm'torepiB. lle 703BoJIsi€e TOYHO HAAIITOBYBAaTH MapaMETPU B 3aJICKHOCTI Bif

noTped UuX rpyI.
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GPO maroTh MexaHi3M BU3HAYCHHS IP1OPUTETHOCTI HaNaIITyBaHb. Lle o3Havae, 1o
KO HanamTyBaHHA B pi3HUX GPO koHQMIKTYIOTH MK CcO00I0, Oyae BUKOpUCTaHE
HAJAIITYBAHHS 3 BUILUM MPIOPUTETOM.

HanamryBaHHs, BCTAHOBJIEHI Ha BULIOMY piBHI (HampHKiIaja, Ha PiBHI JOMEHY),
MOXXYTh YCHAJKOBYBaTHCS Ha HIDKYl DPIBHI (HampuKiIaa, Ha PiBHI OpraHi3aIiiHUX
OJTMHMUIIB ).

[Ticns 3minm  GPO, HamamTyBaHHS aBTOMATHYHO TMOLIMPIOIOTHCS Ha BCl
KOMIT'FOTEpH Ta KOPUCTYBadl BIJMOBIIHO JIO MPABUII peILIIKAIlii.

GPO HanatoTh MOXKIMBICTE MOHITOPUTH CTaH HAJAIITyBaHb Ta TEHEPYBATH 3BITH
PO 1X BUKOHAHHS.

Kpim nenrpamizoBanux GPO, Windows Takox mHiATpUMye€ JOKajdbHI TPyIOBi
MOJITUKH, SIKI MOXKYTh OyTH BUKOPUCTAHI JIJIsl HAJIAIITYBaHHSI OKPEMHUX KOMITIOTEPIB.

GPO 103B0oJIII0TH BCTAHOBJIIOBATH MpaBuiia OE3MEKH, TaKl sIK CKJIaIHICTh apoJIiB,
OOMEXKEHHSI JOCTYIy 10 pecypciB, IU(GPYBaHHS AAaHUX TOIIO, HA BCIX KOMM'IOTEPAX y
Mepexi 3 IEHTPaT130BaHOTO MICIIS.

Remote Desktop Protocol (RDP) - e mporokosi, sikuil 103BOJIsIE KOPUCTyBauam
BIJIAJICHO KEPYBAaTH KOMIT'IOTEpoM depe3 Mepexy. OcHoBHa iaes RDP nosnsirae B Tomy,
0 KOPHCTYBad MOXE TMIiAKIFOUUATUCS O IHIIOTO KOMII'FOTEPa, BHKOPHCTOBYIOUH
BiJlIaJieHe poOoUYe CepeIOBHUINE, 1 B3AEMOIISITH 3 HUM, KO BiH OyB NMPHUCYTHIN Tiepen
UM KOMIT'FOTEPOM (Pi3HUHO.

RDP no3Bonsie kopucTyBauaM OTpUMATH JOCTYI 1O BIJAAJIEHOTO KOMIT'IOTEpa 3
OyIb-IKOTO MiCLs, 110 Mae MepexeBe MiakmodeHHs. Lle 0cobauBo KOpHUCHO AJis
aJIMIHICTPATOPIB CUCTEM, sSIKi TOTPEOYIOTh AOCTYIY 0 cepBepiB ad0 1HIINX KOMITIOTEPIB
y Mepexi 3 OyIb-sSKOTO MICIIS.

KopucryBaui MOXyTh BiJJAJ€HO KEpyBarHd KOMII'FOTEPOM, BHUKOHYIOUM Pi3HI
orepailii, Takl sIK 3aIlyCK porpam, KepyBaHHs (ailiiaMu, HalalmTyBaHHs CUCTEMHU TOLLO.

[TigkmroueHni KOPUCTYBau MOXE MaTH JIOCTYII A0 PECYpPCIB, 10 3HAXOAATHCS HA

BIJITaJIECHOMY KOMIT'FOTEPI, TAKUX K (ailiin, JpyKyBajJbHI TPUCTPOI Ta 1HII HPUCTPO].
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RDP Moxe OyTH BUKOPHUCTAHWUN JJI CIIJTHHOTO BHKOPHCTAHHS POOOYOTO CTONY
MK JIEKIJTbKOMa KOPUCTyBauamu, JO3BOJIAIOYM 1M OJHOYACHO B3aEMOJISITA 3 OAHUM
KOMIT'FOTEPOM.

Jns 3abe3neuenHs Oesneku, RDP mmdpye Bcl gani, sKI MEpenarOTbCs MIX
B1JIJIAJICHUM KOMII'FOTEPOM Ta KIIIEHTOM.

RDP miaTpuMye mnepenady ayaio Ta Bi€O MDK BIJAAJIEHUM KOMII'IOTEPOM Ta
KIIIEHTOM, IO JIO3BOJISIE KOPUCTyBauaM IMPAIfOBATH 3 MYJIBTUMEIIAHAM BMICTOM Ha
B1JIJIaJICHOMY KOMII'TOTEI.

MSRA (Microsoft Remote Assistance) - 11 I1HCTPYMEHT, SKHIl JTO3BOJISIE
KOPHUCTYBauaM B3a€EMOJIATH 3 KOMIT'FOTEPOM 1HIIOTO KOPUCTYBaya B PEXHUMI peaibHOrO
qacy 4epe3 MEPEKY.

MSRA Hajae MOXIMBICTh OJJHOMY KOPUCTYBa4de€Bl HaJaBaTH JOIMOMOLY 1HIIOMY
KOPHCTYBAau€Bl, IKUA Ma€ MpoOaeMu 3 KOMIT'IOTepoM. Lle 103Bossie MBUIAKO BUPILIyBaTH
TEXHIYHI1 MpoOJIeMHU Ta HAJaBaTH MIATPUMKY Oe3 HEOOX1THOCTI (PI3UYHO MPHUCYTHHOTO
aJMIHICTparopa.

3a pomomororo MSRA, nomomixkHUW KOPUCTyBad MOXE B3aEMOMISITH 3
KOMIT'TOTEPOM B PEKUMI PEaJIbHOTO Yacy, CIIOCTEPIraTy 3a JIIMH OCHOBHOTO KOPUCTyBaya
Ta Ha/IaBaTH BKa31BKU a00 BUPIIIyBaTH MPOOIEMHU.

MSRA no3Boiisie KOpUCTyBauyaM KOHTPOJIOBATH PIBEHBb JOCTYITY JOMOMIKHOTO
KOpHCTyBaua JI0 cBOro komm'torepa. OCHOBHUI KOPUCTYBad MOKE HAJATH TIOMOMI>KHOMY
KOPHUCTYBady MOBHUN JOCTYT a00 0OMEXHUTH MOTO MOXKIIUBOCTI B3a€EMOJIIT 3 CHCTEMOIO.

MSRA 3a0e3neuye 3axuIleHUH KaHal 3B'S3Ky MIDK KOMM'IOTEpamu, 10
BUKOPHUCTOBYIOTh MM PYBAHHS JIJIS 3aXUCTY BiJI HECAHKI[IOHOBAHOTO JOCTYITY.

[lin yac ceaHCy JOMOMOTHU, OCHOBHUM KOPUCTYBa4 MOXKE IOIUIUTUCA CBOIM
poOOYMM CTOJIOM 3 JIONOMIKHHM KOpUCTyBaueM, HI00 TOM MIr mepenisigaTd Ta
B3a€EMOJIISITH 3 IporpaMamu Ta danaamu.

MSRA no3Bosisie OOMIHIOBATUCS [1aJIOTOBUMH BIKHAMHM MDK OCHOBHHM Ta
JIOTIOMI)XKHUM KOPHUCTyBadeM, II0 CIPOUIY€E MPOLEC CHIILHOI pOoOOTH Ta BUPIIICHHS

npooeMm.
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2 IIIATOTOBKA IHOPACTPYKTYPH

2.1 CepenoBuiie BUKOPHUCTAHHA

Jlns mouaTKy 3a3Hauy CepeloBHUINE Ta BHUMOTH, € MOXE BHKOPHCTOBYBAaTHCH
plLIEHHS IPeCTaBIEHE Yy LI TUIIIOMHIN poOOTI.

VY pamkax iHppacTpykTypH odicy moBuHHA OyTH HasiBHA JoKaiabHa Mepexa (LAN),
sKa € KJIIFOYOBHM €JIEMEHTOM 3a0e3IeueHHs 3B'13Ky MK KOMIT'FOTEpaMHu, IPUHTEPAMU Ta
IHIIMMH MEPEXEBUMH MpUCTposiMU B odici. Lls mepexka n1o3Bonsie CriabHUN AOCTYH A0
pecypciB, OOMIH JJaHUMU Ta 3a0e3Mevy€e KOMYHIKAIlit0 MK CIiBpOOITHUKAMHU.

B 3anexnocTti Bin macmtaOyBanHs odicy LAN ckimagaeTbest 3 po3rairyKeHUX
MEpEKEBUX KOMYTATOPIB Ta MapIIpyTH3aTOPIB, SKI 3a0€3MeUyIOTh IIIKIIOUCHHS 0
JOKaJIbHOT Mepexi Ta 10 30BHIIIHIX pecypciB [nTepHery. Takoxk B Mepexi MpHUCYTHI
cepBepH, 110 3a0e3Meuy0Th JOCTYII J0 CIUIBHUX PECYPCIB Ta T0IATKOBUX MOCIYT, TAKUX
SIK CXOBHIIIEC TAaHUX, €JICKTPOHHA MOIITA Ta 1HIIII.

B mepexi MoxyTh OyTH peani3oBaHi 3axoau O€3MEKH, Takl sIK BUKOPUCTAHHS
naposiiB, mu@pyBaHHs JaHuX, (A€pBOI Ta 1HIIT METOAU 3aXUCTy sl 3a0€3MeYeHHS
KOH(IIEHIIIHHOCTI Ta MUTICHOCTI 1H(pOpMAaIlii, 10 EPENAETHCA YePE3 MEPEKY, TOMY CIIiJT
3a3malierigp po30JOKyBaTu MOPTH, K1 BUKOpUCTOBYye Microsoft Deployment Toolkit, a
came:

1. TCP mopt 135 - BUKOPHCTOBY€ThCS IJIsi NPUMOMY 3alMTIB HA BiAJAJCHY
nonomory y MSRA.

2. TCP nopr 139 - gns moctymy a0 ¢aimoBoro cepsepa abo poO3MOAITICHOTO
CXOBHIIIA, JI€ 3HAXOAATHCS 00pa3u orepalifiHuX CUCTEM Ta MPOTPaM.

3. TCP nopt 445 - aHanoriuHo, st AOCTYIy A0 (paitioBoro cepeepa abo CXOBHIIIA.

4. TCP nopt 3389 - mis BiggaieHOTO JOCTYITY 0 CEPBEPIB, 1€ pO3MIIIEeHI 3aco0u
MDT.

B moemy Bumajnky HeMa BEIMKOT KUIBKOCTI OOJaAHAHHS, TOMY JJisi CTBOPEHHS
BIpTyaJIbHUX MAaIllMH y paMKax IWIUIOMHOI pOOOTH BHUKOPHWCTOBYBAaTHMY IPOTpPaMHE

3abesneueHHss VMware Workstation. VMware Workstation € ogHuM 3 IPOBITHUX PillIeHb
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y rajy3i BipTyaji3allii, 1[0 Ha/la€ MOKJIMBICTh CTBOPEHHSI, HATAIITYBAHHS Ta yIPaBIIHHS
BIPTYaJIbHUMH CEPEJOBUILIAMH.

Ile mporpamue 3a0e3nedeHHs] J03BOJsiE €(DEKTUBHO BHKOPHUCTOBYBAaTH peCypcu
KOMIT'IOTepa JJIsi CTBOPEHHS Ta PO3TOPTaHHS BIPTyaJdbHHX MAaINH, [0 J03BOJISIE
MPOBOJUTH TECTYBAaHHs, PO3POOKY Ta EKCHEPUMEHTH 3 PI3HUMHU ONepaliiHUMH
CUCTEMaMM Ta MPOTPaMHUM 3a0e3NeueHHsIM 0e3 HEoOX1THOCTI (hI3MYHOTO HASIBHOCTI
OKpPEMHUX MPUCTPOIB.

Jnst eexkTMBHOTO BUKOHAHHS 3aBJaHb Oy/le CTBOpEHA BIpTyajbHa MallWHa, SKa
iMiTyBaTuMe cepBepHe cepenouie. Ll BipryanpbHa mamuHa Oyne HajamToBaHa 3 6
saJipaMu Tipoliecopa ta 4 rirabaiiTaMu OneparuBHOI aM'ATi.

Buxopucranns Takoi KoH(}irypamii 103BOJUTH 3a0€3MEYUTH ONTHUMAJbHY
MPOAYKTUBHICTh Ta PECYpCH JUISI BUKOHAHHS PI3SHOMAHITHMX 3aBJaHb, MOB'S3aHUX 3
JTOCHIPKEHHSIM Ta PO3POOKOI0 MPOrpaMHOro 3a0e3MeUeHHs, B TOMY YHCITl 1 HJis
TECTYBAaHHSI BETUKUX CEPBEPHHUX 3aCTOCYHKIB.

s peanizaniii cepBepHOro cepenoBuilia OyB BUKOPUCTAHUN 00pa3 omepariiHoi
cucteMu Windows Server 2022, aHIJIOMOBHA Bepcis, 1[0 3aBaHTa)keHa 3 0(Dil[IiHOTO BeO-
caiity Microsoft, mocunanHs 3a3Ha4€HO y CIIUCKY BUKOPUCTAHUX JIXKEPE.

Ileit oOpa3 3abesneuye NOCTYyN O OCTaHHIX (YHKIIM Ta MOXJIUBOCTEH, SIKi
nporonye Windows Server 2022, mo g03Boiisie €()EKTHBHO BUKOPHUCTOBYBATH

PI3HOMaHITHI CEpBEPHI JOJATKU Ta CEPBICH.

2.2 IlinroroBka IIK-CepBepa

[Ticns 3aBaHTaxkeHHs 00pa3zy Windows Server 2022 BiH OyB 1HTErpoBaHUN Yy
BIPTYaJIbHy MAIlIUHY.

[Ticns 3aBaHTa)xeHHS BipTyaibHOI MamuHu 3 obpazy Windows Server 2022,
MIPOIIEC BCTAHOBJICHHS PO3IMOYABCS 3a JOTIOMOTOI0 1HTEPAKTHUBHOTO 1HCTAIATOpA, SKUI
HaJ[aBaB MOXKJIMBICTh BUOOPY MOBH, PENIAKIIii, Ta IHIIUX apaMeTpiB KOHDIrypaiiii.

[Ticna mporo Oyno oOpaHO BIANOBIAHY penakiiito, a came Windows Server 2022
Standard Evaluation 3 pimaum iaTepdeiicom (Desktop Experience) Ta Tum ycraHoBKH,

BKJIFOYAIOYU BUOIp MPOCTOPY JJIsl YCTAHOBKHU omepartliiinoi cuctemu. [licis 3aBepiieHHs
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IUX KPOKIB Ta BBEJACHHSA HEOOX1HUX MapaMeTpiB, MPOIeC BCTAHOBJICHHS PO3MOYaBcs, 1
Windows Server 2022 OyB yCHIIIHO 1HCTaJIbOBAHUI Ha BIpTyaJlbHy MaIlIUHY.

O6pana penmakiis Windows Server 2022 Standard Evaluation 3 Desktop
Experience 3a0e3mnedye MNOBHOIIIHHE TpadiyHe CEpeIOBUILE Ta IITUPOKUM CHEKTP
MO>KJIMBOCTEH JIJIsl pO3TOPTaHHS CEPBEPHUX JOJATKIB Ta MOCIYT, IO pOOUTS i 171eaTbHUM
BUOOPOM JJIs LILJICH TOCTIKEHHS Ta pO3pOOKH.

VY Bepcii Windows Server 2022 6e3 Desktop Experience, kopucTyBau oTpumye
onepaliiiHy cucremMy, sika npairoe B pexumi Core, T06T0 0€3 rpadiuHoro iHTepdeiicy
KopucTyBada. lle o3Hawyae, Mo MOCTYM OO ONEPAIHOI CUCTEMU 3INCHIOETHCS JIUIIE
yepe3 KOMaHJHHMM psAoK abo BiAjaleHO 3 IHIIOTO KOMI'IOTEpa 3a JIOTIOMOIOIO
IHCTPYMEHTIB yNpaBIiHHS BiJIAJICHUMHU cepBepamu. Bubip miei Bepcii mMoxe OyTu
JTOIJILHUM Y BHUIIAQJKaX, KOJU BaXJIMBA €(EKTUBHICTh PECypciB Ta Oe3leka, OCKUIbKU
BOHA Ma€ MEHILUHI 00CAT CUCTEMH Ta MEHIIIE MOTPEOyE pecypCiB KOMIT'IOTEPA, TOPIBHSIHO
3 Bepciero 3 Desktop Experience.

[Ticns ycmimHOTO 3aBepLIEHHS MPOLECY BCTAHOBJIEHHS Ta IEPILIOTO BXOLY Y
CHUCTEMY, 3a3BHYail KOPUCTyBaui ofpaly MOTpamisiioTh y Server Manager - 1€
[EHTpaIi30BaHe KepyBajbHE BIKHO, SIKE€ HAJla€ HOCTYM JO PI3HOMaHITHUX 1HCTPYMEHTIB
yIpaBIiHHS Ta MOHITOPUHTY cepBepa. Server Manager € KII04OBUM 1HCTPYMEHTOM LISt
aJAMIHICTpYBaHHS  omepariiHoi cucremu  Windows Server 2022 Tta  i#oro
(GYyHKIIIOHATBHICTh BKJIIOYAE B ceOe yIpaBIiHHS CEPBEPHUMHU POIIMU Ta (YHKINISIMHU,
MOHITOPHUHT CTaHy CUCTEMH, YCTAHOBKY Ta YNpPaBIIHHS MPOTpaMHUM 3a0€3MEeUeHHSIM, a
TaKOXX JOCTYI 10 1HIIMX aJMIHICTPAaTUBHMX 1HCTPYMEHTIB. Server Manager n03BoJisie
aZMiHICTpaTopaM KepyBaTu JEKiJIbKoMa cepBepamu 3 ogHoro Micisl. Lle 3MeHmnye vac,
HEOOX1HUM JUIsl yIpaBIiHHS KOKHUM CEpBEpOM OKpeMo. BiH jomomarae BUKOHYyBaTu
OHOBJICHHA Ul ONEpallifHUX CUCTEM, posed Ta (yHKIIA, a TaKoX HaJalITOBYBaTH
napaMmeTpu Oe3neku Ta Mepexi. Server Manager 103BoJIsie CTBOPIOBAaTH Ta IJIaHYBAaTH
aBTOMAaTHYHI 3aBJaHHs JJIs BAKOHAHHS PI3HUX OIepallii Ha cepBepl MpHu IOMY Halae
3pYYHMI Ta IHTYITUBHO 3p03yMuInid 1HTEep(enc 11 €(PeKTUBHOTO YIIPABIIHHS CEPBEPOM

Ta oro pecypcamu (puc. 2.1).
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B camomy Server Manager, OyJl0 BUKOHAHO KiJIbKa KpPOKIB JIJIl HaJlallITyBaHHS

cepBepa. Criouarky OyJo 3MiHEHO iM'st KoMIT'torepa Ha 'DeployServer' 1ist BIIIOBITHOCTI

KOHKPETHUM (DYHKIIOHAJIBHUM 3aBJaHHAM (puc. 2.2).

3

l PROPERTIES
For WIN-BOKGLREFDILD

M Dashboard

B Local Server
Ii Al Sarvers
W File and Storsgd

T | The name of tis computer s been changed. o most

B wDs et s complter 10t e charga 1o Lok afectblom |
you can change s daman membeship.

Computer rame:
Decloy Samer |

Full computer name:

Compiter Narma/Doman Changes

(18]
WIN-BOKOLREFDLD 7023 Errer Microsoft-
WIN-BQKOLREFDLD 10010 Error Microso!
WIN-BOKOLREFDLD 10749 Waming  Micorosoft

H £ Type here to search

CningSaryer
el | o ‘-'l:':.J m .||.<T restart yaur computer to apply
| these change:
Member of 9ee
Dlamain Betare restarting, save any spen files and dlose all
pragrams,
Workgrug
o andsl
ASKS ™
Do o B - -

Wiredows-Service Control Mansger Systern 5/4/2024 10:43:30 AW

fWired o s-Distributed COM

System 5/4/2024 10:43:38 A

Puc. 2.2 3minenns im’s [TIK-Cepsepa Ha DeployServer
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[Ticns mporo Oyio HamamToBaHo cratudHy IP-anpecy mis cepBepa 3 HaCTYTHUMH

napamerpamu (puc. 2.3):
IP aopeca: 192.168.92.100
Macka: 255.255.255.0
UIno3z: 192.168.92.2

DNS: 1.1.1.1

Anomepnamusnuti DNS: 1.0.0.1

i Local Server

ii All Servers
i§l AD DS
& DNS

B1 wDs

ﬂ R Type here to search

ii File and Storaq

! <« Network and Internet > Network Conned tions.

Qraaniza - Nicahle thic nehwarde device.
4 Networking
Connect using

(F Intel(R) 82574L Gigabit Network Connection

Confiqure
This connection uses the fallowing frems

Diannace thic connectinn.

B Client for Microsoft Networks

A File and Printer Sharing for Microscft Networks
T30S Packet Scheduler

1. Intemet Protocol Version 4 (TCP/IPv4)

[ s Microsoft Network Adapter Mutiplexor Protocol
1. Microsoft LLDP Frotocol Diiver

1. Intemet Protacal Version 6 (TCP/IPv6)

<

>

v

Instal.. Uninstall Propeties
Description

Transmission Control Protocol/Intemet Protocal. The defaut
wide area network protocol that provides communication
across diverse interconnected nstworks

OK Cancs

Titen 1 item selected

DEPLOYSERVER
DEPLOYSERVER

10010 Error Microsoft-Windows-Distributed COM

TASKS

E- ~ rmm &% Never

pwnload u
General |
You can get IP settings assigned automatically if your network supports _
this capability, Otherwise, you need to ask your network administrator tal-Time P{
v the appropriate IP settings. ltings
() Obtain an IP address automatically N
[Tc-08:00)
(@) Use the following IP address: -
1454-40000
TP address: 192168 . 92 . 100
sbnet mask: 255,255 .255. 0
Default gateway: 192.158. 92 . 2
gatenay tel(R) Xeor
Obtain DS server address automatically B
)37 GB
(@) Use the following DNS server addresses:
Freferred DNS server: 1.1.1.1
Alternate DNS server: 1.0 .0.1
[validate settings upon exit P \SKs ¥
v
ok Cancel -

System  5/4/2024 10:43:39 AM

10149 Warning Microsoft-Windows-Windows Remote Management System  3/4/2024 10:42:38 AM

1:16 AM

A g B

Puc. 2.3 3minenHs koHpiryparii MepexeBoro aganrepa

[{i manamTyBaHHA Oyl BUKOHAHI 3 BHUKOPHCTAHHSM IHCTPYMEHTIB YIPaBIiHHA

Mepeke B OIUIAX KoHdirypamii cepBepa. 3acrocyBaHHs craruuHoro IP-ampecy

JI03BOJIUTH 3a0€3MEUUTH CTaJe MiJKIIOUEHHS JI0 cepBepa Ta €PeKTUBHY poOOTYy Mepexi

B LIJIOMY.

[Ticns mepe3aBaHTaXEHHS cepBepa, KPOK 3a KPOKOM Oysia BCTAHOBJICHA JIOMEHHA

cuctema Active Directory 1j1s ynpaBiiHHS Mepexero Ta pecypcamu. Crioyarky, B Server

Manager, y po3aim 'Manage' 6yno oopano ommito 'Add Roles and Features', ne Oynu

BUOpaHi cepepHi poii 'Active Directory Domain Services' Ta 'DNS Server' (puc. 2.4).



[Ticns 1mporo, B mporeci KoHQIryparii nux pojeil, Oyl1o BCTaHOBJIECHO

BIJIIIOBI1/IHI KOHKPETHUM NOTpe0aM CUCTEMH.

Server Manager * Local Server

B PROPERTIES
. For Dep

Dashboard

Manage  Tools  View

Local Server \

[ Add Roles and Features Wizard

All Servers.

¥ File and Storage Se

B wos Select server roles

Roles

[ Active Directory Certificate Services

Active Directory Domain Services

[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[] Device Health Attestation

[] DHCP Server

[ Fax Server

[W] File and Storage Services (1 of 12 installed)
[ Host Guardian Service

[ Hyper-v

[J Network Policy and Access Services

[ Print and Document Services

[J Remote Access

[ Remote Desktop Services

[ Volume Activation Services

[ Web Server (II5)

| Windows Deployment Services (Installed)

[ Windows Server Update Services

Select one or more roles to install on the selected server.

ad
DESTINATION SERVER
Deployserver
me PY
s
Description 300)
Domain Name System (DNS} Server  4000{
provides name resolution for TCR/IP
netwaorks. DNS Server is easier to
manage when itis installed on the
same server as Active Directory
Xeo

Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure 3
DNS Server and Active Directory

Domain Services to work together.

Cancel

H £ Type here to search

1:12AM

~ & 5/4/2024 L)

napamerpu,

Puc. 2.4 JlonaBanus poneit AD ta DNS Server
JInst cTBOpEHHS HOBOTO JiepeBa KarajoriB Oyia BukopucTana ormilisg 'Deployment

Configuration', ne OyB cTBOpeHHI HOBHIA Jiic 3 iM'sim 'Voskolup.Organization' (puc. 2.5).

L1e ntic € BUCOKOPIBHEBUM KOHTEMHEPOM JIs yCixX 00'ekTiB Active Directory B Mepexi.

Manage  Tools  View

. . TARGET SERVER
AMisevers | Deployment Configuration DeployServer
il ADDs
2 DNS
. Select the deployment operation
g File and St N Real-Time P
_ Add a domain controller to an existing domain o
Settings
B WDS Add  new domain to an existing forest £
ration On
Add a new forest
(UTC-08:00)
Specify the domain information for this operation 00454-40004
ck
Root domain name: Voskolup.Organization
Intel(R) Xeo
468
593768
TASKS
More about deployment configurations =
:59 AM
DEPLOYSERVER 10010 Emor  Microsoft-Windows-DistributedCOM System 5/4/2024 10:43559 AM
DEPLOYSERVER 10149 Waming Mic dows-Windows Remate System /472024 10:43:58 AM

H £ Type here to search

Puc. 2.5 CrBopenns micy 3 iMm’sim Voskolup.Organization
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[Ticns Bka3aHHs IMEHI KOPEHEBOTO JIoMeHY, Oyio BcranoBiaeHo DSRM (Directory

KaTaJIoTiB B pa3i morpedu (puc. 2.6).

2) | Pa Manage Tock View Hep
g A

Dashboard Active Directary Domain Services Configuration Wizard - ] % TASKS ¥
0l Local Servel 1
ever
. . - TARGET SERVER
Alservers | Domain Controller Options DeployServer Download u
i§l ADDs Never
& DNS
- Select functional level of the new forest and root domain
W File and St Real-Time P;
B WS B Forest functional level: Windows Server 2016 v Settings
Additional Cptions Domain functional level: Windows Server 2016 - ration On
. (UTC-08:00)
Paths Specify domain controller capabllities 00454-40004
/| Domain Name System (DNS) server
V! Global Catalog (GC)
Read only domain controller (RODC)
Intel(R) Xeol
Type the Directory Services Restore Made (DSRM) password 8
59.37 GB
Password: b

Confirm passward:

TASKS

More about domain contraller aptions

:59 AM
DEPLOYSERVER 10010 Error Micrasoft-Windows-DistributedCOM System  5/4/2024 10:43:59 AM
DEPLOYSERVER 10148 Warning Microsoft-Windows-Windows Remote Management  System  5/4/2024 10:43:58 AM

ﬂ pel Type here to search

Puc. 2.6 BcranoBnenns naponro DSRM

Takox Oyno Bkazano iM's NetBIOS mist nomeny - "'VOSKOLUP!' (puc. 2.7).

Server Manager * Local Server @ | IVA Manage  Tools  View  Help
Dashboard Active Directory Domain Services Configuration Wizard - o X TASKS ¥
Local Serve|
P - TARGET SERVER
B& Allsevers | Additional Options DeployServer
& DNs
. Verify the NetBIOS name assigned to the domain and change it if necessary
W File and St Real-Time P;
B wos The Net8IOS domain name: VOSKOLUP Settings
ration On
(UTC-08:00)
00454-40004

59.37 GB

TASKS W

v

More about additicnal options

< Previous Next > nstal Cancel

:59 AM
DEPLOYSERVER 10010 Error Microsaft-Windows-DistributedCOM System  5/4/2024 10:43:58 AM
DEPLOYSERVER 10149 Waming Mics ft-Wind Wind Remote g System  5/4/2024 10:43:58 AM

ﬂ p Type here to search

Puc. 2.7 3amanus imedi NetBIOS

BUKOPHUCTOBYETHCS ISl BIJHOBJICHHS CITYXKOU
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[Ticns 3aBepmienHst ycranoBku Active Directory Ta DNS Server poneit, cuctema
Oyna mepe3aBaHTaKeHA IJIsl 3aCTOCYBaHHs 3MiH. Lle 103BONMMIO aKTHBYBaTH HOBY
KOHGITypallio Ta 3a0e3MeYnTH MpaBuiibHe QYHKI[IOHYBaHHS JIOMEHHOI cucTeMu Active
Directory 3 ypaxyBaHHSIM 3a3Ha4€HHX TapaMeTpiB. Temnep cucrema rotoBa 0 10JaBaHHs
KOPHCTYBauiB, TPYT, PECYPCIB Ta IHIIMX 00'€KTIB JIJIs MONATBIIOTO YIIPABIIHHSI MEPEXKEIO
Ta 0OMIHOM pecypcamu B paMKax JOMEHHOI cTpykTypH 'Voskolup.Organization'.

[Ticns ycnimHOi ycraHoBKM Ta HajamTyBaHHsS Active Directory Ta DNS Server,
Tpeda 0/1aTy 111e OAWH BaXIuBUi koMnoHeHT - Windows Deployment Services (WDS).
Lleit incTpyMeHT 1 Oyze HafaBaTh MOXKJIIMBICTh PO3TOPTAHHS ONEPALlIHUX CHCTEM Yepe3
MEPEKYy.

Jlns mporo, B Server Manager, Oyio BuOpano omiiro 'Add Roles and Features', a

notim oopano poibs 'Windows Deployment Services' (puc. 2.8).

( _l - ,—t erver reo ‘ DESTINATION SERVER
SEIECT SEMVET IOl f add Roles and Features Wizard x WIN-5QKOLREFDLD

i
s A Add features that are required for Windows
W% File Deployment Services? o

The following teols are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] Windows Deployment Services Tools

Hide

Include management tools (if applicable)

Performance I Services
BPA results Performance

BPA results

) 1248 AM
ﬂ A Type here to search i - ~ T e g

Puc. 2.8 lonaBanns poiai WDS

[Ticns BUOOPY poi, B mipotieci KoHdiryparii Oyiar BCTaHOBJIEH] TAJIOUKH HAIIPOTH

omiriii 'Deployment Server' Ta '"Transport Server' (puc. 2.9).



22

— o ) - DESTINATICN SERVER
LIS Select role services WIN-8QKOLREFDLD
i Lo
5 Al Select the role services to install for Windows Deployment Services
WE Filg Role services Description
Deployment Server provides the full
Transport Server functionality of Windows
Deployment Services, which you can
use to configure and remotely install
Windows operating systems, With
Hide
o Conee
Performance E Services
BPA results Performance
BPA results

) i 12:48 AM
ﬂ £ Type here to search - e guppe

Puc. 2.9 Axrusariisi Deployment Ta Transport cepBepis

Deployment Server BianoBiae 3a po3ropTaHHsi oOpasiB OnepaliiiHuX CHUCTEM Ta
IHIIIMX KOMIIOHEHTIB Yepe3 Mepexy, B ToM uac sik Transport Server 3abe3neuye nepenady
JIAHUX MIK CEpBEPOM Ta KJIIEHTCHKUMHU KOMIT'FOTEpaMU 1] 4ac pO3rOpTaHHS.

[Ticns mamamryBanHus poni Windows Deployment Services Ha cepBepi, OTpiOHO
nonatkoBo BcraHoBuTH Microsoft Deployment Toolkit (MDT) Ta HeoOxiaHi
KOMITOHEHTH, 11100 3a0e3MeunTH O1IbII THYyUYKe Ta €EeKTUBHE YIPABIIHHS PO3rOpPTaHHAM
OMepaliHUX CUCTEM Yepe3 MEPEKY.

Jlns mporo, 3 caiity Microsoft Oymo 3aBaHTaKeHO Ta BCTaHOBIEHO Microsoft
Deployment Toolkit. MDT € iHcTpymMeHTOM [j11 aBTOMAaru3allii Ta CIPOIIECHHS
pPO3rOpTaHHsl OMEpalifHUX CHCTEM, JOAATKIB Ta HaJallITyBaHb Ha KOMII'IOTEpax.
BceranoBinenns  MDT  po3Bomsie  3a0e3neuuTH  LIEHTPaIi30BaHE  YIPABIIHHS
pPO3rOpTaHHsAM, CTBOPIOBATH Ta HAJIAIITOBYBaTH OOpa3W OMEpaIliiHuX CHUCTEM Ta
JOJaTKOBI TapaMeTpH JIJIsl pO3rOPTaHHs, Cepell HUX MOXKYTh OyTu ApaiiBepu, OHOBJICHHS
Ta mporpamuHe 3abesnedeHHs (puc. 2.10). MDT nerko iHTerpyerbcs 3 1HIIMMH
iHcTpyMeHTamu Microsoft, cepen Hux — Windows Deployment Services, mo 1 OyB

3aBaHTAKEHUN paHiIIe.
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tps://vavw.microsoft.com/en-us

Choose the download you want

[] File Name

MicroscftDeploymentTool kit_x64,msi 20.6 MB

D MicrosettDeploymentToolkit_x86.msi 20.1 MB

Total size: 20.6 MB

Bl © Type here to search

Puc. 2.10 3aBantaxxenns Microsoft Deployment Toolkit

Taxox Oyso BctanoBineHo Windows Assessment and Deployment Kit (ADK) Bepcii
September 2023, sike MICTUTh IHCTPYMEHTH Ta PECypCH Uil aBTOMAaTH30BaHOTO
posropranHss Windows, BKJIIOYAarO4Md 1HCTPYMEHTH [JIsi CTBOPEHHS Ta HaJalllTyBaHHS

o6paziB Windows ta Windows PE (puc. 2.11).

Player ~ 2 ™ -]
5" O | o windowssdk-Search x - o X
< C ] earn.micrasoft.com/er m P & B o

. B!
F e version 23H2 and all earlier supported versions of Windows 10
@
artec
10,1.25398.1". This
W ficrosoft server “
vers e o
Get the Windows ADK: I oY
e Download the Windows PE add-on for the Windows ADK (September 2023) &
D o What's nev ADK
C e For Windows loT Core, also download the 10T Care Add-Ins<, i
M For previous versions of the ADK, see Other ADK downloads
3 nd compa . H
Choose the right ADK for your scenario
If possible, use the ADK version that matches the Windows version you're working
matches the lat
= Download PDF Considerations when you're working with more
than one Windows version - &

Puc. 2.11 3aBanraxenns Windows ADK
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Ockinbpku HOBa Bepcis aanony Windows PE He mae nmiarpumku 32-61THHX cUCTEM,
oyno BcranosieHo Windows PE add-on g Windows ADK st Windows 10 Bepcii 2004
(puc. 2.12). Ile 3abe3neyuTh MIATPUMKY 32-OITHUX CHUCTEM Jid KoHpiryparii Ta

po3ropTanHs 00pa3iB onepaifHuX CUCTEM Yepe3 MEPEKY.

ted
Downboad and install the Windaws Ic s 10, Wi 1

ADK

* Windows PE

Wihat's new in Windows 11 dd-on for the

ADE, version

2004 t

ey in ADK fo o ], version 1903,
¥ou can wse this version to deploy Windows 10, version 1909 ac wal

= Download PDF

What's new in ADK for Windows 10, version 1809
pa—, F e 222 AM
n £ Type here ta search i = . = ~ 68 s a0 5

Puc. 2.12 3asanraxennas Windows PE add-on

2.3 HasamryBaHHs cay:k0u posropranass Windows

VY xoudiryparii cepepa Windows Deployment Services Oynu 3maificHeH1 Jeski
BOKJIUBI KPOKH, I00 3a0€3MeUuTH TMpaBUIbHY pOOOTY CIy»OM pO3ropTaHHS
OTIepaIlifHIX CUCTEM YE€PEe3 MEPEKY.

Crnouarky Oyna oOpana omnuis iHcTansii "Integrated with Active Directory" (puc.
2.13). Ile o3nauae, mo Windows Deployment Services Oyae iHTErpoBaHO 31 CITy>KOOI0
karanoriB Active Directory, 1mo J03BOJUTH YNPaBISTA PO3TOPTAHHSIM OTEpalliifHUX
CUCTEM 4Yepe3 MEPEKY 3 BUKOPUCTAHHSIM JOMEHHOI ayTeHTHU(IKaLlli Ta aBTOpHU3aLlii.

[TomiTuku Ge3neKu, K1 HAAMTOBYIOTECS Y ToMeH1 Active Directory, MOXyTb OyTH
3aCTOCOBaHI 70 KOMM'IOTEpIB, sIKI po3ropraHi 3a jgomnoMororo WDS. Ile po3Bossie
CTaHJapTHU3YBaTH HAJAIITYBaHHS OC3IMEKH Ta 3a0€3MEYUTH TOTPUMAHHS KOPIIOPATUBHUX

CTaHAapTIB O€3MeKH I BCIX KOMIT'IOTEPIB Y MEPEKI.
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File Action View Help ~
e am ol @=
i [ Windows Deployment Services, WIN-8QKOLREFDLD
=_| v 33 servers fe . e T
§s| v Sl T i Windows Deployment Services Configuration Wizard X
= =
(] . Active Directory Prestaged Devices Install Options ’-i

Select one of the following options
(®) Integrated with Active Directory

This serveris a member of an Active Directory Demain Services (AD DS) demain,
or a domain controllerfor an AD DS domain

O Standalone server

Configure the server so tha i is standalone, operating independently of Active
Directory

< Back Next > Cancel

—
. I8 1:02 AM
H £ Type here to search i == e : ¥ 5/4/2024 EI

Puc. 2.13 YBimMkHeHHs iHTerpaii 3 AD

[IInax q0 manky iHCTANSIT 3aJIMIIEHO 3a 3aMOBUyBaHHIM, T00TO C:\Remotelnstall
(puc. 2.14). lle crammapTHe Miclie poO3TalllyBaHHA, N 30epiratoTbes Qaitmm Ta
HaJAIITYBAaHHS JUIsI PO3TOPTaHHS OMEPAIliMHUX CHUCTEM dYepe3 MEpexXy 3a JOTIOMOTOIO

Windows Deployment Services.

File Action View Help =

[He= anml Gl Hm

i Windows Deployment Services WIN-8QKOLREFDLD

v 33 Servers

2., WIN-EQKOLREFDLD
& Active Directory Prestaged Devices Remote Installation Folder Location =

i Windows Deployment Services Configuration Wizard X

-

™
A

“The remote installation folder will contain boot images, install images, PXE boet files,
and the Windows Deployment Services management tools. Choose a parttion that is
large enough to hold all of the images that you will have. This partition must be an
NTFS partition and should not be the system partition.

Enter the path to the remote installation folder.

Path:

“\Remote Install Browse. F

< Back Next > Cancel

—
. I8 102 AM
ﬂ L Type here to search i 4 ¥ 50472024 E|

Puc. 2.14 3ananns msxy ais BiIJAACHOT IHCTAIAIIIT




26

VY poszmimi PXE Server Initial Settings 6yna Bubpana omist "Respond to all client
computers (known and unknown)" (puc. 2.15). Ile o3nauae, mo cmyx6a Oyne pearyBaru
Ha 3anmuTH PXE BiJ yCiX KIIIEHTCHKUX KOMIT'IOTEPiB, HE3aJIC)KHO BiJl TOTO, YU BOHHU BiJOMI
cucteMi (3apeectpoBani B Active Directory) um HeBigomi. lle nae MOXIMBICTH
pOo3ropraru omneparliiiHi CUCTeMH Ha Oy/Ib-sK1 KOMIT'TOTEPH Y MEPEXi, 10 pOOUTH MpoIIec

pO3rOopTaHHs OUIbII THYYKHM Ta YHIBEPCAIbHUM.

File Action View Help ~
L= N

i Windows Deployment Services WIN-8QKOLREFDLD |

Zh. WIN-8QKOLREFDLD 58 Windows Deployment Services Configuration Wizard %

& Active Directory Prestaged Devices PXE Server Initial Seftings ="
P

ou can usethess setinge o defins wtich lert computers i serve il espond o, Knoun cients =

the cients that have been prestaged. When the physical computer performs a PXE boot, the oper
system o settings that you have defined

Select one of the following options:
(O Do not respond to any client computers
(O Respond only to known dlient computers
(@) Respond to all client computers fnown and unknown)
Reuulre administrator auumva\furunknuwn cumuulers When you select this option. you must
rove the computers using the Pes proved computers will be
Hed to the st of prestaged clients

To configure this server. click Next

< Back Next > Cancel

Puc. 2.15 VYBiMKHeHHs pearyBaHHs Ha Bcl 3anutu PXE

VY DeploymentWorkbench Oy namamrToBanmii HOBuMi Deployment Share nms
3a0e3MeueHHs JOCTYITY 10 PECYPCiB, HEOOX1THUX JJI pO3TOPTAHHS OTIEPAIMHIX CUCTEM
Ta 1HIITMX KOMIIOHEHTIB Y MEPEKEBOMY CEPEIOBHIIII.

[nsx no Deployment Share O0yB Bkazanuii sk C:\DeploymentShare (puc. 2.16),
0 € CTaHJapTHUM MicieM po3sramyBaHHs 111 Deployment Shares B Microsoft
Deployment Toolkit (MDT). Bka3zana namnka Ha cepBepl a00 Ha JOKaJIbHOMY KOMIT'FOTEp1
Oyle BUKOPUCTOBYBaTHCS Ui 30epiraHHs oOpa3iB omepalliiiHuX CHUCTeM, JpanBepiB,

CIieHapiiB aBTOMaTH3aIlli Ta 1HITUX KOMIIOHEHTIB, HEOOX1THUX I PO3TOPTaHHS.
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File Action View Help
ezl H
T Deployment Workbenc =
[} Information Center hmgntsmrs N
(3 Deployment Shares| [
. Path \lew Deployment Share
Jpen Deployment Share
fiew »
Speciy the location of the network share for this deployment type:
lefresh
Share
Desciptive Name Deployment share path port List...
Options |c:\Deploymert Share Browse help
Summary
Progress
Confirmation
=

] i 1:31 AM
ﬂ £ Type here to search = S ¥ 57472004 EI

Puc. 2.16 3anannsa nuisixy s Deployment Share

Share name 0OyJ10 3a7an0 sik DeploymentShare$ (puc. 2.17), 1110 103BOJIUTH TOCTYII

bi o) pecypciB 3a JIOTIOMOT' OO Mepexi, BUKOPHCTOBYIOUH MIAX
WDEPLOYSERVER\DeploymentShare$.

File Action View Help
e nl=zH
= New Deployment Share Wizard X
T Deployment Workbenc hs
["Y Information Center yment Shares "%
(2 Deployment Shares|
. Share lew Deployment Share
pen Deployment Share
Specfy the share name to be used with the specified local path. I the share diready exsts on this iew 4
Path computer, it must pairt to the path specified for this deployment share
= cfresh
Descriptive Name E—— port List..
Optorn Eopoymentheres N
Summary £ P
Progress Full path UNC path:  \\DEPLOYSERVER'DeploymentShare$
Confimation
Previous Cancel
: i 1:31 AM
H £ Type here to search e = S5 sy B

Puc. 2.17 3ananus im’s a1 Deployment Share


file://///DEPLOYSERVER/DeploymentShare$
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JlonatkoBo, AJs MiABUIIEHHS 3pYYHOCTI Ta AOCTYHHOCTI pecypciB, Deployment
share description Oyno BcranoBieHo sk "MDT Deployment Share" (puc. 2.18), mo

JTIO3BOJIUTH JIETKO 1/IEHTU(DIKYBATH 1IeH PECypC B MEPEXI.

File Action View Help

=z 0

% Deployment Workbenc,
2} Information Center

ment Shares -
(3 Deployment Shares| o
Descriptive Name lew Deployment Share

pen Deployment Share

New Depls it Share Wizard X

ew »
pa ‘Speciy a desciptive name for the deployment share

il cfresh
=TT Dcrtmert sha descrpton port Lt

Options [MDT Deployment Shr ‘

e p

Progress

Confimation

== o

ﬂ R Type here to search
Puc. 2.18 3amanns onucy mas Deployment Share

VY xondirypamii Deployment Share Oynu 3anuiieHi rajouku, SKi CTOSUIM TIO
3aMOBYYBAHHIO, 1110 BIAMOBINAIOTh 0a30BuM HamamtyBaHHsAM (puc. 2.19). Ilpore us

KoHIrypartis Oyze 3MiHEHa Ta J0MOBHEHA ITi3HIIIIE.

File Action View Help

=z 0

T Deployment Workbenc
[ Information Center

ment Shares -
(.57 Deployment Shares| R
Options. lew Deployment Share

pen Deployment Share

New Deplh it Share Wizard X

ew »
- When perfaming deploymerts the behavior o the Deployment Wizard can be custorized by turing

Il varios wizand panes on or off. For those that are not desed, mody the defaults below as appropriate.  fefrech

o N it List.

Pakif  compter backup should be pefomed, port s

Summary [ Ask for a product key. elp

Progress [ Ask to set the local Administrator password.

Confimation

Ask if an image o
Ask if BitLocker shouid be enabled.

These setfings can be changed later by modiying the nules defined for the deployment share.

Previous Cancel

H L Type here to search

Puc. 2.19 PenaryBanHs cTaHIapTHUX OMIIIN TSt 00pa3y




29

Tenep ans po3ropraHHs onepariiifHOI cucTeMu HeOOX1THUHM BIAMOBIIHUN 00pa3s,
TOMY OyJi0 3aBaHTaXeHO Ta 3MOHTOBaHO oOpa3 Windows 11 Enterprise 3 odiniitHoro Beo-

carity Microsoft (puc. 2.20).

e =]
& DO | & windows 1enterpriseisndown x  BE Windows 11 Enterprise | Microse x - - 3 x
<& C O nttpsy/www.microsoft.com/en-gb/evalcenter/download-windows-11-enterprise Ay M e i - O
A
= Microsof ¥ | F [1 = Manage Downloads - o x Q
Home  Share  View  DiscImage Tools (2] P
« © 4 &5 ThisPC » Downloads v & | SearchDownloads p
Please sel . =
Neme Date modified Type Size
downloac # auicksecess 2
B Desktop ~ Today (4)
$ Downloads €] 22631.2428.231001-0608.23H2_NI_RELEAS /412004 1:43 A1 Disz Imane File 6,063,540 KB P
2 Documents 1) adkwinpesetup « Mount h 1891K8 T >
1 adksetup Bumn disc image h 2173KB &
=] Pictures 13 MicrosoftDeploymentToolkit x64 | £> Share hstaller.. 21,006 kB
. ; I This PC Open with...
English (Unite ' e w
= Network Give access to >
Restore previous versions
[ n
Send to >
Cut
Copy
English (Great
Create shortcut
Delete
Rename
Properties
Chinese (Simg
< >
ditems 1 item selected 5.78GB =

I 1:59 AM
ﬂ R Type here to search if - ® 5472004 L5

Puc. 2.20 MoHTyBaHHS 3aBaHTaXEHOTO 00pa3y

VY HanamTyBaHHSAX IMIOPTOBAHOI OnepauniiHoi cucteMu Oyno BuOpano tun "Full
set of source files" (puc. 2.21), mo0 JO3BOJUTH IMIOPTYBaTH BCl HEoOXimHi (aitmu Ta

KOMIIOHCHTH AJIs PO3TOPTAaHH.

File Action View Help
e 2= B
. Import Operating System Wizard X
T Deployment Workbend ns
[y Information Center hting Systems .
~ {2 Deployment Shares|
~ {2 MDT Deploymer OS Type port Operating Syst...

[% Applications lew Folder
[ Operating 5, o N
[ Out-of-Box Choose the type of operating system to add
[ Packages Source efresh
[ Tk Sequen|  nage @® Full set of source fies port List.
[J Advanced C Setup The operating system being added consists o source files from a Windows DVD. CD. or equivalent. '
[y Monitering WDS Server ep

Destination

m— O Custom image file

Progress Add a captured image (WIM file) that you wish to deploy.

Confimation

Windows Deploymert. Services images
ployme ge
Add the images available on a speciic Windaws Deployment Services server.
Cancel
< > H
; 1:34 AM
H £ Type here to search g = A~ g W

Puc. 2.21 BubGip Tumny iMmoproBaHoro oopasy
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VY momi "Source directory" 6yB BUOpaHuii IUIAX 70 3MOHTOBaHOTO 00pazy Windows

11 Enterprise, B MoeMy BUManKy — 1e auck E:\ (puc. 2.22).

File Action View Help

el H
Import Operating System Wizard x
ng ns
er sting Systems -
gg Source port Operating Syst..
ew Folder
iew »
05 Type In order to add an operating system, all the files for that operating system need to be copied to the
B deployment share. Specify the location of these files typically a CD diive) efresh
ource.
'Sm;“ Sourc directory port Lit..
up
WDS Serv [E [
Destinai
Summary
Progre:
Corfimai

<
H L Type here to search

Puc. 2.22 BuGip nuisixy 10 3MOHTOBaHOTO 00pasy

Takoxx, B momi "Destination Directory Name" Oyna 3amumieHa Ha3Ba 3a
3aMOBYYBaHHSM, IO BKa3y€ Ha BEPCIIO Ta apXiTEKTypy onepauniiHoi cucreMu - "Windows

11 Enterprise Evaluation x64" (puc. 2.23).

File Action View Help

|22 H
Import Operating System Wizard x

T Deploym: ‘erkbend ns
123 Infor nter] Ling Systems N
[ Deployment Sh -
[ MDT Deployme gg Destination port Operating Syst..
[ Applications ew Folder
[ Operating " N
[ Out-of-Box 05 Type Specify the name of the directory that should be created for these operating system files. e
[ Packages Source efresh
[ Tesk Sequen Inage Destination directory name: port List..
[ Advance dCl  Sewp [Windows 11 Enterprice Evaluation x64]
[y Monitoring | WDS Server e
Summary
Progress
Corfimation

<
H L Type here to search

Puc. 2.23 3ananns imeni OC, 110 iMIOpTyETHCS
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JlogaTtkoBO 10 pO3rOpTaHHS OINEpaIiiiHOl CUCTEMH, sl XOUY PO3TOPTATH JAOAATOK 7-
zip. Jluid 11pOro, BCTAHOBIMIOBaJIbHUUN (aitnn 7-zip y dopmari MSI OyB 3aBaHTaxeHU 3
oiIIifHOTO BEO-CaTy.

Ham, B DeploymentWorkbench nomaemo woBuit pomatoxk - 7-zip. VY
HaJIAIITYBAaHHSX 1IBOTO JI0/ATKy, Oyno BuOpaHo Tun "Application with source files", 1o
JTIO3BOJIUTH BKJIFOYUTH BC1 HEOOXIIHI (haiinu AJis po3ropranHs (puc. 2.24).

Iammit Tun nonatky «Application without source file» o3Hadae, 110 BiH HE BKIIIOYAE
BUx1aH1 (aiimu nporpamu y Deployment Share, ane MokHa HagaTH MOCHJIAHHS Ha
BUKOHABYMH (paiin abo 1HCTANALIMHUN TTAKeT MPOTPaMu, KU Moxe OyTH PO3TaIllOBaHHI

y OyZIb-SIKOMY JOCTYITHOMY MICIIl Y MEpPEexKi.

File Action View Help
ezl H
= Mew Application Wizard X
T Deployment Workben s
oy \anu‘rmatmntcs:nte — .
v [ Deployment Share -
« £ MDT Deploymd :)_g Application Type ew Application
[ Application ew Folder
[, Operating § o ,
Gl Outof-Bo [T Specify the type of application to add
[ Packages Details Efresh
[} Tosk Sequel  Source @ Application with source files port List...
[J Advanced Destination Copy the source files for this application to the deployment share, which will be used for installing
() Monitoring Command Details the appiication elp
Summary
Progress (O Application without source files or elsewhere on the network
Confimation Ether no source files are required forthis application, orthe application exists at a separate UNC
path (e.g. a DFS share)
QO Application bundle
Create a new application bundle. There is no installation command associated with this
application. Instead. only the dependencies of this appiication wil be nstalled. These
dependencies can be corfigured after the ftem has been added.
Cancel
< 22 ‘ ‘
. g i 209 AM
H R Type here to search = B = A & e 5/4/2024 EI

Puc. 2.24 Bubip Tumny aoaatky

VY neransix qojarka BKasaB Ha3By MpOrpaMHOro 3abesmneueHHs - 7-zip (puc. 2.25),

a TakoX OylI0 MOXJIMBO BKa3aTH BHpPOOHUKA, BEPCII0O Ta MOBY, MPOTE€ LE HE €

000B'I3KOBHUM.

3anoBHEHHS IIMX MYyHKTIB MOXE JO3BOJIMTH KOMIT IOT€paM PO3YMITy, sKa BepCis

IPOTPAMHOTO 3a0€3Me4eHHSs € CaMOT0
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oJtl

= 2= H

File Action View Help

T Deployment Workbenc
[} Information Center
v [ Deployment Shares|
~ [ MDT Deploymer
[ Applications
[, Operating 5
[ Out-of-Box
[ Packages
[ Task Sequen
[J Advanced C
[ Monitoring

New Application Wizard

gj Details

Application Type

Source
Destination
Command Details
Summary
Progress
Corfimation

Speciy the detals forthis appiication

Publisher: (Optional)

ps
cations -
ew Application

ew Folder

iew »

efresh

| port List...

Application Name

elp

[7zp

Version: {Optional)

Language: (Optional)

Previous Cancel

H R Type here to search

"Source

Puc. 2.25 Bkazanns geraneit mpo 101aTOK

directory"

BCTaHOBIOBAIbHUM (aitiiom MSI (puc. 2.26).

BKa3aHO

MICLIE3HAXOKEHHS

=]
A
Player v
File Action View Help
CEIETEN
. New Application Wizard x
1 Deployment Workbeng ns
[Z]] Information Center Lations .
~ {4 Deployment Shares| |
« [ MDT Deploymey Source ew Application
[ Applicationg ew Folder
[, Operating 5, N
ew
i Out-of-Box |y ion Type In order to add this application. all the files need to be copied to the deplayment share. Specify the location
[ Packages Details of these files. efrech
[ Task Sequen| T Source dirsctory ort List...
P
|| Adva_ﬂ(ﬁ_d = Destination |c \Users‘\Administrator\Downloads’ 722307164 \ | Browse | elp
() Monitoring Command Details
Summary
Progress [ Mave the files to the deploymert share instead of copying them
Confimation
Previous Next Cancel
< >« >

H R Type here to search

Puc. 2.26 3ajanns manku, e 3HaXOAUTh 1HCTAIATOp 7-Zip
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Y moni "Command line" Bka3zaHO KOMaHIy MAJisi TUXOi PO3TOPTKH TMPOTPAMH:

msiexe.exe /1 7z2404-x64.msi /q (puc. 2.27). 1le 103BONMUTH BCTAHOBIIOBATH MIPOTPAMY

0e3 yJacTi KOpUCTyBaua, y TUXOMY PEKUMI.

B poznum "Working Directory" BkazaHo NIUIIX JO0 poOOYOro Karajory, jae Oynae

BCTAHOBJICHO MpOTrpaMHe 3a0e3MneueHHs, B MOEMY BUTIAJKY - 11€ .\Applications\7-ZIP.

L)
E]
Player ~

o= 2= H

= 0

File Action View Help

- =]

T Deployment Workbenc
[ Information Center|

v [ Deployment Shares|
v [ MDT Deploymet
[ Applicationg

[, Operating 5

[ Out-of-Box

[ Packages

L) Task Sequen

[ Monitoring

New Application Wizard

Q)—g Command Details

Application Type
Details

Source Command Ine

Destination [meiexec.xe 4 72240464 msi /q |
Summary

Progress

Corfimation

Specify the quiet install command line and working drectory needed to instal this application.

Viorking directory
[\Appiications'7-ZIP |

ps
kations -
ew Application

ew Folder

iew »
efresh

port List...

elp

<
H R Type here to search

5:34 AM

® 542024 E!,

Puc. 2.27 3amanas kKoMaHaU IS IHCTAIIATOpA

[Ticns HamamTyBaHHS IIHOTO JOAATKY, HOTO MOKHA Oyne momatu A0 Deployment

Share Ta BUKOpUCTOBYBAaTH pa3oM 3 IHIIMMU NPOrpaMaMH, 10 OyayTh A0AaHI 3a IUM XKe

OPUHIMIIOM, IIiJ{ Yac PO3TOpTaHHS OMNEepalifHMX CHUCTEM Ha IIJIbOBI KOMM'IOTEpU Y

MEpEKEBOMY CEPEIOBHIIII.

3apa3 TpeOa CTBOPHUTH MOCHIOBHICTh 3aBIaHb JJIS PO3TOPTAaHHS OIepariitHoi

cuctemu Windows 11. ¥V posnum "General Settings" OyB Bkazanuii ineHTH]IKATOP

nociigoBHocTi 3aBnanb (Task Sequence ID) sik "win-11-deploy". [dns camoi aii Oyso

obOpano Ha3By "Windows 11 Enterprise Deploy" (puc. 2.28).
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File Action View Help

e nz @

= Mew Task Sequence Wizard X
T Deployment Workben, s
[}y Information Center e N
~ [ Deployment Sharey | - E
< [ MDTDeploymd * 8 General Settings ew Task Sequence
[ Application ew Folder
[, Operating §
G Out-of-Box Specify general information about this task sequence. The task sequence 1D is used intemally as part of the | =" 4
Iy Pcksges e deployment process. The task sequence name and comments are displayed by the deployment wizard Lfresh
) TaskSequer  Select 05 port List...
[ Advanced Specify Product Key Task sequence ID:

[y Monitoring|  OS Settings win-11-deploy -

Admin Password

Summary Task sequence name:
Progress [Windows 11 Enterprice Deploy
Confimation

Task sequence comments:

Windows 11 Enteprice Deploy

ﬂ £ Type here to search

Puc. 2.28 BcraHoBneHHSI OCHOBHUX HaJIAIITYBaHb JIJISl CIIEHAPIIO

VY po3xini mabnoniB 6yB Bubpanuii "Standard Client Task Sequence" (puc. 2.29),

MpoTe 1HII1 MIa0JI0HU TaKOXK MOXKYTh OyTH I[IKABUMH JIJIs1 BUKOPUCTAHHS.

File Action View Help
e nz 0
= New Task Sequence Wizard X
T Deployment Workben, ks
[y Information Cente E— N
~ [ Deployment Sharet | F
v [ MDTDeploymd * Select Template ew Task Sequence
[% Application lew Folder
[, Operating § ,
[ Out-of-Box|  General Settings The following task sequence templates are avaiable. Select the one you would ke to use as astaing | =
[ Packages Select Template poirt. Efresh
L[ TaskSequer  Select 05 [Standard Client Task Sequence - port List...
[ Advanced Speciy Product Key Sreoren and Con |
[y Menitoring| 05 Settings equence. a
] Standard Client Replace Task Sequence
G Standard Client Upgrade Task Sequence
L Custom Task Sequence
Progress Litetouch OEM Task Sequence
Corfimation Standard Server Task Sequence
Standard Server Upgrade Task Sequence
Post 05 Installation Task Sequence
Deploy to VHD Client Task Sequence
Deploy to VHD Server Task Sequence
Previous Cancel
q 2 | ‘

ﬂ R Type here to search

Puc. 2.29 BuGip ma6noHy mociiJoBHOCTI MpOIeCy BCTAHOBJICHHS
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Y HanmamrtyBaHHSX oOIlepariifHoi cucremMu Oyna oOpaHa paHilie IMIOPTOBaHA

onepariiaa cucremMa Windows 11 Enterprise (puc. 2.30).

= 2= H

File Action View Help

1 Deployment Workben
[y Information Centei
~ [ Deployment Share:
~ [ MDT Deployme

New Tesk Sequence Wizard

gj Select 0S

quences

lew Task Sequence

[ Application lews Folder
[, Operating §
[ Out-of-Box|  Generl Seings The folloning operating system images are avaiable to be deployed wih this task sequence. Select i
" the one to use.
i Packages Select Template fresh
[ Task Seque 5+ (22 Operating Systems port List.
[] Advanced {  Specfy Procuct Key B[ incows 11 Erterprise Evalustion in Windows 11 Enterprise Evaluation 64 mstallwim \
[y Monitoring ~ OS Seffings P
Admin Password
Summary
Progress
Confimation
Previous Cancel
< > H
ﬂ £ Type here to search

Puc. 2.30 Bubip 06pazy OC, 1o Oyae po3ropraruch

Jst mineH3iiHoro Kitroda Oyiia 3ajiMilieHa MOKJIMBICTh BCTABUTH KOPIOPATUBHUN

KJIFOY, KM J03BOJIMTh YHUKHYTH MOAAQJIBIINX TypOOT IIO0 aKTHBALll cucTeMu (pHucC.

2.31). Y MoeMy BUTIAAKY, JTIIEH3IHHUN K104 OyB BiICYTHIMN.

File Action View Help

e 7| H

1 Deployment Workben
[y Infarmation Centes
~ [ Deployment Share:
[ MDT Deployme
[ Application
[, Operating §
[ Out-of-Box

[ Packages

| Task Seque

[ Advanced
[y Monitoring

New Tesk Sequence Wizard

gj Specify Product Key

General Settings
Select Template
Select 05

05 Settings
Admin Password
Summary
Progress
Confimation

® Do not speciy 2 product key at this time.

Aproduct keyis not required when deploying Windows 7, Windows Server 2008 R2, or later 05
versions, or f the product key will be specified at deploy time using the wizard or a ie

O Specfy amultple activation key (MAK key)for activating this operating system
In arder to activate, each computer deployed using this MAK key wil need to contact the Microscft

activation service on the intemet. This is only supported for Windows 7 and later operating systems
when using volume icense media

MAK Product Key:

(O Specify the product key for this operating system
Specty a retail product key. (Nete that retail keys can only be used to activate a single machine.)

Product Key:

o =

quences
lew Task Sequence
lew Folder

ew

Efresh

port List...

elp

H £ Type here to search

Puc. 2.31 BikHo 3amaHHs KiIr0ya akTUBaIli CHCTEMHA

s
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VY HanamTyBaHHSX OMEPAIiifHOT CHCTEMH TaKOK MOYKHA OyJ10 3a3HAUYNUTH JIOKAJILHE

IM'sl KOPUCTYyBaya, IOMEH Ta B€O-CalT 3a 3aMOBYYBaHHSAM, Y MOEMY BHUIIAJIKy S BKa3aB Il

nani: Windows User, Voskolup.Organization, google.com (puc. 2.32).

File Action View Help

%z H

New Task Sequence Wizard

(e, Operating
[ Packages

[ Advanced

<

1 Deployment Workben
[}y Infermation Center

~ [ Deployment Share:
~ [ MDT Deployme
[ Application

Select Template

L Task Sequel Select 05

Specify Product Key

[ Monitoring OS Settings

Admin Password
Summary
Progress
Cortfimation

gﬂ 0OS Settings

[ Out-of-Box|  General Settings ‘Specfy sefiings about this task sequence. These settings wil be used for al deployments of this task

sequence. unless ovenidden during the depioyment process using the wizard or a ule

Full Name

[Windows User |

Organization:

[Voskolup Organization |

intemet Explorer Home Page:
[rttps:#/google.com/| |

Proviaus

Is
quences

jew Task Sequence
lew Folder

ew

Efresh

port List...

elp

ﬂ O Type here to search

Puc. 2.32 3amanns tumoBux napamerpis OC

Takox OyB BKazaHHI Mapob I8 JIOKAJILHOTO 3aImucy aaMiHicTparopa (puc. 2.33),

MpoTe 11eH KPOK MOYKHA MPOITYCTUTH, SKIIO 1€ HEOOX1THO.

e 7| H

File Action View Help

1 Deployment Workben
[y Infarmation Centes

~ [ Deployment Share:
[ MDT Deployme
[ Application

[, Operating §

[ Out-of-Box

[ Packages

| Task Seque

[ Advanced

[y Monitoring

New Tesk Sequence Wizard

gj Admin Password

General Settings
Select Template:
Select 05

Specfy Product Key
05 Settings
Summary

Progress
Confimation

‘Speciy the local Administrator password for this task sequence

Use the specified local Admiristrator password.
pe p:
Adminisirator Password

Please confim Administrator Password

() Do not specify an Administrator password at this time.

The local Administrator password will be: provided during the deployment of this task sequence. so it is

ot needed as part of the task sequence defintion

s
quences

lew Task Sequence
lew Folder

ew

Efresh

port List...

elp

<

H £ Type here to search

Puc. 2.33 BcranoBneHHs mapoJro aaMiHicTparopa
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JlogatkoBi BHMOTHM Ta HaJalITyBaHHA TMOCIIJOBHOCTI 3aBIaHb MOXHA
BiJIpeAaryBaTH, HATUCHYBIIH IPaBy KHOMKY MHILI HA CTBOPEHOMY CLIEHApIi, Aajl 00paTh
"BnactuBocrti", a motim nepeit 10 po3aury "llocmigoBHicTs 3aBaans" (puc. 2.34). Tyt
MOXKHa 3MIHUTU 200 JTOJIaTH HOBI 3aj]adi, BCTAHOBUTH iX MOCIIJIOBHICTh Ta MapaMeTpu

BUKOHAHHSL.

File Action View Heln

G| 7[5 [ | Windows 1 Enterprice Deploy Properies X
T Deployment Workbend| General | Taskc Sequence | 05 Info s
"} Information Center Lauences N
v [ Deployment Shares|  © 3k Add + X Remove @ Up ) Down Propertes | Options =
v A MDTDeploymel [ - | lew Task Sequence
Application] | 7 Al T [Group |
[ Application ) Gather local crly ew Folder
G4, Operating SY | - Validation Hame: [intilzation | - ,
Out-of-Bex i vaidate
[ Packages i Check BIOS Description nitialize the TS environment fresh
[ Task Sequen ) Next Phase port List..
[ Advanced C 4 State Capture
E. Menit A0 Generate Application Migration File elp
4 Menitoring ¥ Capture User State
0l Caplure Groups bws 11 Enterprice Dep... &

- Capture Network Settings

s Refresh orly

-} Next Phase oPY
4 Refresh arly

i Preinstal

i Gather local only kename
4 New Computer only

2 Offline User State Capture

lut
lelete

operties

', Refrash orly elp
~{#} Configure
() Enable BtLocker (Offine)
-{ff Inject Drivers
- Apply Patches
0} Next Phase
B 24 Install
) Install Operating System
40 Next Phase
E1- 4 Postinstal
433 Copy Scripts v
< N > Microsoft Deployment Toolkit 2w microsaft com/mdh

Cancel Apply Hep

2| >

<
L % Z19AM
H R Type here to search i - . = & dx 5/4/2024 El

Puc. 2.34 Bixuo 3 nogarkoBumu HanamryBanasMu OC

JlonaTtkoBo, MO>KHA BCTAHOBHUTH JipaiiBepu BiA BUpoOHHMKa y po3aim "Out-of-Box
Drivers". Ile oco0nuBO KOpHCHO JJig 3a0€3MEeUeHHs] CYMICHOCTI TMPUCTPOIB 3
OTIEpaIlifHOI0 CHUCTEMOI0. Takok MOXKHa TMPUB'A3aTH ApalBepH A0 KOXKHOI OKpeMoi
Mozeni HoyTOyky abo IIK, mo6 3abe3nmeuntH onTUMalbHy poOOTYy CHCTEMU Ha
KOHKPETHUX MPHUCTPOSIX.

[Tpore, K110 BUKOPUCTOBYETHCS BIpTyalibHA MAIIMHA, SIK Y MOEMY BUIIAAKY, TO el
KPOK MOKHA MPOMYCTUTH, 00 BIpTyajbHa MalllMHA BXE Mae BOyOBaHI ApalBepH, STKUX
3a3BMYail BUCTAuYa€ JJii HOpMaJIbHOI pOOOTH.

Tenep neoOximno HamamtyBatu Deployment Share B Microsoft Deployment
Toolkit (MDT). ¥V BnactuBoctsix Deployment Share Oyno BUMKHYTO MiATPUMKY

maropm x86, 110 03Havae, MO TUTHKU 64-01THI cUCTEMU OyAyTh MIATPUMYBATUCH JIJIS
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posropranHs (puc. 2.35). Ilpote, 3aBanTaxkenui panime Windows Assessment and
Deployment Kit (ADK) Bce 11e 703BOJIMTh BUKOPUCTaHHS 32-01THOT apXITEKTYpH, AKIIO

1e OyJie moTpioHO.

File Action View Help
“=s| x|z H
B Deployment Workbenc] MDT Deployment Share (C:\DeploymentShare) Properties ®
4 Information Center | aners) .
eneral Rules Windows PE  Meritoring Deployment Share (Ci... &
~ [ Deployment Shares
~ (A MDTDeploymen  Degcrption [MDT Deployment Shar pdate Deployment 5.
[ Applications lose Deployment Share
[ Operating 5y~ Commerts
ew »
[& Out-of-Box
[ Packages efresh
~ Task Sequen Eeport List.
[ Advanced C
03 Monitoring roperties
Help
Netwark (UNC) path: [\\DEPLOYSERVER\DeploymentShares |
Logal path: |C:\Deploymert Share |
Platforms Supported
O x86
x64
[ Enable mulicast forthis deployment: share requires Windows Server 2008 R2 Windows Deployment Services)
Corcel | [ ooy | [
< >
; 227 AM
ﬂ 2 Type here to search i ta i AR gupp

Puc. 2.35 BkazanHs ocHOBHUX BiacTuBocTei miist Deployment Share

[Tapamerpun HamamrtyBanb B MDT Deployment Share Biamosimarote 3a
KOHQITypalilo pi3HUX AacleKTiB PO3rOPTAaHHS OIepaliiiHoi cucrteMu. Y mpaBuiax
Deployment Share mHoto Oyio Bka3aHO HACTyMHI HajmamTyBaHHs (puc. 2.36):

[Settings]
Priority=Default
Properties=MyCustom Property

[Default]

OSInstall=Y

Skip BDDWelcome=YES
SkipCapture=YES

Skip Admin Password=YES
Skip Product Key=YES



Skip ComputerBackup=

Skip BitLocker=YES
Skip UserData=YES
Skip TimeZone=YES

YES

Skip Locale Selection=YES

Join Domain="Voskolup.Organization

MachineObjectOU=0U=Computers, DC=Voskolup, DC=Organization

Keyboard Locale=en-US
Event Service http://DeployServer: 9800

File Action View Help
L AR ANEYY 7|

T Deployment Workbench
11 Information Center
~ [ Deployment Shares
~ 4 MDT Deployment 51
[ Applications
[, Operating Syste|
(& Out-of-Box Dri
[ Packages
[ Task Sequences
(1 Advanced Conf
[ Monitoring

MDT Deployment Share (C:\DeploymentShare) Properties

General Rules  Windows PE  Monitoring

ployment Share (Ci... &
ate Deployment 5.

[Settings]
Priarity=Default
Properties=MyCustomProperty

[Defaut]

OShstall=Y

SkinBDDWelcome=YES
ES

erBackup=YES
SkipBitLocker=YES
SkipUserData=YES
SkipTime Zone=YES
SkipLocale Selection=YES

JoinDomain=Voskolup Organization
MachineObjectOLI=0 U=Computers DC=Voskolup, DC=Organization

KeyboardLocale=en-US
EventService=hitp.// DeployServer: 3800

& Deployment Share
»

Cancel

Edit Bootstrap ini

Apply

Help

<
ﬂ 2 Type here to search

Puc. 2.36 3amanns mpaBui OC

VY bootstrap.ini Oy;i Bka3aHi HacTyImHi qaHi (puc. 2.37):

[Settings]
Priority=Default

[Default]

€10 AM

~ 8 5/4/2024 )
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http://deployserver:9800/

DeployRoot=\\DEPLOYSERVER\DeploymentShare$

UserlD=Administrator
UserDomain=Voskolup.Organization

UserPassword=Voskolup 1

SkipBDDWelcome=YES

File
|® 9 fie tdit Formot View Help
i D [Settings]
| Priority=Default }n\oymentshare (G =
v i
~ [Default]

DeployRoot=\\DEPLOYSERVER\DeploymentShare$

7| Bootstrap - Notepad

fate Deployment S...

se Deployment Share

»
UserID=Administrator I
UserDomain=Voskolup.Organization

resh
UserPassword=Voskolupl

lort List..
SkipBDDWelcome=YES perties

P

Ln 11, Col 19 100%  Windows (CRLF) UTF-8

Edit Bootstrap i

oK Cancel Apply Help

<
: T:04 AM
ﬂ £ Type here to search i - i A EI

5/4/2024

Puc. 2.37 3amanus npaBui 3amycKy

Ocp aetanpHUI po30ip KOKHOTO MapameTpa, o OyJv BKa3aHi:

40

Priority - BH3Hauae TPIOPUTET BUKOPUCTAHHSA HAJAIITYBaHb [UJIsl PI3HUX

KOMITIOHEHTIB. Y maHoMmy Bumnaaky, 3HadeHHs '"Default" Bkazye nHa Tte, mo OynyTh

BUKOPHUCTAaHI HAJIAIITYBaHHs, BU3Ha4YeH1 B po3auii [ Default].

Properties - BU3HaYae BIACTUBOCTI, Kl OyIyTh AOCTYIHI Ui BUKOPUCTAHHS ITi]T

qac po3ropTaHHsi.

OSlInstall - mapamerp Bkasye, 1110 HEOOX1THO BCTAHOBJIIOBATH OIEPAIIIITHY CUCTEMY.

SkipBDDWelcome - Bka3ye Ha npomyck ekpany BitaHHs MDT.
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SkipCapture - Bkazye Ha MPOIMYCK IPOIECY 3aXOIUICHHs (30epexeHHs) oOpazy
omnepaiiHoi CUCTEMH.

SkipAdminPassword - 103BoJIsiE TIPOITYCTUTH BBEACHHS IMapojsi aMiHICTpaTopa
1T YaC BCTAHOBJICHHSI.

SkipProductKey - no3Bossie TpOIyCTUTH BBEIEHHS KIIOYa MPOMYKTY T 4ac
BCTAHOBJICHHS.

SkipComputerBackup - Bkazye Ha IpOITyCK pe3epBHOTO KOIMIIOBAaHHS KOMIT'IOTEpa
niepe] pO3TOPTAHHSIM.

SkipBitLocker - no3Bomsie mpomyctutu HajamTyBanHa BitLocker mig uac
BCTAHOBJICHHS.

SkipUserData - Bka3zye Ha TpOIyCK HaJamITyBaHHS JaHWX KOPUCTyBada ITij 4ac
BCTAHOBJICHHS.

SkipTimeZone - pa03BOJIA€ TPONYCTUTH BHOIp YACOBOTO TMOSACY TIJ Yac
BCTAHOBJICHHS.

SkipLocaleSelection - Bka3ye Ha poITyCK BUOOPY MOBH IIiJ] 4aC BCTAHOBJICHHS.

JoinDomain - Bu3Hayae OOMEH, A0 SIKOTO KOMM'toTep Oyne MOomaHuil Mij yac
pO3ropTaHHs.

MachineObjectOU - Bkazye Ha opraxizamiiiny oaunuiip (OU), B sky Oyne
noaHui 00'eKT KOMM'TOTEpa ITi/1 Yac JT0AaBaHHS 10 JOMEHY.

KeyboardLocale - BuszHawae MOBy KiaBiarypu, 10 Oyae BCTaHOBJIEHa 3a
3aMOBYYBaHHSIM.

EventService - Buznauae URL-aapecy cimy>k0u nmofii, sika BUKOPUCTOBY€TbCS JJIs
MOBIOMJICHHSI CEpBEPA PO3TOPTAHHS PO CTaH PO3TOPTAHHS.

V aiini bootstrap.ini Taki HaJalITyBaHHS:

Priority - aHaJoT14HO 0 HaNalITyBaHb y Qaiiii Settings.ini, BKa3yeMo MPIOPUTET
"Default".

DeployRoot - Busnauae nuisix 1o Deployment Share, ne 3naxonsitbest aitm aiis
pO3TOpTaHHSI.

UserID - Bka3ye im's kopucTyBada, sike Oyne BHKOPHCTOBYBAaTHCS TiJ] 4Yac

PO3TOpTaHHSI.
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UserDomain - Bu3Ha4ae MOMEH KOPHCTyBaua, sIKMid Oylae BUKOPHUCTOBYETHCS ITij
gac BXOIY B JOMEH.

UserPassword - Bka3ye mapoyib KOpHCTyBaua JiJIsi ayTeHTU(IKalii i dYac
BCTAHOBJICHHS.

SkipBDDWelcome - no3Bosisie nmpomyctutu ekpan Bitanas MDT min gac 3amycky.

VY nanamryBanasx WinPE takox Oyna Bubpana miardpopma x64 (puc. 2.38), mo6
3a0€3MEYUTH CYMICHICTh 13 BHUKOPHCTOBYBAHHMH OIEpAlliIfHUMH CHUCTEMaMHu Ta

3MEHILUTHA MOXKJIMBI MPOOJIEMHU CYMICHOCTI 1]l 4ac pO3rOpTaHHS.

File Action View Help

e nl=H
= MDT Depl Share (C:\Depl tShare] Properti X
T Deployment WaorkbencH el are (C\DeploymentShare) Properties bs
—l Information Center | o Rjss  Windows PE Montomng beployment Share (C...
~ [ Deployment Shares
< (. MDT Deploymen| Piforn: [x64 - pdate Deployment S...
Applications
% O':':ming o] |G Festues Dives and Paiches lose Deployment Share
g
[ Out-of-Bax Lite Touch Boot Image Settings ew 4
[ Packages Generate a Lite Touch Windows PE WIM file efresh
_} Task Sequen Image description: | Lite Touch Windows PE (x64) Feport List...
[ Advanced C
[ Monitoring [ Generate a Lite Touch bootable IS0 image roperties
150 fle name: Lite TouchPE _xB4is0 Help

Windows PE Customizations

Custom background bitmap fle: | INSTALLDIR\Samples\Background bmp | | Browse
Eutra directory to add [ | | Browse
Scratch space size: 22 ~

Generic Boot Image Settings
A generic boot image is useful for roubleshooting purposes. k cantains all the same components and drivers, but no sorpts
[ Generate a generic Windows PE WM file

Image desaripion: | Geneic Windows PE (<64

Generate a generic bootable 150 image

15O file name: Generic_x64.is0

Cancel Fpply Help

<
] X . Z2BAM
ﬂ £ Type here to search & = 8% 570004 §|

Puc. 2.38 3minenns HanamryBanb a1 Windows PE

VY po3nuti MOHITOpUHTY OyJio YBIMKHYTO MOHITOpUHT (puc. 2.39). MDT 36epirae
JeTalbHI JKypHAIM TPOIECYy PO3TOPTaHHS I KOKXHOTO KOMITIOTEpa, Ha SKOMY
BiJ1I0yBa€eThcst po3ropranHs. Li skypHanu MicTATh iHQOpMaILio PO KOKEH KPOK y Ipolieci
pPO3TOpTaHHs, BKJIOYaO4YM 1H(OpMaIlilo Mpo YCHINIHI Ta HEBJA4HI omepallli, MOMUJIKH,
BIJIOMOCTI MPO BCTAHOBJIEHE MPOTPaMHE 3a0e3MeUeHHs TOI0. AJMIHICTPATOPH MOXKYTh
3BEPHYTHUCS JIO IEHTPaTi30BaHOI KOHCOJI MOHITOPHUHTY, 100 MEPEerIIHYTH KYpHAJU

PO3TOpTaHHS 3 PI3HUX KOMIT'IOTEPIB Y MEpEexki



File Action View Hel

ez H

P
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L} Information Center

~ [ Deployment Shares
~ {4 MDT Deploymen|
[ Applications

= M
1 Deployment Workbench

DT Dep Share (C\D

) Properties

General Rules Windows PE  Menitoring

Enable monitoring for this deployment share

Deployment Share (C:..
pdate Deployment s..

lose Deployment Share

[, Operating Sy| Maritoring host: | DeplayServer ,
ew
[ Out-of-Box Event port 3300
[k Packages efresh
[ Task Sequen, Data port 801 port List...
(1 Advanced © i
[ Menitoring ropeties
elp
Cancel 2oply Help
< >
228 AM
ﬂ £ Type here to search 6 de 5/4/2024 &g

Puc. 2.39 VYBiMKHeHHS (DYHKIIIT MOHITOPUHTY

Ternep HE0OX1AHO CTBOPUTHU 3arpy304HUIT 00pa3, 0 BUKOPUCTOBYBATUMETHCS JIJIS

pO3ropraHHs onepauiiHux cucteM. Lle MokHa 3pOOUTH, HATUCHYBIIM IpaBy KHOIKY

muii Ha MDT Deployment Share, a motim o6patu "Update Deployment Share". V BikHi,

[0 BIAKPHUIIOCH, Oyi0 0OpaHO MOBHY pEreHeparlito 3arpy304Horo oopasy, i po3modaro

nporiec (puc. 2.40).

File Action View Help

ez H
- Update Dep Share Wizard X
T Deployment Workbend| hs
[} Information Center| Deployment Share (Ci.. ~
[ Deployment Shares| .
(3 MDT Deplaymef Options pdate Deployment S...
[ Applications Iose Deployment Share
Operating 5,
L, operating ew »
(& Out-of-Box When updating the deployment share, the latest tools will be copied ta the deployment share. K any changes
i Packages have been made to the boot image settings orto the contert that needs to be included in the boot inage,  tefresh
e those updates wil also be made
[0 Task Sequen|  Progress port List...
[ Advanced C| Corfimation I necessary. you can choose to completely regenerate the boot images. orto compress the existing boot
& Monitaring imanea tn meviiee the cise of the imanss  thew haue nnwn e tn nrevime ndee roperties
() Optimize the boot image updating process. e
®) Completely regenerate the boot images.
) ‘ ‘

<
H L Type here to search

229 AM

& s 5/4/2024 L

Puc. 2.40 Perenepartis boot o6pazy



npoliecy, roToBUH (aiist .wim MoxHa 3HaiiTH 3a nurixoMm C:\DeploymentShare\Boot (puc.

2.41).

44

BapTto Bim3HauNTH, 110 1IEH IPOIIeC MOXKE 3alHATH AesKuii yac. [1icis 3aBepiiieHHs

File Action View Help
e 2= H
?ﬁli;p‘\ofymsnthékbsr ] < | Boot _ o %
1 Information Cente -
~ [ Deployment Shan Home Share View «nt Share (Ci...
~ 4 MDT Deploym ployment S...
(2 Applicatior € © 4 || % Local Disk(C) » DeploymentShare > Boot » v | & Serc h Boot opment Share
Operatin ~
& pemins Name e e ,
" # Quick access
15k Packages = D 64 File folder
esktol
-D-—‘ E;“ Seq‘: ? x86 File folder
vance
5 Moniorin & Downloads [ LiteTouchPE_x64.wim WIM File 337,132 KB
[ Documents ] LiteTouchPE_x&4 XML Document 14 KB
=] Pictures
[ This PC
i DVD Drive (E) CENA_
¥ Network
< >
ditems 1 item selected 320 MB =
‘ . I
1 245AM
ﬂ R Type here to search 5 = N8 e g0 =]

Puc. 2.41 JlemoHcTpaltist 3reHepOBaHOTO .Wwim (aitiry

Hami, orpumanuii .wim ¢aitn Heooxigno qonatu y Windows Deployment Services

y po3auti "Boot Images". ¥ HamamTyBaHHAX HUIAXy A0 (paimy cimiJl BKa3aTd LOUIAX 0

uporo .wim gainy (puc. 2.42).

File Action View Help

e a@ =2 0o

Boot Images 0 Boot Image(s)

2 DeployServerioskolup.0 || ImageName  Architecture  Status  Expanded Size  Date  OSVersion  Priority
~ eployServer Veskolup.Organiza
7 Install Images -
£ Boot Images 8 Add Image Wizard X

1 Image Rl LTS
" Drivers ,;[/
& Active Directory Prestaged Devices

Enter the location of the Windows image file that cortains the images to add

Fie location:

C:\DeploymertShare' Boof Lite TouchPE_x64.wim Browse.

Note: The default boot and install images (Boot.wim and Installwim) are located on the
installation DVD in the \Sources folder.

More information about im

>

246 AM

<
H £ Type here to search it s = A~ s W

Puc. 2.42 Bkazanus po3rauryBaHHs .wim Qailiry
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B macTymHOoMy KpoIll MOXKHA TaKOXK HaJaTH IM's Ta OMHUC Juia oOpazy, mpoTe s

3aJIUIINB BCE 1O 3aMOBUyBaHHIO (puc. 2.43).

L=
t
Player + ==}
] yment Services
File Action View Help
ol A0 ] ol [EY
5 Windows Deployment Services Boot Images 0 Boot Image(s)
v 33 servers ; 3
2 DeploySenenoskolup Organizst Image Name  Architecture  Status  ExpandedSize  Date  OSVersion  Priority
1 Install Images
| Boot Images 5 Add Image Wizard x
% Pending Devices -
=t Multicast Transmissions Image Metadata % J/
| Drivers "
& Active Directory Prestaged Devices
Enter a name and desciption for the following image:
“Lite Touch Windows PE 64y
Image name:
L= Touch Windows PE (64
Image description:
‘Lvte Touch Windows PE («64) |
Image architecture:
64
<Back Next > Cancel
< >
n 2:46 AM
ﬂ £ Type here to search = = = ~ @3 dg VT =3

Puc. 2.43 3amanHs iMeHi Ta onmcy s oOpasa
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3 HAJIAIITYBAHHS TA KEPYBAHHS KJIIEHTCHKOI OC

3.1 Posropranns kiaienTcbkoi OC

Tenep, xoiau Oyn0 MIArOTOBIEHO BCl HEOOXiJAHI KPOKH, MOXXEMO CTBOPUTHU

KJIIEHTCHKY BIpTyaJIbHy MallWHY, s HaJaB Takl xapakrepuctukamu: 6 sijaep 1 4 ro6 O3I1

(puc. 3.1).

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Windows
11 x64,

The virtual machine will be created with the following settings:

Mame: Windows 11 x64 Client Machine
Location: C:'\4DiplomTEMPWirtualMachines\Windows 11 k64 Cli...
Version: Workstation 17.5.x

Operating System: Windows 11 x64

Hard Disk: &4 GB, Split

Mermory: 4095 MB

Metwork Adapter:  MAT

Other Devices: & CPU cores, CD/OVD, USE Controller, Sound Card

Customize Hardware. ..

= Back Finish Cancel

Puc. 3.1 CTBOopeHHS KII€EHTCHKOT BIpTyaJbHOT MAIITHU

[Tpn BuOOP1 BapiaHTy 3aBaHTAXEHHS, OOMPAEMO 3aBAHTAXKEHHS UEPE3 MEPEIKY.
[Tpu BuGOpi cepBepa PXE koMI'toTep HaMaraeTbCsi BCTAHOBUTH 3'€IHAHHS 3 CEPBEPOM
PXE 3a momomoroto mepexeBoro mnporokonmy DHCP (Dynamic Host Configuration
Protocol) Ta TFTP (Trivial File Transfer Protocol). Ilicns uporo, Mmu G6auumo mepen
coboro Windows Boot Manager 3 cepBepom, skuii mae [P-anpecy 192.168.92.100 (puc.
3.2). Ilicnsg Bubopy 06pasy Ta miATBEPKEHHS 3aBaHTAKEHHSI, KOMIT'IOTEp MOYHE TPOIIeC
3aBaHTaKEHHSI 00pasy 3 cepBepa, 10 MOXKE 3alHATH JESIKUN Yac 3aJeKHO Bl pO3MIPY

o0Opa3zy Ta MBHUAKOCTI MEPEKI.
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e

Player ~ | ] - = T

Windows Boot Manager (Server IP: 192.168.92.100)

Choose an operating system to start:
(Use the arrow keys to highlight your choice, then press ENTER.)

Lite Touch Windows PE (x64) >

To specify an advanced option for this choice, press F8.

ENTER=Choose ESC=EXit

Puc. 3.2 Bikno Windows Boot Manager

[Ticna 3aBaHTaXE€HHsI BIJIKPUBAETHCS BIKHO, Je¢ oboupaemo 3amady "Windows 11
Enterprise Deploy" (puc. 3.3).

e

Player » | || ~ & O

@ Windows Deployment Wizard ==
W
8

LB Select a task sequence to execute on this computer.

Computer Details -

Lecale and Time ® [Ewindows 11 Enterprice Deploy

Ready ‘Windows 11 Enterprice Deploy

eady

Puc. 3.3 Bubip crienapito po3ropTku
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Jami, B po3aiii Mpo KOMIT'IOTEp, AaHl Bke BBeAeHI (puc. 3.4), im'a Oyino oOpaHo

BUITaJIKOBO, a JIaH1 I BXOAY B JIOMEH - Ti, IO OyJIM BKa3aHI B MpaBUJIax.

" Windows Deployment Wizard

3 Computer Details

Task Sequence

Computer Details 2
| Compuzername: MININT-LINIKS6

Applications
lb ® Join a domain.
1

Ready

Demain to join: |Vcska\up Organization ‘
o al Unit [DU=Computers DC=Veskalup,DC=Organiz
User Name: |Adm\mstrator ‘
Password [sensseses |
Domajn: |Vcskc\up Organization ‘

O Join a workgroup.
Workgroup:

gack |[ next |[ concel

Puc. 3.4 HanamryBanus aeraneit OC

B pozaun moaartkiB, sIKi S X094y BCTAHOBHUTH - MOCTABUB TajodykKy Harpotu 7-ZIP

(puc. 3.5).

53 Windows Deployment Wizard

T3 Applications

Task Sequence

Computer Details
Applications El7-zip
Ready

Select one or more applications to install.

Back H Next || Cancel

Puc. 3.5 Bubip nporpamu ans inctansauii pazom 3 OC
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Tenep y po3mimi "Ready" mokasyerbcs iH(opmarist Ta aii, mo OyayTh BUKOHaHI
(puc. 3.6).

“& Windows Deployment Wizard

3 Ready

Task Sequence .
Computer Details Ready o begm'
Applications Using the information you provided, the deployment can now begin
Ready

A Detalls ..

TSGuid = "Windows T Enterprice Deploy”

OSDComputerName = "MININT-LINIKSE"

loinDemain = "Voskelup.Organization”

MachineObjectOU = "OU=Computers, DC=Voskolup,DC=COrganization”
DomainAdmin = "Administrator"

DomainAdminPassword = *
DomainAdminDomain = "Veskolup.Organization”
Applications1 = "7-ZIP"

gack || Begin || concel

Puc. 3.6 [leranbna indopmarisa nmpo OC, mo Oyae BCTaHOBIECHA

[Ticns HatuckanHs Ha KHOMKY "IloyaTn", mpocTo YekaeMo Mpolec BCTAHOBIEHHS
(puc. 3.7).

Player ~

Installation Progress

IT Organization

Running: Lite Touch Installation

== Q Search T = = e a »_E A DPay S0AM g

5/4/2024 =

Puc. 3.7 ABromaruzoBaHuit mporec BctaHoBiIeHHs [13
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[To 3aBepIieHHIO HA KIIIEHTCHKIN MaliHI MOYKHA TTOOAYUTH, 110 Y HAC € TIpOrpamMa

7-Z1P ta xomm'totep Oys10 BBECHO B JOMEH (puc. 3.8).

Rename this PC

All apps

#
Name Hardware Advanced System Protection Remote

7-Zi
5 Windows uses the following information to idertify your computer
on the netwark.

Hz| 7-Zip File Manager
or description

£ 7zl For example: "Kichen Computer” or “Mary's
PLRER Computer”
A putername:  MININT-LTNIKSE Voskolup Organization
Voskolup Organization
Aceessibility v s wizard tojin & domain o WOKGOUR, SRk | atwork 1D
D
C
me this computer or change its domain or Change
E . up, click Change.
B colencar
Camera
r
€, Clipchamp — Video Editor
(=, et
& Administrator (@)
i VAl s Fomtecnn oo Pl ADAR AT A 1000 A
a4 Search [ - -~ e 711 AM
am  Q Search - W I |] - B @ L ~ o 57472024 &

Puc. 3.8 IlepeBipka HasBHOCTI 7-Zip Ta MiAKIIOYEHHS 10 IOMEHY

Cam IIK BimoOpaxaeTbcs B cnucKy poOouux craniii (Workstations) B Active
Directory Users and Computers (puc. 3.9). lle o3navae, 1m0 BoHa yCIIIIHO J0AaHA JI0

JIOMEHY 1 TOTOBa JI0 BUKOPUCTAHHS Y MEPEKEBOMY CEPEIOBHIIIL.

Tenep 3amictb TorO, 00 HamamToByBatH KoxkeH [IK okxpemo, aaminicTparopu
MOXYTh KEPyBaTH BCiMa HAJIAIITYBaHHIMU 3 OfiHi€1 koHcom Active Directory. Lle 3HauHO
EeKOHOMHTD 4ac 1 peCypcH, poOJIssu aIMiHICTPYBaHHS MEPEkKi 3HAYHO €(PEKTUBHIIINM.

Active Directory 103BoJIIE JIETKO CTBOPIOBATH Ta 3aCTOCOBYBATH KOMILJIEKCHI
MOJITUKY O€3MEKU J0 BCIX KOMIT'IOTEpiB B JoMeHi. L1 MOmiTHKH MOXKYTh BKITIOUATH:

1. HanamtyBanus OpannmMayepa Ta aHTUBIPYCHOTO IPOTPaMHOTO 3a0€31eUeHHS

2. KoHTposb J0CTyIly 10 KOPUCTYBayiB Ta Ipyn

3. lIudpyBanns nanux

4. OOOB'sI3k0BE BUKOPHUCTAHHS CKJIQIHUX MapOJIiB

5

Perynsipae OHOBJIEHHS MPOTPAMHOTO 3a0€3MeUCHHS
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H'-: - (=]

Player ~ 5 O

] Active Directory Users and Computers - X
File Action View Help

e nm b Bds BRI A eETER
2 Active Directory Users and Com/|| Name Type Description

| Saved Queries (I MININT-LINIKSG Computer
v 3 Voskolup.Organization

| Builtin

7 Computers
5] Domain Controllers

" FereignSecurityPrincipaly
* Managed Service Accour
7| Users

5| Workstations

< >
} 7:27 AM
ﬂ A Type here to search t s A ~ @ % o0

Puc. 3.9 [lepeBipka HasiBHOCTI Komm'totepa B AD

3.2 3MiHeHHSI HAJIAIITYBaHb BiJIAJIEHHOT0 OCTYILYy

Tenep xoMm'toTepu, 1O € Y COUCKY poOodyux craHiliii B Active Directory MmoxHa
JOJATKOBO HAJAIITOBYBaTH. JlJIs IHOTO 51 OKAXKy MPUKIIA]] HATAIITYBaHHS BiJIaJICHOTO
pobouoro croimy (RDP) Tta moctymy mo mporpamu JOMOMOTH BiJIaJIEHOTO OCTYITY
(msra).

Crouarky Ha cepBepHid MamuHI depe3 Server Manager 3axoauMoO y KOHCOJb
KepyBaHHs TpynoBuMu noditukamu (Group Policy Management Console), po3kpuBaemMo
CIIHCOK IOMEHY, B HhOMY Oyze 3Haxonutuchk po3ain «Group Policy Object», B HpoMy 1
30epiraroThCsl BC1 MOJITHUKH, IO OyIyTh BHOCHUTHCH. X04a 1 B OJHY IOJIITHKY MOXHa
BHECTHU Of[pa3y BCl HAJIAIITYBAHHS, MPOTE 51 PEKOMEHIYI0 Ha KOXKHY (PyHKIIII0 CTBOPIOBATH
CBOIO TOJITHKY 3 OKPEMOIO Ha3BOIO, SIKIIO 3 YacOM sKach (yHKLIS He Oyzne norpiOHa, TO
il MO)kHa OyZie BAMKHYTH 4€pe3 KOHTEKCTHE MEHIO, SIKe BIIKPUBAETHCS MIPU HATHCKaHH1
MPaBOI0 KHOIKOI MHUIII MO MOJITHLI. B 1bOMy po3Aiil CTBOPIOEMO HOBY TPYIOBY

MOMTHKY, 5 1i Ha3BaB "Allow RDP" (puc. 3.10).
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t

Player + = Rn

S

I File Action View Window Help

e n@E B 6 HE

|2, Group Policy Management
v 4\ Forest: Voskolup.Organization
v [£ Domains
~ &4 Voskolup.Organization
5] Default Domain Policy
5] Domain Controllers
~ | Group Policy Objects
_.' Default Domain Controllers Policy
1] Default Domain Policy
% WM Filters
) Sterter GPOs
f Sites
5 Group Policy Modeling
) Group Policy Results

Group Policy Objects in Voskolup.Organization
Conterts  Delegation

Name " GPO Status WMI Filter Modified Owner

=/ Defaul Domain Controllers P...  Enabled None 5/4/2024122:44 Domain Admins.

=/ Defautt Domain Policy Enabled None 5/4/2024 1:26:42 Domain Admins.
New GPO x
Name:
[Adows RDF]
Source Starter GPO!
{nene) ~

Carcel

ﬂ £ Type here to search

52

Puc. 3.10 CtBopenns nomituku mija Ha3Boro Allow GPO

[ToTim BiIKpUBaEMO pe/laryBaHHs MOJITUKH Ta MepexoauMo 3a nuisixom Computer
Configuration > Administrative Templates > Windows Components > Remote Desktop
Services > Remote Desktop Session Host > Connections. TyT Mu mMoxkeMo MOOaYUTH
npaBwio "Allow users to connect remotely using Remote Desktop Services", sike mu

nepeBoauMo B craryc "Enabled" (puc. 3.11).

=] — o
Player ~ (==}
IE9
ﬁf File Action View Window Help -8
e nE RE|XalBm
15 Group Policy Mar 1= —
~ A\ Forest: Vosko <=/
v 5 Domains| File Action View Help
v &4 Vosko == —
L RN (NENE 7 Ho 4 o
3D | Microsoft
v 5 6 * Microsoft & Allow users to connect remotely by using Remote Desktop Services a X
7 NetMeetir
5 “| OneDrive [} Allow users to connect remotely by using Remote Desktop Services Previous Setting Next Seting
I ~ Online Ass
¥ W 1 00BE O Not Configured ~ Comment
st 7 Portable C
A Sites | Presentati ® Enzbled
i gmup ED a2 Eush T \; @ T
) Group Pol ~ [ Remote D .
D Lic Supported o [ At jeast Windows Server 2003 operating systerns or Windows XP Professional
| Remot
~ ] Remot
Ap Options: Help:
7 Co
Der This policy setting allows you to configure remote access to
= Lic computers by using Remote Desktop Services.
2 Pri f you enable this policy setting, users who are members of the
1 Pre Remote Desktop Users group on the target computer can
5 RD connect remotely to the target computer by using Remote.
% Rer Desktop Services.
= i“ If you disable this policy setting, users cannot connect remotely
- >es to the target computer by using Remote Desktop Services. The
J Ter, target computer will maintain any current connections, but will
< T, not accept any new inceming connections.
12 setting(s) fyou de not configure this policy setting, Remote Desktop
Services uses the Remote Desktop setting en the target computer
to determine whether the remote connection s allowed. This
setting is found on the Remote tab in the System properties
sheet. By default, remote connections are not allowed

H £ Type here to search

Puc. 3.11 VYBimMxuenns npaswmia Allow users to connect remotely
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VY cycigapoMy po3niii "Security" Bumukaemo omilito "Require user authentication

for remote connections by using Network Level Authentications" (puc. 3.12).

R
Y
Player ~ 50O
&
g File Action View Window Help
P
! =

13 Group

|
o | Previous setting

O NotConfigured ~ Comment:
O Enabled

(®) Disabled
Supported on:

Options:

v 4 Fol ] Require user authentication for remote connections by using Network Level Authentication

- o

At least Windows Vista

Help:

T

This policy setting allows you to specify whether to require user
authentication for remete connections to the RD Session Host
server by using Network Level Authentication. This policy setting
enhances security by requiring that user authentication occur
carlier in the remote connection process.

If you enable this policy setting, only client computers that
support Network Level Authentication can connect to the RD
Session Host server.

To determine whether a client computer supperts Network Level
Authentication, start Remote Desktop Connection on the client
computer, click the icon in the upper-left corner of the Remote
Desktop Connection dialog box, and then click About. In the
About Remote Desktop Connection dizlog box, look for the
phrase Network Level Authentication supported.

If you disable this policy setting, Network Level Authentication is
not required for user authentication before allowing remote
connections to the RN Sescion Hoct senver. Ad

oK Cancel

ﬂ £ Type here to search

Puc. 3.12 Bumkuenns npaBuia Require user authentication for remote connections

State
Not configured
Not configured
Not configured
Not configured
Not configured

Not configured
Disabled

fon/Workstations

Jam moBepraemoch Hazan, y Windows Settings > Security Settings > Windows

Firewall Settings 3axonumo B "Inbound Rules" Ta cTBoproemo HOBe paBUIO HA OCHOBI

mabiony "Remote Desktop", no3Bossitoun miakmouenns (puc. 3.13, puc. 3.14).

Lo
1
Player ~ (==}
]
ﬁ' File Action View Window Help
e nE RE|XalBm
15 Group Policy Mar @
~ A\ Forest: Vosko <=/
v (g Domains| File Action View He RuleType
v # VU'SEE; | 71 = | [ Sectthetpe dificualnieto create
= D 7| Software Sett Steps:
v [5 6q ~ [ WindowsSet - o T What type of rule would you like to create?
5 5| Name Rel
E [ Scripts (5| @ Predsfined Rules
[E v G SecurityS@ Adion O Program
& Wi i Accor Rule that controls connections for a program.
3 st 3 tocal
@ Sites i Event O Port
2 Group Po A Restr Fiule that controls connections for a TCP or UDP pot
2 Group Po A Syster ® Predefined:
a ?Tg':' Remots Deskiop
3 Fule that controls connections for a Windows expenence.
i Wired
5 Wind( O Custom
v @ w Custom e
=
=
LY
7 Netw(
Zaf Wirele
| Public
| Softw
| Applit
&, 1P Sec
< Back
TRIS GPUTE INKEd 10 the TOIowWing WMTTIEr

H £ Type here to search

Puc. 3.13 Bu6ip ma6nony Remote Desktop juist BXiTHUX TIKITFOYEHb

Next >

- o

Cancel
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L]
a
Player + 5 0O
IE4
| File Action View Window Help - |
e nEBE (X6 Be
U5, Group Policy Ma—— @ New Inbound Rule Wizard ®
v 44 Forest: Vosko =
~ [ Domains| File Action View H¢ Action
> i Vosko > = = Specfy the action to be taken wh ction matches the condt fied in the
,’De@g‘)‘ 21 Ji7l| 2 | [ Specty the actionto e taken when a conncetion matches the condilons specid i the e -
51 D 7| Software Seti Sieps:
v (& G v [ Windows Set - e What action should be taken when a connection matches the specfied canditions? ]
“ Name Re| !
& ) Serpts (5@ Predefinzd Rules ® Alow the cormedtion
= v B Security 3o Action This includes connections that are protected with [Psec as wel s those are ot
3 W 5 Acco
3 st 4 Local O Allow the connection if it is secure
i Sites. i Event ‘This includes only connections that have been authenticated by using IPsec. Connections
% Group Pa A Restii vvaH‘be s:cured using the settings in |Psc properties and rules in the Connection Securty
- uie node.
& Group Po A Syste
7 Regisf i
# File 5 —
o Wired O Block the connection
v [ Wind —
v
=
=
Y
| Netwy
St Wirel
| Publi
| Softw
| Appli
B, 1P Se —
. .
<EBack Cancel —
TR U TRET 0 T TOTOWIng WITTTer
H <none> ~ Open

ﬂ P Type here to search i = . A s

Puc. 3.14 Haganns 103B0oITy MiJIKJIFOYEHHS Ha OCHOBI 1abnony RDP

JlonaTkoBO /10 HAJIAIITYBAHHS BIAAAJICHOTO MMIIKIIOUCHHS BaXXKJIMBO HAJIAINTyBaTH
Network Discovery, OCKUJIbKM KOMIT'IOTEp 3apa3 MpPOCTO HE HaJae JaHi Mpo cede y
Mepexi. s 1Iboro s CTBOPUB HOBY IMOJIITUKY 3 HAaCTyNHOO Ha3Borwo - "Enable Network

Discovery" (puc. 3.15).

5 File Action View Window Help -

s a@molEHm

|2, Group Pelicy Management Group Policy Objects in Voskolup.Organization
v 44 Forest: Voskolup.Organization Conterts Delegation
~ |55 Domains -
~ 24 Voskolup.Organization Name GPO Status WM Fiter Modfied Oner
s Default Domain Policy [ Mlow RDP Enabled None 5/4/2024 72359 .. Domain Admins
v (2] Domain Controllers =/ Defaut Domain Contrallers P...  Enabled Nane 5/4/2024 1:22:44 .. Domain Admins
s/ Default Domain Controllers Policy =/ Default Domain Folicy Enabled None 5/4/2024 1:26:42 .. Domain Admins
v (5] Workstations
s/ Allow RDP
v 1 Group Policy Objects
1] Allow RDP
|=] Default Domain Controllers Policy | New GPO X

|=] Default Domain Policy

% WMI Filters
) Starter GPOs
[ Sites
58 Group Policy Modeling
% Group Policy Results

Name:

Enable Network Discowery

Source Starter GPO.
{none)

Cancel

ﬂ pel Type here to search
T

Puc. 3.15 CrBopenns nomituku Enable Network Discovery
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Hami, s mepeimoB y Windows Settings > Security Settings > Windows Firewall

Settings 1 yBiiimoB y "Inbound Rules". Tam st cTBoprB HOBE IpaBUJIO HA OCHOBI MIA0IOHY

"File and Printer Sharing", Bubpap tineku File and Printer Sharing (Echo Request -

ICMPv4-In), Ta mo3BoiuB migkiodeHHs (puc. 3.16).

I File Action View Window Help
ey | rnmXc|HE

File Action View Help

ﬂ P Type here to search

W New Inbound Rule Wizard

- p| Predefined Rules

Select the s to be areated for this experience.

Steps:

® Ruie Type Which s would you like to create?
 Predefined Rules

The following rules

e existing rule wil be over

Rules:

a e define network connectivity requirements for the selected predefined group.
Rules that are checked will be created. If a e aeady exists and is checked, the contents of
@ Action the rwiitten

Name Rule Exist Profie
[ File and Printer Sharing (LLMNR-UDP-n) Mo Al

e and Pinter Sharing (NB-Datagram-in) No Al

ie and Prnter Sharing (Echo Request - ICMPv6n)  No Al

SMB-) No Al
Echo Request - ICMPvA1n) Mo
O F NB-Session-In) No
] Fie and Prnter Shaiing (Spooler Service - RPC-EPM... Mo Al
[ File and Prnter Sharing (NE-Name-In) Mo Al
[ Fie and Prnter Sharing (Spooler Service - RPC) No Al
< >
<Back Newt > Cancel

Puc. 3.16 YBimxHenns npasuia File and Printer Sharing

[Topyu, y posmim "Outbound Rules", s TakoX CTBOPHUB IpaBUIO HAa OCHOBI

mabsony "Network Discovery" Ta 103BOiMB migKIIO4EHHs 11s1 Beboro (puc. 3.17, puc.

3.18).

Puc. 3.17 Buxopucranus mabnony Network Discovery B BUXiTHUX MiIKIFOUEHHSIX

& File Action View Window Help

|

= Greup
' 2 Fo| Rule Type

Steps:

 Ruie Type

@ Predefined Rukes
@ Action

i New Outbound Rule Wizard

- (24 Select the type of frewal e to create.

What type of e wouid you ke to create?

Rule that controls connections for a program.
O Port
Rue that contrals connzctions for a TCP or UDP port
® Predefined
Network Discovery
Rule that controls connections for a Windons experience

© Custom
Custom nule.

Enabled  Actior|

lon/Workstations

This GPO is linked to the following WM fiter:
<one> ~

ﬂ AR Type here to search

842 AM

* 5/472024
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Ly - o
Plyer | |l - & D)

& File Action View Window Help

)
= #FE X6 H @
& Group Polic]
~ A ForestV)
v [ Dom File Action View Help
vEVesd| 25 = Hm
~ (3 L5/ Enable Network Discovery [[ » || Name Group Profile  Emabled  Actior]
v B Computer Configuration || ey \etuyork Discovery (WSD-Out) Network Discovery Al Ves Allow
v g v [ Polices £ Network Discovery (SSDP-Out) Network Discovery Al Ves Allow
= f;:‘;’:;iﬁl"ng; € Network Discovery (WSD Events-Out) Network Discovery Al Ves Allow [P/Workstations
" | Narme Resoluy || 9 Netwerk Discavery (Pub WSD-Out) Network Discovery Al Yes Allow
4 - Scripts (Startu 0 Network Discovery (LLMNR-UDP-Out) Network Discovery All Yes Allow
« B3 Securly Setir 1 Network Discovery (WSD EventsSecure-O... Network Discovery All Yes Allow
55 Accountp || 9 Network Discovery (UPrPHost-Our) Network Discovery Al Ves Allow
3 Local Polic || @ Network Discovery (NB-Name-Out) Network Discovery Al Ves Allow
3 Eventlog || @ Network Discovery (NB-Datagram-Out)  Network Discovery Al Yes Allow >
A Restricted || 9 Network Discovery (UPnP-Out) Network Discovery Al Yes [ —
1 4 System e
@ Sites, 3 Registry
5 Grou 7 File Systen
= Grou 4 Wired Net.
= v [] Windows |
v @ Windo
S Inb
5 0u
M Co
| Network L
af Wireless N
| Public Key ,
< o > <

‘ ‘This GPO e linked to the following WM fier:

<one> ~ Open

ﬂ AR Type here to search

Puc. 3.18 Bikao Windows Firewall 3 ciuckoM 103BONIEHHX BUXIIHUAX IMAKIIOYEHD

Temnep, Koau HaJIAIMITOBAHO HEOOX1AHI MOTITUKY JIJIS KITEHTCHKUX MaIlluH, MOYKHA
NpUB's3aTH 11 MOJMITUKKM A0 rpynoBoi oauHuil "Workstation". Ile m03BOIHUTH
aBTOMATUYHO 3aCTOCOBYBATH Il HAJAIMITYBAHHS J0 BCIX KOMITHOTEPIB y Iii TPYIIL.

[licns npuB'A3KM MOMITUK 3pOOJEHO NTPUMYCOBE OHOBIIEHHS TMOJITHUK Ha
KIIIEHTCHKIA MaIllMHI, BUKOPUCTOBYIouM KoMaunay 'gpupdate /force" (puc. 3.19). Lli
MOJITUKA MOXYTh oHOBUTHCS Ha [TK camocTiitHO, 3a3B14aii OHOBJICHHS 171¢ OJIUH pa3 Ha

15 xBunmH abo micis nepe3aBantaxeHHs [1K.

=3 - o
Pyer ~ | |l - & O

& Ssettings

Administrator System > Remote Desktop

Local Account.

Some settings are managed by your organization

Find a setting

5 Remote Deskiop
Cannect to and use this PC from ancther device using the Remote Desktop app

| B system

€ Bluetooth & devices (il

vice

W Network & internet
Remote Desktop users
Salect whn can rametel acrass this BC

o]
P - - (<]

O B9 administrator: WindowsPowt X+ - 0 X

@ Windows Terminal can be set as the default terminal application in your settings. Open Settings X

Windows Powershell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest Powershell for new features and improvements! https://aka.ms/PSWindows

ps C:\Users\Administrator> gpupdate /force
Updating policy. ..

Computer Policy update has completed successfully.
User Policy update has completed successfully.

PS C:\Users\Administrator> |

B Qs T Y NPT

5/4/2024 =

Puc. 3.19 IlpumycoBe OHOBJICHHS MOITHK
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Termep mepeBipuMoO, YW 3acToCyBajduch HajamrTyBaHHa RDP, a takox um €
MOXKJIMBICTh MIAKIIOUATHCH 3a JOMOMOTOIO BiajmajeHoro pobodoro croiy. lle moxHa
3pOOUTH NUIAXOM CIPOOU MIAKIIOYEHHS 10 KoMIT'IoTepa 3a gornomororo RDP. Sk moxHa

no0aunTy Ha cKpiHmoTax — Bce mparrroe (puc. 3.20, puc. 3.21).

Recycle Bin

% Remote Desktop Connectior -
Remote Desktop
»<) Connection

MININT-LINIKS6

Username:  VOSKOLUP\Administrator

You will be asked for credentials when you connect.
Windows Security X

@ Show Optio Enter your credentials

These credentials will be used to connect to MININT-L1NIKS6.

VOSKOLUP\Administrator

D Remember me

More choices

MININT-LTNIKSE

& Settings

. Administrator System > About

@  Administrator@Voskolup.Organizati...

MININT-LINIKS6 Rename this PC

Find a setting Q VMware20,1
| B8 system @  Device specifications Copy o~
e Bluetooth & devices
Device name
Network & internet MININT-LINIKS6

Full device name
MININT-LINIKS6.Voskolup.Organization

v
/ Personalization
i

Apps Processor

Intel(R) Xeon(R) CPU E5-2650 v2 @ 2.60GHz 2.60 GHz
; Accounts (2 processors)
Installed RAM
3 Time & language
400GB
8 Gaming Device ID
& B49BE6DI-083A-44B8-9E50-CDS9783E2EBE
K Accessibility Product ID

- . 00329-20000-00001-AA937
\; Privacy & security
System type

@ Windows Update 64-bit operating system, x64-based processor

i B Qs L e EC@R ~oTwNg

Puc. 3.21 Pexum BimgganeHoro makirodesas mo RDP
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[Ticns ycminmHOTro HalATyBaHHS BIAIAJICHOTO MIAKIIOYEHHS 3a JornoMoroio RDP,
MU MEPEXOAUMO JI0 HAJIAITYBAHHS MPOTPaMU JOMOMOTH BIIAJIEHOIO JOCTYIy (msra).
Jlng uporo Ha cepBepHOMY KOMITIOTEpl MM jAoaaeMo (yHKUIT mijg Ha3Boro "Remote

Assistance" (puc. 3.22).

DESTINATION SERVER
I Loaals|  Select features Deplyservr oskols.Organistion

& Al sen
i§l AD DS
& DNS
ii File an
B1 WDs

Select one or more features to install on the selected server.

Features Description

| Microsoft Defender Antivirus (Installed) Remote Assistance enables you (or a
[] Multipath /O support person) to help users with

[J Peer Name Resolution Protocol
[ Quality Windows Audio Video Experience .
[ RAS Connection Manager Administration Kit (CM£
] Remote Differential Compression Hide
I ] Remote Server Administration Tools (5 of 43 instal
[] RPC over HTTP Proxy
[] Setup and Boot Event Collection
[ simple TCP/IP Services
i+ [ SME 1.0/CIFS File Sharing Support
[J SME Bandwidth Limit
[ SMTP Server
v O] SNMP Service
[ Storage Migration Service

< Previous Next > nstal Cancel

Performance Performance

BPA results BPA results

) %35 AM
ﬂ £ Type here to search t = 2 A B g B

Puc. 3.22 JlonaBanns ¢ynkiiii Remote Assistance Ha cepBepHy MaIIHHY

Hami, y penakropi rpynoBUX IOJITHK CTBOPIOEMO HOBY TOJITHKY, S Ha3BaB il
"Allow Remote Assistance".

VY penakropi momiTuk mnepexoguMo 3a nurixom Windows Settings > Security
Settings > Windows Firewall Settings ta y Inbound Rules cTBoproemo mpaBuiio, mboro
pazy mabnoHa He Oyze, TOMy Y MaicTpi CTBOpEeHHs IpaBuil Bubuparo Port 1 Hatuckaro
"Next", Bka3yto nporokon TCP mmst mopty 135, y HacTymHOMY pO3Miii TO3BOJISTIO BCl
nigkmodeHHs Hatuckatouu Allow the connection (puc. 3.23). 3a 3aMOBYyBaHHSIM BCI
BKa3aHl IMpaBuja BUKOPUCTOBYIOTHCS NJISl BCIX THUIIIB MEPEX, ajle AKIIO MOTPiOHO, TO

MO>XKHA 3aiTH Y BIACTUBOCTI TIPaBUJI, TUIBKH JIJIsi JOMEHHOI Ta MIPUBATHUX MEPEK.



9:46 AM

-

L=
£l
Player ~ 5 O
&
(& File Action View Window Help _s
e nm Xl BE
& Group{
v A For|
o5 Fle Adion View Hep
vies| 2 g
~ Name
v i
Speciy the name and descrition of this e
rization, Workstations
., Steps:
® Rule Type
@ Protacol and Parts
® Action
@ Prfle e
Alow Port 135 - Remote Assistance
@ Name >
Description {optionl) "
B
i
<
[
<Back Cancel
ﬂ A Type here to search t s A E

-
Show hidden icons B3 g|

Puc. 3.23 BcraHoBneHHs MpaBuiia Ha MiIKIIOYEHHs 110 135 mopty
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Taxox, y Computer Configuration > Policies > Administrative Templates > System

> Remote Assistance, y mpaBuii "Configure Offer Remote Assistance", no3Bossiemo

T IKITFOYEHHS U1 KOPUCTYBadiB piBHSA aaMiHicTparopa (puc. 3.24).

5L File  Action  View Window Help

Allow helpers to remotely control the computer

Helpers:

Helpers

(Unsolicited) Remote Assistance on this computer.

If you enable this policy sefting, users on this computer can get
help from their corporate technical support staff using Offer
(Unsolicited) Remeote Assistance.

Value

(SRl Vo5l Organization'\Domain Admins

H AL Type here to search

Puc. 3.24 BcranoBineHHs JO3BOJTY Ha MiAKIIOYEHHS JIJIsl TPYIU aIMiHICTPaTopiB

= | 8 Configne Ot R
& Group
v ﬁ Fol Ej Configure Offer Remote Assistance Brevious Setting
v X
v I g
O Not Configured ~ COMMeENt:
@® Enabled
O Disabled
Supported on: [ At |east Windows Server 2003 operating systems or Windaws XP Professional
Options: Help:
Permit remote control of this computer: This policy setting allows you te turn on or turn off Offer ~

| this computer cannot
Support staff using Offer

1g, users on this
\rporate technical support
{ssistance.

e two ways to allow
Wllow helpers to only
} remotely centrol the
Jlicy setting, you also
nat are allowed to offer

v

Cancel

Apply
———

_&
——
flons N Workstations
N
N
Ne
Ne
Ne
| >
—
>
[
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[Ticns nporo Mu MpuUB'A3yEMO MpaBWIO A TpymnoBoi ogunuii "Workstations",
OHOBJIFOEMO HAJIAIITYBAHHS HA KIIEHTCHKIM MAaIllMHI 1 MEPEeBIPSIEMO MOKIMUBICTD
nigkimodeHHs (puc. 3.25). Sk MokHa MOOAYUTH MO CKPIHIIOTaM, MIAKIIOUEHHS TPAIioe

ycmimHo (puc. 3.26).

5 O mbhe® KEES -6, %

Puc. 3.26 Ycmimne minkimoueHas mo MSRA

3.3 KepyBaHHs1 nporpaMHuM 3a0e3ne4eHHsIM HA KiIieHTcbkomy TTK

Temnep, KoM yCIIIIHO HANAITOBAHO BiJJIajieHE T AKIIOYCHHSI, MOYKHA PO3ITISTHY TH
MIPOIIEC PO3TOPTaHHS JOAATKOBOT MPOTPaMK Ha KOMIT'TOTEPH Yepe3 TPYTIOBI O THKH.
Crnouarky Ha cepBepHiii MamuHi Oyau cTBopeHi nanku Share/Install, a qoctym 1o

HUX OyJI0 HaJJaHO Yepe3 Mepexy sl BCIX Ha yuTaHHA (puc. 3.27).
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Heme  Share  View

~ 4 % > ThisPC > Local Disk (C)
~  Name Size
 Quickaccess
Woeiop  # DeploymentShare
Perflogs

+ Downloads  # Program Files s >
[£] Documents Program Files (x36) X
&) Pictures Remotelnstall 2 Network access

8in Share

Boot Users X

Choose people on your netwark to share with
Control Windows
Typea name and then click Add, or dlick the amow to find someene.
O This PC P

8 3D Objects
[ Desktop ‘ e Add
5 Documents Name Permission Level
& Downloads 2 Administrator Read/Write ¥
B Music 52 Administrators Owner
=) Pictures B Everyor Read
B videos
e Local Disk (C:)
o DVD Drive (D)

Puc. 3.27 Haganus MmepexeBoro J0CTyITy 10 manku Share

Ax mpukian nporpamu - s B3siB Microsoft Teams y ¢popmari msi, 3aBaHTaXUBIIN
HOTO 10 HEIIOAABHO CTBOPEHOI MaIlKU.

[Totim Oyno CTBOpEHO HOBY MOJITHKY B MEHEKEP1 MOJITUK i Ha3Boto "Deploy
Teams". ¥ penakropi momituk mu nepednnim 3a muisixom Computer Configuration >
Polices > Software Settings, BuOpanu omirito BcranoBiaeHHs [13 Ta Bkazanu MepexeBuit
HUIAX hi () HaIIoro Gaiiny, y MOEMY BUIAJIKY -

WDEPLOYSERVER\Share\Install\Teams_windows_x64.msi (puc. 3.28, puc. 3.29).

(& Group Polic ent X
| File  Action Window  Help r
| zEXE]
(B GrowpPoliq oo — O x
~ 4 Forest:V|
v (34 Dom File Action View Help
vE'esd a@EECEIHBE i
+ 3 [ Install Teams [DEPLOYSERVERV] | Name Version Deployment st... _Source [
v & Computer Configuration 7 Open X
V@ v Polices
~ [ Software Settings ktations
al
Organize =
. B 3DObjects A Name "
I Desktop 13 Teams_windows x64 5/472024 10:06 A
[ Documents N
3 Downloads
D Music
(&) Pictures
=) [ Videos
1
T Sites %, Local Disk (C:)
5 Grou i DVD Drive (D) !

ol DVD Drive (D:) S5¢

¥ Network

v < >

. pE———
g >

This GPU s linked to the following W filter:
<none> e Open
' 10:25 AM
ﬂ AR Type here to search i ~ B s T 5

Puc. 3.28 BkazaHHs Mepex)eBOTO MUIIXY JI0 iHCTAISITOpa


file://///DEPLOYSERVER/Share/Install/Teams_windows_x64.msi
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BaxxnuBo 3a3naunTy, 1110 BUOIp (ailinry yepes NpoBiTHUK 0e3 BKa3aHHS MEPEKEBOTO

HUIAXY HE IPU3BEJE O HIYOTO, 1 pEAaKTOp JOAATKOBO IMONEPEIUTD, IO CTaIACs IIOMUIIKA.

g File Action View Window Help

o | nE Xdl B

v (5 Dom File Action View Help
vEVes nmE G B

E| (=l Install Teams [DEPLOYSERVER.V|
o er

Name

Version  Deployment st.. Source
[ Teams Machine-Wide ... Assigned \\DEPLOYSERVER\Share\lnstall\Teams_windows...

[on/Workstations

1
i Sites.
W Grou

This GPO is linked to the following WM| fiker:
<none>

10:25 AM
s = 5/4/2024 E1

Puc. 3.29 Bikno 3 nporpamamu, 1110 moBHHHI OyTH 1HCTAJIbOBaH1

[Ticns bOTO 3HOBY MPHB'SI3aHO MOJITUKY A0 TpynoBoi ogunwmili "Workstations" ta

KJIIEHTCHKUM KOMI'TOTep OYyJIO BIAMPaBIEHO Ha nepe3aBaHTaxeHHs. [1icis 3aBaHTaKeHHS

ofpa3y 3’SIBUJIOCH BiTaHHS Teams, 10 CBIAYHUTH MPO ycrinrHe po3ropranns (puc. 3.30).

Welcome to Microsoft Teams!

Chat and collaborate with coworkers using your work or school account.
Switch Teams app to sign in using a Microsoft accoun

Join meeting

Get Microsoft Teams for my small business | Join a meeting with an ID

BB Q search

(]

L e E-CBo @

10:28 AM
~ o 5024 B

Puc. 3.30 Bikno Bitanus Teams Ha kiieHTcbkomy 1K
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[Ilo6 BuAamuTH mporpamy, MOKHA CKOPUCTATHCS TI€IO K TPyHOBOIO MOJITHKOIO,
BruOpaBmm omiiro BuaaieHHs Ha Beix 1K (puc. 3.31), ae Bona Oyna BcTaHOBJICHA, 100
NPUIIBUALINTY TPOIEC 3HOBY IEpE3aBaHTAKYIO0 KOMIT'IOTEp Ta MEPEBipsl0 HasBHICTDH

nporpamu (puc. 3.32).

ﬁf File Action View Window Help - &
e nFE XE HE

|3, Group Polic] -
v & Forest V|
[ Dom File Action View Help

viales nEBEGE HE

« o S/ Install Teams [DEPLOYSERVERV|| Name Version Deploymentst.. Source
~ i Computer Configuration || B, Machine-Wide .. 17 Assigned \\DEPLOVSERVER\Share\Install\Te...
o d v 7 Policies
v 7] Software Settings kon/Workstations
Software installat
% Windows Settings
% Administrative Temp!
v | Preferences
~ 4 User Configuration Select removal method
| Policies
S peeferences ® Imnedinsyunnsal the sl o uses and 5
—
() Mllow users to continue to use the software, but prevent
new instalaions
oK Cancel
b
{ Sites
i Grou
% Grou
< >

This GPO is linked to the following WMI fiter.

<mone> v Open

] \ o 1E29AM
ﬂ £ Type here to search = ] S R g0 8]

Puc. 3.31 Bunanenns I[13 Teams uepe3 momiTuku

Kg - 0
Payer v || ~ & O =2
')
|
i
\ Q
All apps < Back
M
I~
0
O  vediarpiayer
€  vicosoftedge
E&  microsoft News
B vicosoftstore
4 Microsoft To Do
B voisat
N
&  Notepad
o
&  Administrator 0}
Show hidden icons
] S ~ - = 1031 AM
mm Q Search e 2 [H = é a A~ QD S B

Puc. 3.32 [lemoncrparis BiacyTHocTi [13 Teams Ha kimienTchrkomy 1K



BUCHOBKH

Byno posmisiHyTO Tpoliec CTBOPEHHS Ta HaJANITYBaHHS 1HPPACTPYyKTypH
BIpTyaJii3allii Ta aBTOMATU30BAHOTO PO3TOPTAHHS ONEPALIMHUX CUCTEM Ta MPOTrPaMHOTO
3a0e3MeyeHHsl 3a JIOTOMOTOI0 PI3HUX I1HCTPYMEHTIB, 30kpemMa VMware Workstation,
Windows Deployment Services (WDS), Microsoft Deployment Toolkit (MDT), a Takox
rpynoBux noiiTuk Active Directory.

binbiiicTe IHCTPYMEHTIB MOKHA BUKOPHUCTOBYBATHM HAaNpsIMy BCTAHOBMBIIM iX 3
Server Manager, mo mnocradaetbcsi B Windows Server 2022 Standard Evaluation
(Desktop Experience), poboTa mpofoBXKuiIacsd HaJalITyBaHHSIM CEpPBEPHHUX pOJIEH,
BCTAHOBJICHHSIM Ta KOH(IrypyBaHHSIM cloy»x0, Takux sik Active Directory, DNS, ta
Windows Deployment Services.

3a nonomororo Microsoft Deployment Toolkit Gyiio aBToMarn30BaHO PO3ropTaHHS
omnepamiiHuX CHUCTeM Ta JOAAaTKOBOIO MPOTPAMHOTO 3a0€3MEYEHHsS] Ha KJIIE€HTCHKI
MarHu. Jo1aTkoBo OyJio HAJIAIITOBAHO P13HI ACMIEKTH BIAAJICHOTO YIIPABIiHHS, TaKl K
Bianenuit podounii ctin (RDP) Ta momomora BijaneHoro n0octymy (msra), a TaKox
HaJIAIITOBAHO TMpaBUiIa MEPEXKEBOT0 (haepBOITy s 3a0e3MeueHHs Oe3MeKH.

3aBepiajJbHUM €TanoM OyJ0 pO3ropTaHHS JOJAATKOBUX MpPOrpaM Ha KIIE€HTCHKI
MaIllMHU 4Yepe3 TPYMOBI MOJITHKH, 30Kpema 3a mnomomororo Microsoft Teams. Ile
JIO3BOJIMJIO  CTBOPUTH  TOBHICTIO  aBTOMarTU30BaHy  CHCTEMY  YIIPaBJIIHHS
1H(GPACTPYKTYPOIO Ta MPOrPaMHUM 3a0€3MEUEHHSIM Y KOPIIOPATUBHOMY CEPEIOBHILLL.

BaxnuBo Takok 3a3HAuUMTH, IO CHUCTeMa Moxe OyTh MmoaudikoBaHa s

OTpUMaHHS OLIBIIOT KIJTBKOCTI MOXKIMBOCTEHN 711 KEPyBaHHS KJIIEHTCHKMMH CHCTEMaMH.



INEPEJIIK IOCUJIAHDb

. Server Manager [Enexrponnuii pecypc] / Microsoft Learn - Pexxum nmocrymy:

https://learn.microsoft.com/en-us/windows-server/administration/server-

manager/ Server-manager

. Using the Microsoft Deployment Toolkit [ Enekrponnuii pecypc] / Microsoft Learn

- Pexxum noctymny: https://learn.microsoft.com/en-us/mem/configmgr/mdt/use-the-

mdt
. Working with the Administrative Template policy settings using the Local Group
Policy Editor [Enexrponnmii pecypc] / Microsoft Learn - Pexum noctymy:

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-

server-2012-r2-and-2012/dn789184(v=ws.11)

. Windows Deployment Services Overview Manager [Enexrponnuii pecypc] /

Microsoft Learn - Pexxum nocrtymy: https://learn.microsoft.com/en-us/previous-

versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831764(v=ws.11)

. Download VMware Workstation Player [Enexkrponnuii pecypc] / VMware by

Broadcom. - Pexxum noctymy: https:/www.vmware.com/products/workstation-

playver/workstation-player-evaluation.html

. Windows Server 2022 download [Enexkrponnuii pecypc] / Microsoft Evaluation

Center - Pexxum nocrtymy: https://www.microsoft.com/en-us/evalcenter/download-

windows-server-2022

. Microsoft Deployment Toolkit [EnexTrponnuii pecypc] / Microsoft Download
Center - Pexum NOCTYIY: https://www.microsoft.com/en-

us/download/details.aspx?1d=54259

. Download and install the Windows ADK [ Enekrponnuii pecypc] / Microsoft Learn

- Pexum pocrymy: https://learn.microsoft.com/en-us/windows-hardware/get-

started/adk-install

. Windows 11 Enterprise download [Enextponnuii pecypc] / Microsoft Evaluation

Center - Pexxum noctymy: https://www.microsoft.com/en-us/evalcenter/download-

windows-11-enterprise



https://learn.microsoft.com/en-us/windows-server/administration/server-manager/server-manager
https://learn.microsoft.com/en-us/windows-server/administration/server-manager/server-manager
https://learn.microsoft.com/en-us/mem/configmgr/mdt/use-the-mdt
https://learn.microsoft.com/en-us/mem/configmgr/mdt/use-the-mdt
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn789184(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn789184(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831764(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831764(v=ws.11)
https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
https://www.microsoft.com/en-us/evalcenter/download-windows-server-2022
https://www.microsoft.com/en-us/evalcenter/download-windows-server-2022
https://www.microsoft.com/en-us/download/details.aspx?id=54259
https://www.microsoft.com/en-us/download/details.aspx?id=54259
https://learn.microsoft.com/en-us/windows-hardware/get-started/adk-install
https://learn.microsoft.com/en-us/windows-hardware/get-started/adk-install
https://www.microsoft.com/en-us/evalcenter/download-windows-11-enterprise
https://www.microsoft.com/en-us/evalcenter/download-windows-11-enterprise

10.Bulk install classic Teams using Windows Installer (MSI) [ EnexTponnmii pecypc]

/ Microsoft Learn - Pexum nocrymy: https://learn.microsoft.com/en-

us/microsoftteams/msi-deployment

11. Download 7-Zip [Enexrponnuii pecypc] / 7-ZIP - Pexum goctymy:

https://www.7-zip.org/download.html



https://learn.microsoft.com/en-us/microsoftteams/msi-deployment
https://learn.microsoft.com/en-us/microsoftteams/msi-deployment
https://www.7-zip.org/download.html

JTEP)KABHUM YHIBEPCUTET
THOOPMAININHO-KOMYHIKANIMHUX TEXHOJIOTI'TA

[Ipe3eHrainis
10 KBaJd1(h1KaIIMHOI pOoOOTH Ha 3J00yTTS OCBITHBOTO CTYIICHS OaKangaBpa
Ha TEMY: « YIIPABJiHHA KOPIMOPATUBHOIO iIHPPACTPYKTYPOIO B
cepenoBuili Windows: BUKOPUCTAHHS JOMEHHUX (PYHKIIN 115
ONTUMI3alIl PO3rOPTAHHS TA HAJAIITYBAHHS TEXHIKNU»

BukonaB: 3100yBad BUIIIO1 OCBITH
rp. KH/I-41 €sren BOCKOJIVYII

Kepisauk: Mukona 'HIJIEHKO



Meta po0doTH,
00’ €KT Ta
peaMeT
AOCJIIIKCHHSA

* Meta po00OTH — BHBYCHHA METOAIB PO3TOPTAHHSA

omepalifiHUX CHCTEeM, pO3poOKa Ta  peaji3aiis
e(peKkTUBHOIO porecy aBTOMaTHU30BaHOTO
HaJIaIllITyBaHHS 1H(pacTpyKTYypHu MEPEKEBOTO
CEpelOBUINIA 3  BHUKOPHUCTAHHSIM  PI3HOMAHITHUX
IHCTPYMEHTIB.

IIpenmer  JHOCHIXAKEHHA —  IHCTPYMEHTH  JUIA
PO3TOpPTaHHS OIEpalIiHUX CHUCTEM, T'PYIIOB1 ITOJITHKH,
HaJlallITYBaHHS  BIAJAJICHOTO  JIOCTYIlY,  MPOIECU
aBTOMaTHu3allli y cdepi iIHpopMaliiiHUX TEXHOJIOTIH.

O0 ekT OOCHIIKEHHST —  TPOILECH aBTOMATH3AIlli
pO3TOpPTaHHSA Ta  HAJAIITYBaHHS  CEPBEPHUX  Ta
KIIIEHTCHKUX OIMEPAIIMHUX CUCTEM.



MeToau
PO3ropTaHHA

Pyune  posropranHs -  mepembadae

BCTAaHOBJICHHS OIEpaliiiHOi cuUcTeMU Ha
kokHOMY 11K 1HauB1AYyaNIBHO.

Lleit MmeTo BKIIOYAE:

Bceranosnenns OC 3 Hocis (Hanmpukiaji,
USB-nakonuuyBaua abo DVD).

HamamryBanus CUCTEMU Ta
BCTaHOBJICHHSI HEOOXI1JHUX JApailBepiB 1
IPOrPaMHOTO 3a0e3MeUeHHH.

Henomiku:

TpynoMiCTKICTh: moTpedye Oararo yacy
Ta 3yCHUJIb.

HemnocmmoBHICTh: MOXIIHMBI Bapiallii B
HanamTyBaHHX Mix [1K.

MacoBe po3ropraHHs 3a JOIOMOIOIO
Windows Deployment Services (WDS) -
dO3BOJISI€ OJHO4YAaCHO BCTaHOBJIKOBAaTu
omnepamiiHy  CHUCTEMY  Ha  BEJIUKY
kibkicThb [TK uepe3 mepexy.

OcHoBHI eTanu bOTO METOnY
BKITIOYAIOTh '

* HamamryBanus WDS-cepBepa.

« CrBopennss oopasie OC 1 ix
30epeKeHHs Ha cepBepi.

*  PosropranHs o0pa3iB Ha KJIIEHTCHKHUX
I[IK 4yepe3 mepexy 3a JIOMOMOTrOKO
PXE-3aBaHTa)keHHS.

ITepeBaru:

* EdexTuBHICTh. MIBUAKE OAHOYACHE
posropranns Ha Oararsox [1K.

e KOHCHUCTEHTHICTB. BCl IIK
OTPUMYIOTh OJHAKOBY KOHQIrypariiro
1 IporpaMHe 3a0e3IeUCHHS.

* ABromaru3zailis: MiHIMI3aIisl Py4HOT
poOOTH Ta MOXIJIMBICTH IUIAHYBaHHS
aBTOMaTHYHOTO PO3TOPTAHHS.



Onuc 0CHOBHOIO (PYHKIIOHAJY

Windows Deployment Services (WDS) 3abesneuye MepekeBe pO3ropTaHHS
onepamiiaux cucreM WIindows, no3poisioun BcranoBaoBatn OC Ha koMIT roTepu 0e3
BUKOPHCTAaHHA (PI3UNYHUX HOCIIB.

Group Policy Manager (GPM) kepye rpymoBHMH HOJNITHKaMU B aoMeHax Active
Directory, aBromMaru3yro4un yIopaBiIiHHS Ta KOH(GITyparito KOMITIOTEPIB 1 KOPHCTYBaviB.

Remote Desktop Protocol (RDP) mo3Bose BiggajieHe MiAKIIOYCHHS 10 KOMIT'IOTEPIB,
3a0€3I1eUyI0UH JTIOCTYII 0 pOOOYOro CTOJY Ta PECYpPCIB KOMITIOTEPA YEPE3 MEPEKY.

Microsoft Remote Assistance (MSRA) Hamgae MOXKIMBICTh JUCTAHIIIMHOI HIATPUMKH,
J03BOJISIOYM OJHOMY KOPHUCTYBauy 3alPOIIYBATH 1HIIOIO JJIS HAJaHHS JTOIIOMOIHU Yepes
CIUIBHUM JOCTYII 10 €KpaHa.



CepenoBuine BUKOPUCTAHHSA aBTOMATH30BAHOI CUCTEMH

VY pamkax iHppacTpykTypHu o(icy moBuHHA OyTH HasBHA JIokaibHa Mepexka (LAN), sika € KIIFOUOBHM €JIeMEHTOM
3a0€3MeUeHHs 3B'A3Ky MDK KOMITHOT€paMH, NPUHTEpAMHU Ta IHIIUMH MEPEKEBUMHU HpUCTposiMu B odici. Ils
Mepeka JI03BOJIIE CHUIBHMI JOCTyH JI0 pecypciB, OOMIH JaHUMU Ta 3a0e3nedyye KOMYHIKAIlI0 MK
CIIBpOOITHUKAMU.

B Mepexi MOoXyTh OyTH peani3oBaHl 3ax0Ju O€3IEKH, Takl SIK BUKOPUCTAHHS MapoJiiB, MUGPYBAHHS JaHUX,
daepBosl Ta IHIII METOAM 3aXUCTy IS 3a0e3medyeHHs] KOH(IACHIIMHOCTI Ta UUIICHOCTI 1H(OpMalii, 1o
MEPEIAEThCI UYepe3 MEPEKy, TOMY CIiJ 3a3majerimp po30JOKyBaTH IOPTH, SKi BuUKopuctoBye Microsoft
Deployment Toolkit, a came:

* TCP mopt 139 - ans noctyny 1o ¢aiaoBoro cepepa ado po3MNOJUICHOTO CXOBHIIA, JI€ 3HAXOIATHCS 00pas3u
omepamiiHuX CUCTEM Ta MPOrpam.

* TCP nopr 445 - aHanoriuHo, ajs 10cTyny Ao ¢aiiiaoBoro cepsepa ado CXOBHIIIA.
e TCP mopt 3389 - n14 BiggaaeHOTo JOCTYIY JI0 CEpBEPIB, Jie po3miiieHi 3acoou MDT.

Jlitst peaitizariii cepBEpHOro cepeoBuIla OyB BUKOPHUCTaHMI 00pa3 oneparliiiHoi cuctemu Windows Server 2022



IlinroroBka IIK-CepBepa

[TK-CepBep Oyi10 CTBOPEHO, a HA HEOMY
Windows Server 2022. [Ticas
BCTAHOBJICHHS OyJ10 3MIHEHO HOro iM's Ha
DeployServer nns BigoOpakeHHS HMOTO
OpHU3HAYECHHS B Mepexkl. Takox Oyau
3MIHEHI MEpEKEBI HaJalITyBaHHS 3
METOK HaJaHHs cepBepy crtarndHoi IP- .
agpecy, 3a0e3leuyroud CTaOlIbHY Ta - =
HaJIIHHY KOMYHIKAIIII0 Y MEpPEexKl. e —

.....




IlepBUHHI HAJAINTYBAHHS

Y Server Manager 6yno pogaHo Ta NEPBMHHO HanallTOBaHO HACTYMHiI
eNeMeHTU:

Active Directory (AD) - no3BONA€ HanawToByBaT Ta KepyBaTu OMeHaMu,
OopraHisauinHMMn oanHuuamMu, ob'ektaMm KOpPUCTyBadiB Ta rpynaMmm B
MepexXeBOMy cepenoBuLLL.

IHTerpauia DNS Server - possonde 3abe3neuntn polnoAdin Ta
nepeTBOpeHHA iMeH goMeHiB B IP-agpecu, o HeobxigHO AnA npaBUIbHOI
poboTn MepexkeBoro cepenoBuLLa.

Windows Deployment Services (WDS) - Hagae MOXIUBICTb PO3ropTaHHA
onepauinHmx cuctem Windows 4Jepe3 Mepexy. BoHa posBonse
BcTaHoBntoBatn Windows Ha 6arato KoMn'toTepiB  0O4HOYacHO 3
LLeHTpaniaoBaHoOro cepeepa.

Micna yboro 3 IHTepHeTy 6yno 3aBaHTa)XeHO Ta BCTAHOB/MEHO A404aTKOBI
KOMMOHEHTU:

Microsoft Deployment Toolkit (MDT) - iHCTpyMeHT ANnA aBTOMaTU30BaHOro
po3ropTaHHAa onepauinHmx cucteM Windows Ta 0oaaTKOBMX MporpamM Ha
KoMmn'totepax. BukopucrtoByetbca ona cTBOpeHHA obpasiB cucteMm Ta ix
pO3ropTaHHA Ha PIBHUX NPUCTPOAX.

Windows Assessment and Deployment Kit (ADK) - MicTUTb iHCTpYMEHTW Ansa
HanawTyBaHHA Ta aBToMaTm3auii po3roptaHHa Windows. Bkntovae 3acobu
ONA CTBOPEHHA iHcTanAuinHux obpasiB, Bignarog)XeHHsa Ta TecTyBaHHSA
onepauinHNUX CUCTEM.

Windows PE add-on for ADK - ue AoaaTtkoBU KOMMNOHEHT, AKUW 003BO/AE
BukopuctosyBatn Windows Preinstallation Environment (Windows PE) ansa
pO3ropTaHHsA Ta BigHOBMEHHA onepauinHux cuctem Windows. Windows PE
€ NerkoBaroBmM cepeoBuLLEM.
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HanamryBanusa WDS
Ta MDT

byno ckongiryposano cepsep y Windows Deployment Services
(WDS), sxwuii Y MaiiOyTHbOMY Oyne BHKOPUCTaHO Ui IMIOPTY
o0pa3y omepaiiitaoi cucremu. Cepep WDS namamToBanuii Takum
YUHOM, 00 3a0e3meuynTd €PEeKTUBHE PO3TOPTaHHS OMEpaIliiHuX
CHCTEM Uepe3 Mepexy, BUKopucToBytoun TexHomoriro PXE (Preboot
Execution Environment). Ileii cepBep craHe IIEHTpPaJIbHUM
CIIEMEHTOM JIJII PO3MOBCIOKCHHS 3aBaHTa)KyBaJbHUX OOpa3iB Ha
KJII€EHTChKI MAIlIUHH.

Y Microsoft Deployment Toolkit (MDT) Gyno ctBOpeHO HOBHH
Deployment Share, skwmii 30epirae Bci HeoOXximHi ¢aitim Ta
HaJIAIITyBaHHS JIJI pO3ropTaHHs orepaliiHux cuctem. Deployment
Share Mae MepeKeBe po3TallyBaHHS
\DEPLOY SERVER\DeploymentShare$, 110 JIO3BOIISIE
aZMIHICTPAaTOpaM 3pyYHO KepyBaTH Ta AOCTYMATUCS O PECYpCiB s
po3ropTaHHsi 3 Oymp-akoi Touku Mepexi. Ile  Mepexere
po3TaimlyBaHHa 3a0e3leuye IEHTpalTi30BaHE 30epiraHHs  BCIX
KOMIIOHEHTIB pO3TOpPTaHHs, BKJIIOYAOUM 0Opa3u omeparifiHux
CUCTEM, JpalBepH, CKPUIITH, a TaKOX KOHDIryparliiini daiiu.
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byno 3MOHTOBaHO Ta IMIIOPTOBAHO 0Opa3 oOmNepaliiiHOi CUCTEeMU
Windows 11 Enterprise. Lleii 006pa3 onepaiiiiHoi cucteMu OyB ITOAaHUH Y
MDT, mo6 3ab6e3neuntr MOXIHMBICTS po3ropranas Windows 11 Enterprise
Ha KIIEHTChKUX KOMIT'IoTepax y Mepexl. IIlpouec immopry oOpasy
BKJIIOYAB TEPEBIPKY CYMICHOCTI Ta BKa3aHHS IUISIXYy JO 3MOHTOBAHOTO
o0pasy.

ITicins iMIopTy omepalliiiHoi cucTeMH Oy/0 IMIIOPTOBAHO JI0JAaTOK 7-ZIp
1o MDT Deployment Share. ITix yac HajmamTyBaHHS IapaMeTpiB s /-
Zip, momarkoBo Oylla BKa3aHa KOMaHJa THXOIO BCTAHOBJIICHHS, SKa
JI03BOJISIE THCTAJIIOBATH IIporpaMmy Oe3 B3a€eMO/Ili 3 KOPUCTyBadeM, IO
3HQYHO  CHOPOINYE  aBTOMATH30BaHE  PO3TOPTaHHA  IPOTPAMHOTO
3a0€e31EeUeHHS.




CrBOpeHHd TA
HAJAIITYBAHHS
CIIEHAPII0

CrBopeHo creHapiii (task sequence), B sikomy
Oysla BUOpaHa paHille IMIIOPTOBaHa OIepalliiHa
cuctema Windows 11 Enterprise. V mpomy
CIleHapli TakoXX OyJl0 HaJlalToBaHO MPOodiLIb
KOpUCTyBaua Ta Mapoyib aJMIHICTparopa. Y
HanamryBanasx MDT Deployment Share 6ymo
BUMKHYTO TIATpUMKY tuiatopmu X86 (32-6ita),
mo 3abe3reuye po3ropraHHs Jdiie 64-01THHUX
CUCTEM, YBIMKHEHO (YHKIIIIO MOHITOPUHTY Ta
BHECEHO HACTYIHI npaBuia TUTSt
CustomSettings.ini Ta bootstrap.ini,
HaJalTyBaHHS SKUX MOXKHA TMMOOaYuTH Ha
CKPIHIIIOTI.

ccccc




3 Windows Deployment Wizord ===}

Viindows uses the folawing infomation to denify your computer

< ;

Y HanawTtyBaHHAx MDT Deployment Share 6yno npoBeaoeHO pereHepaLdiito
obpasy, nicna 4oro cTBopeHun .wim dann 6y imnoptoBaHum y Windows
Deployment Services (WDS). Len npouec 3abe3neyye OHOBMEHHA BCiX

o 2 g 5 .

I 'eHe a lﬂ HeoOXxiaAHWX KOMIMOHEHTIB Ta HanawTyBaHb B 06pasi nepen Moro po3roptaHHAM Ha
p u KNIEHTCbKMX MaLLWHaX.

6 [Micna uboro, Ha K/IEHTCbKiIN MalwWHI 6yno 3A4iNMCHEHO 3aBaHTaXXEHHA 4epes

O pa3’ Mepexy, Bukopuctosyroun cepeep WDS. 3aBaHTaXXeHHA 3 Mepexi A03BOMNNO

aBTOMaTMYHO 3acTocyBaTW BCi HanalwuTyBaHHA Ta KOH®Iirypauii, BU3HaA4eHi Yy

cueHapii posroptaHHAa. B pesynbrati, onepauinHa cuctema Windows 11
Enterprise 6yna BcTaHOBMeHa 3 ypaxyBaHHAM BCiX 3agaHuUX MnapaMeTpis,
BK/ItOUAKOUM NpUegHaHHA 00 AOMEHY Ta BCTaHOBNEHHA 3aaaHoro [13.



HamamiryBaHHs
BLI1AJIEHOT O
MiAKJII0YeHHSA

Yepes rpymnoBi MOJIITUKHA OYIIO0
HAJIAIITOBAHO JIO3B1JI Ha
M IKJIFOYEHHS 10 €1 KIIIEHTCHKOI
MaIlluHU 3a JOTIOMOTOKO
nporokormiB  Remote  Desktop
Protocol (RDP) Tta Microsoft
Remote Assistance (MSRA).
KpiMm Toro, Oyno yBIMKHEHO
MOXJIMBICTh MEPEXEBOr0 OOMIHY,
o0 KoMM'toTep OyB JIOCTYIHHUM
IUISL THIIUX IIPUCTPOIB Y MEPEKI.
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BcecranoBiieHHSA
noaarxkosoro 113

Hepe3 rpymosi MOMITHKKA HA KIIEHTCHKY MAIlMHY Oyi10
YCOIIIHO  PO3TOPHYTO  MOporpamMHe  3a0e3MeyeHHSs
Microsoft Teams. Jlns 1poro CIIOYaTKy Oynaa CTBOpEHA
MepexeBa Mamnka, B Ky OyB MOMIIICHHN 1HCTAISIIIAHANA
aiin  mporpamu. Ilpu  jomaBaHHI  HPOrpaMHOro
3a0€3MEeYeHHs 4Yepe3 TpyHoBl TMONITHKH Takox OyB
BKa3aHWil MEpEeKEeBUH LUIAX 10 wmiei mnankd. Ha
kiaieHTcekomMy [IK micist mepe3aBaHTaKEHHSI CHUCTEMH
nporpaMHe 3a0€3MeYeHHsI aBTOMAaTUYHO BCTAHOBHIIOCH.

[Ipu HEOOX1IHOCTI BH/IQJICHHSI MPOTPaMHOTO
3a0€3MEeUeHHsT TaKOX 3aCTOCOBaHI TPYIOBI TONITHKH.
Ilicist BUJANCHHS 3 MALIMHU KOPUCTYBaya Mae JIBl OMIii:
BuaanuTu Ha Bcix IIK, ge BoHO Oyio BCTaHOBIIEHO, 200
3aJIMIIMTA Ha THUX, JI€ BOHO BXE MPUCYTHE, 1 HE
po3roprati Ha HOBUX. [licis miATBEpIKEHHS BUIAICHHS
nporpamHe  3abesneuenns  Microsoft  Teams  Gymo
ycmimHo BujaneHo 3 kiieHtcekoro IIK, BiamosigHo 10
BHOpPAHOI OMIIii.



BucHoBknu

Byio po3missHyT0 mpomec CTBOPEHHSI Ta HAJAIITYBAHHSA iH(PaCTPyKTypH
BipTyaJsizanii Ta apromaru3oBanoro posroprannsa OC i II3 3a gomomororw VMware
Workstation, WDS, MDT Tta rpymoBux moaitmk Active Directory. BiabmicTn
iHCTpYMeHTIB BCTaHOBIIOIOTHCS depe3 Server Manager y Windows Server 2022. Ilicas
HAJAIUTYBaHHsSI CepBepHUX poJieil, Takux sik Active Directory, DNS ta WDS, 3a
nonomorow MDT 0yno apromarnzoBano posropranns OC i I3 Ha KJI€HTCHKI MAIIMHMU.
Takoxk HamamrToBaHo BigmaaeHe ympapiaiHas (RDP, msra) ta mepe:keBuii (aepso.r.
JlonatkoBi mporpamm, Taki sk Microsoft Teams, po3ropranumcss d4epe3 rpynosi
MOJITHKHM, 10 CTBOPWJIO TOBHICTIO AaBTOMATH30BAHY CHCTEMY YHPABJIIHHSA
iHppacTpykTyporo y kopmoparuBHomy cepepoBumi. Cucrema Moxke Oy
MOAU(iKOBAHA 1JI PO3MIMPEHHSI MOKINBOCTE KePyBAHHSI KJIIEHTCBKMMHU CHCTEMaMM.
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